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Ileav ponoa ouenounwvix cpedcmes. OlieHOUHBIE CPENICTBA TTPEIHA3HAYECHBI 111 KOHTPOJIS U
OIIEHKM 00pa30BaTEIbHBIX AOCTHKEHHI OOyYaloIIUXCs, OCBOMBIIMX MPOrpaMMy y4eOHOU
aucuurinHbl «b1.0.19 BeruuciauresibHble CUCTEMBI U KOMIIBIOTEPHBIE ceTh». [lepedyeHb BUAOB
OLIEHOYHBIX CPEICTB COOTBETCTBYET pabouell mporpamme JUCITUTUIAHBL.

DOHO OUEHOUHBIX cpedcma8 8K.Alouaem KOHTPOJIbHBIE MaTepHasbl sl MPOBEACHUS
TEKYIIero KOHTPOJs (B clienyomux (popMax: TecT, YCTHBIN OMpoC, JOKJIAA/Ipe3eHTalusl, IPaKTH-
YEeCKOe 3aJlaH1e) U ITPOMEKYTOUHON aTTeCTalliu B (popMe BOIPOCOB U 33[aHUM K 3a4€Ty C OLEHKOM
Y 9K3aMEHY.

Cmpyxmypa u codepxcanue 3a0anuil — 3aanus pa3padOTaHbl B COOTBETCTBUU ¢ paboueit
nporpammoil auctuIuinHbl «b1.0.19 BeruucauresibHble CUCTEMBI U KOMITBIOTEPHbIE CETH.

1. ITacnopT hoHIA OLIEHOYHBIX CPEICTB

Kovmnerenuus I/IH,[II/IKaTOpb: Pe3yjbTaThl 00ydyeHHst
KOMIIeTeHI[Hi1
OIIK-1 OIIK-1.1 3HaeT OCHOBBI MAaTEMATUKH, (PU3HKH,
CriocoOeH NpuMeHsTh BBIYHCITUTEILHON TEXHUKH U
€CTEeCTBEHHOHAYYHbIE U MIPOrPaMMHPOBAHHU S
OOIICHHKCHEPHEIC 3HAHHS, METO/IbI OIIK-1.2 VMeer pemiath CTaHAapTHBIE
MaTeMaTHYeCKOrO aHAIN3a 1 NpoecCHOHATBHBIE 3a/aH C
MOZEMPOBAHUA, TCOPETUYCCKOTO 1 NPUMEHEHNEM €CTECTBEHHOHAYYHBIX 1
IKCTIEPUMEHTAILHOTO UCCTIeJIOBAHUS B OGILEMHKEHEPHBIX 3HAHMIA, METOIOB
npoecCHOHaILHON JIeATeTbHOCTU MATEMATHYECKOrO AHAIM3A W
MOJIETTUPOBAHUS
OIIK-1.3 Brnaneer HaBBIKaMM TEOPETUYECKOTO U
9KCIIEPUMEHTAJIBHOTO UCCIIeI0BAHUS
00BEKTOB TIPOECCHOHATTLHOM
AesITeTbHOCTH




Komnerennus

Nuaukaropsl
KOMIIeTe HIUI1

Pe3yabTaThl 00yuyeHust

OIIK-3

Crioco0eH pelarh CTaHAAPTHBIE
3a/1a4M MpopeCCUOHATIBHON
JesITeIbHOCTH Ha OCHOBE
MH(OpPMaIIMOHHOW U
O6noMorpauIecKoil KyIbTypbl
pUMeHeHreM MH(MOPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHI U C
YUETOM OCHOBHBIX TpeOOBaHUI
MH(POPMALMOHHON Ge30MaCHOCTH

OIIK-3.1

3HaeT MPUHIIUIIBL, METOIBl ¥ CPE/ICTBA
peleHus CTaHAAPTHBIX 3a/1a4
1poheCCUOHATIBHOM JIESATEIbHOCTH HA
OCHOBE MH(OPMALITMOHHON 1
OouoIMorpapUUECcKO KyJIbTYPhI C
MPUMEHEHUEM MH(MOPMAIIMIOHHO-
KOMMYHUKAIIIOHHBIX TEXHOJIOTUH U C
y4eTOM OCHOBHBIX TPeOOBaHUI
UH(POPMALTMOHHON Oe30MTaCHOCTH

OIIK-3.2

VmMeer pemiath cTaHIapTHBIE 33/1a9K
MpopeCcCUOHANBHON JIeATEIbHOCTU Ha
OCHOBE MH(MOPMAIIMOHHOW U
OubIMorpauIecKoi KyJIbTyphl C
NpUMeHeHreM HH(POPMAIIMOHHO-
KOMMYHUKAIIIOHHBIX TEXHOJIOTUH U C
y4eTOM OCHOBHBIX TPEOOBaHUIA
MH(POPMALIMOHHON Oe30MaCHOCTH

OIIK-3.3

Brnaneer HaBbIKaMu OATOTOBKU
0030pOB, aHHOTAIIUI, COCTABJICHUS
pedeparoB, HAyYHBIX JOKJIAIOB,
nmyOMKanmia, 1 ouororpaduu o
HAyYHO-KCCIIeJOBATENILCKOM padoTe ¢
y4eToM TpeboBaHUN MH(OPMAIIMOHHOM
0e30MacHOCTH

OIIK-5

CrnocoGeH MHCTaJUTMPOBAaTh
IPOrpaMMHOE U arfapaTHoOe
obecrieueHre 111 MTHPOPMAIIIOHHBIX U
ABTOMATU3MPOBAHHBIX CHCTEM

OIIK-5.1

3HaeT OCHOBHI CICTEMHOT'O
QJMUHUCTPUPOBAHUS,
agmunuctpupoBanus CYB]I,
COBPEMEHHbBIE CTaHIAPTHI
MH(POPMAIIMOHHOTO B3aMMOJEHCTBUS
CHCTEM

OIIK-5.2

VYMeeT BbINOTHSATH MapaMeTPUUYECKYI0
HACTPOUMKY MH(POPMAITMOHHBIX U
ABTOMATU3UPOBAHHBIX CHCTEM

OIIK-5.3

Brasieetr HaBbIKaM¥ UHCTAJUISAILMN
MIPOrPaMMHOTO U alapaTHOTO
obecrieueHrst THQOPMALIMOHHBIX U
ABTOMAaTU3UPOBAHHBIX CHCTEM

2. Iloka3arean 1 KpUTEPHUH OlEHNBAHHUS KOMIIETEHINH, IIKAJIbI OLle HHBAHUS




2.1. lloka3zaTean u KpUTEPHUNA OLlCHUBAHUSA KOMHeTeHIII/Iﬁ

BeO-cepBepa

OIlIK-1.2, OIIK-5.3

Ne KOJI HHIUKATOpa HaumenoBanne OC
Pa3nea, rema
m\n KOMIIeTeHI[NH TK A
1 Anpecanus B jokaibHbIX 1 | OIIK-1.1, OI1K-3.2, OIK-5.1, Tecr, 1, II3 | Tect, YO
MIOOAJIBHEBIX CETAX OIIK-3.1, OIIK-3.3, OIIK-5.3,
OIIK-5.2
2 Mapipytuszanus B OIIK-1.1, OIIK-1.2, OIIK-5.1, Tecr, I, Tect
JIOKQJIBHBIX U IIOOAIBHBIX OIIK-1.3, OIIK-3.2, OIIK-5.2, VO, I3
CeTAx OIIK-5.3
3 Cucrema TOMEHHBIX UMEH OIIK-1.1, OIIK-1.2, OIIK-5.1, Tecr, [, II3 | Tect, YO
(DNS) OIIK-3.2, OIIK-5.2, OIIK-5.3
4 Hacrpoiika Be6-cepBepa OIIK-1.2, OIIK-5.2, OIIK-5.3, Tecr, I, II3 | Tect, YO
OIIK-1.1, OIIK-3.3
5 Oo6nauHble BUPTyaTbHbIC OIIK-1.2, OIIK-3.2, OIIK-5.3, Tecr, II3, I | Tect, YO
MaIlUHbBI OIIK-1.3, OIIK-5.2, OIIK-3.1,
OIIK-1.1
6 XpaHeHUE JIaHHBIX B OIIK-1.2, OIIK-3.2, OIIK-5.2, Tecr, II3, I | Tect, YO
00JIAaYHBIX CepBUCAX OIlK-3.3
7 Knacrepst CYB/] OIIK-1.2, OIIK-1.3, OIIK-5.2, Tecr, I3, ]I | Tect, YO
OIIK-3.3, OIIK-5.1, OIIK-3.2
8 Pacnipenenenue narpy3ku OIIK-1.1, OIIK-3.2, OIIK-5.2, Tecr, II3, I | Tect, YO

2.2. Kpurepuu oneHUBaHHs Pe3yJbTaTOB 00yUYeHHUsI ST TEKYIIEro KOHTPOJIsI

ycreBaeMoOCTH U IPOMEKYTOYHOH aTTecTalun

yeM Ha 70% 3amaHuii

Ornenounoe
Kpurepun onenuBanus IITkana oueHnBanust
CpeaCTBO

Tect CTyneHTOM JTaHbl TTPaBUJIbHbBIE OTBETHI HA OT1nyHO
91-100% 3aganuii
CryaeHToM JaHbl MPaBUJIbHBIE OTBETHI HA Xopol1o
81-90% 3aganuit
CryneHToM JaHbl TPaBUIIbHBIE OTBETHI HA VY 10BIETBOPUTENILHO
71-80% 3aganuii
CryaeHToM JaHbl PAaBUJIbHBIE OTBETHI MEHEE HeynosnerBoputenbHo




Ornenounoe
CPEeJICTBO

Kputepun onennBanus

IITkaa oneHNBAHUS

YerHblii onpoc

OTBeT COOTBETCTBYET NIOCTABJIEHHON TEME U
COIEPKUT OTBETHI HA MOCTABJIEHHbIE 33/1a4H,
MMeeT YETKYIO CTPYKTYpY, JIOTUYECKU
COMOCTABJISIEMYIO C TIOCTaBJIEHHBIMU BOIIPOCAMH.
OTBeT IEMOHCTPUPYET CIIOCOOHOCTh
aHAJTM3UPOBATh U 0000IIaTh MH(OPMAIIHIO,
OIMPAasiCh HAa 3HAHM S, IOJyYEHHBIE B XOJIe
M3YYEHUs TEMBI, a TAKXKE JEMOHCTPUPOBAThH
CaMOCTOSITEJIBHOCTh aBTOpA B PEILIEHUN
MIOCTaBJIEHHBIX 33/1a4. OTBET CONEPKUT
KA4eCTBEHHYIO pe4b U apryMEHTalUIo, KOTOpast
yOeaUTeIbHO MOATBEPAKIAET BHIBOBI U OTBETHI
Ha ITOCTaBJIEHHBIE BOIIPOCHI

OTIMYHO

OTBeT nomkeH ObITh HANPaBJIeH HA OTBET Ha
MIOCTaBJIEHHBIE BOIIPOCHI M COOTBETCTBOBATh
IIOCTaBJIEHHOM TEME, UMETh JIOTUYECKYIO
LENOYKY PacCykKAEHUIA U YETKO
JEMOHCTPUPOBATh CBSI3b MEK/1y ITOCTABJIEHHBIMU
Bonipocamu. OTBET BbIIEpKaH B YETKOM (popme,
OBITh TPAMOTHO 1 6€3 OLIMOOK O3BYYEH,
BbIJICJIEHBI KJTIOYEBbIe TEpMUHBL. OTBET 10JIKEH
J€MOHCTPUPOBATh CIOCOOHOCTb aHAJIM3UPOBATh
Y KPUTHUYECKH OLIEHMBAaTh MH(MOpMAaLHIO,
BBIOVPast KJIIOUEBBIE ACTIEKTHI U BbIACIISS
IJIaBHbIE BBIBOJIbI

Xoporo

OTBeT I0JIKEH COOTBETCTBOBATH ITOCTABJIEHHOU
TEME U COJEPKaThb OTBETHI HA IOCTaBJICHHBIE
BOIIPOCHI, TOJDKEH COIEPAKATh CYILIECTBEHHYIO
MH(pOPMAIIMIO, SICHO NIEpe/iaBaTh OTBETHI U UJIEU.
OTBeT OJIKEH CONEPAKATh TIOCTATOYHOE
KOJIMYECTBO apryMEHTOB U IPUMEPOB,
CBSI3aHHBIX C TEMOW paOOThI ¥ TIO3BOJISIONTHX
U3JIOKUTH CBOIO TOUKY 3peHHs1. OTBET IOKEH
OBITH TPAMOTHO C(POPMYITUPOBAH

yI[OB)'[CTBOpI/ITCIIBHO

OTBeT He COOTBETCTBYET MOCTABJIEHHOW TEMe
WM HE COIEPKUT OTBETOB Ha MOCTaBJICHHbIE
3a/1a4¥, COOEPKUT HEAOCTATOYHO apryMEHTAIN
Y IPUMEPOB, KOTOPbIE MOATBEPK JAIOT
BBICKA3aHHbBIE B OTBETE MIeH M BBIBOAIBL. OTBET
HE COOTBETCTBYET JIOTMUECKOM 1IeTI0UKe
paccykIeHNI 1 He BHIIOTHSET TpeOOBaHNUS
JIOTMYECKOM MOCIIeJOBATEIbHOCTU
BBICKA3BIBAHM S, 3aTPYAHSIONIEH TOHNMaHNe
orBeTa. OTBET COAEPKUT rpyOble OMIMOKH, UTO
3aTpyAHsIET IOHNMMaHNE BBICKA3bIBAHUS

HeynosneTrBopuTebHO
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Ornenounoe
CPEeJICTBO

Kputepun onennBanus

IIIxana oneHnBanus

Hoxknan/mpe3eHrarus

OO6yyaronmics: IeMOHCTPUPYET
UCYepIIbIBAIOIIee 3HAHUE MaTepralia 1
HOCJIEJOBATEIIHO, YETKO ¥ JIOTUYHO M3JIaraet
MaTepHall, XOpOIIO OPUSHTUPYETCS B
MatepHae, He 3aTpyAHseTCsl C OTBETOM Ha
COITYTCTBYIOIIHE BOIPOCHI

OTIMYHO

Oo6yyarouiicss IeMOHCTPUPYET 3HAHUE
Martepuaa, He JIOIYCKAeT CYIIECTBEHHBIX
HeToyHocTed. OTBEThl Ha JIONOHUTEIbHbIE
BOIIPOCHI B 1I€JIOM BEPHBIE, HO COAEpKallue
OTZEJbHBIE IPOOEITBI

Xoporo

OO6yyarouiics: IeMOHCTPUPYET 3HAHUSI TOJIBKO
OCHOBHOTO MaTepuasia, HO He 3HaeT JeTallel,
JOIyCKaeT HETOUHOCTH KaK B JJOKJIAaJe, TaK U B
OTBETax Ha BOIPOCHI

yI[OBIICTBOpI/ITCIIbHO

OOyuarommuiicss He 3HaeT 3HAYUTEIbHOW YaCTH
MPOrpaMMHOTO MaTepuaa, raoxo
OpPUEHTHUPYETCsl B MaTrepualle, JOMycKaeT
CYILIECTBEHHBIC OIIMOKY, BBICTYIIAeT
HEYBEpPEHHO, C OOJIBIIIMU 3aTPyIHEHUSIMU

HeynosnerBopurensHo

[IpakTueckoe
3aJaHue

3aganue BHINOMHEHO BepHO. BriOpan
ONTUMAaJIBHBIA MyTh perienus. [IpucyrcByer
pa3BEpHYTOE OIMCAHUE AJTOPUTMA PEIIEHUS

OTINYHO

3a/iaHue BBINIOJIHEHO BEpHO. [omyimeHst
Herpyoble JJOTHYecKue OUIMOKY MPU ONTUCAHUN
anropuTma peteHus. OTCyTCTBYIOT TOSICHEHU S
K PELIEHMIO 3a/1aHUA

Xoporo

Xog pellieHus 3a/1aHusl BEPHBI, HO IOMYIIEHbI
OIMOKH TTPUBE/IIINE K HENPABUILHOMY OTBETY

YI[OB)'ICTBOPI/ITCIILHO

B pabote noydeH HeBEpHBIN OTBET, CBA3aHHBIN
C rpyObIMH OIIMOKAMU JIOMYIIEHHBIMU B XOJIe
pelenws, MO0 pelieHre OTCYTCBYeT
TMOJTHOCTBIO

HeynosnerBopurenbHO

2.3. OueHouHbIe CpeACcTBa ISl TEKYIIero KOHTPOoJisi (IpuMepbl)

2.3.1. MaTepuaJbl JJisi KOMIbIOTEPHOI'0 TECTHPOBAHMS 00yJaIOIIUXCSI

Oo0mue KpuTEepHA OIeHUBAHMS

IIponeHT NpaBUILHBLIX OTBETOB

Ornenka

91% — 100% 5 (OTJIMYHO)

81% — 90% 4 (xopomio)

71% — 80% 3 (YIOBJIETBOPUTEIIBHO)
Menee 70% 2 (HEey/1OBJIETBOPUTEIIBHO)




CooTBeTCcTBHE BONMPOCOB TeCTa HHAUKATOPaM (hopMHPYEeMbBIX H OI[e HHBaeMbIX
KOMII€TeHIIUI

Ne Bommpoca B TecTe Ko nagukaropa KoMneTeHIIUN
1 OIIK-3.1, OIIK-3.2, OIIK-5.1
2 OIIK-1.3, OIIK-3.2, OIlK-5.2
3 OIlK-3.2, OIIK-5.1, OIIK-5.2
4 OIIK-1.2, OIIK-3.2, OIIK-5.2
5 OIlIK-3.3, OIIK-5.1, OIIK-5.2
6 OIIK-1.1, OIIK-3.2, OIIK-5.1
7 OIIK-1.2, OIIK-1.3, OIIK-5.2
8 OIlIK-1.1, OIIK-5.1, OIK-5.3
9 OIIK-1.1, OIIK-1.2, OIIK-5.1
10 OIIK-1.1, OIIK-3.3, OIIK-5.3
11 OIlK-3.2, OIIK-5.2, OIIK-5.3
12 OIIK-1.1, OIIK-3.2, OIIK-5.2
13 OIlK-1.2, OIIK-3.2, OIIK-5.3
14 OIlK-1.2, OIIK-3.2, OIIK-5.3
15 OIIK-3.1, OIIK-3.2, OIlK-5.2
16 OIlIK-1.2, OIIK-5.2, OIIK-5.3
17 OIIK-1.1, OIIK-5.1, OIIK-5.2
18 OIIK-1.1, OIIK-1.3, OIIK-3.2
19 OIlIK-1.2, OIIK-3.2, OI1K-3.3
20 OIIK-1.1, OIIK-1.2, OIIK-5.2
21 OIIK-1.1, OIIK-3.2, OIIK-5.2
22 OIIK-1.1, OIIK-5.2, OIIK-5.3
23 OIIK-1.1, OIIK-1.2, OIIK-5.1
Kiwou oTBeTOB
Ne Bonmpoca B TecTe Homep oTBeTa (MM OTBET, HJIU COOTBETCTBHE)
1 1a, 2¢, 3b
2 1b, 2¢c, 3a
3 a, c
4 1b, 2c, 3a
5 lc, 2d
6 70
7 543210
8 1lc, 2e, 3b
9 1b, 2d, 3a
10
11 810




Ne Bompoca B Tecte Homep oTBeTa (MM OTBET, HJIN COOTBETCTBHE)
12 a,d, f
13 2410
14 1b, 2e, 3a
15 520
16 la, 2d, 3b, 4c
17 DHCP, dhcp
18 1c, 2a
19 1b, 2¢, 3a
20 210
21 c,e, f
22 1b, 2¢, 3d
23 Ic, 2a, 3b

IlepeyeHb TECTOBBHIX BONPOCOB
Ne 1. 3adanue na coomeemcmaue. Coommuecume 2.1emMeHNbl 08YX CNUCKOS.

VKaxxuTe Ha3HAYCHUS MNEPEUYUCIICHHBIX ITPOTOKOJIOB

1. ARP a. onpenesieHue puznueckoro ajapeca no [P-aapecy
2. DHCP b. nepenaya MakeToB ¢ MNOJE3HBIMU JAaHHBIMU
3.1P C. OIPEIEIJIEHUE CETEBBIX HACTPOEK

Ne 2. 3aoarnue na coomsemcmeue. Coommuecume 31eMeHMbl 08YX CNUCKOB.

VKaxuTe posii UCTIOb3yEMbIX MPOrpaMM MpH padoTe C yAaNEHHOW BUPTYaIbHON MAIIMHOW

1. Putty a. reHepanus KioJen
2. WinSCP b. TepmuHan
3. PuttyGen/OpenSSL c. nepefaya ¢aityion

Ne 3. 3adanue ¢ MHOdCECMBEHHbIM 8b100pOM. Bolbepume 2 npasunvivix omeema.

Bam HeoOxoquMo creHepupoBaTh 3anucK B 0a3y NaHHbIX. Kakue (pyHKIMM U OonepaTopsl
a3bika SQL Mo3BOMAT 331aTh CIyYaiiHble HAYaJIo ¥ MPOJIOIKUTEIBHOCTh pa3roBopa’?

a. NOW()

b. RANDDATE()

c. INTERVAL

d. DATENOW()

e. TIMEOF()

f. PERIOD_DIFF()

Ne 4. 3aoarnue na coomseemcmeue. Coommuecume 3.1eMeHMbl 08YX CNUCKOB.

CooTHecuTte Ha3BaHUs IPOrPaMMHBIX MPOAYKTOB M Ux oTHoueHne Kk CYB]]

1. PostgreSQL a. He asnserca CYB]]
2. MongoDB b. pensuyoHHas 6a3a JaHHBIX
3. Apache Kafka C. HepessroHHas 6a3a naHabiX (NoSQL)

Ne 5. Baoarue na coomseemcmeue. Coommuecume 31eMeHMbl 08YX CNUCKOB.

Vkaxure Bepubie cBesieHust 0 CYB]] PostgreSQL



1. TCP nopt o yMOJI4aHuIO a. root
2. CuctemMHbIN CyNepHob30BaTeNlb b. 3306
c. 5432
d. postgres
Ne 6. 3aoanue omkpvimoii hopmwl. Beeoume uucaosoli omaeem.

Kakoe uncno ypoBHel mpenycMOTpPEeHO B UJeaTbHOW MOJEIN B3aUMOAEUCTBUS OTKPBITHIX
cuctem (OSI)?

Ne 7. 3adanue omxpoimoii ghopmui. Beeoume uucnosoii omeem.

Hns BHemHux noakioueHuit K CYB]] PostgreSQL Tpedyercst otkpoith TCP mopt (s
rapameTpoB 1o yMomruanuio). Kakoii aro Homep nopra?

Ne 8. Badanue na coomeemcmeue. Coommuecume nemermol 08Yx CNUCKOB.

Bam IMPEACTABJICHO HECKOJIBKO IIPUMEPOB aIpECOB, YKAKUTE TUII U1 KAXKIOIO

1. 0C-A0-17-3D-BB-02 a. IPX

2.172.16.10.6 b. IPv6

3. fe80::decf:af63:8e66:7990%13 c. MAC
d. ARP
e. IPv4

Ne 9. 3adanue na coomeemcmeue. Coomnecume 3nemenmol 08Yx CHUCKOS.

yKa)KI/ITC, KaKu€ CBE€ACHUA O CETEBBIX HaCTpOfIKaX COO6IJ_[8.IOT NEPEUYNCICHHBIC KOMAaHIbl

1. ifconfig a. TaONMIly MapIIpyToB
2. netstat b. nepeyeHb CeTeBbIX UHTEP(PENCOB
3. route C. CKOPOCTb COEJUHEHUS

d. aKTUBHBIE COETUHEHHSI
Ne 10. 3adanue ¢ eduruunviM 8b100pOM. Boloepume ooun npagunvHbili omeem.

V3en cetn A mepenaeT cooOIeHre Y31y ceTd B, Kakol THN ajgpeca paccMaTpUBaeT MPU
3TOM MapLIpyTU3arop?

a. HY OJIMH U3 YIOMSIHYTBIX
b. puznueckmit

c. IP-agpec

d. BUpTYyaJIbHbIN

Ne 11. 3aoanue omxpvimoti ¢ghopmwi. Beeoume uucnogoti omeem.

TunuyHas 1OMalIHAsS ceTh pa3MepoM 254 agpeca o0o3HauyaeTcs Kak /24 U UMeeT MacKy
nozicetr 255.255.255.0. Ckonbko out B [P-ampece BappripyeMbie B TAKOM ciTydae?

Ne 12. 3adanue ¢ mHodxcecmeeHHbIM 6b100pom. Bvibepume 3 npasunrvhvix omeema.

B peecrpe 3arperieHHbIX cailToB PockoMHan30opa conepkutcs cieayomas nHpopMaius o
KaXJIOM pecypce:

a. URL crpanuipl

b. MAC-aapec caiita

c¢. Onucanve MpUIUHBI OJIOKUPOBKH

d. JomeHHOE MMS caiTa

e. KoHTakTHbIC JaHHBIA BIaAeliblia cailTa
f. IP-aapeca caiita (BO3MOXHO HECKOJIBKO)

Ne 13. 3aoanue omxpoimoti gpopmul. Beeoume uucnogoii omeem.
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Kak 10iro MoxeT BBIIOMHATLCS MpepbiBaeMasi BUPTyasibHas MalivHa? YKaxuTte nepuos B
yacax

Ne 14. 3aoanue na coomeemcmeue. Coommecume 31emeHmvl 08YX CHUCKOB.

ComnocraBbTe NEPEYNCIICHHBIE IIPOrPpaMMBbI 1 X HA3HAYCHHC

1. MySQL a. Beb-ceppep
2. apachebench b. Pensiimonnas CYB]]
3. NGINX c. Komnmnsarop

d. I'padpmyecknii pegakrop
e. THCTpyMeHT 1Sl Harpy304HOTO TeCTHPOBAHUSI
Ne 15. Baoarnue omxpoimoti ghopmul. Beeoume uucnosoii omeem.

Jlo Kakoro MMHHMMAaJIbHOTO 3HAY€HUs1 MOKHO CHU3UTh rapaHTupoBaHHylo gomo VCPU s
BUPTYaJIbHOM MaluHbl B AHnexkc.Oonake? YKaxuTe 1e0e YUCIO MPOIIEHTOB

Ne 16. 3aoanue na nocaedosamenviocme. Pacnonooicume 6 npasunvHom nopsioke.
Vkaxute mpaBuIbHBIA IMyTh K KypHaTy ommOok NGINX B KoH(puUTypamy o yMoI4aHHIo
a. /var

b. /nginx

c. /error.log

d. /log

Ne 17. 3aoanue omxpoimoti gpopmol. Beeoume omeem.

Kakoil npoTokosn ucnonb3yercs AJis MojyuyeHUe CEeTEBbIX HACTPOEK IPH MOJKJIIOUYEHUH K
CeTH (B TOM YMCJIE MAPIIPYTOB)

Ne 18. Baoanue na coomeemcmeue. Coommuecume 31emMeHmMvl 08YX CNUCKOB.
Kakum TpeOoBaHUsAM J0KHBI YIOBJIETBOPATH YKcia B aroputMe RSA?

1. N (Momysnb) a. mMpocToe
2.PuQ b. B3auMHO MpOCThIE
c. 6onbire, yem cooOmenue (M)
Ne 19. 3aoanue na coomeemcmeue. Coomuecume 3nemeHmvl 08YX CNUCKOB.

Vkakute ycnoBus BeiOopa miis kaxaoi uz CYB]]

1. MySQL a. /laHHbBIE HE CTPYKTYpUPOBAHBI
2. Microsoft SQL b. Ucnons3yerca a3bik SQL Ha miargopme Linux
3. ClickHouse c. HyxHa unterpanus ¢ pemenussmu Microsoft

Ne 20. 3aoanue omxpoimoti gpopmul. Beeoume uucnogoii omeem.

CKOJIBKO CETeBBIX OaJIAHCUPOBIIUKOB MOXHO CO3/1aTh B PaMKax KBOTHI [0 YMOTUAHHIO JIJISI
OIHOro obsyaka?

Ne 21. 3adanue c MHOdMCECMBEHHbIM 8bIOOPOM. Bbibepume 3 npagunbhbix omeema.

Kakue 13 mepedrcieHHbIX MporpaMM MpegHa3HaueHbl AJis Harpy304HOTO TECTHUPOBAHMS
BeO-cepBepa?

a. httptrak

b. nginx-ng

c. apachebench

d. webcrawler

e. siege

f. httperf
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Ne 22. Baoanue na coomeemcmeue. Coomuecume 31emMeHmvl 08YX CNUCKOB.

CootHecute HazBaHMs qupeKTUB BeO-cepBepa NGINX u nx Ha3HaueHue

1. listen a. mapoJjb OT canTa
2. fastcgi_pass b. nopt i npuéma HTTP-coeaunennit
3. root C. MyTb K COKeT-(painy cepsuca php-fpm

d. KopHeBasi IMPEKTOpHUs canTa
Ne 23. Badanue na nocaedosamenvriocms. Pacnonoocume 6 npasunvrom nopsioke.

Pacnonoxwre mepeuriciieHHbIe JOMEHBI OT TIEPBOTO YPOBHS K TPETheMY

a. yandex.ru

b. mail.yandex.ru

c.ru

2.3.2. Jlokaanbi/npe3eHTanun 1 oneHkn komnenerun «OIIK-1.2»
Ne 1. Hcmopusi pazeumusi 21000.06HOLL Cenid.

Wcnonw3ys nurepaTypHble UCTOYHUKH, TOATOTOBBTE JOKJAJ O CO3JaHUM COBPEMEHHOIO
MHTEpHETA.

Ne 2. O630p npomokonoé mapupymusayuu.

B KOMIBIOTEPHBIX CETAX MCHOJB3YETCS MHOXKECTBO Pa3IMYHBIX IMPOTOKOJIOB MApIIPYT-
nzaimu. [loaroroBere 0630p HECKOIBbKUX MoNyJsipHbIX U3 HUX: BGP, OSPF, RIP

Ne 3. Cpasnenue obaaumbix nposaiioepos.

C SKOHOMHYECKOW TOYKH 3PEHHsI PACCMOTPUTE HECKOJbKO IIaT¢opM OOIauHBIX
npoBariziepoB. [IpoBeuTe CpaBHUTEIBbHBIN aHAIN3 CTOMMOCTH KCILTyaTalliid BUPTYaJIbHBIX MAIIMH
IUTS BEO-CANTOB.

2.3.3. Jlokaanbl/npe3eHTanun 1 oneHkn komnenetun «OIIK-3.3»
Ne 4. Hcmopust pazeumusi 2100a16HOLL Cemi.

I/ICHOHb3y$[ JIUTEPATYPHBIE UCTOYHUKH, IMOATOTOBLTE HOKJA O CO3JAaHUU COBPEMEHHOI'O
HUHTCPHETA.

Ne 5. U3yuenue 6ozmodrcHocmeli, Komopble 0aém NOKYnka OOMEeHHO20 UMEHU.

[ToaroroBbTe 0030p CepBUCOB A OM3HECA, KOTOPbIE JOCTYIIHBI MOCJAE PETUCTPALUU -
npoMeHHoro uMeHu. IIpumep - GecriiaTHast EKTPOHHAS OYTA OT SIHeKca.

2.3.4. Jloxkaanbi/npe3eHTanun s oneHkn komnenerun «OIIK-5.1»
Ne 6. Hcmopust pazeumusi 2100a.1bHOL Cemi.

Ucnonb3ys nuTeparypHble UICTOYHUKH, MOATOTOBbTE JIOKJAJ O CO3JaHUU COBPEMEHHOTO
WHTEpHETA.

2.3.5. Jlokaanbi/npe3eHTanun 1 oneHkn komneHnetun «OIIK-1.3»

Ne 7. O630p npomokonoe mapupymusayuu.

B KOMIBIOTEPHBIX CETAX MCHOJIB3YETCS MHOXKECTBO Pa3IMYHBIX IMPOTOKOJIOB MApIIPyT-
nzaimu. [loaroroBbre 0630p HECKOIBKUX MoNyJsipHbIX U3 HUX: BGP, OSPF, RIP

Ne 8. Cpasrerue sozmoscrocmeti MySQL, PostgreSQL.

[Tpu peanm3aruu nmpoekTa BaxHo BeIOpaTh CYB]I, mogxomsityo moa Bamm 3agadn. OmaHOM
M3 CaMbIX MPOCTBHIX B HACTPOUMKE U MU3YyYEHUH MOXKHO cuutath MySQL, oqHAaKO B HEKOTOPBIX
cllydasix €€ BO3MOXHOCTE HeTOCTATOUHO.

[epeuncnure npeumyiectsa PostgreSQL nepen MySQL B cBoOoaHOM (hopme Kak eciiu Obl
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BbI 0OOCHOBBIBAJIM CBOW BBIOOD 3aKa34HMKY.
Ne 9. IloOxo0vbl onst pacnpedenenus Hazpy3Ku.

IToaroroBbTe CpaBHUTENBHBIN aHAIU3 B (pOpME MPE3EHTALMU 10 Pa3IUYHBIM MOAXOJAM
pacripesnenenus Harpy3ku Ha CYB]] 1 BeO-cepBHCHI, TPIMEHSIEMbIM B OOJIAYHBIX CEPBUCAX.

2.3.6. Jloxkaanpl/npe3eHTanun 1 oneHKn komneneTun «OIIK-3.2»

Ne 10. O630p npomokonos mapupymu3ayuiL.

B KOMIIBIOTEPHBIX CETAX MCIONIB3YETCA MHOXKECTBO Pa3JIMYHBIX IPOTOKOJOB MapUIPYT-
nzaimu. [loaroroBbre 0630p HECKOIBKUX MoNyJsipHbIX U3 HUX: BGP, OSPF, RIP

Ne 11. H3yuerue 803moHcHOCmeEl, KOmopble 0aém NOKYnKa OOMEHHO20 UMEHU.

[MoaroroBbTe 0030p CepBUCOB Al OM3HECA, KOTOPHIE JOCTYIHBI MOCJE PErUCTPALU -
noMeHHoro uMeHH. [Ipumep - GecruiaTHas 27€KTPOHHAs MouTa oT SIHAeKca.

Ne 12. Cpaererue 00n1auHbIx Nposatioepos.

C 9KOHOMUYECKOW TOYKU 3pPEHHUSI PACCMOTPUTE HECKOJBbKO MmiaaTdopM oOJauHBIX
npoBaiiyiepoB. [IpoBequTe CpaBHUTEIBHBIN aHAIN3 CTOUMOCTH SKCIUTyaTallii BUPTYAIbHBIX MAIIUH
U1 BeO-CalTOB.

Ne 13. Hcnonvzosarue anzopummos onst SLI1

Jns BepuduKanmy 10KyMEHTOB YacTO UCIOJIb3YIOTCS NEKTPOHHbIE LKU(POBbIE MOAMKCH.
(QUII) IoaroroebTre JOKIAL O pa3inyHbIX aaropurmax LI

Ne 14. [1ooxo0wt Onst pacnpedenenust Hazpy3Ku.

[ToaroToBbTe CpaBHUTENbHBIN aHAIU3 B (pOpME MPE3EHTALMH O Pa3IUYHbIM MOAXOJaM
pacrnipenenenus Harpy3ku Ha CYB]] u BeO-cepBuUCHI, TPUMEHSEMBIM B OOJIAYHBIX CEPBUCAX.

2.3.7. lokaanbl/npe3eHTanun s oneHkn komnenerun «OIIK-5.3»
Ne 15. H3yuenue 6ozmodicHocmeli, Komopwvile 0aém noKynka 0OMeHHO020 UMEHI.

[ToaroroBbTe 0030p CEpBUCOB AJisl OUM3HECA, KOTOPBIE ITOCTYIMHBI MOC/IE PErucTpaluu -
noMeHHoro uMeHu. [IpumMep - GecruiaTHast JeKTPOHHAs TouTa oT SIHaeKca.

Ne 16. Cpagrerue 603MOACHOCMEL PABNUMHBIX 8€0-CEPBEPOB.

[ToaroToBbTe CPaBHUTENBHBIN aHAJIU3 BOBMOKHOCTEW pa3IMYHBIX BeO-CepBEPOB C aKIIEHTOM
Ha MPUMEHEeHNe B HEKOMMEPYECKOW OpraHu3aliu

2.3.8. Jlokaanbi/npe3enTanun 1 oneHkn komnenerun «OIIK-1.1»
Ne 17. Cpasneriue 603MONCHOCMEL PABAUMHBIX 8€0-CEPEEPO8.

[TonrotoBbTe CPaBHUTENBHBIN aHAIN3 BO3MOXKHOCTEN PA3IMUHBIX BEO-CEPBEPOB C aKIIEHTOM
Ha NIPUMEHEHNE B HEKOMMEPUYECKOW OpraHu3aluu

Ne 18. Cpaenenue sozmoocrnocmeii MySQL, PostgreSQL.

[Tpu peanuzarnmu mpoekTa BaxkHO BeiOpath CYBI, mogxonsmryo o Bamwm 3aaaun. OmaHon
U3 CaMbIX IPOCTHIX B HACTPOMKE U U3yUYEHUM MOKHO cuntath MySQL, onHako B HEKOTOPBIX
Clly4asix e€ BO3MOXHOCTEN HeAOCTATOUHO.

[Tepeuncnure npeumyiectsa PostgreSQL nepen MySQL B cBoOoaHO#M (hopMme Kak eciu Obl
BbI 0OOCHOBBIBAJIM CBOW BBIOOD 3aKa34HKY.

2.3.9. Jlokaanbl/npe3eHTanun 1 oneHkn komnenetun «OIIK-5.2»

Ne 19. Cpasrerue 603modxcHocmell paznuutblx 8e0-cepeepos.

[ToaroToBbTe CPaBHUTENBHBIN aHAJIU3 BOBMOKHOCTEH pa3IMUHBIX BeO-CepBEPOB C aKIICHTOM
Ha MPUMEHEeHNe B HEKOMMEPYeCKO OpraHu3aliiu
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Ne 20. Cpagrerue 00n1auHbIX NPOBALIOePos.

C 9KOHOMUYECKOW TOYKU 3pEHHUSI PACCMOTPUTE HECKOIbKO MmiaaTdopM oOJauHBIX
npoBaiiyiepoB. [IpoBequTe CpaBHUTEIBHBIN aHAIN3 CTOUMOCTH SKCIUTyaTallii BUPTYAIbHBIX MAIIH
U1 BeO-CalTOB.

Ne 21. Hcnonvzosarue anzopummos onst SLI1

Jlist BepupuKaimy JOKyMEHTOB YacTO UCIIOJNIb3YIOTCS JIEKTPOHHBIE U(POBBIE TOIITUCH.
(QUIT) IMoaroroBere AOKJIAA O pa3auyHbIX ajropurMax LT

2.3.10. Joxaaapl/mpe3eHTanuu Ajsi oneHkH komneHermnu «OIIK-3.1»

Ne 22. Cpaenerue sozmodcnocmeti MySQL, PostgreSQL.

[Tpu peanuzarmu npoekTa BaxkHo BeiOpath CYB]I, mogxonsinyo noj Bamwm 3aaaun. OmaHom
M3 CaMbIX MPOCTBHIX B HACTPOUMKE U M3yYEeHUH MOXKHO cuutarb MySQL, ogHako B HEKOTOPBIX
Cllydasix €€ BO3MOKHOCTEN HEJOCTATOUHO.

[Mepeuncnute npenmyinectsa PostgreSQL nepen MySQL B cBoG0aHOI (hopMe Kak eciu Obl
Bbl 0OOCHOBBIBAJIV CBOW BHIOOP 3aKA3UUKY.

Ne 23. I1o0x00b1 0ns51 pacnpedenenust Hazpy3Ku.

[ToaroroBbTe CpaBHUTENBHBIN aHAINU3 B (DOpME MPE3EHTALMU MO Pa3IUYHBIM MOAXOJaM
pacnpenenenus Harpy3ku Ha CYB/] u BeO-cepBUCHI, IPUMEHSIEMbIM B OOJIAYHBIX CEPBHCAX.

2.3.11. Boripochl 1J1s1 KOJJIOKBUYMOB, cO0eceJ0BaHUSA JISA OI[eHKN KOMIIeHe TI[HH
«OIIK-1.2»
Ne 24. Cpasrerue 603mMOACHOCMEL NPOMOKOAOE MAPUPYIMUZAUULL.

CpaBHuTe 001aCTU IPUMEHEHHS] PA3IMYHBIX POTOKOIOB MaPUIPYTH3ALIMH, PACCMOTPEHHBIX
HaMU B Kypce

2.3.12. Boripochl 1)1 KOJJIOKBUYMOB, cO0eceJ0BaHUSA JIS1 OIeHKN KOMITeHe TI[HH
«OIIK-3.2»
Ne 25. Cpasrernue 603modAcHOCmEL NPOMOKOA0E MAPUPYIMUZAUULL.

CpaBHuTe 0071aCTU IPUMEHEHHSI PA3IMYHBIX TPOTOKOIOB MAaPUIPYTU3alIMH, PACCMOTPEHHBIX
HaMHU B Kypce

2.3.13. Boripochl /151 KOJJIOKBUYMOB, co0ece/J0BaHUA JIS1 OIeHKH KOMITeHe TI[HH
«OIIK-3.3»
Ne 26. Cpasrerue 8603MOACHOCMEL NPOMOKOAO8 MAPUPYIMUZAUULL.

CpaBHuTe 007aCTU IPUMEHEHUS] PA3IMYHBIX TPOTOKOIOB MAapUIPYTU3ALIMH, PACCMOTPEHHBIX
HaMU B Kypce

3. IIpome:kyToUuHast aTTeCTANUSA

3.1. MeToanueckue MaTepuaJibl, Onpeaessiiomue npoieaypy oleHuBaHus1 3HAHUH,
YMeHHI1, HABbIKOB M ONbITA JIeATEeJbHOCTH

DK3aMeH SIBJISIETCS 3aKJIOUMTENIbHBIM 3TanoM mpoiiecca (OpMUPOBAHUST KOMIIETEHIIUI
oOydarmierocsi Mpu U3y4YeHUW AWCIUIUIMHBL U MMEeT IeJbl0 MPOBEPKY U OIEHKY 3HAaHWM
oOyyJarIierocs Mo TeOpUH, U MPUMEHEHUIO TOJyYEHHbIX 3HAHWUW, YMEHUN U HABBIKOB MPU
pELlIeHNH MPAaKTUYECKUX 3a1ay.

DK3aMeH MPOBOAUTCS MO PACIUCAHUIO, C(DOPMUPOBAHHOMY YUeOHO-METOANYECKUM YIpaB-
JIEHUEM, B CPOKH, MPEIyCMOTPEHHbIE KaJIeHIAPHBIM YIeOHbIM rpaprkoM. DK3aMeH MPUHUMAETCS
npenojgaBaresieM, BeAyLM JEeKLMOHHbIE 3aHATHU.
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DK3aMeH MPOBOJMTCS TOIBKO TMPHU NMPEAbSBICHUN 00YYAIONIMMCS 3aU€THON KHWKKH U TIPH
YCJIOBUM BBITIOJTHEHUSI BCEX KOHTPOJIbHBIX MEPOIPUATHI, TPEeAyCMOTPEHHBIX YIEOHBIM IJIAHOM U
paboueit mporpaMMoit JucIMIUIAHBL. OOyJaoImuMcs Ha 9K3aMeHe TPeICTaBIIsSeTCsl IPaBO BHIOpaTh
ofvH u3 O6uneroB. Bpems moarotoBku k orBery coctapisier 30 MuHyT. [1o ucTeueHUn yCTaHOBI-
€HHOTO BpeMeHU OOYyYalolIMiiCs JOJKeH OTBETHTh HA BOIPOCH K3aMEHAIIMOHHOTO OWieTa.
PesynbraThl 9K3aMeHa OLIEHUBAIOTCS TIO YeThIPeX0aIIbHOM CHCTeMe M 3aHOCSITCS B 3a4€THO-9K3aMe-
HAI[MOHHYIO BEJIOMOCTb U 3aY€THYIO KHUKKY. B 3au€THYI0 KHUXKKY 3aHOCSITCSI TOJIBKO TOJIOKHUT-
eabHble OoleHKU. [loanucanHbil mpenogaBareaeM dK3eMIUISIP BEAOMOCTU CIAETCsl HE MO3[Hee
CJIEYIOLIETO JIHS B JeKaHaT.

B cnydae HesBKM 0Oydaromerocsi Ha 9K3aMeH B 3a4€THO-9K3aMEHAIlMOHHYIO BEIOMOCTb
JernaeTcsl OTMETKa «He siBKa». OOyyaionuecs, He MPOIIEAIe TPOMEKYTOUHYIO aTTeCTAIUIO 110
OUCLMIUIMHE, AOJDKHBI JIMKBUAMPOBATh aKaAEMHUYECKYI0 3aJ0JKEHHOCTb B YCTaHOBJIEHHOM
JIOKaJIbHBIMU HOPMAaTUMBHBIMU aKTaMU TOPSIIKE.

3.2. Bonnpochl K 3a4eTy ¢ OLlEHKOI

Ne Bomnpoc Ko komMnereHmmn

1. | Kakum o6pazom rpynmoBas (multicast) pacchlika pacchiiaeT OIlK-1.1, OIIK-1.2,
cooO1enna? OIIK-5.1

2. | Onuimure Kak pacrnpezesneHo npocrpaictso IP-agpecos no OIIK-1.2, OIIK-3.2,
MHTEPHET-pEerucTpaTopam OIIK-5.1

3. | B uéM ocHOBHas ujiest pa3HBIX YPOBHEN MOJIEIN OIIK-1.1, OIIK-3.1,
B3aMMOJENCTBUSA OTKPHITHIX cucTeM? IIpuBennTe npumepsl OIIK-3.2
UCIIOJIb30BAHUSA PA3HBIX TUIIOB aJPECALIH.

4. | IIpopeMOHCTpUpYITE Ha MPUMEPE JOMAIITHETO PoyTepa Kak OIlK-3.3, OIIK-5.1,
padotaet TpaHcAMs ceteBbix agpecoB (NAT) OIlK-5.3

5. | Kakum 0Gpa3oM Biazieselr JoMeHa MOKeT PacropsKaThCs OIlK-1.1, OINK-1.3,
nomeHamu 3 ypoBHs. Kakyio ponb B 9Tom urpaet cepBep umén? | OITK-5.1

6. | OnuiuMTe nepapXxUUeCcKylo CTPYKTYpy CUCTEMBI JOMEHHBIX OIIK-1.1, OIIK-5.2,
UMEH OIlK-5.3

7. | B kakom u3 pazzaesnoB koHpuryparroHHoro ¢aiina NGINX OIlK-1.1, OIIK-5.2,
yKa3bIBaeTCs KOpHEBas qupekropus canta ? Paznens Bioxensl | OITK-5.3
APYT B Apyra, HA30BUTe HanOoee OMU3KUI

8. | Kakasa qupextuBa NGINX ykassiBaer nopt ais npuéma HTTP- | OIIK-1.1, OIIK-5.2,
COeIMHEHUN OIIK-5.3

3.3. Bonipockl Kk 3K3aMeHy

Ne Bonpoc Ko komMneTeHmn

1. | Kakue u3 napameTpoB MO3BOJISIOT CYIIECTBEHHO CHU3UTD OIIK-3.1, OIIK-3.2,
CTOMMOCTD apeHIbl BUPTyasibHON Mamuabl B AHnekc.Oonake? | OIMK-5.2

2. | Kakum 00pa3oM MOXHO CKOMHMPOBaTh roToByio BUpTyainbHyo | OIIK-1.1, OITK-3.2,

MaIIMHY CO BCEMH HACTPONKaMU U ycTaHOBJIEHHbIM [10? OIlK-5.2

3. | OnummTe MPeuMyIecTBO CEPBUCOB yIipaBiisieMbix 0a3 qanHbix | OITK-1.1, OIIK-3.2,
nepex oobraHbIME CYB]] (Hanpumep, NOBEpX BUPTYaIbHBIX OIIK-5.2
MalllvH)
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Ne Bonpoc Ko xommereHmmm

4. | B cepucax fAnnekc.O6naka noaaepKuBalTCs: MHOKECTBO OIIK-1.2, OIIK-3.2,
pazmunbsix CYBI. [TpogemMoHcTpupyiiTe Ha IipuMepax, 1Jist OIlK-5.2
KaKMX 33/1a4 KaKAYI0 U3 HUX CIeAyeT MPUMEHSITb.

5. | Kak Ha3pIBaeTCs M 7151 KAKUX LeJIed IPUMEHSIETCS OIIK-1.3, OIIK-5.1,
pacrnipezesieHue TaOIUIBI 0 HECKOJIBKUM (PHU3UIECKUM OIlK-5.2
cepeepam ?
6. | Kakne CYB/] nogiep:xuBaioT perumkanuio 1 kakum oopazom | OIIK-3.2, OIIK-3.3,
OHa OCYIIECTBIISETCA? OIlK-5.2
7. | Kakyto posib BBITIOHSIET CETeBOM OaaHCUPOBIIHK ? OIIK-1.1, OIIK-3.2,
OIIK-5.2
8. | [IpuBeauTe mpruMepbl MPOrpaMm sl HArpy304HOrO OIlK-1.2, OINIK-3.1,
TeCTUPOBaHUsI BeO-cepBepa OIIK-5.1

3.4. TemaTuka KypcoBbIX padoT
[o 1aHHOW TUCITUIIIMHE BHITIOJHEHNE KYPCOBBIX MIPOEKTOB (padoT) HE MpeycMaTpHUBACTCSI.
3.5. MaTtepuaJsl JJjisi KOMObITEPHOT0 TECTHPOBAHUSI 00yYAIOLIHAXCS

Oo6mue KpuTEepHA OIeHUBAHMS

IIponeHT NpaBUILHBLIX OTBETOB Ouenka
91% — 100% 5 (OTAMYHO)
81% — 90% 4 (xopomio)
71% — 80% 3 (yAOBJIETBOPUTEIILHO)
Menee 70% 2 (HEy/IOBJIETBOPUTEIIBHO)

CooTBeTCcTBHE BONPOCOB TecTa MHAUKATOpaM (pOopMHPYeMbIX H Oll€eHUBAaeMbIX
KOMIIeTEeHI[UI

Ne Bompoca B Tecte Ko ungukaropa koMneTeHIHI
OIIK-3.1, OIIK-3.2, OIIK-5.1
OIlIK-1.3, OIIK-3.2, OIIK-5.2
OIIK-3.2, OIIK-5.1, OIK-5.2
OIIK-1.2, OIIK-3.2, OIIK-5.2
OIIK-3.3, OIIK-5.1, OIK-5.2
OIIK-1.1, OIIK-3.2, OIIK-5.1
OIIK-1.2, OIIK-1.3, OIIK-5.2
OIIK-1.1, OIIK-5.1, OIIK-5.3
OIIK-1.1, OIIK-1.2, OIIK-5.1
OIlIK-1.1, OIIK-3.3, OIIK-5.3
OIlIK-3.2, OIIK-5.2, OIIK-5.3
OIlIK-1.1, OIIK-3.2, OIIK-5.2
OIlIK-1.2, OIIK-3.2, OIIK-5.3
OIIK-1.2, OIIK-3.2, OIIK-5.3
OIIK-3.1, OIIK-3.2, OIK-5.2
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Ne Bompoca B Tecre Ko nagukaropa KomMneTeHIIHN
16 OIlIK-1.2, OIIK-5.2, OIIK-5.3
17 OIIK-1.1, OIIK-5.1, OIIK-5.2
18 OIIK-1.1, OIIK-1.3, OIIK-3.2
19 OIlK-1.2, OIIK-3.2, OIIK-3.3
20 OIlIK-1.1, OIIK-1.2, OIIK-5.2
21 OIIK-1.1, OIIK-3.2, OI1K-5.2
22 OIIK-1.1, OIIK-5.2, OIIK-5.3
23 OIlK-1.1, OIIK-1.2, OIIK-5.1
Kirwou oTBeTOB
Ne Bommpoca B TecTe Homep oTBeTa (MM OTBET, HJIU COOTBETCTBHE)
1 1a, 2¢, 3b
2 1b, 2c, 3a
3 a, c
4 1b, 2¢, 3a
5 lc, 2d
6 70
7 5432+ 0
8 1c, 2e, 3b
9 1b, 2d, 3a
10 c
11 810
12 a,d, f
13 2410
14 1b, 2e, 3a
15 520
16 la, 2d, 3b, 4c
17 DHCP, dhcp
18 lc, 2a
19 1b, 2c, 3a
20 210
21 c, e, f
22 1b, 2c¢, 3d
23 1lc, 2a, 3b
IlepeyeHb TeCTOBBIX BOIIPOCOB
Ne 1. 3aodanue na coomseemcmeue. Coomunecume 31eMeHmMbl 08YX CHUCKOB.
VkaxuTte Ha3HAYEHUS TIEPEUMCIICHHBIX TIPOTOKOJIOB
1. ARP a. onpe/ieienne (usmyeckoro aapeca mo IP-anpecy
2. DHCP b. Mepe/iaua MAKETOB C MONE3HBIMH JIAHHBIMU
3.1P C. OTIpE/Ie/ieHHe CETEBBIX HACTPOEK
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Ne 2. Badanue na coomeemcmeue. Coommuecume nemermol 08Yx CNUCKOB.

VKa)uTe posii UCMIONIb3YeMbIX IPOrpaMM IMpu padoTe ¢ yIaJEHHOW BUPTYaJbHOW MAIIMHON

1. Putty a. reHepanus KJioJen
2. WinSCP b. TepmuHan
3. PuttyGen/OpenSSL c. nepefaya (aityioB

Ne 3. 3adanue ¢ MHOdMCECMBEHHbIM 8b100pOM. Bolbepume 2 npasunvivix omeema.

Bam HeoOxonuMo creHepupoBath 3anucu B 0a3y naHHbix. Kakue pyHKIMM U onepaTopbl
si3pika SQL MO3BOMIAT 3a/1aTh CIy4YaiiHbIe HA4asio ¥ MPOIOIKUTEILHOCTh pa3roBopa?

a. NOW()

b. RANDDATE()

c. INTERVAL

d. DATENOW()

e. TIMEOF()

f. PERIOD_DIFF()

Ne 4. 3adanue na coomeemcmeue. Coomnecume snemenmol 08Yx CNUCKOS.

CooTtHecuTe Ha3BaHMS MPOrPAMMHBIX MPOLYKTOB U UX oTHoIeHue Kk CYB]]

1. PostgreSQL a. He saBnsercsa CYB]]
2. MongoDB b. pensiMoHHas 0a3a JaHHBIX
3. Apache Kafka c. HepensoHHas 0a3a naHHbiX (NoSQL)

Ne 5. Baoarue na coomseemcmeue. Coommecume 31eMeHMbl 08YX CNUCKOB.

Vkaxure BepHble cBeieHust 0 CYB]] PostgreSQL

1. TCP noprt no ymon4yaHuio a. root
2. CucremMHbIN CYNIEPIONB30BaTEND b. 3306
c. 5432
d. postgres

Ne 6. 3adarue omxpoimoii hopmui. Beeoume uucnosoii omeem.

Kakoe 4ncio ypoBHel peaycMOTPEHO B MAEaTbHOW MOJETH B3aUMOJCUCTBHS OTKPBITHIX
cuctem (OSI)?

Ne 7. 3adanue omkpoimoii ghopmwi. Beeoume uucaosoii omeem.

Hns Baemaux noakmouennit kK CYB]] PostgreSQL Ttpebyercst otkpoite TCP mopt (auis
rapameTpoB 1o yMomuanuio). Kakoii 3ro Homep nopra?

Ne 8. 3aodanue na coomeemcmeue. Coomnecume snemenmol 08Yx CHUCKOS.

Bam IMPEACTABJICHO HECKOJIBKO IIPUMEPOB aIPpECOB, YKAKUTE TUII I KAXKIOI'O

1. 0C-A0-17-3D-BB-02 a. IPX

2.172.16.10.6 b. IPv6

3. fe80::decf:af63:8¢66:7990%13 c. MAC
d. ARP
e. IPv4

Ne 9. Baoarnue na coomsemcmeue. Coommuecume 31eMeHMbl 08YX CNUCKOB.

yKa)KI/ITC, KaKue CBEICHUA O CETEBBIX HaCTpOfIKaX COO6]J_[3.IOT NEPEYNCIICHHBIC KOMAaH/Ibl

1. ifconfig a. TaONMIly MapIIpyToB
2. netstat b. nepedeHp ceTeBbIX UHTEPPENCOB
3. route C. CKOPOCTb COEJUHEHU S

d. akTUBHBIE COCOMHEHUA
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Ne 10. 3adanue ¢ eOuHUUHBIM 8b100pPOM. Bbibepume 00uH NPasUNbHLIL Omeen.

V3en cetn A mepenaeT cooOieHue y3iny ceTd B, Kakoil TN ajpeca paccMaTpuBaeT MpH
9TOM MapuIpyTu3arop?

a. HA OIVH U3 YIIOMSIHYThIX

b. ¢pusnueckuit

c. IP-ampec

d. BUpTYaIbHBIT

Ne 11. 3a0anue omxpoimoti gpopmul. Beeoume uucnosoii omeem.

TunuuHas TOMalIHsAs ceTh pa3MepoM 254 anpeca o0o3HauYaeTcs Kak /24 U UMeeT MacKy
nozicet 255.255.255.0. Ckonbko 6ut B [P-afgpece Bappupyemble B TaKOM ciTydae?

Ne 12. 3adanue ¢ mHoxcecmaeHHbIM 8b100pom. Bvibepume 3 npasunrvhvix omeema.

B peectpe 3anpemieHHbIX caiitoB PockoMHaa30pa conepkuTcs cienyiomas nHpopmaus o
KaXJIOM pecypce:

a. URL crpanuiier

b. MAC-aapec caiita

c. OnucaHue MpUYNHBI OJIOKMPOBKH

d. JlomeHHOe nMs caiita

e. KoHTakTHBIC TaHHBIA BiIaesiblia caiTa

f. IP-agpeca caiita (BO3MOXHO HECKOJIBKO)

Ne 13. 3aoanue omxpoimoii ghopmol. Beeoume uucaogoii omaem.

Kak goiro MoxeT BHIOTHATHCS MpepbiBaeMasi BUpPTyasibHas MalivHa? YKaxuTte nepuos B
yacax

Ne 14. 3aoanue na coomseemcmeue. Coommecume 31emMeHmMbl 08YX CNUCKOB.

ComnocraBbTe NEPEUYUCICHHBIC TPOrpaMMbl 1 UX HA3HAYCHHC

1. MySQL a. Beb-cepBep
2. apachebench b. Pensiiimonnas CYB]]
3. NGINX ¢. Kommunsarop

d. I'padpmyeckuii pegakrop
e. lHCTpyMeHT 1Sl Harpy304HOTO TeCTHPOBAHUSI
Ne 15. 3adanue omxpoimoii gpopmul. Beedume uucnosoii omeem.

Jlo KaKOro MUHHUMAaJIbHOTO 3HAYEHUsI MOXKHO CHU3UTh rapaHTupoBaHHyo Ao VCPU s
BUPTYyaTbHOM MaiiHbl B AHaekc.Obnake? YKax)uTe 1eoe YKUCIO MPOIIEHTOB

Ne 16. 3aoanue na nocaedosamenviocme. Pacnonoocume 6 npasunvHom nopsioke.
Vkaxute npaBIIbHBIHA MyTh K kypHaTY omrook NGINX B koH(DuUTyparyu 1o yMoTJ4aHUIO
a. /var

b. /nginx

c. /error.log

d. /log

Ne 17. 3aoanue omxpoimoii hopmol. Beeoume omeem.

Kakoii mpoTokos ucnonb3yeTcs Ajis MOoJyYeHHe CeTEBbIX HACTPOEK IpPU MOIKIIOYEHUH K
ceTy (B TOM 4MCIIE MapIIpyTOB)

Ne 18. 3aoanue na coomeemcmeue. Coomnecume 31eMeHmbl 08YX CHUCKOB.
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Kakum TpeGoBaHMAM JIOJKHBI YIOBJIETBOPATH YKCiIa B aroputMe RSA?

1. N (Momynb) a. mpocToe
2.PuqQ b. B3aMMHO MPOCTHIE
c. 6osnblie, yem coodmenue (M)
Ne 19. 3adanue na coomeemcmeue. Coomuecume 31emennvl 08YXx CHUCKOB.

Vkaxwure ycnous Beioopa s kaxaon n3 CYB/]

1. MySQL a. /laHHbIE HE CTPYKTYpPUPOBAHBI
2. Microsoft SQL b. Ucnonesyercs a3k SQL Ha muiargopme Linux
3. ClickHouse c. Hyxna unterpauums ¢ pemenusamu Microsoft

Ne 20. 3aoarnue omxpoimoti gpopmul. Beeoume uucnosoii omeem.

CKOJIbKO ceTeBbIX OATaHCUPOBIIMKOB MOXHO CO3/IaTh B paMKax KBOTBI [0 YMOTYAHUIO /151
oIHOro oosaka?

Ne 21. Badarue ¢ MHON’CECMBEHHbIM 8bIOOPOM. Buibepume 3 npasunvibix omeema.

Kakue u3 nepedyncieHHbIX MPOrpamMM MpeAHa3HAueHbl I HAarpPy30YHOTO TeCTUPOBAHMS
BeO-cepBepa?

a. httptrak

b. nginx-ng

c. apachebench

d. webcrawler

e. siege

f. httperf

Ne 22. Baoanue na coomeemcmeue. Coommuecume 31emMeHmvl 08YX CNUCKOB.

CootHecute Ha3BaHUs qUpeKTUB BeO-cepBepa NGINX u nx Ha3HaueHue

1. listen a. mapoJjib OT caiTa
2. fastcgi_pass b. nopr g npuéma HTTP-coenunennii
3. root C. MyTb K COKeT-(painy cepsuca php-fpm

d. KopHeBas AUpeKTOpUs canTa
Ne 23. Badanue na nocaedosamenvrocms. Pacnonosxcume 6 npasunvrom nopsioke.

Pacrnonoxure nepedncieHHple JOMEHbI OT IIEPBOrO YPOBHSA K TPETbEMY

a. yandex.ru

b. mail.yandex.ru

c.ru

3.6. Borpoch! [Jis1 KOJIOKBHYMOB, c00eceJ0BaHUA /IIsI OIeHKH KOMII€HeTIIHH
«OIIK-1.1»

Ne 1. Memoout adpecauuu 8 cemu uHmepHem, ozparuueHusi npomokona IPv4.

Ornummre ucnosp3yeMble AUana3oHbl aJpecallii B UHTEPHET AJis npoTokona [Pv4

Ne 2. Ilpakmuxym pabomuol ¢ OOMEHAMU.

PaccmoTpuTe BO3MOKHOCTH TIOMCKAa CBOOOJHBIX JOMEHOB Uepe3 pa3INuHbIX PErrCTPaToOpoB.
KaxoBbl yciioBus y Handosee nomyJsipHbIX ?

3.7. Bonpochkl 11 KOJJIOKBHYMOB, co0ece10BaHMsI [JIs1 OI€HKH KOMITeHeTI[HI
«OIIK-5.1»

Ne 3. Memoowt adpecauuu 6 cemu unmepHem, ozpanuuerusi npomoxkona IPv4.
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Onuivre UCoNIb3yeMbIE JUAa30HbI aIpECalliy B UHTEPHET 11 TpoTokoia [Pv4
Ne 4. IIpakmuxym pabomul ¢ OOMEHAMU.

PaccmoTpute BO3MOKHOCTY MOMCKA CBOOOJHBIX JOMEHOB Uepe3 pa3/IMuHbIX PErucTpaTopoB.
KakoBbl ycioBust y HanOosee mortysspHbIX ?

Ne 5. I'enepauus 3anuceii 6 6a3y OAHHLIX.

Kakue ¢pynkimu u onepartops! sizbika SQL Mo3BosAT 3a1aTh CllyyaiiHble HA4asI0 U MPOJOIIKH-
TenbHOCTH pasroBopa? [Ipuseaure npumepsl SQL-3anpocoB

3.8. Bonpockl 11 KOJLUIOKBHYMOB, cO0€ece0BaHMsl JIS1 OI€HKH KOMITEHEeTIHH
«OIIK-5.2»

Ne 6. Memoowt adpecauuu é cemu unmeprem, ozparuuenusi npomokona 1Pv4.

Onummre ucnosb3yeMble AUana3oHbl aJpecallui B UHTEPHET i npotokona [Pv4

Ne 7. [lpeumyuiecmea ucnonvzosarus éeo-cepsepa NGINX.

OnumuTe npeumylnecTBa ucnoib3oBanus BeO-cepBepa NGINX u OCHOBHBIE 3Tarlbl
HACTPOUKU

Ne 8. Hcnonvzoeanue supmyanvHoti maututsl 8 HAnoexc.Obaaxo.

[TepeunicinuTe OCHOBHBIE MPEUMYIIECTBA HUCIOIb30BAHUS BUPTYAJbHOW MAIIWHBI B
Snpexc.O61ak0 MO CpaBHEHUIO C JPYTMMH TUIAT)OPMAMHU.

Ne 9. Hanonnenue maonuypl c2eHepUpOSaHHbIMU OAHHBIMU.

[Mpennoxure mpuMep KOPOTKON MPOrpaMMBbl ISl HAMIOJHEHUs TaOMuUIIbl JaHHBIMU. Kakue
orepauu si3eika SQL mpy 3TOM OBLTH UCTIONH30BAHBI ?

Ne 10. I'enepayus 3anuceii 6 6a3y OaHHbBIX.

Kakue ¢pynkimu u onepartops! sizbika SQL Mo3BoJAT 3aaTh ClTydaiiHble HA4asI0 U MPOJOIIKH-
TeJIbHOCTh pasroBopa? [Ipusenure npumepsl SQL-3ampocos

Ne 11. Hncmpymenmol cmpecc-mecmuposanus 6eo-cepaepa.

Jlnst co3maHusl CTPECCOBOM HArpy3Ku MoadepuTe MHCTPYMEHTHI, KOTOPhlE MOTYT OBITh
3aIyieHsl B komangHou crpoke Ubuntu. Linux

3.9. Bonpockl 111 KOJLUIOKBHYMOB, cO0€eceJ0BaHMsl JJIS1 OI€HKH KOMIT€HEeTIHH
«OIIK-3.1»
Ne 12. Ipaxmukym pabomsi ¢ OOMEHAMU.

PaccmoTpute BO3MOXKHOCTY TIOMCKA CBOOOJHBIX JOMEHOB Uepe3 pa3IMuHbIX PErucTpaTopoB.
KakoBbl yciioBusi y HanOosee moryssipHbIX ?

Ne 13. Ilpeumymecmea ucnonvzosarus 6eo-cepsepa NGINX.

OnumuTe mpeuMmylnecTBa ucnoiab3oBaHusi BeO-cepeepa NGINX u OCHOBHBIE 3Taribl
HACTPOWKH

Ne 14. Hncmpymenmut cmpecc-mecmuposanus 6eo-cepaepa.

JInst co3naHust CTPECCOBOM HArpy3ku MoadepuTe MHCTPYMEHTHI, KOTOPhIE MOTYT OBITh
3aryieHsl B komangHou crpoke Ubuntu. Linux

3.10. Bonpocs! Jist KOJUIOKBHYMOB, cO0€ece0BaHUS /IJIsl OeHKH KOMIIeHe TN
«OIIK-5.3»

Ne 15. Ipeumymecmea ucnonvzosarus éeo-cepsepa NGINX.

OnumuTe mpeuMmylnecTBa ucnoib3oBanusi BeO-cepeepa NGINX u OCHOBHBIE 3Taribl

HACTPOUKU
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Ne 16. I'enepayus 3anuceii 8 6a3y OaHHbIX.

Kaxue yHkumm u oneparops! s3sika SQL M03BOIAT 3a1aTh ClIy4YaiiHbIe HAYaJIO U MTPOJOJIKU-
TeJbHOCTH pasroBopa? [Ipuseaure npumepst SQL-3anpocos

3.11. BonipochI 17151 KOJUIOKBHYMOB, cO0eceI0BaHMsI JJIsl OL[eHKU KOMIIeHeTI[UH
«OIIK-1.3»
Ne 17. Hcnoav3osanue supmyanvHoti mauutsl 8 Anoexc.Obnako.

[lepeuncianuTe OCHOBHBIE NMPEUMYIIECTBA HCIIOIb30BAaHUS BUPTYaJIbHOW MAIIUHBI B
SAnpexc.O61ak0 MO CpaBHEHUIO C OPYTrMMH TUIATOPMAMHU.

3.12. Bonpoch! 1715 KOJLIOKBHYMOB, COOeceJ0BAHHsI ISl OIleHKH KOMIIeHeTIHH
«OIIK-3.2»
Ne 18. Hcnonwv3oearue supmyanvHoli mawunst 6 Andexc.Oonaxo.

[lepeuncanuTe OCHOBHBIE MPEUMYIIECTBA HCIIOIb30BAHUS BUPTYaJIbHOW MAIIUHBI B
Anpexc.O61ak0 MO CpaBHEHUIO C OPYTrMMH TUIATOPMAMHU.

Ne 19. Hanonnerue mabauybl c2eHepUpOBAHHbIMU OAHHBIMU.

[Ipennoxure npuMep KOPOTKOHM MPOrpaMMbl Jisl HAMOTHEHUsI TaOMuIbl JaHHBIMU. Kakue
orepanuu si3pika SQL mpy 3TOM OBLTA UCTIONH30BAHBI ?

Ne 20. Hucmpymenmol cmpecc-mecmupoeanus 6e0-cepaepa.

Tt co3naHusl CTPECCOBOM HArpy3Ku Moa0epuTe MHCTPYMEHTHI, KOTOPBIE MOTYT OBITh
3aryieHsl B komanaHon crpoke Ubuntu. Linux
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