MUHUCTEPCTBO HAYKH U BBICIHIET'O OBPA3OBAHHUS POCCUMCKOM
OEJIEPALIUA
(benepanabHOE TOCYIaPCTBEHHOE OIOIKETHOE 00pa30oBaTeIbHOE YUPEKACHUE
BbICILIEr0 00pa3oBaHUs
«APKYTCKHUH T'OCYJAPCTBEHHbIMI YHUBEPCUTET»
OI'BOY BO «UT'Y»
Kadenpa pagnopusuku ¥ pagnodTeKTPOBHKN =~

PaGouas nporpaMMa qUCHMILIMHBI (MOYJIs1)

Hanmenopanne mucrumuinael (Moayiiss) B1.B.JIB.01.02 Peanu3zanus noJIuTuKH
HHGopMALMOHHOI 0€30IACHOCTH

Hanpasnenue noarorosku 10.03.01 MudopmarionHas 6€301MacHOCTb

Tumn oOpazoBarenbHON TPOrpaMMBbl OaKaiaBpUat

Hamnpasnennocts (mpoduins) moaroroBku Ne7 TexHudeckas 3amura nHGopmaimu

KBanuduxaryst BeITyCKHUKA OakagaBp

®opma 00yueHus: ouHas

CormacoBano ¢ YMK ¢usuueckoro dakynsrera PexomenmoBano kadenpoii pagnodpusnku u
PaHO03JIeKTPOHUKH:
[Ipotoxon Ne 25 ot «21»-anpess2020 r.
[Ipenceparens . Bynnes HM.  IIporoxon Ne 8
i Ot «20» mapra 2020 r.

[4

N.0.3aB. xadeapoi

Hpxkytek 2020 r.



Conepxanue

1. HEJU U3AJAYUYU AUCHUITITIAHDBL. ... 3
2. MECTO JUCHUIIIMHBI B CTPYKTYPE OITOITI BO.....cooiiiiiiiiii 3
3. TPEBOBAHUA K PE3YJIIbTATAM OCBOEHUSA JUCHUIIJIMHBI. ...t 3
4. COHLEPXAHUE U CTPYKTYPA JUCHUITJIIMHBL..... ..., 4
4.1. ConepkaHue IUCUUILIHHBI, CTPYKTYPHUPOBAHHOE 10 TEMaM, C yKa3aHUEM BUIOB
y4eOHBIX 3aHATHI U OTBEJCHHOTO HA HUX KOJIMYECTBA aKaJEeMUYECKHUX YaCOB............. 4
4.2. IlnaH BHeayAUTOPHOIN CAaMOCTOSITEIbLHONU pabOTHl 00yUYaOIIUXCS 110 TUCHUIUIMHE. . ... .. 5
4.3. COIePKAHUEC YICOHOTO MATEPHATIA .. vvnneeenreennaeenneenneeanneenneennneenseenneeanneenneennns 6
4.3.1. [lepeueHp ceMUHAPCKUX, MPAKTUYECKUX 3aHATHI U Ta0OPaTOPHBIX PadOT............. T
4.3.2. [lepedeHp TeM (BOIPOCOB), BHIHOCHMBIX HAa CAMOCTOSITEIIbHOE N3yUCHUE
CTYZECHTaMH B paMKax camocTossTeNbHON paboThl (CPC)... ..o, 7
4.4. MeroauyecKkue yKa3aHHsl 10 OPraHU3alUul CaMOCTOSTEIbHON paObOThI CTYACHTOB. . ......8
4.5. TlpuMepHas TEMATUKA KYPCOBBIX PAOOT. ... .uueutinttttentetteitententeenteteaneeeenneannns 8
5.  YYEBHO-METOAWYECKOE 1 UH®OPMALIMOHHOE OBECIIEUEHUE
JACHHUTIITIHDBL . .. .o e e e 9
@) OCHOBHAS JTUTCPATYPA. + v enveteententeeneeneenneeneenaeneaneeaeeneeeeaneaneeseeneenrreeensennen 9
0) TOTIOJTHUTEITBHAS JTATEPATYP@. v e enveeneeenaeenaeeenaeenteeenaeenae e e naeeaeenneeenaeenneennanennns 9
B) 0a3bl JTaHHBIX, THPOPMAIIMOHHO-CIIPABOYHBIC M TIOUCKOBBIE CHCTEMBI. . .....'uenenernenanne 9
6. MATEPUAJIbBHO-TEXHUYECKOE OBECIHEUEHUE JUCLUIIJIMHGBI. ................. 9
6.1. Y4ueOHO-Ta00PATOPHOE OOOPYHOBAHUE. .. ... uveneeneententeeneeneenaeeneeaeateeneeaeaneennnne 9
6.2. TIPOTPAMMHOE OOCCTIEUCHUE. . . . e e eueeteetetentene ettt et et et et e et et et e e eneeaeaienes 9
6.3. TEeXHUYECKUE U DIIEKTPOHHBIE CPEIICTBA. ... .uuenerennteenneenaeenneenneeenneenneenneeannens 10
7. OBPA3OBATEJIBHBIE TEXHOJIOT M. ..ottt 10

8. OILIEHOYHBIE MATEPUAJIBI 1J151 TEKYILEI'O KOHTPOJIS U [TPOMEXYTOYHOM
ATTECTALMI. ... e 11



1. IEJHU 1 3AJAYH JUCIUATIIAHBI

OcHOBHBIE TIENM W 3a7a4d, pelIaeMble B XOJE TMPEnoJaBaHUs y4eOHOW IUCIMILTUHBI,
3aKJTI0YAIOTCS B (JOPMUPOBAHUH Y CTYJCHTOB:

e TOHUMAaHHUE OCHOBHBIX pa0OUYUX METOJO0B MOJICTHUPOBAHUS IIPOIECCOB HH(POPMATMOHHOM
0e301acHOCTH;

e TIOHMMaHUS MPEUMYLIECTB M HEJOCTAaTKOB PAa3JIMYHBIX METOJOB MOJCIUPOBAHUS
MPOIIECCOB B MHPOPMAIIMOHHON O€3011aCHOCTH;

e HaBbIKa pPa3pabOTKM JTOKYMEHTOB HCXOAsd H3 MeTtommueckux wmarepuaigoB OCTOK
Poccuu m ©Ch Poccnu;

e HaABBIKOB MojenupoBanus ucxoas u3 Mmeroauku MITRE ATT&CK;

e HABHIKOB OIICHKHM yrpo3 Oe3omacHOCTH WHOOPMAIMU HCXOIS M3 PErIaMEHTUPYIOIIHNX
nokymenToB @®CTIK Poccum.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

Juctumnaa «Peanmu3anusi TOMUTUKA MH(DOPMAIMOHHOW Oe30macHoCTH» Oa3upyeTcs Ha
mucnuruinHax «MHabopMaTikay, « Teopus nHboOpMaUm.

3. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUSA JUCHUITIJIMHBI

[lpoumecc ocBOeHHsSI AWMCHMIUIMHBI HampaBieH Ha (OPMUPOBAHWUE KOMIICTCHIMH B
coorBerctBun ¢ @®I'OC BO u OIl BO mno wnanpasienuto mnoxaroroBku 10.03.01
NudpopmanuonHas 6€30MaCHOCTb.

IlepeyeHb MIaHMPYyeMBbIX Pe3yJbTATOB 00yUYeHHS 10 JUCUMUIIJIMHE, COOTHECEHHBIX C
HHAUKATOPAMU JOCTHKEHHUS KOMIIECTECHIIMI

Komnerenuus Pe3yabTaThl 00yUeHuUs1
[1K-4 3HaTh:

e OCHOBHBIEC TEXHOJIOTMH B aBTOMATHU3UPOBAHHBIX

CIIOCOOHOCTBIO Y4acTBOBAaThb B CUCTEMAX;

paboTax 1mo peaau3anun e pernamentupyoouyto nokyMmentamnuo OCTIK u ®Ch
TIONUTHKH HH(POPMAIIMOHHOM Poccun no moaenupoBaHuio yrpo3 6e301macHOCTH
6e301aCHOCTH, TIPUMEHSATH HH(popmamyH.

YMers:

KOMIUIEKCHBIN TTOJIXO K
e MPOBOJUTH aHAIIU3 YTPo3 Oe30macHoCTH HHPOPMAITUH,

(opManu30BBIBATh PE3YNIBTAT.
Oe30macHOCTH 00BbEKTA 3AIUMTHl | Braners:

o0ecrne4yeHnto HHHOPMALIMOHHON

e HaBbIKaMH pa3pa60T1<H MOI[CJ'II/I 0€30IacHOCTH I10
Pa3JIMYHBIM MCTOANKAM.

[1K-15

CITOCOOHOCTBIO OPTaHU30BBIBATH
TEXHOJIOTUYECKHUM MPOLIECC
3aIuUThl HHOPMALIUU
OTPAaHUYEHHOTO JIOCTYyTa B
COOTBETCTBUU C HOPMATUBHBIMU
MPaBOBBIMU aKTaMU U
HOPMAaTUBHBIMU METOIMYECKUMU
nokymentamMu denepanbHon
cityk0bI 0€30MacHOCTH




Poccuiickoit denepanuu,
®denepanbHOi CTyKOBI 1O
TEXHUYECKOMY U DKCIOPTHOMY
KOHTPOJTIO




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

OO0beM IHUCIUILINHEBI COCTABIAET 4 3aueTHBIX eauHull, 144 yacos,
dopMa MPOMEKYTOUHON aTTECTAIIUHU: 3a4eT

4.1. Coaep:xkanue TUCHUILIUHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHEeM BHA0B YUeOHbIX 3aHAITUI M OTBEeIEHHOI0 HA HUX
KOJIMYeCTBA aKaJeMHU4YeCKUX YaCOB

Buabi yueOHoii padoTsl,
<
2 BKJII0YASl CAMOCTOAITEIbHYI0 padoTy
E 00y4YaKIIMXCsl, MPAKTUYECKYI0 TOATOTOBKY U
= TPYAOEMKOCTD
(=]
2 E5 (B yacax)
e S| EE
Ne 5 - g 5 ®opMa TeKylero
u /;1 Paznes nucuMIuIMHBI/ TEMA S o § § KonTakTHas padora npenogaBartesisi ¢ EE KOHTPOJI
-5}
o 3 =z 00y4aromuMucs 2 ycneBaeMoCTH
2] 2z \© 5] E
g3 g o
= o v
= <
X Cemunap/ g =
= IIpakTH4eckoe, =
) Jlekuus KoHncyabTranus <
= JagopaTopHoe @)
3aHsaTHEe/
1 2 3 4 5 6 7 8 9 10
! TecToBbIl
Tema 1. 5 15 4 8 15
KOHTPOJIb 110 TEME
2 TecToBbIl
Tema 2. 5 28 4 8 15
KOHTPOJIb 110 TEME
3 TecToBbIl
Tema 3. 5 38 4 8 20
KOHTPOJIb 110 TEME
4 TecToBbIl
Tema 4. 5 40 4 8 15
KOHTPOJIb 110 TEME
S TecToBBIN
Tewma 5. 5 34 4 8 15
KOHTPOJIb I10 TEME




4.2. Ilnan BHeayAUTOPHOH CaMOCTOATEJIbHOI Pad0Thl 00y4AOUIUXCH M0 JUCHHUIINHE

CamocTosTenbHada paboTta obyyatowmxca YyebHo-
MmeToAuyeckoe
HaseaHue pasgena, OueHo4Hoe
CemecTp Cpokm obecneyeHune
TEMbI " cpeancTeBo
Bua camocTtosaTenbHoM paboThl TpyaoemkocTb (4ac.) y
BbINONHEHWS CaMOCTOATENIbHOM
paboTbl
MoaroToBKa K KOHTPONbHOW paboTe Kontponbnas Cnuncok
5 Neol 15 abora Nel OMOJIHUTENIbHOM
Tema 1-3 1-5 nenens p A
nTepaTypbl
KoHTponbHas paboTta Nel. 6 Hemens KonTponsnas Cnncok
) Tema 1-3 15 pabota Nel [LOMNO/IHUTENLHOM
nuTepaTypbl
MNopBeaeHMe UTOTOB NO KOHTPO/IbHOM |7 Hemens KonTponbshas Cnncok
5 Tema 1-3 paboTte Nol. PaboTa Hapg owmbKkamm 20 pabora Nel [OMOJIHUTEIbHOMN
No KOHTpoNbHOM paboTte Nol. nntepaTypbl
MoaroTtoBKa K KOHTpoOAbHOW pabote  (8-15 Henens KoHTponbHasn Cnucok
5 Tema 4-5 No2 15 paboTa No2 AONONHUTENbHOMN
ntepaTypbl
KoHTponbHasa paboTta Ne2. 16 nenens KonTponbnas Cnucok
5 Tema 4-5 15 pabota Ne2 [ONOIHUTENbHOM

nMTepaTypbl




HassaHue pasgena,
CemecTp
TemMbl

CamocTosTenbHada paboTta obyyatowmxca

Cpoku

Bua, camoctosaTenbHol paboTsbl TpyAaoemkocTb (4ac.)

BbINOJ/IHEHWNA

OueHoYHoe
CpeacTso

YyebHo-
MeToaMuyecKoe
obecneyeHune
CaMOCTOATE/IbHOM
paboTbl

OOmuit 00BeM CaMOCTOSITEIBHON PabOTHI MO AUCIUTUIMHE (4Yac)

80




4.3. Conep:xaHue y4eOHOIr0o MaTepuaJa

PA3JIEJI 1 (Tema 1). BBEJEHHE B MOJEJTHPOBAHUE HH®OPMAILIHOHHOH
BE30ITACHOCTH.

KitoueBble moHATHE B MOAECIUPOBAHUMU. VIMHUTALIMOHHOE MOJEIMPOBAHUE, Ar€HTBHIM MOJIXO/I.
CoObiTuitHOE MozenupoBanue. JuHamuueckoe MonenupoBaHue. Yerkas joruka. Heuerkas
goruka. MogenupoBaHue Ha OCHOBE CLEHApUeB. PHCK-OpUEHTHUPOBAHHBIM  MOAXOJ.
Heobxomumeie moHATHS MHPOPMAIIMOHHON 0€30MacHOCTH B MOJEIMPOBAHUH yIpo3. OCHOBHBIE
pernamentupytomue 1okyMeHTsl @CTIK Poccun u ®Ch Poccun pernaMeHTUpyroue MOAeIn
B oOnactH 3amuT nHpopmanuu B PO. Mcropudeckas crpaBka.

PA3JIEJI 2 (Tema 2). MOJEJTHPOBAHHE B HH®OPMAIITHOHHOH FE30ITACHOCTH.

Mopaenu pa3rpannyeHus aoctyna. MangatHas Mojenb noctyna (Moaens bemna — Jlanmaysern).
HuckpennonHas monens noctymna. PoneBas Moziens goctryna. CMmeniaHHbIE MOJENTU JIOCTYTIA.
Merogukn ®OCTOK Poccuun. Meronuka kinaccudpukanmun DOCb  Poccun. Mertonuku
knaccudukanuu ®CTIK Poccun.

PA3JEJI 3 (Tema 3). MOAEJIb YI'PO3.

Mopnens yrpos3 ®Cb Poccuu (kpuntorpadus). Mogens onenku yrpoz ®CTIK Poccum.
Hctounuku yrpo3. Meroasl peanuzanuu yrpo3. OObekTsl Bo3aeicTBus. Koprex omucanus
yrpo3sl. I'panuna nHGOPMALIMOHHONW CUCTEMBI.

PA3JIEJ 4 (Tema 4). CHEHAPHH YT PO3.

Cuenapun peanuzanuu yrpo3. Taktuku. TexHuku. [IpuMepsl TUMIOBBIX OLIEHOK yTpo3. YTPO3bl
0€30MaCHOCTH IEJIOCTHOCTU. YTPO3bl OE30MaCHOCTH JOCTYITHOCTH. YTPO3bl 0€30MacHOCTH
KOH(UICHIIMATBEHOCTH.

PA3JIEJI 5 (Tema 5). MITRE ATT&CK

Cuenapun peanuszauuu yrpos. Taktuku. Texnuku. Ilponenypbl. OTiauuus OT OLIEHKH YIpo3
OCTOK Poccun. IlporpammHoe obOecnedeHue peanu3anuu yrpo3. HelTpammzarus yrpos
6e3omacHoctT  uH(popmauuu. IlporpamMHoe  obecriedeHne  HEHTpalIM3allUUd  YIPO3.
OpraHu3aliOHHbIE MEPBl HEUTPATTU3ALUH YTPO3.



4.3.1. IlepeueHb CEMHHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a0OPaATOPHBIX PadoT

HaumenoBanue
CeMHHAPOB,
Ne
avtena NMPAKTHYECKUX TpynoeMkocTh Ouenounsie | DopMupyembie
P ) | (uac.) cpeacrsa KOMIIETEeHIIUH
U TeMbI
J1a0OpPaTOPHBIX
padoT
N3 nux
Bcero | mpakTnyeckas
YacoB | MOATr0OTOBKA
2 3 4 5 6 7
Pazgen 2 | JlabopaTopHas TecToBbIit [1K-4
Nel 8 KOHTPOJIb 10
TeMe [1K-15
Paznen 3 | JlaGoparopHas TecToBbIi [1K-4
No2 8 KOHTPOJIb IO
TeMe [IK-15
Paznen 3 | JlaGoparopHas TecToBblii [1K-4
Ne3 8 KOHTPOJIb 110
Paznen 4 | JlaGopaTopHas TecToBbIit I1K-4
Ne4 8 KOHTPOJIb 110
Paznen 5 | JlabopaTopHas TecToBbIit I1K-4
Ne5 8 KOHTPOJIb 110
Teme IK-15
Paznen 5 | JlaGoparopHas TecToBbIit [1K-4
Neb6 8 KOHTPOJIb 10
TeMe [IK-15

4.3.2. TlepeueHb TeM (BONPOCOB), BLIHOCHMBIX HA CAMOCTOSITEJIbHOE U3yYeHHEe
CTYJ€HTAMH B PaAMKaX caMOCTosATe/IbHOii padoThl (CP)

Ne Tema 3ananue opmupyemas
n/n KOMIIeTeHIUsI
1. | Temal Kontponbnas pabora Nel. TK-4
2. Tema 2 Kontponbnast pabota Nel. TK-15
3 | Tema3 KonTponbrast padorta Nel. 1K-4
4. Tema 4 KonTponbrast pabora No2. MK-15
5. Tema 5 KonTponbrast padora No2. TK-4




4.4. MeToauyecKHe YKa3aHUS M0 OPraHU3aAUUHU CAMOCTOSITE/IbHOM PadoThl CTYJIEHTOB
Texymas camocTosiTenbHas pabora mo aucuumiuHe «be3omnacHocTs MH(OPMAIIMOHHBIX
TEXHOJOTHi», HampaBlieHHAas Ha yriayOJeHHe U 3aKpelyieHWe 3HAaHUM CTyJleHTa, Ha pa3BUTHE
NPaKTUYECKUX YMEHHA, BKIIOYAET B ce0sl CIeIyIONIue BUbI PadoT:

e paborta C JEKIIHOHHBIM MaTepUaIoM;
e [IOJrOTOBKA K MPAKTHUYECKUM 3aHATUSAM;
e [IOJTOTOBKA K 3a4eTy M SK3aMEHY.

OneHka pe3ybTaTOB CaMOCTOSITEIbHON pabOThl OpraHU3yeTcsl Kak €AMHCTBO JIBYX (Gopm:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI IPENO1aBaATE.

Kaxnas naboparopHas pa0oTa 1O HTOry €€ BBIIOJIHEHHUs 3aluuiiaercs. B 3ammury
1a0opaTopHOil pabOThl BXOIAAT CBOOOJHO OGOPMIICHHBIH OTYET IO MPOBEIEHHIO PabOThHI ¢
3a(MKCUPOBAHHBIMH KIIOYEBBIMU MOMEHTAMH U pe3yjibTaTaMu paboThl U BepOalbHOE OMHCAHNE
X071a paOOoTBhI, JOIMKH [TOUCKA PELICHUN U UX BBIIIOJIHEHUE.

4.5. IlpuMepHas TeMATHKA KyPCOBBIX padoT (IPOEKTOB)
KypcoBbie paboThl (ITpOEKThI) yueOHBIM IUIAHOM HE MPEAYCMOTPEHBI.

5. YYUEBHO-METOJWYECKOE U HH®OPMALIMOHHOE OBECIIEYEHUE
JUCUMIIAHBI

a) OCHOBHAS JIUTEepaTypa
1. denepanbublii 3akoH OT 27 utois 2006 Nel149-
@3 «O6 nrpopmanuy, NHGOPMAIMOHHBIX TEXHOJIOTUIX U O 3alIUTE HHPOPMAIHI;

2. ®enepanbHblii 3ak0H 0T 27.07.2006 N 152-®3 "O nepcoHanbHBIX JaHHBIX";
3. Ilpukaz ®OCTIK Poccun ot 11 espans 2013 Nel7 «O06 yTBepx)aeHUU

TpeOoBaHUH O 3amuTe UHPOPMALMU , HE COCTABISIOUIEH TOCYJapCTBEHHYIO TaiiHy,
coJieprKalieiicst B rocyJapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX»;

4. Tlpukaz ®CTOK Poccum or 29 ampens 2021 Ne77, «OO6 yTBEepKISHHM MOpSIKa
OpraHu3alliil ¥ TPOBEACHUs paboOT MO arTecTanud OOBEKTOB HMH(OpPMATHU3AIMH Ha
COOTBETCTBUE TPEeOOBAaHUAM O 3alUTe HH()OPMALMM OTPAHUYEHHOrO MAOCTyHa, He
COCTaBJIAOLIEHN TOCYJapCTBEHHYIO TaillHy»;

5. Ilpukaz ®CTIK Poccum ot 18 deBpans 2013 r. Ne 21 «OO6 yTBep>KIeHUU COCTaBa U
COJIepKaHUsl OPTaHM3ALMOHHBIX M TEXHUYECKHUX MEp M0 00eCledeHHI0 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX NpU UX 00paboTke B UH(POPMALMOHHBIX CHCTEMAaxX
NEPCOHAIBHBIX JaHHBIX);

6. Meroauyecknii JOKyMEHT «MeToauKa OIEHKH Yrpo3 Oe30MmacHOCTH HH(OpMAIHI»
(yrB. PenepanbHON Cily>KO0H MO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO 5 (eBpais
2021 r.);

7. ITlpukaz ®Cb P® Ne66 «OO6 yrBepkaenuun IlomoxkeHus o pazpaboTke, MPOU3BOICTRBE,

peann3alii U SKCIUTyaTalud MHuPPOBAIbHBIX (KpUOTOrpadUuIecKuX) CPEICTB 3aIlUTHI
uHpopmanun», ot 9 despans 2005 (ITK3-2005).

0) AOMOJIHUTE/IbHASA JIUTEepaTypa

1. PykoBojcTBO 1Mo 3KciutyaTanuu Metasloit - https://docs.metasploit.com/.

2. PykoBozctso no skcintyaranuu Metasloitable 2
https://docs.rapid7.com/metasploit/metasploitable-2

3. PykoBozctBo no skciutyaranuu Metasloitable 3 -
https://github.com/rapid7/metasploitable3



B) 0a3bl JAHHBIX, HH(POPMALMOHHO-CIIPABOYHbIE U OMCKOBbIE CHCTEMbI
Otkpertuit mpoekt (OWASP) mo Web yrposam - https://owasp.org/;
Bank nanubix yrpo3 ®CTIK Poccun (yrpossr) - https://bdu.fstec.ru/threat;
bank nanubix yrpo3 ®CTOK Poccun (ys3Bumoctn) - https://bdu.fstec.ru/vul.
Ortkporthiii mpoekT MITRE ATT&CK  https://attack.mitre.org/resources/getting-started/

PwONPE

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCIUIIJINHbI
6.1. YueOHO-1a00paTOpHOE 000pPYyNOBaHME:

Komnbrotepnast nabopatopust 3236 (16 cepBepoB) W JEKLMOHHAs ayauTopus 225,
OCHAIIICHHBIC MYJbTUMEIUUHBIMUA CPEJICTBAMH, DJICKTPOHHOW 0a30i 3HAHUH, CHUCTEMOU
TECTUPOBAaHUS, BBIXOJOM B TIJ00aibHYIO ceTb VHTepHeT. TexHHUECKHEe XapaKTepUCTUKH
CepBEpOB  00ECMEUYMBAIOT BO3MOXKHOCTb  MOJACTUPOBAHMA HEOOXOJUMOIO  aImapaTHOTrO
obecrieueHus s pabOThl C COBPEMEHHBIMM KOMIIBIOTEPHBIMM CHCTEMaMM XpaHEHUS U
00paboTKku HHPOPMALIUH.

6.2. IlporpamMmmHoOe o0ecnieueHune

1. Oracle VM VirtualBox 5.0.12. beccpouno.

2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Konrpakt Ne 03-013-14 ot
08.10.2014.Homep JIuniensuu Microsoft 45936786. beccpouno.

3. WinProl0 Rus Upgrd OLP NL Acdmc. CyGmuuensuonnsiii goroBop Ne 502 or
03.03.2017 Cuer Ne ®P3- 0003367 ot 03.03.2017 Akt Ne 4496 ot 03.03.2017 JIuuensus: Neo
68203568. beccpouHo.

4. Kaspersky Free (exeromno oonosmsiemoe I10). YcinoBus MCnosib30BaHUs MO CCBUIKE:
http://www.kaspersky.ru/free-antivirus/ . beccpouHo.

5. SecretNetStudio 8 (Demo version)

6. Metasploitable 2 (Linux) BSD license

7. Metasploitable 3 (Ubuntu) BSD license

8. Kali Linux, Metasloit 6 GNU GPL.

9. ScanOVAL (®CT3K Poccun) Free.

6.3. TexHuyeckue v 3JIEKTPOHHbIE CPEACTBA:

B xone yueGHOrO mnporuecca UCIONb3YIOTCS TEXHUYECKHE CPEACTBA 00YUYEeHUSI U KOHTPOJIS
3HAHMW CTYJEHTOB (NPE3E€HTAlUM, KOHTPOJMPYIOIIUX IpPOrpaMM, JIEMOHCTPALMOHHBIX
YCTaHOBOK),  HCIOJb30BAHHWE  KOTOPBIX  HPEJYCMOTPEHO  METOJUYECKOM  KOHILEMIUeH
IIPETNOIaBAHMS.

7. OBPA3OBATEJ/IBHBIE TEXHOJIOTUH

Jlig ToCTHKEHUS TUIAHUPYEMBIX Pe3yJbTaTOB OOy4YeHMs, B IUCHUIUIMHE «be3omacHoCTh
UH(POPMALMOHHBIX TEXHOJIOTUI» NCHOIB3YIOTCS Pa3UUHble 00pa30BaTeIbHbIE TEXHOIOTHHU:

I/IH(l)OpMaIIHOHHO-pa3BI/IBalOIHI/Ie TEXHOJIOIMM, HaIIPpaBJICHHBIE Ha (I)OpMI/IpOBaHI/IC
CHCTEMBI 3HaHPII>'I, 3alIOMHHAaHUC U CBO60,£[HO€ OIICPHUPOBAHUC NMHU.

HCHOJ’ILByeTCﬂ JICKLII/IOHHO'CGMI/IHapCKI/Iﬁ METOH, CaMOCTOATCIIbHOC U3YUCHUC JINTCPATYPHI,
IMPUMCHCHHUEC HOBBIX I/IH(bOpMaHI/IOHHI)IX TEXHOJIOTHI JJIs1 CaMOCTOATCIIBHOT'O  ITOINOJITHCHUSA
3HaHPII>i, BKJIFOYas1 UCIIOJIb30BAHNUEC TEXHUYCCKUX U 3JICKTPOHHBIX CPCACTB I/IH(I)OpMaI_II/II/I.


https://bdu.fstec.ru/vul

JesiTeJIbHOCTHBIE TNPAKTUKO-OPHMEHTHPOBAHHbIE TEXHOJOIMH, HAMpaBICHHbIE Ha
dbopMupoBaHHE CHUCTEMBl NPO(ECCHOHATBHBIX NPAKTUYECKUX YMEHUH TpU MPOBEICHUU
AKCIIEPUMEHTATIBHBIX UCCIICIOBAHUH, 00ECTICUMBAIOIINX BO3MOXHOCTh KAYECTBEHHO BBITIONHSTH
npohecCHOHANIBHYIO 1€ATEIbHOCTb.

Hcnonb3yercs aHau3, CpaBHEHWE METOJI0B MPOBEICHUS UCCIIE0BAaHUM, BBIOOD METOAA, B
3aBUCHUMOCTU OT OOBEKTa MCCIEAOBAaHHSA B KOHKPETHOW MPOU3BOACTBEHHOMW CHUTyallUM U €ro
[IPaKTUYECKas pealu3arusl.

PaspuBaomue mnpo0JIeMHO-OPHEHTHPOBAHHbIC TEXHOJIOTMHM, HaIlpaBJICHHbIE Ha
dbopMupoBaHHE U  pa3BUTHE NPOOJEMHOrO0 MBIIIJICHUS, MBICIUTEIBHON AKTUBHOCTH,
CHOCOOHOCTH BUAETh U (OPMYJIHPOBATH MPOOJIEMBI, BRIOUPATh CHOCOOBI U CpEJCTBa IS UX
pemienus. Mcnonb3yroTcst BuAbl MPOOJIEMHOr0 OOYyYEHMs: OCBELEHHE OCHOBHBIX IpoOJieM
UH(POPMALIMOHHOM 0€30MacHOCTH, Y4eOHbIe JUCKYCCHH, KOJJICKTUBHAS EATEIbHOCTh B TPyIax
[P BBINOJIHEHUHU JTAOOPATOPHBIX padoT, pellieHue 3a/lad MOBBIIIEHHON cioxHocTu. [Ipu s3ToM
UCIIOJB3YIOTCS TIEPBBIE TPU YPOBHA (M3 YETBHIPEX) CIOKHOCTM M CaMOCTOATEIbHOCTH:
npoOiieMHOE M3JI0XKEHHE Y4eOHOro MmaTepuaia MpernojaBareieM; CO3JlaHue MpernojaaBaTesieM
npoOJeMHBIX CHUTyaluid, a o0y4yaeMble BMECTE€ C HHMM BKIIOYAIOTCA B HX pa3pelIeHHE;
IpenojaBaTesib CO3JaeT NPOOJEMHYIO CHUTyallMio, a paspemialor e€ oOydaeMble B XOJe
CaMOCTOSITENILHOM 1€ATEIbHOCTH.

JINYHOCTHO-OPHEHTHPOBAHHBIE TEXHOJOTMH OO0y4YeHHsl, OOECIEeUYHBAIONINE B XOC
y4eOHOro mpoliecca ydeT Ppas3lInYHBbIX CIOCOOHOCTEH 00y4aeMbIX, CO3JaHHE HEOOXOIUMBIX
YCJIOBHM JJIs1 pa3BUTHUSL UX WHIUBUIYAIbHBIX CIIOCOOHOCTEH, pa3BUTHE aKTUBHOCTH JIUYHOCTU B
yueOHOM Tporiecce. JIMUHOCTHO-OpUEHTUPOBAHHBIE TEXHOJOTUU OOYyUEeHUS pealu3yrTcs B
pe3yJlibTaTe MHIWBUYyaLHOTO OOIICHUS MIPEToAaBaTelis U CTYJCHTA MIPH 3aIIUTe JTa00paTOPHBIX
paboT, MpH BBHIMOJHEHUH JTOMAIIHUX WHIUBUAYAJIbHBIX 3a/IaHUN, PEIICHUH 3a]a4 MOBBIIIEHHON
CJIO’)KHOCTH, Ha €KEHEIeTbHBIX KOHCYIbTAIUIX.

8. OIHEHOYHBIE MATEPHAJIBI JIUVIA TEKYIIEI'O KOHTPOJIA U
MMPOMEXYTOYHOM ATTECTAIIUA

8.1. OueHoOYHBIE CPEACTBA /ISl BXOAHOT0 KOHTPOJIS

BxonHoit koHTpoas (2 BapuaHTa, 5-if cemecTp), mpexactaBiser coboi mepedeHb u3z 30
BOIIPOCOB M 3aJaHuil. BXOAHOW KOHTPOJb NPOBOAUTCS B IHCBMEHHOM BHJE Ha IEPBOM
MIpaKTUYECKOM 3aHATUU B TeueHue 30 MmunyT. [IpoBepsiercs ypoBeHb BXOJHBIX 3HAHUI.

8.2. OueHo4YHbIEe CpeaCTBA TEKYHIIEro KOHTPOJIS

Bonpocel Kk mnpakthueckuM 3aHATUAM. IIpenctaBisitoT co0oil mepedyeHb BOIPOCOB,
MPOBEPSIIOIINX 3HAHUE TEOPETUUECKOI0 JIEKIIMOHHOIO MaTepuajlla WU TEM, BBIHECEHHBIX Ha
CaMOCTOSITENIbHYIO IIPOPaOOTKY.

8.3. OueHoYHBIE CPEACTBA /1JIsl MPOMEKYTOUHOI aTTecTAlMU

(B hopme 3ayeTa).
TectoBbie paboThl. [IpoBepsieTcs CTeNeHb YCBOCHUS TEOPETUUECKHUX U MPAKTUICCKUX 3HAHUIA,
nproOpPETEHHBIX YMEHUH HA PETIPOIYKTUBHOM U MPOYKTHBHOM YPOBHE.

JleMOHCTPAIMOHHBII BAPHAHT TeCTOBOM PadoThI

Ouenka yrpo3 O0e3omacHOCTM MHPOpPMALMU COTJIACHO MeToaM4YecKOMY HTOKYMEHTY
«MeToanka oueHku yrpo3 6esonacaoctu uHpopmanum» ®CTIK Poccunn.



1. Hanummre 5 CIICHApPHUECB CCTCBLIX aTaK C PA3JIOKCHUCM HAa TCXHUKH U TAKTUKU 1O MOMCHTA
3aKpCIIJICHUS B CUCTEME.

2. Hanmmmurte 5 TeXHUK TakTHKH - «COOp MH(MOPMAIK O CUCTEMAX U CETAX»

BOITPOCHI
Bapwuant 1

1. KopuaennuanpbHOCTh HHPOPMALIAU ITO:

a) cBOicTBO Oe3zomacHocTH WH(MOpManuu ObITh TOJTYYEeHHOW oOyiamarteneM uHpopmamuu 3a
IIPUEMIIEMBIN IIPOMEKYTOK BPEMEHH;

0) cBo¥icTBO Oe30MacHOCTH HH(POPMAIMU OBITh JOCTYITHOW ONPEIEICHHOMY KPYyTY JIHII,
B) CBOMCTBO 06e30nacHOCTH MHPOPMALUHU ObITh HEMCKAXKEHHOM.

2. Uto sBnsercs riaaBHOM 3anadeit Monenu yrpo3 6e3omnacHoctu nHpopmanun?

a) IPOBECTH OIIEHKY yTIPpo3 0€301macHOCTH HHPOPMAIIHH;

0) COCTaBUTh CHMCOK aKTYyaJbHBIX YTpo3 0€30MacHOCTH HHPOPMALINY;

B) COCTAaBUTh CIIUCOK HAPYIIUTENEH.

3. Yrposa 3to:

a) COBOKYNMHOCTh YCIOBUH M (PaKTOpPOB, CO3JAIOIMIMX MOTCHIMAIBHYI0 WM pEalbHO
CYILIECTBYIOIIYIO OMIACHOCTH HApyIIEHUs! 6€30MacHOCTH HH(OPMaLIUY;

0) COBOKYITHOCTh HAPYIIUTENS U 3alTUIIIAeMO HHPOPMAIIHH.

4. Yro Takoe pHcK B MHPOPMAIIMOHHOH 6e301macHOCTH?

a) MPOU3BEACHUE BEPOSITHOCTU PeaIM3allii YTPO3bl HA CTOMMOCTH yIiepoa OT Hee;
0) Mpou3BeIeHNEe BEPOSATHOCTH Pealli3allii yrpo3bl Ha CTOMMOCTS yiiep0a ot Heé.
5. Kto sBisieTcst BHyTpeHHUM HapyIHIUTENIEM Yrpo3 6e30macHoCTH nHopManun?
a) pa3pabOTYHK MPOrPaMMHO-ANTAPATHBIX CPEJICTB;

0) cucTeMHBIN aIMUHUCTPATOD;

B) KOHTPAreHT OpraHu3aIii.

6. Mogenb bema — Jlanaaynibl onvuchbiBaeT

a) TMCKPEIMOHHYIO MOJIENb IOCTYIIA;

0) MaHIAaTHYIO MOJIENb IOCTYTIA;

B) POJIEBYIO MOJIENb IOCTYTIA;



I') CMEIIAHHYIO MOJIEb JA0CTyTA.

7. CornacHo JoKyMeHTa «MeToauKa OLeHKH yrpo3 6e3onacHoct nHpopmanun» (yrB. ®CTOK
Poccun 5 pespans 2021) BHyTpeHHUI HapyIIUTENb UMEET OOJIBIINNA OTEHIINAN, YeM BHEIIHU?

a) na;
0) HeT;

B) NMOTCHIHAI HAPYIIUTEIA HC 3aBUCUT OT €TI0 OTHCCCHUS K BHCIIHEMY WJIM BHYTPCHHEMY.

8. lokymeHT «MeTtonnka oleHkHd yrpo3 0ezonacuoctu unpopmanumn» (yrB. ®CTIK Poccum 5
despaiis 2021) perynupyeT MOJISIUPOBAHKUE YTPO3 B!

a) HH(POPMALIMOHHBIX CHCTEMaX IePCOHAIbHBIX JIaHHBIX;

0) rocyJapCTBEHHbIX 1 MyHULIUIIAJIIbHBIX HH()OPMAIIMOHHBIX CUCTEMAX;

B) MH(POPMAIIMOHHBIX CUCTEMaX 00padaThIBaOIIUX TOCYJaPCTBEHHYIO TailHY;
T') U151 BCEX MEePEUNCICHHBIX HH()OPMAIIHOHHBIX CUCTEM;

J1) aBTOMATU3MPOBAHHBIX CHUCTEMaX YIPABICHHUS MPOU3BOJICTBEHHBIMU M TEXHOJIOTHYECKUMHU
IpoIeccaMi Ha KPUTHUYECKU BAKHBIX OOBEKTaX, MOTEHIIMAIBLHO OMACHBIX 00BEKTaX, 0OBEKTaX,
MPECTABIISIIOIINX MOBBIIIEHHYIO OMACHOCTD I )KU3HU U 3J0POBbS JIIOAECH U JJISI OKPYKAIOIIEeH
Cpenpl.

9. J11st yero He0OXOAUMO MPOBOIUTH KIIACCU(PHUKAINIO HH(POPMAIIMOHHBIX CHCTEM?
a) 1S popMaTU3aIiK CUCTEMBI,

0) [t yTOYHEHHUs TI0IX0/1a K JajibHEUIIel 3armuTe HHOOPMAIMOHHON CHCTEMBL;

B) JUTSI BBISIBJICHUS] PUCKOB.

10. KonTponupyemas 30Ha 3T0:

a) 30Ha B IIpejiesiax KOTOPOM OrpaHUuE€HO BpeMs TPeObIBAHMS JIUII;

6) MMPOCTPAHCTBO, I'IC€ HUCKIKOUYCHO HCKOHTPOJIHUPYCMOC Hpe6BIBaHI/IC JIMI, TPAHCIOPTHBIX U
TCXHUYCCKHUX CPCACTB,

B) 3TO TpaHUIlA TEPPUTOPUHU B COOCTBEHHOCTH 001aaTeNst HH)OPMAIIMOHHOW CUCTEMBI.
11. Vs3BuUMOCTE 23TO:

a) HexoctaTok (cmabocTh) TPOrpaMMHOTO (MPOrPaMMHO-TEXHUYECKOTO) CpEICTBa WU
WH()OPMAITMOHHOW CHUCTEMBI B IIEJIOM, KOTOPBIH (KOTOpas) MOXKET OBITh HCIIOIh30BaHA st
peanu3aiyu yrpo3 6€30MacHOCTH HHPOPMAIIHH;

0) ommOKa B MporpaMMHOM 00€CTIeUYeHNH WJTH TIPOrPaMMHO-aIapaTHOM 00eCIIeUeHNH;



B) MOCJIEIOBATEIbHO  BBINIOJHEHHBIE  JCUCTBUSL  NMPHUBOJSIIME K  KOMIIPOMETALUU
UH(POPMALIMOHHON CUCTEMBI.

12. Cornacno 152-®3 «O nepconanbHbIX AaHHbIX» OT 27 utonst 2007 rona UCII1/IH aTo:
a) nH(GOpMAaLMOHHAsL CUCTEMA, I/I€ OCYILECTBIIsIETCS 00paboTKa MEPCOHATIBHBIX JAHHBIX;
0) COBOKYITHOCTh TEXHHYECKUX CPEJICTB 00pabOTKK MH(OPMAIIUU U TIEPCOHANIA;

B) COBOKYITHOCTH COJIEPIKaIUXCsl B 0a3ax JaHHBIX NMEPCOHATBHBIX JAHHBIX M 00ECIEYMBAIOIINX
ux 00paboTKy MH(POPMAITMOHHBIX TEXHOIOTHIM U TEXHUYECKUX CPE/ICTB;

13. Ilepeuncanre NOHATUSA BXOASIINAE B KOPTEXK ONMMUCAHUS YTPO3BI
a) OOBEKT aTakw,

0) yrpo3a;

B) IpoLIeypa;

') HapYLIUTEb;

1) YSI3BUMOCTB;

e) Bozaericteue HC/I.

14. Ilousarue YIpO3bI HCXOAAIed OT TEXHHYECKOro KaHaja YTCUYKH HH(bOpMaL[I/II/I JOJIDKHO
COJCpKaTh B cebe:

a) TMIOHSTHUE CPebl PACTIPOCTPAHEHHUS,

0) MOHATHE UCTOYHUKA CUTHAJIA;

B) TIOHSATHE TIPUEMHUKA CUTHAJIA;

T') TOJILKO TIOHSITHE UCTOYHUKA CUTHAJIA U MTOHITHE CPEJIbI PACIIPOCTPAHEHUSI.
15. Uto MokeT ObITh OOBEKTOM aTaKu?

a) AJITOPUTM;

0) cucTeMHOE MPOoTrpaMMHOE 00eCTIeueHNE;

B) anmapaTHOE 00eCIeYEeHHUE;

T') BCE MEPEUNCIICHHBIE BAPUAHTHI.

16. EcTb U MOHATHE BEPOSTHOCTH HACTYIUICHHS yrpo3bl B JOKyMeHTe «MeToauka OLEHKU
yrpo3 6e3onacHoct uHpopmarmmn» (yrB. ®CTIK Poccun 5 despans 2021)

a) na;
0) HeT.

17. Kakue ecTh yrpo3sl HEOCPEACTBEHHOTO A0cTyma B 6anke nanHbiX yrpo3 ®CTIOK Poccun?



a) YBUN.004:yrpo3za anmaparnoro copoca napoist BIOS;
6) YBU.099: Yrpo3a oOHapyX eHHs XOCTOB,;
B) YBI.100: Yrpo3a 00x0/1a HEKOPPEKTHO HACTPOSHHBIX MEXaHU3MOB ayTCHTU(PUKAIINH

r) YBU.071: VYrpo3za HECaHKIMOHHPOBAHHOIO BOCCTAHOBJIEHHS YJAJIEHHON 3alluiiaeMoin
uH(bopMaIuu.

18. YA3BUMOCTB HYJIEBOT'O JTHS TO

a) ysA3BUMOCTb KOTOpasl €1le HE YCTPaHEHa;

0) ySA3BUMOCTb, KOTOPasi HE U3BECTHA 00JIaAaTeN0 HH(HOPMAIIMOHHON CUCTEMBI.
19. M0OXHO 11 BOCCTAaHOBHUTH KOH(MHUIEHIINATLHOCTh HHGOPMAITUH?

a) n1a;

0) HeT.

20. Kakue mpoeKThl pacCMaTpUBAIOT yIpo3bl cBA3aHHbIE TOJabKO ¢ WEB.
a) 6ank naHHbIX yrpo3 ®CTOK Poccuu;

0) CAPEC;

B) OWASP;

r) Mitre attack.

21. Kako#t Tunm MOAENHMPOBAHUS HCIOIB3YeTCS B JIOKyMeHTe «MeToauka OIEHKH YIrpo3
6e3onacHoct nHpopmamum» (yrB. ®CTIK Poccun 5 pespans 2021)?

a) COOBITUIHBIN;
0) IMUTAITMOHHBIN;
B) CUCTEMHO-THHAMUYECKHIA.

') areHTHBIH.

22. Cxkonbko kinaccoB I'MC cymectByet cornacHo [Ipukasy @CTIK Poccun Nel7?
a)2;
0) 3;
B) 4.

23. AyteTHUHUKAIHS ITO:



a) IEHCTBHS 10 MPOBEPKE MOITMHHOCTU CyOBEKTa JOCTYIa W/UIN 00BEKTa I0CTyIa, a TAaKXKe 110
NPOBEPKE NPUHAUIKHOCTH CYOBEKTYy JOCTyNa W/WIM OOBEKTYy JOCTyNa MpPeabsSBICHHOTO
WICHTU(PHUKATOPA JOCTyIA U ayTeHTH()PUKAIMOHHON H(pOpMAIIHH,

0) HazeneHue npaBamMu CyObEeKTa JOCTYIIA P BXOJIe B MH(YOPMAITHOHHYIO CUCTEMY;
B) BBIAETICHUE CYOBEKTa JOCTyIa CPelIU IPYTHX.

24. KakuM TOHATHEM HE ONEpUpyeT JOKYMeHT «MeTonuka OIEHKH Yrpo3 0e30macHOCTH
unpopmanun» (yrB. PCTIOK Poccuu 5 pespans 2021)

a) TaKTHKa;
0) mporeaypa;
B) TEXHHKA.

25. KoHTpOIb HapyLIEHUsI KAKMX CBOMCTB 0€30MacHOCTH MHPOPMALIMU BO3MOXKHO TEXHUYECKUM
Mepamu?

a) LEJIOCTHOCTH;
0) TOCTYIHOCTH;
B) KOH(QUIEHINATbHOCTH.

26. Yto Takoe creHapuil ucxois U3 JoKyMmMeHTa «MeToauka OIEHKH yrpo3 0e30MacHOCTH
uHpopmanum» (yrB. @CTIK Poccun 5 despans 2021)?

a) UI3MEHEHHE XapaKTePUCTUK CUCTEMBbI BO BPEMSI aTaKH;

0) mocTpoeHHkI rpad nmepexoaa HHGOPMAIIMOHHON CUCTEMBI U3 OJTHOTO COCTOSIHHE B IPYTOeE;
B) COBOKYITHOCTh TAKTHUK U TEXHUK.

27. HecaHKIIMOHUPOBAHHBIN 1OCTYII 3TO:

a) JO0CTyll CyOBEeKTa JOCTylma K OOBEKTy JO0CTyla, HapyIIAIomWWA TpaBWia yIIpaBICHUS
JOCTYTIOM;

0) HapylIeHHEe IPABOBOTO PEXKUMa B MHPOPMAIIMOHHOHN CUCTEME;
28. LlenocTHOCTH MH(POPMALIUHU 3TO:

a) COCTOsIHME MH(OPMALIUH, IIPU KOTOPOM OTCYTCTBYET JIH000€ ee M3MEHEeHHE MO0 U3MEHEHUe
OCYILIECTBIIIETCS TOJILKO MPeHAMEPEHHO CyObEeKTaMH, UMEIOIINMHU Ha HETO MPaBo;

a) CBOMCTBO MH(OPMALMOHHON CUCTEMBI MPOTHBOCTOSTH HECAHKIIMOHUPOBAHHOMY HMCKA)KEHHIO
UH(pOpMaLINK.

29. Pacnonoxure Ki1acchl KpUNTOrpaguueckon 3aluThl C BO3pacTaHuEM TpeOOBaHUIA:

a) KC1,KC2,KC3;



6) KC3,KC2,KC1.

30. UTo OTHOCHUTBCS K YIpo3aM CETEeBOI'0 XapakTepa coriacHo OaHKy naHHbIX yrpo3 ®CTOK
Poccun?

a) YBU.006: Yrpo3a BHeApEeHUS KO/Ia WIH JaHHBIX;

06) YBU.069: Yrpo3a HenmpaBOMEPHBIX ACHCTBUI B KaHAJIaX CBS3H,
B) YBU.099: Yrpo3a oOHapyx eHHsI XOCTOB

Bapuant 2

1. Mogens benna — Jlanaznysbl onuceiBaet

a) TMCKPEIMOHHYIO MOJIENb JIOCTYIIA;

0) MaHIAaTHYIO MOJIEJb JIOCTYTIA;

B) POJIEBYIO MOJIENb IOCTYTIA;

I') CMEUIaHHYIO MOJIEJIb OCTYTIA.

2. KoHTpOJb HapylIeHUs! KaKUX CBOICTB 0€30MacHOCTH MH(OPMAIIMM BO3MOYKHO TEXHUYECKUM
Mepamu?

a) LEJIOCTHOCTH;
0) TOCTYITHOCTH;
B) KOH(QUIEHINATbHOCTH.

3. UYro Takoe ClEHapuil HCXOAs M3 JOKyMeHTa «MeToauka OLIEHKH yrpo3 0e30MacHOCTH
uHpopmanum» (yrB. @CTIK Poccun 5 dpespans 2021)?

a) HU3MCHCHUC XaPAKTCPUCTUK CUCTEMBI BO BPCMS ATAKH,

0) mocTpoeHHkIi rpad nmepexoaa MHGOPMAIIMOHHOM CUCTEMBI U3 OJTHOTO COCTOSIHHE B IPYTOE;
B) COBOKYITHOCTh TAaKTHUK U TEXHHK.

4. llenoctHOCTH MH(GOPMAITUH ITO:

a) COCTOsIHME MH(OPMALIUH, ITPU KOTOPOM OTCYTCTBYET JIH000€ €€ M3MEHEeHHE MO0 M3MEHEHNE
OCYIIECTBIISCTCS TOJBKO MPeTHAMEPEHHO CYOhEeKTaMH, UMEIOIIIUMHU Ha HETO MPaBo;

a) CBOICTBO MH(OPMAITMOHHON CHCTEMBI TPOTHBOCTOSATH HECAHKIIMOHUPOBAHHOMY MCKaKEHHUIO
UHpOpMAaINH.

5. Ilepeuncnure NOHATHS BXOISANINC B KOPTEK OMHCAHUS YTPO3BI:
a) OOBEKT aTaKw;

0) yrpo3a;



B) IIPOLIEIYPA;

T') HapYLIUTEb;

1) YSI3BUMOCTb;

e) Bo3aericteue HCJI.

6. Kakue nmpoeKThl pacCMaTPHUBAIOT YIPO3bl CBsI3aHHBIC TOJIbKO ¢ WEDB.

a) 6ank nanabIX yrpo3 ®CTOK Poccun;

0) CAPEC,;

B) OWASP;

r) Mitre attack.

7. Cxonpko kinaccoB ' MIC cymectByet cornacHo [Ipukasy @CTOK Poccum Nel7.
a)2;

0) 3;

B) 4.

8. CkoJIbKO pUMEPHO yrpo3 coaepkutcs B 0anke nanHbXx yrpo3 ®CTOK Poccnn?
a) 220;

0) 550;

B) 50.

9. lms KakWx yrpo3 BaXKHO pacMoNoXeHHe HWHHOPMAIMOHHONW CHCTEMBl OTHOCHTEIIBHO
KOHTPOJIUPYEMOU 30HbI?

a) JUIsl yIpo3 CBSI3aHHBIX C TEXHUYECKHMMH KaHallaMu;

0) 1T yTpo3 CBSI3aHHBIX C MPOTPAMMHBIM 00ECTICUCHHUEM;

B) JIJIsl BCEX NIEPEUNUCIICHHBIX.

10. Mcxons u3 Kakux JOKyMEHTOB OyneT pazpabaTsiBaThest Mogens yrpo3 ans MCITu?
a) [TocranoBnenue [IpaBurensctBa P® ot 1 HostOps 2012 1. Nel1119;

0) Meroauka ompeieNeHns] aKTyaIbHBIX yTrpo3 0€30MacHOCTH TEePCOHANBHBIX JaHHBIX MPH UX
00paboTke B MH(POPMAIMOHHBIX CHUCTeMaxX MepcoHadbHBIX MaHHBIX (yTB. ®CTOK Poccum 14
despans 2008 r.);

B) Meroanueckuii JOKyMeHT «MeToauka OIEHKH yrpo3 Oe3ormacHocTd uHbopmarum» (yTB.
OCTIK Poccun 5 despans 2021).

11. Pacnionoxure ypoBHU KOMIIETEHLIMN HApYIIUTENCH B MOPSIIKE UX BO3PACTAHUS:



a) H1, H2, H3,H4;

6) H4,H3,H2,H1.

12. CKoJIBKO TaKTHK HAPYIIMTEINS peiaraercs B mpoekre Mitre attack?
a) 14;

0) 10.

13. CorsacHO METOIMYECKOro JIOKyMeHTa «MeToanka OIeHKH Yrpo3 0e30macHOCTH
unpopmanun» (yrB. DCTOK Poccum 5 ¢espans 2021) OpiBmme paOOTHUKM OpraHH3alUd
OTHOCATCS K KAKOMY THITYy HAapyIIUTENei?

a) BHYTPEHHUI;
0) BHEIIHMIA.

14. B pasznmene 00 akTyalnbHOCTH YIpo3 COIJIACHO JOKyMEHTY «MeToJuKa OLEHKH YIpo3
6e3onacHoctu uHpopmanun» (yrB. ®CTIK Poccuu 5 pespans 2021) Bxoaut:

a) TepeUYeHb BO3MOXHBIX  (BEpOSATHBIX) yrpo3  0Oe3omacHocTd  uHpoOpManum s
COOTBETCTBYIOIIUX CIIOCOOOB UX pealTu3alliy U YPOBHEH BO3MOXKHOCTEH HAPYIIUTENICH;

0) onrcaHue BO3MOXKHBIX CLIEHAPHEB peanu3aliy yrpo3 6€301nacHoCTd HH(OpMaLINK;
B) BBIBOJIBI 00 aKTYaJIbHOCTH yIpo3 6€30MacHOCTH HHPOPMAIIUH.

15. JoctynmHOCTH MHGOPMAITUHU 3TO

a) BO3MOKHOCTb MOJIY4YUTh MH(OpMAIHIO;

0) cBoiicTBO 0Oe3zomacHOCTH HWHGOpPMALMKM B TONYYEHUU TIOCIETHEH 3a TpuUeMIIeMbIi
MIPOMEKYTOK BPEMEHH.

16. KoHpuaeH1InaapHOCTh 3TO:
a) cyObEeKTUBHOE TIOHATHUE;

0) OOBEKTUBHOE TOHATHE.

17. 12. CKOJBKO TaKTHK HAPYUIMTENs MpeiaraeTcsi B TOKyMeHTe «MeToauKa OIEHKH YIpo3
6e3omacuoct uHpopmamum» (yr8. ®CTOK Poccunu 5 perpans 2021)?

a) 14;
0) 10.
18. Kakne TeXHUKH MPUMEHSIOTCS B HaYaJIe aTaku?

a) HaIllpaBJICHHOE CKaHUPOBAHUE C IMOMOILBIO crienuanusupoBanHoro [10;



0) cObop uHpOpMAaLIUH O TIOIH30BATEIE;
B) MoauduKanus MOAysel U KoHpUrypauu BpegoHocHoro I10.
19. Kakoe MeponpusITHe MO3BOJISIET KOHTPOJIMPOBATH 11eTI0CTHOCTH [10?

a) BBIUMCICHHWE KOHTPOJIBHBIX CYMM 3amuiiaemMeix  ¢aimoB  (kpumnrorpaduyueckoe
npeoOpa3oBaHue);

0) co3anne pe3epBHBIX KOMUH 3alUIIAEMbIX (DAIIIOB.

20. Kakue o0bexTbl mHpopMaTH3auuu mnpexycMorpensie qokymentamu OCTIK orHOCcsATCs
[15BM?

a) APM;

0) 3I1;

B) BIL.

21. HepexmapupoBanusie Bo3moxkaoctu (H/IB) ato:

a) (QYHKIHOHATBHBIE BO3MOXXHOCTH MPOTPAMMHOTO OOECIEYeHHUs, HE OINUCaHHBIE B
JIOKYMEHTALUH;

0) BO3MOXHOCTH IPU NOMOIIM KOTOPBIX MOKHO coBepiunts HC/I.

22. YTo OTHOCHUTBCS K OCHOBHBIM O0ObEKTaM aTaku IPU MEKCETEBOM B3aUMOJICHCTBUU?
a) ornepalnroHHas CUCTEMa;

0) KOMMYTaTOPHI;

B) CETEBBIE CEPBHCHI.

23. Yrto HeoOX0oauMO Ui NPaBOBOIO OOOCHOBAHMS 3alIMThl WH(pOpPMAIMU Ha OOBEKTE OT
pasriameHus 1 HeCaHKLIMOHUPOBAHHOTO 1ocTyna?

a) TMepeyveHb JINII, JOMYIIEHHBIX 10 00paboTKu KOHGUACHIINATLHOU HH(OPMALINN;
0) mepeyeHb MPOrPaMMHOTO OoOecIieueH!sT Ha 0OBEKTE;
B) COIJIacue O Hepa3TJallcHHH. . .

24. Kto HeceT OTBETCTBEHHOCTh 3a 3aIIUTy WH(OpPMAIMK B OPTaHU3AIMH IPH OTCYTCTBUU
OpraHU3al[MOHHO-PACIOPSAUTEILHON JOKYMEHTAIUN?

a) pyKOBOJUTENb OPTaHU3AINH;
0) CUCTeMHBIN aIMUHUCTPATOP;

B) ITIOJIB30BAaTCIJIN.



25. Texnuueckas 3amura HHGpOpMaIum 3To:

a) 3amuTa HHOOPMAIIMH, 3aKITI0YAIONIAsACS B 00CCIICYCHUH HEKPUNITOrpahuIeCKUMU METOAAMU
Oe3omacHOCTH MH(MOpPMAIUU (TaHHBIX), MOAJIEKAIIEH (TTOAJIeKAIINX) 3alUTE B COOTBETCTBUU C
JNEUCTBYIOIMM  3aKOHOJATEIhCTBOM, C TMPUMEHEHHEM TEXHHYECKUX, MPOTPAMMHBIX U
IPOrPaMMHO-TEXHHUYECKHUX CPEJICTB,;

0) a) 3amuTa HHGOPMAIUH, 3aKITI0YAIONIasICs B 00eCeYeHIH JII0OOBIMI METOaMH 0€30MacHOCTH
uHbopManuu (JaHHBIX ), MOAIeKAIIeH (MOIIeKaINX ) 3aIIUTE B COOTBETCTBUH C JCHCTBYIOIIUM
3aKOHOJATEILCTBOM, C TIPUMCHEHHUEM TEXHUYECKHX, MPOTPAMMHBIX W  IPOrPaMMHO-
TEXHHYECKUX CPEJCTB.

26. Kakue TexHUYeCcKue CpeICTBA MO3BOJISIOT KOHTPOJIUPOBATh YTEUKY HHPOpMAIUU?
a) COB;

0) DLP;

B) MD.

27. Cornacuo mpoekty Mitre attack uro o3nagaer ICS?

a) oOIIMi pa3/iesl ONMUCAaHMsI TAKTHK U TEXHUK;

0) pa3zen yrpo3 MOOHIBHBIX IPUIIOKEHUH;

B) pa3ziell OMUCAHUS TAKTHK U TEXHUK CHCTEM MPOMBIIIUICHHOW aBTOMATH3AIINH.

28. CHCTEeMHBII aIMIHHACTPATOP OMYIIEHHBIN 10 00paboTKN KOHPUACHITHATEHOW HHPOPMAITUT
ABJISIeTCA HapylmuTenem?

a) na;

0) HeT.

29. Kakue cyniecTByIOT CpeJICTBa 3allUThI OT YIPO3 3arpy3KH ¢ BHEITHUX HOCUTENeH?
a) CpelCTBa JOBEPEHHOM 3arpy3Ku;

0) aatuBupcHoe I10;

B) KpUnTorpaguyeckue MeTOobl.

30. Uto Takoe arrecranus 00beKTOB HHDOpMaTH3aiu?

a) KOMILJIEKC Mep HaIlPaBJICHHBIN Ha 3alIUTy WH(OPMAIINH;

0) COBOKYITHOCTb CIEIanIbHOM MPOBEPKH U CIICIUATBHOTO UCCIICIOBAHUS;

B) KOMIUIEKC OpPraHM3allMOHHO-TEXHWYECKMX MEpONpHUITUH, B  pe3yiapTare KOTOPbIX
HOCPEJICTBOM CIEIHATIBHOIO JOKYMEHTa — «ATTecTaTa COOTBETCTBUS» MOIATBEPXKIAETCS, UTO
O0BEKT COOTBETCTBYET TpPEOOBAHUSAM CTAaHAAPTOB MM MHBIX HOPMAaTHUBHO-TEXHUUYECKUX
JOKYMEHTOB 110 Oe3onacHocTy nHpopmanuu, yreepxxaeHHbIX @PCTIOK Poccun.



Pa3pabGorumk:
’ j npenonasatens  A.JL.TopObineB

[Tporpamma cocrtaBieHa B cooTBeTcTBUM C TpeOoBanusmMu PI'OC BO u yuutsiBaer
pekomenpauuu [IOOII no wHanpaBnenuto u npodwio 10.03.01 HWudopmanuonnas
0e30MmacHOCTb.

[Iporpamma paccMoTpeHa Ha 3aceaHuy Kadeapbl paTuoPU3NKU U PaIU0IEKTPOHUKH
«20» mapra 2020 r.

Hporokon Ne 8 M1.0.3as. kapenpoir ,’ Konecnux C.H.

Hacmoswas npoepamma, ne modcem 661mv 80CNpoussedena Hu 8 Kaxkot popme be3
npeosapumenbHo20 NUCbMEHHO20 paspeulenust Kagheopul-pazpadomuura npozpammsi.



	4. СОДЕРЖАНИЕ И СТРУКТУРА ДИСЦИПЛИНЫ
	Объем дисциплины составляет 4 зачетных единиц, 144 часов,
	Форма промежуточной аттестации: зачет
	4.1. Содержание дисциплины, структурированное по темам, c указанием видов учебных занятий и отведенного на них количества академических часов
	4.2. План внеаудиторной самостоятельной работы обучающихся по дисциплине
	4.3. Содержание учебного материала
	4.3.1. Перечень семинарских, практических занятий и лабораторных работ
	4.3.2. Перечень тем (вопросов), выносимых на самостоятельное изучение студентами в рамках самостоятельной работы (СР)
	4.4. Методические указания по организации самостоятельной работы студентов

	4.5. Примерная тематика курсовых работ (проектов)
	5. УЧЕБНО-МЕТОДИЧЕСКОЕ И ИНФОРМАЦИОННОЕ ОБЕСПЕЧЕНИЕ ДИСЦИПЛИНЫ
	а) основная литература
	б) дополнительная литература
	в) базы данных, информационно-справочные и поисковые системы

	6. МАТЕРИАЛЬНО-ТЕХНИЧЕСКОЕ ОБЕСПЕЧЕНИЕ ДИСЦИПЛИНЫ
	6.1. Учебно-лабораторное оборудование:
	Компьютерная лаборатория 323б (16 серверов) и лекционная аудитория 225, оснащенные мультимедийными средствами, электронной базой знаний, системой тестирования, выходом в глобальную сеть Интернет. Технические характеристики серверов обеспечивают возмож...

	6.2. Программное обеспечение
	1. Oracle VM VirtualBox 5.0.12. Бессрочно.
	2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Контракт № 03-013-14 от 08.10.2014.Номер Лицензии Microsoft 45936786. Бессрочно.
	3. WinPro10 Rus Upgrd OLP NL Acdmc. Сублицензионный договор № 502 от 03.03.2017 Счет № ФРЗ- 0003367 от 03.03.2017 Акт № 4496 от 03.03.2017 Лицензия № 68203568. Бессрочно.
	4. Kaspersky Free (ежегодно обновляемое ПО). Условия использования по ссылке: http://www.kaspersky.ru/free-antivirus/ . Бессрочно.
	5. SecretNetStudio 8 (Demo version)
	6. Metasploitable 2 (Linux) BSD license
	7. Metasploitable 3 (Ubuntu) BSD license
	8. Kali Linux, Metasloit 6 GNU GPL.
	9. ScanOVAL (ФСТЭК России) Free.

	6.3.  Технические и электронные средства:
	7. ОБРАЗОВАТЕЛЬНЫЕ ТЕХНОЛОГИИ
	8. Оценочные МАТЕРИАЛЫ для текущего контроля и промежуточной аттестации
	8.1. Оценочные средства для входного контроля
	8.2. Оценочные  средства  текущего  контроля
	8.3. Оценочные средства для промежуточной аттестации

