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1. IEJU U 3AJAYA JUCITTATIINHBI

Menn

O3HaKOMJICHHE CTY/IEHTOB C OCHOBaMH KpHUITOrpaduu M OCHOBaMU OOECIICUCHHS 3aIIHUTHI
uHpopmanuu, GopMUPOBAHNE TPAKTUIECKUX YMEHHUH 1 HABBIKOB IPH paboTe ¢ KpUNTOrpadhuIecKuM
NPUMHTUBAMH, (GOpPMUPOBaHHE KIFOUEBBIX TPO(GHUIBHBIX KOMIIETCHIIUH.

3anaun:

- JaTh CIICHUAJIbHbIC 3HAHHUA 11O AUCITUITIINHC,

- JIOCTHYbh JIOCTATOYHOTO YPOBHSI 3HAHWM MO KPUNTOTPAPUISCKUM METOAaM OOeCIeueHUs
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- chOopMHUPOBATH y CTYJICHTOB MPAKTHUECKHUE HABBIKU PA0OTHI CO CPEACTBAMH 00CCIICUCHUS
KpunTorpaduueckoi 6€30MacHOCTH.

2. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OIIOII BO

2.1. YuyeOHas paucuumiuHa (MOMAYJb) OTHOCHTCS K 4YacTH MPOrpaMMsbl, (Gopmupyemon
y4acTHUKaMU 00pa30BaTeIIbHBIX OTHOIICHUN, M H3y4aeTCsl Ha TPETheM Kypce.

2.2. Inst uzy4yeHusi JaHHOW y4yeOHOM TUCIUTUTMHBI (MOTYJIs) HEOOXOAUMBI 3HAHUS, YMEHUS U
HaBBIKK, CGHOPMHUPOBaHHBIE AucHHUILIMHAMU: [IporpamMmmupoBanue, Teopus BEpOSITHOCTEH U
MaTeMaThyecKas CTaTUCTHKA, J[uckpeTHas MareMaTHKa.

2.3. IlepeueHp MOCIEAYIONIUX Y4€OHBIX MUCIMIUIAH, JJI KOTOPBIX HEOOXOIUMBI 3HAHMUS,
YMEHHS U HaBbIKU, POpMUpPYEMbIE TaHHOW yueOHON TUCIUIUIMHON: BriyckHas KBanupuKamoHHas

pabora.

3. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUITVINHbI

[Iporecc ocBOeHUs TUCIUILIIMHBI HANPaBlieH Ha (OPMHUpPOBAHUE KOMIIETCHIIUH (3JIEMCHTOB
cnenyromux kommereHiuii) B coorBerctBur ¢ ®I'OC BO mo cooTBeTCTBYIOIIEMY HANpaBiICHHUIO

IIOATrOTOBKH.

Ilepeuyenn nuIaHNpyeMbIX pe3yJIbTATOB 00yUYeHHs N0 JUCHUILIHHE (MOAYJII0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTH/KCHUSI KOMIIETCHIIUH

HNuauxkaropsl
Komnerenuuns . PesyabTaThl 00y4eHus
KOMIeTeHI Ui
I1K-3 Cnocobnocts | MJIK k3.1 3HaeT yCTpOWCTBO COBPEMEHHBIX
JeMOHcTpanuu odnieHayynbix | CnocoOeH HCIOJIb30BaTh | KpUNTOrpaUUECKUX CTaHIapTOB
6a30BbIX 3HaHUH | MaTeMaTUYeCKUe 3HAHHUS B | CHMMETPUYHBIX U
MaTeMaTHIECKUX U | mpodeccHOHATbHON ACHMMETPUYHBIX CHCTEM,
€CTECTBEHHBIX HayK U | JeSTEeIbHOCTH MPUKIIAJHBIX KPUNITOTPahUIECKUX
MH(OPMALIMOHHBIX IIPOTOKOJIOB.
TEXHOJIOTUH;  CIOCOOHOCTH Ymeer aHaJIM3UPOBATh
PUMEHSTh B COBpPEMEHHBIC
npodeccuoHaIbHON KpUnrorpaguyeckue CTaHIapThI
NeSITETHHOCTH  COBPEMEHHBIE CUMMETPHYHBIX "
S3BIKK  TPOTrPaMMHUPOBAHMUSA, aCUMMETPUYHBIX CHCTEM,
OTIepanOHHEIE CHCTEMBI, MPUKIIAJHBIE KpHNITOTrpadudecKue
AIIEKTPOHHBIE OMOIMOTEKH U MPOTOKOJIBI Ha HaJIn4yue
MaKeThl TPOTPaMM, CETEBBIE ySI3BUMOCTEH c TTOMOTIIBIO
TEXHOJIOTHH. COBPEMEHHOI'0 MaTeMaTU4YeCKOTro
ammapara.
MK 11x3.3 3HaeT MporpaMMHbIE OOBEKTHI,
Cnoco0eH  NpHUMEHSITh B | pealu3yrollne




npodeccroHanbHOM
JIeSATEILHOCTH COBPEMEHHBIC
SI3BIKM  IIPOrPaMMUPOBaHUS,
OTepaIMOHHbIC CHCTEMBI
MMaKCThI MMPOrpaMM U CCTCBLIC
TEXHOJIOTHH

KpunTorpaguueckue CTaHAapThI
CUMMETPUYIHOTO u
ACHMMETPUYHOTO MIH(PPOBAHUS

YMmeer OTIpECIIATh
MOCIIE0BATEIHLHOCTh IPUMEHEHUS
OnOJIMOTEYHBIX  METONOB I
peanuzanuu TIPHUKJTATHBIX
KpUNTOrpauecKuX alrOPUTMOB.

I1IK-4 T"'oToBHOCTH K
BKJIIOUEHHIO B
npodeccuoHaIbHOe
COOOIIECTBO;  CIIOCOOHOCTH
MPOBOAWTH TMOJ HAYYHBIM
PYKOBOJCTBOM  JIOKQJIbHBIC
HCCIICIOBAHUSI HA  OCHOBE
CYUICCTBYIOIIUX METOJIOB B
KOHKpPETHOU oOnactu
po(heCcCHOHATILHOM
JIEATEIbHOCTH

MK k4.2

Bunaneer TEXHOJIOTUSMHA
MOJITOTOBKH JIOKYyMEHTOB B
TOM 4YHucle B 00macTax
MaTeMaTHKH U HH()OPMATHKH,
B TOM qucIe c
HUCIIOIB30BAaHUEM CBOOOIHO-
pacIpoCcTpaHsIeMOro

MPOTrPaMMHOTO 00€eCTIeUeHUS

3HaeT MPUHIUIBI UCTIOIB30BaAHUS
OMOIMOTEUHBIX METOJI0B u
KPHUIITOIIPOBAIICPOB, B TOM YHCIIE
CBOOOTHO-PACIIPOCTPAHSICMBIX.
YMeeT mpUMEHSITh MPOrpaMMHBIC
O0BEKTBI M KPHIITONPOBANACPHI
JUISL pealin3aluy IpHII0KEHU I
Bnaneer pueMaMu
HCIIOJIb30BaHUS
KPUNTOTpaguUECKUX MPUMUTHBOB
npu  pa3paboTKe MPOrpaMMHBIX
pEIIeHU.




4. COAEP)KAHUE U CTPYKTYPA JTUCIIUIIJIMHbI

O0beM TUCIUIUITMHBI COCTABIISIET 4 3a4eTHBIX enuHull, 144 yaca, B TOM 4ucie 35 4acoB HAa KOHTPOJIb, TPAKTUYECKAs MIOATOTOBKA 32

dopma NpoOMEKyTOUHON aTTeCTalluu: 6 CEMECTP - IK3aAMEH.

4.1. CONEPXKAHME JUCIHUATLINHBI, CTPYKTYPUPOBAHHOE I1O TEMAM, C YKA3AHUEM BHUJOB YYEBHBIX 3AHATHUI 1 OTBEJIEHHOT'O HA HUX

KOJIMYECTBA AKAJJEMUYECKHUX YACOB

Buapl yueOHo# padoThbl, BKIKOYAsA
CaMOCTOSITEJILHYIO PadoTy 00y4Jarommuxcs U
TPYA0EMKOCTb (B 4acax)

Dopmbl
KourakTHas padoTa
Ce TeKyIlero

Ne NpenoaBaTelisi ¢ 00y4aroUIMMHCS

I Paznaen nucuunJIMHbl/ TeMbI Mec CaMmocTosit| KOHTPOJISA
1 (V) Cemunapck eqbHasi | YCIIeBaeMOCTH

1 ( ne Kontpous | padora +
€KL | (ITPAKTHYEC 06y‘leHI/Iﬂ KOHTPOJIb
KHe
3aHATHS)

1 | Tema 1. ba3oBble moHATUs KpUnTorpadun 6 2 2 0,6 1 2 na0.

2 | Tema 2. CuMMeTpUYHbBIE KPUITOCUCTEMBI 6 2 2 0,6 2 2 na0.

3 | Tema 3. ITorounsie mUGPHI 6 2 2 0,6 2 2 TECT

4 | Tema 4. biiounoe mudpoBanue 6 4 4 1,2 3 4 na0.

5 | Tema 5. Pexxumbl mudpoBaHus 6 4 4 1,2 3 4 TECT

6 | Tema 6. Koasl ayrenTudukanuu cooOIeHni 6 2 2 0,6 2 2 na0.

7 | Tema 7. Xem-pyHKiuu 6 2 2 0,6 2 2 TECT

8 | Tema 8. CtanaapThl ayTEHTUYHOTO MIM(PPOBAHUS 6 4 4 1,6 4 4 na0.

9 | Tema 9. AnropuT™MBI OOMEHA KITFOYaMU 6 2 2 0,6 2 2 na0.
10 | Tema 10. Metog kmtoueBoro oomena Juddu-Xenmana 6 2 2 0,6 3 3 na0.

11 | Tema 11. IIpeobpazoBanue RSA 6 2 2 0,6 3 2 na0.
12 | Tema 12. IIpeo6pazoBanue Dib-I"amans 6 2 2 0,6 3 2 na0.




Buasbl yueOHo# paGoThl, BKJIIOYAA
CaMOCTOSITEJIbHYI0 Pa0oTy 00y4aOLIUXCS U
TPYAOEMKOCTH (B Yacax)
Dopmbl
KonTakTHas padora
Ce TeKylero
Ne npenoaaBaTeisi ¢ 00yYarIUMHCS
/ Pa3zjnes 1ucHuMNIMHBI/ TeMBbI mec Camocrosit| KOHTPOJIsI
i TP Cemunapck e CIeBaeMOCTH
JIbHasg | Y
ne
Jlekuuu | (mpakTUyec Konrpoas | patora +
1 P o0y4eHusi | KOHTPOJIb
KHe
3aHATHSA)
13 | Tema 13. IIpukinamabie aIropuTMbl KpUIITOTpadun 6 2 2 0,6 5 na0.
Hroro yacos 32 32 10 35/35
4.2. IIJIAH BHEAY IUTOPHON CAMOCTOSTEJIBbHOM PABOTHI OBYUYAIOIIMXCS 11O JUCLHUILIUHE
CamocTosiTeibHAas padoTa 00y4yalomuxcst YueoHo-
MeToIHYeCcKOoe
Cemect Bun 3aTpaTsl Ounenounoe A
Ha3panmue pasgena, TeMbl Cpokn o0ecmeyenne
p CaMOCTOSITEJILHO BpeMeHH CPeACTBO .
. BBINOJTHEHUS CaMOCTOATEJILHOI
il paboThI (uac.)
padoThl
1-s1 mosioBUHA YMO pacmoioxxeHo
6  |CumMmeTpuYHbIE AITOPUTMBI IIUPPOBAHUS YUITUn Kypca + 25 Tect 8 MOC Domic Ha
MOATOTOBKA K K3 CTpaHulIe Kypca
1-st moyloBMHA YMO pacmoio->keHo
6 Ob6ecneueHue 11eJIOCTHOCTHA COOOIIEHNI YUJIITUnr Kypca + 16 Tect B MOC Domic Ha
MOATOTOBKA K K3 CTpa-HUIIE Kypca
2-s1 IOJIOBWHA KouTposbHast YMO pacmnoo->keHo
6  |ANrOpPUTMBI C OTKPBITHIM KIIFOUOM YUITHUH Kypca + 29 6 8 MOC Domic Ha
MOATOTOBKA K K3 pabora CTpa-HHIIE Kypca
O061mas TpyA0EMKOCTh CAMOCTOSITETLHOM pabOThI O TUCIUILIMHE (4ac) 70
N3 HuX 00beM caMOCTOSITENIbHOM pabOThI C MCIOJIB30BAHNUEM JIEKTPOHHOTO O0yUYEHUs 1 70
JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH (4ac)

4.3.

CONEPKAHUE YYEEHOI'O MATEPHAJIA




Pazgen 1. CumMeTpuUYHbIE AJITOPUTMBI M POBAHUA

Tema 1. bazoBbie MOHATHS KpUNTOrpapuu

OO01re TpUHLKITBI U MOJIENH. 3allluTa OT HeCaHKIIMOHUpOBaHHOrO fAoctymna. [lonstue kmoua. [lludposanue u konguposanue. Kpunrocucremsl.
Uctopus kpunrorpaduu. udp npocroit 3amensr. Hudp Liesaps. udp BeprukanbHoil nepectaHoBKU. ['ammupoBanne. OCHOBHBIE CITOCOOBI
KpUNTOAaHaIH3a NpocThiX i poB. MaeanbHblii mmdp.

Tema 2. CuMMeTprUYHBIE KPUIITOCHCTEMBI

[Iudp Beprama. Jlemma o Teopernyecku croiikoM mudpe. [lorokoBeie mmdpsl. ATaku Ha MOTOKOBBIC MU(PHI. JIByxpa3oBsiil 6110KHOT. [Ipumep
ysi3BEMOCTH B ipoTokosie. 802.11b WEP. Bo3aMokHbIe yIy4lIeHUs TPOTOKOJIA.

Tewma 3. [ToTounbpie MU pPHI

[Tpumeps! moTokoBeIx mudppoB. RC4 u ero ys3sumoctu. CSS u ero ys3BumoctH. eStream. be3omacHOCTh MOTOKOBBIX reHepaTopoB. CTaTUCTHYECKUIT
TecT 1715 reHeparopa. Kpunrorpaduueckoe onpenenenue nceBaociydaitnoro reaepatopa. CemanTuuecku 6€30macHblil moTokoBbii mudp. [Ipumepsr
TaKUX IIHQPOB.

Tewma 4. biiounoe mudpoBanue

[Mpuanun urepupoanus. [loHsTHE IICeBIOCTyYaliHON QYHKIIMH U TIceBAOCTyYaitHOH niepectaHoBku. [lIudp DES. Onucanue ctpykrypsl. Teopema o
tpexpaynaoBoi cetu Deiictens. udp AES. Onucanue cTpykTypsl U npuHIUIBL paboThl. [lepebopHbie ataku Ha 6mounble mudpsl. [Ipodiaema DES.
Tpoitnoii DES. Ataka metogoMm BcTpeuu nocepenune. [lepeboprsie ataku Ha 6104uHbIe @I [Ipodiema DES. Ataku Ha 6ounbie mmdpsl yepes
YTEUKH 110 MOOOYHBIM KaHajaM. ATaku Ha OCHOBe 0TKa30B. Jluneitnsiit kpunronananus DES (ocnoBubie nnen). lludp FOCT 28147-89 u ero
UHPPACTPYKTYpA.

Tema 5. Pexxumbl mudpoBanus

[TocTpoenue 6:104HbBIX MIMGPOB HA OCHOBE TICEBAOCITYYaiHbIX FreHepaTopoB. [LIndpoBanne HECKOIBKUX COOOIIEHUI Ha OTHOM KiItoue. ATaka Ha
OCHOBE BBIOOPOUYHOTO OTKPHITOro TekcTa. [Tpumep mmdpa HeCTORKOro k aTake Ha OCHOBE BBIOOPOYHOTO OTKPHITOro Tekcra. CiryyaiiHoe mudpoBaHue.
Opnnopaszosoe mudposanue. Pexxum CBC. llugpoBanue ¢ npeacka3aHHbIM 3HaueHHEM BekTopa nHunmanuzanuu. CBC g onHopa3oBoro
mudposanus. Habuska 6okoB. Pexxum CTR. Cpasuenue pexxumos CBC u CTR. Pexum OFB.

Pazgen 2. O6ecneyenne eJJOCTHOCTH COOOLEHH I

Tema 6. Konbr ayreHTuduKanmm cooomennia

Koap! ayrentudukanuu coodmennii. [loctpoenne koaos ayrenTudukanuu 6onpumx coodmennit. Koncrpykunun CBC-MAC u NMAC. Ux
s¢dexTuBHOCTE. Cxema aTaku ¢ ucnoiabzoBanuem koyunsuil. Koncrpykiust HMAC. [loctpoenne ko10B ayTeHTU(PHUKAIUU OOJIBIINX COOOIIEHUH.
Mexanu3mbl HabuBkH coobmennii. Koncrpykiun CMAC, PMAC, onnopa3zossiit MAC.

Tema 7. Xew-pyHKIuu

[TocTpoeHne ko0B ayTeHTU(UKALUN COOOIEHHH U3 CTOMKUX K KOJUTU3UAM (PyHKIUI. ATaka Ha OCHOBE Napagokca AHel poxxaeHuid. KoHncTpykius
Mepxna-/lamrapaa ais nocrpoenus xem-¢gyHkuui. [loctpoenue 6e3onacHbIx cxuMaromux GpyHkuuid. Xem-(GyHKINN Ha OCHOBE OJIOYHBIX IIH(POB.
Tema 8. CTanmapThl ayTEHTUYHOTO HIM(DPOBAHUS



Heo6x0auMoCTh IPUMEHEHHUS ayTEHTUYHOTO mudpoBanus. [IOHATHE 1IEIOCTHOCTH MH(P-TeKCcTa. ATaKka Ha OCHOBE BEIOOPOYHOTO MIK(p-TEKCTA.
Aytentnunoe mudposanus Ha npumepe nporokona TLS. [TocTpoenue cxem ayTeHTHYHOTO MK(POBAHUS U3 OJIOYHBIX MU(PPOB U KOJOB
ayreHTH(HKanuu coobinenuii. CTaHaapThl ayTEHTUYHOTO MIKM(PpOBaHUs. ATaKHi Ha CXEMbI ayTEHTHYHOTO MiM(poBaHusa. ATaka Ha OCHOBE aHAIHM3a
HAOUBKH COOOIIEHNS.

Paznen 3. AlIropuTMbl ¢ OTKPBITHIM KJIKY0M

Tema 9. AnropuT™Mbl OOMEHa KITFOYaMH

Pacnipenenenue kiroueit mmdposanus. [Iponenypsl oOmMena kimtouamu. OO1ee BBEACHHE B TCOPUIO0 aCUMMETPUYHBIX KpUIITOCHCTEM. D()PeKTUBHBIC
QITOPUTMBI BO3BE/ICHUS B CTEMEHb. AJTOPUTMBI (pakTopu3aluuu 60bIuX yucen. [lonstue GyHKIMU ¢ Ta3elKOu.

Tema 10. Meton kinroueBoro oomena Juddu-Xemmana

[TpoToxon kIr04YeBOro 0OMeHa AJisi HECKOJIBKUX y4acTHUKOB. Hexotopsie Mmogudukanuu metoaa. OTHOCTOPOHHSS TeHepalys Kiroda. 3agada
JTUCKPETHOTO JIOTapu(hMUPOBAHUS.

Tema 11. [IpeobpazoBanue RSA

YerpoiictBo RSA. DddexkruBrocTs peanm3anuu. Kpunrocroitkocts RSA. Bapuantst crangaproB PKCS1. Araku Ha kpuntocuctemy RSA. Araka Ha
ocHoBe 0011ero RSA monynsa. Ataka Ha OCHOBE MaJloro 3HAUY€HHUsS 3aKPHITOTO KIF0Ya.

Tema 12. IIpeo6pa3zoBanue Dib-I"amans

Brruncnenue u nposepka noanucu. [ludposanue u nemmdposanue. IpdektuBHOCT peanu3anui. OcoOEHHOCTH UCIIOIB30BaHUS CEAHCOBOTO KITI0Ya.
[IpakTnueckoe npuMeHeHre IpeodpazoBaHus Dib-1"amans 1uist 3a1a4u 10Ka3aTeabCTBA 3HAHUS.

Tema 13. [IpuxnaaHeie aaropuTMbI Kpuntorpahuu

[Toporoseie cxembl pasaenenus cekpera. Cxema Illamupa pasnenenus cekpera. JJokazareiabCTBO ¢ HYJEBbIM pa3rilallieHHeM. AJITOPUTM Ha OCHOBE
uzomophusma rpados. [Iporoxon HIHoppa.

4.3.1. IlepeyeHb ceMHUHAPCKUX, NIPAKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

Ne Ne paznenau| HaumeHoBaHHMe CEMHMHAPOB, MNPAKTHYECKUX U JIA00PATOPHBIX TpynoeMkocTh OueHnouHbie dDopmMupyemMble
n/H TeMbI pabot (uac.) cpeacTsa KOMIIETEHIIUH
Bcero N3 Hux (MHIMKATOPBI)*
4acoB |MpaKTHYec
Kast
MOATOTOBK
a
1 2 3 4 5 6 7
1 1 Tema 1. Ba3oBbie noHsATHS KpuriTorpaduu 2 2 JlabopaTopHas pabota IIK-3.1, I1IK-3.3,
11K-4.2
2 1 Tema 2. CUMMETPHUYHBIE KPUTITOCUCTEMBI 2 2 Jla6opatopHast paboTa IIK-3.1, T[IK-3.3,
11K-4.2




3 1 Tewma 3. IloTounslie mmgpst 2 2 JlabopatopHas paboTa IK-3.1, TTIK-3.3,
11K-4.2

4 1 Tewma 4. biounoe mmdpoBanue 4 4 Jlabopartophas pabota IK-3.1, TIK-3.3,
11K-4.2

5 1 Tema 5. Pexxumbl mmdpoBaHus 4 4 JlabopartopHas pabota IK-3.1, TIK-3.3,
11K-4.2

6 2 Tewma 6. Kompr ayreHTH)MKAIINH COOOIIEHMI 2 2 JlabopartopHas pabota IK-3.1, TIK-3.3,
11K-4.2

7 2 Tewma 7. Xem-pynkunn 2 2 JlabopartopHas pabota IK-3.1, TIK-3.3,
11K-4.2

8 2 Tewma 8. CTanmapThel ayTEHTUIHOTO MG POBAHUS 4 4 JlabopartopHas pabota IK-3.1, TIK-3.3,
11K-4.2

9 3 Tema 9. AnropuT™MbI 0OMEHA KITFOUaMK 2 2 JlabopaTopnas paboTa IK-3.1, 1TK-3.3,
11K-4.2

10 3 Tema 10. Metox kimtodeBoro oomeHna {uddu-Xenmana 2 2 JlaGoparopHas pabota IK-3.1, TIK-3.3,
11K-4.2

11 3 Tema 11. [IpeoGpazoBanue RSA 2 2 JlaGoparopHas paGoTa MK-3.1, TK-3.3,
11K-4.2

12 3 Tema 12. IIpeoOpa3zoBanue Dib-I'amans 2 2 JlaGoparopHas pabora IK-3.1, IIK-3.3,
T1K-4.2

13 3 Tema 13. [IpukinagHeie anrOpuTMBI KPHIITOrpagun 2 2 JlaGopatopHas paboTa IK-3.1, TIK-3.3,
11K-4.2

Bcero 32 32

4.3.2. IlepedyeHb TeM (BONPOCOB), BBIHOCHMBIX HA CAMOCTOSITEIbHOE H3YYCHHE CTYACHTAMH B PAMKaxX caMocToATeabHOoil padoTsl (CP)
«He niperycMOTpeHOY.

4.4. METOIUYECKHE YKA3ZAHUS IO OPTAHU3ALIMA CAMOCTOSITEJILHOM PABOTBI CTYJIEHTOB

CamocrosTenbHas paboTa CTy/1I€HTOB BceX (OpM U BUA0B 00yU€HUs ABISAETCS OAHUM U3 00s3aTeNIbHBIX BUAOB 00pa30BaTeNIbHOM J1€ATENbHOCTH,
oOecreunBaromeil peanuzanuio TpeboBaHuili dexepanbHBIX TOCYJApCTBEHHBIX CTAaHAAPTOB BbICIIEro oOpa3oBaHus. CoriacHo TpeOOBaHUIM
HOPMAaTUBHBIX JOKYMEHTOB CaMOCTOSIT€NIbHAsl padoTa CTYy/AEHTOB SIBIsETCS 00s3aTeIbHBIM KOMIIOHEHTOM 00pa30BaTEIbHOIO Mpolecca, TaK Kak OHa
o0ecreynBaeT 3aKperUIeHHEe IOJyYyaeMbIX Ha JIEKIMOHHBIX 3aHATHUAX 3HAHUN MyTeM NpUOOpETEHHs] HAaBBIKOB OCMBICICHHS M PACHIMPEHHS HX
COJIep’KaHusl, HAaBBIKOB pEIICHUS aKTyalbHBIX MpoOjeM QOpMUPOBaHUS OOLIEKYJIbTYPHBIX W NPO(ECCHOHATBHBIX KOMIETEHLIUHA, Hay4yHO-
UCCIIE/IOBATEIbCKON JESTEIbHOCTH, TMOATOTOBKH K CEMHHapaM, JabopaTOpHBIM paboTam, clade 3auyeToB M 3k3amMeHOB. CamocrosTrenbHas paboTta
CTYJIEHTOB IIpeJCTaBiIsieT co00il COBOKYNHOCTh AayAUTOPHBIX W BHEAYJUTOPHBIX 3aHATHM u pabor. CamocrosiTenbHas paboTa B paMKax
00pa3oBaTeNLHOrO MpOoIiecca B By3€ pelIaeT CleAyIone 3a1aun:

— 3aKpEIUICHNE U paCIIMPEHUE 3HAHNN, YMEHHH, IOJYYEHHBIX CTYyI€HTAMH BO BpEMs ayIUTOPHBIX U BHEAYAUTOPHBIX 3aHITHI, IPEBPAILCHUE X
B CTEPEOTHIIB YMCTBEHHOM U (PM3UUECKOM NesITeTbHOCTH;




— proOpeTeHne TOMOTHUTENIFHBIX 3HAHUH M HABBIKOB 110 TUCHUIUIMHAM Y4eOHOTO IUIaHa;

— (popMupoBaHUe U Pa3BUTHE 3HAHUN U HABBIKOB, CBS3aHHBIX C HAYYHO-UCCIIEIOBATENILCKOM NESTETbHOCTHIO;

— pa3BUTHE OPUCHTAIIMU U YCTAHOBKH Ha KAYECTBEHHOE OCBOECHHE 00Pa30BATEILHON MPOrPaMMBI;

— Pa3BHUTHUC HABBIKOB CAMOOPTaHHU3allNH;

— (hopmHpOBaHKE CAMOCTOATENIFHOCTH MBIIIICHUS, CIIOCOOHOCTH K CAaMOPa3BUTHIO, CAMOCOBEPILICHCTBOBAHUIO U CAMOPEATH3aLUH;

— BBIPa0OTKa HABBIKOB 3(PPEKTHBHON CaMOCTOATENBHON NMPO(EecCHOHAIBHONW TEOPETUUECKOH, MPAKTUYECKOH M y4eOHO-HCCIeI0BaTeIbCKON
JeATEIILHOCTH.

IoaroroBka Kk jJexkuuu. KauecTtBo 0CBOCHUS CONEp)KaHHUSI KOHKPETHOM TUCIMIUIMHBI MPSMO 3aBHCUT OT TOTO, HACKOJBKO CTYJEHT cam, 0e3
BHEIITHETO NMPHUHYKACHUS (HOpPMUpPYET y cedsl YyCTAaHOBKY Ha IOJIyYeHHE Ha JICKIMSX HOBBIX 3HAHUM, JOMOJHSIONMX YK€ HMEIOLIHECS M0 JaHHON
JUCLUILIMHE. BpeMst Ha NOArOTOBKY CTYZEHTOB K JBYX4acOBOM JIEKIIMU 110 HOPMATHBaM cocTasisieT He MeHee 0,2 yaca.

IMoaroroBka K MpaKTHYeCKOMY 3aHATHIO. [[0ArOTOBKAa K MPAaKTHUECKOMY 3aHATHIO BKJIIOYACT CIIEIYIOIIME AJIEMEHTBHl CaAMOCTOSATEIHHOM
ACATCIIBHOCTH: YCTKOC MPCACTABJICHUC LCIU U 3aJlad €ro MnMpoBCACHH A, BbIACICHUC HABBIKOB YMCTBCHHOI\/JI, aHaHHTquCKOﬁ, HaquOfI JACATCIIbHOCTU,
KOTOpBIE CTAaHYT pe3yJbTaTOM IPENCTOsIIeH paboThl. BrIpaboTKa HaBBIKOB OCYHIECTBIISICTCS C IOMOIIBIO MOJYyYEHHs HOBOH HH(popMamuu 00
M3y4aeMbIX MPOIeccax U C MOMOIIBIO 3HaHUS O TOM, B KaKOH CTENIEHN B IaHHOE BPEMSI CTY/ICHT BIIA/ICET METOIaMH HUCCIIEA0BATEIILCKOM eI TeTbHOCTH,
KOTOPBIMH OH CTaHET I0JIb30BATHCS Ha MPAKTUYECKOM 3aHATHH. [10IroToBKa K MpaKTHYECKOMY 3aHSATHIO HEPEAKO TpeOyeT moadopa MaTepuana, JaHHbIX
U CHICTIMAIBHBIX HCTOYHUKOB, C KOTOPBIMU MPEJICTOUT yueOHast padota. CTyAEHTHI TOJKHBI JOMa MOJITOTOBUTH K 3aHATHIO 3—4 ipuMepa popMyInpoBKU
TEMBbl HCCIEIOBaHMs, IPEICTABICHHOIO B MOHOrpadusx, HayuyHBIX CTaThsX, OTYETaX. 3aTeéM OHU CaMOCTOSATEIBHO OCYLIECTBISIOT ITOMCK
COOTBCTCTBYIOIINX HCTOYHHUKOB, OHNPCACIAIOT AKTYAJIbHOCTb KOHKPCTHOI'O HMCCIICAOBAHUA IMPOLCCCOB H SIBJICHI/II;'I, BBIACIAIOT OCHOBHBIC CIIOCOOBI
JI0Ka3aTeIbCTBa aBTOPAMHU HAy4YHBIX pabOT LEHHOCTH TOrO, YeM OHHM 3aHUMaloTca. B Xoae caMoro mpakTH4ecKOro 3aHATHS CTYJEHThl CHayala
npeaACTaBIAIOT Haﬁ}leHHBIe VMU BaApHAHTBI q)OpMyanOBKI/I AKTYAJIbHOCTHU UCCJIICJOBAHUA, O6CY)K}13IOT HMX U 000CHOBBIBAIOT CBOE MHEHHE O HanuJIy4dmem
BapuaHTe. Bpems Ha MOATrOTOBKY K MPaKTUYECKOMY 3aHATHIO IO HOpMAaTUBaM cocTaBisieT He MeHee 0,2 Jaca.

IMoaroroBka K KOHTPO./ILHOM padoTe. KonTponbHas paboTa Ha3HAYaETCs MOCIIE U3YUYEHUS ONPEETICHHOTO pa3ena (pa3IesioB) TUCIUILUINHBI 1
npezcTaBisieT co00i COBOKYMHOCTh Pa3BEPHYTHIX MHUCbMEHHBIX OTBETOB CTYAECHTOB Ha BOIPOCHI, KOTOPBIE OHU 3apaHee MOIy4atoT OT MPeroaaBaTels.
CamocrosTenbpHas MOATOTOBKA K KOHTPOJBHON paboTe BKIIOYAET B ceOs: — HM3y4YeHHE KOHCIIEKTOB JICKIWH, PAaCKPHIBAIOIIMX MaTepHal, 3HaHWE
KOTOPOT'O IPOBEPSIETCSI KOHTPOJIBHONU paboTOM; MOBTOPEHHE Yy4eOHOro MaTepualia, MOJyYeHHOI'o MPH MOArOTOBKE K CEMHUHAPCKUM, MPAKTUYECKUM
3aHATUSAM U BO BPEMsI MX INPOBEACHUS; U3yUYEHHE NONOJHUTEIBHON JINTEPATypbl, B KOTOPOH KOHKPETU3UPYETCS COACP/KAaHHUE IPOBEPSEMBIX 3HAHHMIA;
COCTaBJIEHHE B MBICIIEHHON (pOopMe OTBETOB Ha IOCTABJICHHBIE B KOHTPOJIBHOM paboTe BONPOCHI; (hOpMUPOBAHHE ICHUXOJIOIMYECKON YCTaHOBKHM Ha
YCIICIITHOE BHITIOJTHEHUE BCEX 3a/laHui. Bpemst Ha MOAT0TOBKY K KOHTPOJIEHOW padOTe 1T0 HOpMaTHBAaM COCTABIISET 2 Jaca.

IMoaroroBka Kk 3k3ameny. CaMoCTOSTENIbHAS MTOJITOTOBKA K 9K3aMEHY CX0xXa C TOATOTOBKOM K 3a4eTy, 0cOO€HHO eciu oH AudhepeHInpoBaHHbII.
Ho o6nem yqe6H0r0 Marcpuaia, KOTOpI)II\/II HYXHO BOCCTAaHOBUTH B IMMAMATH K 5K3aMCHY, BHOBb OCMBICIINTh U IMOHATH, 3HAYUTCIBHO 6OJ'II)IHG, IMO3TOMY
TpebyeTcst 0oJbIlle BpeMEHU U YMCTBEHHBIX YCUIMHA. BaxkHo chopMupoBaTh IETOCTHOE MPE/ICTaBIEHHE O COJIep>KaHUM OTBETA HAa KaX/Iblii BOIPOC, YTO
npeamnojgarac€T 3HaHUC pa3HbIX HAYYHBIX TPAKTOBOK CYITHOCTU TOT'O UJIM MHOI'O ABJICHHA, IIPOLECCa, YMCHHE PACKPbIBATh (l)aKTOPBI, OIMPECACIIAIOIINE UX
IPOTHBOPEYMBOCTh, 3HAHWE HMEH YUYEHBIX, M3Yy4aBUIMX OOCyxkaaeMmyro mpoOiemy. HeoOxoaumo Takke HpuBECTH HMH(GOpPMAIMIO O MarepHaiax



SMIUPHUUECKUX UCCIIETOBAHMM, UTO YKa3bIBa€T Ha BCECTOPOHHIOIO MOJIMOTOBKY CTYJIEHTa K 3k3aMeHy. BpeMs Ha MOAroTOBKY K 9K3aMeHY M0 HOpMaTHBaM
cocraBisieT 36 yacoB s OaKalaBpOB.

B ®BI'OY BO «UI'Y» opranuzamusi caMOCTOATEIbHOW pabOThl CTYIEHTOB periameHTupyercs [lojokeHHeM O caMOCTOSITEIbHOW padoTe
CTYJICHTOB, IPUHATHIM YueHbIM coBeToM UT'Y 22 urons 2012 r.

4.5. IPUMEPHASI TEMATUKA KYPCOBBIX PABOT (IIPOEKTOB)

«He mpexycMoTpeHo».



5. YUYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIIEYEHUE
JUCLMILINHBL (MOJLY.JI5T)

a) nepevyeHb JUTEPATYPbI

1. Jlocs, A. b. Kpunrorpadpudeckne MeTo1bl 3alUTH HH()OPMAIIMH [T U3yYarOIIUX
KOMIThIOTEPHYIO 0€30macHOCTh : yueOHuK 11 By30B / A. b. Jlock, A. FO. Hectepenko, M. 1.
PoxxkoB. — 2-e u3na., ucnp. — Mocksa : U3narensctso FOpaiit, 2022. — 473 ¢. —ISBN 978-
5-534-12474-3. — Texcr : anekTpoHHblii // O6pa3oBarenbHas miaTdopma FOpaiit [caiit]. —
URL: https://urait.ru/bcode/489242.

2. BBenenue B kpunrorpaduto [Tekcer] : HaydHoe uznanue / pea. B. B. fmenko. - 4-e uzn., gor. -
M. : Uzn-so MIITHMO, 2012. - 347 c. ; 22 cMm. - And. ykas.: c. 341-347. - ISBN 978-5-4439-
0026-1

3. Paben JI.B. 3agauyHuk-npakTuKyM 1o Kpunrorpaduu: yued. mocooue / JI.B. Psbern. — MpkyTck :
Uzn-Bo Bocr-Cub. roc. akaa. o6pas., 2013. — 76 c¢. — ISBN: 978-5-85827-864-1 (30 5k3.)

4. OcHOBBI KpuniTorpadu : yuaed. mocodue s cTya. By3oB / A. I1. Andepos [u np.]. - 3-¢ u3n.,
uctp. u gom. - M. : 'enmnoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 2k3.)

5. Umopa A. JI. OcHoBbl kpuntorpaduu: yaed.mocodue / A.JI. Umopa — M.: 'enmnoc APB, 2001. —
244 c. — ISBN 5854380374 (512k3.)+

6. Kamupckas, E. H. Kpunrorpadguueckue cuctemsl : yuedHoe nocobue / E. H. Kamupckas, A. I1.
Kymaup. — Mocksa : PTY MUPDA, 2021. — 66 ¢. — TekcT : anekTpoHHbIH // Jlassb :
ANeKTpOoHHO-O0ubIoTeuHas cuctema. — URL: https://e.lanbook.com/book/182424.— Pexum
J0CTyna: 1Sl aBTOPHU3. MOJIb30BaTENEH.

7. Wanprun B.®. 3amuTa koMnpioTepHOi HHGOpManuu. DPPeKTUBHBIE METOIBI M CPENICTBA /
B.®. lansrun. — M.: JIMK-IIpecc. — 2010. — 542 c. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) nepuoguYecKue U3AHUS

B) CIINCOK aBTOPCKUX METOANYECKHUX pa3padoToK:

JIEKUMU 1O Kpunrorpapuu, Buieo-iekuuu, pacrnonoxenusie B MOC Domic u Ha caiite
http://cloud.isu.ru/

r) 6a3bl JaHHBIX, HHGOPMAIMOHHO-CIIPABOYHbIE H MIOUCKOBbIE CHCTEMbI

Java Cryptography Architecture (JCA) Reference Guide. URL:
https://docs.oracle.com/en/java/javase/1 1/security/java-cryptography-architecture-jca-reference-
guide.html.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JTUCIIUITJIMHBbI

6.1.YYEBHO-JIABOPATOPHOE OGOPY/IOBAHHUE:

Jns mpoBeneHus JEKUMOHHBIX 3aHATUA HeoOXoauMma ayIuTOpHsl C IPE3eHTAUOHHBIM
000py10BaHUEM, AJIS TPOBEACHUS MPAKTHUECKUX 3aHATUH HE0OOXOAMM KOMITBIOTEPHBIN Ki1acc Ha 25-
30 pabouyux MecT (B 3aBUCMMOCTH OT YHMCIEHHOCTH y4yeOHOW Ipymmbl), 000pyJdOBaHHAs JOCKOH,
IIPE3EHTALIMOHHON TEXHUKOM.

6.2.I1IPOTPAMMHOE OBECIEYEHHE:
1. Kommiekr pa3pabotunka mnpuioxenuit Java Platform (JDK) 11, Standard Edition
(pactipocTpansieTcst 6ecIIaTHO);
2. WurerpupoBanHas cpena paspabotku NetBeans IDE 12 (pacmpocrtpansercs OecruiaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);
3. LibreOffice Impress (pacnpoctpansiercsa 6ecriatno, GNU LGPL v3+, MPL 2.0);
6.3. TEXHWYECKHWE U JIEKTPOHHBIE CPEJICTBA:

NOC EDUCA, DOMIC, mnpe3eHTalMOHHOE O0OpYIOBaHUE, MEPCOHAIbHBIM KOMIIBIOTEp C

BO3MOKHOCTBIO IEMOHCTpAINH Mpe3eHTaui B popmate pdf.

7. OBPA3OBATEJIBHBIE TEXHOJIOT'THN



[Ipu peanuzanuu 1aHHOTO Kypca UCTIONb3YIOTCS ClIelyIolre 00pa3oBaTeabHbIe TEXHOIOTHUH:
TEXHOJOTHUH TPAJAWIIMOHHOTO OOYYEHHS, WIPOBBIE TEXHOJIOTUU, TEXHOJOTHH MPOOJIEMHOTO
0o0y4eHHUs, TEXHOJIOTUU OOYy4YEeHHUS B COTPYIHUYECTBE, TEXHOJOTMH KOHTEKCTHOTO OOyYeHHS,

HHTCPAKTUBHBIC TCXHOJIOTUH, TCXHOJIOTHU JUCTAHIITMOHHOI'O 06y‘ICHI/I$I, AKTUBHBIC IICJarorudcCKuec
TCXHOJIOI'UH.

8. OHEHOYHBIE MATEPHUAJIBL VTSI TEKYIIEI'O KOHTPOJISI 1
ITPOMEXYTOYHOU ATTECTAIIUHN

8.1.O1IEHOYHBIE MATEPHAJIBI JJI151 BXOJJHOI'O KOHTPO.I51
He npenycmotpeno
8.2. OHEHOYHBIE MATEPHAJIbI TEKYIIETO KOHTPO.IS

Tectsl Ha cTpanule kypca B MOC Domic B coorBeTcTBUU C 11. 4. 1.
IIpuMepbI OLIEHOYHBIX CPEACTB TEKYIIEr0 KOHTPOJIS

JleMOHCTpPallMOHHBIH TecT K pa3aeiay ObecneyeHne HeJ0CTHOCTH COO0IEHUH
Bompoc 1 [Ipennonoxum, uro cucrema MAC (S,V) ucnonb3yercs i 3auuTsl (Haiios B
daiinoBoii cucreme komnerotepa. K kaxxnoMy daiiny 1o6aBiseTcst CieluanbHbIA tag. AIropuT™ S

B CBOEH paboTe UCIOJIb3YET TONbKO cofepxkumoe (aitna. [l kakux atak nmonooOHas cucrema MAC
ABIIIETCS YS3BUMOM?

BapuanTel oTBETOB

BrITIOIHUTE KOHKATEHAIHMIO IBYX (DAilJIOB B CHCTEME U CO3/IaTh TPETHUH.
VY nanuth mocaeaHui 6aiT B daiine.

W3menuTh Bpems Mogudukanuu ¢aina.

[TomensaTy MecTamu JiBa aiina B paiiaoBoii cucTeMe.

J106aBUTH HOBBIEC TaHHBIE B (haii.

Bomnpoc 2 Ilycts cuctema MAC (S,V) sBasiercst 6ezonacHoi. Cuctema omnpeneneHa Haj
npoctparctBoM (K,M,T), rne M={0,1}n u T={0,1}128. Kakue u3 npenioKeHHbIX HUXKE
KOHCTPYKLUH sABIs0TCS 6e30macHbiMu MAC?

BapuaHTsl 0TBETOB

S'(k,m)=S(k,m) n V'(k,m,t)={V(k,m,t),1,m=0n;otherwise

S'(k,m)=S(k,mllm) u V'(k,m,t)=V(k,m|lm,t)

S'(k,m)=S(k,m)[O0,...,126] u V'(k,m,t)=[V(k,m,tll0)orV (k,m,t[|1)]

S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]

S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise

Bomnpoc 3 Cxema Bbuncienus koj1oB ayrentudukanuu cooduennit ECBC-MAC ucnonssyer
(uKCHPOBaHHBIN BEKTOP MHUIMAIN3ALNH (B JIEKIIMH UCIIOJIb30BAJICS HYJIEBOW BEKTOD).
[Tpeamnonoxum, 4To BMECTO GUKCUPOBAHHOTO, JJISl KAXKI0TO COOOIIEHUS UCTIONb3YeTCsl CITy4alHbIN
BekTop IV u aTOT BekTop nobasmnsercs k tag. Ipyrumu cinoBamu, S(k,m)=(r,ECBCr(k,m)), rae r 3To
ciydaitaslit [V. Anroputm nposepku 1o kimouy k, coodmenuto m u tery (r,t) Bergaet 1 ("yes"),
ecimu t=ECBCr(k,m).

Taxas cxema noctpoernss MAC siBisiercst HeGe30macHON. ATaKyIOIIUN MOXKET MOITY4YHTh Ter (I,t)
JUTsL COOOIIEHUSI M, COCTOSAIIETO U3 0JIHOTO OJ0Ka. Tenepb OH croco0eH CKOHCTPYUPOBATh HOBBII
TET JJIs HOBOTO COOOIIEHHs. YKaXXUTe Mapy Ter, COOOIIEHHE, KOTOPYI0 MOXKET CKOHCTPYHPOBATh
aTaKyIOIIHM.

BapuanTs! oTBeTOB

Ter (mt,t) sBIIsIETCS MPABWIIBHBIM 151 cooOmeHuss mEP 1n.

Ter (rt,r) sBIsETCS NMPABUIBHBIM JJIs1 COOOIEHHS m.

Ter (réDt,m) sBIsIeTCS MPABHIBLHBIM JJIs1 cOOOIIeH s On.



Ter (r@ In,t) sBAseTCS MPaBUIBLHBIM I cooOmeHus m& 1n.

Bompoc 4 Anuca HamepeBaeTcs OpraHu30BaTh IMUPOKOBEIIATEIBHYIO OTIIPABKY COOOIICHUM ITIst
6 monyuateneit B1,...,B6. CekpeTHOCTh COOOIICHUH HE BaXKHA, BaXKHA IICJIOCTHOCTh U
ayTeHTUIHOCTh. Kaxk/blil U3 momyyareneil 1oKeH ObITh YBEPEH, YTO COOOIIEHUE TIOTYyYeHO OT
AJNCHI.

s cBoeit 3anaun Anuca pemmna ucnonbs3oate MAC. Ipennonoxxum, uro Anuca u 6
MoJIb30BaTes e paboTaroT ¢ ogHuM oo1mmM KiarodoMm k. Torma kaxasiid u3 Bl,...,B6 npu nmonyuenun
COOOIIEHUSI MOKET MPOBEPUTH MPaBUIILHOCTH Tera. Ho 3Ta cxema Hebe3zonacHa, T.K., HampuMmep,
noJyib3oBareib Bl MoxeT co3aath cooblienre, MpUKpenuTh K HeMy TeT, OJTy4YeHHbINH Ha Kitoue k u
OTHPaBUTH B ceTh. [Ipu 3TOM, nosib3oBaTenu B2,...,B6 OyayT yBepeHbI, 4TO COOOIIEHUE MOTYYEHO
OT AJIUCHI.

Bwmecro atoro, Anuca crenepupoBaiia 4 cekpeTHbix kimoda S={kl,...,k4}. Kaxnomy
nmoJib30BaTeo Bi oHa mepemana moaMHokecTBO Kitouei Si€S. Teneps Anuca npu nepeaave
COOOIIEHUS TPUKIIAIABIBACT K HEMY UETHIPE Tera, Kax bl U3 KOTOPBIX MOJIYYSH Ha OJTHOM M3
yeTbIpex kimouel. Korna nompzoBatens Bi momydaer coobiieHne oH mpoBepsieT TONbKO T€ Teru
COOOIIIEHUS, A1 KOTOPBIX Y HETO €CTh KITIOYH.

Bri6epute npaBuiibHBINA CI0C00, KOTOPBIM AJIHICa MOXKET paclpeeTuTh CllydailHble KIIIOUH TakK,
4yTOOBI HUKTO U3 MOJIH30BaTEJICH HE CMOT OBl CO3/1aBaTh COOOIIEHUS IJIsi APYTUX MOJIb30BaTENeH
MPaBUJIbHBIE COOOIICHUSI OT UMEHU AJHCHI

BapuaHTsl 0TBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2.,k3}, S5={k2,k4}, S6={k3.k4}

S1={k2}, S2={k2,k3}, S3={k3.k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2.k3}, S3={k3,k4}, S4={k1.,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2.,k4}, S6={k3,k4}

Bonpoc 5 Myctb H:M—=>T cToiKasa K konnmsnsam xew ¢yHKumA. Kakaa us cnegyowmii GyHKUuUM
TaKXe byaeT CTOMKOM K KONAN3MAM.

Bapuantsl oTBeTOB

H'(m)=H(mIO,...,|m|-2])

H'(m)=H(m)||H(m)

H'(m)=H(H(m))

H'(m)=H(m)PH(@mP 1|m|)
H'(m)=H(m)[0,...,31]

H'(m)=H(|m|), rne jm| ectb qynuHa cooO1eHns m
H'(m)=H(m|lm)

H'(m)=H(ml|0)

H'(m)=H(m)@®H(m)

JlabopaTopHasi padora Kk pasaeay Cummerpudnoe mndposanue. lllndposanue AES

Jiist paboThI € aNropuTMaMM U MPOTOKOJIaMH IM(poBaHus OyaeM UCIONIb30BaTh cTaHAapTHBI API
JCA, conepxamuiics B JDK 1.6. [IpuBeeHHbIe HIKE KJIACChl U IPUMEPBI OYyT paboTaTh Kak co
cTaHaapTHBIM KpunronposaiaepoM JCE, Tak u ¢ 100bIM IpyrUM KPUIITOIPOBANWIEPOM,
MO/I/IEPKUBAOIINM peann3oBanHbli B Java API (manpumep, Bouncy Castle).

[Tpu mmdpoBaHUM JaHHBIX yIIpaBlIeHHE KIOYaMU MOXET IPOUCXOIUTh IBYMS CIIOCOOAMHM:
mu@poBaHue Ha CIy4yailHOM Kiltoue, UG poBaHUE HAa U3BECTHOM KITIOUE.

PaccmoTpuM npouenypy CMMMETPUYHOTO K(pOBaHUs Ha ciiyyaiiHoMm kmoue. Kiou co3maercs
obbexToM kinacca KeyGenerator u3 makera javax.crypto. st co3manusi reHepaTopa HY>XHO
BOCIIOJIb30BaThCs CHELMAIBLHBIM METOI0M

KeyGenerator kg = KeyGenerator.getInstance("DES");



I/ie apryMEHTOM METO/Ia BBICTYMAET UMs aITOPUTMA, JIJIsl KOTOPOTO POUCXOAUT FreHepaus Kiroda
(B mannoMm cinydae DES). Cniucok A0CTynHBIX anropuTMoB 371¢eck. [lociie co3nanus reneparopa
HEO0OXOAMMO HUCIIOIB30BaTh METO/ init() s ero MHUIMaIu3anuu 1 Meto generateKey() — mist
CO3/1aHHUS KJIIOYa.

Hanpumep, cneayromuii ko1 co3aaeTt K04 mu(poBaHus HA OCHOBAHUU OE€30MaCHOTO TeHepaTopa
Clly4aiHbIX umMcen A anroputma AES:

KeyGenerator kg = KeyGenerator.getInstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

ITpu ncronb30BaHUM B KAYECTBE KJIFOYA FTOTOBOM MTOCIIE0BATEILHOCTU OAMT HYKHO
BOCMOJIb30BaThCs KiaccoM SecretKeySpec u3 makera javax.crypto.spec. Kitou co3naercs yepes
napamMeTpbl KOHCTPYKTOPA, B KOTOPBIX YKa3bIBAETCSl MACCUB OalT, coepKamux K04, U aJrOpuTM
mudpoBanus. Hampumep, caeayrommii Koa reHepupyeT Kiaou 1 anroputma AES Ha ocHOBe
CTPOKH U3 HIeCTHAaaUaTH cuMBoJIoB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBnsieTcss OCHOBHBIM 117151 paOOTHI € aJrOpUTMaMu MU(PPOBAHUS U PACTIONOKEH B
HakeTe javax.crypto. OTOT KJacc MPEeAO0CTaBIsSIET BOZMOXKHOCTh Pa0OThI KaK C alfOPUTMaMHU
mupoBaHus, TaK U ¢ PeKUMaMU pabOoThI U(GPOB, CXeMaMU JOTIOIHEHUS coo0IeHnit. B
3aBHCHUMOCTH OT ITapaMeTPOB MHULIMAIN3AUH, 00BeKT Kitacca Cipher MoxeT paboTaTh Kak B
pexxuMe MHU(PPOBaHUs, TaK U B pEKUME pacliupoBaHUsl, C CAMMETPUYHBIMU 1 ACUMMETPHYHBIMH
aIroOpuTMaMH.

Jlnst co3nanust HOBOro 00ObEKTa Kilacca ClieyeT BOCIOIb30BaThCS CIEIHATEHBIM METOIOM:
Cipher ¢ = Cipher.getInstance(algorithm)

rae algorithm mpencraBisieT cob60i CTPOKY BHIA: ANTOPUTM MHU(PPOBaHUS\PEKUM
paboTHI\aJITOPUTM JOTIOTHEHUS

HiMeHa TOCTYMHBIX alTOPUTMOB MU(GPOBAHUS U UX HACTPONKU MPOMUCaHbl B cCTaHaapte Java, u,
0OBIYHO, OHU COBMAAAIOT C OOMICTIPUHATHIMH 0003HAYCHUSAMU. J1JIs1 TOTIOJTHEHUS COOOIIEHUH, B
OCHOBHOM, UCIIOJIB3YIOTCA ABa cTtanaapra: NoPadding — s mmdpoBanus 6e3 JOMOTHEHHS
cooOrieHus (Harmpumep, it pexxuma mudpoanuss CTR) u PKCSS5Padding — nns nononnenus
COOOLIeHUs 0 pa3Mepa, KpaTHOTo pa3Mepy 0JI0Ka UCIOIb3yEeMOTro alropuTMa (Harpumep, Jis
pexxuma CBC).

Jnis peanu3anuu npoueaypsl MUGpOBaHUs TEKCTHI T0JKHBI ObITh IPECTABICHBI B BUJIE MAaCCHBa
6aitT. Onumem mudpoBaHue cOOOIIEHHUS T10 IIaram:

Cosznanue oobekra Cipher ¢ ucrons3oBanueMm Metoza getlnstance.

Nuunnmanuzamms oovekra Cipher ¢ momotisto Mmetosa init() 1t mudpoBaHus WiIu
pacudpoBaHus. ITOT METOJI MPUHUMAET Ha BXOJ /1Ba 00s3aTEIbHBIX MTapaMeTpa U OJIUH
HeoOs3aTenpHbl napaMetp. [lepBrlii mapamMeTp yKka3blBaeT pekuM padOThl aIrOpUTMa!
Cipher.ENCRYPT MODE unu Cipher. DECRYPT MODE. Bropoii napameTrp — Kirou
m@poBanus. Tum kiroya 3aBUCUT OT UCIOIb3YEMOI0 alroputMma mudposanus. TpeTbum
napaMeTpoM YKa3bIBaeTCsl BEKTOP MHUIMAIM3AINY allropuT™Ma: 00beKT Kinacca [vParameterSpec.
[udposanue unm pacmudpoBaHue npousBoanutTcs metogamu update() 1ist paboThl ¢ COOOIIEHUEM
B pekuMe ToToKa (00paboTka cooObienus mo yactsam) u doFinal() mist o6paboTku cooOiieHus
MOJIHOCTHIO.

Hwxe npusenen npumep mmdposanus coodmenust OpenText mudpom AES B pexxume CBC Ha
CIIy4aifHOM KJII0Y€ U CIIy4ailHOM BEKTOpPE MHUIMAIN3ALINN:

KeyGenerator kg = KeyGenerator.getInstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);



Cipher ¢ = Cipher.getInstance("AES/CBC/PKCS5Padding");

c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(IV));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tak kak MaccuB OaiiT HEBO3MOXKHO BBIBECTH B TEKCTOBBIH (paiis1, TO pe3yabTaT M poBaHUs HYKHO
3aK0IMPOBATH MO0 B IIECTHAAIIATeprUHOM Qopmare, b0 B popmate Base64.

Pa6ota ¢ popmarom Base64 B Java obecnieunBaetcs nyms kiaaccamu BASE64Encoder n
BASE64Decoder u3 makera sun.misc. J[j1st BEIOTHEHUS TPEOOpa30BaHMIA UCTIONB3YIOTCS METOIBI
encode u decodeBuffer cooTBETCTBYIONMNX KIaCCOB.

[To moy4eHHBIM TapaMeTpaM BEITIOTHUTH pacidpoBaHue 3aaHHOTO mHdp-TercTa. McXoMHbIi
OTKpPHBITHIN TeKcT 3amudposan anroputmMoM AES B pexxume CBC. B Bapuante cogepkutcs mudp-
TEKCT, BEKTOp WHUIIMAIM3AINH, KITI0Y mudpoBanus. Bee qaHHbIe npeacTaBieHsl B hopmare
BASEG64. Tpebyetcst pacimdpoBath mudp-TeKCT.

l. PacmmpoBanue HyKHO TPOBOIUTH IO CIETYIONIEH cXeMe:

2. PackonupoBaTh Kit04, BEKTOp HHUIIMATU3AKMK U Udp-TekeT u3 popmara BASE64 B
MIOCJIEIOBATEILHOCTH OANT.

3. C ucnonb3oBanueM o0bekTa Kiaacca SecretKeySpec mo mocneaoBareabHOCTH OAUT KiroYa

co3nath 00BEKT Kiacca SecretKey.
4. Coznats 00bekT kiacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

5. [Tpn maMIManu3anuyu mudpa TpedyeTcs NOIKIIOYATh BEKTOP HHUIHATIH3AIHNH C TIOMOIIBIO
oOnekTa kiacca [vParameterSpec.
6. BemonanTs pacmmppoBanue mmdp-Tekcra.

B pe3ynbrate pacmm@poBaHus A0KEH TOTYyYUTHCS MaccuB 0aiiT, koTopsblil B konupoBke ASCII
MOKHO HHTEPIIPETUPOBATH KaK OCMBICICHHBINA TeKCT. J[71s mpeoOpa3zoBaHus MaccuBa OaiiT B CTPOKY
MO>KHO BOCIIOJIb30BaThCsl KOHCTPYKTOPOM Kiacca String.

JlabopaTopHasi padoTa K pa3aesry AJrOPUTMbI ¢ OTKPBITHIM KJIWO4Y0M. ATaka Ha RSA npu
MCI0JIb30BAHUHU 3aKPBITOT0 KJII0Ya

Hanwt uncna $N$ u $e$, dopmupyromme oTkpbITHI KiTtod ipeodpazoBanus RSA. M3zBecTHO, 4TO
3HaYEHHE 3aKPHITOro Kiroua $d$ Mao (310 MOXKHO MPEIOIOKUTh HCXOS U3 3HAYCHUS KITF0Ya
$e8). C ucnonpzoBannem noaxoasmmx apodeit Tpedyercs momyynTh 3HaueHne kimova $d$, n 3arem
Ha OCHOBE €r0 3HAUCHHS PEIINTh 3a1auy (akTopusaiuu 1 yrciaa $NS.

Beruncienue 3akpbITOro Kiroda

M3BectHO, uto mpu $d<\frac{\sqrt[4]{N}} {3} $ Beimonusercs coornomerne $3$ \left|\frac{e} {N}-
\frac{k} {d}\right|<\frac{1}{2d"2}. $$

TakuMm 00pa3oM, I HAXOXKICHHUS 3aKPHITOTO KITF0Ya MOXHO BOCIIOJIB30BATHCS MOIXOISAIINMH
JPOOSIMH COTJIACHO AJITOPUTMY:

[MpencraButh 1podb $\frac{e} {N}$ B Bue HemHoM ApoOH.

Jlns HaliIeHHO# LETTHOM APOOH IOCTPOUTH MOCIEAOBATEIBHOCTD MOIXOASAIINX JPOOEH.

Hauunasi ¢ HEeKOTOPOrO HOMEpa 3HAMEHATEIb TOAXOISIICH APOOH MOKHO PacCMaTpPUBaTh B
Ka4yecTBe KaH/IuaaTa Ha 3aKpbIThIN Kitod $d$.

JI1st KaXKI0T0 KaHauaaTa MpoOBepUTh YCIOBHE KOPPEKTHOCTH 3aKPhITOro Kirouya. CormacHo
OIPEJICTICHUIO OTKPBITOTO M 3aKPBITOTO KITFOUEH JUist JII000ro coodmenus $m$ nomkHo
BBIMOJIHATHCS cooTHomeHne $$m” {ed} \equiv m (N)$$.

3HaMeHaTeNb MOAXOIAIIEH JPOoOH, yIOBIETBOPSIOIIUI YCIOBUIO KOPPEKTHOCTH MOYKHO
paccMaTpuBaTh B KA4eCTBE 3aKPHITOTO KiItoua mpeodpa3oBanus RSA.

dakropu3anusi MOIYJIsl IPH U3BECTHOM 3aKPBITOM KITFOUE

[Tyctp u3BectHbI MOAYb $SN$, OTKpBITHIN KiTt04 $€$ 1 3aKpbIThiid Kitou $d$, monyueHHbIH Ha
IpeAbIIyIIeM IIare.

BossMmem npounsBonbHOe yrciao $x$. O6o3naunm 3a $y 1 =x"{\frac{ed-1} {2} }$ (310 Bo3MOKHO,
nockosibky $ed$ ato HewetHoe uncio). Torma $8y 172\equiv 1 (N).$$ Nnaue $$(y_1-
D(y_1+1)\equivO(N).$$ Bo3moxHBI clieayromine BapuaHThI:



Eciu $y 1=18. Eciu $\frac{ed-1}{2}$ — uucno yerHoe, To BBenem $y 2 = x"{\frac{ed-1}{4}}$ u
npoananu3upyem 3HadeHue $y 2$ (Bce paccyxaenus crnpaemiusbl 11 $y 2$). Mnaue
noTpebyercst BLIOparh JApyroe ocHoBanue $x$.

Ecnu $y 1=-18. To nmotpebyercst BEIOpaTh Apyroe ocHoBaHue $x$.

Eciu $y 13 ectpb uncno otimmunoe ot $1$ u $-1$, To Torna nenurens yncna $N$ Beraucsiercs mo

popmyne:$$p=HO(y 1-1,N).$$

JlaGopaTopHas pa6oTa K pa3aeay AJIropuTMbI ¢ OTKPBITHIM KJ04oM. IlludgpoBanue ¢
HCIO0JIb30BaHueM 0ubauoTexku OpenSSL

Mexanu3m mudpoBaHus COOOIICHMIA

Ilenb naHHOTO 3aJaHUS 3aKJIH0YAETCS B 03HAKOMJICHUH C OCHOBHBIMU BO3MOXXHOCTSIMU
kpunrorpaduueckoit oubnmorekn OpenSSL. bubnnoreka, B OCHOBHOM, IpeTHAa3HAUYEHA JIIs
OpraHu3aliy B3aMMOJEHUCTBHSI HA OCHOBE HH(PPACTPYKTYPBI OTKPBITHIX Kitouel. Ho B mocneanux
BepCUsAX OMOIMOTEKH peann3oBaHa (yHKIIMOHAIBHOCTh 10 CHMMETPUYHOMY IIU(POBAHHIO
coobuienuii. bubnanoreka paboraeT U3 KOMaHAHOW CTPOKHU B TAKETHOM PEXHUME.

Bepcun 6ubmmorek: openssl-1.0.2-1386-win32.zip, openssl-1.0.2-x64_86-win64.zip

Tpebyetcs crenepupoBaTh cllydyaiiHbIi KiIto4 mudpoBanus, 3amudposars anroputMoMm AES
HEKOTOPBI OTKPBITHIA TEKCT U TIepeIaTh KIt0U mudpoBaHus dyepe3 npeodpasoBanue RSA ¢
HOMOIIBIO AJIFOPUTMA MUGPOBAHMSI CEAHCOBOTO KJIH0Ya U 3allM(pOBAaHHOE COOOIEHHE Ha
IPOBEPKY MPETOIaBATEINIO.

Yacts 1. [lludpoBanue coodmeHus

C nomorisio OpenSSL 3amudpyiite coobmenue. lllnppoBanue HykHO TPOBOIUTH TIO CIETYIOIICH
cxeme:

Bribepute HEKOTOpOE COOOIICHHE (COAEprKaIee B TOM YHUCIIE HOMED 3a4€THOU KHUKKHU) U
nomMecTute ero B (aitn. CoobiieHre MoXKeT ObITh JIF000r0 Pa3yMHOI'0 pa3Mepa U IOJIKHO YUTaThCs
0€3 UCIOTb30BaHMS CHIEIMATBHBIX TIPOTPAMM.

Crenepupyiite ¢ moMoIpio koman sl openssl rand (doc) ciydaiinblil K104 HE0OXOUMOM TSI
anroputma AES-128-CBC mymmabI 1 coxpaHuTe ero B (haiis B mecTHaAaTepudHoM dopmare .
Crenepupyiite ¢ MOMOIIBIO KOMaH bl openssl rand BeKTOp HHUIMATIM3ALMN HEOOXOIUMOMN /1715t
anroputma AES-128-CBC myuinbI 1 coxpanuTe ero B (paiisi B mecTHaaaTepuaHoM popmare.

C nomorsio koman sl openssl enc (doc) 3ammdpyiite anropurmom AES-128-CBC daiin ¢
OTKPBITHIM TEKCTOM Ha CT€HEPUPOBAaHHBIX paHee KIoUe M BekTope nHunnanu3anui. NB! Tpu
mu(poBaHUU CIeTyeT UCTIONb30BaTh IMEHHO KITI0Y IIM(POBaHUs, a HE MapOJb.

Coxpannte K104 MUGPOBAHKS U BEKTOP HHUITUATU3AINH B OTHOM (haiiyie B IByX Pa3HBIX CTPOKax
0e3 JIOMOHUTEIbHBIX KOMMEHTapUEB.

Yactp 2. CamocTOATENBHOE MIU(PPOBAHUE KIHOYa CHMMETPUYHOTO MU (POBAHUS

B s10i1 yactu naboparopHoii morpedyercs co3arhk coOCTBeHHYI0 napy RSA-kmroueit u nmpoiitu o6e
¢da3sl anropuTMa MHUGPOBAHKUST CUMMETPUYHOTO KiIto4a. PaboTaTh MOXKHO IO CJIETyIONIEH CXeMe:
C nomorkio koman bl openssl genrsa (doc) crenepupyiite 3akpbITbiii RSA-kimrou. JlnuHa kiova
noJikHa cocTaBiATh 2048 6ut. g Gomnplei HaJe)KHOCTH KITF0U MOKHO 3allli(poBaTh MaposiemM.
C nomorsio koman sl openssl rsa (doc) crenepupyiite OTKpbITHIH RSA-Kimr0U.

Ha otkpeitom RSA-ximtoue ¢ momortnsto openssl rsautl (doc) 3ammdpyiite daiin ¢ kiaodom u
BEKTOPOM MHUIIMATIH3AIHH.

[IpoBeauTe nMpoBepKy CBOMX AeHCTBUI U paciudpyiTe Ha 3aKkpbiToM RSA-Kit04e nony4eHHbIi Ha
npeabLAyIIeM mmare Gai.

[TpoBephTe, 9TO pacmmppoBaHUE MPOILIO YCIIEIIHO U B UTOTE TOTYUHIICS TOT e CaMbIi KITFOY
CUMMETPUYHOTO MHU(POBAHUSL.

Pactummdpyiite cooOuienue.

Yacts 3. OTnpaBka pe3yiabTaToOB Ha MPOBEPKY

J5ist oTIIpaBKH pe3yIbTaTOB MIM(PPOBAHHS HA MPOBEPKY HEOOXOANMO BHITIOHUTH CIIETYFOIINE
JEUCTBUSL:

3arpy3ute oTKpBIThI RSA-KiTI04u ipemnogaBarersi.



Ha 3arpy>keHHOM OTKPBITOM KJItOU€ ¢ ToMoInbio openssl rsautl 3ammdpyiite daitn ¢ kirrogom
CUMMETPUYHOTO MU POBAHUS U BEKTOPOM HHHUIIUATU3AIUH.

OTtnpaBbTe Ha TPOBEPKY (Paiin ¢ 3amudpoBaHHBIM TEKCTOM U (aili ¢ 3amudpoBaHHBIM
cummeTpruaHbIM KiitouoM. CBon RSA-ximroun 8 MOC JloMuk 3arpyskaTth He TpeOyeTcs..
[TpoBepka pe3ynbpTaTa mudpoBaHus Oy1eT MPOBOIUTHCS CIECAYIOIUMUA KOMaHIaMU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-cbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

8.3. OLIEHOYHBIE MATEPUAJBI TPOMEKYTOYHOI'O KOHTPOJISA

MaTepna.mﬂ AJIA IPOBEACHUS TCKYHIEI0 U IIPOMEKYTOYHOI'O KOHTPOJIH 3HAHMH CTYACHTOB:

Ne Bua koHTpOJan Kounrponaupyembie Koutponupyembie
TeMbl (pa3ieibl) KOMIeTeHuu/
HHIMKATOPBI
2 3 4
1 KoHTpons B BUzE TECTOB T1K-3, IIK-4
PasHoypoBHEBBIC 3a1aHUS K Pazpen 1
71a00PaTOPHOMY PAKTUKYMY
2 KoHTpons B BUIE TECTOB TIK-3, IIK-4
PasnoypoBHEBBIC 3a1aHUS K Paznen 2
1200paTOPHOMY MPAKTHKYMY
3 KonTponsHbie paboTh [IK-3, TIK-4
Pa3HoypoBHEBbIE 3a1aHUS K Paznen 3
1200paTOPHOMY MPAKTHKYMY
4 Ox3ameH [IpomexyTouHas [IK-3, [IK-4
aTTecTanus

OueHo4yHbIe CPeACTBA MPOMEXKYTOYHOI0 KOHTPOJIA (pOPMHUPYIOTCH B COOTBETCTBHHU C
[los10:keHMEM 0 GANIHLHO-PEHTHHIOBOM cHCTEMe.

Brimonnenne nmabopaTOpHBIX, JOMAITHUX 3aJaHui B WHGOPMAIIMOHHO-00pa30BaTEeIbHON
cpelie, a TakKe KOHTPOJIbHBIX padoT U TecToB faer 60 OaisioB B cemectpe. Pacripenenenue Beco
yueOHbIX enuHul] mnpexacrasieHo B MOC Domic. B onenke sk3amen cocrasiser 30 Oaiios.
HononuurtensHbie 10 6am10B BRICTABISIETCS 32 MTOCEMIAEMOCTb.

IMpouenypa caayu 3x3amena

Jlist yenenmHou ¢iauu sK3aMeHa TpeOyeTcs OCBETUTh JIBa TEOPETHUECKUX BOTIPOCA, KaXKIbIN
u3 KOTOpeIX maeT 15 Gamros. I[locie mpomeaypsl BeIOOpa, dK3aMeHyeMoMy TpemocTtaBisiercs 60
MUHYT JJI TIOJTOTOBKH OTBETAa Ha BBIOpaHHBIC BOMPOCHL. [locie oTBeTa Ha OCHOBHBIE BOIPOCHI
HK3aMEHYEMOMY MOXKET OBITh 3aJIaH JOTIOJHUTEIBHBIN BOIPOC, OlleHHUBaromuiics B 10 6amios.

Kpurepun onieHMBaHNs TEOPETUUECKUX BOIIPOCOB:

15 0a/I0B: PK3aMEHYEMBI CaMOCTOSITEIFHO W 0€3 HaBOJSIIUX BOIPOCOB OCBETHJI BCE
OCHOBHBIE pPa3JieiIbl BOIIPOCA, BBEI HEOOXOIMMBIE OTIPEICIICHHS, ONHUCal HEOOXOAMMbIC aJITOPUTMBI,

IIPUBEI IIPUMEDBI.

10 6amnoB: BKSaMeHyeMLIﬁ, NOCJIC 3aJaHusA YTOUHSAIOMIUX KW HABOAAIIHUX BOIIPOCOB, B
JIOCTaTOYHO IIOJHOM CTEIIEHH OCBETHUII COACPIKaHNUEC BOIIPOCA, BBCII OMNPCACIICHUA, BO3BMOKHO HC
OCBCTUJI HCKOTOPLIC IIAark aJIrOpUTMOB, IIPHUBCIT IPUMEPLI.



5 6anJ10B: K3aMeHyeMbIi HE OCBETUJI BOIIPOC, HO OTBETUJI HAa HABOJAIINE, YTOUHSIOUIUE U
JOTIONTHUTEJIbHBIE BOMPOCHI, MPHUBENl OCHOBHBIE ONpENEIICHUs, HO HE NpHUBENl HEO0OXOIUMbIe
MPUMEPBL.

0 0asyoB: HE OTBETHJ Ha BBI6paHHBIe HM BOIIPOCHI 3K3daMCHA W YTOUYHAIOIIHUC BOIIPOCHI
OK3aMCHATOpa.

Chucox BOIIPOCOB JJIA HpOMe)ICYTO‘lHOﬁ arrecranuu:

1. OOue npuHIMIB Kpuntorpaduu. 3ammra OT HECAaHKIMOHWPOBAHHOTO IOCTYIIA.
OcHOBHBIE CIOCOOBI KPUIITOAHAIN3A MPOCTHIX MK(POB. M neanbHblii mudp.

2. HIudpp Bepnama. Jlemma o Teopernuecku ctoiikom mudpe. [loTokoBbie mudpsl.
ATaku Ha TOTOKOBBIC UG PHL. JIByXpa30BbIii OJIOKHOT.

3. [Tpumepst moTokoBbIX mH(PpPoB. RC4 1 ero ys3BUMOCTH.

4. be3onacHOCTh MOTOKOBBIX TeHepaTopoB. CTaTUCTUYECKUH TECT I TE€HEPATopa.
Kpunrorpaduueckoe onpeaeneHue nceBaocayqyaifHoro renepaTopa.

5. [Tpunumn utepupoBanus. [lonsaTue ncepnocnydaitHoi GpyHKINU U ICEBIOCTYYaitHON
nepecranoBku. [lIndp DES. Onucanue ctpyktypsl. Teopema o TpexpaynnoBoit cetn dericTens.

6. HIudp AES. Onucanue cTpykTypbl M NpUHLUIBI paboTsl. [lepebopHble aTtaku Ha
0Js10uHbIE MUDPBHI.

7. [Toctpoenue OnOYHBIX MIM(GPOB HA OCHOBE IICEBAOCITYYallHBIX TI'€HEPATOPOB.

HIudpoBaHre HECKOIBKUX COOOIIEHWH Ha OJHOM KiIoYe. ATaka Ha OCHOBE BBIOOPOYHOTO
OTKpBITOro Tekcta. IIpumep mudpa HecToiKOro k aTake Ha OCHOBE BEBIOOPOUYHOI'O OTKPHITOIO TEKCTA.

8. Crnyuaiinoe mmdposanue. Ogaopazopoe mudposanue. Pexxum CBC. [lludposanue ¢
npecKa3aHHbIM 3HaueHueM BekTopa uHuimanusanuu. CBC w1 oHOpa30BOro MIM(pPOBaHMUIL.
Hab6uska 6mokoB. Pexxum CTR. Cpasuenue pexxumoB CBC u CTR. Pexxum OFB.

9. Konp! ayrentuduxanuu coobmenuii. [loctpoenne ko108 ayTeHTU()UKALUT OOIBIINX
coobmenuil. Koucrpykunu CBC-MAC u NMAC. Ux »sddextuBHOCTE. CxemMa araku
UCIOJIb30BAaHUEM KOJUTU3UH.

10. Koncrpykunss HMAC. Iloctpoenue ko/10B ayTeHTU(PHUKALUU OOJIBIINX COOOIIEHUH.
MexaHu3Mbl HAOUBKHU COOOIIEHUIA.

1. [TocTtpoenne komoOB ayTeHTHU(UKAIIMU COOOIIEHUH W3 CTOWKUX K KOJUTU3HSIM
¢GyHKIMH. ATaka Ha OCHOBE MapaJoKca JHEH POXKICHHUMN.

12. Konctpykuust Mepkia-Jlamrapaa ans noctpoenus xemi-Qynkiuid. Iloctpoenue
0e30MacHbIX COKUMAIOMIMX QYHKIUH. Xem-(yHKIIMY Ha OCHOBE OJI0YHBIX MH(POB.

13. HeoOxonumMocts npuMeHeHus: ayTeHTHYHOro mudposanus. [lonsarue uenoctHocTu

mudp-Tekcta. ATaka Ha OCHOBE BBIOOPOYHOIrO MMIHUGP-TEKCTa. AyTEHTHYHOE MM(pPOBaHUSA Ha
npumepe npotokoina TLS.

14. Cranpapt PKCS1. Atakn Ha RSA. Artaka npu MajqoMm 3Ha4€HUU 3aKPBITOTO KIK0Ya.
15. 3amaua aucKpeTHOro JsorapudmupoBanusi. Meron kimoueBoro obOmena [luddu-
XeMaHa.
16. [IpeobpazoBanne Dnb-I"amans. [lludpoBanue u cozmanne MOAMUCH COOOIICHUN.
17. Cxewma Illamupa pa3neneHus cekpera.
18. Anroput™m llIHOppa MoKa3aTenbCcTBa 3HAHUS.
Paszpaborunk:
o~

JoLeHT Kadeapsl anredpanueckux U MHGopMamoHHbix cucteM Psberr JI.B.
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