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COJEPKAHUE



1. LIEJIY ¥ 3AIAYH JUCIUATLTAHBI

Hean

O3HaKOMJICHHE CTYACHTOB C OCHOBAMU KpUNTOTpaduu U OCHOBAMHU OOECIICUEHHS 3alUThI
uHpopmanuu, GopMHPOBAHNE MPAKTUIECKUX YMEHHUH 1 HABBIKOB IPH paboTe ¢ KpUNTOrpadhuiIecKum
NPUMHUTHBAMHU, (POPMUPOBAHUE KITFOUEBBIX MPODUIHHBIX KOMIIETEHIUH.

3agauu:

- JaTh CIICUAaJIbHbIC 3HAaHUA 110 AUCLHHUIIIINHEC,

- JOCTHYh JIOCTATOYHOTO YPOBHSI 3HAHHM MO KPUNTOTPAPUISCKUM METOAAM OOeCIeueHUs
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- chOopMUPOBATH y CTYJACHTOB MPAKTHUECKUE HABBIKU PA0OTHI CO CPEACTBAMH 00CCIICUCHUS
Kpurnrorpaduaeckoit 6€30MacHOCTH.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

2.1. YyeOHas pucuuiuinHa (MOJYJb) OTHOCHTCS K YacTH MPOrpaMMsbl, (popmupyemon
y4acTHUKaMU 00pa30BaTeIIbHBIX OTHOIICHUN, M H3y4aeTCsl Ha TPETheM Kypce.

2.2. 1nst uzydeHust JaHHOW y4eOHOM TUCIUTUTMHBI (MOTYJIs) HEOOXOAUMBI 3HAHUS, YMEHUS U
HaBBIKK, CGHOPMHUPOBaHHBIE AucHuIuIMHAMU: [IporpammupoBanue, Teopuss BEpOSITHOCTEH U
MaTeMaTH4YeCKasl CTaTUCTHKA, J{MCKpeTHass MaTeMaTHKa.

2.3. [lepedeHp MOCHEMYIONIMX YYCOHBIX IUCIMILINH, JJIS KOTOPBIX HEOOXOJHWMBI 3HAHUS,
YMEHUS U HaBBIKH, (POPMHUPYEMBbIC TaHHOW YYeOHOW TUCIIMIUTHHON: BhImycKHas KBaTupUKaIMOHHAS

pabora.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHUSA AU CIUIIJINHBI

[Iporecc ocBOeHUs TUCIUILIMHBI HANpaBlieH Ha (OPMUpPOBAHUE KOMITETCHIIUH (3JIEMCHTOB
cnenyromux kommnereHuit) B cootBeTcTBur ¢ ®I'OC BO mo cooTBeTcTBYyIOLIEMY HalpaBICHUIO

IIOATrOTOBKH.

Ilepeuyenn nuIaHNpyeMbIX pe3yJIbTATOB 00yUYeHHs N0 JUCHUILIHHE (MOAYJII0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTH/KCHUSI KOMIIETCHIIUH

HNuauxkaropsl
Kommnerenuns . PesyabraThl 00y4eHus
KOMIeTeH Ui
I1K-3 Cnocobnocts | MJIK k3.1 3HaeT yCTpOWCTBO COBPEMEHHBIX
JeMOHCTpanuu odieHayyHbix | CnocoOeH HCIOJIb30BaTh | KpUNTOrpahUUECKUX CTaHIapTOB
6a30BbIX 3HaHUH | MaTeMaTUYeCKUe 3HAHHUS B | CHMMETPUUYHBIX U
MaTeMaTHYECKUX u | mpodeccruoHaNbHOM ACHMMETPUYHBIX CHCTEM,
€CTEeCTBEHHBIX HayK U | esSTeNbHOCTH MPUKIIAJHBIX KPUNITOTPpahUIECKUX
MH(OPMaLIMOHHBIX IIPOTOKOJIOB.
TEXHOJIOTUH;  CIOCOOHOCTH Ymeer aHaJIM3UPOBAThH
PUMEHSTh B COBpPEMEHHEIC
npodeccuoHaIbHON KpUnrorpaguyeckiue CTaHIapThl
NeSITETIHHOCTH  COBPEMEHHBIE CUMMETPHYHBIX "
A3BIKH  TPOTPaMMHUPOBAHHUSA, aCUMMETPUYHBIX CHCTEM,
OTIepaIOHHEIE CHCTEMBHI, NPUKIIAJHBIE KpHUNITOrpadudecKue
AIIEKTPOHHBIE OHOIMOTEKH U MPOTOKOJIBI Ha HaJIn4yue
MaKeThl TMPOTPaMM, CETEBBIE YSI3BUMOCTEH c TTOMOTIIBIO
TEXHOJIOTHH. COBPEMEHHOI'0 MaTeMaTU4YeCcKOro
ammapara.
WK 11x3.3 3HaeT MporpaMMHbIE OOBEKTHI,
Cnoco0eH  OpHUMEHSITh B | pealu3yollne




npodeccroHanbHOM
JeATEILHOCTH COBPEMEHHBIC
S3BIKM  IIPOrpaMMUPOBaHUS,
OIepaIMOHHbIC CHCTEMBI
MMaKCThI MMPOrpaMM U CCTCBLIC
TEXHOJIOTUH

KpunTorpaguueckue CTaHAapTHI
CHUMMETPUYHOTO n
ACHMMETPUYHOTO MIHPPOBAHUS

VMmeer ONpeAcIIsTh
MOCIIE0BATEIHLHOCTh IPUMEHEHUS
OnOIMOTEYHBIX  METONOB I
peanuzanuu MIPHUKJTATHBIX
KpUNTOTpaQrIeCKUX aJITOPUTMOB.

I1IK-4 T"'oToBHOCTH K
BKJIIOUEHHIO B
npodeccuoHaIbHOe
COOOIIECTBO;  CIIOCOOHOCTH
OPOBOAWTH MOJ HAYYHBIM
PYKOBOJCTBOM  JIOKAJIbHBIC
HCCIICIOBAHUSI HA  OCHOBE
CYUICCTBYIOIIUX METOJIOB B
KOHKpPETHOU oOnactu
po(heCcCHOHATILHOM
JIEATEIbHOCTH

MK k4.2

Bunaneer TEXHOJIOTUSMHA
MOJITOTOBKK JIOKYyMEHTOB B
TOM 4YHclIe B 001acTax
MaTeMaTHUKU U HH()OPMATHKH,
B TOM qucIe c
HCIIOIB30BAHUEM CBOOOIHO-
PacIpoCTpaHseMOro

MPOrpaMMHOTO 00€eCTIeUeHUS

3HaeT MPUHIUIBI UCTIOIH30BAHUS
OnOJIMOTEYHBIX METOIOB u
KPHUIITOIIPOBAIIEPOB, B TOM YHCIIE
CBOOOTHO-PACTIPOCTPAHSICMBIX.
YMeeT mpUMEHSITh MPOrpaMMHBIC
O0BEKTHl M KPHIITONPOBANACPHI
JUISL pealin3aliuy IpHII0KEHU N
Bnaneer pUeMaMH
UCIIOJIb30BaHUS
KPUNTOTpaQUUECKUX MPUMUTHBOB
npu  pa3paboTKe MPOrpaMMHBIX
pEIIeHU.




4. COAEPKAHUE U CTPYKTYPA JUCIUIIJINHBI

O0beM TUCHUIUIMHBI COCTABIISIET 4 3a4eTHBIX enuHull, 144 Jaca, B TOM 4yuciie 35 4acoB Ha KOHTPOJIb, TPAKTUUYECKAs IMMOATOTOBKA 32

®dopma NpOMEKYTOUHON aTTeCTaluu: 6 CEMECTP - IK3aAMEH.

KOJIMYECTBA AKAJJEMUYECKHUX YACOB

4.1. CONEPXKAHME JUCIHHATLINHBI, CTPYKTYPUPOBAHHOE 110 TEMAM, C YKA3AHUEM BUJOB YYEBHBIX 3AHSATHUI 1 OTBEJIEHHOI'O HA HUX

Buasbl yueOHo# pa6oThbl, BKJIIOYAA
CaAMOCTOSITEIbHYIO PadoTy 00y4aroIuXCcs U
TPYA0E€MKOCTb (B 4acax)

Dopmbl
KourakTHas padoTa
Ce TeKyuiero

No npenoaaBaTelisi ¢ 00y4ar0UIMMUCS

n Pa3znes Ay cuumInHbL/ TeMBbI Mec CamocTtosT| KOHTpPOJIsI
1 (V) Cemunapck eqbHasi | YCIleBaeMoOCTH

1 ( ne Kontpous | padora +
CKIMH | (ITPAKTHYEC Oﬁy‘leHI/Iﬂ KOHTPOJIb
KHe
3aHATHS)

1 | Tema 1. ba3oBble OHATHS KpUnTOorpadpuu 6 2 2 0,6 1 2 na0.

2 | Tema 2. CUMMETpUYHBIE KPUIITOCHCTEMBI 6 2 2 0,6 2 2 na0.

3 | Tema 3. [ToTouHbIe QP 6 2 2 0,6 2 2 TeCT

4 | Tema 4. biiounoe mmdpoBanue 6 4 4 1,2 3 4 na0.

5 | Tema 5. Pexxumbl mmdpoBaHus 6 4 4 1,2 3 4 TECT

6 | Tema 6. Kompl ayTeHTHUKAITNH COOOIICHHINA 6 2 2 0,6 2 2 na0.

7 | Tema 7. Xem-QyHKIMH 6 2 2 0,6 2 2 TECT

8 | Tema 8. CtanaapThl ayTEHTUYHOTO MIN(PPOBAHUSA 6 4 4 1,6 4 4 na0.

9 | Tema 9. AnropuT™Mbl OOMEHA KITIOUaMH 6 2 2 0,6 2 2 na0.
10 | Tema 10. Meton kmodueBoro oomena Jndpu-Xenmana 6 2 2 0,6 3 3 na0.
11 | Tema 11. [IpeoOpazoBanue RSA 6 2 2 0,6 3 2 na0.
12 | Tema 12. [IpeoOpa3zoBanue Dib-I"amans 6 2 2 0,6 3 2 na0.




Buasbi yueOHo# paGoThbl, BKJIIOYAA
CaMOCTOATEJbHYI0 PaboTy 00y4arouuxcs 1
TPYAOEMKOCTH (B Yacax)
Dopmbl
KonrakTHas padoTa
Ce TeKylero
Ne MpenogaBaTesisi ¢ 00y4arOIUMHUCH
y Pa3jen iucuuNIMHbY/ TEMbI mec Camocrosit| KOHTPOJIs
i Tp Cemunapck e CIEeBaeMOCTH
JibHasg | Y
ne
Jlekuuu | (mpakTuyec Konrpoas | patora +
1 P o0y4eHusi | KOHTPOJIb
KHe
3aHATHA)
13 | Tema 13. [IpuknaaHbIe aNTOPUTMBI KpUOTOTpapUH 6 2 2 0,6 5 4 na0.
Hroro yacos 32 32 10 35/35
4.2. I[INAH BHEAYJIATOPHOM CAMOCTOSITEJIbHOM PABOTBI OBYYAIOIUXCSI IO AUCIUTIIUHE
CamocTosiTeibHAas padoTa 00y4yalomuxcst YueoHo-
MeTOoIHYeCKOoe
Cemect Bun 3aTpaTsl Ounenounoe A
Ha3panmue pasgena, TeMbl Cpokn o0ecmeyenne
p CaMOCTOSATe/IbHO BpeMeHH cpencTBoO .
. BBINOJTHEHUS CaMoCTOATeJbHOI
ii paboThI (uac.)
padoThl
1-s1 momoBuHA YMO pacmoioxxeHo
6 |CummeTpHuHBIC aTOPUTMBI IH(PPOBAHUS YUITUn Kypca + 25 Tect B MOC Domic Ha
MOATOTOBKA K K3 CTpaHuLIE Kypca
1-s monoBuHa YMO pacmnono->keHo
6 Ob6ecnieueHue 11eJIOCTHOCTHA COOOIIEHNI YUJIITUnr Kypca + 16 Tect B MOC Domic Ha
MOATOTOBKA K K3 CTpa-HHIIE Kypca
2-51 TIOJIOBHHA KouTposbHast YMO pacmnono->keHo
6  |AJNTOPUTMBI C OTKPBITHIM KITIOUOM YUWITUn Kypca + 29 6 B MOC Domic Ha
MOATOTOBKA K K3 pabora CTpa-HHIIE Kypca
OO611ast TPYZA0EMKOCTh CAMOCTOSITENIbHOW pabOThl MO AUCHUILIMHE (Yac) 70
N3 HuX 00beM caMOCTOSITENIbHOM pabOThI C MCIOJIB30BAHNUEM JIEKTPOHHOTO O0yUYeHUs 1 70
JIMCTAHIIMOHHBIX 00pa30BaTeNIbHBIX TEXHOJIOTUH (4ac)

4.3. COIEPXKAHUE YYEBHOI'O MATEPHAJIA




Pazgen 1. CumMeTpuUHBbIE AJTOPUTMBI IIM(POBAHUA

Tema 1. bazoBbie MOHATHS KpUOTOTpapuu

OO01re TpUHLKIIBI U MOJIENH. 3allliTa OT HeCAaHKIIMOHUPOBaHHOTO fAoctymna. [lonstue kmoya. [ludposanue u koguposanue. Kpunrocucremsr.
Uctopus kpunrorpaduu. ndp npocroit 3amensr. udp Liesaps. udp BepTukanbHoil nepectaHoBkU. ['ammupoBanne. OCHOBHBIE CIIOCOOBI
KpUINTOAHAIN3a NPOCThIX MG poB. MaeanbHblii mmdp.

Tema 2. CuMMeTpUYHBIE KPUIITOCHCTEMBI

[Iudp Bepnama. Jlemma o Teopernyecku croiikom mudpe. [lorokoBeie mmdpsl. ATaku Ha MOTOKOBBIC MU(pPHI. J[Byxpa3oBsiil 6110KkHOT. [Ipumep
ysi3BEMOCTH B ipoTokosie. 802.11b WEP. Bo3aMokHbIE yy4lIeHUs TPOTOKOJIA.

Tewma 3. [ToTounbie MU pPHI

[Tpumepsr moTokoBeix mudppoB. RC4 u ero ys3sumoctu. CSS u ero ys3BumoctH. eStream. be3omacHOCTh MOTOKOBBIX reHepaTopoB. CTaTUCTHYECKUIT
TecT s reHeparopa. Kpunrorpaduueckoe onpenenenue nceBaociydaitnoro reaepatopa. CemaHTUuecKky 6€30MacHbIi MoToKOBbIN mudp. [Ipumepsr
TaKUX IIHQPOB.

Tewma 4. biiounoe mudpoBanue

[Mpuanun urepupoBanus. [loHsTHE ICeBIOCTYyYIaliHON QyHKIIMH U TIceBAOCTyYaitHON niepectaHoBku. [lIudp DES. Onucanue ctpykrypsl. Teopema o
tpexpaynaoBoi cetu Deiictens. Hudp AES. Onucanue cTpykTypsl U npuHIUIBL paboTsl. [lepebopHbie ataku Ha 6mounble mudpsl. [Ipodiaema DES.
Tpoitnoii DES. Ataka metogoM BcTpeuu niocepenune. [lepebopHsie ataku Ha 0104uHbIe dpsl. [Ipodiema DES. Ataku Ha 6ounbie mmdpsl yepes
YTEUKH 110 MOOOYHBIM KaHajmaM. ATaki Ha OCHOBe 0TKa30B. Jluneitnsiit kpuntonananus DES (ocuoBubie unen). lludp FOCT 28147-89 u ero
UHPPACTPYKTYpA.

Tema 5. Pexxumbl mudpoBanus

[TocTpoenue 6:104HbBIX MIMGPOB HA OCHOBE TICEBAOCITYYalHbIX FeHepaTopoB. [LIndppoBanne HECKOIBKHUX COOOIIEHUI Ha OTHOM KiItoue. ATaka Ha
OCHOBE BBHIOOPOUYHOTO OTKPHITOro TekcTa. [Tpumep mmdpa HeCTORKOro k aTake Ha OCHOBE BBIOOPOYHOTO OTKPHITOro Tekcra. CiryyaiiHoe mugpoBaHUe.
Opnopaszosoe mudposanue. Pexxum CBC. llugpoBanue ¢ npeackazaHHbIM 3HaueHHeM BekTopa nHunmanuzanuu. CBC g onHopa3oBoro
mupposanusi. Habuska 6okoB. Pexxum CTR. Cpasuenue pexxumos CBC u CTR. Pexum OFB.

Pazgen 2. Obecneyenne HeJJOCTHOCTH COOOIEHH I

Tema 6. Konbr ayreHTHUKaIMKM COOOIIEHUIA

Konp! ayrentudukammu cooduenuit. [locrpoenue kogoB ayreHTHukanuu oonpnmx coodmenuit. Koncrpykunu CBC-MAC u NMAC. Ux

s dextuBHOCTh. CXeMa aTtaku ¢ ucrnoib3oBanueM koumsuil. Koncrpykiuss HMAC. Tloctpoerue ko10B ayTeHTH(DHUKAITMN OOJBITUX COOOIIECHMIA.
Mexanu3mbl HabuBkH coobmennii. Koncrpykiun CMAC, PMAC, onnopa3zossiit MAC.

Tema 7. Xewm-pyHKuu

[TocTpoeHue ko0B ayTeHTU(UKALUN COOOIEHHH U3 CTOMKUX K KOJUTU3UAM (PyHKIUI. ATaka Ha OCHOBE Napagokca AHel poxxaeHuid. Koncrpykius
Mepxna-/lamrapaa ais nocrpoenust xem-¢gyHkuui. [loctpoenue 6e3omacHbIx cxxuMaronux GpyHkuuid. Xem-yHKIMN Ha OCHOBE OJIOYHBIX IIH(POB.
Tema 8. CtannapThl ayTEHTUYHOTO HIM(DPOBAHUS



Heo6x0auMoCTh PUMEHEHHUS Ay TEHTUYHOTO mu(poBanus. IIOHATHE 1IEIOCTHOCTH MH(P-TeKCcTa. ATaKka Ha OCHOBE BEIOOPOYHOTO MIK(p-TEKCTA.
Aytentnunoe mudposanus Ha npumepe nporokona TLS. [Toctpoenue cxem ayTeHTHYHOTO MK(POBAHUS U3 OJIOYHBIX MU(PPOB U KOJOB
ayreHTH(HKanuU coobinenuii. CTaHaapThl ayTEHTUYHOTO MIKM(PPOBaHUs. ATaKH Ha CXEMbI ayTEHTHYHOTO MiK(poBaHusa. ATaka Ha OCHOBE aHAJIM3a
HAOUBKH COOOIIEHNS.

Pasnen 3. AlIropuTMBI € OTKPBITHIM KJIKY0M

Tema 9. AnropuT™Mbl 0OOMEHAa KITFOYaMH

Pacnipenenenue kimroueit mmdposanus. [Ipomnenypsl oomMena kimtouamu. OO1ee BBEACHHE B TCOPUIO aCUMMETPUIHBIX KpUIITOCHCTEM. D) PeKTUBHBIC
AITOPUTMBI BO3BE/ICHUS B CTEMEeHb. AJTOpUTMBI (pakTopu3aluuu 60bux yncen. [lonstue GyHKIMU ¢ Ta3elKOu.

Tema 10. Meton kinroueBoro oomena Juddu-Xemmana

[TpoToxomn kIr04YeBOro 0OMeHa AJisi HECKOJIbKUX y4acTHUKOB. Hexotopsie Mmogudukanuu metona. OTHOCTOPOHHSIS TeHepalys Kiroda. 3agada
JTUCKPETHOTO JIoTapu(hMUPOBAHUS.

Tema 11. [IpeobpazoBanue RSA

YerpoiictBo RSA. DddexkruBHocTs peanm3anuu. Kpunrocroitkocts RSA. Bapuantst crangaproB PKCS1. Araku Ha kpuntocuctemy RSA. Araka Ha
ocHoBe 0011ero RSA monynsa. Ataka Ha OCHOBE MaJioro 3Ha4€HHUs 3aKPHITOrO KITF0oYa.

Tema 12. IIpeobpa3zoBanue Dab-I"amans

Brruncnenue u nposepka noanucu. [ludposanue u nemmdposanue. IphektuBHOCT peanu3anui. OcOOEHHOCTH UCIIOIB30BaHUS CEAHCOBOTO KITI0Ya.
[IpakTueckoe npuMeHeHre IpeodpazoBaHus Dib-1"amains 1uisl 3a/1a4u 10Ka3aTeabCTBA 3HAHUS.

Tema 13. [IpuxnaaHbie aarOpUTMbI KpUntTorpahuu

[Toporoseie cxembl pasaenenus cekpera. Cxema Illamupa pasnenenus cekpera. JJokazarenbCTBO ¢ HyJEBbIM pa3rilalieHueM. AJITOpUTM Ha OCHOBE
uzomopusma rpados. [Ipotoxon IHoppa.

4.3.1. IlepeyeHb ceMHUHAPCKUX, IPAKTHYECKUX 3aHATHI 1 J1a00paTOPHBIX padoT

Ne Ne paznenau| HaumeHoBaHHMe CEMHMHAPOB, MPAKTHYECKUX U JIA00PATOPHBIX TpynoeMkocTh OueHnouHbie dDopMupyemMble
n/H TeMbI pabot (uac.) cpeacTsa KOMIIeTEHIIUHU
Bcero N3 Hux (MHIMKATOPBI)*
4acoB |MpaKTH4ec
Kast
MOATOTOBK
a
1 2 3 4 5 6 7
1 1 Tema 1. Ba3oBbie oHATHS KpuriTorpaduu 2 2 JlaGopatopHast pabora IIK-3.1, [1IK-3.3,
MK-4.2
2 1 Tema 2. CUMMETPHUYHBIE KPUTITOCUCTEMBI 2 2 JlaGopatopHast paboTa IIK-3.1, [IK-3.3,
MK-4.2




3 1 Tewma 3. TloTounsle muppst 2 2 JlaGoparopHast pabora HK-Z;, IK-3.3,
4 1 Tema 4. biounoe mudpoBanwe 4 4 JlaGoparopuas pabora gﬁz ;, IK-3.3,
5 1 Tema 5. Pexxumpl mmdpoBaHus 4 4 JlabopartopHas pabota gﬁz ;, IK-3.3,
6 2 Tema 6. Konpl ayTeHTU(DUKAIINN COOOIIECHUN 2 2 JlaGoparopHast pabora g§:3:1, TK-3.3,
7 2 Tewma 7. Xemr-pyHakunn 2 2 JlaGoparopuas pabora gﬁgi IK-3.3,
8 2 Tema 8. CTangapTsl ayTEHTUYHOTO MIM(DPOBAHUS 4 4 JlaGoparophas pabora g§§§ IK-3.3,
9 3 Tema 9. Anroput™Mbl 0OMeHa KIFO9aMu 2 2 JlaGoparopHast paboTa g§31 IK-3.3,
10 3 Tema 10. Meton kimtoueBoro oomena Juddu-Xenmana 2 2 JlaGoparopHas pabora gi?? IK-3.3,
11 3 Tema 11. [IpeoOpazoranue RSA 2 2 JlaGoparopHast paboTa gi?f IK-3.3,
12 3 Tema 12. IIpeoOpazoBanue Dib-I'amans 2 2 JlaGoparopHast paboTa gi?f IK-3.3,
13 3 Tewma 13. [Ipuknanusie aarOpUTMbI KpUIITOTpad UM 2 2 JlaGoparopHas paGoTa gg%z TK-3.3,
Bceero 32 32 e

4.3.2. Ilepedyenb TeM (BONPOCOB), BBIHOCHMbIX HA CAMOCTOSITEIbHOE H3YYCHHE CTYACHTAMHU B PAMKaxX caMocToATeabHOoil padoTsl (CP)
«He nipegycMOTpeHOY.

4.4. METOAUYECKHE YKA3ZAHUS IO OPTAHU3ALIMA CAMOCTOSITEJILHOM PABOTBI CTYJIEHTOB

CamocrosTenbHas paboTa CTyI€HTOB BceX (OpM U BHI0B 00yU€HUs SBISETCS OJHUM U3 00s3aTeNbHBIX BUA0B 00pa30BaTeNbHOM e TEIbHOCTH,
oOecrieunBaromeil peanuzanuio TpeboBaHuii dexepanbHbBIX TOCYJApCTBEHHBIX CTAaHAAPTOB BbICIIEro oOpa3oBaHus. CoriacHo TpeOOBaHUIM
HOPMAaTUBHBIX JOKYMEHTOB CaMOCTOSIT€NIbHAs padoTa CTYy/AEHTOB SIBJSETCS 00s3aTeIbHBIM KOMIIOHEHTOM 00pa30BaTEIbHOTO Ipolecca, TaK Kak OHa
o0ecreynBaeT 3aKperUIeHHEe MOJyYyaeMbIX Ha JIEKIMOHHBIX 3aHATHSAX 3HAHUN MyTeM NpUOOpETEHHs] HAaBBIKOB OCMBICICHHMS M PACHIMPEHHS HX
COJIep’KaHusl, HAaBBIKOB pEIICHUS aKTyalbHBIX MpoOjeM QOpMUPOBaHUS OOLIEKYJIbTYPHBIX U MPO(ECCHOHATBHBIX KOMIETEHLIUH, Hay4yHO-
UCCIIEIOBATEIbCKON JEeSITEIbHOCTH, MOATOTOBKH K CEMHHapaM, JabopaTOpHBIM paboTam, clade 3ayeToB M 3k3aMeHOB. CamocrosTrenbHas paloTta
CTYJEHTOB IIpeJCTaBiIsieT CcOo00il COBOKYNHOCTh AayAMTOPHBIX W BHEAYIUTOPHBIX 3aHATHM u pabor. CamocrosiTenbHas paboTa B paMKax
00pa3oBaTeNLHOrO MPOIIEcca B By3€ pelIaeT CleAyIone 3a1aun:

— 3aKpEIICHNE U paClIMPEHUE 3HAHNN, YMEHHH, ITIOJYyYEHHBIX CTYyI€HTAMH BO BpEMs ayIUTOPHBIX U BHEAYAUTOPHBIX 3aHSITHI, IPEBPAILCHUE UX
B CT€PEOTHIIB YMCTBEHHOM U (PU3NUECKOM NesITeTbHOCTH;




— IpUOOpETeHNE TONOIHUTENBHBIX 3HAHUH M HaBBIKOB 0 JUCLUIUIMHAM y4e€OHOTrO IJIaHa;

— (popMupoBaHUE U Pa3BUTHE 3HAHUN U HABBIKOB, CBS3aHHBIX C HAYYHO-MCCIIEI0BATEILCKOM NESTETbHOCTHIO;

— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KaUECTBEHHOE OCBOEHHE 00pa30BaTEIbHOM TPOrpaMMmBl;

— pa3BUTHE HaBBIKOB CaMOOPraHU3aL1H;

— (popMHpOBaHUE CaMOCTOSTEIBHOCTH MBILUIEHHS, CHOCOOHOCTH K CaMOPa3BUTHUIO, CAMOCOBEPILIEHCTBOBAHUIO U CAMOPEaJIN3aLlny;

— BBIPa0OTKa HABBIKOB 3(PPEKTHBHON CaMOCTOATENBHON NMPO(EeCCHOHAIBHONW TEOPETUUECKOH, MPAKTUYECKOH M y4eOHO-HCCIeI0BaTeIbCKON
NeSITETbHOCTH.

IoaroroBka k jgexkuun. KauectBo 0CBOeHUS CONEpKaHHUSI KOHKPETHOM MUCIHMILIMHBI MPSMO 3aBHCUT OT TOTO, HACKOJBKO CTYJEHT cam, 0e3
BHEILHETr0 NMPHUHYXJIeHUs (HOpMHUpPYET y ceOs YCTAaHOBKY Ha IOJIY4YEHHE Ha JIEKLUAX HOBBIX 3HAHUH, NONOJHSIOIMX YK€ MMEIOIIMECcs MO JaHHON
JUCLUILIMHE. BpeMs Ha HOArOTOBKY CTYJEHTOB K JBYX4acOBOM JIEKIIMU 110 HOPMAaTHBaM cocTasisieT He MeHee 0,2 yaca.

IToaroroBka Kk NMpakTH4YecKOMY 3aHATHIO. [[oAroTOBKa K NMPAaKTUYECKOMY 3aHATUIO BKIIOYAET CIIEAYIOLIME 3JIEMEHTHI CaAMOCTOSTEIbHON
JeSTEIbHOCTH: YETKOE MPEJCTaBICHUE LIEIN U 3a7ad €ro MpPOBEIEHUS; BbIJCICHUE HABBIKOB YMCTBEHHOM, aHAJIUTUUECKON, HAyYHOU JESATENIbHOCTH,
KOTOpbIE CTAaHYT pPe3yJbTaTOM IpelcTosnield paboTbl. BbIpaOoTka HABBIKOB OCYIIECTBIISIETCS C IOMOIIbBIO MOJY4YeHHs HOBOW HHpopMmauuu o0
M3y4aeMbIX [IPOLECCaxX U C MOMOILBIO 3HAHUSI O TOM, B KaKOM CTENEHU B IaHHOE BpEMS CTYJEHT BJIaJICET METOJaMH HCCIIEA0BATENbCKON e TEIbHOCTH,
KOTOPBIMH OH CTaHET M10JIb30BaThCsl Ha MPAKTUYECKOM 3aHATHU. [T0IroTOBKA K MPaKTUYECKOMY 3aHATHIO HEPEIKO TpeOyeT mo1oopa MaTrepuana, JaHHbIX
U CIIELMAIbHBIX UCTOYHUKOB, C KOTOPBIMM IIPEACTOUT yueOHas pabora. CTyJeHTbI JOJIKHBI JoMa OATOTOBUTH K 3aHATHIO 3—4 npumepa popMyIUpOBKU
TEMBbl HCCIIEIOBaHMs, MPEJICTABICHHOIO B MOHOrpadusx, HayyHbIX CTaThsX, OTYETaX. 3aT€éM OHU CaMOCTOSATEIBHO OCYLIECTBISIOT ITOMCK
COOTBETCTBYIOIIUX HMCTOYHUKOB, OINPEIEISIOT aKTyallbHOCTh KOHKPETHOTO WCCJIECIOBAHUS TPOLIECCOB M SIBICHUH, BBIICISIOT OCHOBHBIE CIIOCOOBI
JI0Ka3aTe’abCTBa aBTOPAMHU HAy4YHbBIX pabOT LEHHOCTH TOro, YeM OHHM 3aHUMaloTca. B Xome caMoro mpakTH4eCKOTro 3aHATHS CTYJEHThl CHayala
IPEJICTaBIISIIOT HaliIeHHbIE MU BapuaHThl (POPMYJIMPOBKHU aKTyaJIbHOCTH MCCIIEA0BAHUS, OOCYKIAIOT UX M 0OOCHOBBIBAIOT CBOE€ MHEHHE O HAWTyUIlIEM
BapuaHTe. Bpems Ha MOAroTOBKY K MPaKTHYECKOMY 3aHATHIO IO HOPMAaTUBaM cocTaBisieT He MeHee 0,2 Jaca.

IToaroroBka k KOHTPO/ILHOM padoTe. KoHTpoabHAsA paboTa Ha3HAYAETCs [TOCIIE U3YUEHUS ONPEAEICHHOr0 pa3iena (pa3aenoB) IUCHUILIUHBL U
npezcTaBisieT co00i COBOKYMHOCTh Pa3BEPHYTHIX MHCbMEHHBIX OTBETOB CTYAECHTOB Ha BOMPOCHI, KOTOPBIE OHU 3apaHee MOIy4atoT OT MPeroaaBaTes.
CamocTosTenbHasi TOJArOTOBKAa K KOHTPOJIbHON paboTe BKIOYAET B ce0s: — H3Y4YEHHE KOHCIIEKTOB JIEKIIMH, PacKpbIBAIOLIMX MaTephall, 3HaHHUE
KOTOPOT'O IPOBEPSIETCSI KOHTPOJIBHONU paboTOM; MOBTOPEHHE Yy4eOHOro MaTepualia, MOJYyYeHHOI'O MPH MOJArOTOBKE K CEMHUHAPCKUM, MPAKTUYECKUM
3aHATHUSIM U BO BpeMsl MX MPOBEAECHUS; U3yUYEHUE JOMOJHUTENBHON JIUTEPATYyPhl, B KOTOPOH KOHKPETH3UPYETCS COJAEpKAaHUE MPOBEPSIEMbIX 3HAHUM;
COCTaBJIEHHE B MBICIIEHHON (pOopMe OTBETOB Ha IOCTAaBJICHHBIE B KOHTPOJIbHOM paboTe BONPOCHI; (hOPMUPOBAHHE ICHUXOJIOIMYECKON YCTaHOBKM Ha
YCIHEIIHOE BBIIOJHEHUE BCEX 3a7jaHuil. BpeMsi Ha MOATrOTOBKY K KOHTPOJIBHOU paboTe 1o HOpMaTUBaM COCTaBIISET 2 yaca.

IMoaroroBka K 3k3ameny. CaMoCTOSATENIbHAS MTOJITOTOBKA K 9K3aMEHY CX0xa C MOATOTOBKOM K 3a4eTy, 0cOO€HHO eciu oH AudhepeHnpoBaHHbIH.
Ho o0wvem yueOHOro MaTepuasna, KOTOPbI HY’KHO BOCCTAHOBHUTH B MAMSATU K 3K3aME€HY, BHOBb OCMBICIIUTH U MOHSTh, 3HAUUTEIHHO OO0JIbIIE, TOITOMY
TpebyeTcst 0oJbIlle BpeMEHU U YMCTBEHHBIX YCUIMHA. BaxkHo chopMupoBaTh 1I€TOCTHOE MPEICTaBIEHHE O COJIEP>KaHUM OTBETA HA KaX/Iblii BOIPOC, YTO
IpeJoiaraeT 3HaHUE Pa3HbIX HAyYHBIX TPAKTOBOK CYIIIHOCTH TOTO WJIM MHOTO SIBJICHMUSI, IPOIIECcCa, YMEHUE PacKpbIBaTh (PaKTOPbI, ONPEAESIoNUe UxX
IPOTHBOPEYMBOCTh, 3HAHWE MMEH YUYEHBIX, HM3Yy4aBHIMX OOCyxkaaemyio mnpoOineMmy. HeoOxoaumo Takke HpuUBECTH HMH(POpPMAIMIO O MaTepHaiax



SMIUPHUUYECKUX UCCIIEIOBAHMM, UTO YKa3bIBa€T Ha BCECTOPOHHIOIO MOJIMOTOBKY CTYI€HTa K 9k3aMeHy. BpeMs Ha MOAroTOBKY K 9K3aMeHY 10 HOpMaTHBaM
cocraBisieT 36 yacoB s OaKalaBpoOB.

B ®BI'OY BO «UI'Y» opranuzamusi caMOCTOATEIbHONW paboOThl CTYIEHTOB periameHTupyercs [lojokeHHeM O caMOCTOSITEIbHOW padoTe
CTYJICHTOB, IPUHATHIM YueHbIM coBeToM UT'Y 22 urons 2012 r.

4.5. IPUMEPHASI TEMATHKA KYPCOBBIX PABOT (IIPOEKTOB)

«He mpemycMoTpeHo».



5. YUEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIIEYEHUE
JUCLMUILIUHBL (MOJLY.JI5T)

a) nepevyeHb JUTEPATYPbI

1. Jlock, A. b. Kpunrorpaguueckue METOIbI 3aIIUTHI HH(POPMAIUN IS M3YUaIOIIUX
KOMIThIOTEPHYIO 0€30macHOCTh : yueOHuK 11 By30B / A. b. Jlock, A. FO. Hectepenko, M. 1.
PoxxkoB. — 2-e u3., ucnp. — Mocksa : M3ngarensctBo FOpaiit, 2022. — 473 ¢. —ISBN 978-
5-534-12474-3. — Tekct : anekTpoHHbIi // O0pa3oBatenbHas argopma KOpaiit [caiit]. —
URL.: https://urait.ru/bcode/489242.

2. Brenenue B kpunrorpaduro [Tekct] : Hayunoe u3nanue / pen. B. B. Amenko. - 4-e u3z., nom. -
M. : M3a-Bo MIITHMO, 2012. - 347 c. ; 22 cm. - And. yka3s.: c. 341-347. - ISBN 978-5-4439-
0026-1

3. Psaben JI.B. 3agaunuk-npakTukym no kpunrorpaduu: yued. mocodue / JI.B. Psbden. — UpkyTck :
N3n-Bo Boct-Cub. roc. akan. obpas., 2013. — 76 c¢. — ISBN: 978-5-85827-864-1 (30 »k3.)

4. OcHoBbI KpuniTorpaduu : yueo. mocodue ams ctya. By3oB / A. I1. Andepos [u np.]. - 3-¢ u3n.,
uctp. u jnom. - M. : 'enmuoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 2k3.)

5. Umopa A. JI. OcHoBsl kpuntorpaduu: yued.mocodue / A.JI. Umopa — M.: T'enmuoc APB, 2001. —
244 c. — ISBN 5854380374 (513k3.)+

6. Kammpckas, E. H. Kpuntorpaduueckue cuctemsl : yuebnoe nocodue / E. H. Kammpckas, A. I1.
Kymaup. — Mocka : PTY MUPDA, 2021. — 66 ¢. — TekcrT : anekTpoHHbIH // Jlassb :
aJeKTpoHHO-0nbmmoreunas cucrema. — URL.: https://e.lanbook.com/book/182424.— Pexum
JOCTYTIA: JIISl aBTOPU3. TIOJIH30BATEIICH.

7. lanpruna B.®. 3amuTa komnboTepHoi nHpopMaiu. D(dekTuBHBIE METOABI U CPEICTBA /
B.®. [llanprun. — M.: JIMK-IIpecc. — 2010. — 542 ¢. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) mepuoguYecKne U3JIaAHUS

B) CIINCOK aBTOPCKUX METOANYECKHUX pPa3padoToK:

JEKUMU 1O Kpunrorpapuu, Buieo-iekiuuu, pacrnonoxeHHsle B MOC Domic u Ha caiite
http://cloud.isu.ru/

F) 0a3bI JaHHbIX, l/lH(l)OpMaII]/IOHHO-CI[paBO‘leIe U MOUCKOBbBIC CUCTEMBbI

Java Cryptography Architecture (JCA) Reference Guide. URL.:
https://docs.oracle.com/en/java/javase/11/security/java-cryptography-architecture-jca-reference-
guide.html.

6. MATEPUAJIBHO-TEXHUYECKOE OBECINEYEHUE JUCIUIIJINHbI

6.1. YYEBHO-JIABOPATOPHOE OBOPY/JIOBAHMUE:

Jlns mpoBeneHus JEKUUMOHHBIX 3aHATUA HeoOXoauMma ayIuTOpHUsl C IPE3eHTAlUOHHBIM
000py10BaHUEM, AJIS TPOBEACHUS MPAKTHUECKUX 3aHATUH HEOOXOAUM KOMITBIOTEPHBIN Ki1acc Ha 25-
30 pabouux MecT (B 3aBUCUMOCTH OT YHCJIEHHOCTH y4eOHOW Ipymmbl), 000pyJOBaHHAs JOCKOH,
[IPE3EHTALlMOHHON TEXHUKOM.

6.2.IIPOTPAMMHOE OBECITEYEHME:
1. Kommnekt paspabotunka mnpuinoxenuit Java Platform (JDK) 11, Standard Edition
(pactipocTpansieTcsi 6eCIIaTHO);
2. WuterpupoBanHas cpena paspabotku NetBeans IDE 12 (pacmpoctpansercst OecriaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);
3. LibreOffice Impress (pacnpocrpansercs 6ecmatio, GNU LGPL v3+, MPL 2.0);
6.3. TEXHUYECKHME U DJIEKTPOHHBIE CPEJCTBA:

NOC EDUCA, DOMIC, mnpe3eHTalMOHHOE O0OpYIOBaHUE, MEPCOHAIbHBIM KOMIIBIOTEp C

BO3MOKHOCTBIO JIEMOHCTpPAINH Mpe3eHTaui B popmate pdf.

7. OBPA30OBATEJIBHBIE TEXHOJIOT N



[Ipu peanuzanuu 1aHHOTO Kypca HUCTIONb3YIOTCS ClIeIyIolIe 00pa3oBaTeIbHbIe TEXHOIOTUH:
TEXHOJOTHUH TPAAWIIMOHHOTO OOYYEHHS, WIPOBBIE TEXHOJIOTUU, TEXHOJOTHH MPOOJIEMHOTO
0o0y4eHHUs, TEXHOJOTUUM OOY4YEeHHUS B COTPYIHHUYECTBE, TEXHOJOIMH KOHTEKCTHOTO OOy4eHHS,
WHTEPAKTUBHBIC TEXHOJIOTHH, TEXHOJIOTUN TUCTAHIIMOHHOTO O0y4YeHUSs, aKTUBHBIE MEeAarornyecKue
TEXHOJIOTHH.

8. OHEHOYHBIE MATEPHUAJIBL IVISI TEKYIIET'O KOHTPOJISI
ITPOMEXKYTOYHOU ATTECTAIIUHN

8.1.0HEHO‘IHBIE MATEPHAJIBI JJI1 BXOAHOI'O KOHTPOJIA
He npenycmotpeno
8.2. OLIEHOYHBIE MATEPHAJIBI TEKYIIET'O KOHTPOJIS

Tectsl Ha cTpanule kypca B MOC Domic B coorBeTcTBUU ¢ 11. 4.1.
[IpuMepbI OLIEHOYHBIX CPEICTB TEKYIIEr0 KOHTPOJIS

JleMOHCTpPallMOHHBIH TecT K pa3aeay OdecneyeHne HeJJ0CTHOCTH COO0IEHUH
Bompoc 1 IIpennonoxum, uro cucrema MAC (S,V) ucnonb3yercs i 3auuTsl (Hailios B
daiinoBoii cucreme komnerotepa. K kaxxnaomy daiiiny 1o0aBisieTcst CieluaibHbIA tag. AIropuTM S

B CBOEH paboTe UCIOJIb3YET TONbKO coaepxkumoe (aiina. [l kakux atak nonodHas cucrema MAC
ABJIIETCS YSA3BUMO?

BapuaHTbI OTBETOB

BrIMOHUTE KOHKATEHAIHMIO IBYX (DailJIOB B CHCTEME M CO3/IaTh TPETHUH.
VY nanuth mocaeaHui 6aiT B daitie.

W3menuTh Bpems Mmoaudukanuu ¢aina.

[TomensaTy MecTamu JiBa aiina B paiiioBoii cucTeMe.

J106aBUTH HOBBIC JTAaHHBIEC B (haiil.

Bompoc 2 Ilycts cucrema MAC (S,V) siBnsiercs 6e3onacHoil. CucreMa ornpezeneHa HaJl
npoctpanctBoM (K,M,T), rme M={0,1}n u T={0,1}128. Kakue u3 npeaioxKeHHbIX HUKE
KOHCTPYKLUH sBIs0TCS 6e30macHbiMu MAC?

BapuanTtsl 0oTBETOB

S'(k,m)=S(k,m) n V'(k,m,t)={V(k,m,t),1,m=0n;otherwise

S'(k,m)=S(k,ml|lm) u V'(k,m,t)=V(k,m|/m,t)

S'(k,m)=S(k,m)[O0....,126] u V'(k,m,t)=[V(k,m,t[|0)orV (k,m,tl|1)]

S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]

S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise

Bomnpoc 3 Cxema Bbruncienus koj1oB ayrentudukanuu cooduennit ECBC-MAC ucnons3yer
(uKCHPOBAHHBIN BEKTOP MHUIMAIN3ALINH (B JIEKIIMH UCIIOJIb30BAJICS HYJIEBOU BEKTOD).
[Tpeamnonoxum, 4To BMECTO GUKCUPOBAHHOTO, JJISI KAKI0TO COOOIIEHUS UCTIONb3YeTCsl CITy4alHbIN
BekTop IV u aTot BekTop nobdasnsercs k tag. Apyrumu ciosamu, S(k,m)=(r,ECBCr(k,m)), rae r ato
ciydaitusiii [V. Anroputm nposepku 1o kimouy k, coodmienuto m u tery (r,t) Bergaet 1 ("yes"),
eciu t=ECBCr(k,m).

Taxast cxema noctpoernss MAC siBisiercst He6e30MmacHON. ATaKyIOIIUN MOXKET MOITY4YHTh Ter (I,t)
JUTSL COOOIIEHUSI M, COCTOAIIETO M3 0JIHOTO OJ0Ka. Tenepb OH croco0eH CKOHCTPYUPOBAaTh HOBBII
TET JJIs HOBOTO COOOIIEHHs. YKaXUTe Mapy Ter, COOOIIEHHE, KOTOPYI0 MOXKET CKOHCTPYHPOBATh
aTaKyIOIIHM.

BapuanTs! oTBETOB

Ter (m@t,t) sBAseTCS MPaBUIBLHBIM T coodmeHus m1n.

Ter (rt,r) sBaseTcs NPaBUIBHBIM JIJIs1 COOOILEHHS m.

Ter (réDt,m) sBRsieTCS MPAaBHIBLHBIM JIJIs1 cOOOIIeHHs On.



Ter (r@ In,t) sBAsSCTCS MPaBUIBLHBIM I cooOmenus m1n.

Bormpoc 4 Anuca HamMmepeBaeTcsi OpraHu30BaTh MIMPOKOBEIIATEIBHYIO OTIIPABKY COOOIEHUH st
6 nmonyuateneit B1,...,B6. CekpeTHOCTh COOOIICHUI HE BaXKHA, BaYKHA IICJIOCTHOCTH U
ayTeHTUYHOCTh. Kak/bIil U3 momydareneil 1oJKeH ObITh YBEPEH, YTO COOOIIEHUE TIOTYyYeHO OT
AJNCHI.

st cBoeit 3anaun Anuca pemmiia ucnonb3zoBate MAC. Ilpenmnonoxum, uro Anuca u 6
MoJIb30BaTes e paboTaroT ¢ ogHuM oo1mmM KiarodoMm k. Torma kaxapiid u3 Bl,...,B6 npu nonyuenuun
COOOIIEHUSI MOKET MPOBEPUTH MPaBUIILHOCTH Tera. Ho 3Ta cxema Hebe3onacHa, T.K., Hapumep,
noJsib3oBarenb Bl MoxeT co3aath coobleHre, NpUKpenuTh K HeMy Ter, OJIy4YeHHBINH Ha KiItoue K u
OTHpPaBUTH B ceThb. [Ipu 3TOM, nosib3oBaTenu B2,...,B6 OyayT yBepeHbl, 4TO COOOIIEHHE MOTYyYEHO
OT AJIUCHI.

Bwmecto 3toro, Anuca crenepupoBaiia 4 cekpeTHbix kiaoda S={kl,...,k4}. Kaxnomy
noJib30BaTe o Bi oHa mepemana moaMHoOKecTBO Kitouei SiC€S. Teneps Anuca npwu rnepeaade
COOOIIEHUS TPUKIIABIBACT K HEMY UETBhIPE Tera, KaX bl U3 KOTOPBIX MOJIYYEH Ha OJJHOM U3
yeTbIpex kimouel. Korna nonszoBatens Bi nmomydaer coobiieHne oH mpoBepsieT TONbKO T€ Teru
COOOIIIEHUS, AJII KOTOPBIX Y HETO €CTh KITIOYH.

Bri6epute npaBuiibHBINA ClI0C00, KOTOPBIM AJIHICAa MOXKET PaclpeieTUTh ClIydyailHble KIIIOUH TakK,
yTOOBI HUKTO U3 MOJIH30BaTEJICH HE CMOT OBl CO3/1aBaTh COOOIEHUS IJIsl APYTUX MMOJIb30BaTENeH
MPaBUJIbHBIE COOOIICHUSI OT UMEHU AJHCHI

BapuaHnTsl 0TBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bonpoc 5 Myctb H:M—=>T cToiKasa K konnmsnsam xew ¢yHKumA. Kakaa us cnegyowmii GyHKUuUM
TaKKe 6yaeT CTOMKOMN K KONAUIUAM.

BapuanTsl 0TBETOB

H'(m)=H(mI[O,...,|m|-2])

H'(m)=H(m)lIH(m)

H'(m)=H(H(m))

H/(m)=H(m)@Hm&1jm|)
H'(m)=H(m)[0,...,31]

H'(m)=H(|m|), rne jm| ectb qnunHa coobuieHus m
H'(m)=H(m|lm)

H'(m)=H(m]|0)

H/(m)=H(m)@H(m)

JlabopaTopnasi paGora k pa3neay CummerpuuHoe mudposanue. lllnpposanue AES

Jiist paGoThI € aNropuTMaMM U MPOTOKOJIaMH IM(poBaHus OyaeM HCIONIb30BaTh cTaHAapTHBIN API
JCA, conepxamutiics B JDK 1.6. [IpuBeeHHble HIKE KIIACChl U PUMEPHI OYAyT paboTaTh Kak co
cTaHaapTHBIM KpurnronposaiaepoM JCE, Tak u ¢ 100bIM IpyrUM KPUIITOIPOBANRIEPOM,
MO/I/IEPKUBAIOIINM peann3oBaHHbli B Java API (mampumep, Bouncy Castle).

[Tpu mmdpoBaHUM JaHHBIX yIIpaBlIeHHE KIOYaMU MOXET IPOUCXOIUTh IBYMS CIIOCOOaMHM:
mu@poBaHue Ha CIy4YailHOM Kiltoue, U poBaHUEe HAa U3BECTHOM KITIOYE.

PaccmoTpuM npouenypy CMMMETpUYHOTO MK pOBaHUs Ha ciiydaitHoM kmoue. Kiou co3mpaercs
o6bexToMm kinacca KeyGenerator u3 makera javax.crypto. st co3manusi reHepaTopa HY>XKHO
BOCIIOJIb30BaThCs CIELMAIBLHBIM METOI0M

KeyGenerator kg = KeyGenerator.getinstance("DES");



I/l apryMEHTOM METO/Ia BBICTYNAET UMS aITOPUTMA, JIJIsl KOTOPOrO MPOUCXOAUT FreHepanus Kiroda
(B manHoMm cnydae DES). Cniucok A0CTynHBIX anropuTMoB 371eck. [lociie coznanus reneparopa
HE0OXOAMMO HUCIIOIB30BaTh METO/ init() s ero HHUIMaIu3auuu 1 Meton generateKey() — mist
CO3/1aHHUS KJIIOYa.

Hanpumep, cneayromuii Ko co3aaeTt K04 mudpoBaHus HA OCHOBAHUU OE€3011aCHOTO TeHepaTopa
Clly4aiHbIX ymcen A anroputma AES:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu uconb30BaHUM B Ka4eCTBE KITF0UA TOTOBOW MOCIEIOBATEIIBHOCTH OANUT HYKHO
BOCIOJIb30BaThCs KiaccoM SecretKeySpec u3 makera javax.crypto.spec. Kirou co3ngaercs yepes
napamMeTpbl KOHCTPYKTOPA, B KOTOPBIX YKa3bIBAETCSI MACCUB OalT, coepKamux K4, U aJrOpuTM
mudpoBanus. Hampumep, caeayrommii Koa reHepupyeT Kiou 1 anroputma AES Ha ocHOBe
CTPOKH U3 HIeCTHaauaTH cuMBoJIoB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcss OCHOBHBIM 117151 pa0OTHI € aJrOpUuTMaMu MU(PPOBAHUS U PACTIOTIOKEH B
HaKeTe javax.crypto. TOT KiIacc MPeAOCTaBISET BOZMOKHOCT paOOTHI KaK C aJrOpUTMaMU
mupoBaHus, TaK U ¢ PeKUMaMU paboThl UGPOB, CXeMaMU JOTIOJIHEHUS coo0IIeHuit. B
3aBHCHUMOCTH OT ITapaMeTpOB MHULMAIN3AUH, 00BeKT Kitacca Cipher MoxeT paboTaTh Kak B
pexxuMe MHUQPPOBaHUs, TaK U B p&KUME pacliupoBaHUs], C CAMMETPUYHBIMU 1 ACUMMETPHYHBIMH
aIrOpUTMaMH.

Jls co3nanust HOBOro 00ObeKTa Kiiacca ClieyeT BOCIOIb30BaThCS CHEIHATLHBIM METOJIOM:
Cipher ¢ = Cipher.getInstance(algorithm)

rae algorithm mpencTaBisier co00i CTPOKY BHIA: AITOPUTM MIH(DPOBAHUSA\PEKUM
paboTh\aJITOPUTM JTONOTHEHUS

HiMeHa TOCTYIHBIX aITOPUTMOB MIU(GPOBAHUS U UX HACTPONKU MPOMUCaHbl B cTaHaapre Java, u,
00BIYHO, OHU COBMAAAIOT C OOMICIPUHATHIME 0003HAYCHUSIMU. JIJIs1 TOTIOJTHEHUS COOOIIEHUH, B
OCHOBHOM, UCIIOJIb3YIOTCA ABa cTanaapra: NoPadding — s mmdposanus 6e3 JOMoTHEHHS
cooOreHus (Hampumep, it pexxuma mudppoanuss CTR) u PKCSS5Padding — nns nononuenus
COOOLIeHUs A0 pa3Mepa, KpaTHOTo pa3Mepy 0JI0Ka HCIOIb3yEeMOro adropuTMa (Harpumep, is
pexuma CBC).

Jis peanu3anuu npoueaypbl LUGPOBaHUS TEKCTHI TOJIKHBI ObITh IPEACTABIECHBI B BUE MAaCCHBA
6aitT. Onumem mudpoBanue cOOOIIEHHUS TI0 IIaram:

Cosznanune oobekra Cipher ¢ ucrons3oBanueMm Metoza getlnstance.

Nuunmanuzamus oowekta Cipher ¢ momotnsro metosa init() 1 mudpoBaHus WU
pacudpoBaHus. DTOT METO] MPUHUMAET Ha BXOJ [1Ba 00s3aTEIbHBIX TapaMeTpa U OJIUH
HeoOs3aTenbHbl napaMerp. [lepBrlii mapamMeTp yKka3blBaeT pekuM padOThl aIrOpUTMa:
Cipher.ENCRYPT MODE unu Cipher. DECRYPT MODE. Bropoii napameTtp — Kirou
m@poBanus. Tum kiroya 3aBUCUT OT UCIOIB3YEMOI0 alroputMa mudposanus. TpeTbum
napaMeTpoM yKa3bIBaeTCsl BEKTOP MHUIMAIM3AIMY allropuT™Ma: 00beKT Kinacca [vParameterSpec.
[udposanue unm pacmudpoBanue npousBoautcs merogamu update() 1yist paboThl ¢ COOOIIEHUEM
B pekuMe ToToKa (00paboTka cooObienus mo yactsam) u doFinal() mist 06paboTku cooOiieHus
MOJIHOCTHIO.

Hwxe npusenen npumep mmdposanus coodmenust OpenText mudpom AES B pexxume CBC Ha
CIIy4aifHOM KJIF0Y€ U CIIy4ailHOM BEKTOpPE MHUIMAIN3AIINN:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);



Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding™);

c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(1V));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tak kak MaccuB OailiT HEBO3MOKHO BBIBECTH B TEKCTOBBIH (paiii1, TO pe3yabTaT MM poBaHUs HYKHO
3aK0IMPOBATh MO0 B mecTHaANAaTepruaHoM Gopmare, 160 B popmare Base64.

Pa6ota ¢ popmarom Base64 B Java obecnieunBaetcs nyms kiaccamu BASE64Encoder n
BASE64Decoder u3 makera sun.misc. J[j1st BEIOTHEHUS TPe0Opa30BaHMiA UCTIONB3YIOTCS METOIBI
encode u decodeBuffer cooTBeTCTBYIOMINX KIaCCOB.

[To mory4eHHBIM MTapaMeTpaM BEITIOTHUTH pacimdpoBaHue 3aaHHOTO mHdp-TeKcTa. McXoqHbIi
OTKPHBITHIN TeKcT 3amudposan anroputmMoM AES B pexxume CBC. B Bapuante cogepkutcs mudp-
TEKCT, BEKTOp WHUIIMAIM3AINH, KITI0Y mudpoBanus. Bee qanHbIe nmpeacTaBieHsl B popmare
BASEG64. Tpebyetcs pacmmdpoBarh mudp-TeKCT.

1. PacmmdpoBanue HyKHO TPOBOIUTH IO CIETYIOIIEH cXeMe:

2. PackonupoBaTh Kit04, BEKTOp HHUITMATU3ANK U Udp-TekeT u3 popmara BASE64 B
MIOCJIEIOBATEILHOCTH OAMT.

3. C ucnonb3oBanueM o0beKTa Kiaacca SecretKeySpec nmo mocneaoBareabHOCTH OAMT KIroYa

co3naTh 00BEKT Kiacca SecretKey.
4. Coznate 00bekT kiacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

S. [Tpu maMnManu3anuyu mudpa TpedyeTcs NOIKIIYATh BEKTOP HHUIHATIH3AINHN C TIOMOIIBIO
o0OnekTa kiacca [vParameterSpec.
6. BemonauTs pacmmppoBanue mmdp-Tekcra.

B pe3ynbrate pacmm@poBaHus A0KEH NOTYyYUTHCS MaccuB 0aiiT, koTopsblil B konupoBke ASCII
MO>KHO HHTEPIIPETUPOBATH KaK OCMBICICHHBIN TeKCT. J[i1s mpeoOpa3zoBaHus MaccuBa OaiiT B CTPOKY
MO>KHO BOCITIOJIb30BaThCs KOHCTPYKTOPOM Kiacca String.

JlabopaTopHasi padoTa K pa3aesry AJrOpUTMbI ¢ OTKPBITHIM KJIWO4Y0M. ATaka Ha RSA npu
MCI0JIb30BAHUHU 3aKPBITOT0 KJII0Ya

Hanet uncna $N$ u $e$, dopmupyromue oTkpbITHI KiTtod ipeodpazoBanus RSA. U3zBecTHO, 4TO
3HaYeHHE 3aKPHITOro Kiroua $d$ Mao (370 MOXKHO MPEMOIOKUTh UCXOS U3 3HAYCHUS KITF0Ya
$e8). C ucnonpzoBannem noaxoasmmx apodeit Tpedyercs monyynTh 3HaueHue kimoda $d$, u 3arem
Ha OCHOBE €r0 3HAUCHHS PEIINTh 3a1auy dakTopusanuu s yrcia SNS.

Beruncienue 3akpbITOro Kiroda

W3BectHO, uto ipu $d<\frac{\sqrt[4]{N}} {3}$ Bemonusercs cootHomenue $$ \left|\frac{e}{N}-
\frac{k}{dHright|<\frac{1}{2d"2}. $$

Takum 006pa3oM, I HAXOXKICHHUS 3aKPHITOTO KITF0Ya MOXHO BOCIIOJIB30BATHCS MOIXOISAIIAMH
JPOOSIMH COTJIACHO AJITOPUTMY:

[MpencraButh 1podh $\frac{e} {N}$ B Bue 1HEmHOM ApOOH.

Jns HaliIeHHO LETTHOM APOOH IOCTPOUTH MOCIEAOBATEIBHOCTD MOIXOASAIINX JPOOEH.

Hauunasi ¢ HEeKOTOPOro HOMEpa 3HAMEHATEJb TOAXOISIICH APOOH MOKHO PacCMaTPUBATh B
Ka4yecTBe KaH/IuaTa Ha 3aKpbIThIN Kitod $dS.

JIist KaXKI0T0 KaHauaaTa MpoOBePUTh YCIOBHE KOPPEKTHOCTH 3aKPhITOro Kiroya. CormacHo
OIIPEJICTICHUIO OTKPBITOTO M 3aKPBITOTO KITFOUEH JUIst JII000ro coodmenus $m$ nomkHo
BBITIOJTHATHCS cooTHommenne $$m” {ed} \equiv m (N)$3.

3HaMeHaTeNb MOIXOSIIeH JPoOH, yIOBIETBOPSIOIINI YCIOBUIO KOPPEKTHOCTH MOYKHO
paccMaTpuBaTh B KAUECTBE 3aKPHITOTO KiTtoua mpeoOpa3zoBanusi RSA.

dakropu3zanus MOIYJIs IPH U3BECTHOM 3aKPBITOM KITFOUE

[Tycth u3BectHbI MOAYIb $N$, OTKpBITHIN Kit04 $€$ 1 3akpbIThiil Kitou $d$, monyueHHbIH Ha
IpeAbIIyIIEeM Iare.

BossMmem npounsBonbHOe yrciao $x$. O6o3naunm 3a $y 1 =x"{\frac{ed-1} {2} }$ (310 Bo3moOkKHO,
nockonbKy $ed$ sTo HewerHoe uncno). Toraa $$y 172\equiv 1 (N).$$ NUnave $$(y_1-
1)(y_1+1)\equivO(N).$$ Bo3aMOKHBI ClIeAyIOIIME BAPHAHTHI:



Ecmu $y _1=18$. Eciu $\frac{ed-1}{2}$ — uucio gernoe, To BBemem $y 2 = x"{\frac{ed-1}{4}}$ u
npoananusupyem 3Hauenue $y 2§ (Bce paccyxxaenus cnpasemiusbl it §y 2$). Mnaue
notpebyercs BLIOparh apyroe ocHoBanue $x$.

Eciu $y 1=-18. To notpebyercst BEIOpaTh Apyroe ocHoBaHue $x$.

Eciu $y 13 ectpb uncino omimmanoe ot $1$ u $-1$, To Torna nenurens yucina $N$ Beraucsiercs mo

dopmyne:$$p=HO/I(y 1-1,N).$$

JlaGopaTopHas pa6oTa K pa3aeiy AJIropuTMbl ¢ OTKPBITHIM KJ04oM. IlludpoBanue ¢
HCIO0JIb30BaHUeM 0ubauoTeku OpenSSL

Mexanu3m mudpoBaHus COOOIICHHIA

Ilenb naHHOTO 3aJaHUA 3aKJIH0YAETCS B 03HAKOMJICHUH C OCHOBHBIMU BO3MOXKHOCTSIMU
kpunrorpaduueckoit oudbnmorekn OpenSSL. bubnnoreka, B OCHOBHOM, MpeiHa3HAYEHA JIIs
OpraHu3aly B3aMMOJENUCTBHSI HA OCHOBE HH(PPACTPYKTYPBI OTKPBITHIX Kitouel. Ho B mocieanux
BepCUsAX OMOIMOTEKH peann3oBaHa (yHKIIMOHATBHOCTH 10 CHMMETPUYHOMY IIU(POBAHHIO
coobuieHuii. bubnanoreka paboraeT U3 KOMaHAHOW CTPOKHU B TAKETHOM PEXHUME.

Bepcuu 6ubmmorex: openssl-1.0.2-1386-win32.zip, openssl-1.0.2-x64_86-win64.zip

Tpebyetcs crenepupoBaTh CllyyaiiHbIi Kito4 mudpoBanus, 3amudposats anroputMoM AES
HEKOTOPBI OTKPBITHIA TEKCT U TIepeIaTh K04 mudpoBaHus yepe3 npeodpasoBanue RSA ¢
MOMOIIBIO AJIFOPUTMA MU(POBAHUSI CEAHCOBOTO KJIK0Ya U 3aIlM(POBAHHOE COOOIEHHE Ha
MPOBEPKY MPETOIaBATEINIO.

Yacts 1. lludpoBanue coodmeHus

C nomomisio OpenSSL 3amudpyiite coobmenue. llnppoBanue HyKHO TPOBOIUTH IO CIETYIOIICH
cxeme:

Bri0epute HEKOTOpOE COoOOIICHHE (COAEprKalee B TOM YHUCIIEe HOMED 3a4€THOU KHUXKKHU) U
nomMecTure ero B (aitsr. Coob1ieHre MOXKeT ObITh JIF0O0I0 Pa3yMHOI'0 pa3Mepa U JIOJKHO YUTaThCs
0€3 UCIOTb30BaHMS CHICIMATBHBIX IPOTPAMM.

Crenepupyiite ¢ moMoIpto koman sl openssl rand (doc) ciyuaiinblil K104 HEOOXOUMOM TSI
anroputma AES-128-CBC maiuHBI M COXpaHUTE €T0 B (hailil B IIECTHAIIIATCPUIHOM (HOpMATE .
Crenepupyiite ¢ MOMOIIBIO KOMaH bl openssl rand BeKTOp HHUIMATM3ALMN HEOOXOIUMOMN J1JIst
anroputma AES-128-CBC maiuHBI 1 COXpaHUTE €T0 B (ailyl B IIeCTHAIIIATCPUIHOM (opMaTe.

C nomorsio koman sl openssl enc (doc) 3ammdpyiite anroputmom AES-128-CBC daiin ¢
OTKPBITHIM TEKCTOM Ha CT€HEPUPOBAaHHBIX paHee KIoUe M BekTope nHunnanm3anui. NB! Tlpu

K (poBaHUU CIeTyeT UCTIONb30BaTh UMEHHO KITI0Y HIM(POBAHUS, a HE apOJb.

CoxpannTe K104 MUGPOBAHKS U BEKTOP HHUITUATU3AINH B OTHOM (haiiyie B IByX Pa3HBIX CTPOKax
0€3 JIOTIOIHUTENbHBIX KOMMEHTaPHEB.

Yacts 2. CamocTosiTenbHoe MU POBaHNE KIF0Ya CHMMETPUYHOTO MK (DPOBaHUS

B s10i1 yactu naboparopHoii morpedyercs co3nark coOOCTBeHHYI0 napy RSA-kmroueit u nmpoiitu o0e
¢a3bl anropuT™Ma MUGPOBaHUS CUMMETPUYHOTO Kitoya. PaboTath MOXKHO 1O CIIEyIOIIEH CXeMe:
C nomorkio komMaH bl openssl genrsa (doc) crenepupyiite 3akpbITbiii RSA-kimrou. JlnuHa Kirova
noJikHa cocTaBiATh 2048 6ut. g Gomnplieit HaJe)KHOCTH KIIF0OY MOKHO 3allii(poBaTh MaposiemM.
C nomorsio koman sl openssl rsa (doc) crenepupyiite oTKpbITHIH RSA-Kimr0u.

Ha otkpeirom RSA-xitoue ¢ momotisto openssl rsautl (doc) 3ammdpyiite daiin ¢ kiaouom u
BEKTOPOM MHUIIMATIH3AIHH.

[TpoBenuTe nMpoBepKy CBOMX AeHCTBUI U paciudpyiTe Ha 3aKkpbiToM RSA-Kit0o4e nony4eHHbIi Ha
npeabLayIIeM mare ¢Gai.

[TpoBepkTe, 9TO pacmmppoBaHUE MPOILIO YCIICITHO H B UTOTE MOIYUYHIICS TOT K€ CaMbIi KITFOY
CUMMETPUYHOTO IU(POBAHUSL.

Pactmmdpyiite cooOuienue.

Yacts 3. OTnpaBka pe3yiabTaToB Ha IPOBEPKY

Jnist oTIIpaBKH pe3yIbTaTOB MIM(PPOBAHUS Ha MMPOBEPKY HEOOXOANMO BHITIOIHUTH CIIETYFOIINE
JEUCTBUSL:

3arpy3ute oTKpBIThI RSA-KiT104u ipemnoaBarersi.



Ha 3arpy>xeHHOM OTKPBITOM KJItO4U€ ¢ TomMoInbio openssl rsautl 3ammdpyiite daitn ¢ kirrodom
CUMMETPUYHOTO MU(POBAHUS U BEKTOPOM MHHUIIMAIHA3ALINH.

OtnpaBbTe Ha IPOBEPKY (Paiin ¢ 3amudpoBaHHBIM TEKCTOM U (aili ¢ 3amudpoBaHHBIM
cummeTpuaHbIM KiitouoM. CBon RSA-ximroun 8 MOC JloMuk 3arpyskaTth He TpeOyeTcs..
[TpoBepka pe3ynbpTaTa mudpoBaHus Oy1eT MPOBOIUTHCS CIECTYIOIIUMUA KOMaHIaMU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-cbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

8.3. OEHOYHBIE MATEPHUAJIBI TIPOMEKYTOYHOI'O KOHTPOJISA

MaTepnanm AJIA IPOBEACHUS TCKYHIET0 U IPOMEKYTOYHOI'O KOHTPOJIH 3HAHMH CTYACHTOB:

Ne Bua xoHTpoas Kourpoaupyembie Koutponupyembie
TeMbl (pa3/iebl) KOMIeTeHuu/
HHIUKATOPBI
1 2 3 4
1 KonTtpons B Buze TecToB [IK-3, [IK-4
PaszHoypoBHeBbIE 3a1aHuUs K Paznen 1
71a00paTOPHOMY NPAKTUKYMY
2 KonTtpons B Buze TecToB [IK-3, [IK-4
Pa3zHoypoBHeBbI€ 3a1aHuUs K Paznen 2
12a00paTOPHOMY MPAKTUKYMY
3 KonTponsHsie paboTht [IK-3, [IK-4
Pa3noypoBHEBBIE 3a1aHUS K Pazpen 3
71200paTOPHOMY MPAKTUKYMY
4 OKk3ameH [MpomesxyTouHast [K-3, TIK-4
aTTecTauus

OueHo4yHbIe CPeACTBA MPOMEXKYTOYHOI0 KOHTPOJIA (pOPMHUPYIOTCH B COOTBETCTBHU C
IHos0:xeHMEM 0 GANILHO-PEHTHHIOBOI cHCTEMe.

Brinmonnenne nabopaTOpHBIX, JOMAITHUX 3aJaHWi B HHGOPMAIIMOHHO-00pa30BaTeIbHON
cpelie, a TakKe KOHTPOJIbHBIX padoT U TecToB Aaer 60 OamioB B cemecTtpe. Pacnipenenenue BecoB
yueOHbIX enuHul] mnpenacraBieHo B MOC Domic. B onenke sk3ameH cocrtasiser 30 06aios.
Hononuurensubie 10 6anI0B BRICTABISIETCS 32 MOCEMIAEMOCTb.

IMpouenypa caauyu 3x3amena

Jlist yerenmHou ciauu sK3aMeHa TpeOyeTcs OCBETUTh JIBa TEOPETHUECKUX BOTPOCA, KaXKIbIN
u3 KOTOpeIX maeT 15 Gamros. [locne mporeaypsl BeIOOpa, dK3aMeHyeMoMy TpenocTasisiercs 60
MUHYT JJIS TOJATOTOBKH OTBETAa Ha BBHIOpaHHBIE BOMPOCHL. [lociie oTBeTa Ha OCHOBHBIE BOIPOCHI
HK3aMEHYEMOMY MOXKET OBITh 3aJ1aH JOTIOJHUTEIBHBIN BOMPOC, OlleHUBaromuiics B 10 6amos.

Kpurepun onieHMBaHNs TEOPETUYECKUX BOIIPOCOB:

15 OannoB: 5K3aMeHyeMblil CaMOCTOSITENILHO U 0€3 HaBOJSIIMX BOIPOCOB OCBETHUJI BCE
OCHOBHBIE pa3/IeJibl BOIIPOCA, BBEJI HEOOXOAUMBIE OIpe/IeIeHHs, ONICall HEOOXOAUMbIE aITOPUTMBI;
IIPUBEI IPUMEPBHI.

10 6annoB: BKSaMCHyCMLIﬁ, MOCJC 3aJaHusad YTOUHSAIOMIUX KW HABOAAIIHUX BOIIPOCOB, B
JIOCTaTOYHO IIOJHOM CTEIIEHH OCBETHUII COACPIKAaHNUEC BOIIPOCA, BBCII OMNPCACIICHUA, BO3BMOKHO HC
OCBCTUJI HCKOTOPLIC IIAark aJIrOpUTMOB, IIPHUBCIT IPUMEPLI.



5 6anJ10B: PK3aMeHyEeMbI HE OCBETUJI BOIIPOC, HO OTBETUJI HAa HABOJAIINE, YTOUHSIOLIUE U
JOTIONTHUTEJIbHBIE BOMPOCHI, MPHUBENl OCHOBHBIE ONpEICIICHUs, HO HE NpHUBENl HEO0OXOIUMbIe
MPUMEPBL.

0 0amyoB: HE OTBETHJ Ha BI)I6paHHBIe HM BOIIPOCHI 5K3aMC€Ha W YTOYHAIOHIHME BOIIPOCHI
OK3aMCHATOpA.

Chucox BOIIPOCOB JJIA HpOMe)l(yTO‘lHOﬁ arrecranmu:

1. OOue npuHIMIIB Kpuntorpadguu. 3ammra OT HECAaHKIMOHWPOBAHHOTO JOCTYIIA.
OcHOBHBIE CIIOCOOBI KPUIITOAHAIN3A MIPOCTHIX MK(POB. M neanbHblii mudp.

2. HIudpp Bepnama. Jlemma o Teopernuecku ctoiikom mudpe. [loTokoBbie mudpsl.
ATaku Ha TOTOKOBBIE UG PHL. JIByXpa30BbIii OJIOKHOT.

3. [Tpumepst moTokoBbIX mH(PpPoB. RC4 1 ero ys3BUMOCTH.

4. bezonacHOCTh MOTOKOBBIX reHepaTopoB. CTAaTUCTUYECKMH TECT AJsl TeHepaTopa.
Kpunrorpaduueckoe ornpeneneHue nceBaociydaifHoro reHeparopa.

S. [Tpunun utepupoBanus. [lonsTue nceBaociaydyailHoi GyHKINMU U TICEBIOCTYYalHOM
nepecranoBku. [lIndp DES. Onucanne ctpyktypsl. Teopema o TpexpaynnoBoit cetn dericTens.

6. HIudp AES. Onucanue cTpyKTypsl UM HpUHLUIBI paboTsl. [lepeGopHble aTtaku Ha
0J10uHbIE IUPBHI.

7. [Toctpoenne OnOYHBIX MM(PPOB HA OCHOBE IICEBJOCITYyYallHBIX TI'€HEPATOPOB.

[IudpoBanre HECKOIBKUX COOOIICHWN HA OJHOM KItode. ATaka Ha OCHOBE BBIOOPOYHOTO
OTKPBITOr0 TeKcTa. [Ipumep mudpa HECTOHKOro K aTake Ha OCHOBE BEIOOPOYHOT'O OTKPBITOTO TEKCTA.

8. Crnyuaiinoe mmdposanue. Ogaopazosoe mudposanue. Pexxum CBC. [lludposanue ¢
MpelcKa3aHHbIM 3HaueHHeM BekTopa uHunManu3auuu. CBC s omHopa3zoBoro mudpoBaHwHs.
Hab6uska 6sokoB. Pexxum CTR. CpaBuenue pexxumoB CBC u CTR. Pexxum OFB.

9. Kogsl ayrentudukanuu cooduiennii. [locrpoenne ko108 ayTeHTHPUKAIUU OOJIBIITUX
coobmenui. Koucrpykunu CBC-MAC u NMAC. Ux »sddextuBHOCTE. CxemMa araku ¢
MCIIOJIb30BaHUEM KOJITU3UH.

10. Konctpykuus HMAC. Tloctpoenne kooB ayTeHTU(DUKAIIMKM OOJIBIINX COOOLICHUI.
MexaHu3Mbl HAOUBKU COOOIIEHUH.

11. [ToctpoeHne Ko0m0OB ayTeHTU(UKALUU COOOLIEHUH W3 CTOMKMX K KOJUIU3USAM
¢GyHKUMH. ATaka Ha OCHOBE MapajoKca JHEH pPOXKICHHUMN.

12. Konctpykius Mepkina-Jlamrapaa ans moctpoenus xeunr-pyskiuid. Iloctpoenue
0e30MacHbIX CKUMAIOMIMX QyHKIUH. Xem-()yHKIIMY Ha OCHOBE OJIO0YHBIX MH(POB.

13. HeobOxonumMocts npuMeHeHus: ayTeHTHYHOro mudposanus. [lonsarue nenoctHoctu

mudp-Tekcta. ATaka Ha OCHOBE BbIOOpOYHOrO MMHUGP-TEKCTa. AyTEHTHYHOE MIM(pPOBaHUSA Ha
npumepe npotokona TLS.

14. Cranpapt PKCS1. Atakn Ha RSA. Araka npu MajgoMm 3Ha4€HUU 3aKPBITOTO KIK0Ya.
15. 3amaua auckpeTHoro JsorapudmupoBanusi. Meron kimoueBoro odOmena [luddu-
Xeimana.
16. [IpeobpazoBanne Dnb-I"amans. [lludpoBanue u cozmanre MOAMUCH COOOIICHUN.
17. Cxewma Illamupa pa3neneHus cekpera.
18. AnroputMm [lIHoppa nokazarenbcTBa 3HAHUS.
Paszpaborunk:

JoueHT Kadeapsl anredpanyeckux U MHGopMarmoHHbIx cuctem Psaberr JI.B.
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