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1. LIEJIY ¥ 3AIAYH JUCIUATLTAHBI

Hean

O3HaKOMJICHHE CTYACHTOB C OCHOBAMU KpUNTOTpaduu U OCHOBAMHU OOECIICUEHHS 3alUThI
uHpopmanuu, GopMHPOBAHNE MPAKTUIECKUX YMEHHUH 1 HABBIKOB IPH paboTe ¢ KpUNTOrpadhuiIecKum
NPUMHUTHBAMHU, (POPMUPOBAHUE KITFOUEBBIX MPODUIHHBIX KOMIIETEHIUH.

3agauu:

- JaTh CIICUAaJIbHbIC 3HAaHUA 110 AUCLHHUIIIINHEC,

- JOCTHYh JIOCTATOYHOTO YPOBHSI 3HAHHM MO KPUNTOTPAPUISCKUM METOAAM OOeCIeueHUs
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- chOopMUPOBATH y CTYJACHTOB MPAKTHUECKUE HABBIKU PA0OTHI CO CPEACTBAMH 00CCIICUCHUS
Kpurnrorpaduaeckoit 6€30MacHOCTH.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

2.1. YyeOHas pucuuiuinHa (MOJYJb) OTHOCHTCS K YacTH MPOrpaMMsbl, (popmupyemon
y4acTHUKaMU 00pa30BaTeIIbHBIX OTHOIICHUN, M H3y4aeTCsl Ha TPETheM Kypce.
2.2. 1nst uzy4eHust JaHHOW y4eOHOM TUCIUIUIMHBI (MOTyJisl) HEOOXOAUMBI 3HAHUS, YMEHUS U
HaBBIKK, CGHOPMHUPOBaHHBIE aucHuIuIMHAMU: [IporpamMmmupoBanue, Teopus BEpOSITHOCTEH U
MaTeMaTH4YeCKasl CTaTUCTHKA, J{MCKpeTHass MaTeMaTHKa.
2.3. [lepedeHp MOCHEMYIONIMX YYCOHBIX IUCIMILINH, JJIS KOTOPBIX HEOOXOJHWMBI 3HAHUS,
YMEHUS U HaBBIKH, (POPMHUPYEMBbIC TaHHOW YUeOHOW TUCIIMILIMHON: BhIycKHas KBaTupUKaIIHOHHAS

pabora.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHUSA AU CIUIIJINHBI

[Iporecc ocBOeHUs TUCIUILIMHBI HANpaBlieH Ha (OPMUpPOBAHUE KOMITETCHIIUH (3JIEMCHTOB
cnenyromux kommnereHuit) B cootBeTcTBur ¢ ®I'OC BO mo cooTBeTcTBYyIOLIEMY HalpaBICHUIO

IIOATrOTOBKH.

Ilepeuyenn nuIaHNpyeMbIX pe3yJIbTATOB 00yUYeHHS MO JUCHUIINHE (MOAYJII0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTH/KCHUSI KOMIIETCHIIUH

MaKeThl IporpamMM, CETCBBLIC
TCXHOJIOTHH.

Nuauxkaropsl
Komnerennus . PesynbTaTnl 00y4yeHus
KOMIeTeH Ui
I1K-3 Cnocobnocts | /K k3.1 3HaeT yCTpOWCTBO COBPEMEHHBIX
JEMOHCTpAaLUH Crnocoben HCIOJIb30BaTh | KpUNTOrpaUUECKUX CTaHIapTOB
oO0I1eHayYHBIX 0a30BbIX | MaTeMaTUYeCKHE 3HAHHUSA B | CHMMETPHUYHBIX U
3HaHUH MaTeMaTH4YecKuX | | MpodeCcCHOHATLHON ACHMMETPUYHBIX CHCTEM,
€CTeCTBEHHBIX  HAyK M | JACATEIbHOCTU MPUKIIAJIHBIX
MH(OPMaLIMOHHBIX KpUNTOrpauuecKux
TEXHOJIOTUH;  CHOCOOHOCTh IIPOTOKOJIOB.
IIPUMEHSATH B YmMmeer AQHAJIM3UPOBATh
npodeccuoHaIbHON COBpPEMEHHbIE
NeSITETTHHOCTH COBPEMEHHBIE KpUNTOTpauuecKre CTaHIapThI
A3BIKA  [IPOrpaMMMPOBAHUS, CUMMETPHYHBIX u
OTIepaIOHHEIE CHCTEMBHI, ACHMMETPUYHBIX CHCTEM,
AIIEKTPOHHBIE OMOTMOTEKH U MPUKJIAIHBIE

KpunTorpauueckue MpOTOKOIIBI
Ha Hajgu4ue YysA3BUMOCTEH ¢
MIOMOILBIO COBPEMEHHOI0
MaTEMaTHUYECKOT 0 anmnapara.




WK 11x3.3
CnocobeH  MpUMEHSITh B
npodeccroHabHOM

JEeATEIbHOCTH COBPEMEHHBIE
SI3BIKA  TIPOIPaMMMPOBAHUS,
OIIEPaLIMOHHBIE CUCTEMBI
IIAKETBI IIPOTrPaMM U CETEBbIE
TEXHOJIOTUH

3HaeT mNporpaMMHBIE OOBEKTHI,
peanu3yronme
KpUNTOrpaguuecKue CTaHIapThI
CUMMETPHYHOTO u
ACUMMETPUYHOTO MIU(PPOBAHUS
Ymeer OTIpeNeNATh
M0CJIEIOBATEIBHOCTD
MIPUMEHEHUS OMOJIMOTEYHBIX
METO/O0B peanu3aniu
MIPUKIIATHBIX
KpUNTOrpapuuecKux
AITOPUTMOB.

JUIA

I1IK-4 TI'oToBHOCTH K
BKJIFOUEHHIO B
pohecCuOoHATIbHOE
COOOIIIECTBO; CIOCOOHOCTH
MPOBOAWTH TIOJT HAYYHBIM
PYKOBOJICTBOM  JIOKaJIbHbIE
HCCIIEIOBAaHUSI HA OCHOBE
CYLIECTBYIOIIUX METOJOB B
KOHKpPETHOU oOnactu
npodecCHOHAIbHON
JIEATEIbHOCTH

WK ka2

Brnageer TEXHOJIOTUSIMU
MMOJTOTOBKH JOKYMEHTOB B
TOM 4YHCIE€ B 00JIacTaX
MaTEeMaTHKU u
MH(OPMATUKH, B TOM YUCJIE C
WCIIOJIb30BaHUEM CBOOOJIHO-
pacipoCcTpaHseMOro
MPOTrpaMMHOTO 00€eCTIeUeHUs

3HaeT NPUHITUIIBI UCIIOJIE30BAHUS
OMOJIMOTEYHBIX METOIOB u
KpHIITOIIPOBAaAECpOB, B  TOM
quClie cBOOOHO-
pacmpoCcTpaHsIEeMBbIX.

YMeeT NpUMEHSTh MPOTPaMMHBIE
OOBEKTHI W KPHUIITOMPOBANICPHI
JUISL peaTi3aiiiy PUII0KCHU I

Biageer pueMamMu
UCIIOJIb30BAHUS
KpUNTOrpaguuecKux
NPUMHTUBOB TpU  pa3paboTKe

IIPOrPaMMHBIX PEIICHMIA.




4. COAEPKAHUE U CTPYKTYPA JUCIUIIJINHBI

O0beM TUCHUIUIMHBI COCTABIISIET 4 3a4eTHBIX enuHull, 144 Jaca, B TOM 4yuciie 35 4acoB Ha KOHTPOJIb, TPAKTUUYECKAs IMMOATOTOBKA 32
®dopma NpOMEKYTOUHON aTTeCTaluu: 6 CEMECTP - IK3aAMEH.

4.1. CONEPXKAHME JUCIHHATLINHBI, CTPYKTYPUPOBAHHOE 11O TEMAM, C YKA3AHUEM BHUJ0OB YYEBHBIX 3AHSATHUI 1 OTBEJIEHHOT'O HA HUX
KOJIMYECTBA AKAJEMHUYECKHUX YACOB

Bujabl yueOHo# padoThl, BKIKOYAs
CaMOCTOSATEJBHYI0 padoTy o0y4yarommuxcs u
TPYA0EeMKOCTh (B Yacax)
DopMbI
KonrakTHas padoTa
Ce TeKylIero
Ne npenoaaBaTesi ¢ 00y MIHMHUCS
/i Pa3aen aucHMIIMHBI/ TEMbI Mec CamocTost KOHTPOJIS
D Cemunapck TeJIbHAsE | YCIEBAeMOCTH
e | (n ne Kontpous | padora +
eKII PAKTHYEC | o onus | KOHTDOIH
KHe
3aHATHSA)

1 | Tema 1. bazoBble MOHATHS KpUNTOrpapuu 6 2 2 0,6 1 2 1ab.

2 | Tema 2. CHMMETPUYHBIE KPUIITOCHCTEMBI 6 2 2 0,6 2 2 1a0.

3 | Tema 3. [ToTouHbIe IHQPEI 6 2 2 0,6 2 2 TeCT

4 | Tema 4. biiounoe mudpoBanue 6 4 4 1,2 3 4 1ab.

5 | Tema 5. Pexxumbl mudpoBaHus 6 4 4 1,2 3 4 TECT

6 | Tema 6. Koxpl ayTeHTHDUKAIIH COOOICHUI 6 2 2 0,6 2 2 1a6.

7 | Tema 7. Xem-pyHkuuu 6 2 2 0,6 2 2 TECT

8 | Tema 8. CranaapTsl ayTeHTUYHOTO MIU(PPOBAHUS 6 4 4 1,6 4 4 1a0.

9 | Tema 9. AnropuT™Mbl 0OMeHa KIIIOYaMH 6 2 2 0,6 2 2 1a0.
10 | Tema 10. Metox kimodyeBoro oomena J{npdu-Xenmana 6 2 2 0,6 3 3 1a0.
11 | Tema 11. [IpeoOpazoBanne RSA 6 2 2 0,6 3 2 1a0.
12 | Tema 12. IIpeobpazoBanue Dnb-I"amans 6 2 2 0,6 3 2 1a0.




13| Tema 13. Ilpuxnaaapie aArOPUTMbI KpUIITOTpAGUU 6 2 2 0,6 5 4 na0.
Hroro yacon 32 32 10 70
4.2. IINIAH BHEAYJUTOPHON CAMOCTOSITEJIBHOIN PABOTHI OBYYAIOLIUXCS MO JUCLHATIJIMHE
CamocTrosiTesibHasi padoTa 00y4alomuxcs Y4eOHo-
Cemect Bun Cpokn 3aTparsl OuenouHoe .
HassaHue pasjaeia, TeMbl obecneyeHune
p CaMOCTOSITEJbHO | BHINOJIHEH | BpPeMeHH CpeacTBo
N CaMOCTOSITEJbHO
i padoThI us (uac.) N
il padoTbl
1-s YMO pacmnonioxxeHo
MOJIOBHUHA B MOC Domic Ha
6 CHMMETpHUYHBIE AJITOPUTMBI TG POBAHUS YUIITHUnH Kypca + 25 Tect CTpaHHLEe Kypca
IIOATOTOBKAa
K 3K3
1-a YMO pacmono-xkeHo
MOJIOBUHA B MOC Domic Ha
6 OOecrieueHue HETOCTHOCTH COOOIIEHHHI YUJITUn Kypca + 16 Tect CTpa-HHIIE Kypca
IIOATOTOBKAa
K 3K3
2-51 YMO pacmono-xeHo
MOJIOBUHA KoHTposbHAs B MOC Domic Ha
6 AJNTOPUTMBI C OTKPBITBIM KJITFOYOM YUITUu Kypca + 29 6 CTpa-HHUIE Kypca
IIOATOTOBKA pa oTa
K OK3
OO11ast TPyA0EMKOCTh CAMOCTOSITENIbHONW pabOThI O AUCLUILIMHE (Yac) 70
W3 HUX 00beM CaMOCTOSTENBHON pabOTHI C UCIIOJIL30BAHUEM DIIEKTPOHHOTO OOyUEHUS U 70

JIMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH (4ac)

4.3. COIEP)KAHME YYEBHOI'O MATEPHAJIA

Pa3nes 1. CumMmeTprYHBIe AJITOPUTMBI K (ppoBaHUs

Tema 1. ba3zoBsie nmoHsTHS KpUNTorpapuu
OO01re MpUHLIUIBI M MOJIENH. 3aIllUTa OT HECAHKIIMOHUPOBAHHOT O ocTymna. [lonstue kmoya. [ludposanne u kogupoanue. KpuntocucreMsi.

Uctopus kpunrorpaduu. ludp npocroit 3amenst. Hludp Lesapsa. udp Beprukanshoii nepecranoBku. ['ammupoBanue. OCHOBHBIE CITOCOOBI

KpHUITOaHaIM3a MPOCThIX M (poB. MaeanbHblil mmdp.




Tema 2. CUMMETpUYHBIE KPUTITOCHCTEMBI

HIudp Bepuama. Jlemma o Teoperndecku ctoiikom mudpe. [loTokoBsie mudpsl. ATaku Ha TOTOKOBBIE MHQPHL. J[Byxpa3oBblii 0:10kHOT. [Ipumep
ys13BUMOCTH B TipoTokosie. 802.11b WEP. Bo3MoxkHbI€ yiydIIeHUs TPOTOKOIA.

Tema 3. [ToTounsle mugpo

[Tpumeps! moTokoBbIX mHUppoB. RC4 u ero ys3pumoctu. CSS u ero ysa3BuMocTH. eStream. be3onacHOCTh MOTOKOBBIX reHepaTopoB. CTaTUCTHUECKUI
TeCT JJis1 TeHepaTopa. Kpunrorpaduueckoe ornpeneneHune rneceBaociydaitHoro reneparopa. CeMaHTHUECKH 0€30MacHbIi TOTOKOBBIHA mudp. [Ipumepst
TakuX mMudpos.

Tema 4. bounoe mmdpoBanue

[Tpunun utepupoBanus. [lonaTue rncepaocaydaiiHol GyHKIMK U 1iceBaocaydaiinoi nepecranoBku. [ludp DES. Omucanne crpykrypsl. Teopema o
TpexpaynaoBoii cetn Deiicrens. lupp AES. Onucanne crpykrypbl u npuHImIG! padboTel. [lepedopusie ataku Ha 6;ounble mudpsl. [Ipodbnema DES.
Tpoitnoii DES. Ataka metogoMm BcTpeuu nocepenune. [lepebopusie ataku Ha 0104yHble mHdpsbl. [Ipodnema DES. Ataku Ha Gnounsle mudpsl yepes
YTEUKH 10 TOOOYHBIM KaHajaM. ATaku Ha OCHOBE 0TKa30B. JInneitnbiii kpuntonanamm3 DES (ocroBHbIe unen). [ludp T'OCT 28147-89 u ero
uH(ppacTpyKTypa.

Tema 5. Pexxumbl mmdpoBanust

[TocTpoeHue 65104HBIX MH(PPOB HA OCHOBE MCEBIOCTyYalHbIX TeHepaTopoB. LlludpoBanne HECKOIBKUX COOOIICHMI HA OJJHOM KIltoue. ATaka Ha
OCHOBE BBEIOOPOYHOTO OTKPHITOTO TeKcTa. [Ipumep mmdpa HECTOWKOTo K aTake Ha OCHOBE BHIOOPOYHOTO OTKPHITOTrO Tekcra. CirydaitHoe mudpoBaHue.
Opnopazooe mudposanue. Pexxum CBC. [ludpoBanue ¢ mpeackazaHHbIM 3HaueHHeM BekTopa nnuimanuzanuu. CBC s onHopa3oBoro
nmdposanusi. Habuska 6:okoB. Pexxum CTR. CpaBuenue pexxumo CBC u CTR. Pexum OFB.

Pazgen 2. O6ecnieyenne HeJJOCTHOCTH COOOIIEHU I

Tema 6. Konpl ayTeHTH()UKAIMN COOOIIEHUI

Konpr ayrentudukanuu coobmenuid. [Toctpoenne koaoB ayrentudukanmu o0onbimx coodmienuit. Konctpykmun CBC-MAC u NMAC. Ux
s¢pexTuBHOCTH. CXeMa aTaku ¢ ucrnoib3oBanueM kousuil. Koncrpykumus HMAC. [ToctpoeHne ko10B ayTeHTU(UKALUN OOIBIINX COOOIICHUH.
Mexanusmsbl HabuBKu coobmenuit. Koncrpykunun CMAC, PMAC, ognopa3zossiii MAC.

Tema 7. Xem-pyHkuuu

[TocTpoenne ko 0B ayTeHTUPHUKAIIMN COOOUIEHUN U3 CTOMKUX K KOJUIM3USAM (QYHKIMI. ATaka Ha OCHOBE Mapajokca AHeH poxxaeHuil. Konctpykuus
Mepxkna-/lamrapaa mis noctpoenust xem-gyHkuuil. [locrpoenue 6e30macHbIX CkUMaOMMX QyHKIUH. Xem-(yHKIMY Ha OCHOBE OJOYHBIX MH(POB.
Tema 8. CtanmapTsl ayTEHTUYHOTO ITU(PPOBAHUS

Heo6xoauMocTs npuMeHeHUs: ayTeHTUYHOT o mudpoBanus. [lonsaTHe nenoctHoctr mudp-rekcra. ATaka Ha OCHOBE BEIOOPOUHOTO MM (p-TEeKCTA.
AyTtentuuHoe mudpoBanus Ha npumepe nporokona TLS. [octpoenne cxem ayTeHTUYHOTO MU(GPOBAaHUS U3 OIOYHBIX HIM(PPOB U KOJO0B
ayTeHTH(UKanuu cooOmeHuil. CTaHAapThl ayTEHTHYHOTO MM(POBaHUsA. ATaKU Ha CXEMbI Ay TEHTHYHOTO MH(poBaHUsA. ATaka HA OCHOBE aHAIIN3a
HaOMBKHU COOOIIECHUS.

Pa3znen 3. AIropuTMBI € OTKPBITHIM KJIH0Y0M



Tema 9. AnropuT™Mbl OOMEHA KITFOYaMH

Pacripenenenue kimoueit mmdposanus. [Iponenypst ooOmMena kimtouamu. OO0Iee BBeICHHE B TEOPUIO aCHMMETPUYHBIX KpUunitocucTeM. D (HeKTHBHBIC
QITOPUTMBI BO3BE/ICHUS B CTENEHb. AJIrOpUTMBI (pakTopu3anuu 60nbiux yucen. [lonstue GyHkunu ¢ 1a3elkou.

Tema 10. Meton knroueBoro oomena Juddpu-Xenmana

[TpoToxoi KiIr0YeBOro 0OMeHa JJis HECKOJIbKUX y4acTHUKOB. Hexotopbie Mmogudukanun Metona. OTHOCTOPOHHSSA FeHepalus Kiroda. 3agada
JUCKPETHOTO JIOTapu(hMUPOBAHHUS.

Tewma 11. IIpeoOpazoBanne RSA

YerpoiictBo RSA. DddexkruBrocTs peanuzanuu. Kpunrocroitkocts RSA. Bapuantst crangaproB PKCS1. Araku Ha kpuntocuctemy RSA. Ataka Ha
ocHoBe o0m1ero RSA monynsa. Ataka Ha OCHOBE MaJioro 3HAUY€HHUs 3aKPHITOrO KIF0oYa.

Tema 12. IIpeobpa3zoBanue Dab-I"amans

Brruncnenue u nposepka noanucu. ludposanue u nemmdbposanue. dhdexTuBHOCTH peanuzaiuu. OcCOOEHHOCTH HCIIONIb30BAHMS CEAHCOBOTO KITFOYa.
[IpakTHyeckoe mpuMeHeHne MpeodpazoBaHus Diib-1 amans UIst 3a/1a4n JOKa3aTeIbCTBA 3HAHMUS.

Tema 13. [Ipuxnaaneie aaropuT™Mbl Kpunrorpabuu

[ToporoBeie cxembl pa3aenenus cekpera. Cxema Illamupa pasnenenus cexpera. Jloka3aTelbCTBO ¢ HYJIEBBIM pas3riameHneM. AJITOPUTM Ha OCHOBE
uzomopusma rpados. IIpotoxon HInoppa.

4.3.1. IlepeyeHb cCeMHUHAPCKHX, NIPAKTHYECKUX 3aHATHI 1 J1a00paTOPHBIX padoT

Ne | Nepaspenau| HaumeHoBaHHe CEMHUHAPOB, IPAKTHYECKUX H JJA00PATOPHBIX TpynoeMKocTh OueHovHble dopmupyemble
1/H TeMbl pa6or (uac.) cpeacraa KOMIIeTEHIM U
Bcero | U3 Hux (MHIMKATOPBI)*
YacoB |MpakKkTHuec
Kas
MOATOTOBK
a
1 2 3 4 5 6 7
1 Tewma 1. ba3zoBsie moHsITHS KpUNITOTpaduu 2 2 ITposepka naboparopuoii [ITK-3.1, ITK-3.3,
paboThI I1K-4.2
2 Tema 2. CUMMETPUYHbBIE KPUIITOCUCTEMBI 2 2 ITposepka naboparopuoii [ITK-3.1, ITK-3.3,
paboTHI I1K-4.2
3 Tewma 3. [ToTounbIe UG PHI 2 2 IMposepka maGoparopuoi |TTK-3.1, TIK-3.3,
paboTHI I1K-4.2
4 Tewma 4. bounoe mudpoBanue 4 4 ITposepka naboparopuoii |ITK-3.1, ITK-3.3,
paboTsl I1K-4.2
5 Tema 5. Pesxxumsbl mudpoBanus 4 4 IIposepka ma6oparopuoii [ITIK-3.1, IIK-3.3,
paboThI I1K-4.2




6 Tema 6. Koner ayTenTudukanum cooOmeHmit 2 2 IIposepka mabopatopuoii [IIK-3.1, TTIK-3.3,
paboThI I1K-4.2

7 Tema 7. Xem-byHKIHHA 2 2 IIposepka mabopatopuoii [[IK-3.1, TTIK-3.3,
paboThI I1K-4.2

8 Tewma 8. CtanmapThl ayTEHTUYHOTO (P POBAHUS 4 4 Iposepka naboparoproit I1K-3.1, I1K-3.3,
paboThI I1K-4.2

9 Tema 9. AnropuTMbl OOMEHa KIIFOYaMH 2 2 IIposepka mabopatoproii [IIK-3.1, TTIK-3.3,
paboThI I1K-4.2

10 Tema 10. Meton kimoueBoro oomena uddu-Xenvana 2 2 IIposepka naboparopuoii ITK-3.1, ITK-3.3,
paboThI I1K-4.2

11 Tema 11. IIpeobpasoBanue RSA 2 2 IIposepka mabopatoproii [IIK-3.1, TTIK-3.3,
paboTHI ITK-4.2

12 Tema 12. IIpeobpazoBanue Dnb-I"amans 2 2 posepka naboparopHoii [I1K-3.1, IIK-3.3,
paboTHI I1K-4.2

13 Tema 13. IIpuknanaHble aaropuT™Mbl Kpunrorpapuu 2 2 Iposepka maboparopuoit |[1K-3.1, ITK-3.3,
paboTHI ITK-4.2

Bcero 32 32

4.3.2. IlepevyeHb TeM (BONPOCOB), BLIHOCHMBIX HA CAMOCTOAITE/IbHOE H3y4YeHHe CTyIeHTaAMH B PaMKaxX caMoCcTosATe1bHOM padoTsl (CP)
«He npexycmotpeHo».

4.4, METOAAYECKHUE YKA3AHMSA IO OPTAHU3AIIMA CAMOCTOSITEJIBHOM PABOTBI CTYJIEHTOB

CamocrosTenbHas paboTa CTyI€HTOB BceX (OpM U BHI0B 00yU€HUs SBISETCS OJHUM U3 00s3aTeNbHBIX BUA0B 00pa30BaTeNbHOMN e TEIbHOCTH,
oOecrieunBaromeil peanuzanuio TpeboBaHuii dexepanbHBIX TOCYJapCTBEHHBIX CTAaHAAPTOB BbICIIEro oOpa3oBaHus. CoriacHo TpeOOBaHUIM
HOPMAaTUBHBIX JOKYMEHTOB CaMOCTOSIT€NIbHAs padoTa CTYy/AEHTOB SIBISETCS 00s3aTeIbHBIM KOMIIOHEHTOM 00pa30BaTEIbHOTO Ipolecca, TaK Kak OHa
o0ecreuyrBaeT 3aKperuIeHHe MOJyyaeMbIX Ha JIEKIMOHHBIX 3aHATHSAX 3HAHUN IyTeM NpUOOpEeTEeHHs] HaBBIKOB OCMBICICHHMS M PACHIMPEHHS HX
COJIep’KaHusl, HaBBIKOB pEIICHUs aKTyalbHBIX MpoOjeM QOopMUpPOBaHUS OOLIEKYJIbTYPHBIX U NPO(ECCHOHATBHBIX KOMIETEHLIUHA, Hay4yHO-
UCCIIE/I0BATEIbCKON JESITEbHOCTH, MOATOTOBKM K CEMHHapaM, JabopaTOpHBIM paboTaM, clade 3ayeToB M 3k3aMeHOB. CamocrosTrenbHas paloTta
CTYJEHTOB IIpEJCTaBIsieT CO00M COBOKYNHOCTh AayAUTOPHBIX W BHEAYJUTOPHBIX 3aHATHM U pabor. CamocrosiTenbHas paboTa B paMKax
00pa3oBaTeNLHOrO MpoIiecca B By3€ pellaeT CleAyIone 3a1aun:

— 3aKpEIICHNE U paCIIMPEHUE 3HAHNN, YMEHHH, IIOJYYEHHBIX CTYIEHTAMH BO BpEMs ayIUTOPHBIX U BHEAYAUTOPHBIX 3aHITHI, IPEBPAICHUE X
B CT€PEOTHIIB YMCTBEHHOM U (PM3NUECKON eI TeTHbHOCTH;

— NproOpeTeHNne JOTOTHUTEIbHBIX 3HAHUHM U HABBIKOB 110 AUCHUIIIIMHAM Yy4eOHOTO IJ1aHa;

— (popMupOBaHUEe U Pa3BUTHE 3HAHUN U HABBIKOB, CBA3aHHBIX C HAYYHO-HMCCIIEI0BATENILCKOM e TETbHOCTHIO;

— pa3BUTHE OPUEHTALIMU U YCTAHOBKH Ha KaYECTBEHHOE OCBOEHUE 00Pa30BaTeIbHON MPOTrPAMMBI;

— Pa3BUTHE HABBIKOB CAMOOPIaHU3aLINH;

— (popMUPOBaHKE CAMOCTOSITEILHOCTH MBIIIJIEHHS, CIIOCOOHOCTH K CaMOPa3BUTHIO, CAMOCOBEPIIEHCTBOBAHHUIO U cCaMOpealln3allly;



— BBIPA0OTKA HAaBBIKOB 3(PPEKTUBHON caMOCTOATENbHON NMPO(EeCcCHOHAIBHOW TEOPETUYECKOM, MPAKTUYECKOH M y4eOHO-UCCIIe10BaTeIbCKON
JeSATEIbHOCTH.

IToaroroBka k gexkuun. KauectBo 0cBOeHUs COJEpKaHHUsI KOHKPETHOM TUCLMILIMHBI MPSMO 3aBUCUT OT TOT'0, HACKOJBKO CTYJEHT cam, 0e3
BHEIIIHETO NMPHUHYXIEHUS (HOpMHUpPYET y ceOsi YCTAaHOBKY Ha TOJYYEHHE HA JIGKIUSAX HOBBIX 3HAHUH, JOMOJIHSIOMMX YK€ MMEIOMIMECS 10 JTAaHHON
JUCLMILINHE. BpeMs Ha NOArOTOBKY CTYICHTOB K JBYX4aCcOBOM JIEKIIMK 110 HOPMATHUBaM cocTasisieT He MeHee 0,2 Jaca.

IloaroroBka Kk NMpakTH4YecKOMY 3aHATHIO. [[OAroTOBKA K NPAKTUYECKOMY 3aHATHUIO BKIIIOYACT CIEAYIOLIUE JIEMEHTBI CaMOCTOSTEIbHOU
JESATEIIBHOCTH: YETKOE IPEICTaBICHHUE LN U 3a7ad €ro IPOBEICHUS; BbIICICHUE HABBIKOB YMCTBEHHOM, aHAJIMTUYECKON, HAYYHOU JEATEIIBHOCTH,
KOTOpbIE CTAaHYT pPE3yJbTaTOM IMpelCTosAneld paboThl. BripaboTka HABBIKOB OCYIIECTBIISIETCS C TOMOIIBIO MOJY4YeHHS HOBOW HHGpopManuu o0
M3y4aeMBbIX IIPOLECCaxX U C IIOMOILBIO 3HAHUS O TOM, B KaKOM CTENIEHU B IaHHOE BpEMs CTYICHT BJIaJCET METOJaMU MCCIIEA0BATENbCKON NEATEIBHOCTH,
KOTOPBIMU OH CTaHET I10JIb30BAThCS HA IPAKTUYECKOM 3aHsTUU. [IoAroTOBKa K MPaKTUYECKOMY 3aHSATHIO HEPEIKO TpedyeT 1oioopa MaTepuana, JaHHbIX
U CHEeMAIbHBIX HCTOYHUKOB, C KOTOPBIMU MPEJICTOUT yueOHas paboTa. CTyA€HTHI JOJIKHBI JOMa MOJITOTOBUTS K 3aHATHIO 3—4 nipuMepa popMyInpoBKU
TEMBl HCCIIEJIOBaHMS, MPEICTABICHHOTO B MOHOTpadusx, HAyYHBIX CTaThsX, OTYETAaX. 3aTeM OHH CaMOCTOSATEIBHO OCYIIECTBISIOT TIOMCK
COOTBETCTBYIOIIUX HCTOYHUKOB, OINPEIENIAIOT AKTyaJlbHOCTh KOHKPETHOI'O MCCJEIOBAHUS NPOLIECCOB M SIBICHUH, BBIICISAIOT OCHOBHBIE CIIOCOOBI
JI0Ka3aTelbCTBA aBTOPAMH HAYYHBIX pabOT IEHHOCTH TOTO, YeM OHHU 3aHUMAIOTCA. B Xoae caMoro mpakTH4eCKOTO 3aHSATHS CTYICHTHI CHayala
IPECTaBIAI0T Hall/IeHHbIE UMU BapUaHThI (POPMYJIMPOBKU aKTYalbHOCTH MCCIIEI0OBAHUsA, 00CYKIaI0T UX U OOOCHOBBIBAIOT CBOE MHEHHE O HAUITYUIlIEM
BapuaHTe. Bpems Ha oAroToBKy K MPaKTUYECKOMY 3aHSATHUIO [0 HOPMATHBaM cocTaBiisieT He MeHee 0,2 yaca.

IToaroroBka k KOHTPO/ILHOM padoTe. KoHTpoabHAs paboTa Ha3HAYAETCs [TOCIIe U3YUYEHUS ONPeAETICHHOr0 pa3ieia (pa3enoB) IUCIHUILIMHBI U
npezcTaBisieT co00i COBOKYITHOCTh Pa3BEPHYTHIX MHUCbMEHHBIX OTBETOB CTY/ICHTOB Ha BOIPOCHI, KOTOPBIE OHM 3apaHee MOTYYaroT OT MPEnoaBaTes.
CamocrosTenbHas MOJATOTOBKA K KOHTPOJBHOM paboTe BKIIOYAET B ceOs: — M3y4YeHHE KOHCIEKTOB JIEKLMH, pacKpbIBAIOIIMX MaTepuaj, 3HaHHe
KOTOpOT'O IMPOBEPSIETCS] KOHTPOJIbHON paboToil; MOBTOpEeHUE yueOHOro MaTepuaia, MOJyUYEHHOro MpHU MOATOTOBKE K CEMHUHAPCKUM, MPAKTHUYECKUM
3aHATUSAM U BO BPEMs UX INPOBEACHUS; U3yUYEHUE NONOJIHUTEIBHON JINTEPATYphl, B KOTOPOH KOHKPETU3UPYETCA COACPIKAHUE IPOBEPSAEMBIX 3HAHMIA,
COCTaBJICHHE B MBICIEHHOW (popMe OTBETOB Ha MOCTaBJICHHBIE B KOHTPOJBHON paboTe BOMPOCHI; (POPMUPOBAHUE MCUXOJOTUYECKOW YCTAaHOBKH Ha
yCIIEIIHOE BBITIOJIHEHUE BCEX 3a/laHui. Bpemst Ha MOAroToBKY K KOHTPOJIBHON paboTe 1o HOpMaTHBAaM COCTaBIISET 2 Yaca.

IToaroroBka k 3xk3ameny. CaMocTosiTEIbHAS IOJITOTOBKA K AK3aMEHY CXO0a C OJATOTOBKOM K 3a4eTy, 0COOEHHO eClIH OH AU PepeHInPOBAHHBIH.
Ho o6bem yueGHOrO MaTepuaia, KOTOPbIil Hy’KHO BOCCTAHOBHUTh B IAMSTU K 9K3aMEeHY, BHOBb OCMBICIUTh M MOHATh, 3HAUUTENILHO OOJIBIIE, T03TOMY
TpeOyeTcst 0oJblIe BpEMEHU M YMCTBEHHBIX YCinid. BaskHo chopMupoBaTh 11€710CTHOE MPEACTABICHUE O COJAEPKAaHUM OTBETA Ha KaXKJIbIil BOIIPOC, 4TO
IperonaraeT 3HaHue pa3HbIX HAyYHBIX TPAKTOBOK CYITHOCTH TOTO MJIM MHOTO SIBJICHUS, ITpoIiecca, YMEHHE pacKpbiBaTh (DaKTOPHI, ONPEENIONINe nX
IPOTUBOPEUMBOCTb, 3HAHWE HMMEH Y4YEHBIX, M3y4aBIIUX OOCyxkaaemyio mnpobOiemy. HeoOxomumo Taxke npuBecTH HH(GOPMALMIO O MaTepuaiax
SMIIMPUYECKUX UCCIIEJOBAHUM, YTO YKa3bIBAECT HA BCECTOPOHHIOKO IIOJArOTOBKY CTYJI€HTa K 9K3aMeHy. BpeMs Ha TOATOTOBKY K DK3aMEHY 110 HOpMaTUBaM
cocTaBsieT 36 9acoB 1 OaKaJaBpOB.

B ®BI'OY BO «UI'Y» opranuzainusi caMOCTOATENbHOM padoThl CTYJIEHTOB periameHtupyerca IlojoxeHneM O caMOCTOSTENbHON paboTe
CTYJEHTOB, PUHATHIM Y4eHbIM coBeToM UI'Y 22 utons 2012 r.

4.5. TIPUMEPHASI TEMATUKA KYPCOBBIX PABOT (ITPOEKTOB)



«He mpemycMoTpeHo».



YYEBHO-METOJIMUYECKOE U UH®OPMAILIMOHHOE OBECIIEYEHUE
JUCHUILIMHBL (MOIY.JI5T)

a) nepevyeHb JUTEPATYPbI

1. Bsenenue B kpunrorpaduto [Tekcr] : nayunoe uznanue / pen. B. B. Smenko. - 4-e u3a., norm. -
M. : U3n-Bo MIITHMO, 2012. - 347 c. ; 22 cm. - And. ykas.: ¢. 341-347. - ISBN 978-5-4439-
0026-1

2. Psb6en JI.B. 3amaunuk-npakTHKyM 10 kpuntorpaduu: yued. nocodue / JI.B. Psaden. — UpkyTck
: U3n-Bo Boct-Cub. roc. akan. oopas., 2013. — 76 c. — ISBN: 978-5-85827-864-1 (30 3k3.)

3. OcHoBbI kpunitorpaduu : yued. mocodue st crya. By30B / A. I1. Andepos [u ap.]. - 3-¢ u3.,
ucnp. u gon. - M. : I'emuoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 3k3.)

4. Uwmopa A. JI. OcuoBsl kpuntorpadun: yued.mocodue / A.JI. Umopa — M.: 'ennoc APB, 2001. —
244 c. — ISBN 5854380374 (513x3.)+

5. Kammpckas, E. H. Kpunrorpaduueckue cucremsr : yueobnoe nocodbue / E. H. Kammpckas, A.
I1. Kymnup. — Mocksa : PTY MUPDA, 2021. — 66 c. — Tekcr : anekTpoHHbI // JIaHs :
aNeKTpOHHO-OnbOIoTeynas cucrema. — URL: https://e.lanbook.com/book/182424.— Pexum
JOCTYTIA: JJIsl aBTOPH3. TI0JIb30BATEIICH.

6. IHanprun B.®. 3amura komnbroTepHOit HHGopManuu. D HEKTUBHBIE METOIBI U CPEICTBA /
B.®. lanerun. — M.: JIMK-IIpecc. — 2010. — 542 c. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) nepuoauYecKUue N3TAHUS

B) CIIHCOK aBTOPCKHX METOAUYECKHX Pa3padoToK:

JEKUUU 1Mo Kpunrorpaduu, Buieo-iekiuu, pacrnonoxennsie B MOC Domic u Ha caiite
http://cloud.isu.ru/

r) 0a3bl JaHHBIX, HHPOPMAIMOHHO-CIIPABOYHbIE U MONCKOBbIE€ CHCTEMBI

Java Cryptography Architecture (JCA) Reference Guide. URL:
https://docs.oracle.com/en/javal/javase/11/security/java-cryptography-architecture-jca-reference-
guide.html.

MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JTUCHUIIJINHBI

YYEBHO-JJABOPATOPHOE OBOPYJAOBAHHUE:

Jis mpoBeneHUs JIEKIMOHHBIX 3aHATUH HEoOXOoAMMa ayAUTOpUs C IPEe3eHTAMOHHBIM
000pyT0OBaHUEM, JIJIS IPOBEACHUS MMPAKTHUECKUX 3aHITUH HEOOXOAMM KOMITEIOTEPHBIN KITacc Ha 25-
30 paGouux MecT (B 3aBUCHMMOCTH OT YMCJIEHHOCTH Y4eOHOW TpyImmbl), 000Opy/lOBaHHAs JOCKOH,
MPE3EHTAIUOHHON TEXHUKOM.

IMPOI'PAMMHOE OBECITEYEHHE:
1. Kommnekr paspaboruuka mnpuioxenuid Java Platform (JDK) 11, Standard Edition
(pactipocTpaHsieTcs 6ecIIaTHo);
2. WuterpupoBanHas cpena paspabotku NetBeans IDE 12 (pacmpocrtpansiercss OecruiaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);
3. LibreOffice Impress (pacnpocrpansercs 6ecruatao, GNU LGPL v3+, MPL 2.0);
TEXHUYECKHUE U DJIEKTPOHHBIE CPEICTBA:

NOC EDUCA, DOMIC, npe3eHTanimoHHOE 00OpYJAO0BAaHHE, MEPCOHAIBHBIA KOMITBIOTED C

BO3MOXKHOCTBIO JIEMOHCTpAIMH ITpe3eHTauii B popmare pdf.

OBPA3OBATEJIBHBIE TEXHOJIOI'MH

HpI/I peaj3aniui JaHHOT'0 KypcCa UCITOJIB3YIOTCS CICAYIOIMNC 06p330BaTCJILHLIC TCXHOJIOTHH:
TEXHOJIOTHU TPaaAUuIIUOHHOI'O O6yquH$I, HUI'POBBIC TCXHOJIOTMHU, TEXHOJOTUU HpO6J’IeMHOF0
06yquI/I$I, TCXHOJIOTHH 06yLICHI/IH B COTPYAHHUUYCCTBC, TCXHOJOIMH KOHTCKCTHOI'O OGy‘lCHI/IH,
HHTCPAKTUBHBIC TEXHOJOTUH, TEXHOJIOTHU JUCTAHIIMOHHOT'O O6y’~I€HI/I5I, AKTUBHBIC ITI€Jaroru4cCKue
TCXHOJIOTHH.



OIEHOYHBIE MATEPHUAJIBI JUIA TEKYIIEI'O KOHTPOJIAA U
MPOMEXYTOYHOM ATTECTAIIUM

8.1. OHEHOYHBIE MATEPHUAJIBI AJIS1 BXOJHOI'O KOHTPOJIA
He npenycmorpeno
8.2. OHEHOYHBIE MATEPUAJIBI TEKYHIEI'O KOHTPOJIA
Tectol Ha cTpanuie kypca B MOC Domic B cootBercTBuu ¢ 11. 4.1.
8.3. OHEHOYHBIE MATEPHUAJIBI IPOMEXKXYTOYHOI'O KOHTPOJIA

MaTepnanm AJIS IPOBEACHUS TCKYHIET0 U IIPOMEKYTOYHOI'O KOHTPOJIH 3HAHMH CTYACHTOB:

bl Bua koHTpoan Koutponaupyembie KouTposnupyembie
TeMbl (pa3/ieibl) KOMIleTeHIun/
HHAMKATOPBI

1 2 3 4

1 KoHTpouts B BHIIE TECTOB I1K-3, TIK-4
PaznoypoBHeBbIe 3aJjaHus Paznen 1
71a00pPaTOPHOMY NPAKTUKYMY

2 KoHTpouis B BHIE TECTOB I1K-3, IIK-4
PaznoypoBHeBbIe 3aJaHus Paznen 2
1abopaTopHOMY MPAKTUKYMY

3 KoHuTpoibHbIe paboThI I1K-3, IIK-4
PasnoypoBHeBbIE 3a1aHUs K | Paznmen 3
1a00paTopHOMY MPAKTUKYMY

4 DK3aMeH ITpomeskyTouHas I1K-3, T1IK-4

aTTecTalus

HpI/IMepr OLCHOYHBIX CPEACTB TCKYILIECIr0o KOHTPOJIsA

JleMOHCTpPallMOHHBIH TecT K pa3aeiay ObecneyeHne HeJ0CTHOCTH COOOIEHUH

Bonpoc 1 [Ipennonoxum, uro cucrema MAC (S,V) ucnonb3yercs As 3alUThl (ailios B
daiinoBoii cucreme kommneiotepa. K kaxknomy ¢ainy 1o0aBiseTcs CrielHalibHbINA tag. AIropuT™ S
B CBOEH paboTe NCIOJb3YET TONbKO cofepxkumMoe (aitna. [l kakux atak nmonooOHas cucrema MAC
ABIISIETCS YSI3BUMOM?

BapuanTts! 0TBETOB

BrInonHUTE KOHKaTEHALMIO IBYX (DailyioB B cCTEME U CO3/1aTh TPETHUH.

VY panute nocienHuil 6aift B daitne.

W3menuTs Bpems Mmoaudukanuu ¢aina.

[TomensaTh MecTamu ABa (aiina B ¢ailioBoit cucreme.

JloGaBUTH HOBBIE TaHHBIE B (haid.

Bomnpoc 2 ITycts cuctema MAC (S,V) sBasiercst 6ezonacHoii. Cuctema omnpeneneHa Haj
npoctparctBoM (K,M,T), rne M={0,1}n u T={0,1}128. Kakue 13 npeagoxKeHHbIX HIKE
KOHCTPYKLUH sBIst0TCS 6e30macHpiMu MAC?

Bapuants! oTBeTOB

S'(k,m)=S(k,m) n V'(k,m,t)={V(k,m,t),1,m=0n;otherwise

S'(k,m)=S(k,m|lm) u V'(k,m,t)=V(k,m|Im,t)

S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,t[|0)orV(k,m,tl[1)]

S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]

S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise



Bormpoc 3 Cxema Beruucienus koaos ayrentudukaiuu coodienniit ECBC-MAC ucnonb3yet
(UKCUPOBAHHBIN BEKTOP MHUIMATN3ANNH (B JIGKIIMH UCTIOIB30BAJICS HYJIEBOW BEKTOD).
[Tpenmnonoxum, 4To BMECTO (PUKCHPOBAHHOTO, AJISl KAXKIOTO COOOIIEHUS NCTIONB3YETCS CITydalHbIii
BekTop 1V 1 aToT BekTop nobasmnsiercs k tag. Jpyrumu cnosamu, S(k,m)=(r,ECBCr(k,m)), rae r 3o
ciyvainbii [V. AnropuT™ npoBepku 1o Kiarody k, coodmennro m u tery (1,t) Beimaet 1 ("yes"),
ecmu t=ECBCr(k,m).

Takas cxema noctpoenust MAC sBiisieTcst HeOe30macHOW. ATaKYIOIIMN MOXKET TOJY4YHTh TerT (T,t)
JUTSL COOOIIICHHSI M, COCTOSIIETO U3 0JTHOTO OJ0Ka. Tenepb OH CIIOCOOEH CKOHCTPYHUPOBATH HOBBIM
TEr JJIsl HOBOTO COOOIIEHUS. YKaKUTE Iapy Ter, COOOIIEeHHE, KOTOPYIO MOXKET CKOHCTPYHUPOBATh
aTaKyIOLIHM.

BapuanTtsl oTBeTOB

Ter (m@t,t) sBRsSETCS MPaBUIBLHBIM I coodmmeHus m1n.

Ter (r@t,r) siBiIsICTCS MPABUIBHBIM JIJIsI COOOIIIEHUS M.

Ter (r@t,m) siBiIIeTCS MIPABWIBHBIM JIJIs1 cO00meHus On.

Ter (r@ 1n,t) sBAseTCS MpaBUIBLHBIM 111 cooOmIeHus m1n.

Bompoc 4 Anuca HamepeBaeTcs OpraHu30BaTh IMMPOKOBEIIATEIBHYIO OTIIPABKY COOOIIECHHM ISt
6 monyudareneii B1,...,B6. CekpeTHOCTh cOOOIICHHIT HE Ba)KHAa, Ba)KHA IIEIOCTHOCTD U
ayTeHTUIHOCTh. Kak /bl M3 momydareneit 1oJpKeH ObITh YBEPEH, YTO COOOIIEHUE TIOTYYEHO OT
AJNCHI.

s cBoeit 3anaun Anuca pemmna ucnoisib3oate MAC. Ipennonoxum, uro Anuca u 6
noJib30Baresei padboTtaroT ¢ oguuM o01muM KirodoM k. Toraa kaxasnii u3 Bl,...,B6 npu nonyuenun
COOOIIIEHUSI MOKET MPOBEPUTH MPaBUIILHOCTH Tera. Ho aTa cxema Hebe3omnacHa, T.K., HApuMep,
noJsib3oBaresb Bl MoxkeT co3aarh coollieHne, NpUKpenuTh K HeMy TeT, OJTyYeHHBIH Ha Kirode K u
OTHPaBUTH B ceTh. [Ipu 3TOM, nosib3oBaTenu B2,...,B6 OyayT yBepeHsbI, 4TO COOOIIEHHE MTOTYyUYEHO
OT AJIUCHI.

Bwmecto sToro, Anuca crenepupoBaiia 4 cexkpetHbix kiroua S={kl,...,k4}. Kaxnomy
nonb3oBarenio Bi oHa mepenana moaMHokecTBO Kitoueit SiES. Teneps Amuca npu nepenade
COOOIIIEHUS TTPUKIIAIBIBACT K HEMY UETHIPE Tera, KaX bl U3 KOTOPBIX MOJTYYEH Ha OJTHOM U3
yeTbIpex kimoueld. Korna mons3zoBatens Bi momydaer coobiieHne oH mpoBepsieT TONbKO T€ Teru
COOOIIEHUS, AJIT KOTOPBIX Y HETO €CTh KITIOYH.

Bri6epute npaBuiibHBINA CI0CO0, KOTOPBIM AJTHICAa MOXKET PacTpeieTUTh ClIydaifHble KIIFOUH TakK,
4yTOOBI HUKTO U3 MOJIH30BaTENCH HE CMOT OBl CO3/1aBaTh COOOIIEHHUS JIJIsl APYTHX MOJIb30BaTEICH
MPaBUJIbHBIE COOOIICHUSI OT UMEHU AJHCHI

BapuaHTbl 0TBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bonpoc 5 Myctb H:M->T cTonKasa K Konnmsmam xew ¢yHKUMA. Kakasa ns cneayowmnii pyHKUNM
TaKXe byaeT CTOMKOM K KONAN3nAM.

Bapuante! oTBeTOB

H'(m)=H(mIO,...,|m|-2])

H'(m)=H(m)lIH(m)

H'(m)=H(H(m))

H/(m)=H(m)@Hm&1jm|)
H'(m)=H(m)[0,...,31]

H'(m)=H(|m|), rae |m| ectb anuHa cooOmeHust m
H'(m)=H(m|Im)

H'(m)=H(m]|0)



H'(m)=H(m)®H(m)

JlabopaTopnasi paGora k pa3neay CummerpuuHoe mudposanue. lllnpposanue AES

Mg paboThI ¢ alrOpUTMaMH U MPOTOKOJIaMu K poBaHus OyaeM UCIOb30BaTh CTaHAapTHBINA API
JCA, conepxammiics B JDK 1.6. IlpuBeienHbIe HIDKE KIIACChl M MPUMEPHI OyayT paboTaTh Kak co
cTaHJapTHBHIM Kpunromnpoaiiaepom JCE, Tak u ¢ 1100BIM APYTUM KPUIITOIPOBAKIEPOM,
MOIJICP)KUBAIOIIUM peann3oBaHHbli B Java API (manmpumep, Bouncy Castle).

[Tpu mmdpoBaHur JAHHBIX yIpaBIECHUE KIIOYaMU MOKET MPOUCXOAUTD ABYMsI CIIOCOOaMMU:
mudpoBaHue HA CITydaitHOM KIIoue, IH(PpPOBaHUE HA N3BECTHOM KIIIOYE.

PaccmoTtpum nporenypy CMMMETpUYHOTO MKU(PpOBaHUS Ha ciaydaitHoM kitode. Kitou co3naercs
o0bekToM Kinacca KeyGenerator u3 nmakera javax.crypto. Jist co3ganust reHepaTopa Hy>KHO
BOCIIOJIb30BaThCS CHEHATBLHBIM METOJI0M

KeyGenerator kg = KeyGenerator.getinstance("DES");

I/ie apryMEHTOM METO/Ia BBICTYMAET UMs aITOPUTMA, JIJIsl KOTOPOTO IPOUCXOAUT FeHepaus Kirda
(B man"oMm ciydae DES). Cnucok A0CTynHBIX anropuTMoB 371¢eck. [lociie co3nanus reaeparopa
HE0O0XO0IMMO HCIOJIb30BaTh METO/T init() A ero MHUIMAIu3auu 1 Metoa generateKey() — s
CO3/1aHHUS KJItOYa.

Hanpumep, cneayromuii ko1 co3aaeTt Kito4 mudpoBaHus HA OCHOBAHUU OE€30MIaCHOT0 TeHepaTopa
cily4aiHbIX ymcen A anroputma AES:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu ucnosnb30BaHUM B KAYECTBE KJIFOYA FOTOBOM MTOCIIE0BATEILHOCTU OAMT HYKHO
BOCIOJIb30BaThCs KiaccoM SecretKeySpec u3 makera javax.crypto.spec. Kirou co3gaercs yepes
napaMeTpbl KOHCTPYKTOPa, B KOTOPBIX YKa3bIBa€TCsl MacCUB OalT, COAEpKAIIUX KIH0Y, U AJITOPUTM
mmdpoBanus. Hampumep, creayrommii Koa reHepupyeT kitou st anroputma AES Ha ocHOBe
CTPOKHM M3 IIeCTHAAIATH CuMBOJIOB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcss OCHOBHBIM /17151 paOOThI € aIrOpUTMaMu MHU(PPOBAHUS U PACIIOIOKEH B
nakeTe javax.crypto. TOT Kjacc Mpe0CTaBIseT BOZMOKHOCTh pabOThI KaK C aJrOpUTMaMu
mUppoBaHus, TaK U ¢ peKUMaMU padoThI U(POB, CXEMAMHU JJOTIOJIHEHUS coo0ImeHuil. B
3aBHCHUMOCTH OT ITapaMeTpOB MHULIMAIN3ALUH, 00BEeKT Kitacca Cipher MoxxeT paboTaTh Kak B
pexxuMe muppPOBaHUs, TAK U B PEKUME paclim(ppoBaHus, C CHMMETPHYHBIMU I aCHMMETPHYHBIMU
QITOPUTMaMH.

Jlns co3nanust HOBOro 0ObeKTa Kitacca ClieyeT BOCIOIb30BaThCs CIEIMATIbHBIM METOJIOM:

Cipher ¢ = Cipher.getinstance(algorithm)

rie algorithm mpencTaisier co00i CTPOKY BHIA: AITOPUTM MIH(DPOBAHUS\PEKUM
paboTHI\AITOPUTM JIOTIOTHEHHUS

ViMeHa HOCTYIHBIX arOPUTMOB IM(POBAHUS U UX HACTPOWKU NPOMHMCAHBI B cTaHAapTe Java, U,
0OBIYHO, OHU COBIAJAIOT C OOIICTTPUHATHIMUA 0003HAYSHUSIMHU. J{J1s1 TOTIOJTHEHUST COOOIICHUH, B
OCHOBHOM, HCIIOJIb3YIOTCA JBa cTranaapra: NoPadding — ans mmdpoBanus 6€3 10N0THEHHS
coobuienus (Harpumep, 1 pexuma mudposanus CTR) u PKCS5Padding — nnst nononneHus
coo0011IeHus 10 pa3Mepa, KpaTHOTO pazMepy 0J10Ka HCIOIb3yeMOro airopuTMa (Harpumep, A
pexxuma CBC).

Jis peanu3anuy mpoueayphl MUppOBaHHUS TEKCTHI TOJKHBI OBITh TIPECTABICHHI B BUIEC MAaCCHBA
6aiit. OnumeM mudpoBaHue COOOIIECHHS IO LIaram:

Coznanne oowekTa Cipher ¢ ucmons3oBannem metona getlnstance.

WNuumanuzanus oobekra Cipher ¢ moMornibio Metofa init() 1y1s mudpoBaHus UITU
pacumndpoBaHusi. DTOT METO/ IPUHUMAET Ha BXOJ JIBa 00s3aTeNbHBIX TapaMeTpa U OJIUH
HeoOs13aTenbHbIN mapametp. [lepBblif mapameTp yka3bIBaeT peskuM paboThl allrOpUTMA!

Cipher. ENCRYPT MODE unu Cipher. DECRYPT MODE. Bropoii napamerp — Kitou



mdpoBanus. Tum kiroya 3aBUCUT OT UCHOJIb3yEMOro aroputma mudposanus. TpeTbum
napaMeTpoM YKa3bIBaeTCsl BEKTOP MHUIMAIM3AIMY allropuT™Ma: 00beKT Kinacca [vParameterSpec.
[ndpoBanue wim pacmmdppoBaHUe MPOU3BOAUTC MeTogamMu update() 11 paboThI ¢ COOOIICHUEM
B pekrMe TIoToKa (00paboTtka coobmienws mo yactsim) u doFinal() mist 06paboTku cooOeHUS
MOJIHOCTBIO.

Hwxe npusenen npumep mmdposanus coobmenust OpenText mmdpom AES B pexxume CBC Ha
CIIy4aifHOM KJIF0Y€ U CIIy4ailiHOM BEKTOpPE MHUIMAIU3ALIUN:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);

Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding");

c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(1V));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tax kax MaccuB OalT HEBO3MOYKHO BBIBECTH B TEKCTOBBIN (Paiiyl, TO pe3yabTaT MuGPOBAHHS HYKHO
3aKOMpPOBaTh MO0 B IIECTHaAAaTepuyHOM (hopmare, 6o B popmare Base64.

Pa6ora ¢ popmaTom Base64 B Java obecrieunBaetcs nByms kinaccamu BASE64Encoder n
BASE64Decoder 3 nakera sun.misc. {151 BeIoIHEHUs TPe0Opa30BaHUN UCTIOIB3YIOTCS METOIBI
encode u decodeBuffer cooTBeTCTBYIOMNX KIIACCOB.

[To mony4eHHBIM MapaMeTpaM BHIMOIHUTH paciindpoBaHue 3aaHHOTO mudp-TexcTa. Mexoaupiii
OTKPBITHIN TeKCT 3amudposan anroputMoM AES B pexxume CBC. B BapuanTe conepxurcs mmdp-
TEKCT, BEKTOp MHUIIMAIM3AINHY, KITI0Y muppoBanus. Bee gannbie npeacraBieHsl B popmare
BASE64. Tpebyetcst pactmdpoBaTh mudp-TeKCT.

1. PactummdpoBanue Hy»KHO IPOBOAMTH IO CIEAYIOIICH cxeme:

2. PackogupoBath Ki1t04, BEKTOp MHULMATU3AUHN U I p-TekeT u3 popmara BASE64 B
MOCJIEI0BATEIbHOCTH OAMT.

3. C ucnons3oBanreM o0bekTa kiacca SecretKeySpec mo mocnegoBatenbHOCTH OalT KiTroua

co3zaTh 00BEKT Kinacca SecretKey.
4. Coznarb 00bekT kitacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

S. [Tpy nHMuManu3anuu mudpa Tpedyercs NOJKIIYNTh BEKTOP HHULMATIN3AIMHU C TTOMOIIIBIO
o0bekTa kiacca [vParameterSpec.
6. BeimonuuTk pacmmdpoBanue mmdp-Tekcra.

B pesynbrare pacmmdpoBanus H0KEH MOTYYUTHCS MAaCCUB 0ailT, KOTOPHIA B KoaupoBke ASCII
MO>KHO HHTEPIIPETUPOBATH KaK OCMBICIEHHBIN TeKCT. [[71s1 mpeoOpa3zoBaHus MaccuBa OaiiT B CTPOKY
MO>KHO BOCIIOJIb30BaThCsI KOHCTPYKTOPOM Kitacca String.

JlabopaTopHasi padoTa K pa3aesy AJITOPUTMBI ¢ OTKPBITHIM KJIIO40M. ATaka Ha RSA npu
HCIO0JIb30BAHMH 3AKPBITOr0 KJIK04a

Hanet uncna $N$ u $e$, bopmupyromue oTkpwITHIH Kito4u nipeodpazoBanus RSA. M3BecTHO, 4TO
3Ha4YEHHE 3aKPHITOTo Kiroua $d$ Mao (310 MOKHO MPEITOIOKUTE HCXOAS U3 3HAYCHUS KITI0Ya
$e$). C ucronp3oBaHreM MOIXOIANIMX APOOEH TpeOyeTCs MOMyduTh 3HaYeHHE Kiroua $d$, u 3arem
Ha OCHOBE €r0 3HaUCHHS PEIINTh 3a1auy (pakTopusanuu s yncia SNS.

Brrunciienne 3aKpeITOro Kirova

N3BectHo, uto nipu $d<\frac{\sqrt[4]{N}} {3}$ Bemonnsercs coornomenne $$ \left\frac{e}{N}-
\frac{k}{dHright|<\frac{1}{2d"2}. $$

Taxum 00pa3oM, 7151 HAX0XKJIEHHS 3aKPHITOTO KJIF0Ya MOKHO BOCIIOJIb30BATHCS MOAXOIAIIUMU
JPOOSIMH COTJIACHO aTOPUTMY:

[pencraButh npods $\frac{e} {N}$ B Buae nennoii 1podw.

st HaliieHHOM LIETTHOM APOOH TTOCTPOUTH MOCIEA0BATEIIBHOCTD MOAXOSIINX TPOOEH.



Haumnas ¢ HEeKOTOPOro HOMepa 3HAMEHATEITh MOAXOASIICH IPOOU MOKHO PacCCMaTPUBATh B
Ka4yeCTBE KaHIUaTa Ha 3aKPhIThIA KiTtod $d$.

JIi1st KaXKI0T0 KaHauaTa MpOBEPUTh YCIOBHE KOPPEKTHOCTH 3aKPhITOro Kiroya. CormacHo
OIPEJICIICHUIO OTKPBITOTO M 3aKPBITOrO KITFOUeH JJIst J1000ro coobmienust $m$ nomkHo
BBIIIOJIHATECS cooTHomeHne $$m” {ed} \equiv m (N)$3$.

3HaMEHATEb MOAXO/AIICH APOOH, yIOBICTBOPSIOIINIA YCIOBUIO KOPPEKTHOCTH MOXKHO
paccMarpuBaTh B Ka4eCTBE 3aKPHITOTO KiIto4ua npeodpasoBanus RSA.

dakTopU3aIUs MOIYJIS IPH H3BECTHOM 3aKPBITOM KITFOUE

[Tycth uzBectHbl MOAYIb NS, OTKpBITHIN Kit04 $€$ 1 3akpbIThiil Kitoy $d$, monyueHHbIH Ha
HPEIBIYIIEM IIare.

Bo3bmeM npousBosbHOe ynciio $x$. O6o3naunm 3a Sy 1 = x"{\frac{ed-1} {2} }$ (310 Bo3moxkHO,
nockosbky $ed$ ato HeuerHoe uncio). Torma $8y 172\equiv 1 (N).$$ Unaue $$(y_1-
1)(y_1+1)\equivO(N).$$ Bo3moxHBI ClieayrOIIUe BapUaHTHI:

Eciu $y 1=18$. Eciu $\frac{ed-1}{2}$ — umcio gernoe, To BBemem $y 2 = x"{\frac{ed-1} {4} }$ u
npoananusupyeM 3Hauenue $y 28 (Bce paccyxaenus crpasemaubbl i $y 23). Muaue
notpedyercst BBIOpaTh Ipyroe ocHoBaHue $x$.

Ecmu $y 1=-18. To nmotpedyercst BBIOpaTh ipyroe ocHoBaHue $x8$.

Ecau $y 18 ectb uncino ornuunoe ot $18$ u $-18, To Torna nenurens yncna $N§ Beramcnsercs no
dopmyne:$$p=HO/I(y 1-1,N).$$

JlabopaTopHasi padoTa K pa3aesry AJITOPUTMBI ¢ OTKPBITHIM KJI0O40M. IludpoBanue ¢
HCNoJb30BaHueM OubauoTekun OpenSSL

Mexanusm mudpoBaHus COOOIICHUMA

Llenb JaHHOTO 33aJaHKS 3aKITFOYAETCS B 03HAKOMJICHHH C OCHOBHBIMU BO3MOKHOCTSIMU
kpunrorpaduueckoit 6udnmoreku OpenSSL. bubanoreka, B OCHOBHOM, IpeiHAa3HAYEHA /IS
OpraHu3aIliy B3aMMOICHCTBHSI HA OCHOBE HH(PPACTPYKTYPBI OTKPHITHIX Kitoueld. Ho B mocneannx
Bepcusx OMOIMOTEKH peann3oBaHa (PyHKIIMOHAIBHOCTh 10 CHMMETPUYHOMY IIU(BPOBAHHIO
coob1eHuil. bubnmoreka paboTaeT U3 KOMaH/IHOM CTPOKH B TAKETHOM PEKUME.

Bepcuu 6ubmmorek: openssl-1.0.2-i386-win32.zip, openssl-1.0.2-x64_86-win64.zip

Tpebyercst creHepupoBaTh CIy4alHbIN KiIt04Y IHPpoBaHus, 3amu@poBaTh anroputMoM AES
HEKOTOPBI OTKPBITHIM TEKCT U MepeaTh Koy mudpoBaHus yepe3 npeodpasoBanue RSA ¢
MOMOIIBIO AITOPUTMA MU(GPOBAHKS CEAHCOBOTO KITF0YA U 3aIlM(POBAaHHOE COOOIIEHHE Ha
IPOBEPKY MPEnoaBaTeiio.

Yacts 1. llIndposanue coodmeHms

C nomorsto OpenSSL zanmpyiite coobienue. lndppoBanne HyKHO TPOBOAUTH IO CIIEAYIOLIEH
cXeme:

Bribepure HekoTopoe cooO1ieHue (coeprxaliee B TOM YKCIe HOMEp 3a4€THOW KHUKKH) U
nomectute ero B Qaitsi. Coob1ieHne MokeT ObITh JIF000r0 pa3yMHOTr0 pa3Mepa U JOHKHO YATAThCS
0€3 UCIOIb30BaHMs CHIEUATbHBIX IPOTPAMM.

Crenepupyiite ¢ momoIbio koMauael openssl rand (doc) cirygaitHbIi K1F04 HEOOXOIUMOM IS
anroput™a AES-128-CBC nmHbI 1 coxpaHUTe ero B (paiii B mecTHaaAaTepuaHOM hopMmaTe .
CreHepupyiTe ¢ TOMOIIBIO KOMaH bl openssl rand BeKTOp WHULIMATTU3AINA HEOOXOIUMOM IS
anroput™a AES-128-CBC mymHbI 1 coxpaHuTe ero B (haiisl B mecTHa aTepuuHoM opmare.

C momorrsio koMau bl openssl enc (doc) 3ammdpyiite anropurmom AES-128-CBC daii ¢
OTKPBITBIM TEKCTOM Ha CT€HEPHUPOBAaHHBIX paHee KiItoue U BekTope nHunuanu3anuu. NB! Ipu
mm(pOBaHUH CIIETyeT UCTIONB30BaTh IMEHHO KITF0Y MIM(POBaHUSs, a HE MapoJib.

Coxpanute K104 UGPOBAHUS U BEKTOP MHUIMATIU3AIMH B OJTHOM (aiisie B IByX pa3HbIX CTPOKax
0€3 TOTIOTHUTENTFHBIX KOMMEHTAPHEB.

Yacts 2. CamocTosTenbHOE MU(pPOBaHUE KIF0Ya CUMMETPUYHOTO MH(POBAHUS

B sT0i1 yactu naboparopHoii morpedyercs co3aarh coocTBeHHYI0 napy RSA-kitoueit u npoiitu ode
¢a3el anropuT™a mMUGPOBaHUS CHMMETPHUYHOTO KITto4ya. PaboTaTe MOYXKHO 1O ClIeAyIOLIeH cXxeMme:



C momormisio koMaH bl openssl genrsa (doc) crenepupyiite 3akpoiThiii RSA-kimtou. J[nnHa kirroua
JOJKHA coCTaBIATh 2048 6ut. [t Gosbieii HageKHOCTH KITF0Y MOXKHO 3alIu(poBaTh MapoJieM.
C nmomoripio koMaH bl openssl rsa (doc) creHepupyiTe OTKpBITHIN RSA-KiTr04.

Ha otkpeitom RSA-kimroue ¢ momomisto openssl rsautl (doc) sammudpyiite daiin ¢ kiodoM u
BEKTOPOM MHUIHATIN3ALINY.

[TpoBenuTe MPOBEPKY CBOMX JIEHCTBHIA U pacmudpyiite Ha 3aKpbIToM RSA-Kitoue noyueHHbIH Ha
npenplayIeM mare a.

[TpoBepbTe, 4TO pacmmppoBaHUE MPOILIO YCIICHIIHO U B UTOT€ MOIYUYHIICS TOT KE CaMbli KITI0Y
CUMMETPUYHOTO MU POBAHUS.

Pacumdpyiite coobmenue.

Yactp 3. OTnpaBka pe3yJibTaTOB Ha MMPOBEPKY

Jliist oTIipaBKH pe3yIbTaTOB MIM(PPOBAHUS HA MPOBEPKY HEOOXOANMO BBIIOIHUTH CIIETYIOIINE
IEUCTBHUA:

3arpy3ure oTKpbIThI RSA-Kit0u nipenoaaBaress.

Ha 3arpy>keHHOM OTKPBITOM KJII04€ ¢ ToMoIbto openssl rsautl 3amudpyiite daiin ¢ kioyom
CUMMETPHUYHOTO MHU(POBAHMS U BEKTOPOM MHHUIINAIHA3ALINH.

OTtnpaBbTe Ha IPOBEPKY (aiin ¢ 3amudpoBaHHBIM TEKCTOM U (aili ¢ 3amudppoBaHHBIM
cuMMeTpuuHbIM Ki1rodoM. CBou RSA-kimtoun B8 MOC JloMuk 3arpyxath He TpeOyeTcs.
[TpoBepka pesynbpTaTa mudpoBaHus OyIeT IPOBOJUTHCS CIEIYIOIIMMHA KOMaHIaMHU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-chc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

Cnmcok BONPOCOB sl IPOMEKYTOYHOM aTTeCTALNM:

1. OOue npuHIMIIBI Kpuntorpaduu. 3ammra OT HECAaHKIMOHHMPOBAHHOIO JOCTYyIA.
OcHoBHBIE CTIOCOOBI KPHUITTOAHAIN3A MTPOCTHIX M (poB. Mneanbublit mmdp.

2. [ndp Bepunama. Jlemma o teoperudecku croiikoMm mudpe. [loTokoBeie mudpsl.
ATaky Ha TOTOKOBBIE MIUPPHI. [[ByXpa3oBbIii OJIOKHOT.

3. [Tpumepsl noTokoBeIX MmHppPoB. RC4 u ero ys3BUMOCTH.

4. be3onacHoCTh MOTOKOBBIX TeHepaTopoB. CTaTHCTUYECKUN TECT Jid TEeHeparopa.
Kpunrorpaduueckoe ornpeneneHue rnceBaociyyaifHoro reneparopa.

S, [Tpunuun utepuposanus. [loHusaTue nceprocayyaitHoi pyHKINN U ICEBAOCTYYaitHON
nepectanoBku. [lIndp DES. Onucanue ctpyktypsl. Teopema o TpexpayHaoBoit cetu deiictens.

6. [Mudp AES. Onucanue cTpykTypsl U nNpuHUUNbl paOoThl. [lepebopHble aTaku Ha
6s10uHBIE MU(PBI.

1. [Toctpoenne On0YHBIX WHU(GPOB HA OCHOBE IICEBAOCIYYalHBIX TI'€HEPATOPOB.

IudpoBaHre HECKOIBKUX COOOIIEHWH Ha OJHOM KiIroue. ATaka Ha OCHOBE BBIOOPOYHOIO
OTKpbITOro TeKcTa. [Ipumep mudpa HeCTOWKOro K aTake Ha OCHOBE BEIOOPOUHOTO OTKPBITOT'O TEKCTA.

8. Canyuaiinoe mudpoanue. Onnopazosoe mudposanue. Pexxum CBC. Hludposanue c
Ipe/CKa3aHHbIM 3HaueHHeM BekTopa uHuIManu3auuu. CBC st omHopaszoBoro mudpoBaHMs.
Habuska 6mnokoB. Pexum CTR. CpaBuenue pesxxumo CBC u CTR. Pexxum OFB.

9. Kogsl ayrenTudukanuu cooduiennii. [locrpoenne ko1oB ayTeHTH(PUKAUU OOJIBIITNX
coobmenuit. Koncrpykunu CBC-MAC u NMAC. Hx »sddextuBHOCTh. (Cxema aTaku C
MCIIOJIb30BaHUEM KOJITU3UH.

10. Koncrpykuus HMAC. Iloctpoenue Koa0B ayTeHTU(UKAIUH OONBIINX COOOIIEHU.
MexaHu3Mbl HaOUBKH COOOIIIEHUH.

11. [ToctpoeHne KoMOB ayTEeHTH(UKALUU COOOIIEHHMH M3 CTOMKMX K KOJUTH3USIM
GbyHKIMA. ATaka Ha OCHOBE TapaJ0Kca JTHEH POKICHUM.

12. Konctpykuuss Mepxia-Jlamrapna juist nmoctpoenus xem-¢pyHkiuid. Iloctpoenue
0e30MacHbIX CXKUMAIOMNX QYHKIUI. Xell-pyHKIIMH Ha OCHOBE OJIOUHBIX IIH(PPOB.



13. HeobxoammocTh npuMeHeHus ayTeHTHYHOro mudpoBanus. [ToHsTHE 1ETOCTHOCTH
mudp-Tekcra. ATaka Ha OCHOBE BBIOOPOYHOTrO MMIHU(P-TEKCTa. AyTeHTHUYHOEe IMM(pPOBaHUS Ha
npumMepe nporokosa TLS.

14. Crangapt PKCS1. Ataku Ha RSA. Ataka npu Majiom 3Ha4€HUHU 3aKPbITOrO KIIOYa.

15. 3amaua guckpeTHoro JorapudmupoBanus. Meroa kimoueBoro odOmeHa [(uddu-
Xemana.

16. [IpeoOpazoBanue Dnb-I"amans. [lludpoBanue u cozmanre MOAMUCH COOOIICHUM.

17. Cxema lllamupa pazneneHus cekpera.

18. AnroputMm [lIHOoppa nokazarenbCTBa 3HAHUS.

HpI/IMepr OLHCHOYHBIX CPEACTB AJIA HpOMe)KyTO‘lHOﬁ arrecralmum:

BrimonHenue TecTOB, 1a0OpaTOpPHBIX M JOMAIIHUX 3aJaHUuil B HMH(OPMAIOHHO-
obpasoBarenbHOU cpene naet SO 6ayoB.

Jlnist yCTIenIHo# cliaun SK3aMeHa TpeOyeTcss OCBETHUTH JiBa TEOPETHUECKUX BOMPOCA, KaXKIbIil
u3 kotopbix gaer 20 GawtoB. [locie mpouemypsl BeIOOpa, SK3aMeHyeMOMy IpenocTasisercs 60
MHUHYT JUIsI TIOATOTOBKH OTBETa HAa BhIOpaHHBIC BOMpPOCHL llocie oTBeTa Ha OCHOBHBIE BOIPOCHI
9K3aMEHYEMOMY MOJKET OBITh 33/1aH JIOMIOJHUTENBHBIN BOTIPOC, OolleHHBatomuiics B 10 Gaymios.

Kputepun onieHuBaHMs TEOPETUYECKIX BOIIPOCOB:

20 OayutoB: SK3aMEHYEMbIil CaMOCTOSTENbHO W 0€3 HaBOAALIMX BOIPOCOB OCBETHJ BCE
OCHOBHBIE pa3zeibl BOIIPOCA, BBET HEOOXOAMMBIE OTPEACTICHHS, OIUCAll HEOOXOMMBIE aJrOPUTMBI;
IPUBEIT IPUMEPBI.

10-15 GamnoB: sK3aMeHyeMBbIH, TOCIE 33aJaHHs YTOYHSIOIIUX W HABOJSIIMX BOIPOCOB, B
JIOCTaTOYHO TIOJIHOM CTEIEHU OCBETWJI COJEp)KaHHE BOIPOCA, BBEN OINPEICICHUS, BOBMOXKHO HE
OCBETHJI HEKOTOPHIE IIATH aITOPUTMOB, IIPUBEI IPUMEPBHI.

5 GayuIoB: SK3aMEHYEeMBbIii HE OCBETHIJI BOIIPOC, HO OTBETHJI Ha HABOJIIUE, YTOYHSIOUINE U
JIOTIOJTHUTETIFHBIE BOMPOCH], TPHUBEI OCHOBHBIE OIPENCICHUs, HO HE NPUBEIT HEOOXOJMMBIC
HpUMEPBI.

0 OamyoB: HE OTBETHJI Ha BBIOpAHHBIE UM BOMPOCHI DK3aMEHA M YTOYHSIOIINE BOIPOCHI
HK3aMeHaTopa.

Pa3zpaboruuk:

ENCR

JOLEHT Kadeapsl anredpanueckux U MHGOpMaIMoHHbIX cucteM Psden JI.B.

IIporpamma coctaBinena B coorBeTcTBUM ¢ TpeboBanusMu OI'OC BO mo HampaBieHuro
noarotoBku 09.03.03 «Ilpuknannas uHpopmatuka» (ypoBeHb OakanaBpuaTa), yTBEpPXKICHHBII
nprka3oM MuHucTepcTBa 00pazoBanus U Hayku Poccuiickoit @eneparuu ot «19» centsiOpst 2017 r.
Ne 922, 3apeructpupoBannsbiii B Muntocte Poccun «12» oxtsa6ps 2017 r. Ne 48531 ¢ uzmenenusmu
u gonojHeHusMu ot 26.11.2020 r., 8.02.2021 r.

IIporpamMma paccMOTpeHa Ha 3acefaHHu Kadenpbl AnreGpandeckux U HHGOPMALHOHHBIX
cucrem UMUT UT'Y «24» mapra 2022 . %/

ITpoTtokon Ne 9 3aB. kadenpoii W ITanTenees B.U.

Hacmosuwas npoecpamma, ne modcem Ovimb 80cnpoussedeHa MU 8 Kakou opme 6e3
npeosapumenbHo20 NUCbMEHHO20 paspeulenust Kagheopul-paspabomuuka npocpammsi.



