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1. LIEJIY ¥ 3AIAYH JUCIUATLTAHBI

Hean

O3HaKOMJICHHE CTYACHTOB C OCHOBAMU KpUNTOTpaduu U OCHOBAMHU OOECIICUEHHS 3alUThI
uHpopmanuu, GopMUPOBAHNE PAKTUIESCKUX YMEHHH 1 HABBIKOB ITPH paboTe C KpUNITOrpahuIecKuM
NPUMHUTHBAMHU, (POPMUPOBAHUE KITFOUEBBIX MPODUIHHBIX KOMIIETEHIUH.

3agauu:

- JaTh CIICUaJIbHbIC 3HAaHUA 110 JUCIUIIIINHEC,

- JOCTHYh JIOCTATOYHOTO YPOBHSI 3HAHHM MO KPUNTOTPAPUISCKUM METOAAM OOeCIeueHUs
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- chOopMUPOBATH y CTYJACHTOB MPAKTHUECKUE HABBIKU PA0OTHI CO CPEACTBAMH 00CCIICUCHUS
Kpurnrorpaduaeckoit 6€30MacHOCTH.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

2.1. YyeOHas pucuuiuinHa (MOJYJb) OTHOCHTCS K YacTH MPOrpaMMsbl, (popmupyemon
y4acTHUKaMH 00pa30BaTeIIbHBIX OTHOIICHHA, U M3y4aeTCs Ha TPEThEM Kypce.
2.2. 1nst uzydeHust JaHHOW y4eOHOM TUCIUTUTMHBI (MOTYJIs) HEOOXOAUMBI 3HAHUS, YMEHUS U
HaBBIKK, CGHOPMHUPOBaHHBIE aucHuIuIMHAMU: [IporpamMmmupoBanue, Teopus BEpOSITHOCTEH U
MaTeMaTH4YeCKasl CTaTUCTHKA, J{MCKpeTHass MaTeMaTHKa.
2.3. [lepedeHp MOCHEMYIONIMX YYCOHBIX IUCIMILINH, JJIS KOTOPBIX HEOOXOJHWMBI 3HAHUS,
YMEHUS U HaBBIKH, (POPMHUPYEMBbIC TaHHOW YYeOHOW TUCIIMIUTHHON: BhImycKHas KBaTu(pUKaIIHOHHAS

pabora.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHUSA AU CIUIIJINHBI

[Iporecc ocBOeHUs TUCIUILIMHBI HANpaBlieH Ha (OPMUpPOBAHUE KOMITETCHIIUH (3JIEMCHTOB
cnenyromux kommnereHuit) B cootBeTcTBur ¢ ®I'OC BO mo cooTBeTcTBYyIOLIEMY HalpaBICHUIO

IIOATrOTOBKH.

Ilepeyenn nuIaHNpyeMbIX pe3yJIbTATOB 00y4YeHHs N0 JUCHUILIHHE (MOAYJII0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTH/KCHUSI KOMIIETCHIIUH

MaKeThl IporpamMM, CETCBBLIC
TCXHOJIOTHH.

Nuauxkaropsl
Komnerennus . PesynbTaTnl 00y4yeHus
KOMIeTeH Ui
I1K-3 Cnocobnocts | /K k3.1 3HaeT yCTpOWCTBO COBPEMEHHBIX
JEMOHCTpAaLUH Crnocoben HCIOJIb30BaTh | KpUNTOrpaUUECKUX CTaHIapTOB
oO0I1eHayYHBIX 0a30BbIX | MaTeMaTUYeCKHE 3HAHHUSA B | CHMMETPHUYHBIX U
3HaHUH MaTeMaTH4YecKuX | | MpodeCcCHOHATLHON ACHMMETPUYHBIX CHCTEM,
€CTeCTBEHHBIX  HAyK M | JACATEIbHOCTU MPUKIIAJIHBIX
MH(OPMaLIMOHHBIX KpUNTOrpauuecKux
TEXHOJIOTUH;  CHOCOOHOCTh IIPOTOKOJIOB.
IIPUMEHSATH B YmMmeer AQHAJIM3UPOBATh
npodeccuoHaIbHON COBpPEMEHHbIE
NeSITETTHHOCTH COBPEMEHHBIE KpUNTOTpauuecKre CTaHIapThI
A3BIKA  [IPOrpaMMMPOBAHUS, CUMMETPHYHBIX u
OTIepaIOHHEIE CHCTEMBHI, ACHMMETPUYHBIX CHCTEM,
AIIEKTPOHHBIE OMOTMOTEKH U MPUKJIAIHBIE

KpunTtorpauueckre MpOTOKOJIbI
Ha Hajgu4ue YysA3BUMOCTEH ¢
MIOMOILBIO COBPEMEHHOI0
MaTEMaTHUYECKOT 0 anmnapara.




WK 11x3.3
CnocobeH  MpUMEHSITh B
npodeccroHabHOM

JEeATEIbHOCTH COBPEMEHHBIE
SI3BIKA  TIPOIPaMMMPOBAHUS,
OIIEPaLIMOHHBIE CUCTEMBI
IIAKETBI IIPOTrPaMM U CETEBbIE
TEXHOJIOTUH

3HaeT mNporpaMMHBIE OOBEKTHI,
peanu3yronme
KpUNTOrpaguuecKue CTaHIapThI
CUMMETPHYHOTO u
ACUMMETPUYHOTO MIU(PPOBAHUS
Ymeer OTIpeNeNATh
M0CJIEIOBATEIBHOCTD
MIPUMEHEHUS OMOJIMOTEYHBIX
METO/O0B peanu3aniu
MIPUKIIATHBIX
KpUNTOrpapuuecKux
AITOPUTMOB.

JUIA

I1IK-4 TI'oToBHOCTH K
BKJIFOUEHHIO B
pohecCuOoHATIbHOE
COOOIIIECTBO; CIOCOOHOCTH
MPOBOAWTH TIOJT HAYYHBIM
PYKOBOJICTBOM  JIOKaJIbHbIE
HCCIIEIOBAaHUSI HA OCHOBE
CYLIECTBYIOIIUX METOJOB B
KOHKpPETHOU oOnactu
npodecCHOHAIbHON
JIEATEIbHOCTH

WK ka2

Brnageer TEXHOJIOTUSIMU
MMOJTOTOBKH JOKYMEHTOB B
TOM 4YHCIE€ B 00JIacTaX
MaTEeMaTHKU u
MH(OPMATUKH, B TOM YUCJIE C
WCIIOJIb30BaHUEM CBOOOJIHO-
pacipoCcTpaHseMOro
MPOTrpaMMHOTO 00€eCTIeUeHUs

3HaeT NPUHITUIIBI UCIIOJIE30BAHUS
OMOJIMOTEYHBIX METOIOB u
KpHIITOIIPOBAaAECpOB, B  TOM
quClie cBOOOHO-
pacmpoCcTpaHsIEeMBbIX.

YMeeT NpUMEHSTh MPOTPaMMHBIE
OOBEKTHI W KPHUIITOMPOBANICPHI
JUISL peaTi3aiiiy PUII0KCHU I

Biageer pueMamMu
UCIIOJIb30BAHUS
KpUNTOrpaguuecKux
NPUMHTUBOB TpU  pa3paboTKe

IIPOrPaMMHBIX PEIICHMIA.




4. COAEPKAHUE U CTPYKTYPA JUCIUIIJINHBI

O0beM TUCHUIUIMHBI COCTABIISIET 4 3a4eTHBIX enuHull, 144 Jaca, B TOM 4yuciie 35 4acoB Ha KOHTPOJIb, TPAKTUUYECKAs IMMOATOTOBKA 32
®dopma NpOMEKYTOUHON aTTeCTaluu: 6 CEMECTP - IK3aAMEH.

4.1. CONEPXKAHME JUCIUATLINHBI, CTPYKTYPUPOBAHHOE 110 TEMAM, C YKA3AHUEM BHAJIOB YYEBHBIX 3AHATHI U OTBEJEHHOI'O HA HUX
KOJIMYECTBA AKAJEMHUYECKHUX YACOB

Bujabl yueOHo# padoThl, BKIKOYAs
CaMOCTOSATEJBHYI0 padoTy o0y4yarommuxcs u
TPYA0EeMKOCTh (B Yacax)
DopMbI
KonrakTHas padoTa
Ce TeKylIero
Ne npenoaaBaTesi ¢ 00y MIHMHUCS
/i Pa3aen aucHMIIMHBI/ TEMbI Mec CamocTost KOHTPOJIS
D Cemunapck TeJIbHAsE | YCIEBAeMOCTH
e | (n ne Kontpous | padora +
eKII PAKTHYEC | o onus | KOHTDOIH
KHe
3aHATHSA)

1 | Tema 1. bazoBble MOHATHS KpUNTOrpapuu 6 2 2 0,6 1 2 1ab.

2 | Tema 2. CHMMETPUYHBIE KPUIITOCHCTEMBI 6 2 2 0,6 2 2 1a0.

3 | Tema 3. [ToTouHbIe IHQPEI 6 2 2 0,6 2 2 TeCT

4 | Tema 4. biiounoe mudpoBanue 6 4 4 1,2 3 4 1ab.

5 | Tema 5. Pexxumbl mudpoBaHus 6 4 4 1,2 3 4 TECT

6 | Tema 6. Koxpl ayTeHTHDUKAIIH COOOICHUI 6 2 2 0,6 2 2 1a6.

7 | Tema 7. Xem-pyHkuuu 6 2 2 0,6 2 2 TECT

8 | Tema 8. CranaapTsl ayTeHTUYHOTO MIU(PPOBAHUS 6 4 4 1,6 4 4 1a0.

9 | Tema 9. AnropuT™Mbl 0OMeHa KIIIOYaMH 6 2 2 0,6 2 2 1a0.
10 | Tema 10. Metox kimodyeBoro oomena J{npdu-Xenmana 6 2 2 0,6 3 3 1a0.
11 | Tema 11. [IpeoOpazoBanne RSA 6 2 2 0,6 3 2 1a0.
12 | Tema 12. IIpeobpazoBanue Dnb-I"amans 6 2 2 0,6 3 2 1a0.




Bunsi yueoHoii padoThl, BKJIIOYAs
CaMOCTOSITEJIbHYIO PA00Ty 00y4alOLIUXCs H
TPYAOEMKOCTH (B 4acax)
DopMbI
KonTakTHas pabdora
Ce TeKyllero
Ne npenogaBaTesi ¢ 00y4aouuMHCs
) Pa3zjies 1ucHMNIMHBI/ TeMBbI Mec Camocrosi| KOHTpOJIs
/i p Cemunapck TeJbHAs | YCIeBAeMOCTH
ue
Jlexuuu | (mpakTu4ec Konrpoms | pabora +
1 p o0y4eHusi | KOHTPOJIb
KHe
3aHSTUA)
13 | Tema 13. [IpukiagHble aNTOPUTMBI KpUITOTpadUH 6 2 2 0,6 5 4 1ab.
HTtoro yacon 32 32 10 70
4.2. I[INAH BHEAYJIATOPHOM CAMOCTOSITEJIbHOM PABOTBI OBYYAIOIUXCSI IO AUCIUTIIUHE
CamocTosiTeqbHas patoTa 00y4alommnxcs YueoHo-
MeTOuYecKoe
Cemect Bun Cpoxu 3aTpatsl Ouenovnoe 8
Ha3zBanue pa3nesa, TeMbl obecneueHue
p CaMOCTOSITEJILHO | BHITIOJIHEH |  BpPeMeHH CpeacTBO
N CaMOCTOSITEJIbHO
i padoThI s (uac.) .
i padoThI
1-s YMO pacmonoxeHo
M0JIOBUHA B MOC Domic Ha
6 |CummeTpHUYHBIC ANTOPUTMBI U(POBAHUS YUITUH Kypca + 25 Tect CTpaHHIIE Kypca
IIOATrOTOBKA
K 3K3
1-s YMO pacmnoo->keHo
M0JIOBUHA B MOC Domic Ha
6 |OOecneueHue 1EITOCTHOCTH COOOIICHUM YUJIITUn Kypca + 16 Tect CTpa-HHIIE Kypca
IIOArOoTOBKaA
K OK3
2-51 YMO pacmoio->keHo
II0JIOBUHA KoHTposbHAs B MOC Domic Ha
6  |ANropUTMBI C OTKPBITHIM KIIIOUOM YWITUn Kypca + 29 6 CTpa-HHLE Kypca
IIOAr0OTOBKA pa oTa
K OK3
O06m1ast TPy A0EMKOCTh CAMOCTOSITEILHOM paOOTHI 1O TUCIUIUIMHE (Jac) 70




CamocTtosTesbHasi padoTa 00y4yaronuxcs Y4eOHo-
MeToauYecKoe
Cemect Bun Cpoxku 3aTpaTsl OuenovHoe
Hazpanue pa3snesa, TeMbl obecneyenue
p CaAMOCTOSITEJILHO | BHITIOJTHEH | BpeMeHH cpelacTBo
N CaMOCTOSITeJIHO
i padoThbI us (uac.) N
il paboThI
W3 HUX 00beM caMOCTOSTENBHON pabOThI C UCIIOJIB30BAHUEM DJIEKTPOHHOTO O0OyUEHUs U 70
JMICTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJOTHH (4ac)

4.3. COIEP)KAHME YYEBHOI'O MATEPHAJIA

Pazgen 1. CumMeTpuUHBbIe AATOPUTMBI M POBAHUSA

Tema 1. bazoBbie MOHATHS KpUOTOTpapUH

OO011re NpUHLIUIBI M MOJIENH. 3alllUTa OT HECAHKIIMOHUPOBaHHOT 0 octymna. [lonsatue kmoya. [ludposanne u koguposanue. KpuntocucreMsi.
HUctopus kpunrorpaduu. ndp npocroit 3amensr. udp Liesaps. udp BeprukanbsHoil nepectanoBkU. ['ammupoBanne. OCHOBHBIE CITOCOOBI
KpHUITOaHaIM3a MPOCThIX MM (poB. MaeanbHblil mudp.

Tema 2. CumMeTpUYHBIE KPUITOCUCTEMBI

[Mudp Bepuama. Jlemma o Teopernyecku croiikom mudpe. [ToTokossie mmdpel. ATaku Ha TOTOKOBBIE MHUQPHI. [IByxpa3oBsiii 6;10kHOT. [Ipumep
ysi3BEMOCTH B ipoTokosie. 802.11b WEP. Bo3aMoskHBIE yIy4IIeHUs TPOTOKOJIA.

Tema 3. IToTounsle mugpb

[Ipumeps! notokobix muppoB. RC4 u ero ya3sumoctu. CSS u ero ysa3Bumoctu. eStream. bezonacHOCTh MOTOKOBBIX TeHepaTopoB. CTaTUCTHUECKUI
TecT 111 reHepaTopa. Kpunrorpadguueckoe ornpeneneHue rneepaociyyaitnoro reneparopa. CeMaHTHUECKH 0€30MacHbli TOTOKOBBIHN mudp. [Ipumepst
TaKUX MHQPOB.

Tema 4. biiounoe mudpopanue

[Ipunuun urepuposanus. [lonstue nceBgocnydaitnon GyHkuu u nceBaocayydainon nepectanoBku. Lludp DES. Onucanue crpykrypsl. Teopema o
TpexpayHnaooii cetn ®eiicrens. [Hupp AES. Onucanue cTpykrypsl v npuHIMIbI padoTsl. [lepebopHble ataku Ha 65ouHble mudpsl. [Ipobaema DES.
Tpoiinoit DES. Ataka metoom BcTpeuu nocepenune. [lepedopubie ataku Ha 6s10uHbIe mudpsel. [Ipodnema DES. Ataku Ha 61ounble G phl yepe3
YTEUKH 110 TOOOYHBIM KaHanmaM. ATaki Ha OCHOBe 0TKa30B. JIuneitnbiit kpuntonananu3 DES (ocnoBubie unen). [lludp F'OCT 28147-89 u ero
UH(ppacTpyKTypa.

Tema 5. Pexxumsl mudpoBanus

[TocTpoenue 65104HBIX HIHU(PPOB HA OCHOBE MCEBIOCTyUYalHbIX TeHepaTopoB. lllndpoBanne HECKOIBKUX COOOIIEHHI HAa OJJHOM Kiltoue. ATaka Ha
OCHOBE BBHIOOPOUYHOTO OTKPHITOro TekcTa. [Ipumep mmdpa HecTORKOro k arake Ha OCHOBE BHIOOPOUYHOTO OTKPHITOro Tekcra. CiyuyaitHoe mudpoBaHue.
Onnopazoroe mudposanue. Pexxum CBC. lludpoanue ¢ npenckazaHHbpIM 3HaUeHHEM BekTopa nanmuanm3anuu. CBC mis oqaopasoBoro
mmpposanusi. Habuska 6okoB. Pexxum CTR. Cpasuenue pesxxumo CBC u CTR. Pexum OFB.

Pa3gen 2. O0ecneyenue HEeJOCTHOCTH COOOIIEHH



Tewma 6. Konbl ayreHTH)UKAIMKE COOOIICHMIA

Konp! ayrentudukanuu coodmennii. [loctpoenne koaoB ayrenTudukanuu 6onpmmx coodmenunit. Koncrpykunun CBC-MAC u NMAC. Ux

s dextuBHOCTh. CXeMa aTtaku ¢ ucrnojib3oBanueM koumsuil. Koncrpykius HMAC. TToctpoenne Ko10B ayTeHTH(DHUKAIIMN OOJIBIITUX COOOIICHUIA.
Mexanu3mbl HabuBku coobmennii. Konctpykimun CMAC, PMAC, onnopa3zosiit MAC.

Tema 7. Xem-pyHKIuu

[TocTpoeHne Kog0B ayTeHTU(UKALIUN COOOIEHHIA U3 CTOMKUX K KOJUTH3UAM (PyHKIMI. ATaka Ha OCHOBE Hapajokca IHel poxaenuil. KoHcTpykuums
Mepxkna-/lamrapaa it noctpoenus xem-gynkuuil. [locrpoenne 6e3omacHbIX cxuMaromux GyHkuuil. Xem-(pyHKIMY Ha OCHOBE OJI0YHBIX MH(POB.
Tema 8. CtanmapThl ayTEHTUYHOTO MM (PPOBAHUS

Heo6xo1uMocTh NpUMEHEHUs ayTeHTUYHOTo udpoBanusd. [lonsaTre nenocrHoctu mudp-rekcra. ATaka Ha OCHOBE BEIOOPOUHOro HIM(p-TEKCTA.
Aytentnunoe mudpoBanus Ha npumepe nporokona TLS. [Toctpoenue cxem ayTeHTHYHOTO MH(POBAHUS U3 OJIOYHBIX MU(PPOB U KOJOB
ayTeHTH(UKanuu coobieHuil. CTaHaapThl ayTEHTUYHOrO MIM(pPOBaHUA. ATaKU Ha CXEMbl @y TEHTUYHOTO MK (poBaHusA. ATaka HA OCHOBE aHAJIN3a
HaOMBKHU COOOILIEHUS.

Pa3nes 3. AIropuTMbl € OTKPBITHIM KJIIOYOM

Tema 9. AnropuT™Mbl OOMEHA KITFOYaMH

Pacripenenenue kiroueit mmdposanus. [Ipomenypsl ooOMena kimouamu. OO0Iee BBeICHHE B TCOPUIO aCHMMETPUYHBIX KpUniTtocucteM. D (HeKTHBHBIC
QITOPUTMBI BO3BE/ICHUS B CTENEHb. AJITOpUTMBI (pakTopu3anuu 60nbimux yucen. [lonstue GyHKINU ¢ Ta3elKou.

Tema 10. Meton kinroueBoro oomena Juddu-Xemmana

[TpoTokon kIr04YeBOro 0OMeHa Ak HECKOJIBKUX y4acTHUKOB. Hexotopsie Mmogudukanuu Metona. OTHOCTOPOHHSIS TeHepalus Kiroda. 3aaada
JUCKPETHOTO JIOrapu(pMUPOBAHHUS.

Tema 11. [IpeobpazoBanue RSA

VYerpoiictBo RSA. DddextuBHocTs peanuzanuu. Kpuntocroiikocts RSA. Bapuante crangaproB PKCS1. Ataku Ha kpunrocuctemy RSA. Ataka Ha
ocHoBe o0uiero RSA Mojyns. ATaka Ha OCHOBE MajOro 3HaU€HUS 3aKPhITOT0 KIIoya.

Tema 12. IIpeo6pa3zoBanue Dab-I"amans

Brruncnenue u nposepka noanucu. Hndposanue u nemmgpposanue. IpdekTuBHOCTh peanu3zanuu. OcCOOEHHOCTH UCIOIb30BaHUS CEAHCOBOTO KIIFOYA.
[IpakTrueckoe npuMeHeHNEe IpeodpazoBaHus Dib-1"amans 1uisl 3a/1a4u 10Ka3aTeabCTBA 3HAHUS.

Tema 13. [IpuxnaaHeie aaropuTMbI Kpuntorpahuu

IToporossie cxembl pazaenenus cekpera. Cxema [llamupa pasnenenus cexkpera. J[okazaTeabCTBO € HYJIEBBIM pa3riialieHueM. AJITOPUTM Ha OCHOBE
uzomopdusma rpagos. IIporokon IHoppa.

4.3.1. IlepeyeHb ceMHUHAPCKUX, IPAKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

Ne | Nepaspenau| HaumeHoBaHWe CeMHHAPOB, IPAKTHYECKHX H JJA00PATOPHBIX TpynoeMkocTh OuenovHble
/H TEeMbI padoTt (uac.) cpencrsa




Bcero | M3 Hux Dopmupyemble
4YacoB |MpPaKTHYEC KOMIIETeHIHH
Kasi (MHIMKATOPBI)*
NOAr0TOBK
a

1 2 3 4 5 6 7

1 Tema 1. bazoBble OHATHA Kpunrorpapuu 2 2 Iposepka maboparoproit |[1K-3.1, ITK-3.3,
paboTHI I1K-4.2

2 Tema 2. CUMMETPUYHbBIEC KPUIITOCHUCTEMBI 2 2 IIposepka maboparoproi (I1K-3.1, ITK-3.3,
paboTHI I1K-4.2

3 Tema 3. IToTounsie mugpsl 2 2 Iposepxka naboparopuoii |[TK-3.1, ITK-3.3,
paboTHI I1K-4.2

4 Tewma 4. biiounoe mmdpoBanme 4 4 IIpoBepka ma6oparoproit [I1K-3.1, ITK-3.3,
paboTHI ITK-4.2

3) Tema 5. Pesxumbl mudpoBanus 4 4 IIposepka nabopatopuoii [IIK-3.1, ITIK-3.3,
paboThl I1K-4.2

6 Tema 6. Koner ayTerTH(GHKAITIN COOOIICHMIA 2 2 ITposepka naboparopuoii ITIK-3.1, ITK-3.3,
paboThl I1K-4.2

7 Tema 7. Xem-QyHKiuu 2 2 IIposepka mabopatoproii [IIK-3.1, TTIK-3.3,
paboThl I1K-4.2

8 Tema 8. CTannapTbl ayTeHTUYHOTO MIU(PPOBAHUS 4 4 ITposepka naboparopuoii ITK-3.1, ITK-3.3,
paboThI I1K-4.2

9 Tema 9. Anroput™mbl OOMeHa KITFOYaMu 2 2 ITposepka naboparopuoii [ITK-3.1, ITK-3.3,
paboThI I1K-4.2

10 Tema 10. Meron kmoueBoro oomena udpdu-Xenmana 2 2 Iposepxka maGoparoproii [I1K-3.1, T1K-3.3,
paboThI I1K-4.2

11 Tema 11. IIpeobpazoBanue RSA 2 2 IIposepka maboparopro¥ (I1K-3.1, ITK-3.3,
paboTHI I1K-4.2

12 Tema 12. IIpeoOpazoBanue Db-I"amans 2 2 IIposepka maboparopno# (I1K-3.1, ITK-3.3,
paboTHI [1K-4.2

13 Tewma 13. [lpuxinagabie adrOPUTMBI KPHIITOTpaduu 2 2 IIposepka maboparoproi (I1K-3.1, ITK-3.3,
paboThI I1K-4.2

Bcero 32 32

4.3.2. IlepedyeHb TeM (BONPOCOB), BBIHOCHMBIX HA CAMOCTOSITEIbHOE H3YYCHHE CTYJACHTAMHU B PAMKax caMocTosTeabHoil padoTsl (CP)

«He niperycMOTpeHO».

4.4, METOAAYECKHUE YKA3AHMSA IO OPTAHUBAILIAA CAMOCTOSITEJIbHOM PABOTBI CTYJIEHTOB




CamocrosrenbHas paboTa CTYJEHTOB BceX (popM U BUJIOB 00yUueHHUs ABISETCA OJHUM U3 00513aTeNIbHBIX BUJIOB 00Pa30BaTEe/IbHON AEATEIBHOCTH,
obecrieunBaromell peanusauuio TpeboBaHuil denepanbHBIX TOCYIAapCTBEHHBIX CTAaHAAPTOB BbIcliero oOpaszoBaHus. CorylacHO TpeOOBaHUIM
HOPMATUBHBIX JOKYMEHTOB CaMOCTOSITEIbHAs paboTa CTYIAEHTOB SIBJIAETCS 00s3aTeNbHBIM KOMIIOHEHTOM 00pa30oBaTeIbHOIO Mpoliecca, TaK KaK OHa
o0ecreynBaeT 3aKpeIUICHHE MOJyYaeMbIX Ha JIEKIMOHHBIX 3aHATUSAX 3HAHUK IMyTeM NPHOOPETCHHs HABBIKOB OCMBICICHUS M PACIIMPEHUS HX
COJICpKAHUSA, HABBIKOB pEIIEHHUs aKTyaJlbHBIX Ipo0JieM (QOPMUPOBAaHUS OOLIEKYJIbTYPHBIX U MNPO(ECCHOHAIBHBIX KOMIIETEHLUH, Hay4yHO-
UCCIIEI0BATEIbCKOM 1S TEIbHOCTH, MOATOTOBKU K CEMHHapaM, Ja0opaTopHbIM padoTaM, ciade 3aueToB M dk3aMeHOoB. CamocrositenbHas paboTa
CTYACHTOB HPEICTaBIsET COOOH COBOKYINHOCTh ayJUTOPHBIX M BHEAyAMTOPHBIX 3aHATUH U pabor. CamocrosTenpHas paboTa B paMKax
00pa30BaTEILHOrO IPOLECca B By3€ PELIAET CIEAYIOIINE 3a0a4u:

— 3aKpEIUIEHUE U pacIlUPEeHUe 3HaHUH, YMEHUH, OJYyUYEHHBIX CTYIE€HTaMU BO BPeMs ayAUTOPHBIX U BHEAYAUTOPHBIX 3aHATHUH, IpEeBpallleHUE UX
B CT€PEOTHITH YMCTBEHHOU U (PU3UUECKOU eI TeTHHOCTH;

— IpUOOpeTeHNe JONOIHUTENbHBIX 3HAHUH M HaBBIKOB O JUCLUIUIMHAM Yy4e€OHOTrO IJIaHa;

— (popMUPOBaHKE U Pa3BUTHE 3HAHUN U HABBIKOB, CBA3aHHBIX C HAYYHO-HUCCIIEI0BATEIbCKON AESITENbHOCTbIO;

— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KAUECTBEHHOE OCBOEHUE 00pa30BaTEIbHOM TPOrpaMMmBl;

— pa3BUTHE HaBBIKOB CaMOOpraHU3alUY;

— (popMHpOBaHUE CAMOCTOSTEIBHOCTH MBILIEHHS, CHOCOOHOCTH K CaMOpa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO U CaMOpeaTn3aliiy;

— BBIPa0OTKa HABBIKOB d(PPEKTHBHON CaMOCTOATEIHHON MPO(ECCHOHANBHOW TEOPETUYECKOH, MPAKTHYECKOW M y4eOHO-MCCIIeI0BaTEeIbCKON
NeSITeIbHOCTH.

IMoaroroBka Kk Jexuuu. KauectBo 0cBOEHUS CoJlep)KaHUs KOHKPETHOM TUCIUIUIMHBI MPSMO 3aBUCUT OT TOTO, HACKOJIBKO CTYJEHT caMm, 0e3
BHEIIIHETO MPHUHYXJIEHUS (HOpMHUpPYeT y ceOsi YCTAaHOBKY Ha NMOJY4YEHHE Ha JIEKIMSAX HOBBIX 3HAHUH, JOMOJHSIOIMX Yy>K€ MMEIOIIMEcs MO JTaHHON
JUCHUIIMHE. BpeMs Ha NOoJroTOBKY CTYAEHTOB K ABYX4aCOBOM JIEKLIMK IO HOpMaTUBaM cocTaBisieT He MeHee 0,2 yaca.

IToaroroBka K nmpakTH4eckoMmy 3aHATHIO. [IoAroTOBKa K IMPAKTUYECKOMY 3aHSATHIO BKJIFOYAET CIIEIYIOIIME 3JIEMEHTHI CaMOCTOSITEIBHOM
JESITEIbHOCTH: YETKOE MPEJCTaBICHNUE LIeJIN U 3a7ad €ro MpOBEIEHUs; BbIJCICHNE HABBIKOB YMCTBEHHOM, aHAJIUTUUECKOMN, HAyYHOU JEeSATENbHOCTH,
KOTOpbIE CTaHYT pPe3yJbTaTOM IMpenacTosnied paboTbl. BbIpaboTka HABBIKOB OCYIIECTBISIETCS C IMOMOIIBIO MOJY4YeHHs HOBOW HHpopMmauuu o0
M3y4aeMbIX MIPOLEeccax U C MOMOIBIO 3HAHUSI O TOM, B KaKOM CTENEHU B IaHHOE BpeMsl CTYCHT BJIaJIeET METOJaMH HCCIIE0BATENbCKON e TEIbHOCTH,
KOTOPBIMH OH CTaHEeT M0JIb30BaThCsl Ha MPAKTUYECKOM 3aHATHU. [10Ir0TOBKA K MPaKTUYECKOMY 3aHATHIO HEPEIKO TpeOyeT moibopa Marepuana, JaHHbIX
U CIIEUATbHBIX HCTOYHUKOB, C KOTOPBIMM IPEACTOUT yueOHas pabora. CTyeHTHI JOJIKHBI JoMa OATOTOBUTH K 3aHATHIO 3—4 npumepa popMyIUpOBKH
TEMbl HCCIEI0BaHMs, MPEICTABICHHOTO B MOHOrpadusx, HayuyHBIX CTaThsX, OTYETaX. 3aTeéM OHMU CaMOCTOSATENBHO OCYLIECTBISIOT ITOUCK
COOTBETCTBYIOIIUX HCTOYHUKOB, OIMPENEISAIOT aKTyalbHOCTh KOHKPETHOTO HCCIETOBAHMS IMPOLIECCOB U SIBICHUM, BBIICISIOT OCHOBHBIE CIOCOOBI
JI0Ka3aTe’abCcTBa aBTOPAMHU HAy4YHBIX pabOT LEHHOCTH TOTrO, YeM OHHM 3aHUMaloTca. B Xome caMoro mpakTH4eCKOTrOo 3aHSATHS CTYJCHThI CHayala
MPEJICTaBIISIIOT HaliIeHHbIE MU BapuaHThl (POPMYJIHPOBKU aKTyaJIbHOCTH UCCIIEOBAHUS, 00CYKIAIOT X U OOOCHOBBIBAIOT CBOE€ MHEHHE O HAWITY4IlIeM
BapuaHTe. Bpems Ha OATOTOBKY K IPAaKTUYECKOMY 3aHATHUIO IO HOPMaTHUBaM cocTasisieT He MeHee 0,2 yaca.

IToaroroBka k KOHTPO/ILHOM padoTe. KoHTpoabHAsA paboTa Ha3HAYAETCs [TOCIIE U3YUEHUS ONPEAEICHHOr0 pa3ienia (pa3aenoB) IUCHUILIUHBI U
npezcTaBisieT co00M COBOKYMHOCTh Pa3BEPHYTHIX MHUCbMEHHBIX OTBETOB CTYACHTOB Ha BOMPOCHI, KOTOPBIE OHU 3apaHee MOIy4atoT OT MPEroaaBaTels.
CamocTosTenbHasi TOJArOTOBKAa K KOHTPOJIbHON paboTe BKIIOYAET B ce0s: — H3Y4YEHHE KOHCIEKTOB JIEKIIMH, PacKpbIBAIOLIUX MaTepHall, 3HaHHE



KOTOPOT'O IMPOBEPSETCS KOHTPOJIbHOU paboTOol; MOBTOpEHHE Y4eOHOTro MarepHala, MOJIyYeHHOTO MPHU MOATOTOBKE K CEMHUHAPCKUM, MPaKTHUYECKUM
3aHSATUSAM U BO BPEMs MX MPOBEACHUS; U3yUYEHUE JOMOJHUTEIBHON JIUTEPATyphl, B KOTOPOH KOHKPETU3UPYETCS COACpP>KaHUE MPOBEPSEMbIX 3HAHMIA;
COCTaBJICHHE B MBICJICHHOW (hopMe OTBETOB Ha MOCTaBJICHHBbIE B KOHTPOJIBHOW paboTe BOMPOCH]; (POPMHUPOBAHUE MCUXOJOTMUYECKON YCTAaHOBKH Ha
YCTICIIHOE BBITIOJTHEHUE BCEX 3aJjaHuii. BpeMs Ha MOATrOTOBKY K KOHTPOJIBHOM paboTe M0 HOpMAaTHBaM COCTABIISET 2 Jyaca.

IMoaroroBka k 3xk3ameny. CaMoCTOsTEIbHAS IOJITOTOBKA K 9K3aMEHY CXO0a C MOJATOTOBKOH K 3a4eTy, 0COOCHHO eciiu OH IudpepeHIInpOBaHHBIN.
Ho o6wem yueOHOro MaTepuana, KOTOPBI HY’KHO BOCCTAHOBHTH B IMAMSATU K SK3aMEHY, BHOBb OCMBICIIUTh M TIOHSTh, 3HAYUTEIHHO OOJIBIIE, TTOITOMY
TpeOyeTcst 0oJblIe BpeMEHU M YMCTBEHHBIX ycuinii. Basxkno cpopmupoBaTh 11€I0CTHOE MPECTaBIEHUE O COJIEP:KaHUU OTBETa Ha KaX/Iblil BOIIPOC, UTO
MPEeJIoiaracT 3HAaHUE PA3HBIX HAYYHBIX TPAKTOBOK CYIIHOCTH TOTO WJIM MHOTO SIBJICHUS, IPOIIECcCa, YMEHHUE PACKPBIBATh (DaKTOPBI, ONMPEACTSIONIHE UX
MPOTUBOPEYMBOCTh, 3HAHME HMMEH YYEHBIX, M3Yy4aBIIUX OOCykgaemyro mpobiemy. HeobOxoaumo Takxke mpuBecTH HMH(OPMALHMIO O MaTepuaiax
AMITUPUYECKUX UCCIEAOBAHUH, YTO YKa3bIBa€T HA BCECTOPOHHIOIO MOJATOTOBKY CTYJIEHTA K HK3aMeHy. BpeMs Ha OATrOTOBKY K AK3aMeHY 10 HOpMaTHBaM
cocrtapisieT 36 yacoB I OaKanaBpoOB.

B ®bI'OY BO «UI'Y» opranuzaius caMOCTOSITEIIBHOW pabOTHI CTYJIEHTOB perjameHTupyercs [lojokeHreM O caMOCTOSITENbHOM padoTe
CTYJIEHTOB, IPUHATHIM YueHbIM coBeToM UI'Y 22 urons 2012 r.

4.5. IPUMEPHASI TEMATHKA KYPCOBBIX PABOT (HPOEKTOB)

«He npexycmotpeHo».



YYEBHO-METOJIMUYECKOE U UH®OPMAILIMOHHOE OBECIIEYEHUE
JUCHUILIMHBL (MOIY.JI5T)

a) nepevyeHb JUTEPATYPbI

1. Bsenenue B kpunrorpaduto [Tekcr] : nayunoe uznanue / pen. B. B. Smenko. - 4-e u3a., norm. -
M. : U3n-Bo MIITHMO, 2012. - 347 c. ; 22 cm. - And. ykas.: ¢. 341-347. - ISBN 978-5-4439-
0026-1

2. Psb6en JI.B. 3amaunuk-npakTHKyM 10 kpuntorpaduu: yued. nocodue / JI.B. Psaden. — UpkyTck
: U3n-Bo Boct-Cub. roc. akan. oopas., 2013. — 76 c. — ISBN: 978-5-85827-864-1 (30 3k3.)

3. OcHoBbI kpunitorpaduu : yued. mocodue st crya. By30B / A. I1. Andepos [u ap.]. - 3-¢ u3.,
ucnp. u gon. - M. : I'emuoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 3k3.)

4. Uwmopa A. JI. OcuoBsl kpuntorpadun: yued.mocodue / A.JI. Umopa — M.: 'ennoc APB, 2001. —
244 c. — ISBN 5854380374 (5139k3.)+

5. Kammpckas, E. H. Kpunrorpaduueckue cucremsr : yueobnoe nocodbue / E. H. Kammpckas, A.
I1. Kymnup. — Mocksa : PTY MUPDA, 2021. — 66 c. — Tekcr : anekTpoHHbI // JIaHs :
aNeKTPOHHO-OMbOIoTeynas cucrema. — URL: https://e.lanbook.com/book/182424.— Pexum
JOCTYTIA: JJIsl aBTOPH3. TI0JIb30BATEIICH.

6. IHanprun B.®. 3amura komnbroTepHOit HHGopManuu. D HEKTUBHBIE METOIBI U CPEICTBA /
B.®. ansrun. — M.: JIMK-IIpecc. — 2010. — 542 c. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) nepuoauYecKUue N3TAHUS

B) CIIHCOK aBTOPCKHX METOAUYECKHX Pa3padoToK:

JEKUUU 1Mo Kpunrorpaduu, Buieo-iekiuu, pacrnonoxennsie B MOC Domic u Ha caiite
http://cloud.isu.ru/

r) 0a3bl JaHHBIX, HHPOPMAIMOHHO-CIIPABOYHbIE U MONCKOBbIE€ CHCTEMBI

Java Cryptography Architecture (JCA) Reference Guide. URL:
https://docs.oracle.com/en/javal/javase/11/security/java-cryptography-architecture-jca-reference-
guide.html.

MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JTUCHUIIJINHBI

YYEBHO-JJABOPATOPHOE OBOPYJAOBAHHUE:

Jis mpoBeneHUs JIEKIMOHHBIX 3aHATUH HEoOXOoAMMa ayAUTOpUs C IPEe3eHTAMOHHBIM
000pyT0OBaHUEM, JIJIS IPOBEACHUS MMPAKTHUECKUX 3aHITUH HEOOXOAMM KOMITEIOTEPHBIN KITacc Ha 25-
30 paGouux MecT (B 3aBUCHMMOCTH OT YHCJIEHHOCTH Y4eOHOW TpyIbl), 000Opy/IOBaHHAs JOCKOH,
MPE3EHTAIUOHHON TEXHUKOM.

IMPOI'PAMMHOE OBECITEYEHHE:
1. Kommnekr paspaboruuka mnpuioxenuid Java Platform (JDK) 11, Standard Edition
(pactipocTpaHsieTcs 6ecIIaTHo);
2. WuterpupoBanHas cpena paspabotku NetBeans IDE 12 (pacmpocrtpansiercss OecruiaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);
3. LibreOffice Impress (pacnpocrpansercs 6ecruatao, GNU LGPL v3+, MPL 2.0);
TEXHUYECKHUE U DJIEKTPOHHBIE CPEICTBA:

NOC EDUCA, DOMIC, npe3eHTanimoHHOE 00OpYJAO0BAaHHE, MEPCOHAIBHBIA KOMITBIOTED C

BO3MOXKHOCTBIO JIEMOHCTpAIMH ITpe3eHTauii B popmare pdf.

OBPA3OBATEJIBHBIE TEXHOJIOI'MH

HpI/I peaj3aniui JaHHOT'0 KypcCa UCITOJIB3YIOTCS CICAYIOIMNC 06p330BaTCJILHLIC TCXHOJIOTHH:
TEXHOJIOTHU TPaaAUuIIUOHHOI'O O6yquH$I, HUI'POBBIC TCXHOJIOTMHU, TEXHOJOTUU HpO6J’IeMHOF0
06yquI/I$I, TCXHOJIOTHH 06yLICHI/IH B COTPYAHHUUYCCTBC, TCXHOJOIMH KOHTCKCTHOI'O OGy‘lCHI/IH,
HHTCPAKTUBHBIC TEXHOJOTUH, TEXHOJIOTHU JUCTAHIIMOHHOT'O O6y’~I€HI/I5I, AKTUBHBIC ITI€Jaroru4cCKue
TCXHOJIOTHH.



OIEHOYHBIE MATEPHUAJIBI JUIA TEKYIIEI'O KOHTPOJIAA U
MPOMEXYTOYHOM ATTECTAIIUM

8.1. OHEHOYHBIE MATEPHUAJIBI AJIS1 BXOJHOI'O KOHTPOJIA
He npenycmorpeno
8.2. OHEHOYHBIE MATEPUAJIBI TEKYHIEI'O KOHTPOJIA
Tectol Ha cTpanuie kypca B MOC Domic B cootBercTBuu ¢ 11. 4.1.
8.3. OHEHOYHBIE MATEPHUAJIBI IPOMEXKXYTOYHOI'O KOHTPOJIA

MaTepnanm AJIS IPOBEACHUS TCKYHIET0 U IIPOMEKYTOYHOI'O KOHTPOJIH 3HAHMH CTYACHTOB:

bl Bua koHTpoan Koutponaupyembie KouTposnupyembie
TeMbl (pa3/ieibl) KOMIleTeHIun/
HHAMKATOPBI

1 2 3 4

1 KoHTpouts B BHIIE TECTOB I1K-3, TIK-4
PaznoypoBHeBbIe 3aJjaHus Paznen 1
71a00pPaTOPHOMY NPAKTUKYMY

2 KoHTpouis B BHIE TECTOB I1K-3, IIK-4
PaznoypoBHeBbIe 3aJaHus Paznen 2
1abopaTopHOMY MPAKTUKYMY

3 KoHuTpoibHbIe paboThI I1K-3, IIK-4
PasnoypoBHeBbIE 3a1aHUs K | Paznmen 3
1a00paTopHOMY MPAKTUKYMY

4 DK3aMeH ITpomeskyTouHas I1K-3, T1IK-4

aTTecTalus

HpI/IMepr OLCHOYHBIX CPEACTB TCKYILIECIr0o KOHTPOJIsA

JleMOHCTpPallMOHHBIH TecT K pa3aeiay ObecneyeHne HeJ0CTHOCTH COOOIEHUH

Bonpoc 1 [Ipennonoxum, uro cucrema MAC (S,V) ucnonb3yercs As 3alUThl (ailios B
daiinoBoii cucreme kommneiotepa. K kaxknomy ¢ainy 1o0aBiseTcs CrielHalibHbINA tag. AIropuT™ S
B CBOEH paboTe NCIOJb3YET TONbKO cofepxkumMoe (aitna. [l kakux atak nmonooOHas cucrema MAC
ABIISIETCS YSI3BUMOM?

BapuanTts! 0TBETOB

BrInonHUTE KOHKaTEHALMIO IBYX (DailyioB B cCTEME U CO3/1aTh TPETHUH.

VY panute nocienHuil 6aift B daitne.

W3menuTs Bpems Mmoaudukanuu ¢aina.

[TomensaTh MecTamu ABa (aiina B ¢ailioBoit cucreme.

JloGaBUTH HOBBIE TaHHBIE B (haid.

Bomnpoc 2 ITycts cuctema MAC (S,V) sBasiercst 6ezonacHoii. Cuctema omnpeneneHa Haj
npoctparctBoM (K,M,T), rne M={0,1}n u T={0,1}128. Kakue 13 npeagoxKeHHbIX HIKE
KOHCTPYKLUH sBIst0TCS 6e30macHpiMu MAC?

Bapuants! oTBeTOB

S'(k,m)=S(k,m) n V'(k,m,t)={V(k,m,t),1,m=0n;otherwise

S'(k,m)=S(k,m|lm) u V'(k,m,t)=V(k,m|Im,t)

S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,t[|0)orV(k,m,tl[1)]

S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]

S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise



Bormpoc 3 Cxema Beruucienus koaos ayrentudukaiuu coodienniit ECBC-MAC ucnonb3yet
(UKCUPOBAHHBIN BEKTOP MHUIMATN3ANNH (B JIGKIIMH UCTIOIB30BAJICS HYJIEBOW BEKTOD).
[Tpenmnonoxum, 4To BMECTO (PUKCHPOBAHHOTO, AJISl KAXKIOTO COOOIIEHUS NCTIONB3YETCS CITydalHbIii
BekTop 1V 1 aToT BekTop nobasmnsiercs k tag. Jpyrumu cnosamu, S(k,m)=(r,ECBCr(k,m)), rae r 3o
ciyvainbii [V. AnropuT™ npoBepku 1o Kiarody k, coodmennro m u tery (1,t) Beimaet 1 ("yes"),
ecmu t=ECBCr(k,m).

Takast cxema noctpoenust MAC siBiisieTcst HeOe30MmacHOW. ATaKYIOIIMK MOXKET TOJYy4HTh TerT (T,t)
JUTSL COOOIIICHHSI M, COCTOSIIETO U3 0JTHOTO OJ0Ka. Tenepb OH CIIOCOOEH CKOHCTPYHUPOBATH HOBBIM
Ter JJIsl HOBOTO COOOIIEHUS. YKaXKUTe apy Ter, COOOIIeHHE, KOTOPYIO MOXET CKOHCTPYHUPOBATh
aTaKyIOLIHM.

BapuanTtsl oTBeTOB

Ter (m@t,t) sBRsSETCS MPaBUIBLHBIM I coodmmeHus m1n.

Ter (r@t,r) siBiIsICTCS MPABUIBHBIM JIJIsI COOOIIIEHUS M.

Ter (r@t,m) siBiIIeTCS MIPABWIBHBIM JIJIs1 cO00meHus On.

Ter (r@ 1n,t) sBAseTCS MpaBUIBLHBIM 111 cooOmIeHus m1n.

Bompoc 4 Anuca HamepeBaeTcs OpraHu30BaTh IMMPOKOBEIIATEILHYIO OTIIPABKY COOOIIECHUM TSt
6 monyudareneii B1,...,B6. CekpeTHOCTh cOOOIICHHIT HE Ba)KHAa, Ba)KHA IIEIOCTHOCTD U
ayTeHTUIHOCTh. Kak /bl M3 momydareneit 1oJpKeH ObITh YBEPEH, YTO COOOIIEHUE TIOTYYEHO OT
AJNCHI.

Jns cBoeit 3anaun Anuca pemmna ucnosbs3oate MAC. Ipennonoxum, uro Anuca u 6
noJib30Baresei padboTtaroT ¢ oguuM o01muM KirodoM k. Toraa kaxasnii u3 Bl,...,B6 npu nonyuenun
COOOIIIEHUSI MOKET MPOBEPUTH MPaBUIILHOCTH Tera. Ho aTa cxema Hebe3omnacHa, T.K., HApuMep,
noJsib3oBareib Bl MoxkeT co3aath coobIieHre, MpUKpenuTh K HeMy TeT, OJTyYeHHBINH Ha Kiroue k u
OTHPaBUTH B ceTh. [Ipu 3TOM, nosib3oBaTenu B2,...,B6 OyayT yBepeHsbI, 4TO COOOIIEHHE MTOTYyUYEHO
OT AJIUCHI.

Bwmecto sToro, Anuca crenepupoBaiia 4 cexkpetHbix kiroua S={kl,...,k4}. Kaxnomy
nonb3oBarento Bi oHa mepenana moaMHoxkecTBO Kitoueit SiES. Teneps Anmnca npu nepenade
COOOIIIEHUS TTPUKIIAIBIBACT K HEMY UETHIPE Tera, KaX bl U3 KOTOPBIX MOJTYYEH Ha OJTHOM U3
yeTbIpex kimoueld. Korna mons3zoBatens Bi momydaer coobiieHne oH mpoBepsieT TONbKO T€ Teru
COOOIIIEHUS, A1 KOTOPBIX Y HETO €CTh KITIOYH.

Bri6epute npaBuiibHBINA CI0CO0, KOTOPBIM AJTHICAa MOXKET PacTpeieTUTh ClIydaifHble KIIFOUH TakK,
4yTOOBI HUKTO U3 MOJIH30BaTENCH HE CMOT OBl CO3/1aBaTh COOOIIEHHUS JIJIsl APYTHX MOJIb30BaTEICH
MPaBUJIbHBIE COOOIICHUSI OT UMEHU AJHCHI

BapuaHTbl 0TBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bonpoc 5 Myctb H:M->T cTonKasa K Konnmsmam xew ¢yHKUMA. Kakasa ns cneayowmnii pyHKUNM
TaKXe byaeT CTOMKOM K KONAN3nAM.

Bapuante! oTBeTOB

H'(m)=H(mIO,...,|m|-2])

H'(m)=H(m)lIH(m)

H'(m)=H(H(m))

H/(m)=H(m)@Hm&1jm|)
H'(m)=H(m)[0,...,31]

H'(m)=H(|m|), rae |m| ectb anuHa cooOmeHust m
H'(m)=H(m|Im)

H'(m)=H(m]|0)



H'(m)=H(m)®H(m)

JlabopaTopnasi paGora k pa3neay CummerpuuHoe mudposanue. lllnpposanue AES

Mg paboThI ¢ alrOpUTMaMH U MPOTOKOJIaMu K poBaHus OyaeM UCIOb30BaTh CTaHAapTHBINA API
JCA, conepxammiics B JDK 1.6. IlpuBeienHbIe HIDKE KIIACChl M MPUMEPHI OyayT paboTaTh Kak co
cTaHapTHBHIM Kpurnrorpoaiiaepom JCE, Tak u ¢ 1100BIM APYTrUM KPUTITOIIPOBAUIEPOM,
MOIJICPKUBAIOIIUM peann3oBaHHbIi B Java API (Hanmpumep, Bouncy Castle).

[Tpu mmdpoBaHur JAHHBIX yIpaBIECHUE KIIOYaMU MOKET MPOUCXOAUTD ABYMsI CIIOCOOaMMU:
mudpoBaHue Ha CIlydaifHOM KJI04e, IU(ppPOBaHUE HA U3BECTHOM KIIIOYE.

Paccmotpum nporenypy CMMMETPUYHOTO MKU(PpOBaHUS Ha ciaydaitHoM kitoue. Kirou co3paercs
o0bekToM Kinacca KeyGenerator u3 nmakera javax.crypto. Jist co3ganust reHepaTopa Hy>KHO
BOCIIOJIb30BaThCS CHEHATBLHBIM METOJI0M

KeyGenerator kg = KeyGenerator.getinstance("DES");

I7ie apryMEHTOM METO/ia BBICTYMAeT UMs aIrOPUTMA, JIJIsl KOTOPOrO MPOUCXOUT reHepalus KIroya
(B man"oMm ciydae DES). Cnucok A0CTynHBIX anropuTMoB 371¢eck. [lociie co3nanus reaeparopa
HE0O0XO0IMMO HCIOJIb30BaTh METO/T init() A ero MHUIMAIu3auu 1 Metoa generateKey() — s
CO3/1aHHUS KJItOYa.

Hanpumep, cneayromuii ko co3aaeTt Koy mudpoBaHus HA OCHOBAHUU OE€30MaCHOTO reHepaTopa
cily4aiHbIX ymcen A anroputma AES:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu ucnosnb30BaHUM B KAYECTBE KJIFOYA FOTOBOM MTOCIIE0BATEILHOCTU OAMT HYKHO
BOCIOJIb30BaThCs KiaccoM SecretKeySpec u3 makera javax.crypto.spec. Kirou co3gaercs yepes
napaMeTpbl KOHCTPYKTOPa, B KOTOPBIX YKa3bIBa€TCsl MacCUB OalT, copep KallluX K04, U allTOPUTM
mmdpoBanus. Hampumep, creayrommii Koa reHepupyeT kitod st anroputma AES Ha ocHOBe
CTPOKHM M3 IIeCTHAAIATH CuMBOJIOB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcss OCHOBHBIM /17151 pabOThI € aJrOpUTMaMu MIU(PPOBAaHUS U PACIIOIOKEH B
nakeTe javax.crypto. TOT Kjacc Mpe0CTaBIseT BOZMOKHOCTh pabOThI KaK C aJrOpUTMaMu
mUppoBaHus, TaK U ¢ peKUMaMU padoThI U(POB, CXEMAMHU JJOTIOJIHEHUS coo0ImeHuil. B
3aBHCHUMOCTH OT ITapaMeTpOB MHULMAIN3AUH, 00BeKT Kitacca Cipher MoxeT paboTaTh Kak B
pexxuMe muppPOBaHUs, TAK U B PEKUME paclim(ppoBaHus, C CHMMETPHYHBIMU I aCHMMETPHYHBIMU
QITOPUTMaMH.

Jlns co3nanust HOBOro 0ObeKTa Kitacca ClieyeT BOCIOIb30BaThCs CIEIMATIbHBIM METOJIOM:

Cipher ¢ = Cipher.getinstance(algorithm)

rie algorithm mpencraisier co0o0i CTPOKY BHIA: ATOPUTM HMIM(DPOBAHUS\PEKUM
paboTHI\AITOPUTM JIOTIOTHEHHUS

ViMeHa HOCTYIHBIX arOPUTMOB IM(POBAHUS U UX HACTPOWKU NPOMHMCAHBI B cTaHAapTe Java, U,
0OBIYHO, OHU COBIAJAIOT C OOMICTTPUHATHIMUA 0003HaYeHUAMU. [ onoHeHus: COOOIIeHUH, B
OCHOBHOM, HCIIOJIb3YIOTCA JBa cTranaapra: NoPadding — ans mmdpoBanus 6€3 10N0THEHHS
coobuienus (Harpumep, 1 pexuma mudposanus CTR) u PKCS5Padding — nnst nononneHus
coo00I1IeHus 10 pa3Mepa, KpaTHOTO pa3mMepy 0J10Ka MCTIOIb3yeMOro aJiroOpuTMa (Harpumep, s
pexuma CBC).

s peanuzanuu npoueaypsl MHUPPOBaHUS TEKCTHI JOKHBI ObITh MPEICTABICHBI B BUE MACCHBA
6aiit. OnumeM mudpoBaHue COOOIIECHHS IO LIaram:

Coznanne oowekTa Cipher ¢ ucmons3oBannem metona getlnstance.

WNuumanuzanus oobekra Cipher ¢ moMomibio Metoa init() 1ist mudpoBaHus UITU
pacumndpoBaHusi. DTOT METO/ IPUHUMAET Ha BXOJ JIBa 00s3aTeNbHBIX TapaMeTpa U OJIUH
HeoOs13aTenbHbIN mapametp. [lepBblif mapameTp yka3bIBaeT peskuM paboThl allrOpUTMA!

Cipher. ENCRYPT MODE unu Cipher. DECRYPT MODE. Bropoii napamerp — Kitou



mmdpoBanus. Tum kiroya 3aBUCUT OT UCIOIB3YEMOr0 alnroputma mudposanus. TpeTbum
napaMeTpoM YKa3bIBaeTCsl BEKTOP MHUIMAIM3AIMY allropuT™Ma: 00beKT Kinacca [vParameterSpec.
[ndpoBanue wim pacmmdppoBaHUe MPOU3BOAUTC MeTogamMu update() 11 paboThI ¢ COOOIICHUEM
B peKUMe TIOoTOKa (00paboTka coobienus mo yactsam) u doFinal() mist 06paboTku cooOmeHust
MOJIHOCTBIO.

Hwxe npusenen npumep mmdposanus coobmenust OpenText mmdpom AES B pexxume CBC Ha
CIIy4aifHOM KJIF0Y€ U CIIy4ailiHOM BEKTOpPE MHUIMAIU3ALIUN:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);

Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding");

c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(1V));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tax kax MaccuB OalT HEBO3MOYKHO BBIBECTH B TEKCTOBBIN (Paiiyl, TO pe3yabTaT MuGPOBAHHS HYKHO
3aKOMpPOBaTh MO0 B IIECTHaAAaTepuyHOM (hopmare, 6o B popmare Base64.

Pa6ora ¢ popmaTom Base64 B Java obecrieunBaetcs nByms kiaccamu BASE64Encoder u
BASE64Decoder 3 nakera sun.misc. {151 BeIoIHEHUs TPe0Opa30BaHUN UCTIOIB3YIOTCS METOIBI
encode u decodeBuffer cooTBeTCTBYIOMNX KIIACCOB.

[To mony4eHHBIM MapaMeTpaM BBIMOIHUTH paciindpoBaHue 3a1aHHOTO MUdp-TekcTa. cxoaHbiii
OTKPBITHIN TeKCT 3amudposan anroputMoM AES B pexxume CBC. B BapuanTe conepxurcs mmdp-
TEKCT, BEKTOp MHUIIMAIM3AINHY, KITI0Y muppoBanus. Bee gannbie npeacraBieHsl B popmare
BASE64. Tpebyetcst pactmdpoBaTh mudp-TeKCT.

1. PaciummdpoBanue Hy»KHO TPOBOAUTH IO CIEAYIOLIEH cxeMme:

2. PackogupoBath Ki1t04, BEKTOp MHULMATU3AUHN U I p-TekeT u3 popmara BASE64 B
MOCJIEI0BATEIbHOCTH OAMT.

3. C ucnons3oBanreM o0bekTa kiacca SecretKeySpec mo mocnegoBatenbHOCTH OalT KiTroua

co3zaTh 00BEKT Kinacca SecretKey.
4. Coznarp 00bekT kitacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

S. [Tpy nHMuManu3anuu mudpa Tpedyercs NOJKIIYNTh BEKTOP HHULMATIN3AIMHU C TTOMOIIIBIO
o0bekTa kiacca [vParameterSpec.
6. BeimonuuTk pacmmdpoBanue mmdp-Tekcra.

B pesynbrare pacmmdpoBanus T0HKEH MOTYUYUTHCS MAaCCHB 0ailT, KOTOPHI B KoaupoBke ASCII
MO>KHO HHTEPIIPETUPOBATH KaK OCMBICIEHHBIN TeKCT. [[71s1 mpeoOpa3zoBaHus MaccuBa OaiiT B CTPOKY
MO>KHO BOCIIOJIb30BaThCsI KOHCTPYKTOPOM Kitacca String.

JlabopaTopnasi padoTa K pa3aejy AJITOPUTMBI ¢ OTKPBITHIM KJII040M. ATaka Ha RSA npu
HCII0JIb30BAHMH 3AKPBITOr0 KJIKYa

Hanet uncna $N$ u $e$, bopmupyromue oTkpwITHIH Kito4u nipeodpazoBanus RSA. M3BecTHO, 4TO
3Ha4YEHHE 3aKPHITOTo Kiroua $d$ Mao (310 MOKHO MPEITOIOKUTE HCXOAS U3 3HAYCHUS KITI0Ya
$e$). C ucronp3oBanreM MOIXOIANIMX APOOEH TpeOyeTCs MoayuuTh 3HadeHne Kiaroua $d$, u 3arem
Ha OCHOBE €r0 3HaUCHHS PEIINTh 3a1auy (pakTopusanuu s yncia SNS.

Brrunciienne 3aKpeITOro Kirova

N3BectHo, uto nipu $d<\frac{\sqrt[4]{N}} {3}$ Bemonnsercs coornomenne $$ \left\frac{e}{N}-
\frac{k}{dHright|<\frac{1}{2d"2}. $$

Taxum 00pa3oM, 7151 HAX0XKJIEHHS 3aKPHITOTO KJIF0Ya MOKHO BOCIIOJIb30BATHCS MOAXOIAIIUMU
JPOOSIMH COTJIACHO aTOPUTMY:

[pencraButh npods $\frac{e} {N}$ B Buae nennoii 1podw.

st HaliieHHOM LIETTHOM APOOH TTOCTPOUTH MOCIEA0BATEIIBHOCTD MOAXOSIINX TPOOEH.



HaumHas ¢ HEeKOTOPOro HOMepa 3HAMEHATEITh MOAXOASIICH IPOOU MOKHO PacCMaTPUBATh B
Ka4yeCTBE KaHIUaTa Ha 3aKPhIThIA KiTtod $d$.

JIi1st KaXKI0T0 KaHauaTa MPOBEPUTh YCIOBHE KOPPEKTHOCTH 3aKPhITOro Kiroua. CoraacHo
OIPE/ICIICHUIO OTKPBITOTO M 3aKPHITOrO KITFOUCH Jist J1F000ro cooduieHus $m$ momxHo
BBIIIOJIHATECS cooTHomeHne $$m” {ed} \equiv m (N)$3$.

3HaMEHATEb MOAXO/AIICH APOOH, yIOBICTBOPSIOIINIA YCIOBUIO KOPPEKTHOCTH MOXKHO
paccMmarpuBaTh B KA4eCTBE 3aKPHITOro KJroua npeodpazoBanus RSA.

dakTopU3aIUs MOIYJIS IPH H3BECTHOM 3aKPBITOM KITFOUE

[Tycth uzBectHbl MOAYIb NS, OTKpBITHIN Kit04 $€$ 1 3akpbIThiil Kitoy $d$, monyueHHbIH Ha
HPEIBIYIIEM IIare.

Bo3bmeM npousBosbHOe ynciio $x$. O6o3naunm 3a Sy 1 = x"{\frac{ed-1} {2} }$ (310 Bo3moxkHO,
nockoibky $ed$ sTo HewerHoe umcio). Torma $$y 172\equiv 1 (N).$$ Unaue $$(y_1-
1)(y_1+1)\equivO(N).$$ Bo3moxHBI ClieayrOIIUe BapUaHTHI:

Eciu $y 1=18$. Eciu $\frac{ed-1}{2}$ — umcio gernoe, To BBemem $y 2 = x"{\frac{ed-1} {4} }$ u
npoananusupyem 3Hauenue $y 2$ (Bce paccyxaenus crpasemiubl i §y 2$). Mnaue
notpedyercst BEIOpaTh Ipyroe ocHoBaHue $x$.

Ecmu $y 1=-18. To nmotpedyercst BBIOpaTh ipyroe ocHoBaHue $x8$.

Ecau $y 18 ectb uncino ornuunoe ot $18$ u $-18, To Torna nenurens yncna $N§ Beramcnsercs no
dopmyne:$$p=HO/I(y 1-1,N).$$

JlabopaTopHasi padoTa K pasaesry AJrOPUTMbI ¢ OTKPBITHIM KJIO4YOM. IllupoBanue ¢
HCNoJb30BaHueM OubauoTekun OpenSSL

Mexanusm mudpoBaHus COOOIICHUMA

Llenb JaHHOTO 33aJaHKS 3aKITFOYAETCS B 03HAKOMJICHHH C OCHOBHBIMU BO3MOKHOCTSIMU
kpunrorpaduueckoit 6udnmoreku OpenSSL. bubanoreka, B OCHOBHOM, Ipe/lHa3HauYeHa JUIsl
OpraHu3aIliy B3aMMO/ICHCTBHSI Ha OCHOBE HH(PPACTPYKTYPHI OTKPBITHIX Kitodei. Ho B mocieaqanx
Bepcusx OMOIMOTEKH peann3oBaHa (PyHKIIMOHAIBHOCTh 10 CHMMETPUYHOMY IIU(BPOBAHHIO
coob1eHuil. bubnmoreka paboTaeT U3 KOMaH/IHOM CTPOKH B TAKETHOM PEKUME.

Bepcun 6ubmmorek: openssl-1.0.2-i386-win32.zip, openssl-1.0.2-x64_86-win64.zip

Tpebyercst creHepupoBaTh CIy4alHbIN KiIt04Y IHPpoBaHus, 3amu@poBaTh anroputMoM AES
HEKOTOPBI OTKPBITHIM TEKCT U MepeaTh Koy mudpoBaHus yepe3 npeodpasoBanue RSA ¢
MIOMOIIBIO AITOPUTMA MU(GPOBAHKS CEAHCOBOTO KITI0YA U 3aIM(POBAaHHOE COOOIIEHUE HA
IPOBEPKY MPEnoaBaTeiio.

Yacts 1. llIndposanue coodmeHms

C nomorsto OpenSSL zanmpyiite coobienue. lndppoBanne HyKHO TPOBOAUTH IO CIIEAYIOLIEH
cXeme:

Bribepure HekoTopoe cool1ieHue (coepxKaiiiee B TOM YHCIe HOMEp 3aUeTHON KHIDKKH) U
nomectute ero B Qaitsi. Coob1ieHne MoKeT ObITh JIF000T0 pa3yMHOT0 pa3Mepa U JOKHO YUTAThCS
0€3 UCIOIb30BaHMs CHIEUATbHBIX IPOTPAMM.

Crenepupyiite ¢ momoIbio koMauael openssl rand (doc) cirygaitHbIi K1F04 HEOOXOIUMOM IS
anroput™a AES-128-CBC mymHbI 1 coxpaHuTe ero B (haili B mecTHaaTepuuHoM opmare .
CreHepupyiTe ¢ TOMOIIBIO KOMaH bl openssl rand BeKTOp WHULIMATTU3AINA HEOOXOIUMOM IS
anroput™a AES-128-CBC mymHbI 1 coxpaHuTe ero B (haiisl B mecTHa aTepuuHoM opmare.

C momorrsio koMau bl openssl enc (doc) 3ammdpyiite anroputmom AES-128-CBC daii ¢
OTKPBITBIM TEKCTOM Ha CT€HEPHUPOBAaHHBIX paHee KiItoue U BekTope nHunuanuzanuu. NB! Ipu
mm(pOBaHUH CIIETyeT UCTIONB30BaTh IMEHHO KITF0Y MIM(POBaHUSs, a HE MapoJib.

Coxpanute K104 MUGPOBAHUS U BEKTOP MHUIIMATU3AIMH B OTHOM (hailyie B IByX Pa3HbBIX CTPOKax
0€3 TOTIOTHUTENTFHBIX KOMMEHTAPHEB.

Yacts 2. CamocTosTenbHOE MU(pPOBaHUE KIF0Ya CUMMETPUYHOTO MH(POBAHUS

B sT0i1 yactu naboparopHoii morpedyercs co3aarh coocTBeHHYI0 napy RSA-kitoueit u npoiitu ode
¢a3pl anropuT™a mMUppPOBaHUS CHMMETPUYHOTO KiTto4ya. PaboTaTh MOXKHO 1O CleAyIoIel cxeme:



C momormipio koMaH bl openssl genrsa (doc) crenepupyiite 3akpoiThiii RSA-kimtou. JlnmnHa kirroua
JOJKHA coCTaBIATh 2048 6ut. [t Gosbieii HageKHOCTH KITF0Y MOXKHO 3alIu(poBaTh MapoJieM.
C nmomoripio koMaH bl openssl rsa (doc) creHepupyiTe OTKpBITHIN RSA-KiTr04.

Ha otkpeitom RSA-kimroue ¢ momomisto openssl rsautl (doc) sammudpyiite daiin ¢ kiodoM u
BEKTOPOM MHUIHATIN3ALINY.

[TpoBenuTe MPOBEPKY CBOMX JIEHCTBHIA U pacmudpyiite Ha 3aKpbIToM RSA-Kitoue noyueHHbIH Ha
npenplayIeM mare a.

[TpoBepbTe, 4TO pacmuppoBaHUe MPOILIO YCIEIIHO U B UTOT€ MOTYUYHIICS TOT e CaMbli KITIOY
CUMMETPUYHOTO MU POBAHUS.

Pacumdpyiite coobmenue.

Yactp 3. OTnpaBka pe3yJibTaTOB Ha MMPOBEPKY

Jliist oTIipaBKH pe3yIbTaTOB MIM(PPOBAHUS HA MPOBEPKY HEOOXOANMO BBIIOIHUTH CIIETYIOIINE
IEUCTBHUA:

3arpy3ure oTKpbIThI RSA-Kit0u nipenoaasaress.

Ha 3arpy:keHHOM OTKpBITOM KJII04€e ¢ ToMoIIbio openssl rsautl 3amudpyiite daiin ¢ kioyom
CUMMETPHUYHOTO MHU(POBAHMS U BEKTOPOM MHHUIINAIHA3ALINH.

OTtnpaBbTe Ha IPOBEPKY (aiin ¢ 3amudpoBaHHBIM TEKCTOM U (aili ¢ 3amudppoBaHHBIM
cummeTpruaHbIM KiitouoM. CBon RSA-xiroun B MOC Jlomuk 3arpysxath He TpeOyeTcs.
[TpoBepka pe3ynbpTaTa mudpoBaHus Oy1€T MPOBOIUTHCS CICTYIOIUMUA KOMaHIaMU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-chc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

Cnmcok BONPOCOB sl IPOMEKYTOYHOM aTTeCTALNM:

1. OOume npuHIMIIBI KpunTorpaduu. 3amura OT HECAaHKIMOHUPOBAHHOTO JOCTYIIA.
OcHoBHBIE CTIOCOOBI KPHUITTOAHAIN3A MTPOCTHIX M (poB. Mneanbublit mmdp.

2. [ndp Bepunama. Jlemma o teoperudecku croiikoMm mudpe. [loTokoBeie mudpsl.
ATaky Ha TOTOKOBBIE MIUPPHI. [[ByXpa3oBbIii OJIOKHOT.

3. [Tpumepsl noTokoBbIX MHppoB. RC4 u ero ys3BUMOCTH.

4. be3onacHoCTh MOTOKOBBIX TeHepaTopoB. CTaTHCTUYECKUN TECT Jid TEeHeparopa.
Kpunrorpaduueckoe ornpeneneHue rnceBaociyyaifHoro reneparopa.

S, [Tpunuun utepuposanus. [loHusaTue nceprocayyaitHoi pyHKINN U ICEBAOCTYYaitHON
nepectanoBku. [lIndp DES. Onucanue ctpyktypsl. Teopema o TpexpayHaoBoit cetu deiictens.

6. [Mudp AES. Onucanue cTpykTypsl U nNpuHUUNbl paOoThl. [lepebopHble aTaku Ha
6s10uHBIE MU(PBI.

1. [Toctpoenne On0YHBIX WHU(GPOB HA OCHOBE IICEBAOCIYYalHBIX TI'€HEPATOPOB.

[IudpoBaHre HECKOJIbKUX COOOIIEHWH Ha OJHOM Kioue. ATaka Ha OCHOBE BBIOOPOYHOTO
OTKpbITOro TeKcTa. [Ipumep mudpa HeCTOWKOro K aTake Ha OCHOBE BEIOOPOUHOTO OTKPBITOT'O TEKCTA.

8. Canyuaiinoe mudpoanue. Onnopazosoe mudposanue. Pexxum CBC. Hludposanue c
Ipe/icCKa3aHHbIM 3HaueHHeM BekTopa uHuIManuzaunu. CBC g onHopa3oBoro mugpoBaHUS.
Habuska 6mnokoB. Pexum CTR. CpaBuenue pesxxumo CBC u CTR. Pexxum OFB.

9. Kogsl ayrenTudukanuu cooduiennii. [locrpoenne ko1oB ayTeHTH(PUKAUU OOJIBIITNX
coobmenuit. Koncrpykunu CBC-MAC u NMAC. Hx »sddextuBHOCTh. (Cxema aTaku C
MCIIOJIb30BaHUEM KOJITU3UH.

10. Koncrpykuus HMAC. Iloctpoenue Koa0B ayTeHTU(UKAIUH OONBIINX COOOIIEHU.
MexaHu3Mbl HaOUBKH COOOIIIEHUH.

11. [ToctpoeHne KoMOB ayTEeHTH(UKALUU COOOIIEHHMH M3 CTOMKMX K KOJUTH3USIM
GbyHKIMA. ATaka Ha OCHOBE TapaJ0Kca JTHEH POKICHUM.

12. Konctpykuuss Mepxia-Jlamrapna juist nmoctpoenus xem-¢pyHkiuid. Iloctpoenue
0e30MacHbIX CXKUMAIOMNX QYHKIUI. Xell-pyHKIIMH Ha OCHOBE OJIOUHBIX IIH(PPOB.



13. HeobxoammocTh npuMeHeHus ayTeHTHYHOro mudpoBanus. [ToHsTHE 1ETOCTHOCTH
mudp-Tekcra. ATaka Ha OCHOBE BBIOOPOYHOTrO MMIHU(P-TEKCTa. AyTeHTHUYHOEe IMM(pPOBaHUS Ha
npumMepe nporokosa TLS.

14. Crangapt PKCS1. Ataku Ha RSA. Ataka npu Majiom 3Ha4€HUHU 3aKPbITOrO KIIOYa.

15. 3amaua guckpeTHoro JorapudmupoBanus. Meroa kimoueBoro odOmeHa [(uddu-
Xemana.

16. [IpeoOpazoBanue Dnb-I"amans. [lludpoBanue u cozmanre MOAMUCH COOOIICHUM.

17. Cxema lllamupa pazneneHus cekpera.

18. AnroputMm [lIHOoppa nokazarenbCTBa 3HAHUS.

HpI/IMepr OLHCHOYHBIX CPEACTB AJIA HpOMe)KyTO‘lHOﬁ arrecralmum:

BrimonHenue TecTOB, 1a0OpaTOpPHBIX M JOMAIIHUX 3aJaHUuil B HMH(OPMAIOHHO-
obpasoBarenbHOU cpene naet SO 6ayoB.

Jlnist yCTIenIHo# cliaun SK3aMeHa TpeOyeTcss OCBETHUTH JiBa TEOPETHUECKUX BOMPOCA, KaXKIbIil
u3 kotopbix gaer 20 GawtoB. [locie mpouemypsl BeIOOpa, SK3aMeHyeMOMy IpenocTasisercs 60
MHUHYT JUIsI TIOATOTOBKH OTBETa HAa BhIOpaHHBIC BOMpPOCHL llocie oTBeTa Ha OCHOBHBIE BOIPOCHI
9K3aMEHYEMOMY MOJKET OBITh 33/1aH JIOMIOJHUTENBHBIN BOTIPOC, OolleHHBatomuiics B 10 Gaymios.

Kputepun onieHuBaHMs TEOPETUYECKIX BOIIPOCOB:

20 OayutoB: SK3aMEHYEMbIil CaMOCTOSTENbHO W 0€3 HaBOAALIMX BOIPOCOB OCBETHJ BCE
OCHOBHBIE pa3zeibl BOIIPOCA, BBET HEOOXOAMMBIE OTPEACTICHHS, OIUCAll HEOOXOMMBIE aJrOPUTMBI;
IPUBEIT IPUMEPBI.

10-15 GamnoB: sK3aMeHyeMBbIH, TOCIE 33aJaHHs YTOYHSIOIIUX W HABOJSIIMX BOIPOCOB, B
JIOCTaTOYHO TIOJIHOM CTEIEHU OCBETWJI COJEp)KaHHE BOIPOCA, BBEN OINPEICICHUS, BOBMOXKHO HE
OCBETHJI HEKOTOPHIE IIATH aITOPUTMOB, IIPUBEI IPUMEPBHI.

5 GayuIoB: SK3aMEHYEeMBbIii HE OCBETHIJI BOIIPOC, HO OTBETHJI Ha HABOJIIUE, YTOYHSIOUINE U
JIOTIOJTHUTETIFHBIE BOMPOCH], TPHUBEI OCHOBHBIE OIPENCICHUs, HO HE NPUBEIT HEOOXOJMMBIC
HpUMEPBI.

0 OamyoB: HE OTBETHJI Ha BBIOpAHHBIE UM BOMPOCHI DK3aMEHA M YTOYHSIOIINE BOIPOCHI
HK3aMeHaTopa.

Pa3zpaboTumnk:

JONEHT Kadeaphl anredpandeckux ¥ HHPOPMAIMOHHBIX ciucteM  Psber JI.B.

[IporpamMma coctaBieHa B cooTBeTcTBUM c TpeboBanusmMu PI'OC BO mno HampaBieHHIO
noarotoBku 09.03.03 «[Ipuxiagnas uHpopmatuka» (ypoBeHb OakanaBpuaTa), yTBEp:KICHHBIN
npukazoM MunucrepcTBa odpasoBanus U Hayku Poccuiickoit @eneparuu ot «19» centsiops 2017 r.
Ne 922, 3apeructpupoBansiii B Muntocte Poccun «12» oxtsi0ops 2017 r. Ne 48531 ¢ uzmMeHeHusIMu
u gonojgHeHusmu ot 26.11.2020 r., 8.02.2021 r.

IIporpamMa paccMoTpeHa Ha 3aceaHuu Kadenpbl AnreOpanveckux U MHPOPMAIMOHHBIX
cuctem UMUT UI'Y «29» anpens 2021 r. /
[Iporoxon Ne 11 3aB. xadeapoit W ITanTenees B.A.

/
/
/

Hacmosuwas npoecpamma, ne moocem Ovimbv 6ocnpou3sedeHa HU 8 Kakou ¢hopme 6Oe3
npeosapumenbHo20 NUCbMEHHO20 paspeuteHus Kagheopvl-paspadbomyuxa npozpammol.




