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1. LIEJIY ¥ 3AIAYH JUCIUATLTAHBI

Hean

O3HaKOMJICHHE CTYACHTOB C OCHOBAMU KpUNTOTpaduu U OCHOBAMHU OOECIICUEHHS 3alUThI
uHpopmanuu, GopMHPOBAHNE MPAKTUIECKUX YMEHHUH 1 HABBIKOB IPH paboTe ¢ KpUNTOrpadhuiIecKum
NPUMHUTHUBAMHU, (POPMUPOBAHUE KITFOUEBBIX MTPODUIHHBIX KOMIIETEHIUH.

3agauu:

- J1aTh CIICIMAIbHBIC 3HAHUSI 110 TUCIUILIHHE,
- JIOCTUYh JIOCTATOYHOTO YPOBHS 3HAHUH MO KPUNTOrpadUUECKUM METOJaM OOeCTieueHUs
nH(pOpMaIMOHHOM 0€301MacCHOCTH;
- chopMHUPOBATH Yy CTYACHTOB IPAKTHYECKHUE HABBIKK Pa0OTHI CO CPEACTBAMU OOECIICUCHUS
Kpunrorpaduaeckoit 6€30MacHOCTH.

2. MECTO JUCIUIIJINHBI B CTPYKTYPE OIIOII BO

2.1. YueOHas nucnuiuinHa (MOIYJIb) OTHOCHTCS K YacTH MPOTrpaMMbl, (OpMHpPYyeMOit
y4acTHUKaMU 00pa30BaTeIIbHBIX OTHOIICHUN, M H3y4YaeTCsl Ha TPETheM Kypce.

2.2. 1nst uzy4yeHust JTaHHOW y4yeOHOM TUCIUIUTMHEI (MOTYJIsl) HEOOXOAUMBI 3HAHUS, YMEHUS U
HaBBIKK, CGHOPMHUPOBaHHBIE AucHHUILIMHAMU: [IporpamMmmupoBanue, Teopuss BEpOSITHOCTEH U
MaTeMaTH4YeCKasl CTaTUCTHKA, J{uCKpeTHass MaTeMaTHKa.

2.3. [lepedeHp MOCHEIYIOMMX YYCOHBIX TUCIMIUINH, JJI KOTOPBIX HEOOXOAMMBI 3HAHMS,
YMEHUS U HaBBIKH, (POPMHUPYEMBbIC TaHHOW YUeOHOW TUCIIMIUTHHON: BhImycKHas KBaTupUKaIIMOHHAS

pabora.

3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUSA AU CIUIIJINHBI

[Iporecc ocBOeHUS TUCIUILIMHBI HANpaBiieH Ha (OPMHUpPOBAHUE KOMIIETCHIIUH (3JIEMCHTOB
cnenyromux kommnereHiuit) B coorBerctBur ¢ ®I'OC BO 1o cooTBeTCTBYIONIEMY HAMpPaBICHHUIO

IIOATrOTOBKH.

Ilepeuyenn nuIaHNpyeMbIX pe3yJIbTATOB 00yUYeHHS MO JUCHUILINHE (MOAYJII0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTH/KCHUSI KOMIIETCHIIUH

HNuauxkaropsl
Komnerenuus . PesyabTarhl 00y4eHust
KOMIeTeH Ui
I1K-3 Cnoco6nocts | MK ka1 3HaeT yCTpOWCTBO COBPEMEHHBIX
JeMOoHcTpanuu oduieHayyHbix | CrnocodeH UCIIOJIb30BaTh | KpUNTOrpadhuyecKuX CTaHAAPTOB
6a30BbIX 3HaHUH | MaTeMaTUYeCKUe 3HAHUS B | CHMMETPUYHBIX U
MaTeMaTHYeCKHUX U | npodeccuoHaIbHON aCUMMETPUYHBIX CUCTEM,
€CTECTBEHHBIX HayK U | JeSTeTbHOCTH IPUKIIAJHBIX KPUNITOTPpahUIeCKUX
MH(OPMaLIMOHHBIX IIPOTOKOJIOB.
TEXHOJIOTUH;  CIOCOOHOCTH Ymeer aHaJIM3UPOBATh
PUMEHSTh B COBpPEMEHHBIE
npodeccuoHaIbHON KpUnrorpaguyeckiue CTaHIapThl
NESITEIBHOCTH  COBPEMEHHBIE CUMMETPHYHBIX "
A3BIKK  TIPOTPAMMHUPOBAHMS, aCUMMETPUYHBIX CHCTEM,
OTepaliOHHbIE CUCTEMBI, MpUKIaJHble KpunTorpaduueckue
AIIEKTPOHHBIE OMOIMOTEKH W MPOTOKOJIBI Ha HaJln4yue
MaKeThl MPOTpPaMM, CETEBbIE yS3BUMOCTEHN c MTOMOIIBIO
TEXHOJIOTHH. COBPEMEHHOI0 MaTEMaTHYECKOIO
anrmapara.
WK 1ix3.3 3HaeT MNporpaMMHbIE OOBEKTHI,
Cnoco0eH  NpUMEHATh B | pealu3yrolne

npodeccCHOHABLHOM

KpUnrorpaguueckiue  CTaHIapThl




JEATETbHOCTH COBPEMEHHBIE
S3BIKM  MIPOrPaMMHUPOBAHUS,
OIlEpallMOHHBIE CHUCTEMBI
MAKeThl MPOTPAMM U CETEBbHIE
TEXHOJIOTHH

CUMMETPUYIHOTO 51
ACHMMETPUYHOTO IIH(PPOBAHUS

Ymeer OIPENEIATh
MOCJICI0BATEILHOCTD IPUMEHEHUS
OMOIMOTEUYHBIX  METONOB IS
peali3anuu MIPHKJIATHBIX

KPUNTOTrpaguueCKUX aJlTOPUTMOB.

I1IK-4 I'oToBHOCTB K
BKJIFOUCHHIO B
npodecCuoHaAIbHOE
COOOIIECTBO;  CIIOCOOHOCTH
MPOBOJIUTH  TIOJT HAYYHBIM
PYKOBOJCTBOM  JIOKQJIbHbBIE
HCCIIEJOBaHUA Ha  OCHOBE
CYIIECTBYIOIIMX METOJOB B
KOHKPETHOMU obnactu
npoQeCcCHOHAILHON
EeITEIbHOCTH

WK ka2

Bnaneer TEXHOJIOTUSIMHU
MOATOTOBKUA JOKYMEHTOB B
TOM 4HuCIe B  00JacTiIx
MaTeMaTUKU ¥ HHPOPMATHKH,
B TOM YuClIe c
HCIOJIL30BAHUEM CBOOOIHO-
pacpocTpaHseMoro

MporpaMmMHOro obecreyeHus

3HaeT MPUHIIMIIEI UCIIOJIB30BAHUS
OUOJIMOTEYHBIX METOIOB u
KPHUITOIPOBAWICPOB, B TOM YHUCIIC
CBOOOIHO-PACIIPOCTPAHSICMBIX.
YMeeT MpUMEHSTh MPOrpaMMHbBIC
O00BEKTHI M KPHIITONPOBANICPHI
JUTSL peau3aiuy IPUIoKEeHUH
Buiageer pueMamu
UCTIOJIb30BaHUS
KPUITOTpapUUECKUX MPUMUTHBOB
npu  pa3paboTKe MPOrpaMMHBIX
peLICHU.




4. COAEPKAHUE U CTPYKTYPA JUCIUIIJINHBI

O0beM TUCHUIUIMHBI COCTABIISIET 4 3a4eTHBIX enuHull, 144 Jaca, B TOM 4uciie 48 4acOB HAa KOHTPOJIb, TPAKTUUYECKAs MMOATOTOBKA 32
®dopma NpOMEKYTOUHON aTTeCTaluu: 6 CEMECTP - IK3aAMEH.

4.1. CONEPXKAHME JUCIHHATLINHBI, CTPYKTYPUPOBAHHOE 11O TEMAM, C YKA3AHUEM BHUJ0OB YYEBHBIX 3AHSATHUI 1 OTBEJIEHHOT'O HA HUX
KOJIMYECTBA AKAJEMHUYECKHUX YACOB

Bujabl yueOHo# padoThl, BKIKOYAs
CaMOCTOSATEJbHYI0 padoTy o0y4yarommuxcs u
TPYA0EeMKOCTh (B Yacax)
Dopmbl
KonrakTHas padoTa
Ce TeKyLIero

Ne npenoaaBaTelisi ¢ 00y4ar0UIMMUCS

n Pa3znes Ay cuumInHbL/ TeMBbI Mec CamocTtosT| KOHTPOJIs
1 P Cemunapck elbHasi | YCIleBaeMoOCTH

 pa— ue Kontpous | padora +
eKI| PAKTHYEC | (o s | KOHTPOTH
KHe
3aHATHS)

1 | Tema 1. bazoBble OHATHS KpUnTOorpadpuu 6 2 2 0,6 1 3 na0.

2 | Tema 2. CHMMETpUYHBIE KPUIITOCHCTEMBI 6 2 2 0,6 2 3 na0.

3 | Tema 3. [ToTouHbIe IHQPHI 6 2 2 0,6 2 3 TECT

4 | Tema 4. bounoe mmdpoBanue 6 4 4 1,2 3 5 na0.

5 | Tema 5. Pexxumsl mmgppoBaHus 6 4 4 1,2 3 5 TECT

6 | Tema 6. Koxpl ayreHTHGUKAIINH COOOIIEHHINA 6 2 2 0,6 2 3 na0.

7 | Tema 7. Xenr-¢pyHKIAH 6 2 2 0,6 2 3 TECT

8 | Tema 8. CrangapTsl ayTEeHTUYHOTO UG POBAHUS 6 4 4 1,6 3 5 na0.

9 | Tema 9. AnropuT™Mbl 0OMEHa KITIOUaMH 6 2 2 0,6 2 3 na0.
10 | Tema 10. Merox kimoueBoro oomena Juddu-Xeamana 6 2 2 0,6 3 4 nao.
11 | Tema 11. [Ipeobpa3oBanue RSA 6 2 2 0,6 3 3 na0.
12 | Tema 12. [IpeobpazoBanue Dnb-I"amans 6 2 2 0,6 3 3 na0.




Bunsi yueoHoii padoThl, BKJIIOYAs
CaMOCTOSITEJIbHYIO PA00Ty 00y4alOLIUXCs H
TPYAOEMKOCTH (B 4acax)
Dopmbl
KonrakTHas padoTa
Ce TeKylIero
Ne npenoaaBaTeIsi ¢ 00y4arIMUMHCS
/ Pa3zjies 1ucHMNIMHBI/ TeMBbI Mec Camocrtosit| KOHTPOJIS
i p Cemunapck e CIeBaeMOCTH
JbHast | Y
ne
Jleknuu | (mpakTH4ec Konrpoa | patora +
P o0yuyeHusi | KOHTPOJIb
KHe
3aHATHSA)
13 | Tema 13. [IpuxitagHpie aarOpUTMBI KpUNITOTpadhuu 6 2 2 0,6 3 5 na0.
HTtoro yacon 32 32 10 80
4.2. I[INAH BHEAYJIATOPHOM CAMOCTOSITEJIbHOM PABOTBI OBYYAIOIUXCSI IO AUCIUTIIUHE
CamocTosiTeqibHass paboTa 00y4alommnxcs YueoHo-
MeTONYecKoe
Cemect Bun 3aTpaTtsl OuenovHoe 8
Ha3Banmue pasgesna, TeMbl Cpoxn o0ecneyenne
p CaMOCTOSITEJILHO BpeMeHH cpecTBO .
. BBITIOJIHEHUS CaMOCTOSITEJILHOI
ii paboThI (uac.)
padoThbI
1-s1 monoBuHA YMO pacmoioxxeHo
+ HNOC Domi
6 |CumMmeTpHUYHBIC ANTOPUTMBI HU(POBAHUS YUITUH ypea 30 Tect y orie a
MOATOTOBKA K CTpaHulE Kypca
OK3
1-s momoBUHA YMO pacmnono->keHo
o + HNOC Domi
6 O0ecneueHe ETOCTHOCTHA COOOIIIEHUIA YUJIITUn Kypea 18 Tect B omic Ha
MOATOTOBKA K CTpa-HHIIE Kypca
OK3
2-51 TIOJIOBUHA YMO pacmoio->keHo
+ Kontponbnas NOC Domi
6  |ANrOpUTMBI C OTKPBITHIM KIIIOUOM YWITUH pea 32 b s omie fa
TOATrOTOBKA K paborta CTpa-HMIIE Kypca
9K3
OO011ast TpyJ0EMKOCTh CAMOCTOSTEILHON paOOTHI 1O JUCIHUIUIMHE (Yac) 80
N3 HuX 00beM caMOCTOSITENIbHOM pabOThI C MCIOJIB30BaHUEM 3JIEKTPOHHOTO O0yUYeHUs 1 80
JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH (4ac)




4.3. COIEP)KAHME YYEBHOI'O MATEPHAJIA

Pazgen 1. CumMeTpuUHBbIe ATOPUTMBI IIM(POBAHUA

Tema 1. bazoBbie MOHATHS KpUOTOTpapuu

OO01re TpUHLIKITBI U MOJIENH. 3allluTa OT HeCaHKIMOHUPOBaHHOro fgoctymna. [lonstue kimtoua. [lludposanue u konuposanue. Kpunrocucremsl.
Uctopus kpunrorpaduu. udp npocroii 3amenst. [udp Lesaps. [ludp BepTukanbHoii nepectanoBKU. I ammupoBanue. OCHOBHBIE CLIOCOOBI
KpUNTOaHaIu3a NpocThix mudpos. MaeansHblil mmdp.

Tema 2. CuMMeTpUYHBIE KPUIITOCHCTEMBI

[Mudp Bepuama. Jlemma o Teopernyecku croiikom mudpe. [ToTokossie mudpel. ATaku Ha TOTOKOBBIE MHUQPHI. [IByxpa3oBsiii 6;10kHOT. [Ipumep
ysi3BEMOCTH B ipoTokosie. 802.11b WEP. Bo3aMoskHBIE yimydIlIeHus: TPOTOKOJIA.

Tewma 3. [ToTounbple MU PHI

[Tpumeps! moTokoBeix mudppoB. RC4 u ero ys3zsumoctu. CSS u ero ys3BumoctH. eStream. be3omacHOCTh MOTOKOBBIX reHepaTopoB. CTaTUCTHYECKUI
TecT s reHeparopa. Kpunrorpaduueckoe onpenenenue nceBaociydaitnoro reaeparopa. CemaHTHuecKu 6€30MacHbIi MOTOKOBBIN mudp. [Ipumepsr
TaKUX IIHQPOB.

Tewma 4. biiounoe mudpoBanue

[Mpuanun urepuposanus. [loHsTHE IICEBIOCTYyYaliHON QYHKIIMK U TIceBAOCTyYaiiHON niepectaHoBkU. [lIudp DES. Onucanue ctpykrypsl. Teopema o
tpexpaynaoBoi cetu Deiictens. Hudp AES. Onucanue cTpykTypsl U npuHIUIBL paboTsl. [IlepeGopHbie ataku Ha 6mounble m@psel. [Ipodiaema DES.
Tpotinoit DES. Ataka metogom BcTpeuu nocepenune. [lepedopubie araku Ha 6s10uHbie mudpsel. [Ipodbnema DES. Ataku Ha 61ounble UG PHI Yepe3
YTEUKH 110 MOOOYHBIM KaHalaM. ATaku Ha OCHOBe 0TKa30B. Jluneitnsiit kpunronananu3 DES (ocHoBuble unen). [ludp FOCT 28147-89 u ero
uH(ppacTpyKTypa.

Tema 5. Pexxumbl mudpoBanus

[TocTpoenue 6:104HBIX MIM(GPOB HA OCHOBE TICEBAOCITYYaHbIX FreHepaTopoB. LndppoBanue HECKOIBKHUX COOOIIEHUI Ha OTHOM KiItoue. ATaka Ha
OCHOBE BBHIOOPOUYHOTO OTKPHITOro TekcTa. [TpumMep mmudpa HeCTOWKOro K aTake Ha OCHOBE BBIOOPOYHOTO OTKPHITOro Tekcra. CiryyaiiHoe mudpoBaHue.
Opnopaszosoe mudpoanue. Pexxum CBC. llugpoBanue ¢ npeackazaHHbIM 3HaueHHeM BekTopa nHunmanuzanuu. CBC g onHopa3oBoro
mudposanus. Habuska 6okoB. Pexxum CTR. Cpasuenue pexxumos CBC u CTR. Pexum OFB.

Pazgen 2. O6ecneyenne HeJJOCTHOCTH COOOICHH I

Tewma 6. Konbr ayreHTH(UKaIIT COOOIIEHUIA

Kogp! ayrentudukanuu cooduennii. [loctpoenne koaos ayrenTudukanuu 6onpumx coodmennit. Koncrpykunun CBC-MAC u NMAC. Ux
s¢dexTuBHOCTE. Cxema aTaku ¢ ucnoiaszoBanueM koiu3ui. Koncrpykiust HMAC. [loctpoenne ko10B ayTeHTH(PUKAUU OOJIBIINX COOOIIEHUH.
Mexanu3mbl HabuBkH coobmennit. Koncrpykimun CMAC, PMAC, onnopa3zossiit MAC.

Tema 7. Xewm-pyHKuu

[TocTpoeHne ko0B ayTeHTU(DUKALUN COOOIEHHH U3 CTOMKUX K KOJUTU3UAM (PyHKIMI. ATaka Ha OCHOBE Mapajokca AHel poxxaeHuid. KoHncTpykius
Mepxna-/lamrapaa ais nocrpoenust xem-¢gyHkuui. [loctpoenue 6e3omacHbIx cxxuMaronux GpyHkuuid. Xem-(yHKIMN Ha OCHOBE OJIOYHBIX IIU(POB.



Tema 8. CTanaapThl ayTEHTUYHOTO MG POBAHUS

HeobxomuMocTh mpuMeHeHusl ayTeHTHYHOTO mudpoBanus. [lorsTHE Ie10CcTHOCTH MU (p-TEeKCcTa. ATaka Ha OCHOBE BEIOOPOYHOTO MIH(P-TEKCTA.
AyTtentuuHoe mudpoBanus Ha npumepe nporokosa TLS. [Toctpoenue cxem ayTeHTUYHOTO UG POBAaHUS U3 OJIOUYHBIX IIU(PPOB U KOJ0B
ayreHTU(uKanuu coodmeHnid. CTaHAapThl Ay TEHTUYHOTO MU(PPOBaHUs. ATaKU Ha CXEMbl ayTEHTUYHOTO MH(PpoBaHUsI. ATaka Ha OCHOBE aHAIIN3a
HaOUBKHU COOOIICHUS.

Pa3znen 3. AIropuT™MbI € OTKPBITHIM KJIHOY0M

Tema 9. AnropuT™Mbl OOMEHa KIF0YaMH

Pacnpenenenue kmoueit mudposanus. [Ipouenypsl oOmena kiatoyamu. O0611ee BBeIEHUE B TEOPUIO aCHMMETPUYHBIX KpUntocucteM. D heKTUBHBIC
QITOPUTMBI BO3BEICHHUS B CTEIIEHB. AJTOPUTMBI (pakTopu3annu Oonpmmx yncen. [lonarue QyHKIUM ¢ 1a3eiKoi.

Tema 10. MeTon kiroueBoro oomena Jluddu-Xenmana

[IpoTokoit KII0YeBOTO OOMEHA JUISI HECKOJIBKUX Y4acTHUKOB. HexoTopsie Mmomupukanuu Metoaa. OTHOCTOPOHHSISI TeHepallvs KiIoJa. 3aiada
JUCKPETHOTO JIOrapu(MUPOBAHHUS.

Tema 11. IIpeobpazoBanne RSA

YerpoiictBo RSA. DddexkruBnocts peanuzanuu. Kpunrocroitkocts RSA. Bapuantst crangaproB PKCS1. Ataku Ha kpuntocuctemy RSA. Ataka Ha
ocHoBe o011ero RSA monyins. ATaka Ha OCHOBE MaJIOr0 3HAUYEHHUS 3aKPHITOrO KIIFOYa.

Tewma 12. IIpeoOpazoBanue Db-I"amarns

Brrancnenue u nposepka noanucu. [udposanne u nemmdpposanue. IphekTuBHOCT peannzanui. OCOOCHHOCTH UCTIONB30BaHMUS CEAHCOBOTO KITIOYA.
[TpakTuyeckoe npuMeHeHue rnpeodpazoBanus Diab-I"amans uid 3aauu 10Ka3aTeNbCTBA 3HAHUS.

Tema 13. [IpuxnagHeie aaropuT™Mbl Kpunrorpapuu

[ToporoBeie cxeMsl pa3zaenenus cekpera. Cxema lllamupa paznenenus cekpera. Jloka3aTelbCTBO C HYJIEBBIM pas3riameHreM. AJITOPUTM Ha OCHOBE
nzomopdusma rpados. [Iporokon [HInoppa.

4.3.1. IlepeyeHb CeMHHAPCKHX, NPAKTHYECCKUX 3aHATHI U J1a00PaTOPHBIX PadoT

Ne | Nepa3nenau| HaumeHoBaHMe CEMUHAPOB, MPAKTHUYECKUX H J1a00PaTOPHBIX TpynoeMkocTh OueHovHbIe DopMupyemMble
n/H TeMbl padort (uac.) cpeacrsBa KOMIIETEHIIUH
Bcero | U3 Hux (MHIMKATOPBI)*
4YacoB |MPaKTHYEC
Kast
MOATOTOBK
a
1 2 3 4 5 6 7




1 Tema 1. ba3oBble MOHATHS KpUnTorpaduu 2 2 JlaGoparopHas padoTa IK-3.1, TIK-3.3,
11K-4.2

2 Tema 2. CHMMETPHYHBIC KPAIITOCHCTEMBI 2 2 JlaGoparopHas paboTa IK-3.1, TIK-3.3,
11K-4.2

3 Tewma 3. ITorounsie mudpo 2 2 JlaGoparopHas paboTa IK-3.1, TIK-3.3,
11K-4.2

4 Tema 4. biounoe mudpoBanwe 4 4 JlaGoparopHas paboTa IK-3.1, TIK-3.3,
T1K-4.2

5 Tema 5. Pexxumpl mmdpoBaHus 4 4 JlaGoparopHas paboTa IK-3.1, TIK-3.3,
11K-4.2

6 Tewma 6. Kompr ayrenTH)MKAINH COOOIIEHU 2 2 JlaGoparopHas paboTa IK-3.1, TIK-3.3,
I1K-4.2

7 Tewma 7. Xenr-pynkunn 2 2 JTaGoparopHas paGoTa IK-3.1, TIK-3.3,
I1K-4.2

8 Tema 8. CTaHgapThl ayTEHTHYHOTO IUPPOBAHUS 4 4 JlaGopaTopHas paGota IK-3.1, TIK-3.3,
I1K-4.2

9 Tema 9. AnropuTMbl 0OMEHA KITIOUaMHU 2 2 JTaGoparopHas paGoTa IK-3.1, TIK-3.3,
I1K-4.2

10 Tema 10. Meton kimoueBoro oomena Juddu-Xenmana 2 2 JlaboparopHas padoTa IK-3.1, 1IK-3.3,
I1K-4.2

11 Tema 11. [IpeoOpazoranue RSA 2 2 JTaGoparopHas paGoTa IK-3.1, TIK-3.3,
11K-4.2

12 Tema 12. IIpeobpazoBanue Dnb-I"amans 2 2 JIabopaTopHas pabota IK-3.1, [TIK-3.3,
11K-4.2

13 Tema 13. [Ipuknanssie aaropuT™Mbl KpUITOrpaduu 2 2 JIaboparopHas padoTa IIK-3.1, [IK-3.3,
11K-4.2

Bcero 32 32

4.3.2. IlepeyeHb TeM (BONPOCOB), BBIHOCHMBIX HA CAMOCTOSITE/IbHOE M3YUeHHe CTYAeHTAMHU B paMKax caMocTosTeIbHOoil padoThl (CP)
«He mpeycmoTpeHO».

4.4, METOJAYECKHUE YKA3AHUSA IO OPTAHU3AIIMMA CAMOCTOSITEJABHOM PABOTHI CTYJIEHTOB

CamocrosTenbpHas paboTa cTyIeHTOB BceX (GOpM U BHIOB 00yUEHUS SBISETCS OJHUM U3 0053aTeNBbHBIX BUAOB 00pa30BaTeNbHOM e TEIBHOCTH,
obecrieunBaromieil peanuzanuio TpeboBanui denepanbHBIX TOCYAAPCTBEHHBIX CTaHAAPTOB BHICHIETO o00Opa3oBaHusa. (CoriiacHO TpeOOBaHUIM
HOPMATHUBHBIX JOKYMEHTOB CAaMOCTOSITeNbHAsI paboTa CTYJACHTOB SIBISETCS 00s3aTeIbHBIM KOMIIOHEHTOM O00Opa30BaTEBHOTO MpOIecca, TaK Kak OHa
oOecrieynBaeT 3aKpCIUICHUC IIOJTy4YacMbIX Ha JICKOUOHHBIX 3aHATUAX 3HAaHUHU nyTeEM HpI/I06peTeHI/I$I HaBBIKOB OCMBICIICHUA W paCIIUpPCHUA HX
COJIep’KaHUWsl, HABBIKOB pPEIICHHUS aKTyaldbHBIX MpoOJeM QopMUpOBaHUS OOMIEKYJIBTYPHBIX W TPO(ECCHOHATBHBIX KOMIETCHIIUNA, Hay4YHO-
HCCJIEIOBATEIbCKOM JesITeIbHOCTH, MOATOTOBKM K CEMHUHapaMm, JIabopaTOpHBIM paboTaM, clade 3a4eToB M 3k3aMeHoB. CamocTosTenabHass padoTa




CTYACHTOB HPEJCTaBIsET COOOM COBOKYHNHOCTh ayJIUTOPHBIX M BHEAyAUTOPHBIX 3aHATHM M pabor. CamocrosiTenbHas paboTa B paMKax
00pa30BaTEILHOrO IPOLECca B By3€ PELIAET CISAYIOLINE 3a0a4u:

— 3aKpEIUIEHUE U pacIlupEeHue 3HaHUH, YMEHUH, [TOJyYEHHbIX CTyI€HTaMU BO BpeMs Ay JUTOPHBIX U BHEAYAUTOPHBIX 3aHATUH, IPEBpAILLICHUE X
B CTEPEOTHITHl YMCTBEHHOU U (PU3MUECKOH eATeIHbHOCTH;

— IpUOOpETeHNE TONOIHUTENbHBIX 3HAHUH M HaBBIKOB 0 JUCLUIUIMHAM y4e€OHOTrO IJIaHa;

— (popMupoOBaHUe U Pa3BUTHE 3HAHUN U HABBIKOB, CBS3aHHBIX C HAYYHO-HUCCIIEIOBATEIILCKOMN NESTETbHOCTHIO;

— pa3BUTHE OPUEHTALMU U YCTAHOBKH HA KaUECTBEHHOE OCBOEHHE 00pa30BaTEIbHOM TPOrpaMMBl;

— pa3BUTHE HaBBIKOB CAaMOOPraHU3aL1H;

— (popMHpOBaHUE CAMOCTOSITEIBHOCTH MBILUIEHHS, CHOCOOHOCTH K CAMOPA3BUTHIO, CAMOCOBEPLICHCTBOBAHUIO U CAMOpEaNIN3alluy;

— BBIPa0OTKa HABBIKOB d(PPEKTHBHON CaMOCTOATENBHON NMPO(EeCCHOHAIFHOW TEOPETUUYECKOH, MPAKTUYECKONH M Y4eOHO-HCCIIEeI0BaTEIbCKON
NeSITeIbHOCTH.

IMoaroroBka Kk Jexkuuu. KauectBo 0cBOEHUs co/lep)KaHNs KOHKPETHOM TUCHUIUIMHBI IPSIMO 3aBUCHUT OT TOr'O, HACKOJIBKO CTYJIEHT cam, 0e3
BHEILIHETO MPHUHYXJIeHUs (HOpMUpPYeT y ceOs YCTAaHOBKY Ha IOJY4YEHHE Ha JIEKLUAX HOBBIX 3HAHU, JONOJHSIOMMX YK€ MMEIOIIMEcs MO JTaHHON
JUCHUILIMHE. BpeMs Ha NOAroTOBKY CTYJEHTOB K JBYX4acOBOI JIEKIIMK 110 HOPMATHBaM cocTaBiisieT He meHee 0,2 Jaca.

IToaroroBka Kk NMpakTHYecKOMY 3aHATHIO. [[0AroTOBKAa K NMPAaKTUYECKOMY 3aHATHIO BKIIOYAET CIEAYIOLIME 3JIEMEHTHI CaMOCTOSTEIbHON
JESTEIbBHOCTH: YETKOEe MPEJCTaBICHUE LIEIN U 3a7ad €ro MpPOBEIEHUS; BbIJCICHUE HABBIKOB YMCTBEHHOM, aHAJIUTUUECKON, HAYYHOU NeATEIbHOCTH,
KOTOpbIE CTAaHYT pPE3yJbTaTOM IpelcTosnied paboTbl. BbIpaOoTka HABBIKOB OCYIIECTBIISIETCS C IOMOIIbIO MOJY4YeHHUs HOBOM HHpopMauuu o0
M3y4aeMbIX [IPOLECCaxX U C MOMOILBIO 3HAHUSI O TOM, B KaKOM CTENEHU B IaHHOE BpEMS CTYJEHT BJIaJICET METOJaMH HCCIIEA0BATENbCKON 1E€ATEIbHOCTH,
KOTOPBIMH OH CTaHEeT M0JIb30BaThCs HA MPAKTHUECKOM 3aHATHH. [ToAroTOBKa K MPaKTUYECKOMY 3aHATHIO HEPEIKO TpeOyeT moadopa MaTepuana, JaHHbIX
U CIIELUAbHBIX HCTOYHUKOB, C KOTOPBIMH IIPEACTOUT yueOHas pabora. CTyeHTHI JOJIKHBI JoMa OATOTOBUTH K 3aHATHIO 3—4 npumepa popMyIUpOBKU
TEMBbl HCCIEI0BaHMs, MPEJICTaBICHHOTO B MOHOrpadusx, HayuyHBIX CTaThsX, OTYETaX. 3aTeéM OHU CaMOCTOSATENBHO OCYLIECTBISIOT TTOUCK
COOTBETCTBYIOIIUX HMCTOYHUKOB, ONpPENEISIOT aKTyalbHOCTh KOHKPETHOTO HCCIIEOBAHMS MPOLIECCOB U SIBICHUW, BBIACISAIOT OCHOBHBIE CIIOCOOBI
JI0Ka3aTe’IbCTBA aBTOPAMHU HAy4HbBIX pabOT LEHHOCTH TOTrO, YeM OHHM 3aHUMaloTca. B Xome caMoro mpakTH4eCKOTo 3aHATHS CTYIEHThl CHayaa
IPEJICTaBIISIIOT HalIEHHbIE MU BapuaHThl (POPMYJIMPOBKHU aKTyaJIbHOCTH MCCIIEA0BAHUS, OOCYKIAIOT UX M 0OOCHOBBIBAIOT CBOE€ MHEHHE O HAUITYUIIEM
BapuaHTe. Bpems Ha OATrOTOBKY K MPAaKTUYECKOMY 3aHATHIO II0 HOpMaTuBaM cocTaBiseT He MeHee 0,2 yaca.

IMoaroroBka Kk KOHTPO/IBLHOI padoTe. KoHTpoibHas paboTa Ha3HAYaeTCs MOCIIE U3YUYEHHUS ONPEAEICHHOr0 pa3jena (pa3aenoB) JUCIUILIUHBL U
npezcTaBisieT co00i COBOKYMHOCTh pPa3BEPHYTHIX MMCbMEHHBIX OTBETOB CTY/AEHTOB Ha BONPOCHI, KOTOPBIE OHU 3apaHee MOIy4atoT OT MPero aBaTes.
CamocTosTenbHasi TOJArOTOBKAa K KOHTPOJIbHON paboTe BKIIOYAET B ce0s: — H3Y4YeHHE KOHCIEKTOB JIEKIIMH, PacKpbIBAIOLIUMX MaTepHhall, 3HaHHE
KOTOPOTO IPOBEPSIETCSI KOHTPOJILHOW paboTOM; MOBTOpPEHUE y4eOHOro MaTepualia, MOJYyYEHHOTO MpPH MOATOTOBKE K CEMHHAPCKUM, MPAKTHYECKUM
3aHATHUSIM U BO BpeMsl MX MPOBEICHUS; U3yUYEHUE JOMOIHUTENBHON JIUTEPATyphl, B KOTOPOH KOHKPETH3UPYETCS COJEp)KAaHUE MPOBEPSIEMbIX 3HAHUM;
COCTaBJIEHHE B MBICICHHOH (pOpMEe OTBETOB Ha IOCTABIEHHBIE B KOHTPOJILHOM paboTe BOMPOCHI; (hOPMUPOBAHME NCUXOJIOTHYECKOH YCTaHOBKH Ha
yCIHEIIHOE BBIIOJHEHUE BCEX 3a7jaHuil. BpeMsi Ha MOATrOTOBKY K KOHTPOJIBHOU paboTe 10 HOpMaTUBaM COCTaBIISET 2 yaca.

IMoaroroBka K 3k3ameny. CaMOCTOsTENIbHAS [TOJITOTOBKA K 9K3aMEHY CX0Xa C MOATOTOBKOM K 3a4eTy, 0COOEHHO eciin OH Au(phepeHInpOBaHHbIH.
Ho o6wvem yueOHOro MaTepuasna, KOTOPbIH HY’KHO BOCCTAHOBHUTH B MAMSATU K 9K3aME€HY, BHOBb OCMBICIIUTH U MOHSTh, 3HAUUTEIHHO OOJIbIIE, TOITOMY



TpeOyeTcst 0oJible BpeMEHU U YMCTBEHHBIX ycuinil. BaxkHo copMupoBaTh 11€I0CTHOE MPEACTABICHUE O COJIEP’KaHUU OTBETA Ha KaXKJIbIil BOIIPOC, UTO
MpeJIoiaracT 3HAaHUE Pa3HBIX HAYYHBIX TPAKTOBOK CYIIIHOCTH TOTO WJIM MHOTO SIBIICHUS, IPOIIECcCa, YMEHHUE PACKPBIBATh (DaKTOPBI, ONPEACTISIONIHE UX
MPOTUBOPEYMBOCTh, 3HAHME HMMEH Y4YEHBIX, HM3Yy4aBIIUX oOcCyxkmaemyro mnpobiemy. Heobxomumo Takxke mpuBecTH HHGOPMALHMIO O MaTepuaiax
AMITUPUYECKUX UCCIEAOBAHUH, YTO YKa3bIBaeT HA BCECTOPOHHIOIO MOJATOTOBKY CTYJE€HTA K SK3aMeHy. BpeMs Ha OATr0OTOBKY K SK3aMEeHY 10 HOpMaTUBaM
cocraBisieT 36 yacoB I OaKanaBpoB.

B ®BI'OY BO «UI'Y» opranm3anusi camMOCTOATEIbHOW pabOThl CTYISHTOB periameHTupyercs [lomokeHHeM O caMOCTOSTENbHON pabore
CTYJE€HTOB, NPUHATHIM Y4eHbIM coBeToM UI'Y 22 utons 2012 r.

4.5. IIPUMEPHASI TEMATHKA KYPCOBBIX PABOT (IIPOEKTOB)

«He npexycmotpeHo».



YYEBHO-METOJIMUYECKOE U UH®OPMAILIMOHHOE OBECIIEYEHUE
JUCHUILIMHBL (MOIY.JI5T)

a) nepevyeHb JUTEPATYPbI

1. Jlocs, A. b. Kpunrorpaduyeckre MeTOAbI 3aIIUTH HHPOPMALUH TSI U3YYAIOLIHX
KOMIThIOTEPHYIO 0€30macHOCTh : yueOHHK 11 By30B / A. b. Jlock, A. FO. Hecrepenko, M. .
PoxxkoB. — 2-e u3., ucnp. — Mocksa : M3ngarensctBo FOpaiit, 2022. — 473 ¢. —ISBN 978-
5-534-12474-3. — Tekct : anekTpoHHbIi // O0pa3oBatenbHas argopma KOpaiit [caiit]. —
URL.: https://urait.ru/bcode/489242.

2. Bgenenwue B kpunrorpaduro [Tekct] : Hayunoe u3ganue / pen. B. B. fAmenko. - 4-e u3z., nom. -
M. : M3a-Bo MIITHMO, 2012. - 347 c. ; 22 cm. - And. yka3s.: c. 341-347. - ISBN 978-5-4439-
0026-1

3. Psb6en JI.B. 3agaunuk-npakTukym 1o kpunrtorpapuu: yued. nocodue / JI.B. Psben. — MpkyTck
: U3a-Bo Boct-Cu6. roc. akaa. o6pas., 2013. — 76 ¢. — ISBN: 978-5-85827-864-1 (30 2k3.)

4. OcHoBbl kpunTorpaduu : yued. mocodue st crya. By30B / A. I1. Andepos [u ap.]. - 3-e usm.,
uctp. u jgon. - M. : 'enmnoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 2k3.)

5. Umopa A. JI. OcHoBsl kpuntorpaduu: yued.mocooue / A.JI. Umopa — M.: 'enuoc APB, 2001. —
244 c. — ISBN 5854380374 (513k3.)+

6. Kammpckas, E. H. Kpunrorpaduueckue cucrems! : yaeOnoe nocodue / E. H. Kammpckas, A.
I1. Kymaup. — Mocksa : PTY MUPDA, 2021. — 66 c. — TekcT : aneKTpoHHsIii // JIaHb :
aJeKTpoHHO-0nbmmoreunas cucrema. — URL.: https://e.lanbook.com/book/182424.— Pexum
JOCTYTIA: JIISl aBTOPU3. TIOJIH30BATEIICH.

7. 1Hanerun B.®. 3ammra xombioTepHO# nHOopManuu. I PEeKTUBHBIE METOJIBI U CPEICTBA /
B.®. [lTIanprun. — M.: JIMK-IIpecc. — 2010. — 542 ¢. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) mepuoguYecKne U3JIaAHUS

B) CIINCOK aBTOPCKUX METOANYECKHUX pPa3padoToK:

JEKUMU 1O Kpunrorpapuu, Buieo-iekiuuu, pacrnonoxeHHsle B MOC Domic u Ha caiite
http://cloud.isu.ru/

F) 0a3LI JAaHHbIX, l/lH(l)OpMaII]/IOHHO-CI[paBO‘leIe U MOUCKOBbBIC CUCTEMBbI

Java Cryptography Architecture (JCA) Reference Guide. URL.:
https://docs.oracle.com/en/java/javase/11/security/java-cryptography-architecture-jca-reference-
guide.html.

MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJINHBI

YYEBHO-JIABOPATOPHOE OBOPY/IOBAHUE:
Jns mpoBeneHus JEKUMOHHBIX 3aHIATHH HEOOXoauMa ayJuTOpUsl C IPE3EHTALlMOHHBIM
000py10BaHUEM, AJIS TPOBEACHUS MPAKTHUECKUX 3aHATUH HEOOXOAUM KOMITBIOTEPHBIN Ki1acc Ha 25-
30 pabouux MecT (B 3aBUCUMOCTH OT YHCJIEHHOCTH y4eOHOW Ipymmbl), 000pyJOBaHHAs JOCKOH,
[IPE3EHTALlMOHHON TEXHUKOM.
IMPOI'PAMMHOE OBECIIEYEHHUE:

1. Kommnekt paspaborunka mnpwiokenuit Java Platform (JDK) 11, Standard Edition
(pactipocTpansieTcsi 6eCIIaTHO);

2. WuterpupoBanHas cpena paspabotku NetBeans IDE 12 (pacmpoctpansercst OecriaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);

3. LibreOffice Impress (pacmpoctpansiercs 6ecruiatno, GNU LGPL v3+, MPL 2.0);
TEXHUYECKWUE U DJIEKTPOHHBIE CPE/ICTBA:

NOC EDUCA, DOMIC, mnpe3eHTalMOHHOE O0OpYIOBaHUE, MEPCOHAIbHBIM KOMIIBIOTEp C
BO3MOKHOCTBIO JIEMOHCTpPAINH Mpe3eHTaui B popmate pdf.

OBPA3OBATEJIBHBIE TEXHOJIOT A



[Ipu peanuzanuu 1aHHOTO Kypca UCTONb3YIOTCS cleayone o0pa3oBaTebHbIE TEXHOIOTHH:
TEXHOJOTHUH TPAAWIIMOHHOTO OOYYEHHS, WIPOBBIE TEXHOJIOTUU, TEXHOJOTHH MPOOJIEMHOTO
0o0y4eHHUs, TEXHOJOTUUM OOY4YEeHHUS B COTPYIHHUYECTBE, TEXHOJOIMH KOHTEKCTHOTO OOy4eHHS,
WHTEPAKTUBHBIC TEXHOJIOTHH, TEXHOJIOTUN TUCTAHIIMOHHOTO O0yYeHUs, aKTHBHBIC MEarOTHYECKUE
TEXHOJIOTHH.

OLNEHOYHBIE MATEPHAJIBI VTSI TEKYIIET'O KOHTPOJISI M
IMPOMEXYTOYHOU ATTECTALIUHN

8.1. OOEHOYHBIE MATEPHUAJIBI AJIS1 BXOJHOI'O KOHTPOJISL
He npenycmotpeno
8.2. OHEHOYHBIE MATEPHUAJIBI TEKYHIEI'O KOHTPOJIA

Tectsl Ha cTpanure kypca B MOC Domic B coorBeTcTBuU C 11. 4.1.
[IpuMepbI OLIEHOYHBIX CPEICTB TEKYIIEr0 KOHTPOJIS

JleMOHCTpAIMOHHBIN TecT K pa3aeay ObecneyeHue HeJ0CTHOCTH COOOIIEHU I

Bomnpoc 1 IIpennonoxum, uro cucrema MAC (S,V) ucnonb3yercs Aiis 3auThl (ailios B
daiinoBoii cucreme komnerotepa. K kaxxnaomy daiiiny 1o0aBisieTcst CieluaibHbIA tag. AIropuTM S
B CBOEH paboTe HCIONb3yeT TOJNBKO colep:kuMoe Qaiina. J{s kakux arak mogoOHas cucrema MAC
ABJIIECTCS YSA3BUMOI?

BapuanTsl oTBETOB

BrITIOHUTE KOHKATEHAIHMIO IBYX (DAilJIOB B CHCTEME M CO3/IaTh TPETHUH.

VY nanuth mocaeaHui 6aiT B daitie.

W3menuTh Bpems Mmoaudukanuu ¢aina.

[TomensiTh MecTamu JiBa (paiina B ¢ailioBoil cucreme.

J106aBUTH HOBBIEC JTaHHBIE B (haidJ.

Bompoc 2 Ilycts cucrema MAC (S,V) siBnsiercs 6e3onacHoil. CucreMa ornpezeneHa HaJl
npoctpanctBoM (K,M,T), rme M={0,1}n u T={0,1}128. Kakue u3 npeaioxKeHHbIX HUKE
KOHCTPYKLUH sBIs0TCS 6e30macHbiMu MAC?

BapuanTsl 0TBETOB

S'(k,m)=S(k,m) n V'(k,m,t)={V(k,m,t),1T,m#0n;otherwise
S'(k,m)=S(k,m7/m) u V'(k,m,t)=V(k,m7/m,t)
S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,t70)orV(k,m,t/1)]
S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]
S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise

Bonpoc 3 Cxema Beruucnenus kojoB ayreHTudukanuu cooduiennit ECBC-MAC ucnonb3yer
(UKCUPOBAHHBIN BEKTOP MHUIMAIN3AINY (B JICKIIMH UCIIOJIb30BAJICS HYJIEBOUM BEKTOD).
[Tpenmnosnoxum, 4To BMECTO (GPUKCHPOBAHHOTO, AJIs1 KaXKIOT0 COOOIIEHNS NCIIONB3YEeTCs CITydailHbIH
BekTop IV u aToT BekTop nobdasnsercs k tag. Apyrumu cioamu, S(k,m)=(r,ECBCr(k,m)), rae r aTo
ciyuainbil [V. Anroput™ npoBepku 1o kiarouy k, coobmenuto m u rery (r,t) Beimaer 1 ("yes"),
eciu t=ECBCr(k,m).

Takast cxema moctpoenust MAC siBrisieTcst HeOe30macHOW. ATaKYIOIIHN MOXKET TOJIY4IHTh TerT (T,t)
JUIsL COOOIIEHUS M, COCTOSAIIETO U3 0JJHOTO OJ10Ka. Ternepb OH crocoOeH CKOHCTPYHPOBATH HOBBIH
TEr JJIsl HOBOTO COOOIIEHUS. YKaXKUTe Iapy TeT, COOOIIEeHHE, KOTOPYIO MOXKET CKOHCTPYHUPOBATh
aTaKyIOLIHN.

BapuaHnTel 0TBETOB

Ter (m @ t,t) sBAsSCTCS MPABUIBLHBIM T coo0mIeHuss m @® 1n.



Ter (r®t,r) sBsIeTCS MPABUIHHBIM JJIsi COOOIIEHUS M.
Ter (r®t,m) siBIIICTCS MPABWIBHBIM JIJIs1 cooOmeHus On.

Ter (r® 1In,t) sBAsSETCS MPAaBUILHBIM I cooOIIeHus m @® 1n.

Bormpoc 4 Anuca HamepeBaeTcsi OpraHu30BaTh MIMPOKOBEIIATEIBHYIO OTIIPABKY COOOIIEHUH st
6 nmonyuateneit B1,...,B6. CekpeTHOCTh COOOIICHUI HE BaXKHA, BaKHA IICJIOCTHOCTh U
ayTeHTUYHOCTh. KakIblil U3 momyyaresneit 1oKeH ObITh YBEPEH, YTO COOOIIEHNE TIOyYeHO OT
AJNCHI.

st cBoeit 3anaun Anuca pemmiia ucnonb3zoBate MAC. Ilpennonoxum, uro Anuca u 6
MoJIb30BaTes e paboTaroT ¢ ogHuM o01mmM KiarodoMm k. Torma kaxapiid u3 Bl,...,B6 npu nonyuenuun
COOOIUIEHUSI MOKET MPOBEPUTH MPaBUILHOCTH Tera. Ho 3Ta cxema Hebe3onacHa, T.K., HApuMmep,
noJib3oBareib Bl MoxkeT co3aarh cooblieHre, MpUKpenuTh K HeMy TeT, OJy4YeHHBINH Ha Kitoue kK u
OTHpPaBUTH B ceThb. [Ipu 3TOM, nosib3oBaTenu B2,...,B6 OyayT yBepeHbl, 4TO COOOIIEHHE MOTYUYEHO
OT AJIUCHI.

Bwmecto sToro, Anuca crenepupoBaiia 4 cexkpetHbix kioua S={kl,...,k4}. Kaxnomy

noJb3oBarenio Bi ona nepenana moamuoxecTBo kiaroueit Si S S. Teneps Anuca npu nepenade

COOOLIEHNs IPUKJIIA/IbIBAECT K HEMY YeThIPE Tera, KaKbli U3 KOTOPBIX MOJIyYeH Ha OJJHOM U3
yeTbIpex kimoueld. Korma nonp3oBarens Bi momyyaer cooOuieHrne oH IpoBepsieT TOIBKO T€ TETH
COO0O0I1LIeHus, 111 KOTOPBIX Y HETO €CTh KIIIOUH.

Bri0epure npaBuiibHBINA c10c00, KOTOPBIM AJIMCa MOKET paclpeieuTh CllydaiiHble KIIIOUH TakK,
YTOOBI HUKTO U3 T0JIb30BaTeNIel HE CMOT OBl CO371aBaTh COOOLIEHUS /7Sl APYTUX MOJIb30BaTeNei
IPaBUJIbHBIE COOOIIEHHS OT UMEHH AJIHCHI

BapuaHnTsl 0TBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bonpoc 5 lNMyctb HIM—T cTonkas K Konnmsmam xew eyHkuma. Kakasa ns cnegyrowmm

byHKUMIM Takxke ByaeT CTOMKOW K KOJMIU3UAM.

BapuanTtsl 0oTBETOB
H'(m)=H(mIO,...,|m|-2])
H'(m)=H(m)7H(m)
H'(m)=H(H(m))
H'(m)=H(m) ®H(m® 1|m|)
H'(m)=H(m)][O0,...,31]
H'(m)=H(|m|), rne |m| ecth nmuHa cooOIIeHUsT M
H'(m)=H(m~/m)
H'(m)=H(m~0)
H'(m)=H(m)® H(m)

JladopaTopnasi padora k pa3aeiay Cummerpuunoe mmudposanue. llludposanue AES

Jiist paGoThI € aNropuTMaMM U MPOTOKOJIaMM IIM(poBaHus OyaeM UCIONIb30BaTh cTaHAapTHBIN API
JCA, conepxamutiics B JDK 1.6. [IpuBeeHHble HIKE KJIACChl U PUMEPHI OYAyT paboTaTh Kak co
cTaHaapTHBIM KpunrtornposaiiaepoM JCE, Tak u ¢ 1100bIM IpyTUM KpHUIITONIPOBANRAECPOM,
MO/IJIEPKUBAIOIINM peann3oBanHbIi B Java API (mampumep, Bouncy Castle).



[Tpu mmdpoBaHUN JAaHHBIX yIpaBIeHUE KIIOYaMU MOKET MPOUCXOAUTD ABYMsI CIIOCOOaMMU:
mudpoBaHue Ha CIlydyaifHOM KJIIoue, U(PpPOBaHUE HA U3BECTHOM KIIIOYE.

PaccmoTtpum nporenypy CMMMETpUYHOTO MH(PpoBaHUs Ha ciayyaitHoM kioue. Kitrou co3naercs
o0bekToM Kinacca KeyGenerator u3 nmakera javax.crypto. Jist co3ganust reHepaTopa Hy>KHO
BOCIIOJIb30BaThCS CHEHMATILHBIM METOJI0M

KeyGenerator kg = KeyGenerator.getinstance("DES");

I7ie apryMEHTOM METO/Ia BBICTYNAeT UM aIrOPUTMA, JIJIsl KOTOPOro MPOUCXOAUT FreHepalus KIiroya
(B man"oMm ciydae DES). Cniucok A0CTynHBIX anropuTMoB 371¢eck. [lociie coznanus reaeparopa
HE0OXOAMMO HUCIIOIB30BaTh METO/ init() IyIs ero HHUIMaIu3auuu u Meton generateKey() — mist
CO3/1aHHUS KJIIOYa.

Hanpumep, cneayrommii ko1 co3aaet Koy mu(poBaHus HA OCHOBaHWU OE€30M1aCHOT0 reHepaTopa
Clly4aiHbIX ymcen A anroputma AES:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu ncrosnb30BaHUM B KAYECTBE KJIFOYA FOTOBOM MTOCIIE0BATEILHOCTU OAMT HYKHO
BOCIOJIb30BaThCs KiaccoM SecretKeySpec u3 makera javax.crypto.spec. Kirou co3gaercs yepes
napameTpbl KOHCTPYKTOPA, B KOTOPBIX YKa3bIBACTCS MACCHB OalT, CoepKamux K04, U aJrOpUTM
mmdpoBanusi. Hanpumep, cienyromuii KoJ renepupyet kitou ans anroputma AES Ha ocHOBe
CTPOKH U3 HIeCTHaaUaTH cuMBOJIOB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcss OCHOBHBIM 117151 pa0OTHI € aJrOpUTMaMu MHU(PPOBAHUS U PACTIONIOKEH B
HaKeTe javax.crypto. TOT Kiacc MPeA0CTaBISET BOZMOKHOCT paOOTHI KaK C aJrOpUTMaMU
mupoBaHus, TaK U C PeKUMaMU paboThl U(GPOB, CXeMaMU JOTIOJIHEHUS coo0IeHuit. B
3aBHCHUMOCTH OT ITapaMeTpOB HHULMAIN3AUH, 00BEeKT Kitacca Cipher MoxeT paboTaTh Kak B
pexxuMe MU(PPOBaHUs, TaK U B PEKUME paciupoBaHUs], C CAMMETPUYHBIMU U ACUMMETPHYHBIMH
QITOPUTMAaMH.

Jlnist co3ianust HOBOro 00bEKTa Kilacca CleyeT BOCIOIb30BaTHCS ClIEUATBHBIM METOJIOM:
Cipher ¢ = Cipher.getInstance(algorithm)

rae algorithm npencraBnsier co00# CTPOKY BUIA: alrOPUTM MIH(PPOBAHUS \PEIKIM
paboThI\aITOPUTM JTOTOTHEHHUS

VMeHa JOCTYIHBIX aITOPUTMOB IKM(POBAHUSA U UX HACTPOMKU NMPONMCaHBI B cTaHAapTe Java, U,
0OBIYHO, OHU COBMAAAIOT C OOMICIPUHATHIME 0003HAYCHUSAMU. JIJIs1 TOTIOJTHEHUS COOOIIEHUH, B
OCHOBHOM, UCIIOJIb3YIOTCA ABa cTanaapra: NoPadding — s mmdposanus 6e3 JOMOTHEHHS
cooOrenus (Harmpumep, it pexxuma mudpoanuss CTR) u PKCSS5Padding — nns nononuenus
COOOLIeHUs A0 pa3Mepa, KpaTHOro pa3Mepy 0JI0Ka HCIOIb3yEeMOro adropuTMa (Harpumep, is
pexuma CBC).

Jis peanu3anuu npoueaypbl UGPOBaHUS TEKCTHI TOJIKHBI ObITh IPEACTABICHBI B BUE MAaCCUBA
6aitT. Onumem mudpoBaHue cOOOIIEHHUS T10 IIaram:

Coznanue oobekTa Cipher ¢ ucnonszoBanuem metosa getlnstance.

Nunmmanuzamms oobekta Cipher ¢ momornisto Mmetosa init() mms mudpoBaHus WITH
pacudpoBaHus. ITOT METOJ MPUHUMAET Ha BXOJ /1Ba 00s3aTEIbHBIX TapaMeTpa U OJIMH
HeoOs3aTenbHbli napaMetp. [lepBrlii mapamMeTp yKka3bIBaeT peskuM padoThl aIrOpUTMA!
Cipher.ENCRYPT MODE unu Cipher. DECRYPT MODE. Bropoii napameTrp — Kirou
mmdpoBanus. T KiItOYa 3aBHCUT OT MCIIOJIB3YEMOTO anropuTMa mudposanus. TpeTbum
napaMeTpoM yKa3bIBaeTCsl BEKTOP MHUIMAIM3AIMY allropuT™Ma: 00beKT Kinacca [vParameterSpec.
[udposanue unm pacmudpoBanue npousBoautcs merogamu update() 1yist paboThl ¢ COOOIIEHUEM
B pekuMe ToToKa (00paboTka coobienus mo yactsam) u doFinal() mist 06paboTku cooOmieHust
MOJIHOCTHIO.

Hwxe npusenen npumep mmdposanus coodmenust OpenText mudpom AES B pexxume CBC Ha
CIIy4aifHOM KJIH0Y€ U CIIy4ailHOM BEKTOpPE MHUIMAIN3ALINN:



KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);

Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding™);

c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(1V));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tak kak MaccuB OaUT HEBO3MOYKHO BHIBECTH B TEKCTOBBIHN (paiiy, TO pe3ysbTaT MUGPOBAHKS HYKHO
3aK0IMPOBATH MO0 B mecTHaANAaTepruaHoM Gopmare, 160 B popmare Base64.

Pa6ota ¢ popmarom Base64 B Java obecnieunBaetcs neyms kiaaccamu BASE64Encoder u
BASE64Decoder u3 makera sun.misc. J[j1st BEIOTHEHUS TPE0Opa30BaHMA UCTIONB3YIOTCS METOIBI
encode u decodeBuffer cooTBETCTBYIOMINX KIaCCOB.

[To monmy4YeHHBIM MapaMeTpaM BBHIIOIHHUTH pacuiu(poBanue 3aaaHnHoro mudp-rekcra. McxoaHblii
OTKPBITHIN TeKCT 3amudposan anroputMom AES B pexxume CBC. B BapuanTe conepxurcs mmdp-
TCKCT, BCKTOPp MHHUIHWATIU3AlUH, KJIIOY IHI/I(l)pOBaHI/ISI. Bce AAaHHBIC NPCACTABJICHLI B Ct)OpMaTC
BASE64. TpeOyercs pacuindpoBars mup-TeKcr.

1. PacmmdpoBanue Hy>KHO TPOBOUTH IO CIEIYIOIIEH cXxeMe:

2. PackonupoBaTh KIt04, BEKTOp MHULMAINW3aUuU U mudp-Teket u3 popmara BASE64 B
MIOCJIEIOBATEIBHOCTH OANT.

3. C ucnonb3oBanueM oowvekTa kitacca SecretKeySpec 1o nocnenoBaTenbHOCTH OalT Kiltoya

co3naTh 00BEKT Kiacca SecretKey.
4. Coznatb 00bekT Kiacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

S. [Tpu naMIManu3anuyu mudpa TpedyeTcs NOIKIIOYATh BEKTOP HHUIMAIN3AIHNHN C TIOMOIIBIO
o0OnekTa kiacca [vParameterSpec.
6. BoinonHuTe pacumgpoBanue mudp-TeKcTa.

B pe3ynbrate pacmmdpoBaHus JOKEH MOITYYUTHCS MacCUB OailT, KoTopblil B koguposke ASCII
MO>KHO MHTEPIPETUPOBATH KaK OCMBICIEHHBIN TeKCT. [[i1s1 mpeoOpa3zoBaHus MaccuBa OailT B CTPOKY
MOYKHO BOCITI0JIb30BaThCs KOHCTPYKTOPOM KJjiacca String.

JlabopaTopHasi paGoTa K pa3aeay AJTOPUTMBI € OTKPBITHIM KJIH0490M. ATaka Ha RSA npu
HCI0JIb30BAHUH 3aKPBITOr0 KJIH04Ya

Hanwt uncna $N$ u $e$, dopmupyromue oTKpbITHIH KiTtod ipeodpazoBanus RSA. U3BectHo, uTO
3HaYEHHE 3aKPHITOro Kiroua $d$ Mao (310 MOXKHO MPEIOIOKUTh HCXOS U3 3HAYCHUS KITF0Ya
$e8). C ucnonpzoBannem moaxosmmx apodeit Tpedyercs momyuuTh 3HaueHne kmoda $d$, u 3atem
Ha OCHOBE €r0 3HAUCHHS PEIINTh 3a1auy dakTopusamu st yrcia SNS.

Brruncnenue 3akppITOro Kiroda

W3BectHO, uto ipu $d<\frac{\sqrt[4]{N}} {3}$ Bemonusercs coorHomenue $$ \left|\frac{e}{N}-
\frac{k}{d}right|<\frac{1}{2d"2}. $$

Takum o0pa3om, U HAXOXKACHUS 3aKPBITOTO KIIF0Ya MOYKHO BOCIIOJIb30BATHCS MOIXOIAIIUMHU
JpoOSMHU COTJIACHO alITOPUTMY:

[MpencraButh 1podh $\frac{e} {N}$ B Bue memHoit Apodu.

Jnist HaliieHHOH LlenTHON IPOOH MOCTPOUTH MOCIEA0BATEIbHOCTh MOAXOIAIIUX JpoOei.

Haunnas ¢ HeKOoTOporo Homepa 3HaMeHaTelNb MOAXOAAIIeH JPOOH MOKHO pacCMaTpUBAaTh B
Ka4yecTBe KaH/IuaTa Ha 3aKpbIThIN Kitod $dS.

Jlns kakoro KaHAKUaTa MPOBEPUTH YCIOBHE KOPPEKTHOCTH 3aKphITOro Kitoya. CorpacHo
OIPEJICTICHUIO OTKPBITOTO M 3aKPBITOTO KIIFOYEH JUIs J1I000ro coodmenus $m$ nomkHo
BBITIOJTHATHCS cooTHommenne $$m” {ed} \equiv m (N)$3.

3HaMeHaTeNb MOAXOIIEeH TIpooH, YIOBIETBOPSIOMUIN YCIOBUIO KOPPEKTHOCTH MOXKHO
paccMaTpuBaTh B KA4€CTBE 3aKPHITOTO KiItoua mpeoOpa3zoBanust RSA.



dakropu3alus MOIYJIS IPH U3BECTHOM 3aKPBITOM KITFOUE

[Tyctb n3BectHbl MOAy b $N§, oTKpBITHIN Kit04 $€$ 1 3akpbIThiii Kitoy $d$, momyueHHbI Ha
HpeabIIyIIeM Iare.

BosbMem npousBosibHOE urcio $x$. O6o3naunm 3a §y 1 = x{\frac{ed-1}{2}}$ (310 Bo3MOKHO,
nockoibky $ed$ sto HeyerHoe umcino). Toraa $$y 172\equiv 1 (N).$$ NUnave $$(y_1-
1)(y_1+1)\equivO(N).$$ Bo3aMoKHBI ClICAYIOIIHE BAPUAHTHI:

Eciu $y 1=18. Eciu $\frac{ed-1}{2}$ — umcino uernoe, To BBeaeMm $y 2 = x"{\frac{ed-1}{4}}$ u
npoanaau3upyem 3HadeHue $y 2$ (Bce paccyxaenus crnpaemiusbl 1 $y 28). Mnaye
notpedyercst BeIOpath Ipyroe ocHoBanue $x$.

Eciu $y 1=-18. To notpebyercst BLIOpaTh Apyroe ocHoBaHue $x$.

Eciu $y 13 ectpb uncio omimmanoe ot $1$ u $-1$, To Torna nenurens gyucina $N$ Beraucsiercs mo
dopmyne:$$p=HO/I(y 1-1,N).$$

JlaGopaTopHas pa6oTa K pa3aeny AJIropuT™Msbl ¢ OTKPBHITHIM KJI104oM. [lIudgpoBanue ¢
HCIO0JIb30BaHueM O0ubauoTeku OpenSSL

Mexanu3m mudpoBaHus COOOIICHHIA

Ilenb aHHOTO 33aJaHUA 3aKJIH0YAETCsl B 03HAKOMJICHUH C OCHOBHBIMU BO3MOXKHOCTSIMU
kpunrorpaduueckoit onbmmorekn OpenSSL. bubnnoreka, B OCHOBHOM, MpeTHAa3HAYEHA JIIS
OpraHu3aly B3aMMOAECHCTBHSI HA OCHOBE HHPPACTPYKTYPBbI OTKPBITHIX Kitouel. Ho B mocneanux
BepCUAX OMOIMOTEKH pearn3oBaHa (HyHKIIMOHAIBHOCTH 10 CHMMETPUYHOMY N (POBAHUIO
coobuienuii. bubnanoreka paboraeT U3 KOMaHJAHOW CTPOKHU B TAKETHOM PEXHME.

Bepcuu 6ubmmorex: openssl-1.0.2-1386-win32.zip, openssl-1.0.2-x64_86-win64.zip

Tpebyetcs crenepupoBaTh cliyyaiHbli Kitod mudposanus, 3amudposats anroputmoM AES
HEKOTOPBI OTKPBITHINA TEKCT U TIepeIaTh KiItoU mudpoBaHus yepe3 npeodpasoBanue RSA ¢
MOMOIIBIO AJIFOPUTMA MUGPOBAHUSI CEAHCOBOTO KJIK0Ya U 3allM(POBAHHOE COOOIEHHE Ha
NPOBEPKY MPETOIaBATEINIO.

Yacts 1. lludpoBanue coodmeHus

C nomorisio OpenSSL 3amudpyiite coobmenue. [llndppoBanue Hy>KHO TPOBOIUTH TIO CIIETYIOIIEH
cxeme:

Bribepute HEKOTOpOE COOOIICHHE (COAEeprKalee B TOM YHUCIIe HOMED 3a4€THOU KHUKKHU) U
nomMecTute ero B (aitn. Coob1ieHre MoXKeT OBITh JII000r0 pa3yMHOI0 pa3Mepa U JIOJKHO YUTAThCs
0€3 HCIOTb30BaHMS CHICTIHATBHBIX TPOTPAMM.

Crenepupyiite ¢ moMoIpio koManas! openssl rand (doc) ciydaiiHblil Ki1r04 HEOOXOTUMOM TSI
anroputma AES-128-CBC maiuHBI 1 COXpaHUTE €T0 B (ailyl B IIECTHAIIIATCPUIHOM (HOpMATE .
CrenepupyiiTe ¢ MOMOIIBIO KOMaH bl openssl rand BeKTOp MHUIIMATM3AMHA HEOOXO0IMMOM 115t
anroputma AES-128-CBC miuHBI 1 COXpaHUTE €T0 B (ailsl B IIeCTHAIIIATCPUIHOM (opMaTe.

C nomorsio koman sl openssl enc (doc) 3ammdpyiite anroputmom AES-128-CBC daiin ¢
OTKPBITHIM TEKCTOM Ha CT€HEPUPOBAaHHBIX paHee KIoUe M BekTope nHunnanm3anui. NB! Tlpu
mudpoBaHUY CIIeyeT UCTIONb30BaTh MMEHHO KJIH0Y MIH(POBaHUs, a HE apoib.

CoxpanunTe KIt0Y MUGPOBAHHS U BEKTOP HHUITMATU3AINH B OTHOM (haiiyie B IByX Pa3HBIX CTPOKax
0€3 JIOTOIHUTENFHBIX KOMMEHTaPHEB.

Yacte 2. CamocToATENbHOE MU(PPOBAHUE KIH0Ya CHMMETPUYHOTO MU(POBAHUS

B s10it yacTu naGopaTtopHoii moTpedyercst coznaTh coOCTBEHHYIO apy RSA-kitoueit 1 mpoiT o6e
¢a3bl anropuT™Ma mMGpPOBaHUs CUMMETPUYHOTO Kitoya. PaboTaTh MOXKHO 1O CIIEyIOIIEeH CXeMe:
C nomorsio komans! openssl genrsa (doc) crenepupyiite 3akpbITbiii RSA-kimiou. JlnuHa kiova
noJikHa cocTaBnATh 2048 6ut. g 6ompIieil HaeKHOCTH KIII0U MOKHO 3aIlin(poBaTh Mapojiem.
C nomorsio koman sl openssl rsa (doc) crenepupyiite oTKpbITHIH RSA-Kimr0u.

Ha otkpeitom RSA-xitoue ¢ momoisto openssl rsautl (doc) 3ammdpyiite daiin ¢ kiaouom u
BEKTOPOM MHUIIMATIH3AIHH.

[TpoBeauTe npoBepKy CBOMX AeHCTBUI U paciupyiTe Ha 3aKkpbiToM RSA-Kito4e nony4eHHbIi Ha
npeabLayIIeM mare Gai.



[TpoBepsbTe, uTO pacuudppoBaHUe MPOLLIO YCIEIIHO U B UTOTE MOJIYUUIICS TOT K€ CaMbli KITIOY
CUMMETPUYHOTO MU POBAHUS.

Pacmudpyiite coobmienue.

Yacts 3. OtipaBka pe3yJbTaTOB Ha IPOBEPKY

Jl1st oTHpaBKy pe3ynbTaToB MKU(POBaHUS HA IPOBEPKY HEOOXOAMMO BBIMOIHUTD CIEIYIOIIHE
JIEUCTBUS:

3arpy3ute OoTKpbIThI RSA-Kit0u mpenoaaBaresns.

Ha 3arpy:xeHHOM OTKPBITOM KJII04e ¢ TOMOIIIbI0 openssl rsautl 3ammudpyiite daiin ¢ kimoyom
CUMMETPUYHOTO MG POBAHUS U BEKTOPOM MHHUIIUATIU3AIUY.

OtnpaBbTe Ha IPOBEPKY (aidn ¢ 3ammdpoBaHHBIM TEKCTOM U (haiii ¢ 3amuppoBaHHBIM
cuMMeTpudHBIM KiTrodoM. CBon RSA-kmoun B MOC JloMuk 3arpyxath He TpeOyeTcs.
[TpoBepka pe3ynbTaTa MUGpPOBaHUS OYIET MPOBOIUTHCS CICTYIOIIUMA KOMaH/IaMU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-cbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

8.3. OHEHOYHBIE MATEPHUAJIbI TIPOMEXKYTOYHOI'O KOHTPOJISA

MaTepnaJn,l IJISA TIPOBEACHUSA TCKYHIECIr0 U MPOMEKYTOYHOT0 KOHTPOJIA 3HAHUH CTYACHTOB:

Ne Bup xoutposs Koutpoaupyembie Koutposnupyembie
TeMbl (pa3aebl) KOMITeTeHIun/
HHIHKATOPBI
1 2 3 4
1 KonTtpons B Buze TecToB I1K-3, I[IK-4
Pa3noypoBHEBbIE 3a1aHUS K Pazpen 1
71200paTOPHOMY MPAKTUKYMY
2 KonTtpons B Bujie TeCTOB [K-3, TIK-4
Pa3noypoBHEBBIE 3a1aHUS K Pazpen 2
71a00paTOPHOMY NPAKTUKYMY
3 KouTtposbHbie paboThI IK-3, I[1K-4
Pa3HoypoBHEBbIE 331aHUA K Paznen 3
71a00paTOPHOMY NPAKTUKYMY
4 OK3aMeH IIpomexyTounas IK-3, I[IK-4
aTTecTanus

OneHoYHbIC CpeacTBa MPOMEKYTOYHOI0 KOHTPOJISI (DOPMHUPYIOTCH B COOTBETCTBHH C
ITosi0:xeHneM 0 0AJIBHO-PETHHIOBOI CHCTEMe.

BrinonHenue 51ab0paToOpHBIX, JOMAIIHUX 33JaHUN B HMH(OPMaIMOHHO-00pa3oBaTeIbHOM
cpefie, a Takke KOHTPOJIbHBIX paboT u TecToB faeT 60 GannoB B cemecTtpe. Pacmpenenenue Becos
yueOHbIX enuHuil npexactaBieHo B MOC Domic. B ouenke sk3ameH cocraBisger 30 Oanios.
Jononuurensabie 10 6aU10B BHICTABISETCS 33 MOCEIIAEMOCTb.

IIpoueaypa caauyu 3K3ameHa

Jl7is ycnenHo# caauu sK3aMeHa TpedyeTcsl OCBETUTD JIBa TEOPETUYECKUX BOIIPOCA, KaXKIbIi
u3 KOTOpeIX maeT 15 Gammos. [locie mporeaypsl BeIOOpa, SK3aMeHyeMoMy TpemocTasisiercs 60
MUHYT JJIS TIOATOTOBKH OTBETa Ha BBIOpaHHBIE BOMPOCHL. [locie oTBeTa Ha OCHOBHBIE BOMPOCHI
HK3aMEHYEMOMY MOXKET OBITh 3aJ1aH JOTIOJHUTEIBHBIN BOMPOC, OlleHUBaromuiics B 10 6amos.

Kpurepun onieHMBaHNs TEOPETUYECKUX BOIIPOCOB:



15 0aI0B: 3K3aMEHYEMBI CaMOCTOSITEIPHO W 0€3 HaBOIAIIMX BOIMPOCOB OCBETHII BCE
OCHOBHBIE pa3JieiIbl BOIIPOCA, BBEI HEOOXOIUMBIE OTIPEICIICHHMS, ONHUCal HEOOXOAMMbIC aITOPUTMBI,
MIPUBEJ IPUMEPHI.

10 o6anaoB: 3K3aMeHyeMBII71, IIOCJIC 3aJaHud YTOYHAOIIHUX W HaABOJAIIMWX BOIIPOCOB, B
JO0CTATOYHO IIOJTHOM CTEIIEHH OCBETHII COACPIKAaHNUE BOIIpOCA, BBEII ONPCACICHUA, BOSMOXHO HE
OCBCTUJ HEKOTOPBIC IIaru aJirOpuTMOB, IIPHUBEIT IIPUMEPHI.

5 6ans10B: K3aMeHyeMbIl HE OCBETUJI BOIIPOC, HO OTBETUJI HA HABOJSIINE, YTOUHSIOUINE U
JOTIOTHUTEJIbHBIE BOMPOCHI, NPUBENl OCHOBHBIE ONpEIEIICHUs, HO HE NpHUBENl HEO0OXOIUMbIe
MPUMEPBHL.

0 0amyoB: HE OTBETHJI Ha BI)I6paHHBIC UM BOIIPOCHI 3K3aM€Ha W YTOYHAIOIIHUE BOIIPOCHI
OK3aMCHATOpPA.

Chucox BOIIPOCOB JJIsA l'[pOMe)KYTO‘{HOﬁ arrecranuum:

1. OO0mue npuHUMNBL Kpunrorpapuu. 3amuTa OT HECAHKIIMOHMPOBAHHOTO JOCTYMA.
OcHOBHBIE CIIOCOOBI KPUIITOAHAIN3A MPOCTHIX MHKGPOB. M neanbHblii mudp.

2. HIudp Bepnama. Jlemma o Teopernuecku ctoiikom mudpe. IloTokoBbie muUQpHI.
ATaku Ha NOTOKOBbIE HIM(PHI. J[ByXpa30Bblil OIOKHOT.

3. [Tpumeps! moTokoBbIX mHUPpPoB. RC4 1 ero ysi3BUMOCTH.

4. bezonacHOCTh MOTOKOBBIX reHepaTopoB. CTAaTUCTUYECKMH TeCT AJsl T'eHepaTopa.
Kpunrorpadudeckoe onpeneneHne nceB1ocIy4aifHoro reepaTopa.

S. [Tpuniun utepupoBanus. [lonsTue nceBaociay4yaiiHol GyHKINMU U TICEBIOCTYYalHOM
nepecranoBku. [lIndp DES. Onucanue ctpykrypsl. Teopema o TpexpayHaoBoii cetu Deiictens.

6. HIudpp AES. Onucanue cTpykTypbl U NpUHLUIBL paboThl. [lepebopHble aTaku Ha
6J104HbIE MIUPHI.

7. [Toctpoenne OnOYHBIX HIMPPOB HA OCHOBE IICEBJOCITYYallHBIX TI'€HEPATOPOB.

IudpoBaHre HECKOIBKUX COOOIIEHWH Ha OJHOM Kitode. ATaka Ha OCHOBE BBIOOPOYHOTO
OTKpHBITOro TekcTa. [Ipumep mudpa HeCTONKOro k aTake Ha OCHOBE BEIOOPOUHOT'O OTKPHITOTO TEKCTA.

8. CnyuaitHoe mmmdposanue. Ogunopaszosoe mudpposanue. Pexxum CBC. ludposanue ¢
npe/cKa3aHHbIM 3HadeHHeM BekTopa uHuimanuzanuu. CBC ans onHOpa3oBOro MmuQpoBaHHUS.
Hab6uska 6m0koB. Pexxum CTR. Cpasuenue pexxumoB CBC u CTR. Pexxum OFB.

9. Konp! ayrentrduxanun coobmenuil. [loctpoenne ko oB ayTeHTH(GUKALNU OOTBIINX
coobmenui. Koucrpykunu CBC-MAC u NMAC. Ux »sddextuBHOCT,. CxemMa araku
UCIIOJIb30BAaHUEM KOJUTU3UH.

10. Koncrpykuus HMAC. Tloctpoenne kooB ayTeHTU(DUKAIIMKM OOJIBIINX COOOLICHUI.
MexaHu3Mbl HAOUBKU COOOIIEHUH.

11. [ToctpoeHne Ko0m0B ayTeHTU(UKALMKA COOOIIEHUH W3 CTOMKUX K KOJUTU3UAM
¢dyHKUMH. ATaka Ha OCHOBE MapaoKca JHEH POXKICHHMN.

12. Konctpykius Mepkia-Jlamrapaa ans moctpoenus xemr-pyskiuid. Iloctpoenue
6e30MacHbIX CHKUMAIOMINX QYHKIUH. Xem-()yHKIIMY Ha OCHOBE OJIOYHBIX MH(POB.

13. HeoOxoaumocTh npuMeHeHUsl ayTeHTUuYHoro mudposanus. [lonsaTue nenoctHocTH

mudp-Tekcta. ATaka Ha OCHOBE BBIOOPOYHOIO MMIUGP-TEKCTa. AyTEeHTHYHOEe MHU(POBaHUS Ha
npumepe nportokosa TLS.

14. Cranpapt PKCS1. Atakn Ha RSA. Ataka npu MajqoMm 3Ha4€HUU 3aKpPBITOTO KJIK0Ya.

15. 3amaua auckpeTHoro JsorapudmupoBanusi. Meroa kimoueBoro obOmeHa [(uddu-
XeMasa.

16. [IpeobpazoBanne Dnb-I"amans. [ludpoBanue u cozmanre MOAMUCH COOOIICHUM.

17. Cxewma [llamupa pa3neneHus cekpera.

18. AnroputMm llIHoppa nokazarenbcTBa 3HAHUS.



Pa3paboTrunk:

JOLIEHT Kadeapsl anredpandecknx U HHPOPMAIIMOHHBIX cucteMm  Psider JI.B.

[Iporpamma cocrtaBieHa B coorBeTcTBuUHM ¢ TpeboBanmsimMu PI'OC BO mo HampaBieHUIo
noarotoBku 09.03.03 «Ilpuknannas wHbOpMaTHka» (ypoBeHb OakajgaBpuaTa), YTBEPKICHHBIN
nprka3oM MuHucTepcTBa 00pazoBanus U Hayku Poccuiickoit @enepanuu ot «19» centsiops 2017 r.
Neo 922, 3apeructpupoBannbiii B Munrocte Poccun «12» oktsa6ps 2017 r. Ne 48531 ¢ usmeHeHusIMH
U jonojiHeHusaMu ot 26.11.2020 r., 8.02.2021 1.

IIporpamma paccMoTpeHa Ha 3acefaHuy Kadenpbl AAre0panveckux U UHHOPMALHOHHBIX
cucteM UMUT UT'Y «24» mapta 2022 r. y/4
ITporoxon Ne 9 3as. kadempoii AT I[Tanrenees B.1.

] -
/

Nt
Hacn’IO}lu/[aﬂ npoecpamma, He MmoaxHcem Obimob 6ocnp0u3ee()eHa HU 6 Kakou (ﬁopﬂ/le 663
npeagapumejleOZO NUCbMEHHO20 paspeuleHus Kagbeapbl-pas’pa60mltul<a npozcpavimal.




