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1. IEJM U 3AJAYU JUCHUITJINHBI

Hean

O3HaKoMJICHHE CTYJEHTOB C OCHOBAMHU KPUNTOTpaguu U OCHOBAMH OOECIICUEHUS 3aIlUTHI
uHopManuy, GOpMUPOBAHUE NMPAKTUYECKUX YMEHUH M HAaBBIKOB IPH paboTe ¢ KpurrTorpaduye-
CKUM NPUMHUTHBAMH, (pOpMUPOBaHHE KIFOYEBBIX TPOPUIBHBIX KOMIIECTCHIIUH.

3agaun:

— JIaTh CIeHAaTbHbBIC 3HAHUS 110 AUCIUILTHHE,
— JOCTHYb JIOCTaTOYHOT'O YPOBHS 3HAHUH MO KPUNTOTPAPUUECKUM METoJaM oOecredeHus
nH(pOpMaIMOHHOM 0€301MacCHOCTH;
— c(hOopMHPOBATh y CTYJICHTOB IMPAKTUYECKNUE HABBIKK PaOOTHI CO CPEICTBAMU 00CCIICUCHUS
Kpunrorpaduueckoi 6€30MacHOCTH.

2. MECTO JMCHOMIIJIMHBI B CTPYKTYPE OIIOII BO

2.1. Yuebnas pucuuiuiiHa (MOAYJb) OTHOCHUTCS K YacTH MpPOTPaMMBbI, (OPMHPYEMOit
y4aCTHHKaMU 00pa30BaTeNbHbIX OTHOIIECHUH, U U3y4aeTcsl Ha TPEeTheM Kypce.

2.2. JIns u3y4eHus: NaHHON y4eOHOW MMCIMILIMHBI (MOIYJIs) HEOOXOIUMBI 3HAHHS, YMEHHS
U HaBBIKH, chopMUpOBaHHbIe nucuumIMHaMu: [Iporpammuposanue, Teopus BeposTHOCTEH U Ma-
TeMaTu4ecKas CTaTUCTHKA, [lcKpeTHas MaTeMaTHKa.

2.3. Ilepedenp mnocnenyromuX y4eOHBIX AUCLMILUIMH, Ul KOTOPBIX HEOOXOJUMBI 3HAHUS,
YMEHHUS ¥ HaBBIKH, (POpMHUpyEMbIE TaHHOW y4yeOHOW MUCHUIUIMHON: BhimyckHas KBamuQuKamoH-

Has pabora.

3. TPEBOBAHMS K PE3YJIBTATAM OCBOEHUSA JUCIUIIJIMHBI

IIponiecc ocBoeHMs AMCLUIUIMHBI HalpaBieH Ha (JOpMUPOBAHHE KOMIIETEHIMH (3JIEMEHTOB
cienyromux kommnereHuuii) B coorserctBur ¢ ®I'OC BO 1o cooTBeTCTBYIOLIEMY HAlpaBiICHHUIO

HOoArOTOBKH.

Ilepedyens nuIaHNpyeMbIX pPe3yJIbTATOB 00y4YeHHS 10 JUCHUILIHHE (MOAYJII0),
COOTHECEHHBIX C HHAMKATOPAMH JOCTHKEHUS] KOMIIeTeHIIUH

Nuauxkaropsl
Komnerennus . PesynbTaTnl 00y4yeHus
KOMIIeTeHIIHH
[1K-3 CnnocobHOCTh MOHU- WK k3.1 3HaeT COBpEMEHHbIE KpUIITOrpa-
MaTh ¥ IPUMEHSATH B HAy4HO- | CrocoOeH MOHUMAaTh COBpe- | pUuecKue CTaHAapThl CUMMET-
WCCIIEIOBATENILCKOW U MPHU- MEHHBIN MAaTeMaTUYECKUW | PUYHBIX U ACHMMETPUYHBIX CH-

KJIaJTHOM NEATEIILHOCTH CO-
BPEMEHHBIN MaTEMaTUYECKAN
arnmapar, TEOpETUYECKUE OC-
HOBBI UH(OPMATUKU

anmapaT M TEOpETHYECKHE
OCHOBBI UH(OPMAaTHKHU

cTeM
Ymeer onpeneniarb BO3MOKHOCTb
MPUMEHEHUS KPUNTOrpadhUuuecKux
CTaHJAPTOB IS PEIICHUS] TEKYy-
e 3aJa49u.

Brnaneer HaBBIKAMH  BBISIBIIEHHS
yrpo3 0e30MacHOCTH MPU UCIIOJIb-
30BaHHAH KpUnrorpaduaeckux
CTaHJapTOB

WK 3.2

CrocobeH  MpUMEHATH B
HAY4YHO-UCCIEN0BATEIbCKON
U TPUKIATHON AESITENbHOCTU
COBPEMEHHBII  MaTeMaThye-

3HaeT yCTPOMCTBO COBPEMEHHBIX
KpUNTOrpaguyeckux CTaHIapTOB
CUMMCTPUYHBIX W aCHUMMETpUY-
HBIX CHCTEM, NPUKIAIHBIX KpHII-
Torpadu4ecKix MPOTOKOJIOB.




CKMI1 anmapar

YMeer aHanu3upoOBaTh COBPEMEH-
Hble Kpunrorpaduyeckue CraH-
JapTbl CUMMCTPHUYHBIX HW aCHM-
METPUYHBIX CHCTEM, NMPHUKIATHbIE
KpUNTOTrpaguuecKrue IMPOTOKOIBI
Ha HaJIW4Me YsA3BUMOCTEH cC IO-
MOLIbI0 COBPEMEHHOI'O MaTeMa-
TUYECKOTO armnapara.

[1K-4 CnocoGHOCTh TOHH-
MaTh U NPUMEHSTH B HAy4HO-
UCCJIEIOBATEIIbCKOW U IIPH-
KJIaJHOW JEATeNbHOCTH CO-
BpPEMEHHBIC SI3BIKU IPOrpam-
MHUpPOBaHHUA U HPOrpaMMHOE
o0ecrnieyeHue; onepaluoHHbIE
CHCTEMBI U CETEBbIE TEXHOJIO-
THH; IPAMEHSATH allTOPUTMBI U
CTPYKTYpbI JaHHBIX IIPU pa3-
paboTKe NpPOrpaMMHBIX pe-
LIEHUU

MK k4.1

CrocoOeH MOHUMATh COBpE-
MCHHBIC SI3bIKH MPOTPAMMH-
pOBaHUS ¥  MPOrPaMMHOE
o0ecrieyeHre; onepaoHHbIe
CHCTEMBI M CETEBbIC TEXHOJIO-
TUH

3HaeT MNpOrpaMMHbBIE OOBEKTHI,
peaM3ylomye  Kpurnrorpaduye-
CKHE CTaHAApPThl CHUMMETPHYHOTO
1 aCUMMETPUYHOTO IIH(PPOBAHUS
Ymeer onpeaensaTe IMOCIEA0Ba-
TEeILHOCTh TPUMEHEHUs OnOIHOo-
TEYHBIX METOJOB ISl pealn3aiuu
MPHUKJIATHBIX KPUOTOrPaQUUSCKUX
QJITOPUTMOB.

NIK nkas3

CriocobeH NpUMEHSTh aro-
PUTMBI U CTPYKTYpPBI JAHHBIX
npu pa3paboTKe Mporpamm-
HBIX pELICHUI

3HaeT MPUHIUIBI WCTIOIh30BAHUS
OMOIMOTEYHBIX METOJOB W KPHII-
TOIIPOBAAECPOB.

YMeeT NPUMEHSTh MPOrpPaMMHBIC
O0OBEKTHl ¥ KPHUITOMPOBAKIEPHI
JUTS pealTi3aliiy MPHI0KCHUH
Brnageer mpuemaMu WMCHOJIB30Ba-
HUS KPHUITOTpahuIecKUX MPUMH-
TUBOB TIpH  pa3pabdoOTKe Tpo-
IpPaMMHBIX PEIICHUH




4. COIEPXAHMUE U CTPYKTYPA JUCIUIIJINHbI

O0BeM TUCIUIUIMHBI COCTABISIET 5 3aueTHBIX eauHuil, 180 yacoB, B TOM yuciie 35 4acoB Ha KOHTPOJIb, TPAKTUYECKAs MMOATOTOBKA 32.

dopma NpOMEKYyTOUHON aTTeCTalluu: 6 CEMECTP - IK3aAMEH.

4.1. COIAEPKAHUE JUCHUILVIMHBI, CTPYKTYPUPOBAHHOE 11O TEMAM, C YKASAHUEM BH/10B YYEBHBIX 3A-
HATUM 1 OTBEJAEHHOI'O HA HUX KOJIMYECTBA AKAJJEMUYECKHUX YACOB

Buapl yueOHoi padoThl, BKJIIOYAs CAMOCTOS-
TeJbHYI0 pa00Ty 00y4aroIIMXCcsl M TPYA0eM-

KOCTh (B yacax)

DopMBbI TEKY-

=9 = 2
Ne 5 | KonrakrHas paéora npenogasa- S g 1ero KOH-
/' Pa3nen nucHMIIMHLL/ TEMBbI E TeJsi ¢ 00y4alomuMucst é = TpoJIsl ycleBa-
wn S E S eMocTH
Cemunap- s+
Jlekumn ckue (npak- | KonTpoJib ;‘ g
THYeCKHe | 00y4YeHMs <2
3aHATHS) ©a
1 | Tema 1. ba3zoBsie noHsITUS KpUNITOrpapuu 6 2 2 0,6 3 2 na0.
2 | Tema 2. CUMMETpUYHBIE KPUIITOCUCTEMBI 6 2 2 0,6 3 2 na0.
3 | Tema 3. [Torounsle mmdps! 6 2 2 0,6 4 2 TECT
4 | Tema 4. biounoe mudpoBanue 6 4 4 1,2 6 4 na0.
5 | Tema 5. Pexxumbl mmudpoBanus 6 4 4 1,2 6 4 TECT
6 | Tema 6. Koab! ayTeHTHDUKAIIIHN COOOIICHUH 6 2 2 0,6 4 2 na0.
7 | Tema 7. Xeur-pyHKiuu 6 2 2 0,6 4 2 TECT
8 | Tema 8. CranmapThl ayTEHTUYHOTO MU(POBAHUS 6 4 4 1,6 8 4 na0.
9 | Tema 9. Anroputmbl 0OMEHa KITFOYaMHU 6 2 2 0,6 4 2 71a0.
10 | Tema 10. Meton xmoueBoro oomeHna Iuddu-Xenmana 6 2 2 0,6 7 3 na0.
11| Tema 11. Ilpeo6pazoBanue RSA 6 2 2 0,6 6 2 na0.
12 | Tema 12. IlpeobpazoBanue Dib-I'amans 6 2 2 0,6 6 2 na0.




13 | Tema 13. [Ipuknagabie anropuT™Mbl KpUnTorpadun 6 2 2 0,6 10 | 4 nao.
HToro yacon 32 32 10 71/35
4.2. TIJIAH BHEAYJIUTOPHOM CAMOCTOSITEJIBHOM PABOThI OBYYAIOIMUXCSI 1O JUCHHUILJINHE
CamocTtosiTeqibHasi paboTa 00y4alOIIHXCS Yu4eOHo-
eToINYeCKOoe
Cemect Bun 3aTpaTsl OnenovHoe MeTom
Ha3panmue pasgena, TeMbl Cpokn o0ecrmeyenne
P CaMOCTOSITeJIbHO BpeMeHH CpeacTBo .
< BbIITOJTHCHUSA CAMOCTOATECJIBbHOHN
il paboThbl (uac.)
padoThI
1-s1 mosioBMHA YMO pacmnonioxxeHo
6 CHUMMETpHUYHBIE aNTOPUTMBI HIU(POBAHUS YUITHUn Kypca + 36 Tect B MOC Domic Ha
MOATOTOBKA K K3 CTpaHULIE Kypca
1-s1 moyioBMHA YMO pacmoio->keHo
6 ObecneueHune 1[EJIOCTHOCTA COOOIIEHUIT YUITHUR Kypca + 24 Tect B MOC Domic Ha
IIOATOTOBKA K 3K3 CTpa-HHUIIC KypcCa
2-51 IOJIOBUHA KoHTposbHas YMO pacmosio->keHo
6  |AJATOPUTMBI C OTKPBITHIM KIIFOUOM YUITHUH Kypca + 46 6 B NOC Domic Ha
IIOATOTOBKA K 3K3 pa 0Ta CTpa-HHULEC Kypca
O611ast TpPyA0EMKOCTh CAMOCTOSITEIbHOM paboThl O JUCIUILIMHE (4Yac) 106
N3 Hux 00beM caMOCTOATENbHON PadOTHI C UCTIONIB30BAHUEM 3JIEKTPOHHOTO 00y4YEeHHUS U 106
JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH (4ac)

4.3. COIEPKAHHUE YYEBHOI'O MATEPHAJIA

Pa3nes 1. CummeTpruHbie aIropuT™Mbl mudpoBaHus

Tema 1. bazoBble MOHATHS KpUNTOrpapuu
OO61re TpUHLKITBI U MOJIEH. 3allliTa OT HeCaHKIIMOHUpOBaHHOrO foctymna. [lonstue kmoya. [ludpposanue u koguposanue. Kpunrocucremsl. Mcro-
pust kpuntorpadpuu. Hludp npocroii 3amensl. Hludp Liesaps. [udp BeprukansHoil nepectanoBkU. ['ammupoBanue. OCHOBHbIE ClIOCOOBI KpUIITOAHA-
nn3a npocThiX mudpos. MaeansHelil mumdp.
Tema 2. CuMMeETpUYHBIE KPUIITOCHCTEMBI

[Mudp Bepuama. Jlemma o Teoperndecku croiikom mudpe. [ToTokossie mudpel. ATaku Ha MOTOKOBbIE MHUDpPHL. [IByxpa3oBbiit 6;10KHOT. [Tpumep ys3-
BUMOCTH B nipotokoJe. 802.11b WEP. Bo3moxkHble yny4IlleHus! IPOTOKOJIA.
Tema 3. TloTounsie mudpst




[Tpumeps! moTokoBbIX MHUGPoB. RC4 u ero ys3pumoctu. CSS u ero ysa3BuMocTH. eStream. be3onacHOCTh MOTOKOBBIX reHepaTopoB. CTaTUCTHUECKUI
TecT [ TeHepaTopa. Kpunrorpaduueckoe ornpeeneHue neceBaociydaitHoro reneparopa. CeMaHTHuecKl 0€30macHbId TOTOKOBBIH mmdp. [Ipumepsr
TakuX Mudpos.

Tema 4. brounoe mmdpoBanue

[Tpuntun utepupoBanus. [lonsaTue ncepaocaydaiiHol GyHKIMH U riceBaocaydaiinoi nepecranoBku. [ludp DES. Omucanne crpykrypsl. Teopema o
TpexpayHnaoBoii cetn @eiicrens. lupp AES. Onucanue cTpykrypsl u npuHImIbl padotel. [lepebopubie ataku Ha 6iiounsie mugpsl. [Ipodnema DES.
Tpotinoit DES. Ataka meToom BcTpeuu nocepenune. [lepedopubie ataku Ha 6s10uHbIe mudpsel. [Ipodmema DES. Ataku Ha 6109HbIe TG PHI Yepe3
YTEUKH 10 TOOOYHBIM KaHalaM. ATaku Ha OCHOBE 0TKa30B. JIuneitnslit kpunronananmus DES (ocHoBHbie nnen). ludgp FOCT 28147-89 u ero undpa-
CTPYKTYpa.

Tema 5. Pexxumbl mmdpoBanus

[Toctpoenue 6:104HbBIX MIHUGPOB HA OCHOBE TMCEBAOCIYyUalHbIX TeHepaTopoB. LlndpoBanue HeCKOTBKUX COOOIIECHHUH Ha OTHOM KiItoue. ATaka Ha OCHO-
B€ BEIOOPOYHOI0 OTKPBITOro Tekcra. [Ipumep mudpa HECTOMKOro K aTake Ha OCHOBE BEIOOPOYHOIO OTKpbITOro Tekcra. CiayyaitHoe mudposanue. O-
HopazoBoe mudposanue. Pexxum CBC. [ludposanue ¢ nmpenckazanHbiM 3HaUeHHEeM BekTopa nHunuanuzanui. CBC miist oqHopa3zoBoro mugpoBaHus.
Hab6uska 650koB. Pexxum CTR. Cpasuenue pesxxumoB CBC u CTR. Pexxum OFB.

Pazgen 2. O6ecneyenne HeJJOCTHOCTH COOOIICHU I

Tema 6. Konpl ayreHTHQUKAIMN COOOIIEHUI

Kopp! ayrentudukanuu coodbmennii. [loctpoenne koaoB ayreHTr(uKanuu 6onbmmx coodmenuii. Koncrpykunn CBC-MAC u NMAC. Ux ¢ dex-
TUBHOCTh. CXeMa aTaku ¢ ucrnoib3oBanueM konusnil. Konctpykiust HMAC. Iloctpoenue kof0B ayTeHTH(PUKALKUK O0JBIINX coo0meHnit. MexaHus-
Mbl HaOuBKH coobienuil. Koncrpykimn CMAC, PMAC, ognopazoseiit MAC.

Tema 7. Xem-pyHkuuu

[HocTpoenne ko 0B ayTeHTUPHUKAIUN COOOLIEHHUI U3 CTOMKUX K KOJUTM3UAM (YHKIMI. ATaka Ha OCHOBE Mapajokca JiHel poxaeHui. KoncTpykius
Mepxkna-/lamrapaa qis noctpoenust xem-gyHkuuil. [locrpoenue 6e30macHbIX CkUMarOmMX GyHKIU. Xem-(QyHKIMA Ha OCHOBE OJI0YHBIX MH(POB.
Tema 8. CtanmapTsl ayTEHTUYHOTO HIU(PPOBAHUS

Heo6xoanMocTs npuMeHeHus: ayTeHTUYHOT o mudpoBanus. [lonsaTHe neaocTHOCTH MM (p-TeKeTa. ATaka Ha OCHOBE BEIOOPOUHOTO HIM(P-TEKCTA.
AyTtentuuHoe mudpoBanus Ha npumepe nporokona TLS. [Toctpoenne cxem ayTeHTUUHOTO MM (POBAHUS U3 OIOYHBIX UG POB U KOAOB ayTeHTU(DU-
Kaiuu coobmennit. CtannapTel ayTEHTUYHOTO MIM(POBaHUSA. ATaKU Ha CXEMbl ayTEHTUYHOT0 MIM(PpoBaHUs. ATaka Ha OCHOBE aHaIM3a HAOMBKH CO-
o01IeHusl.

Pa3znen 3. AlIropuTMBbI € OTKPBITHIM KJIHY0M

Tema 9. Anroputmsl oOMeHa KIIFOYaMu

Pacnipenenenue xmoueit mudposanus. [Ipouemypsr oOMena kirogamu. OO1ee BBEICHHE B TEOPUIO aCHMMETPUYHBIX KpuntocucteM. D eKkTHBHBIE
ITOPUTMBI BO3BEICHUS B CTEIIEHb. AJTOPUTMBI (pakTopu3anuu O0onbux yuces. [Tonarue QyHKIUM ¢ na3elkoi.

Tema 10. Meton kiroueBoro oomena uddu-Xenvana



[TpoTokon kIr04YeBOro 0OMeHa AJis HeCKOJIbKUX y4acTHUKOB. Hekoropbie Moaudukanun metona. OMHOCTOPOHHSS TeHepalus KioJa. 3aiadya Juc-
KPETHOTO JIOTapu(pMUPOBAHHUS.

Tewma 11. IIpeoOpazoBanne RSA

YerpoiictBo RSA. DddexkruBrocts peanuzanuu. Kpunrocroitkocts RSA. Bapuantst crangaproB PKCS1. Araku Ha kpuntocuctemy RSA. Araka Ha
ocHoBe o011ero RSA monynsa. Ataka Ha OCHOBE Majioro 3HAYEHUS 3aKPBITOrO KIIFOYa.

Tema 12. [IpeobpazoBanue Dib-I"amans

Brruncnenue u nposepka noanucu. [ludposanue u nemmdpoanue. IpdekTuBHOCTS peanu3anuu. OcoOOeHHOCTH UCIOIB30BaHUSI CEAHCOBOTO KITI0Ya.
[IpakTnueckoe npuMeHEeHNE IpeoOpazoBaHus Dib-1"amains 1uisl 3a1a4u 10Ka3aTeabCTBA 3HAHUS.

Tewma 13. IlpuknagHbie anropuTMbl KpunTorpahuu

[Toporoseie cxembl pasaenenus cekpera. Cxema Illamupa pasnenenus cekpera. JJokazareiabCTBO ¢ HYJEBbIM pa3rilalleHueM. AJITOPUTM Ha OCHOBE
uzomopusma rpados. IIporoxon HIHnoppa.

4.3.1. IlepeyeHb ceMHUHAPCKHX, NIPAKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

Ne Ne pasnena u| HammeHoBaHMe CEMUHAPOB, MPAKTHYECKUX U JIA00PATOPHBIX pPa- TpynoeMkocTh OneHoYHbIE dopMupyemble
n/H TeMbI oot (uac.) cpeacTsa KOMIIeTEeHIIUH
Bcero | U3 Hux (MHIUKATOPBI)*
YacoB |mpaKTH4e-
cKasi
MOJATr0TOB-
Ka
3 4 5 6 7

1 1 Tewma 1. ba3oBsle oHsATHS KpUIITorpadun 2 2 JlaGopaTtopHast paboTa T1IK-3.1, TIIK-3.2,
I1IK-4.1, IIK-4.3

2 1 Tema 2. CUMMETPUYHBIE KPUTITOCUCTEMBI 2 2 JlabopaTopHast paboTa IIK-3.1, TIK-3.2,
T1K-4.1, T11K-4.3

3 1 Tewma 3. IToTounsle mmpst 2 2 JlaGopaTtopHast paboTa T1IK-3.1, TIIK-3.2,
I1IK-4.1, IIK-4.3

4 1 Tema 4. Biiounoe mudpoBaHue 4 4 JlabopaTopHast paboTa IIK-3.1, TIK-3.2,
T1K-4.1, I1K-4.3

5 1 Tewma 5. Pexxumsbl mmdpoBanus 4 4 JlaGopaTopHas paboTa T1IK-3.1, TIIK-3.2,
I1IK-4.1, I1IK-4.3

6 2 Tema 6. Konbr ayTeHTHMUKAIIE COOOITEHUIH 2 2 JlabopaTopHast paboTa IIK-3.1, TIK-3.2,
T1K-4.1, I1K-4.3

7 2 Tewma 7. Xenr-pynkuun 2 2 JlabopaTopnas paboTa T1IK-3.1, TIK-3.2,




I1K-4.1, TTK-4.3

8 Tewma 8. CTaHIapThl ayTEHTHYHOTO MH(QPOBAHUS 4 4 JlabopaTopnas paboTa IK-3.1, TIIK-3.2,
I1K-4.1, TTIK-4.3

9 Tema 9. Anroput™Mbl 0OMEHA KITFOYaMU 2 2 JlaGoparophast paboTa IIK-3.1, IIK-3.2,
I1K-4.1, TTK-4.3

10 Tema 10. Meton kimoueBoro oomena Juddu-Xenmana 2 2 JlabopaTopnas paboTa IK-3.1, TIIK-3.2,
1K-4.1, TTIK-4.3

11 Tewma 11. [IpeoOpazoBanue RSA 2 2 JlaGoparopHast paboTa IIK-3.1, IIK-3.2,
I1K-4.1, TTK-4.3

12 Tema 12. IlpeoOpazoBanue Dib-Iamans 2 2 JlabopaTopnas paboTa IK-3.1, TIIK-3.2,
IMK-4.1, T1K-4.3

13 Tema 13. [IpukinagHeie anrOpuTMBI KPHIITOrpagun 2 2 JlaGopatopHas paboTa IK-3.1, TIIK-3.2,
I1K-4.1, ITK-4.3

Bcero 32 32

4.3.2. IlepevyeHb TeM (BONPOCOB), BLIHOCUMbIX Ha CAMOCTOSITeIbHOE H3YUYeHHe CTYJIeHTAMH B paMKax caMocTosiTe/ibHOM padoTsl (CP)
«He npexgycmoTtpeHo».

4.4. METOJUYECKHUE YKA3AHUA IO OPTAHU3AIIUNA CAMOCTOSATEJBHOM PABOTHI CTYJIEHTOB

CamocTosTenbHas paboTa CTyA€HTOB BceX (hOpM U BUIOB OOYUEHHUS SBISETCS OJHUM M3 005S3aTENbHBIX BHIOB 00pa30BaTEIbHON AESITENBHO-
CTH, 0oOecTieunBarolel peaau3anuio TpedoBanuit denepabHBIX TOCYIapCTBEHHBIX CTaHIapTOB BhICIIEro oOpazoBanus. CoriaacHO TpeOOBaHUSIM HOP-
MaTHUBHBIX JJOKYMEHTOB CaMOCTOSITeNIbHAs paboTa CTY/AEHTOB SIBIII€TCS 0053aTeIbHBIM KOMIIOHEHTOM 00pa30oBaTeIbHOIO Mpoliecca, Tak Kak oHa o0ec-
MNEYMBACT 3aKPCIICHUC MMOJTyYaCMbIX Ha JICKITMOHHBIX 3aHATUAX 3HAHUH mMyTeM HpI/IO6peT€HI/I5[ HAaBBIKOB OCMBICJICHUSA U PACHIMPCHUA UX COACPIKAHUAA,
HaBBIKOB PEIICHUs aKTyalbHbIX Mpo0ieM (GopMUpPOBaHMS OOLIEKYJIbTYPHBIX M NMPO(EeCCHOHAIBHBIX KOMIETEHLUH, HayYHO-UCCIIe0BATENLCKOM Jes-
TEJIbHOCTH, IOJITOTOBKU K CEMHHAapam, J1abopaTOpHBIM paboTaM, cAaue 3a4eToB U SK3aMeHOB. CaMmocTosdTenbHas padoTa CTy/IEHTOB IPEICTABIISET CO-
0011 COBOKYITHOCTb ayJJUTOPHBIX M BHEAYIUTOPHBIX 3aHATHH U paboT. CamocTosTeNbHAs paboTa B paMKax 00pa30BaTeIbHOTO MPOLEcca B By3€ pelaeT

CJICOYyoIue 3aia4um:

— 3aKpEeIUICHUE U PACIIUPEHUE 3HAHWW, YMEHUH, IIOJYyYEHHBIX CTYACHTAMHU BO BPEMs ayIUTOPHBIX U BHEAYJUTOPHBIX 3aHATUH, IPEBPALLECHUE
UX B CTEPEOTHUIIbl YMCTBEHHON U (PU3NYECKON JESTENbHOCTH;

- HpI/IO6pCTeHI/IC JIOTIOJTHUTEIbHBIX 3HAHWM 1 HABBIKOB 10 JUCIUILINHAM y‘-IC6HOl“0 IJ1a”Ha,

— (popMUPOBaHKE U Pa3BUTHE 3HAHUN U HABBIKOB, CBA3aHHBIX C HAYYHO-UCCIIEI0BATEIbCKON S TEIbHOCTbIO;
— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KAUECTBEHHOE OCBOEHHE 00pa30BaTEIbHOM MPOrpaMMBl;
— pa3BUTHE HaBBIKOB CAaMOOPTaHU3aIIH;
— (popMHpOBaHUE CaAMOCTOSTEIHHOCTH MBILIEHHS, CHOCOOHOCTH K CaMOpa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO 1 cCaMOpeaTn3aliiiy;

— BbIpabOTKa HaBBIKOB 3((HEKTUBHON CaMOCTOSTENbHON NPOo(eCcCHOHATbHON TEOPETUUECKON, TPAKTUUECKOM 1 y4eOHO-UCCIIeJ0BaTEIbCKOM J1e-

ATCIBbHOCTH.




IToaroroBka k nexkuuu. KauectBo 0CBOEHUs COJIEpKaHHUs KOHKPETHOM MUCLMIUIMHBI NMPSIMO 3aBUCUT OT TOTO, HACKOJIBKO CTYAEHT caM, 0e3
BHEIIIHETO NPUHYXACHUS (GOpMUpPYET y ceOs YCTAaHOBKY Ha MOJIYYECHHE Ha JIGKIMAX HOBBIX 3HAHUH, TOMONHSAIONIMX YK€ UMEIOIINECs MO TaHHO! JHC-
LIUIUIMHE. Bpems Ha MOArOTOBKY CTYJEHTOB K JIByX4acOBOM JIEKIIMM 110 HOPMATHUBaM cOCTaBiisieT He MeHee 0,2 Jaca.

IToaroroBKa K NPpaKTHYECKOMY 3aHATHIO. [IOAr0OTOBKA K IPAKTUYECKOMY 3aHATHUIO BKIIKOYACT CJIEIYIOLIUE IEMEHTBI CAMOCTOSATEIbHOMN Aes-
TENBHOCTHU: YETKOE NPEACTABICHUE LIEJIN U 3a/1a4 €r0 IPOBEICHMS; BBIIEICHUE HABBIKOB YMCTBEHHON, aHAJIMTUYECKOM, HAYYHOH AESITEIbHOCTH, KOTO-
pble CTaHyT pe3yJIbTaTOM IpeACTOosIei paboThl. BeipaboTka HaBBIKOB OCYIIECTBISETCS C MOMOIIBIO OTYYSHUs HOBOW MH(POPMAIMU 00 M3yyaeMbIX
IIpoLeccax U ¢ MOMOUIBIO 3HaHUA O TOM, B KAKOW CTENICHU B JAHHOE BPEMs CTYIEHT BIIaJeeT METOaMHU UCCIIEOBATEIbCKON AEATEIbHOCTH, KOTOPBIMU
OH CTaHET MOJIb30BAThCS HA MPAKTUYECKOM 3aHATHH. [I0AroToBKa K MPAaKTUYECKOMY 3aHATHIO HEpeaAKo TpedyeT moadopa MaTepuala, JaHHbIX U CIIie-
[IUAJIbHBIX UCTOYHHUKOB, C KOTOPBIMU IPEACTOUT yuyeOHas paGora. CTyJEHTHI TOJKHBI I0Ma MOATOTOBUTh K 3aHATHIO 3—4 npumepa (GpopMyJInpoBKU
TEMBI HUCCIIEOBAHUS, NIPEJACTABICHHOTO B MOHOTpa(usiX, HAYYHBIX CTAThiX, OTYETAX. 3aTE€M OHU CAMOCTOSATEIBHO OCYIIECTBIISIOT TTOMCK COOTBET-
CTBYIOLIMX MUCTOYHHUKOB, ONPEACISAIOT aKTyaJIbHOCTh KOHKPETHOI'O MCCIIE0BAHUS MTPOLECCOB U SIBIICHUM, BBIACSAIOT OCHOBHBIE CIIOCOOBI 10Ka3aTeb-
CTBa aBTOpPaMU Hay4HbIX padOT LIEHHOCTH TOrO, YEM OHM 3aHUMAIOTCA. B Xoze caMoro mpakTH4eCKOIro 3aHSATHS CTYJIEHTbl CHadaja IpeICTaBISIOT
Hal/leHHble UMM BapHaHThl (POPMYJIMPOBKU aKTyaJbHOCTH HMCCJEIOBaHUS, OOCYkIAIOT UX U OOOCHOBBIBAIOT CBOE MHEHHE O HAWJIy4dlleM BapHaHTE.
BpeMs Ha TOATrOTOBKY K MPAaKTUYECKOMY 3aHATHUIO [0 HOpMAaTUBaM cocTasiisieT He MeHee 0,2 yaca.

IToaroroBka Kk KOHTPOJIbHOI padote. KoHTponbHas paboTa Ha3HAYaeTCs NOCIE U3YUEHUs ONPEAEICHHOTO pasjiesna (pa3/ienoB) AUCIUILIUHbBI
U IIPEJICTaBISIET COOON COBOKYIHOCTh PA3BEPHYTHIX MUCbMEHHBIX OTBETOB CTYJIEHTOB Ha BONPOCHI, KOTOPBIE OHHU 3apaHee MOIy4atoT OT MpernojaBaTe-
1. CaMmocTosITeNnbHAs MOArOTOBKA K KOHTPOJIBHOW padoTe BKIOYAeT B ce0sl: — M3yyeHHE KOHCIEKTOB JIEKLUH, paCKphIBAIOIMX MaTepuall, 3HaHUE
KOTOPOTO IPOBEPSAETCS KOHTPOJIBHOM paboTOM; MOBTOpEeHNE Y4eOHOTO MaTepralia, HOJYyYSeHHOTO IPU MOJArOTOBKE K CEMHHAPCKHUM, MTPAKTUYECKUM 3a-
HATHSAM U BO BPEMS UX MPOBEICHUS; U3YYCHUE TOMOJHUTEIBLHON IUTEPATYPBI, B KOTOPOU KOHKPETU3UPYETCS COACPIKaHUE IIPOBEPSAEMBIX 3HAHUM; CO-
CTaBJICHHE B MBICICHHOW (OpME OTBETOB Ha IOCTaBJIECHHbIE B KOHTPOJBHOM paboTe BOIPOCHI; (POpMHpPOBAHME INCHUXOJIOIMUECKON yCTaHOBKM Ha
yCIIEIIHOE BBITIOJIHEHUE BCEX 3a/laHui. Bpemst Ha mMoAroToBKYy K KOHTPOJIBHON paboTe 10 HOpMaTHBaM COCTaBIISET 2 Yaca.

IMoaroroBka k 3xk3amMeny. CaMocTosITeNIbHAs TOJrOTOBKA K 9K3aMEHY CX0’Ka C MOJATOTOBKOM K 3aueTy, 0COOEHHO eciau OH AuddepeHInpoBaH-
HbIil. Ho 00beM yuebHOro marepuasna, KOTOPbIA HY)KHO BOCCTAHOBUTH B MAMSTH K 9K3aMEHY, BHOBb OCMBICIHTD U MOHSATh, 3HAYUTEIBHO OOJIbIIE, 110-
3TOMYy TpeOyeTcst 60JbIlle BPEMEHU U YMCTBEHHBIX YCHIHMM. BaxHO copMUpoBaTh LIEI0CTHOE MPECTABIEHUE O COIEPKAHUU OTBETA Ha KaXKAbIH BO-
pOC, YTO MpPEroiaraeT 3HaHue Pa3HbIX HAYYHBIX TPAKTOBOK CYLIHOCTH TOTO MJIM MHOTO SBJIEHUS, POLIecca, YMEHHUE PACKPBIBATh (DaKTOPHI, OMpe/e-
JSIOUINE UX IPOTUBOPEYUBOCTD, 3HAHUE UMEH YUEHBIX, U3Y4aBIIUX 00Cyx)aaeMyto mpodnemy. Heo6xoaumo Takxke npuBecT HHGOPMALIHMIO O MaTepu-
ajax SMIIMPUYECKUX UCCIENOBAHUN, YTO YKA3bIBACT HA BCECTOPOHHIOIO IOATOTOBKY CTYACHTA K dK3aMeHy. BpeMs Ha MOArOTOBKY K 3K3aMEHY I10 HOp-
MaTHBaM COCTaBJIsieT 36 4yacoB i OaKaiaBpOB.

B ®BI'OY BO «UI'Y» opranu3anus caMOCTOSTENIbHOW pabOThl CTYJEHTOB periamentupyercs [lomosxkeHrneM o caMocToATeNbHOM paboTe CTy-
JIEHTOB, IPUHATBIM Y4eHbIM coBeToM UIT'Y 22 urons 2012 r.

4.5. INPUMEPHASA TEMATHUKA KYPCOBBIX PABOT (ITPOEKTOB)

«He nipexycMoTpeHO».



5. YYEBHO-METOJWYECKOE U UH®OPMAIIMOHHOE OBECHEYEHUE
JUCLUILIMHBIL (MOLY.JIS)

a) nepevyeHb JUTEPATYPbI

1. Jlocs, A. b. Kpunrorpadpudeckne MeTobl 3aUTH HHYOPMAIIUH [T U3yUYaAIOIIUX KOMITBIOTE-
HY10 0€301acHOCTh : yueOHUK 111 By30B / A. b. Jloch, A. O. Hecrepenko, M. U. PoxxkoB. —
2-e u3., uctp. — Mocksa : U3parensctBo HOpaiit, 2022. — 473 ¢. —ISBN 978-5-534-12474-
3. — Tekcrt : anexktponHbIi // O0pazoBatenbHas miargopma FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/489242.

2. BBenenue B kpunrorpaduto [Tekcer] : HaydHoe uznanue / pea. B. B. fmenko. - 4-e uzn., gor. -
M. : Uzn-Bo MIITHMO, 2012. - 347 c. ; 22 cMm. - And. ykas.: c. 341-347. - ISBN 978-5-4439-
0026-1

3. Paben JI.B. 3agayHuk-nipakTuKyM 10 Kpunrorpaduu: yued. mocooue / JI.B. Psber. — MpkyTck :
Uzn-Bo Bocer-Cub. roc. akaz. obpas., 2013. — 76 c. — ISBN: 978-5-85827-864-1 (30 5k3.)

4. OcHOBBI kpunitorpadu : yuaed. mocodue ais ctya. By3oB / A. I1. Andepos [u np.]. - 3-e u3n.,
uctp. u jon. - M. : 'enmnoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 2k3.)

5. Umopa A. JI. OcHoBsl kpuntorpaduun: yaed.mocodue / A.JI. Umopa — M.: T'emmoc APB, 2001. —
244 c. — ISBN 5854380374 (519k3.)+

6. Kammupckas, E. H. Kpunrorpaguueckue cucremsi : yueoHoe nocooue / E. H. Kammupckas, A. I1.
Kymnaup. — Mocksa : PTY MUP3DA, 2021. — 66 ¢. — Tekcr : anekTpoHHbI# // JIaHb : 35ek-
TpoHHO-OnOmoreunas cucrema. — URL: https://e.lanbook.com/book/182424.— Pexum no-
CTyIa: /Ui aBTOPU3. MOJIb30BATEICH.

7. llanerun B.®. 3amuTa koMnbroTepHON HHGOpMaIuu. DPdeKTUBHBIC METOBI U CPEACTBA /
B.®. [llanbrun. — M.: JIMK-IIpecc. — 2010. — 542 ¢. — ISBN: 978-5-94074-518-1 (25 7k3.)

0) nepuoguYecKue U3AHUS

B) CIIMCOK aBTOPCKHUX METOAUYECKHUX Pa3padoToK:

JIEKUMU 1O Kpunrorpapuu, Buaeo-iekuuu, pacnonoxeHHsie B MOC Domic u Ha caiite
http://cloud.isu.ru/

r) 6a3bl JaHHBIX, HHGOPMAIIMOHHO-CIIPABOYHbIE H MIOUCKOBbIE CHCTEMbI

Java Cryptography Architecture (JCA) Reference Guide. URL:
https://docs.oracle.com/en/java/javase/1 1/security/java-cryptography-architecture-jca-reference-
guide.html.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

6.1. YYHEBHO-JIABOPATOPHOE OBOPYJIOBAHHME:
st mpoBefieHMsl JTEKIIMOHHBIX 3aHATUI HEoOXoauMa ayIuTOpUs C IMPE3EHTALMOHHBIM 000-
pyJoBaHUEM, JUIsl MPOBEACHUS MPAKTUYECKUX 3aHATHI HEOOX0AUM KOMIbIOTEPHBIN Ki1acc Ha 25-30
pabouux MecT (B 3aBUCUMOCTH OT YHCICHHOCTH y4eOHOM rpymrbl), 000pyJ0BaHHas JTOCKOH, Ipe-
3EHTALlMOHHON TEXHUKOM.
6.2. IPOI'PAMMHOE OBECIIEYEHHE:
1. KowmmekT pa3zpaborumnka npunoxkenuit Java Platform (JDK) 11, Standard Edition (pacnpoctpa-
HsieTCs OecIIaTHO);
2. UnrerpupoBanHas cpena paspadbotku NetBeans IDE 12 (pacmpoctpansiercss OecriaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);
3. LibreOffice Impress (pacnpoctpansercs 6ecrmatao, GNU LGPL v3+, MPL 2.0);
6.3. TEXHUYECKMUE U DJIEKTPOHHBIE CPEJICTBA:
NOC EDUCA, DOMIC, mnpe3eHTalluOHHOE OOOpYAOBAaHHE, MEPCOHATHHBIA KOMITBIOTED C
BO3MOXKHOCTBIO JIEMOHCTpAIMH ITpe3eHTanuii B popmare pdf.

7. OBPA3OBATEJIBHBIE TEXHOJIOI'MHU



[Ipu peanuzanuu JaHHOTO Kypca HCHOJIB3YIOTCS CIEAyIOLUe 00pa3oBaTelbHbIE TEXHOJIO-
TUU: TEXHOJOTUU TPAIUIIMOHHOTO OOYYECHHS, UTPOBBIE TEXHOJOTHH, TEXHOJOTHH MPOOIEMHOTO
0o0y4eHHUs, TEXHOJIIOTUN OOy4YeHUSI B COTPYAHHYECTBE, TEXHOJOTUU KOHTEKCTHOTO OOy4YeHUs, UH-
TEPAKTUBHBIC TEXHOJOTHUH, TEXHOJOTHH JUCTAHIIMOHHOTO OOYYCHHS, aKTHBHBIC IMEJAarOrHYeCKue
TEXHOJIOTHH.

8. OHEHOYHBIE MATEPHUAJIBI UISI TEKYIIEI'O KOHTPOJISI A
ITPOMEXYTOYHOU ATTECTALLUU

8.1. OHEHOYHBIE MATEPHUAJIbI IJ151 BXOJHOI'O KOHTPOJIA
He npenycmorpeno
8.2. OHEHOYHBIE MATEPHUAJIbI TEKYHIEI'O KOHTPOJIA

Tectsl Ha cTpanule kypca B MOC Domic B coorBeTcTBUU C 11. 4. 1.

IIpuMepbI OLIEHOYHBIX CPEACTB TEKYIIEr0o KOHTPOJIS
JleMOHCTpaUMOHHBIN TeCcT K pa3aeay OdecnedyeHue mMeJJ0CTHOCTH COOOIIEHUIT

Bomnpoc 1 IIpennonoxum, uro cuctema MAC (S,V) ucnonb3yercst ais 3auTh Gaidaos B ¢aii-
J0BOH cucteme koMmmbtorepa. K kaxnomy ¢aiiiny gobasisiercs crieuanbHbli tag. Anroput™ S B
cBOel paboTe UCIOJIb3YET TOIBKO coaepxkumoe Qaitna. st kakux atak nmojgooHas cucrema MAC
ABJISIETCS YI3BUMOM ?

BapuaHnTtbl 0TBETOB

BBINOMTHUTE KOHKATeHALIUIO IBYX (DaliJIOB B CUCTEME U CO3JaTh TPETHIA.

Y nanute nocneaHuid 6aiT B daiine.

N3menuTs BpeMs MoauduKkaiuu daia.

[TomensTe MecTamu ABa (aiina B ¢ailioBoii cucreme.

J106aBUTH HOBBIC TaHHBIC B (haii.

Bompoc 2 ITycts cuctema MAC (S,V) sBasiercst 6ezonacHoii. Cuctema ornpeeieHa Haj mpo-
ctpanctBoM (K,M,T), rne M={0,1}n u T={0,1}128. Kakue u3 npeanoxKeHHbIX HUXKE KOHCTPYKIIHM
aBIsA0TCA 6e3onacHpiMu MAC?

BapuaHTbl 0TBETOB

S'(k,m)=S(k,m) u V'(k,m,t)={V(k,m,t),],m#0n;otherwise

S'(k,m)=S(k,m // m) u V'(k,m,t)=V(k,m // m,t)

S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,t // 0)orV(k,m,t // 1)]

S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV (k,m,t2)]

S'(k,m)=[t=S(k,m),output(t,t)] m V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise

Bomnpoc 3 Cxema Bbraucienus koo ayrentudukanmu coodmennii ECBC-MAC ucnons3yer
(UKCUPOBaHHBIN BEKTOp MHULIMAIN3ALUY (B JIEKIIMU UCIIONIb30Balcs HyJeBoi BekTop). Ilpeanosno-
JKUM, YTO BMECTO (PUKCUPOBAHHOTO, JUISl KAXKJIOTO COOOIIEHMSI UCIIONIBb3YETCS CIIy4allHbIi BEKTOP
IV u sTot BekTOop nobapnsiercs k tag. pyrumu cnoBamu, S(k,m)=(r,ECBCr(k,m)), rze r aTo ciy-
yaifselii [V. AnroputM npoBepku no kimtouy k, coobmenuto m u rery (r,t) Beimaer 1 ("yes"), ecnn
t=ECBCr(k,m).

Taxas cxema noctpoernss MAC siBisiercst He6e30macHON. ATaKyrOIIUN MOXKET MOJTY4YHTh Ter (I,t)
JUTsL COOOIIEHMSI M, COCTOSAIIET0 U3 0JIHOTO OJ0Ka. Tenepb OH croco0eH CKOHCTPYHPOBATh HOBBII
TET JJI1s1 HOBOTO COOOIIEHHs. YKaXUTe Mapy Ter, COOOIIEHHE, KOTOPYIO MOXKET CKOHCTPYHPOBATh
aTaKyIOIIH.

BapuanTsl 0TBETOB

Ter (m®t,t) sBrseTCS TPABUIBHBIM JUIsl coOOLIeHust m®1n.

Ter (r®t,r) sBIAETCS MPABHIBHBIM JJISI COOOIICHUS M.

Ter (r®t,m) siBAseTCS NPaBUIBHBIM I coob1ieHus On.



Ter (r®1n,t) siBAsIeTCS TPABUIBHBIM I cOOOmEeHUs M1 n.

Bormpoc 4 Anuca HamMepeBaeTCsi OpraHu30BaTh MIMPOKOBEIIATEIBHYIO OTIIPABKY COOOIIEHUH st
6 nmonyuareneit B1,...,B6. CekpeTHOCTh COOOIICHUI HE BaXKHA, BaYKHA I[EJIOCTHOCTh U Ay TCHTHY-
HOCTh. Kaxkplii n3 momyuaTeneii JomKeH ObITh YBEpEH, YTO COOOIICHHE TTOTyYEeHO OT AJIMCHI.

st cBoeit 3aaun Anuca pemuiia ucnosib3oBatb MAC. [Ipeanonoxkum, uto Anuca u 6 moab30-
Batesel paboTaroT ¢ oHUM 001uM KiTrodoM k. Torma kaxaeiid u3 B1,...,B6 npu nomyueHuu co-
OOLIEHHS] MOXET IMPOBEPUTH MPaBUIBLHOCTD Tera. Ho Ta cxema Hebe3omnacHa, T.K., HalpuMmep,
noJjb3oBarenb Bl Moxer co3naTh coobieHune, IpuKpPenuTh K HeMy Ter, OJTYYeHHBIH Ha Kimtoue k u
OTHPaBUTH B ceTh. [Ipu 3TOM, monb3oBaTenu B2,...,B6 OyayT yBepeHbl, 4TO COOOIIEHNE MTOTYyYEHO
OT AJIUCHL.

BwmecTto aToro, Anuca crenepupoBaina 4 cekpeTHbix kioua S={kl,...,k4}. Kaxmomy momas3oBa-
temo Bi ona nepenana noaMuosxecTBo Kiroueit Si< S. Teneps Anuca npu nepeaade cOOOMECHHS
MIPUKJIAJBIBACT K HEMY YETBhIPE Tera, KaX bl U3 KOTOPBIX MOJIYYEH HA OJTHOM U3 YETHIPEX KIIOUeH.
Korna nonws3oBarens Bi nonydaer cooOuieHrne oH MpoBepsieT TOIbKO T€ Terd COOOIIEeHUs, A KO-
TOPBIX Y HETO €CTh KITIOYH.

Bri6epute npaBuiibHBINA CI0C00, KOTOPBIM AJIHICa MOXKET paclpeeTuTh CllydyailHble KIIIOUH TakK,
YTOOBI HUKTO M3 MOJIb30BAaTEJICH HE CMOT OBl CO3/1aBaTh COOOLICHUS JIsl IPYTHX OIb30BaTEIICH
MPaBUJIbHBIE COOOIICHUSI OT UMEHU AJHCHI

BapuaHnTsl 0TBETOB

S1={k1,k2}, S2={kl1}, S3={k1,k4}, S4={k2,k3}, S5={k2.,k4}, S6={k3.,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2.k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2.,k4}, S6={k3,k4}

Bomnpoc 5 ITycts H:M—T croiikas k komwmmsusiM xem GpyHknus. Kakas u3 ciaenyromuii GpyHKIuiz
Takxe OyJeT CTOMKOM K KOJTU3USAM.

BapuaHnTtsl 0TBETOB

H'(m)=H(m]O0,...,jm|-2])

H'(m)=H(m) // H(m)

H'(m)=H(H(m))

H'(m)=H(m)®H(m®1|m|)

H'(m)=H(m)[O0,...,31]

H'(m)=H(|m|), rae |m| ecTb anuHa coobueHust m

H'(m)=H(m // m)

H'(m)=H(m // 0)

H'(m)=H(m)®H(m)

JlabopaTopnasi paGora k pa3neay CummerpuuHoe mudposanue. lllnpposanue AES

Jliis paGoThI € aNropuTMaMM U MPOTOKOJIaMH MIM(poBaHus OyaeM HCIONIb30BaTh cTaHAapTHBIN API
JCA, conepxammiics B JDK 1.6. [IpuBeieHHbIe HIDKE KIIACCH M MPUMEPHI OyayT paboTaTh Kak co
cTaHaapTHBIM KpunrornposaiiaepoM JCE, Tak u ¢ 1100bIM IpyrUM KPUIITONPOBANAEPOM, MOAIEP-
YKUBAIOLUM peanu3oBaHHbli B Java API (Hanpumep, Bouncy Castle).

[Tpu mmdpoBaHUM JaHHBIX YIIpaBJIeHHE KIOYaMU MOXET IPOUCXOIUTh JBYMS Clioco0amu: mimd-
pPOBaHME Ha CIIy4allHOM KIIto4e, MHU(PpOBaHUE HA U3BECTHOM KJIIOYE.

PaccmoTpuM npouenypy CMMMETpUYHOTO MU poBaHus Ha ciyyaiiHoM kimoue. Kitou co3mpaercs
o0bekToM Kinacca KeyGenerator u3 nmakera javax.crypto. J[ist co3nanust reHepaTopa Hy»HO BOC-
M0JIb30BAThCS CIIELUATBHBIM METOOM

KeyGenerator kg = KeyGenerator.getInstance("DES");

IJie apryMEHTOM METO/Ia BBICTYIAeT UM aJrOpUTMa, JJIsi KOTOPOTO MPOMCXOAUT IeHeparus Kirodya
(B nanHoMm ciyyae DES). Crincok A0CTYNHBIX alropuT™MoB 37ech. [locne co3nanus reneparopa



HE0OXOAMMO HUCIIOIB30BaTh METO/ init() s ero MHUIMaIu3anuu u Meto generateKey() — st
CO3JIaHMs KIIIoYa.

Hanpumep, cneayromuii ko1 co3aaeTt Koy mudpoBaHus HA OCHOBAHUU OE€30M1aCHOTO TeHepaTopa
cily4aiHbIX ymncen A anroputma AES:

KeyGenerator kg = KeyGenerator.getInstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu uconb30BaHUM B Ka4eCTBE KIF0Ua TOTOBOM MOCIIEIOBATEIBHOCTH OAWT HYKHO BOCIOJIB30-
BaThCs KiaccoM SecretKeySpec u3 nakera javax.crypto.spec. Kitod coznaeTcs uepes mapameTpbl
KOHCTPYKTOPA, B KOTOPBIX YKa3bIBAETCSI MACCUB OaT, CollepKaluX K04, U aTOPUTM MU(poBa-
Hus. Hanpumep, ciaeayromuii Ko reHepupyeT Kirod it anroput™Ma AES Ha ocHOBE CTpOKH U3
niecTHaaT cuMBoiioB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisiercss OCHOBHBIM 117151 paOOTHI € aJIrOpUTMaMu MH(PPOBAHUS U PACIIOTIOKEH B Ma-
KeTe javax.crypto. ITOT KJlacc MPeJOCTaBIISET BO3MOXHOCTb Pa0OThI KaK € alTOPUTMaMH IIH(PO-
BaHUs, TaK U C PeKUMaMHU padoThI MU(POB, cCXeMaMH JOMOIHEHUs cOO0IIeHu. B 3aBrucuMocTH OT
napaMeTpoB WHUIMATH3auU, 00beKT Ki1acca Cipher Mmoxer paboTaTs Kak B pexxuMe mudpoBaHus,
TaK U B peKUME paciiuppoBaHusi, C CHAMMETPHUUHBIMU U ACUMMETPUYHBIMU AITOPUTMAMHU.

Jlns co3nanust HOBOro oObeKTa Kilacca ClieyeT BOCIOIb30BaThCs CHEMATIbHBIM METOJIOM:

Cipher ¢ = Cipher.getInstance(algorithm)

rae algorithm mpencraisieT co60i CTPOKY BHAA: aITOPUTM IMIHPPOBAHUSA\PEIKUM pabo-
THI\AJITOPUTM JIOTIOJTHEHUS

MiMeHa OCTYIHBIX arOPUTMOB MM(POBAHUS U UX HACTPOWKU IPOMHCAHBI B cTaHAapTe Java, U,
00BIYHO, OHU COBIAJAIOT C OOLIETPUHIATHIMU 0003HaUEHUAMU. J{7151 JonomHEHUs cOOOIIeHu, B OC-
HOBHOM, UCTIOJIL3YIOTCS JiBa ctanaapra: NoPadding — nns mmdpoBanus 6e3 1omonHeHus co00-
nienust (Hanpumep, Ui pexknma mudposanus CTR) u PKCS5Padding — s nononmseHus coo0-
LIEHUSI 10 pa3Mepa, KpaTHOTo pa3Mepy 0JI0Ka UCHOIb3yEMOr0 alropuTMa (Harpumep, AJis pekuma
CBO).

Jnis peanu3anuy mpoueaypsl MUuGpPOBaHHS TEKCTHI TOJDKHBI OBITh IPECTABICHBI B BUJE MACCHBA
6aiiT. OnumieM mudpoBaHUe COOOIIECHHS 1O LIaram:

Coznanne oonekta Cipher ¢ ucons3oBanuem metona getlnstance.

Nuannmanuzanus oobexra Cipher ¢ momonsio Meroaa init() i mudpoanus win pacmudposa-
HUS. DTOT METOJ MPHHUMAET Ha BXO/I IBa 00s3aTENbHBIX TTapaMeTpa U OJJMH HeoOs3aTeIbHBIN Ta-
pamertp. IlepBblii mapameTp ykassiBaeT pesxuM paboTs anroputma: Cipher. ENCRYPT MODE unun
Cipher. DECRYPT MODE. Btopoii napamerp — Kirou mudpoBanus. Tum kiiroya 3aBUCUT OT UC-
HOJIb3yEMOT0 adropuTMa mudposanus. TpeTbUM MapaMeTpoM yKas3bIBaeTCs BEKTOpP MHULIMAIN3A-
LMY aJropuTMa: 00beKT kitacca IvParameterSpec.

HIudposanue niu pacmudpoBanue npousBoauTcs Merogamu update() 1u1st paboThl ¢ cooOIIEHHEM
B pekuMe MoToka (00padoTka coobmienus 1o yactsm) u doFinal() mist o6paboTku cooOmeHus
MIOJIHOCTBIO.

Huxe npuBenen npumep mudposanus coodbmenus OpenText mmdpom AES B pexxume CBC Ha
CJIy4aifHOM KJII04Y€ M CIy4alHOM BEKTOpE MHULMAIU3aIUH:

KeyGenerator kg = KeyGenerator.getInstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey/();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);

Cipher ¢ = Cipher.getInstance("AES/CBC/PKCS5Padding");

c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(1V));



byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tak kak MaccuB OalT HEBO3MOXKHO BBIBECTH B TEKCTOBBIH (paiis, TO pe3ysbTaT MuppOBaHHS HYKHO
3aKOMPOBATh JUOO B MIECTHAAIATEPUIHOM (hopmaTe, oo B hopmare Base64.

Pa6ora ¢ popmaTom Base64 B Java obecrieunBaetcs nByms kinaccamu BASE64Encoder u
BASE64Decoder u3 makera sun.misc. I BBITOTHEHUS TPEOOPa30BaHUN UCTIONB3YIOTCS METOIBI
encode u decodeBuffer cooTBeTCTBYIOMNX KIIACCOB.

[To mony4eHHbIM MapaMeTpaM BHIOIHUTH paciiudpoBaHue 3aaHHOTO MHdp-TekcTa. Mexoaublii
OTKPBITHIN TeKCT 3amudposan anroputMmoM AES B pexxume CBC. B BapuanTte conepxurcs mudp-
TEKCT, BEKTOp MHUIMAIM3ALNHY, KITI0Y mudpoBanus. Bee gannbie npeacrasieHsl B popmare
BASE64. Tpebyetcst pactmdpoBaTh mudp-TeKCT.

1. PacmmdpoBanue Hy>KHO IPOBOJIUTH 10 CIEAYIOIIEH cXeMe:

2. PackonupoBaTh KJt04, BEKTOp MHHLIMANIU3AaIuU 1 mudp-Tekct u3 popmara BASE64 B mo-
CJIEIOBATENLHOCTH OaiiT.

3. C ucnons3oBanueM o0beKTa Kinacca SecretKeySpec mo mocne0BaTeIbHOCTH OaUT KITr049a

co3naTh 00BEKT Kinacca SecretKey.
4. Coznath 00bekT Kimacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

5. [Tpu nannmanu3anuu mudpa TpedyeTcs MOIKIYUTh BEKTOP HHUITHATU3AINH C TIOMOIIHIO
o0bekTa kiacca [vParameterSpec.
6. BeimonauTh pacmmdpoBanue mmdp-Tekcra.

B pesynbrare pacmmdpoBaHus J0KEH MOYIUTHCS MacCHB 0alT, KOTOpbIH B Koaupoke ASCII
MO>KHO HHTEPIPETUPOBATH KaK OCMBICICHHBIN TeKCT. [[1s1 mpeoOpa3zoBaHus MaccuBa OaiiT B CTPOKY
MOYKHO BOCITOJIb30BaThCS KOHCTPYKTOPOM Kitacca String.

JlabopaTopHasi padoTa K pa3aejy AJTOPUTMBI ¢ OTKPBITHIM KJII040M. ATaka Ha RSA npu
HCIOJIb30BAHHH 3aKPBHITOr0 KJII0YA

Hanbl uncina SN$ u $e$, bopmupyroime oTKpbITHII KiTtod mpeodpa3zoBanus RSA. M3BecTHO, 4TO
3HA4YCHHUE 3aKPHITOro Kitoua $d$ mMasno (370 MOKHO MPEAOT0KHUTE UCXOIS U3 3HAUCHHUSI KITF0Ya
$e$). C ucnonp3oBaHreM MOIXOAANIMX APOOCH TpeOyeTCs MoayduTh 3HaYeHne Kiroda $d$, u 3arem
Ha OCHOBE €r0 3HAYCHUs PEUINTh 3a7auy (hakropusanuu i yncia SNS.

Beruncnenue 3akpbeITOTO Kilroya

U3BectHO, uto mpu $d<\frac{\sqrt[4]{N}} {3}$ Beimonusercst coornomrerne $3$ \left|\frac{e} {N}-
\frac{k}{d}\right|<\frac{1}{2d"2}. $$

Takum 00pa3oM, JIJIsl HAXO0XKICHHUS 3aKPBITOTO KJIF0Ya MOKHO BOCIIOJIB30BAThCS MOAXOISIIIAMU
JPOOSIMH COTJIACHO aTOPUTMY:

[MpencraButh 1pooh $\frac{e} {N}$ B BuIe 1HemHOI ApOOH.

Jlns HaliieHHOM 1IenHOM ApoOr MOCTPOUTH MOCIIEA0BATENBHOCTh MOAXOISAIINX Ipo0eit.

HauwnHasi ¢ HEKOTOpOro HOMEpa 3HaMEHATENb MOIXOISIIEH TPOOH MOKHO pacCMaTpPUBATh B Kade-
CTBE KaHU1aTa Ha 3aKpbIThIi Kirou $d$.

JIist KaXKI0To KaH|1aTa MPOBEPUTH YCIIOBUE KOPPEKTHOCTH 3aKPhITOTO Kitoya. CorjjacHoO onpesie-
JICHUIO OTKPBITOT'O M 3aKPBITOTO KITFOUEH ISl JIF000Tr0 cooOIIeHus: $m$ JOKHO BBIMOIHATHCS CO-
otHomrenue $$m”{ed} \equiv m (N)$$.

3HaMeHaTe b MOXOIAIIEH IPOOH, YIOBICTBOPSIOIINI YCIOBUIO KOPPEKTHOCTH MOYKHO paccMmar-
pHBATh B KAYECTBE 3aKPHITOTO KJIF0Ua mpeodpazoBanust RSA.

dakropu3anus MOIYJIs IPH U3BECTHOM 3aKPBITOM KITFOUE

[Tyctp n3BectHbl MOAy b $N§, oTkphITHIN Kit04 $€$ 1 3akpbIThIid Kitoy $d$, momyueHHbI Ha
IpeIbIIYyIIeM Iare.

Bo3zbMem npousBosibHOE urcio $x$. O6o3naunm 3a §y 1 = x {\frac{ed-1}{2}}$ (310 BO3MOXKHO,
nockonbky $ed$ ato HewerHoe uncino). Torma $8y 1°2\equiv 1 (N).$$ Unaue $$(y 1-
1)(y_1+1)\equivO(N).$$ Bo3moxHBI crieyronie BapuaHThI:

Ecmu $y 1=18. Ecau $\frac{ed-1}{2}$ — gucmo uernoe, To BBeaem $y 2 = x"{\frac{ed-1}{4}}$ u
npoananu3upyeM 3Hauenue $y 2§ (Bce paccyxaenus crpasemaubl it §y 2$). Mnaue morpely-
eTcst BEIOpath Apyroe ocHoBanue $x$.



Eciau $y 1=-18. To norpebyercst BLIOpaTh Apyroe ocHoBaHuE $XS$.
Ecnu $y 1$ ectb uncno ornuunoe ot $18$ u $-18, To Torna nenmurens yncna $N§ Berancsercs no
popmyne:$$p=HO/I(y 1-1,N).$$

JlaGopaTtopHasi padoTa K pa3jaeiny AJrOPUTMbI ¢ OTKPBITHIM KJI04oM. llIudpoBanue ¢ uc-
noJib30BaHueM 0udanorexkn OpenSSL

Mexanusm mudpoBaHus COOOIICHUHA

[{enb 1aHHOTO 3a/1aHUs 3aKJIFOYAETCS] B 03HAKOMIIEHUHM C OCHOBHBIMHU BO3MOXHOCTSIMU KpUIITOIPa-
buueckoit 6ndmorexkn OpenSSL. bubanoreka, B OCHOBHOM, ITpeAHA3HAYEHA JJII OPraHU3aIun
B3aMMO/ICHCTBHS HA OCHOBE HH(PPACTPYKTYpPbI OTKPBITHIX KiItoueil. Ho B mocnennux Bepcusx 6uo-
JMOTEKH pealin3oBaHa (yHKIMOHAIBFHOCTD 0 CUMMETPUYHOMY HIM(PPOBaHUIO co0OIIeHni. bub-
JMoTeKa paboTaeT U3 KOMaHJHOW CTPOKU B TAKETHOM PEXHUME.

Bepcun 6ubmmorek: openssl-1.0.2-1386-win32.zip, openssl-1.0.2-x64_86-win64.zip

TpebyeTcs crenepupoBaTh CIydaiHbIN KIt0Y mu@poBanus, 3amudpoBath anroputMom AES Heko-
TOPBIM OTKPBITHIM TEKCT U MepeaaTh K04 mu@poBaHus yepe3 npeodpazoBanue RSA ¢ nomoribio
aIropuT™Ma MmMuGPOBaHUS CEAHCOBOTO KITI0YA U 3ali(poBaHHOE COOOIICHNE HAa TPOBEPKY MpPEmo-
JaBaTelto.

Yacrts 1. llludposanue coodreHus

C nomosio OpenSSL 3ammdpyiite coodmenue. lludpoBanue HyKHO TPOBOAUTH MO CIEAYIOLICH
cXeme:

Bri6epute HekoTopoe cooOiieHue (coaepskaliee B TOM YKCiIe HOMEP 3a4eTHOW KHMXKKH) U IIoMe-
ctute ero B (haiin. CoobmeHne MOXKeT ObITh JTI000T0 Pa3yMHOI0 pa3Mepa U JOJDKHO YHTATHCS 0e3
MCIIOJIb30BaHUs CIEIMABHBIX TPOrPaMM.

Crenepupyiite ¢ momobto koman el openssl rand (doc) ciry4aliHbIid KITF09 HEOOXOIUMOMN ISt all-
roputMa AES-128-CBC niauHbl U COXpaHuTe ero B (paiis B IIeCTHAAATEPUIHOM PopMmaTe .
CrenepupyiiTe ¢ MOMOIIBI0 KOMaH bl openssl rand BEKTOp MHUIMATU3AIMHA HEOOXO0AUMOM IS all-
roputMa AES-128-CBC nuHbl U cOXpaHuTe ero B (paiin B mecTHAALIATEPUIHOM GopmarTe.

C nmomorsio komauabl openssl enc (doc) 3ammdpyiite anropurmom AES-128-CBC daiiit ¢ oTKpHbI-
THIM TEKCTOM Ha CT€HEPUPOBAHHBIX paHee Kitoue U BekTope nHunuain3anuu. NB! [Ipu mmdposa-
HUU CJIeJlyeT UCIIOJIb30BaTh UMEHHO KJII0Y IIU(POBaHNUs, a HE MapOJb.

Coxpanute K104 MUGPOBAHUS U BEKTOP MHUIMATU3AIMH B OJTHOM (aiilsie B IByX pa3HbIX CTPOKax
0€3 1OMOJHUTENbHBIX KOMMEHTAPHUEB.

Yacts 2. CamocTosTenbHOE MU POBAHUE KIF0Ya CUMMETPUYHOTO MH(POBAHUS

B aro0it yactu naboparopHoit norpedyercs co3aaTh coOcTBeHHYI0 napy RSA-kitouelt u npoiitu ooe
da3zb1 anropuT™a M poBaHUs CUMMETPUYHOTO KTtoya. PaboTaTh MOXKHO 1O CIeAyIOIeH cxeme:
C momorsio kKoMauabl openssl genrsa (doc) crenepupyiite 3akpbIThiii RSA-kmrou. J[mnHa Kimroda
nolkHa cocTaBnaATh 2048 6uT. g Gomblieil HaJe)KHOCTH KITI0U MOKHO 3aii(poBaTh maposiem.

C momorsio kKoMaHIb1 openssl rsa (doc) crenepupyiite OTKpBITHI RSA-KITR0U.

Ha otkpsiTom RSA-kimtoue ¢ momonrsio openssl rsautl (doc) 3ammdpyiite ¢aiin ¢ KIt04oM U BEKTO-
POM MHHIIMAIHA3ALINH.

[TpoBenuTe MpoBEpKY CBOMX AEHCTBU U paciudpyiite Ha 3akpbIiToM RSA-Kitoue noyuyeHHbIH Ha
npeIbIAyIIeM mmare Gaii.

[TpoBepbTe, uTO pacuudppoBaHKe MPOILIO YCIEITHO U B UTOT€ MOJIYYHIICS TOT K€ CaMBbIid KITI0Y
CUMMETPHYHOTO MH(POBAHHUSL.

Pacmmmdpyiite coobmenue.

Yacte 3. OTnpaBka pe3yabTaTOB Ha IPOBEPKY

Jlist oTIIpaBKH pe3yJIbTaToOB MIM(PPOBAHUS Ha IPOBEPKY HEOOXOIMMO BBINOJIHUTH CAEIYIOIUE Jeii-
CTBHUSL:

3arpy3ure oTKpbIThI RSA-Kit0u nipenoaasarens.

Ha 3arpy>keHHOM OTKpBITOM KJI04€ ¢ TOMOIIIbio openssl rsautl 3ammudpyiite ¢aiin ¢ KiI04oM cum-
METPUYHOTO HIU(PPOBAHUS U BEKTOPOM MHUIIHATU3AIIH.



OTtmpaBbTe Ha MPOBEPKY (aiin ¢ 3ammuppoBaHHBIM TEKCTOM U (aiit ¢ 3ammdpoBaHHBIM CHUMMET-
puaHbIM K1F090M. CBon RSA-kmoun B MOC Jlomuk 3arpyxath He TpeOyeTcs.

[TpoBepka pesynbpTaTa muppoBaHus Oy1eT MPOBOIUTHCS CIECTYIOIIUMUA KOMaHIaMU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-cbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

8.3. OHEHOYHBIE MATEPHUAJIBI IPOMEXKYTOYHOI'O KOHTPOJIA

Martepuanbl il IPOBe/IeHUs] TeKYLero U MPoMe;KyTOYHOr0 KOHTPOJISAA 3HAHUI CTY/eH-
TOB:

Ne Bua konTposs Kounrpoaupyembie Te- Koutponupyembie
MBI (pa3aesibl) KOMIIeTeHIIUN/ MHAHN-
KaTOpbl
2 3 4
1 KonTtpois B Bume TeCTOB I1K-3, I1IK-4
Pa3sHoypoBHEBbIE 3a1aHUs K J1AOOpaTOP- Paznen 1
HOMY IIPAKTUKYMY
2 KoHTpons B BUIE TECTOB T1K-3, IIK-4
PasznoypoBHeBbIe 3a1aHus K 1aboparop- Paznen 2
HOMY IPaKTHUKYMY
3 KonTponsHbie paboTht [IK-3, TIK-4
PazHoypoBHeBBIE 3a1aHUA K Jab0paTop- Pazpnen 3
HOMY IPaKTHUKYMY
4 Ox3ameH IIpomexyrtounas arre- | IIK-3, ITIK-4
cTauus

OueHo4yHbIe CPeACTBA MPOMEXKYTOYHOI0 KOHTPOJIA (pOPMHUPYIOTCH B COOTBETCTBHU C
Ilono:xxeHueM 0 6AVILHO-PEHTHHIOBOM cUCTEMe:

BrimosHenue 1ab0paTOPHBIX, JOMANTHUX 3aJaHUd B WHGOPMAIMOHHO-00Pa30BaTEILHOM
cpelie, a TakKe KOHTPOJIbHBIX padoT U TecToB Aaet 60 OamioB B cemecTtpe. Pacnipenenenue Beco
yuebHbIX eaunul npeacrasieHo B MOC Domic. B ouenke 3x3amen cocrasiusier 30 6amnos. JJono-
HuTesbHbIe 10 GanoB BHICTABISIETCS 3a IOCEIIAEMOCTb.

IIpoueaypa caaum 3Kk3amMeHa

Jlnist ycrenHoi ciaun sK3aMeHa TpedyeTcsi OCBETUTh JiBa TEOPETUUECKUX BOIPOCa, KaXKIbIi
U3 KOTopbiXx Aaer 15 Gamwios. Ilocne npouenypsl BeiOOpa, 5K3aMeHyeMoMy mpepoctasisercs 60
MUHYT JJIs1 TIOJATOTOBKH OTBETA Ha BhIOpaHHbIE BOIPOCkl. [Tociae oTBeTa Ha OCHOBHBIE BOIPOCHI K-
3aMEHYEeMOMY MOXKET ObITh 3aJ1aH JIOMOJIHUTEIbHBIN BOIPOC, olleHuBatouuiics B 10 6ayios.

KpI/ITepI/II/I OLCHUBAHHUA TCOPCTHUYCCKUX BOIIPOCOB:

15 6amnoB: 3K3aMeHyeMbII>i CaMOCTOSATENIBHO U 0€e3 HaBOAALIUX BOIIPOCOB OCBCTUJI BCC OC-
HOBHBIC Pa3JiCJIbl BOIIPOCA, BBCII HCO6XO,Z[I/IMLIC OIIPCACIICHUS, OIMUCAII HGOGXOI[I/IMLIe AJITOPUTMBI;

IIPUBEI IIPUMEDBI.

10 0a/u10B: SK3aMEHYEMbIH, MMOCe 3aJaHusl YTOUHSAIONIMX W HABOJAIIUX BOIPOCOB, B JIO-
CTATOYHO TOJHOM CTENEHU OCBETUJI COJCPIKaHUE BOMPOCA, BBEJ ONPECICHHS, BO3MOKHO HE OCBE-

THUJI HEKOTOPBIC IIAark aJilrOPUTMOB, ITPUBEIT IPUMEPHI.



5 6anuoB: BKSaMCHyeMHﬁ HE OCBETHII BOIIPOC, HO OTBETHUJI HAa HABOJAIINUEC, YTOYHAIOIIUE U
JOIMMOJTHUTEIIbHBIC BOIIPOCKHI, IIPHUBEJI OCHOBHEBIC OIIPEACICHNA, HO HE IIPUBEII HCO6XO,Z[I/IMBIC ImpuMe-

PBL

0 0as10B: HE OTBETHJI Ha BBI6paHHBIe UM BOITIPOCHI 9K3aMCHA U YTOUYHAIOIIHUEC BOIIPOCHI 3K-
3aMcHaropa.

Chucox BOIIPOCOB JJIA HpOMe)ICYTO‘lHOﬁ arrecranuu:

1. OO0ume npuHIMNBL KpUntorpaguu. 3amuTa OT HECAaHKIMOHUPOBAHHOTO IOCTYIA.
OcHOBHBIE CIOCOOBI KPUIITOAHAIN3A MPOCTHIX MHK(POB. M neanbHplii mudp.

2. Iudpp Bepnama. Jlemma o Teopernyecku croiikom mudpe. [Toroxossie mupsl.
ATaku Ha TOTOKOBBIE UG PHL. JIByXpa30BbIii OJIOKHOT.

3. [Tpumepsl moTokoBbIX MHPPoB. RC4 1 ero ys3BUMOCTH.

4. bezonacHocTh MOTOKOBBIX TeHeparopoB. CTaTHCTUYECKUH TECT Al I'eHeparopa.
Kpunrorpaduueckoe ornpeaeneHue rnceBaociydaifHoro reneparopa.

5. [Tpuniun urepupoBanus. [loHsTne nceBrociayyaiHON (QyHKIMU M IICEBAOCITyYaii-

Hoit nepecranoBku. lIudp DES. Onucanne crpykrypsl. Teopema o TpexpayHmoBoit cetu Deiicte-
T8l

6. HIudpp AES. Onucanue cTpykrypbl W npuHOHNG padotel. [lepebopHble ataku Ha
0J109HBIC TUDPHI.
7. [Toctpoenne GoYHBIX MM(POB HA OCHOBE IMCEBAOCITyUYalHBIX reHepaTopoB. udg-

pOBaHUE HECKOJBKUX COOOLICHUH Ha OJHOM KJrode. ATaka Ha OCHOBE BBHIOOPOYHOTO OTKPBITOIO
tekcra. [IpumMep mudpa HECTOMKOro K aTake Ha OCHOBE BEIOOPOYHOI'O OTKPHITOIO TEKCTA.

8. Cnyuaitnoe mmdposanue. Onnopaszosoe mudposanue. Pexxum CBC. lludposanue
C IpelCcKa3aHHbIM 3HaueHueM Bekropa nHunumanusauuu. CBC g ogHopazoBoro mudpoBaHuUs.
Ha6ugka 6mokoB. Pesxxum CTR. CpaBuenue pexxumos CBC u CTR. Pexxum OFB.

0. Kogpr ayrentudukammuu coobmenuii. Iloctpoenne KomgoB ayTeHTU(UKAINH OOJb-
mmx coobmenunii. Konctpykuuu CBC-MAC u NMAC. Ux >¢dextuBHOCTh. CXeMa aTaku C HC-
MIOJIb30BAaHNEM KOJUIU3HH.

10.  Koncrpykuus HMAC. IloctpoeHne Ko10B ayTeHTU(UKAMK OOJIBIINX COOOLICHUH.
MexaHu3Mbl HAOMBKU COOOIIEHUH.

11.  TloctpoeHue KOJOB ayTEHTU(UKAMH COOOIEHUM M3 CTOMKUX K KOJUIM3UAM (PyHK-
M. ATaka Ha OCHOBE Tapaiokca THEW POKICHUH.

12. Konctpykuus Mepkia-Jlamrapna juis nocrpoenus xem-gyHnkuuit. I[loctpoenne 6e3-
OMACHBIX CXKUMAIOIMUX QYHKIMI. Xen-QpyHKINY Ha OCHOBE OJIOYHBIX MIH(POB.

13. Heo0xoauMocTh NMpUMEHEHUs] ayTeHTHYHOro mudpoBaHus. [IoHATHE 1ETOCTHOCTH
mu@p-Tekcra. ATaka Ha OCHOBE BBIOOPOUHOT0 MHU(P-TeKCTa. AYTEHTHYHOE MH(PPOBAaHUS HA TIPU-
Mepe npotokona TLS.

14.  Crangapt PKCS1. Ataku Ha RSA. Ataka npu ManoMm 3Ha4€HUHU 3aKpHITOTO KJI0Ya.

15.  3apmava auckperHoro JjorapugmupoBaHus. Merox kimoueBoro obOmena Judou-
XemiMaHa.
16.  IIpeobpazosanue Dnb-I'amains. [lludposanue u cozganne NOANUCH COOOIIEHUH.
17. Cxewma [llamupa pazneneHus cekpera.
18.  Aunroputm lIHOppa noka3aTenbCcTBa 3HAHMSL.
Paspaborumnk:
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JOTIeHT Kadenpsl anredbpandeckux U HHGOPMAIIMOHHBIX cucTeM  Psiberr JI.B.

[Iporpamma coctaBieHa B coorBeTcTBuH ¢ TpeboBarusmMu @I'OC BO no HampaBieHHIO MOATO-
toBkH 02.03.02 «PynmamenTanbHas wHGOpMaTHKa ¥ MHOOPMAIIMOHHBIE TEXHOJIOTUW» (YPOBEHB
OakanaBpuaTa), YTBEpKJICHHBIN MpUKa3oM MuHHCTEpCTBa 00pa3oBaHus U Hayku Poccuiickoit ®e-
nepauuu ot 23 aBrycta 2017 r. N 808, 3apeructpupoBanHbslii B MuHtocte Poccun «14» ceHTs0ps

2017 r. Ne 48185 ¢ u3MEHEHUSIMH U IOTOJHEHUSIMH C U3MEHEHUAMA U JOIMOJIHEHUAMHA OT: 26 HOS0-
ps1 2020 1., 8 pespans 2021 .

ITporpamMma paccMoTpeHa Ha 3aceaHuu Kadenpbl Anredpandeckux ¥ HHPOPMALMOHHBIX CH-
crem UMUT UT'Y «04» anpens 2023 r. B it

[Tpotokon Ne 9 3aB. kadempoii WE [Tantenees B.1.

Hacmoswas npoepamma, ne modxcem 6vims ocnpousgedena Hu 6 Kaxkou ghopme 6e3 npeo-
8apUMeNbHO20 NUCOMEHHO20 pa3peuleHUs Kagpeopul-pa3spabomyuxa npocpammul.



