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1. IEJM U 3AJAYU JUCHUITJINHBI

Hean

O3HaKoOMJICHHE CTYJEHTOB C OCHOBAMHU KPHUNTOTpaguu U OCHOBAMH OOECIICUEHUS 3aIlUTHI
uHopManuy, GOpMUPOBAHUE NMPAKTUYECKUX YMEHUH M HAaBBIKOB IPH paboTe ¢ KpurrTorpaduye-
CKUM NPUMHUTHBAMH, (pOpMUPOBaHHE KIIOYEBBIX TPOPUIBHBIX KOMIECTCHIIUH.

3agauu.

— J1aTh CIeNHaTbHbBIC 3HAHUS 110 AUCIUILTHHE,
— JOCTHYb JIOCTaTOYHOT'O YPOBHS 3HAHUH MO KPUNTOTPAPHUECKUM METoJaM oOecredeHus
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;
— c(hOopMHPOBATh y CTYJICHTOB MPAKTUYECKNE HABBIKK PaOOTHI CO CPEICTBAMU 00CCIICUCHUS
Kpunrorpaduyeckoi 6e30MacHOCTH.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

2.1. YueOHas pucumiuiiHa (MOJYJIb) OTHOCHTCS K 4YacTH MPOrpaMMebl, (hopmupyemoin
Y4aCTHHKaMU 00pa30BaTeNbHbIX OTHOIIECHUH, U U3y4aeTcsl Ha TPEeTheM Kypce.

2.2. JIns u3y4eHus: NaHHON y4eOHOW NMCIMILIMHBI (MOIYJIs) HEOOXOIUMBI 3HAHHS, YMEHHS
U HaBBIKH, chopMUpOBaHHbIe nucuumInHaMu: [Iporpammuposanue, Teopust BeposTHOCTEH U Ma-
TEMaTH4YECKasi CTAaTUCTHKA, JIUCKpeTHAs MaTeMaTHKa.

2.3. Ilepedenp nocnenyromux y4eOHBIX AUCLMILUIMH, Ul KOTOPBIX HEOOXOJUMBI 3HAHMUS,
YMEHHUS ¥ HaBBIKH, (OpMHUpyEMbIE TaHHOW yuyeOHOW MUCHMIUIMHON: BhimyckHas KBamuQuKamoH-

Has pabora.

3. TPEBOBAHWUS K PE3YJIbTATAM OCBOEHUSA JUCLHUITJIMHBI

IIponiecc ocBoeHMs AMCLUIUIMHBI HalpaBieH Ha (JOPMUPOBAHHE KOMIIETEHIMH (3JIEMEHTOB
cnenyromux kommnereHuuii) B coorBeTcTBur ¢ ®PI'OC BO 1o cooTBeTcTBYIOLIEMY HalpaBiICHUIO

HOATrOTOBKH.

Ilepedyens nuIaHNpyeMbIX pe3yJIbTATOB 00y4YeHHs 10 JUCHUILIHHE (MOAYJII0),
COOTHECEHHBIX C HHIAMKATOPAMH JOCTHKEHUS] KOMIIeTeHIUH

Nuauxkaropsl
Komnerennus . PesynbTaTnl 00y4eHus
KOMIIEeTeHI N1
[TK-3 CnnocobHOCTh MOHU- NIK k3.1 3HaeT COBpEMEHHbIE KpUIITOrpa-
MaTh ¥ IPUMEHSATH B HAy4HO- | CrocoOeH MOHUMAaTh COBpe- | pUuecKue CTaHAapThl CUMMET-
WCCIIEIOBATENILCKOW U MPHU- MEHHBIHN MAaTeMaTUYECKUN | PUYHBIX U ACHMMETPUYHBIX CH-

KJIaJTHOM NEATEIBHOCTH CO-
BPEMEHHBIN MaTEMaTUYECKUN
arnmnapar, TEOPETUYECKUE OC-
HOBBI UH(OPMATUKU

anmapaT M TEOpETHYECKHE
OCHOBBI UH(OPMATHKHU

cTeM
Ymeer onpeneniars BO3MOKHOCTb
MPUMEHEHUS KPUNTOrpadhuuecKux
CTaHJAPTOB IS PEIICHUS] TEKYy-
e 3aJa49u.

Brnaneer HaBBIKAMH  BBISIBIIEHHS
yrpo3 0e30MacHOCTH MPU UCIIOJIb-
30BaHHUH Kpunrorpaduaeckux
CTaHJapTOB

MK ns.2

CriocobeH  mpUMEHATH B
HAY4YHO-UCCIIEN0BATEIbCKON
U TPUKIAJTHON JAESITENbHOCTU
COBPEMEHHBIN  MaTeMaThye-

3HaeT yCTPOMCTBO COBPEMEHHBIX
KpUNTOrpaguyeckux CTaHJIapTOB
CUMMCTPUYHBIX W aCHUMMETpUY-
HBIX CHCTEM, NPUKIAIHBIX KpHII-
Torpadu4ecKix MPOTOKOJIOB.




CKMI anmapar

YMeeT aHanu3upoBaTh COBPEMEH-
Hble Kpunrorpaduyeckue CraH-
JapThl CUMMETPUYHBIX W aCHM-
METPUYHBIX CHCTEM, MPHUKIATHbIE
KpUNTOTrpauuecKue IMPOTOKOIBI
Ha HaJIW4Me YsA3BUMOCTEH C IO-
MOILbI0O COBPEMEHHOI'O MaTema-
TUYECKOTO armnapara.

[IK-4 CnocoGHOCTh TOHH-
MaTh U NPUMEHSTh B HAy4HO-
UCCIIEIOBATEIICKOW U IIpH-
KJIaJHOW JEATeNbHOCTH CO-
BpPEMEHHBIE SI3BIKU IPOrpam-
MHUpPOBaHHUA U HPOrpaMMHOE
oOecrnieueHue; OonepaluoHHbIE
CHCTEMBI U CETEBbIE TEXHOJIO-
THH; IPAMEHSTH allTOPUTMBI U
CTPYKTYpbI JIaHHBIX IIPU Pa3-
paboTKe MpOrpaMMHBIX pe-
LIEHUU

MK k4.1

CrocoOeH MOHUMATh COBpE-
MEHHBIC SI3bIKH HPOTPAMMH-
pOBaHUS ¥  MPOrPaMMHOE
o0ecrieyeHre; onepaoHHbIe
CHCTEMBI M CETEBBIC TEXHOJIO-
TUH

3HaeT MNpOrpaMMHbBIE OOBEKTHI,
pealM3ylomuye  Kpurrorpaduye-
CKHE CTaHAApPThl CHUMMETPHYHOTO
¥ aCUMMETPUYHOTO IIH(PPOBaAHUS
Ymeer onpeaensaTs IMOCIEN0Ba-
TEILHOCTh TMPUMEHEHUs OnOIHOo-
TEYHBIX METOJOB JUIsl pealn3aiuu
MPHUKJIATHBIX KPUNTOrPaQUUSCKUX
QJIITOPUTMOB.

NIK nka3

CriocobeH NpUMEHSTh aro-
PUTMBI U CTPYKTYpPBI JaHHBIX
npu pa3paboTKe Iporpamm-
HBIX pELICHUI

3HaeT MPUHIUIBLI MCIIOJIH30BAHUS
OMOJMOTEYHBIX METOJOB W KPHII-
TOIIPOBANAECPOB.

YMeeT NPUMEHSTh MPOrpaMMHBIC
O0OBEKTHI ¥ KPHUITOIPOBAKIEPHI
JUTS pealli3aliy MPHI0KCHUH
Brnageer mpuemMaMu WMCHOIB30Ba-
HUS KpHUITOrpaduIecKuX MPUMH-
TUBOB TpH  pa3pabdOTKe Tpo-
IpPaMMHBIX PEIICHUH




4. COIEPKXAHMUE U CTPYKTYPA JUCIUIIJINHbI

4.1.

O0beM TUCIUIUIMHBI COCTABIISIET 5 3aueTHBIX eauHull, 180 yacoB, B TOM 4uciie 35 4acoB Ha KOHTPOJIb, ITPAKTUYECKAs IMOATOTOBKA 32.

®dopma NpOMEKYTOUHON aTTeCTaluu: 6 CEMECTP - IK3aAMEH.

HATHUA U OTBEJIEHHOI'O HA HUX KOJJMUYECTBA AKAJIEMUYECKHX YACOB

COJAEPKXAHUE JTUCHUMIIJIMHBI, CTPYKTYPUPOBAHHOE I10 TEMAM, C YKAZAHUEM BU/J1OB YYEBHbIX 3A-

Buasbl yueOHo#i paboThl, BKJIIOYASI CAMOCTOSI-
TeJbHYI0 pa00Ty 00y4aroIIMXcsl U TPYA0eM-

KOCTh (B yacax)

DopMBbI TEKY-

o = E
Ne 5 | KonrakrHas paéora npenogasa- =S 1ero KOH-
/' Pa3znen nucHMIIMHLL/ TEMBbI E TeJsi ¢ 00y4alomuMucst é = TPOJIfl ycneBa-
wn S E S eMocTH
Cemunap- E +
Jlekumu ckue (npak- | KonrpoJb S5
THYeCKHe | 00y4YeHMs <2
3aHATHS) ©a
1 | Tema 1. bazoBbie TOHATHS KpUTITOTpaduu 6 2 2 0,6 3 2 na0.
2 | Tema 2. CUMMeTpUYHbIE KPUITOCHCTEMBI 6 2 2 0,6 3 2 na0.
3 | Tema 3. [Torounsle mudps! 6 2 2 0,6 4 2 TECT
4 | Tema 4. biounoe mmdpoBanue 6 4 4 1,2 6 4 na0.
5 | Tema 5. Pexxumsl mudpoBanus 6 4 4 1,2 6 4 TECT
6 | Tema 6. Koab! ayTeHTHUKAIIMHN COOOIICHUI 6 2 2 0,6 4 2 na0.
7 | Tema 7. Xem-¢pyHKIMH 6 2 2 0,6 4 2 TECT
8 | Tema 8. CtanmapThl ayTEHTUYHOTO MIHU(PPOBAHUS 6 4 4 1,6 8 4 na0.
9 | Tema 9. ArOopUTMBEI OOMEHA KITFOUaMHU 6 2 2 0,6 4 2 11a0.
10 | Tema 10. Meton kimtoueBoro oomena Judpu-Xenmana 6 2 2 0,6 7 3 na0.
11 | Tema 11. IIpeobpa3oBanue RSA 6 2 2 0,6 6 2 na0.
12 | Tema 12. [IpeoOpa3zoBanue Dib-I"amans 6 2 2 0,6 6 2 na0.




13| Tema 13. IlpuxnanHpie aNrOPUTMbI KPUIITOTPpAPUN 6 2 2 0,6 10 | 4 nao.
Hroro yacos 32 32 10 71/35
4.2. TIJIAH BHEAYJUTOPHOM CAMOCTOSTEJBHOMN PABOTHI OBYYAIOIUXCA MO JUCIHUILIVHE
CamocTtosiTesqibHasi paboTa 00y4alOIIUXCS Y4eOHo-
Cemect Bun 3aTpaTsl OnenovHoe MeToAmHecKoe
Ha3panmue pasgena, TeMbl Cpokn obecrieyenue
p CaMOCTOSITEJIbHO BpeMeHH CpencTBo .
< BbIITOJTHCHUSA CAaMOCTOATECJIBbHOHN
il paboThbI (uac.)
padoThl
1-1 monoBuHa YMO pacmnonioxxeHo
6 |CummeTpuyHbBIE ANTOPUTMBI IIUPPOBAHUS YWITUn Kypca + 36 Tect B8 MOC Domic na
MOATOTOBKA K K3 CTpaHHuLIE Kypca
1-1 monoBuHa YMO pacmono->keHo
6 OO0ecreueHne 1EITOCTHOCTH COOOIICHUI YUITUn Kypca + 24 Tect 8 MOC Domic Ha
IIOATOTOBKA K 3K3 CTpa-HHUIIC KypcCa
2-51 TIOJIOBMHA KoHTposbHas YMO pacmoio->keHo
6 AJTOPUTMBI C OTKPBITHIM KIFOYUOM YUITHUH Kypca + 46 6 B NOC Domic Ha
IIOATOTOBKA K 3K3 pa 0Ta CTpa-HHUIEC Kypca
O61ast TpyA0EMKOCTh CAMOCTOSITEIbHOM paboThl O JUCIUILIMHE (4Yac) 106
N3 Hux 00beM caMOCTOATENbHON PadOTHI C UCTIONIB30BAHUEM 3JIEKTPOHHOTO 00y4YEeHHUS U 106

JUCTaHIIMOHHBIX O6pa3OBaTeJ'ILHLIX TEXHOJIOTHI (“I&C)

43. COIJEPKAHHUE YYEBHOI'O MATEPHAJIA

Pa3nes 1. CummeTpruHbie aIropuT™Mbl ugpoBaHus

Tema 1. bazoBble MOHATHS KpUNTOrpapuu
OO01re TpUHLKITBI U MOJIEH. 3allliTa OT HeCaHKIIMOHUpOBaHHOrO fAoctyna. [lonstue kmoya. [ludpposanue u koguposanue. Kpunrocucremsr. Mcro-
pust kpunrorpaduu. Hludp npocroii 3amensl. Hludp Liesaps. udp BepTukansHoil nepectanoBkU. ['ammupoBanue. OCHOBHbIE CIOCOOBI KpUIITOAHA-
nu3a npocThiX mudpos. MaeansHelil mmdp.
Tema 2. CuMMeETpUYHBIE KPUIITOCUCTEMBI

[Mudp Bepuama. Jlemma o Teopetnyecku croiikom mudpe. [loTokossie mudpel. ATaku Ha TOTOKOBBIE MHUPPHI. [IByXpa3oBsiii 6;10kHOT. [Ipumep ysi3-
BUMOCTH B npotokose. 802.11b WEP. Bo3mokHble yny4llieHus! IPOTOKOJIA.
Tema 3. TloTounsie mudpst




[Tpumeps! moTokoBbIX MHUppoB. RC4 u ero ys3pumoctu. CSS u ero ysa3BuMocTH. eStream. be3onacHOCTh MOTOKOBBIX reHepaTopoB. CTaTUCTHUECKUI
TeCT [uis1 TeHepaTopa. Kpunrorpaduueckoe ornpeesneHue neceBaociydaitHoro reneparopa. CeMaHTHuecKH 0€30macHbIid TOTOKOBBIH mmdp. [Iprumepsr
TakuX mMudpos.

Tema 4. bounoe mmdpoBanue

[Tpunun utepupoBanus. [loHsaTue rncepaocaydaiiHol GyHKIHMK U 1iceBaocaydaiinoi nepecranoBku. [ludp DES. Omucanne crpykrypsl. Teopema o
TpexpaynaoBoii cetn @eiicrens. upp AES. Onucanue crpykrypsl u npuHImibl padotsl. [lepedopubie ataku Ha 6iounsie mugpsl. [Ipodnema DES.
Tpotinoii DES. Ataka metoom BcTpeuu nocepenune. [lepedopHbie atraku Ha 6s10uHbIe mudpsel. [Ipodbmema DES. Ataku Ha 6109HbIe TG PHI Yepe3
YTEUKH 110 TOOOYHBIM KaHalaM. ATaku Ha OCHOBE 0TKa30B. JIuneitnslit kpunronanams DES (ocuoBabie unen). lludp FOCT 28147-89 u ero undpa-
CTPYKTYpa.

Tema 5. Pexxumbl mmdpoBanus

[Toctpoenue 65104HBIX MH(PPOB HA OCHOBE MCEBIOCTyYalHbIX TeHepaTopoB. [LlludpoBanre HeCKOIBKUX COOOIICHNI HA OJJTHOM KIItoue. ATaka Ha OCHO-
B€ BEIOOPOYHOI0 OTKPBITOro Tekcra. [Ipumep mudpa HeCTOMKOro K aTake Ha OCHOBE BEIOOPOYHOIO OTKpbITOro Tekcra. CiayyaiiHoe mudposanue. O-
HopazoBoe mudposanue. Pexxum CBC. [lludposanue ¢ nmpenckazaHHbIM 3HaueHHEeM BekTopa naunuanuzanui. CBC mist ogHopa3zoBoro mudpoBaHusl.
Hab6uska 6s0koB. Pexxum CTR. Cpasuenue pexxumoB CBC u CTR. Pexxum OFB.

Pazgen 2. O6ecnieyenne HeJJOCTHOCTH COOOIICHU I

Tema 6. Konpl ayreHTHGUKAIMN COOOIIEHUI

Konp! ayrentudukanum coodbmennii. [loctpoenne koaoB ayreHTr(uKanuu 6onpmmx coodmenuii. Koncrpykunn CBC-MAC u NMAC. Ux ¢ dek-
TUBHOCTh. CXeMa aTaku ¢ ucrnoib3oBanueM konusuil. Konctpykuss HMAC. IToctpoenue kof0B ayTeHTU(PUKALKUK O0JBIINX coo0meHnit. MexaHus-
Mbl HaOuBKH coobmenuit. Koncrpykiun CMAC, PMAC, ognopazoseiit MAC.

Tema 7. Xem-pyHkuuu

[TocTpoenne ko 0B ayTeHTUPHUKAIUN COOOLICHUI U3 CTOMKUX K KOJUTM3UAM (QYHKIMI. ATaka Ha OCHOBE Mapajokca JiHel poxaeHuil. KoncTpykius
Mepxkna-/lamrapaa mis noctpoenust xem-gyHkuuii. [locrpoenue 6e30macHbIX CkUMarOMMX GyHKIMH. Xem-(hyHKIMA Ha OCHOBE OJOYHBIX MH(POB.
Tema 8. CtanmapTsl ayTEHTUYHOTO HIU(PPOBAHUS

Heo6xoanMocTs npuMeHeHus: ayTeHTUYHOTo mudpoBanus. [lonsaTre neaocTHOCTH MM (p-TeKcTa. ATaka Ha OCHOBE BEIOOPOUHOTrO HIM(p-TEKCTA.
AyTtentuuHoe mudpoBanHus Ha npumepe nporokosa TLS. [Toctpoenne cxem ayTeHTUUHOTO MM(POBAHUS U3 OIOYHBIX MU(GPOB U KOAOB ayTeHTU(DU-
Kaiuu coobmmenuit. CtannapTel ayTEHTUYHOTO MIM(POBaHUsA. ATaKU Ha CXEMbl ayTEHTUYHOTO IIM(poBaHus. ATaka Ha OCHOBE aHaIM3a HAOMBKH CO-
o01IeHusl.

Pa3znen 3. AIropuTMBI € OTKPBITHIM KJIHOY0M

Tema 9. Anroputmsl oOMeHa KIF04aMu

Pacnipenenenue xmoueit mudposanus. [Ipouemypsr oOMena kirogamu. OO1ee BBEICHHE B TEOPUIO0 aCHMMETPUYHBIX KpuntocucteM. ek THBHBIE
QITOPUTMBI BO3BEICHHUS B CTEIIEHb. AJTOPUTMBI (pakTopu3anuu 0onbux yuces. [Tonatue QyHKIUM ¢ 1a3eilKoi.

Tema 10. Meton kimroueBoro oomena uddu-Xenmana



[TpoToxon kIr04YeBOro 0OMeHa AJis HeCKOJIbKUX y4acTHUKOB. Hekoropbie Moandukanuu metoga. OHOCTOPOHHSS TeHepalus Kiova. 3aaqa Juc-
KPETHOTO JIOTapu(pMUPOBAHHUS.

Tewma 11. IIpeo6pazoBanne RSA

YerpoiictBo RSA. DddexkruBrocts peanuzanuu. Kpunrocroitkocts RSA. Bapuantst crangaproB PKCS1. Araku Ha kpuntocuctemy RSA. Araka Ha
ocHoBe o011ero RSA monynsa. Ataka Ha OCHOBE MaJioro 3HAYEHUS 3aKPBITOrO KIIFOYa.

Tema 12. [IpeobpazoBanue Dib-I"amans

Brruncnenue u nposepka noanucu. [ludposanue u nemmdpoanue. IpdekTuBHOCTD peanu3zanuu. OCOOEHHOCTH UCIIOIB30BAaHUSI CEAHCOBOTO KITH0Ya.
[IpakTuueckoe npuMeHeHNE IpeoOpazoBaHus Dib-1"amais Juisl 3a/1a4u 10Ka3aTeabCTBA 3HAHUS.

Tewma 13. IlpuknagHbie anropuTMbl KpunTorpahuu

[Toporoseie cxembl pasaenenus cekpera. Cxema Illamupa pasnenenus cekpera. JJokazarenbCTBO ¢ HyJEBbIM pa3rilalieHueM. AJITOpUTM Ha OCHOBE
uzomopusma rpados. [Ipotoxon HIxnoppa.

4.3.1. llepeyeHb CeMHUHAPCKUX, IPAKTHYECKUX 3aHATHI U J1a00pPaTOPHBIX padoT

Ne Ne pasnena u| HammeHoBaHMe CEMUHAPOB, MPAKTHYECKUX H JIA00PATOPHBIX pPa- TpynoeMkocTh OneHoYHbIE dDopMupyemble
n/H TeMbI oot (uac.) cpeacTBa KOMIIEeTEeHIIUHU
Bcero | U3 Hux (MHIUKATOPBI)*
YacoB |mMpaKkTH4e-
cKas
MOJATr0TOB-
Ka

1 2 3 4 5 6 7

1 1 Tewma 1. ba3oBble oHsATHS KpUTITOrpadun 2 2 JlaGoparopuas pabora IIK-3.1, IIK-3.2,
I1K-4.1, TIK-4.3

2 1 Tema 2. CUMMETPUYHBIE KPUTITOCUCTEMBI 2 2 JlabopaTopHast paboTa TIK-3.1, TIK-3.2,
TIK-4.1, I11K-4.3

3 1 Tewma 3. [ToTounsle mmppsl 2 2 JlaGoparopuas pabora IIK-3.1, IIK-3.2,
I1IK-4.1, TIK-4.3

4 1 Tema 4. Biiounoe mugpoBaHue 4 4 JlabopaTopHast paboTa TIK-3.1, TIK-3.2,
TIK-4.1, I1K-4.3

5 1 Tewma 5. Pexxumsbl mmdpoBanus 4 4 JlaGoparopuas pabora K-3.1, TIK-3.2,
I1IK-4.1, TIK-4.3

6 2 Tema 6. Konbl ayTeHTHMUKAIIE COOOITEHUI 2 2 JlabopaTopHast paboTa TIK-3.1, TIK-3.2,
TIK-4.1, I1K-4.3

7 2 Tewma 7. Xenr-pynkuun 2 2 JlabopaTopHnas paboTa I1IK-3.1, IIK-3.2,




T1K-4.1, TIK-4.3

8 Tewma 8. CTaHIapThl ayTEHTHYHOTO MH(PPOBAHUS 4 4 JlabopaTopnas paboTa IK-3.1, TIIK-3.2,
I1IK-4.1, I1K-4.3

9 Tema 9. Anroput™Mbl 0OMEHa KIFOYaMU 2 2 JlaboparopHas pabora IIK-3.1, TIK-3.2,
T1K-4.1, IIK-4.3

10 Tema 10. Meton kimoueBoro oomena Juddu-Xenmana 2 2 JlabopaTopnas paboTa IIK-3.1, IIK-3.2,
I1IK-4.1, I1K-4.3

11 Tema 11. [IpeoOpazoBanue RSA 2 2 JlaboparopHas pabora IIK-3.1, TIK-3.2,
T1K-4.1, IIK-4.3

12 Tema 12. IIpeoOpazoBanue Dib-Iamans 2 2 JlabopaTopnas paboTa IIK-3.1, IIK-3.2,
IIK-4.1, IIK-4.3

13 Tewma 13. [IpuknagHpie anrOpUTMbI KpUnTorpaduu 2 2 JlabopaTopHast paboTa IIK-3.1, TIK-3.2,
I1K-4.1, IIK-4.3

Bcero 32 32

4.3.2. llepedyeHb TeM (BOMPOCOB), BLIHOCHMbIX HA CAMOCTOSITEIbHOE H3YUeHHe CTYJIEeHTAMH B PaMKaxX caMoCcTosiTeIbHO# padoTsl (CP)
«He npexycmotpeHO».

4.4, METOJIUYECKHUE YKA3AHUA IO OPTAHU3AIIUNA CAMOCTOATEJBHOM PABOTHI CTYJIEHTOB

CamocrosTenbHas paboTa CTyA€HTOB BceX (HOpM U BUIOB OOYUEHHUS SBISETCS OJHUM M3 00S3aTENbHBIX BHIOB 00pa30BaTEIbHON AESITENHHO-
CTH, oOecrieunBarolel peaau3anuio TpedoBanuit deaepanbHBIX TOCYJapCTBEHHBIX CTaHIApTOB BhICHIEro oOpa3zoBanus. CoriaacHO TpeOOBaHUSIM HOP-
MaTHUBHBIX JJOKYMEHTOB CaMOCTOSITeNIbHAs paboTa CTY/A€HTOB SIBIII€TCS 00513aTeIbHBIM KOMIIOHEHTOM 00pa3oBaTeIbHOIO Mpoliecca, Tak Kak oHa o0ec-
MNEYMBACT 3aKPCINICHUC MMOJTYyYaCMbIX Ha JICKIITMOHHBIX 3aHATUAX 3HAaHUH IMyTeEM HpI/I06peT€HI/I5[ HAaBBIKOB OCMBICJICHUA U PACHIMPCHUA UX COACPIKAHUAA,
HaBBIKOB PEIICHUs aKTyalbHbIX Npo0iaeM (GopMUpPOBaHMs OOLIEKYJIbTYPHBIX M NMPO(ECCHOHAIBHBIX KOMIETEHIUH, HayYHO-UCCIIE0BATENLCKOM Jes-
TEJIbHOCTH, IIOJITOTOBKU K CEMHHAapam, J1abopaTOpHBIM padoTaM, cAaue 3a4eToB U SKk3aMeHOB. CaMmocTosdTenbHas padoTa CTY/IEHTOB IPEACTABIISET CO-
0011 COBOKYITHOCTb ayJJUTOPHBIX M BHEAYIUTOPHBIX 3aHATHH U paboT. CamocTosTebHAs paboTa B paMKax 00pa30BaTeIbHOTO MPOLEcca B By3€ pelaeT

CIICOYOIMe 3a1a4u:

— 3aKpeIUICHUE U PACIIUPEHUE 3HAaHUW, YMEHUH, IIOJYyYEHHBIX CTYACHTAMHU BO BPEMs ayIUTOPHBIX U BHEAYJUTOPHBIX 3aHATUH, IPEBpALIECHUE
UX B CTEPEOTHIIBl YMCTBEHHON U (PU3NUYECKON JeSITENbHOCTH;

- HpI/IO6pCTeHI/IC JIOTIOJTHUTEIbHBIX 3HAaHWM 1 HABBIKOB M0 JUCIUILINHAM yqe6Hor0 IJ1aHa,

— (popMUpPOBaHKE U pPa3BUTHE 3HAHUN U HABBIKOB, CBA3AHHBIX C HAYYHO-UCCIIEI0BATEIbCKON JAESITENbHOCTbIO;
— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KAUECTBEHHOE OCBOEHHE 00pa30BaTEIbHOM MPOrpaMMmBl;
— pa3BUTHE HaBBIKOB CAaMOOPTaHHU3aIIH;
— (popMupOBaHUE CAMOCTOSTEIBHOCTH MBILIEHHS, CHOCOOHOCTH K CaMOpa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO 1 cCaMOpeaTn3aliiig;

— BbIpaOOTKa HaBBIKOB 3()(HEKTUBHON CaMOCTOSTENbHOMN MpodeCcCHOHATbHONU TEOPETUUECKON, MPAKTUUECKOM 1 y4eOHO-UCCIIeJOBATEIbCKOM J1e-

ATCIIbHOCTH.




IToaroroBka k gexkuuu. KauecTtBo 0CBOEHUs COJIEpKaHUs KOHKPETHOM MUCLMIUIMHBI NPSIMO 3aBUCUT OT TOTO, HACKOJIBKO CTYAEHT caM, 0e3
BHEIIIHETO NPUHYXACHUS (GOpMUpPYET y ceOs YCTAaHOBKY Ha MOJIYYECHHE Ha JIGKIHAX HOBBIX 3HAHUH, TOMONHSAIONUIMX YK€ UMEIOIINECs MO TaHHOH! JHC-
LIUIUIMHE. Bpems Ha MOArOTOBKY CTYJEHTOB K IByX4acOBOM JIEKIIMM 110 HOPMATHUBAaM coCTaBiisieT He MeHee 0,2 Jaca.

IToaroroBka K NpaKTHYECKOMY 3aHATHIO. [I0Ar0OTOBKA K IPAKTUYECKOMY 3aHATHUIO BKIIKOYACT CJIEIYIOLIUE IEMEHThI CAMOCTOSATEIBHOMN Aes-
TENBHOCTHU: YETKOE NPEACTABICHUE LIEJIN U 3a/1a4 €TI0 IIPOBEICHMS; BbIICICHUE HABBIKOB YMCTBEHHON, aHAJIMTUYECKOM, HAYyYHOH AESITEIbHOCTH, KOTO-
pbI€ CTAaHYT pe3yJbTaTOM IMpeACTOosIIel padoTsl. BripaboTKka HaBBHIKOB OCYIIECTBIISIETCS C TIOMOIIBIO MOMYyYSHHsT HOBOM MH(pOpMauu 00 U3ydaeMbIX
IIpoLeccax U ¢ MOMOUIBIO 3HaHUA O TOM, B KAKOW CTEIICHU B JAHHOE BPEMs CTYJIEHT BIIaJ€E€T METOaMHU UCCIIEOBATEIbCKON AEATEIbHOCTH, KOTOPBIMU
OH CTaHET MOJIb30BAThCS HA MPAKTUYECKOM 3aHATHH. [I0AroToBKa K MPAaKTUYECKOMY 3aHSATHIO HEpeaAKo TpedyeT moadopa MaTepuala, JaHHbIX U CIIe-
[UAJIbHBIX UCTOYHHUKOB, C KOTOPBIMU IPEACTOUT yuyeOHas pabora. CTyJEHTHI TOJKHBI I0Ma MOATOTOBUTh K 3aHATHIO 3—4 npumepa (GpopMyJInpoBKU
TEMBI HCCIIEOBAHUS, PEJACTABICHHOTO B MOHOTpa(usiX, HAYYHBIX CTAThiX, OTYETAX. 3aTE€M OHU CAMOCTOATEIBHO OCYIIECTBIISIOT TIOMCK COOTBET-
CTBYIOLIMX MUCTOYHHUKOB, ONPEACISAIOT aKTyaJIbHOCTh KOHKPETHOI'O MCCIIE0OBAHUS MIPOLECCOB U SIBIICHUM, BBIACISAIOT OCHOBHBIE CIIOCOOBI 10Ka3aTeb-
CTBa aBTOpPAaMU HAay4HbIX padOT LIEHHOCTH TOrO, YEM OHU 3aHUMAIOTCSA. B Xoze caMoro mpakTH4eCKOIro 3aHSATHS CTYJIEHTbl CHadaja IpeICTaBIsIOT
Haill/leHHble UMM BapHaHThl (POPMYJIMPOBKU aKTyaJbHOCTH HMCCIEIOBaHUSA, OOCYkKIAIOT UX U OOOCHOBBIBAIOT CBOE MHEHHE O HAWJIy4dlleM BapHaHTE.
BpeMs Ha TOATrOTOBKY K MPAaKTUYECKOMY 3aHATHUIO [0 HOpMaTHUBaM cocTasiisieT He MeHee 0,2 yaca.

IToaroroBka K KOHTPOJIbHOI padote. KoHTponbHas paboTa Ha3HAYaeTCs OCIE U3YUEHHUs ONPEAEICHHOT0 pasjiesna (pa3/ienoB) AUCHUILIUHbBI
U IIPEJICTaBISIET COOON COBOKYIHOCTh Pa3BEPHYTHIX MUCHbMEHHBIX OTBETOB CTYJIEHTOB Ha BOIPOCHI, KOTOPBIE OHHU 3apaHee MOIy4atoT OT MpernojaBaTe-
1. CaMmocTosITeNbHAs MOArOTOBKA K KOHTPOJIBHOW padoTe BKIIOYAeT B ce0sl: — M3yyeHHE KOHCIIEKTOB JIEKLUH, pacCKphIBAIOIMX MaTepuall, 3HaHUE
KOTOPOTO TPOBEPSAETCS KOHTPOJIBHOM paboTOM; MOBTOpEeHNE Y4eOHOr0 MaTepraia, NOJYyYeHHOTO IPU MOJATOTOBKE K CEMUHAPCKHUM, MTPAKTUYECKUM 3a-
HATHSAM U BO BPEMS UX MPOBEIACHUS; U3YYCHUE TOMOJHUTEIBHON IUTEPATYPBI, B KOTOPOU KOHKPETU3UPYETCS COACPIKaHUE IIPOBEPSAEMBIX 3HAHUM; CO-
CTaBJICHHE B MBICICHHOW (OpME OTBETOB Ha IOCTAaBJICHHbIE B KOHTPOJBHOM paboTe BOIPOCHI; (POpMHpPOBAHME INCHUXOJIOIMUECKON yCTaHOBKM Ha
yCIIEIIHOE BBITIOJIHEHUE BCEX 3a/laHui. Bpemst Ha moAroToBKYy K KOHTPOJBHON paboTe 10 HOpMaTHBAaM COCTaBIISET 2 Yaca.

IMoaroroBka k 3xk3amMeny. CaMocTOsITeNIbHAS TIOJrOTOBKA K 9K3aMEHY CX0’Ka C MOJIrOTOBKOM K 3aueTy, 0COOEHHO eciau OH JuddepeHInpoBaH-
HbI. Ho 00beM yuebHOro marepuasia, KOTOPbIA HY)KHO BOCCTAHOBUTH B MAMSTH K 9K3aMEeHY, BHOBb OCMBICIMTD U MOHSTh, 3HAYUTEIBHO OOJIbIIE, M10-
3TOMYy TpeOyeTcst 60JbIlle BPEMEHHU M YMCTBEHHBIX YCHIHM. BaxHO copmMUpoBaTh LIEI0CTHOE MPEACTABIEHUE O COIEPKAHUU OTBETA Ha KaXKAbIH BO-
IpOC, YTO MpPEAroiIaraeT 3HaHue Pa3HbIX HAYYHBIX TPAKTOBOK CYIIHOCTH TOTO MJIM MHOTO SIBJIEHUS, IPOLIecca, YMEHHUE PACKPBIBATh (DaKTOPHI, OMpe/e-
JSIOUINE UX IPOTUBOPEYUBOCTD, 3HAHUE UMEH YUEHBIX, U3Y4aBIIUX 00CyxkaaeMyto mpodnemy. Heo6xoaumo Takxke npuBecTd HHGOPMALIHIO O MaTepu-
ajax dMIIMPUYECKUX UCCIENOBAHUM, YTO YKA3bIBACT HA BCECTOPOHHIOIO IOATOTOBKY CTYACHTA K dK3aMeHy. BpeMs Ha MOArOTOBKY K 3K3aMEHY I10 HOP-
MaTHBaM COCTaBJIsieT 36 4yacoB i OaKalaBpOB.

B ®BI'OY BO «UI'Y» opranu3anus caMOCTOSTENIbHOW pabOThl CTYJEHTOB pernamentupyercs [lomoxkeHrneM o caMocToATeNbHOM padoTe CTy-
JIEHTOB, IPUHATBIM Y4ueHbIM coBeToM MY 22 urons 2012 r.

4.5. INPUMEPHASA TEMATHUKA KYPCOBBIX PABOT (ITPOEKTOB)

«He npeaycMoTpeHo».



5. YYEBHO-METOJUYECKOE U UHO®OPMAIIMOHHOE OBECHEYEHUE
JUCHUILIMHBI (MOLY.JIS)

a) nepevyeHb JUTEPATYPbI

1. Jlock, A. b. Kpuntorpaguueckue METOIbI 3aIIUTH HH(OPMAIMU JJIS1 H3YHaIOIIUX KOMIIBIOTEP-
HY10 0€301acHOCTh : yueOHUK /s By30B / A. b. Jlock, A. FO. Hecrepenko, M. 1. PoxxkoB. —
2-e u31., ucnp. — Mocksa : M3parensctBo FOpaiit, 2022. — 473 ¢. —ISBN 978-5-534-12474-
3. — Texkcrt : anekTponnsIit // O6pa3oBatenbHas argopma KOpaiit [caiit]. — URL:
https://urait.ru/bcode/489242.

2. Brenenue B kpunrorpaduro [Tekct] : Hayunoe u3nanue / pen. B. B. Amenko. - 4-e u3z., nom. -
M. : U3a-Bo MIITHMO, 2012. - 347 c. ; 22 cm. - And. yka3s.: c. 341-347. - ISBN 978-5-4439-
0026-1

3. Psaben JI.B. 3agaunuk-npakTukym no kpunrorpaduu: yued. mocodue / JI.B. Psben. — UpkyTck :
N3n-Bo Bocr-Cub. roc. akan. obpas., 2013. — 76 c. — ISBN: 978-5-85827-864-1 (30 »k3.)

4. OcHoBbl KpuniTorpaduu : yued. mocodue ams ctya. By3oB / A. I1. Andepos [u np.]. - 3-e uzn.,
uctp. u jnom. - M. : 'enmuoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 2k3.)

5. Umopa A. JI. OcHoBbl kpunrorpaguu: yuebd.mocodue / A.JI. Umopa — M.: I'enmmoc APB, 2001. —
244 c. — ISBN 5854380374 (519k3.)+

6. Kammpckas, E. H. Kpunrorpaguueckue cuctems : yaebnoe nocooue / E. H. Kammpckas, A. I1.
Kymnup. — Mocksa : PTY MUP3A, 2021. — 66 ¢. — Tekcr : anekTpoHHbI# // JIanb : amek-
TpoHHO-OMOMMoTeuHas cucrtema. — URL: https://e.lanbook.com/book/182424.— Pexum no-
CTyIa: /Ui aBTOPU3. MOJIb30BATEICH.

7. lllanprua B.®. 3ammuTa komneoTepHoi nHGopMaruu. IHPeKTHBHBIC METOABI U CPEICTBA /
B.®. anerun. — M.: JIMK-IIpecc. — 2010. — 542 c. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) mepuoguYecKne U3IAHUS

B) CIIMCOK aBTOPCKHUX METOAUYECKUX Pa3padoToK:

JIKIIMU 10 Kpunrorpaduu, BUACO-JIeKIUH, pacrnoioxenHsie B MOC Domic u Ha caiite
http://cloud.isu.ru/

F) 0a3bI JaHHbIX, l/ll-[(l)OpMaII]/IOHHO-CI[paBO‘leIe U MOUCKOBbBIC CUCTEMBbI

Java Cryptography Architecture (JCA) Reference Guide. URL.:
https://docs.oracle.com/en/java/javase/11/security/java-cryptography-architecture-jca-reference-
guide.html.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJINHBI

6.1. YYHEBHO-JIABOPATOPHOE OBOPYJIOBAHHME:
Jiis mpoBefieHNsT JIEKITMOHHBIX 3aHATHI HEOOXOMMa ayAUTOPHUS C MPE3eHTAIMOHHBIM 000-
pYyIOBaHUEM, JUTS IPOBEJCHUS MTPAKTHYECKHUX 3aHATHI HEOOXOAMM KOMIBIOTEpHBIN Kiacc Ha 25-30
pabouux MecT (B 3aBUCUMOCTH OT YHCICHHOCTH y4eOHOH Ipymibl), 000pyZ0BaHHAas TOCKOH, Mpe-
3€HTAlMOHHON TEXHUKOM.
6.2. MIPOI'PAMMHOE OBECIIEYEHHE:

1. Kommiekt pazpabotuuka npmioxenuit Java Platform (JDK) 11, Standard Edition (pactipoctpa-
HsieTCs OeCIIaTHO);

2. WuterpupoBanHas cpena paspaboTku NetBeans IDE 12 (pacmpocrtpansiercst OecruiaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);

3. LibreOffice Impress (pacnpocrpansercs 6ecrmatao, GNU LGPL v3+, MPL 2.0);
6.3. TEXHUYECKMUE U DJIEKTPOHHBIE CPE/ICTBA:

NOC EDUCA, DOMIC, npe3eHTallmoHHOE OOOpYIOBaHHE, MEPCOHAIBHBIH KOMITHIOTED C
BO3MOXKHOCTBIO IEMOHCTpaIMu npe3eHTammii B popmare pdf.

7. OBPA3OBATEJIBHBIE TEXHOJIOT'UA



[Ipu peanuzanuu JaHHOTO Kypca HCHOJIB3YIOTCS CIEAyIOLUe 00pa3oBaTelbHbIE TEXHOJO-
TUU: TEXHOJIOTUU TPAIUIIMOHHOTO OOYYECHHS, UTPOBBIC TEXHOJOTHH, TEXHOJOTHH MPOOJIEMHOTO
00y4eHHUs, TEXHOJIIOTUN OOy4YeHUS! B COTPYAHHUYECTBE, TEXHOJOTUU KOHTEKCTHOTO OOy4YeHUs, UH-
TEPAKTUBHBIC TEXHOJOTHUHU, TEXHOJOTHH JUCTAHIIMOHHOTO OOYYCHHS, aKTHBHBIC IMEJArOTHYECKUe
TEXHOJIOTHH.

8. OUEHOYHBIE MATEPHAJIBI VISl TEKYLIEI'O KOHTPOJISL 1
IMTPOMEXYTOYHOU ATTECTALLUU

8.1. OOEHOYHBIE MATEPHUAJIbI AJIS1 BXOJHOI'O KOHTPOJISL
He npenycmotpeno
8.2. OHEHOYHBIE MATEPHUAJIbBI TEKYHIETI'O KOHTPOJISA

Tectsl Ha cTpanuie kypca B MOC Domic B coorBercTBum ¢ 11. 4.1.

[IpuMepbI OLIEHOYHBIX CPEICTB TEKYIIEr0 KOHTPOJIS
JleMOHCTpaUMOHHBIN TeCcT K pa3aeay OdecnedyeHue mMeJO0CTHOCTH COOOIIEHUIT

Bomnpoc 1 IIpennonoxum, uro cuctema MAC (S,V) ucnonb3yercst 1is 3auThl Gaidaos B ¢aii-
J0BOM cucteme koMmmbtorepa. K kaxxnomy ¢aiiny nobasisiercs crieuanbHbli tag. Anroputm S B
cBOel paboTe UCIOJIb3YET TOIBKO coaepxkumoe Qaitna. st kakux atak nmojgooHas cucrema MAC
ABJISIETCS YI3BUMOM ?

BapuaHnTsl 0TBETOB

BBINOMTHUTH KOHKATeHALIMIO IBYX (DaliJIOB B CUCTEME U CO3aTh TPETHIA.

Y nanute nocneaauid 6aiT B aiine.

N3menuts BpeMs Moaudukaiuu daia.

[TomensTs MecTamu ABa (aiina B ¢pailioBoit cucreme.

J106aBUTH HOBBIC TAaHHBIC B (haii.

Bomnpoc 2 ITycts cuctema MAC (S,V) sBisiercst 6ezonacHoii. Cuctema ornpeesieHa Haj mpo-
ctpanctBoM (K,M,T), rne M={0,1}n u T={0,1}128. Kakue u3 npeaioxKeHHbIX HUXKE KOHCTPYKIIH
aBIsA0TCA 6e3onacHpiMu MAC?

BapuaHTbl 0TBETOB

S'(k,m)=S(k,m) u V'(k,m,t)={V(k,m,t),],m#0n;otherwise

S'(k,m)=S(k,m // m) u V'(k,m,t)=V(k,m // m,t)

S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,t // 0)orV(k,m,t // 1)]

S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV (k,m,t2)]

S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise

Bormpoc 3 Cxema Beruncienust koo ayreHTHuKanuu cooduiennit ECBC-MAC ucnonb3yer
(UKCUPOBaHHBIN BEKTOp MHULIMAIN3ALMY (B JIEKIIMU UCIIONIb30BaNcs HyJeBoi BekTop). Ilpeanosno-
UM, YTO BMECTO (PUKCUPOBAHHOTO, JUISI KAXKJIOTO COOOIIEHMSI UCIIONIb3YETCS CITy4allHbIN BEKTOP
IV u sTot BekTOp nobapnsiercs k tag. pyrumu cnoBamu, S(k,m)=(r,ECBCr(k,m)), rze r aTo ciy-
yaitaslil [V. Anroput™m npoBepku 1o kitouy k, cooOmenuto m u rery (r,t) Boigaet 1 ("yes"), eciu
t=ECBCr(k,m).

Taxast cxema noctpoeanss MAC siBisiercst HeGe30macHON. ATaKyIOIIUN MOXKET MOITY4YUTh Ter (I,t)
JUISL COOOIIEHUSI M, COCTOAIIETO M3 0JIHOT0 OJ0Ka. Tenepb OH croco0eH CKOHCTPYHPOBATh HOBBII
TET JJIs1 HOBOTO COOOIIEHHs. YKaXUTe Mapy Ter, COOOIIEHHE, KOTOPYIO MOXKET CKOHCTPYHPOBATh
aTaKyIOIIHM.

Bapuante! oTBeTOB

Ter (m®t,t) SBIsICTCS MPABUIIBHBIM JIJIs1 COOOIIEHUST m®1n.

Ter (r®t,r) sBIE€TCS MPABMIBHBIM JJISI COOOIICHHS M.

Ter (r®t,m) siBAsieTCS NMPaBUIBHBIM Ui cooOienHus On.



Ter (r®1n,t) siBIsIETCS TPaBUIBHBIM JIJIs1 cOOOIIeHUs m@1n.

Bormpoc 4 Anuca HamepeBaeTCsi OpraHu30BaTh MIMPOKOBEIIATEIBHYIO OTIIPABKY COOOIEHUH st
6 nmonyuateneit B1,...,B6. CekpeTHOCTh COOOIIECHUI HE Ba)KHA, BAYKHA I[EJIOCTHOCTh U ayTCHTHY-
HocTh. Kaxkaplil U3 momyuareseii JomkeH ObITh YBEPEH, YTO COOOIICHHE TTOTYUYEHO OT AJUCHI.

st cBoeit 3aaun Anuca pemuiia ucenoib3oBatb MAC. [Ipeanonoxkum, uto Anuca u 6 1moiab30-
BaTesel paboTaroT ¢ oJHUM 001UM KirouoM k. Torma kaxasiid u3 B1,...,B6 npu nomyueHuu co-
OOLIEHHS] MOXET IMPOBEPUTH MPaBUILHOCTD Tera. Ho aTa cxema Hebe3omnacHa, T.K., HalpuMmep,
noJjb3oBarenb Bl Moxer co3naTh coobIeHue, NpUKpPenuTh K HeMy TeT, OJTYYeHHBIH Ha Kimtoue k u
OTHPaBUTH B ceTh. [Ipu 3TOM, onb3oBaTenu B2,...,B6 OyayT yBepeHsbl, 4TO cOOOIIEHHE MTOTYyYEHO
OT AJIUCHL.

Bwmecto aToro, Anuca crenepupoBaina 4 cekpeTHbix kimoua S={kl,...,k4}. Kaxnomy momas3oBa-
temo Bi ona nepegana noaMuokecTBo Kiroueit Si< S. Teneps Anuca npu niepeade cOOOMECHHS
MIPUKJIAJBIBACT K HEMY YETBhIPE Tera, Kax bl U3 KOTOPBIX MOJIYYEH HA OJTHOM U3 YETHIPEX KIIOUeH.
Korna nons3oBarens Bi nonyyaer cooOuieHrne oH MpoBepsieT TOIbKO T€ TErd COOOIIeHUs, A KO-
TOPBIX Y HETO €CTh KITIOYH.

Bri6epute npaBuiibHBINA CI0C00, KOTOPBIM AJIHICa MOXKET PaclpeieTUTh CllydailHbIe KIIIOUH TakK,
YTOOBI HUKTO M3 MOJIb30BATEJICH HE CMOT OBI CO371aBaTh COOOLICHUS AJIsl IPYTHX TOIb30BaTEIICH
MPaBUJIbHBIE COOOIICHUSI OT UMEHU AJHCHI

BapuaHnTsl 0TBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bomnpoc 5 ITycts H:M—T croiikas k komwmsusiM xem GyHkuus. Kakas u3 ciaenyromuil GpyHKIuiz
Takxke OyJeT CTOMKOM K KOJTU3USM.

BapuaHnTsl 0TBETOB

H'(m)=H(m]O0,...,jm|-2])

H'(m)=H(m) // H(m)

H'(m)=H(H(m))

H'(m)=H(m)eH(me1|m|)

H'(m)=H(m)[O0,...,31]

H'(m)=H(|m|), rae |m| ecTb anuHa cooOmeHust m

H'(m)=H(m // m)

H'(m)=H(m // 0)

H'(m)=H(m)®H(m)

JlabopaTopnasi paGora k pa3neay CummerpuuHoe mudposanue. lllnpposanue AES

Ji1s paboThI € aNropuTMaMM U MPOTOKOJIaMM MIM(poBaHus OyaeM UCIIONIb30BaTh cTaHAapTHBIN API
JCA, conepxamuiics B JDK 1.6. [IpuBeeHHble HIKE KJIacChl U PUMEpPBI OYAyT paboTaTh Kak co
cTaHgapTHBIM KpunrornposaiiaepoM JCE, Tak u ¢ 1100bIM IpyrUM KpUIITONPOBANAEPOM, MOAJIEP-
KUBAIOUINM peann3oBaHHbIl B Java API (mampumep, Bouncy Castle).

[Tpu mmdpoBaHUM JaHHBIX YIIpaBIeHHE KIOYaMU MOXET IPOMCXOIUTh JBYMS Crioco0amu: mind-
pOBaHUE Ha CITyYaifHOM KItoue, (G poBaHrEe Ha U3BECTHOM KITFOUE.

PaccmoTpuM npouenypy CMMMETpUYHOTO MU poBaHus Ha ciy4yaiiHoM kimoue. Kiou co3mpaercst
o0bekToM Kkinacca KeyGenerator u3 nmakera javax.crypto. J[ist co3nanust reHepaTopa Hy»HO BOC-
MOJIb30BATHCS CIIEHUATBHBIM METO0M

KeyGenerator kg = KeyGenerator.getinstance("DES");

IJie apryMEHTOM METO/Ia BBICTYIIAeT UMl aJIrOpUTMa, JJIsi KOTOPOTO MPOUCXOAUT IeHeparys Kiroda
(B nanHoMm ciyyae DES). Crincok A0CTYNHBIX alropuT™MoB 37ech. [locne co3panus reneparopa



HE0OXOAMMO HUCTIOIB30BaTh METO/ init() s ero MHUIMaIu3anuu u Meton generateKey() — mst
CO3JIaHMs KJIIoYa.

Hanpumep, cneayromuii ko1 co3aaet Koy mudpoBaHusi HA OCHOBAHUU OE€3011aCHOTO reHepaTopa
Clly4aiHbIX ymcen A anroputma AES:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu ucmonb30BaHUM B Ka4eCTBE KIIF0Ua TOTOBOM MOCIIEIOBATEIBHOCTH OAWT HYKHO BOCIOJIB30-
BaThCs KiaccoM SecretKeySpec u3 nakera javax.crypto.spec. Kitod cozmaeTcs uepes mapameTpbl
KOHCTPYKTOPA, B KOTOPBIX YKA3bIBAETCSI MACCUB OalT, CollepKaIUX KIH0Y, U aJlTOPUTM MU(ppoBa-
Hus. Hanmpumep, cieayromuii Ko reHepupyeT Kirod 41t anroput™Ma AES Ha ocHOBE CTpOKH U3
niecTHaanaT cuMBoiioB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcss OCHOBHBIM 117151 pa0OTHI € aJIrOpUTMaMu MHQPPOBAHUS U PACIIOTIOKEH B Ma-
KeTe javax.crypto. ITOT Kilacc MPeJOCTaBIISIET BO3MOKHOCTb Pa0OThI KaK € aJlTOPUTMaMH IIH(PO-
BaHUs, TaK U C PEKUMaMU padoThI MU(POB, cCXeMaMH JOMOIHEHUS cOO0IIeHui. B 3aBucuMocTu oT
napaMeTpoB WHUIMATH3ANU, 00beKT Ki1acca Cipher Mmoxer paboTaTh Kak B pexxumMe muppoBaHus,
TaK U B peKUMeE paciiu(ppoBaHusi, C CAMMETPHUUHBIMA U ACUMMETPUYHBIMU AITOPUTMAMHU.

Jlns co3nanust HOBOro oObeKTa Kilacca ClieyeT BOCIOIb30BaThCs CIEMATIbHBIM METOJIOM:

Cipher ¢ = Cipher.getinstance(algorithm)

rze algorithm npezcrasisier co00M CTPOKY BUAA: AITOPUTM IH(POBaHUS\PEXKHM pabo-
THI\QJITOPUTM JOTIOTHEHHSI

MmeHa OCTYIHBIX alrOPUTMOB MKM(POBAHUS U UX HACTPOWKU IPOMHCAHBI B cTaHAapTe Java, U,
00BIYHO, OHU COBIMAJAIOT C OOIIECTPUHITHIMU 0003HaUCHUAMU. J{7151 JOonoTHEHHs cOOOIIEeHuH, B OC-
HOBHOM, UCTIOJNIB3YIOTCS JiBa ctanaapra: NoPadding — nns mmdpoBanus 6e3 1omoHeHHus c000-
uienust (Hanpumep, Ui pexxnma mudposanus CTR) u PKCS5Padding — s nononseHus coo0-
LIEHUSI 10 pa3Mepa, KpaTHOTo pa3Mepy 0JI0Ka UCIOIb3yEMOI0 alropuT™Ma (Harpumep, A pekuma
CBC).

Jnis peanu3anuu mpoueaypsl MuppOBaHUS TEKCTHI TOJKHBI OBITh TIPEACTABICHBI B BUIEC MAaCCHBA
6aiit. OnumieM mudpoBaHUe COOOIECHHS 1O LIaram:

Coznanne oowekta Cipher ¢ ucons3oBanuem metona getlnstance.

WNuannmanuzanus odbexra Cipher ¢ momonsio Meroaa init() i mudpoBanus win pacmudposa-
HUS. DTOT METOJ MPUHUMAET Ha BXO/I IBa 00s3aTENbHBIX TTapaMeTpa U OJMH HeoOs3aTeIbHBIN Ta-
pamertp. IlepBblii mapameTp ykassiBaeT pesxuM paboTsl anroputma: Cipher. ENCRYPT MODE unun
Cipher. DECRYPT MODE. Btopoii napamerp — Kirou mudpoBanus. Tun kiitoya 3aBUCUT OT UC-
HOJIb3yEMOT0 adropuTMa mudposanusi. TpeTbUM MapaMeTpoM yKas3bIBaeTCs BEKTOP MHULIMAIN3a-
MU aJiropuTMa: 00beKT Kitacca IvParameterSpec.

HIudpoanue nim pacmudpoBanue npou3BoauTcs Meroamu update() 11t paboThl ¢ cooOIIeHnEM
B pekuMe noToka (00paborka cooOuieHus no yactsam) 1 doFinal() miast 06paboTku cooOieHust
HOJHOCTBIO.

Hwuxe npuBenen npumep mudpoanus coodbmenus OpenText mmdpom AES B pexxnme CBC Ha
CJIy4aifHOM KJII0Y€ M CIy4aiHOM BEKTOpE MHUIIMAIN3AIIH:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);

Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding™);

c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(IV));



byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tax kak MaccuB OalT HEBO3MOXKHO BBIBECTH B TEKCTOBBIN (aiiy, TO pe3ybTaT MuppOBaHHS HYKHO
3aKOJMPOBATh JTUOO B IIECTHAAIIATEPUIHOM (hopmate, oo B hopmare Base64.

Pa6ora ¢ hopmatom Base64 B Java obecrieunBaetcs nByms kinaccamu BASE64Encoder u
BASE64Decoder u3 nmakera sun.misc. Jljis BBITOTHEHUS TPEOOPa30BaHUN UCIIONB3YIOTCS METOIBI
encode u decodeBuffer cooTBeTCTBYIOMNX KIIACCOB.

[To mony4eHHbIM MapaMeTpaM BBIMOIHUTH paciindpoBaHue 3aaHHOrO mudp-Texcta. Mexoaupiii
OTKPBITHIN TeKCT 3amudposan anroputMmoM AES B pexxume CBC. B BapuanTte conepxurcs mudp-
TEKCT, BEKTOp MHUIMAIM3AlNHY, KITI0Y mudpoBanus. Bee gannble npeacrasieHsl B popmare
BASE64. Tpebyetcst pactmdpoBaTh mudp-TeKCT.

1. PacmmpoBanue HyKHO TPOBOJIUTH IO CICTYIOIICH CXeMe:

2. PackonupoBaTh K104, BEKTOp MHULIMANU3aUUHU 1 mudp-Tekct u3 popmara BASE64 B mo-
CJICZIOBATEIILHOCTHU OAMT.

3. C ucnonbs3oBanueM o0bekTa Kinacca SecretKeySpec mo mocne10BaTeIbHOCTH OaNT KITr04a

co3naTth 00BEKT Kinacca SecretKey.
4. Coznats 00bekT kimacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

5. [Tpu naMnmanu3anuu mudpa TpedyeTcs MOIKIIYUTh BEKTOP HHUITHATU3AINH C TIOMOIIHIO
obbekTa kiacca [vParameterSpec.
6. BeimoaauTs pacmmdpoBanue mudp-Tekcra.

B pesynbrare pacumdpoBaHus JOKECH MOYIUTHCS MacCHB 0alT, KOTOpbIH B Koaupoke ASCII
MO>KHO MHTEPIIPETUPOBATH KaK OCMBICIEHHBIN TeKCT. [[1s1 mpeoOpa3zoBaHus MaccuBa OailT B CTPOKY
MOYKHO BOCITIOJIb30BaThCS KOHCTPYKTOPOM Kitacca String.

JlabopaTopHasi padoTa K pa3aejy AJTOPUTMBI ¢ OTKPBITHIM KJII040M. ATaka Ha RSA npu
HCIOJIb30BAHHH 3aKPBHITOr0 KJII0YA

Hanbl uncina SN$ u $e$, bopmupyroiue oTKpITHII KiTto4 mpeodpa3zoBanus RSA. M3BecTHO, 4TO
3HA4YCHHUE 3aKPhITOro Kirouya $d$ mMasno (370 MOKHO MPEIIOT0KHUTE UCXOIS U3 3HAUCHHSI KITF0Ya
$e$). C ucnonp3oBaHreM MOAXOIANIMX APOOCH TpeOyeTCst MOayduTh 3HaYeHHE Kiroda $d$, u 3atem
Ha OCHOBE €r0 3HAYCHUs PEUINTh 3a7auy (hakropusanuu i uncia SNS.

Breruncnenue 3akpbeITOro Kiroya

NssectHo, uto nipu $d<\frac{\sqrt[4]{N}} {3}$ Bemonusiercs cootnomenue $$ \left\frac{e}{N}-
\frac{k}{dHright|<\frac{1}{2d"2}. $$

Takum 00pa3oM, JIJIsl HAX0XKICHHUS 3aKPBITOTO KJIF0Ya MOKHO BOCIIOJIB30BAThCS MOAXOISIIIAMHU
JIPOOSIMH COTJIACHO aTOPUTMY:

IMpencraButh apods $\frac{e} {N}$ B Buae 1ienuoii apoodw.

Jlns HaliieHHOM 1IemHOM ApoOr MOCTPOUTH MOCIIEA0BATENBHOCTh MOAXOIAIINX IpoOeit.

HauwnHasi ¢ HEKOTOPOro HOMEpa 3HaMeHATe b MOAXOISIIEH TPOOH MOKHO pPaccCMaTpUBaTh B Kaye-
CTBE KaHU1aTa Ha 3aKpbIThIi Kirou $d$.

JIist KaXKI0To KaH|1aTa MPOBEPUTH YCIIOBUE KOPPEKTHOCTH 3aKphITOTO Kitoya. CorjacHO onpesie-
JICHUIO OTKPBITOTO M 3aKPBITOTO KITFOUEH ISl JIF000T0 cooOmIeHusT $m$ JOHKHO BBITOIHATHCS CO-
orromenne $$m* {ed} \equiv m (N)$3.

3HaMeHaTe b MOXOIAIIEH IPOOH, YIOBICTBOPSIIOIINI YCIOBUIO KOPPEKTHOCTH MOYKHO paccMmar-
pHBATh B KA4ECTBE 3aKPHITOTO KJIF0Ua mpeodpazoBanust RSA.

dakropu3anus MOIYJIS IPH U3BECTHOM 3aKPBITOM KITFOUE

[Tyctb nzBectHbI MOAy b $N§, oTKpBITHIN KiTt04 $€$ 1 3akpbIThiii Kitoy $d$, momyueHHbI Ha
HpeIbIIYyIeM IIare.

Bosbmem npousBosibHOE uncio $x$. O6o3naunm 3a §y 1 = x{\frac{ed-1}{2}}$ (310 Bo3MOKHO,
nockosbky $ed$ ato HewerHoe uncio). Torma $8y 17°2\equiv 1 (N).$$ NUnaue $$(y _1-
1)(y_1+1)\equivO(N).$$ Bo3aMoKHBI ClIeAyIOIIE BAPUAHTHI:

Ecau $y 1=1$. Eciu $\frac{ed-1}{2}$ — umcino yernoe, To BBenem $y 2 = x"{\frac{ed-1}{4}}$ u
npoananu3upyem 3HadeHue $y 2$ (Bce paccyxaenus crpasemubl it $y 2$). MHave notpedy-
eTcs BBIOpaTh apyroe ocHoBanue $x$.



Eciu $y 1=-18. To norpebyercst BLIOpaTh Apyroe ocHoBaHuE $X$.
Ecnu $y 1$ ectb uncno ornuunoe ot $18$ u $-18, To Torna nenurens yncna $N§ Berancnsercs no

dopmyne:$$p=HO/I(y 1-1,N).$$

JlaGopaTtopHasi padoTa K pa3jaeiny AJIrOPUTMBI ¢ OTKPBITHIM KJI04oM. llIudgpoBanne ¢ uc-
noJib30BaHueM 0udanorexkn OpenSSL

Mexanusm mudpoBaHusi COOOIIEHUA

Llenb JaHHOTO 33aJaHUS 3aKIIIOYAETCS] B 03HAKOMJICHUH C OCHOBHBIMU BO3MOKHOCTSIMU KPHUIITOTPa-
buueckoi 6mdbmotexkn OpenSSL. bubanoreka, B OCHOBHOM, IIpeAHA3HAYEHA JJII OpPTaHU3aIud
B3aMMO/ICHCTBHS HA OCHOBE HH(PPACTPYKTYpPbI OTKPBITHIX KiIroueil. Ho B mocnennux Bepcusx 6uo-
JMOTEKH pealin3oBaHa (yHKIMOHAIBFHOCTD 0 CUMMETPUYHOMY HIM(PPOBaHUIO co0OIIeHni. bub-
JHOTeKa paboTaeT U3 KOMaHAHOM CTPOKHU B IIAKETHOM PEXHUME.

Bepcuu 6ubmmorek: openssl-1.0.2-1386-win32.zip, openssl-1.0.2-x64_86-win64.zip

TpebyeTcs crenepupoBaTh CIydaiHbIN KIt0Y mudpoBanus, 3amudpoBaTth anroputMom AES Heko-
TOPBII OTKPBITHIM TEKCT U MepeaaTh K04 mu@poBaHus yepe3 npeodpazoBanue RSA ¢ nomoribio
aIropuT™Ma MU pPOBaHUS CEAHCOBOTO KITI0YA U 3amK(poBaHHOE COOOIICHNE HAa TPOBEPKY MpEmno-
JaBaTelo.

Yacrts 1. llIudposanue coodmeHns

C nomosio OpenSSL 3ammdpyiite coodmenue. [ludpoBanue HyKHO TPOBOJUTH O CIEAYIOIICH
CXeMme:

Bri6epute HekoTopoe cooOuieHue (coaepskaliee B TOM YHCIe HOMEP 3a4eTHONW KHMXKKH) U IIOMe-
ctute ero B (haiin. CoolieHne MOXKeT ObITh JTI0O0T0 Pa3yMHOI0 pa3Mepa U JOJHKHO YHTATHCS 0e3
MCIOJIb30BaHUs CIEIHMAIBHBIX TPOrPaMM.

Crenepupyiite ¢ momobto kKoman sl openssl rand (doc) ciry4aliHbIi KITF09 HEOOXOIUMOMN IS al-
roputma AES-128-CBC niauHbI U COXpaHUTE ero B (paiin B IeCTHAAATEPUIHOM dopMmaTe .
CrenepupyiiTe ¢ MOMOIIBI0 KOMaH bl openssl rand BEKTOp MHUIIMATU3AIMHA HEOOXO0IUMOM IS all-
roputma AES-128-CBC niuHbI U cOXpaHuTe ero B (paiin B mecTHAALIATepPUYHOM Gopmarte.

C nmomomrsio komauabl openssl enc (doc) 3ammdpyiite anropurmom AES-128-CBC daiin ¢ oTKpHbI-
THIM TEKCTOM Ha CT€HEPHUPOBAHHBIX paHee Kitoue U BekTope nHunuanusanuu. NB! IIpu mudposa-
HUH CJIeTyeT MCIOJIb30BaTh UIMEHHO KITF0Y MH(POBaHUS, a HE ApOJIb.

Coxpanute K104 MUGPOBAHUS U BEKTOP MHUIMATU3AIMH B OJTHOM (aiisie B IByX pa3HbIX CTPOKax
0€e3 TOTIOTHUTENTFHBIX KOMMEHTAPHEB.

Yacts 2. CamocTosTeNbHOE MU(POBAHUE KIF0Ya CUMMETPUYHOTO MH(POBAHUS

B aroit yactu naboparopHoit norpedyercs co3aarh coocTBeHHYI0 napy RSA-kitouelt u npoiitu ooe
¢a3pl anropuT™a MmMUGPOBAHUS CHMMETPUYHOTO KITto4a. PaboTaTh MOXKHO IO ClIeAyIOLIeH cXeMe:
C nmomorisio koMaH bl openssl genrsa (doc) crenepupyiite 3akpoiThiii RSA-kimrou. J[nnHa kiroua
JIOJDKHA cocTaBIATh 2048 6ut. [{inst 6osbieii HageKHOCTH KITF0Y MOXKHO 3alIM(poBaTh MapoJieM.

C nmomorisio koMaH bl openssl rsa (doc) creHepupyiTe oTKpoIThI RSA-KTH04.

Ha otkpeitom RSA-kitoue ¢ momorsio openssl rsautl (doc) 3ammmdpyiite ¢aiin ¢ KIr040M U BEKTO-
POM MHHIIAATH3ALINH.

[TpoBenuTe nMpoBepKy CBOMX JIEHCTBUI U paciiudpyiite Ha 3akpbiToM RSA-Kitoue nosyueHHbIH Ha
MpeabIayIeM mare Qair.

[TpoBepsbTe, uTO pacmmppoBaHUe MPOILIO YCIIEHIHO U B UTOT€ MOTYUYHJIICS TOT e CaMblil K04
CUMMETPHYHOTO MU (POBAHHUSL.

Pacmmdpyiite coobmenue.

Yacts 3. OTnpaBka pe3yapTaTOB Ha IIPOBEPKY

Jlis oTIpaBKH pe3yJIbTaToOB MIM(PPOBAHUS Ha IPOBEPKY HEOOXOIMMO BBINOJIHUTH CIETYIONIUE -
CTBHSL:

3arpy3ute OTKpbIThIM RSA-KIII0Y IpernoiaBaTens.

Ha 3arpy’keHHOM OTKpBITOM KJIH04€e ¢ ToMoIIbio openssl rsautl 3amudpyiite ¢daiin ¢ KIo4oM cuM-
METPUYHOTO MIH(PPOBAHUS U BEKTOPOM MHUIIMATU3AIHIH.



OTtmpaBbTe Ha MMPOBEPKY (aiin ¢ 3ammuppoBaHHBIM TEKCTOM U (aiis ¢ 3ammdpoBaHHBIM CUMMET-
puaHbIM K1F090M. CBou RSA-kmoun B MOC Jlomuk 3arpyxath He TpeOyeTcs.

[TpoBepka pe3ynbpTaTa KU poBaHus Oy1eT MPOBOIUTHCS CIECAYIOIIUMUA KOMaH/IaMuU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-cbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

8.3. OHEHOYHBIE MATEPHUAJIbI TIPOMEXYTOYHOI'O KOHTPOJISL

Martepuanbl 1l IPOBe/IeHUs] TeKYILIero U NPpoMe;KyTOYHOr0 KOHTPOJIS 3HAHUM CTY/IeH-
TOB:

Ne Bua xouTposs Kounrpoaupyembie Te- KouTponupyembie
MBI (pa3aesibl) KOMIIeTeHIIUN/ MHAHN-
KAaTOPBbI
1 2 3 4
1 Kontpois B BumE TECTOB IIK-3, IIK-4
Pa3sHoypoBHeBbIE 3a1aHUs K 1aOOpaTOp- Paznen 1
HOMY IIPaKTHKYMY
2 KonTtpoins B Buze TecToB [IK-3, [IK-4
PazHnoypoBHeBbIe 3a1aHus K 1abopatop- Paznen 2
HOMY IPaKTHKYMY
3 KonTponsHsie paboTht [IK-3, [IK-4
PazHoypoBHeBBIE 3a1aHMA K J1ab0opaTop- Pazpen 3
HOMY IPaKTHKYMY
4 OKk3ameH [Mpomexyrounas arre- | [1K-3, TTK-4
cTarms

OueHo4yHbIe CPeACTBA MPOMEXKYTOYHOI0 KOHTPOJIA (pOPMHUPYIOTCH B COOTBETCTBHU C
ITosi0:xeHneM 0 0AJLIbHO-PEITUHIOBOI cHcTEMe:!

BrimonHenue 1abopaTOpHBIX, JOMANTHUX 3aJaHUd B WH(GOPMAIMOHHO-00Pa30BaTEILHOM
cpelie, a Tak)Ke KOHTPOJBHBIX paboT u TecToB maet 60 OaioB B cemectpe. PacripenencHre BecoB
yuebHbIX eaunull npeacrasieHo B MOC Domic. B ouenke 3x3amen cocrasiusier 30 6amnos. JJono-
HuTesbHbIE 10 6anIoB BRICTABISIETCS 3a TOCEIIAEMOCTb.

IIpoueaypa caaum 3K3amMeHa

Jlnst ycrenHoi ciaun sK3aMeHa TpebyeTcss OCBETUTh JiBa TEOPETUUECKUX BOIPOCa, KaXKIbIi
U3 KOTopbIX Aaer 15 Gamwios. Ilocrne mpouenypsl BeIOOpa, 5K3aMeHyeMoMy Ipepoctasisiercs 60
MUHYT JJIs1 TOJTOTOBKH OTBETA Ha BbIOpaHHbIE BOIpOCkl. [Tociae oTBeTa Ha OCHOBHBIE BOIPOCHI K-
3aMEHYEeMOMY MO>KET ObITh 3aJlaH JIOMOJIHUTEIbHBII BOIPOC, olleHuBarouiics B 10 6ayios.

KpI/ITepI/II/I OLICHUBAHHUA TCOPECTHYCCKUX BOIIPOCOB:

15 6aoB: 3K3aMeHyeMHI>i CaMOCTOSTENIBHO U 0e3 HaBOAALIUX BOIIPOCOB OCBCTUII BCC OC-
HOBHBIC pa3/iCJIbl BOIIPOCA, BBEII HeO6XO,Z[I/IMLIC OIIPCACIICHUS, OIMUCAII HCO6XO,Z[I/IMLIC AJITOPUTMBI;
IMPUBCII IPUMCPHI.

10 0a/u10B: PK3aMEHYEMBIH, MOCEe 3aJaHusl YTOUHSIONIMX W HABOJAIIUX BOMPOCOB, B JIO-
CTATOYHO TOJHOM CTENEHU OCBETUJI COJCp)KaHNE BOMPOCA, BBEJ ONPECICHHS, BO3MOKHO HE OCBe-

THUJI HCKOTOPBIC IIAark aJirTOPUTMOB, ITPUBEIT IPHUMCEPHI.



5 6anuoB: SKSaMeHyeMHﬁ HE OCBETHII BOIIPOC, HO OTBCTHUJI HAa HABOJAIINUEC, YTOUYHAIOIIUE U
JOIMMOJTHUTECIIBHBIC BOIIPOCKHI, IIPHUBEJI OCHOBHEIC OIIPCACICHM A, HO HC IIPHUBEII HGO6XO,Z[I/IMBIG mpumMe-

PBL

0 6a10B: HE OTBETHII Ha BBI6paHHBIe UM BOITPOCHI 9K3daMCHA U YTOUYHAIOIIHUEC BOIIPOCHI 3K-
3aMcHaropa.

Chucox BOIIPOCOB JJIA HpOMe)l(yTO‘lHOﬁ arrecranmu:

1. OO0ume npuHIMNBL KpUntorpaguu. 3amuTa OT HECAaHKIMOHUPOBAHHOTO IOCTYIA.
OcHOBHBIE CIOCOOBI KPUIITOAHAIN3A IPOCTHIX MK(POB. M neanbHblii mudp.

2. Iudpp Bepnama. Jlemma o Teopernyecku croiikom mudpe. [Toroxossie mupsl.
ATaku Ha TOTOKOBBIC UG PHL. JIByXpa30BbIii OJIOKHOT.

3. [Tpumepst moTokoBbIX mHPpPoB. RC4 1 ero ys3BUMOCTH.

4. bezonacHOCTh MOTOKOBBIX TeHeparopoB. CTaTHCTUYECKUH TECT Al I'eHeparopa.
Kpunrorpaduueckoe ornpeaeneHue rnceBaociydaifHoro reneparopa.

S. [Tpuniun urepupoBanus. [loHsTne nceBrocay4yaiiHON (QyHKUIUM M ICEBAOCITyYaii-

Hoit nepecranoBku. [ludp DES. Onucanne crpykrypsl. Teopema o TpexpayHnoBoit cetu Deiicte-
T8l

6. HIudpp AES. Onucanue cTpyKTypbl W npuHIHIBE padotel. [lepebopHble ataku Ha
0J109HBIC TUDPHI.
7. [Toctpoerne GoYHBIX MIM(POB HA OCHOBE IMCEBAOCITyUYalHBIX reHepaTopoB. Ludg-

pOBaHUE HECKOJBKUX COOOIICHUH Ha OJHOM KJIFOYe. ATaka Ha OCHOBE BBHIOOPOYHOTO OTKPBITOTO
tekcTa. [Ipumep mmdpa HECTOWKOTO K aTake Ha OCHOBE BEIOOPOYHOTO OTKPBITOTO TEKCTA.

8. Cnyuaitnoe mmdposanue. Onnopaszosoe mudponanue. Pexxum CBC. Iludposanue
C TpeACKa3aHHbIM 3HaueHHeM Bekropa mHunuanuzamuu. CBC mist ogHOpazoBoro mudpoBaHUS.
Ha6ugka 6mokoB. Pesxxum CTR. CpaBuenue pexxumos CBC u CTR. Pexxum OFB.

9. Koapl ayrenTudukanuu coobmenuii. [loctpoeHue koaoB ayreHTH(HKAIMH OOJIb-
umx coobmenuii. Konctpykuuu CBC-MAC u NMAC. Ux s¢dextuBHOCTh. CXeMa aTaku C HC-
IIOJIb30BAaHNEM KOJUIU3HH.

10.  Koncrpykuus HMAC. IloctpoeHne Ko/10B ayTeHTU(PHUKAIMUA OOJNBIINX COOOIIEHUH.
MexaHu3Mbl HAOMBKU COOOILIEHUH.

11.  IloctpoeHue KOAOB ayTeHTH(PUKAIUN COOOLIEHUH M3 CTOMKHMX K KOJUIM3UAM (yHK-
M. ATaka Ha OCHOBE TapaioKca THEH POKICHUH.

12. Konctpykuus Mepkia-Jlamrapna juis nocrpoenus xem-gynkuuit. I[loctpoenne 6e3-
OMACHBIX CXKUMAIOIMUX QYHKIMI. Xen-QpyHKINY Ha OCHOBE OJIOYHBIX MH(POB.

13. Heob6xoaumocTh MpUMEHEHHsI ayTeHTHYHOro mudpoBanus. [IoHATHE 11E€T0CTHOCTH

mu@p-Tekcra. ATaka Ha OCHOBE BBIOOPOUHOr0 MU(P-TeKCTa. AYTEHTUYHOE MIH(PPOBAaHUS HA TPU-
Mepe mpotokona TLS.
14.  Cranpapt PKCSI1. Ataku Ha RSA. Ataka npu MajioM 3Ha4€HUHU 3aKPBITOTO KITF0Ya.

15.  3agaua auckperHoro sorapudmupoBaHus. Merton kimoueBoro obmena [luddu-
XemiMasa.

16.  IlpeoGpa3zoBanue Dnb-I'amans. llludposanue u co3nanue moAMUCH COOOIICHUH.

17. Cxewma [llamupa pazneneHus cekpera.

18.  Auropurm lIHOppa noka3aTenbCTBa 3HAHUS.

Paspaborumnk:




TOTeHT Kadenpsl anredpandeckux U HHGOPMAIMOHHBIX cucteM  Psberr JI.B.

[Iporpamma coctaBiieHa B coorBeTcTBuH ¢ TpeboBanusmu @I'OC BO no HanpaBieHHUIO MOATO-
toBkH 02.03.02 «PynmamenTanpHas uHGOpMaTHKa ¥ MHOOPMAIIMOHHBIE TEXHOJIOTUN» (YPOBEHb
OakanaBpuaTa), yTBEPKJICHHBINM MpUKa3oM MuHHCTEpCcTBa 00pa3oBaHus U Hayku Poccuiickoit ®e-
nepauuu ot 23 aBrycta 2017 r. N 808, 3apeructpupoBanHbslii B MuHtocte Poccun «14» ceHTs0ps
2017 r. Ne 48185 ¢ u3MEHEHUSIMH U IONOJHEHUSIMHI C U3MEHEHUAMA U JOIIOJIHEHUAMHU OT: 26 HOS0-
ps1 2020 1., 8 pespans 2021 .

[IporpamMma paccmoTpeHa Ha 3acefaHuu kadeapsl AnreOpandyeckux U UH(OOPMALMOHHBIX CH-
ctem UMUT UT'Y «04» anpens 2023 .
ITpotokon Ne 9 3aB. kadenpoii [TanTenees B..

Hacmosuwyas npoepamma, ne modxcem 6vimv 60Cnpoussedena Hu 8 Kakou gopme be3 npeo-
BAPUMENLHO20 NUCLMEHHO20 PA3PEUeHUsl Kapeopbl-paspadbomuura npocpamml.



