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1. IEJM U 3AJAYU JUCHUITJINHBI

Hean

O3HaKoMJICHHE CTYJEHTOB C OCHOBAMHU KPHUNTOTpaguu U OCHOBAMH OOECIICUEHUS 3aIlUTHI
uH(opManny, GOpMUPOBAHUE NMPAKTUIESCKUX YMEHHH M HaBBIKOB IpU paboTe ¢ KpHnTorpaduye-
CKUM NMPUMHUTHBAMH, (POPMUPOBAHHE KIFOUEBBIX TPOPHILHBIX KOMIETECHIIUH.

3agauu.

— JaTh CIeNHaTbHbBIC 3HAHUS 110 JUCIUILIUHE,
— JOCTHYb JIOCTaTOYHOT'O YPOBHS 3HAHUH MO KPUNTOTPAPHUECKUM METoJaM oOecredeHus
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;
— c(hOopMHPOBATh y CTYJICHTOB MPAKTUYECKNE HABBIKK PaOOTHI CO CPEICTBAMU 00CCIICUCHUS
Kpunrorpaduyeckoir 6e30MacHOCTH.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

2.1. YueOHas pucumiuiiHa (MOJYJIb) OTHOCHTCS K 4YacTH MPOrpaMMebl, (hopmupyemoin
Y4aCTHHKaMU 00pa30BaTeNbHbIX OTHOIIECHUH, U U3y4aeTcsl Ha TPEeTheM Kypce.

2.2. JIns u3y4eHus: NaHHON y4eOHOW NMCIMILIMHBI (MOIYJIs) HEOOXOIUMBI 3HAHHS, YMEHHS
U HaBbIKH, chopMuUpoBaHHble auciumuHaMu: [Iporpammupoanue, Teopus BeposTHOCTEH U Ma-
TEMaTH4YECKasi CTAaTUCTHKA, JIUCKpeTHAs MaTeMaTHKa.

2.3. Ilepedenp nocnenyromux y4eOHBIX AUCLMILUIMH, Ul KOTOPBIX HEOOXOJUMBI 3HAHMUS,
YMEHHUS ¥ HaBBIKH, (OpMHUpyEMbIE TaHHOW yuyeOHOW MUCHMIUIMHON: BhimyckHas KBamuQuKamoH-

Has pabora.

3. TPEBOBAHWUS K PE3YJIbTATAM OCBOEHUSA JUCLHUITJIMHBI

IIponiecc ocBoeHMs AMCLUIUIMHBI HalpaBieH Ha (JOPMUPOBAHHE KOMIIETEHIMH (3JIEMEHTOB
cnenyromux kommnereHuuii) B coorBeTcTBur ¢ ®PI'OC BO 1o cooTBeTcTBYIOLIEMY HalpaBiICHUIO

HOArOTOBKH.

Ilepedyens nuIaHNpyeMbIX pe3yJIbTATOB 00y4YCHHS MO0 JHCHUIINHE (MOAYJIIO),
COOTHECEHHBIX C HHIAMKATOPAMH JOCTHKEHUS] KOMIIeTeHIUH

HNuauxkaropsl
Komnerennus . PesynbTaTnl 00y4eHus
KOMIIeTeHI Ml
[TK-3 CnnocobHOCTh MOHU- MK nx3.1 3HaeT COBpEMEHHbIE KpUIITOrpa-
MaTh ¥ IPUMEHSATH B HAy4HO- | CrocoOeH MOHMMAaTh cOBpe- | pUuecKue CTaHAapThl CUMMET-
WCCIIEIOBATENILCKOW U MPHU- MEHHBIN MaTeMaTUYECKUH | pUYHBIX U ACHMMETPUYHBIX CH-

KJIaJTHOM NEATEIIBHOCTH CO-
BPEMEHHBIN MaTEMaTUYECKUN
arnmnapar, TEOPETUYECKUE OC-
HOBBI UH(OPMATUKU

anmapar M TEOpETHYECKHE
OCHOBBI UH(OPMATUKHI

cTeM
Ymeer onpeneniars BO3MOKHOCTb
MPUMEHEHUS KPUNTOrpadhuuecKux
CTaHJAPTOB IS PEIICHUS] TEKYy-
e 3aJa49u.

Brnaneer HaBBIKAMH  BBISIBIIEHHS
yrpo3 0e30MacHOCTH MPU UCIIOJIb-
30BaHHUH Kpunrorpaduaeckux
CTaHJapTOB

MK nks.2

CriocobeH  mpUMEHSATh B
Hay4YHO-UCCIEA0BATEIbCKON
U NPUKITAJHON J1eATebHOCTH
COBPEMEHHBIN  MaTeMaThye-

3HaeT yCTPOMCTBO COBPEMEHHBIX
KpUNTOrpagUueckux CTaHAapTOB
CUMMCTPUYHBIX W aCHUMMETpUY-
HBIX CHCTEM, NPUKIATHBIX KpHUII-
Torpadu4ecKix MPOTOKOJIOB.




CKMH anmapar

YMeeT aHanu3upoBaTh COBPEMEH-
Hble KpuUITorpaduyeckue CTaH-
JapThl CUMMETPUYHBIX U aCHM-
METPUYHBIX CHCTEM, MPUKIATHbIC
KpUNTOTrpauuecKue IMPOTOKOIBI
Ha HaJIW4Me YsA3BUMOCTEH C IO-
MOILbI0O COBPEMEHHOI'O MaTema-
TUYECKOTO armnapara.

[IK-4 CnocoGHOCTh TIOHH-
MaTh U NPUMEHSTh B HAy4YHO-
UCCIIEIOBATEIICKOW U IIpH-
KJIaJHOW JIEATEeJIbHOCTH CO-
BpPEMEHHBIE SI3BIKU IPOTrpam-
MHUpPOBaHMUS U IPOrpaMMHOE
oOecrnieueHue; OonepaluoHHbIE
CHCTEMBI U CETEBBIE TEXHOJIO-
THH; IPAMEHSTH allTOPUTMBI U
CTPYKTYpbI JIaHHBIX IIPU Pa3-
paboTKe MpOrpaMMHBIX pe-
LIEHUU

WK k4.1

CrniocoGeH TOHMMATh COBpe-
MEHHBIE SI3BIKH IPOrPaMMHU-
pOBaHMA M  TIPOrpaMMHOE
oOecrnieueHue; onepaloHHbIe
CHCTEMBI M CETEBbIC TEXHOJIO-
THH

3HaeT MNpOrpaMMHbBIE OOBEKTHI,
pealM3ylomuye  Kpurrorpaduye-
CKHE CTaHAAPThl CHUMMETPHYHOTO
¥ aCUMMETPUYHOTO IIH(PPOBaAHUS
Ymeer onpeaensaTs IMOCIEN0Ba-
TEILHOCTh TMPUMEHEHUs OnOIHOo-
TEYHBIX METOJOB JUIsl peaan3aiuu
MPHUKJIAIHBIX KPUNTOrpaHuecKux
QJIITOPUTMOB.

MK k43

CriocobeH NpUMEHSTh alro-
PUTMBI U CTPYKTYPbI JaHHBIX
npu pazpaboTKe Hporpamm-
HBIX PEIICHUI

3HaeT MPUHIUIBI UCTIOIH30BAHUS
OMOJMOTEYHBIX METOJOB W KPHII-
TOIIPOBANAECPOB.

YMeeT NPUMEHSTh MPOrpaMMHBIC
OOBEKTHI M KPHUITOIPOBAUIEPHI
JUTS pealIi3aliy MPHI0KESHUH
Brnageer mpuemMaMu WMCHOIB30Ba-
HUS KpHUITOrpaduIecKuX MPUMH-
TUBOB TpH  pa3pabdOTKe Tpo-
IpPaMMHBIX PEIICHUH




4. COIEPKXAHMUE U CTPYKTYPA JUCIUIIJINHbI

O0BeM TUCHUIUTMHBI COCTABIISIET 5 3a4eTHBIX enuHull, 180 gacoB, B TOM 4uciie 35 4acoB Ha KOHTPOJIb, TPAKTUUYECKas MMOATOTOBKA 32.

®dopma NpOMEKYTOUHON aTTeCTaluu: 6 CEMECTP - IK3aAMEH.

4.1. COIAEPKAHUE JUCHUILVIMHBI, CTPYKTYPUPOBAHHOE IO TEMAM, C YKASAHUEM BH/10B YYEBHBIX 3A-
HATUM 1 OTBEJAEHHOI'O HA HUX KOJIMYECTBA AKAJJEMUYECKHUX YACOB

Buasbl yueOHoi#i paboThl, BKJIIOYASI CAMOCTOSI-
TeJbHYI0 Pa00Ty 00y4al0IIMXCHA U TPYA0eM-
KOCTbH (B yacax)

DopMBbI TEKY-

Ne g KourakTHas padoTa npenogaBa- L 4 11ero KoH-
I /;1 Pa3nea aucuMmIMHbLI/ TEMBbI “E’ TeJs ¢ 00y4aloIuMucs q:a g é TPoOJisl ycrneBa-
S Cemunap- E L§ §. emocTn
ckue (mpak- | Kontpoas | 2 & =
Jlexuuu S =g
THYeCKHe | 00y4YeHMs z s =
3aHSTUA) @}
1 | Tema 1. ba3oBbie moHsATHS KpUNITOrpadhun 6 2 2 0,6 3 2 1a0.
2 | Tema 2. CUMMETPUYHBIE KPUTITOCUCTEMBI 6 2 2 0,6 3 2 1a0.
3 | Tema 3. [ToTounble mHUQpHI 6 2 2 0,6 4 2 TECT
4 | Tema 4. briiounoe mudpoBanue 6 4 4 1,2 6 4 1ab.
5 | Tema 5. Pexxumsbl mmdpoBanus 6 4 4 1,2 6 4 TECT
6 | Tema 6. Kogpl ayTeHTH(UKAIIMN COOOIIEHMIA 6 2 2 0,6 4 2 1a0.
7 | Tema 7. Xewm-pyHKIIUN 6 2 2 0,6 4 2 TeCT
8 | Tema 8. CranaapTsl ayTEHTUYHOTO MIU(PPOBAHUS 6 4 4 1,6 8 4 1a0.
9 | Tema 9. AnropuT™MBI OOMEHa KITFOYaMHU 6 2 2 0,6 4 2 11a0.
10 | Tema 10. Metox kmogeBoro oomena Jnpdu-Xenmmana 6 2 2 0,6 7 3 1a0.
11 | Tema 11. [IpeobpazoBanue RSA 6 2 2 0,6 6 2 1a0.
12 | Tema 12. IIpeobpazoBanue Dnb-I"amans 6 2 2 0,6 6 2 1ab.
13 | Tema 13. [IpuknagHble adrOPUTMBI KpUTITOTpadUH 6 2 2 0,6 10 | 4 1a0.




HToro

yacoB

I

32 |

10 | 106

4.2. TIJIAH BHEAYJIUTOPHOM CAMOCTOSTEJBHOMN PABOTHI OBYYAIOIUXCA MO JUCIUILIVHE

OHHBIX 00pa30BaTENILHBIX TEXHOJIOTHH (4Yac)

CamocTosiTeqibHasi paboTa 00y4alonuxcs YuebHo-
MeTOANYeCKOe
Ce- Cpokn 3atpatel | Ouenounoe cpen- A
Ha3Banue pa3nena, TeMbl Bua camocrosi- obecmevenne ca-
MecTp . BBINOJIHE- | BpeMeHH CTBO N
TeJbHOM PadoThl MOCTOSITEJILHOI
HUA (uac.)
padoThl
1-s1 monoBu- YMO pacmnonoxeHo
Ha Kypca + B MOC Domic nHa
6 |CuMMeTpuYHBIC AITOPUTMBI IU(PPOBAHKS YWJITUH P 36 Tect
IIOATrOTOBKAa CTpaHHUIIC KypcCa
K OK3
1-s1 monoBu- YMO pacmnoio-xeHo
o Ha Kypca + B MOC Domic Ha
6 |OOecneueHne 1EITOCTHOCTH COOOIIEHUI YWITUxn 24 Tect
IIOATrOTOBKa CTpa-HULIC KypcCa
K OK3
2-5 IOJIOBU- YMO pacmnono-xeHo
Ha Kypca + KontposnbHas | B HMOC Domic na
6  |ANTOPUTMBI C OTKPBITHIM KIIFOUOM YWNITUH P 46 P
MOATOTOBKA pa60Ta cTpa-HUILE Kypca
K DK3
OO011ast TPYZA0EMKOCTh CAMOCTOSITENIbHOW pabOThl IO AMCHUILIMHE (Yac) 106
W3 HUX 00bEeM CaMOCTOSITENILHON pabOThI C UCIIOJIL30BAHUEM DIIEKTPOHHOTO OOyUEHUS U TUCTAHIIH- 106

4.3. COIEPKAHHUE YYEBHOI'O MATEPHAJIA

Pa3nes 1. CumMeTprYHBIC AJITOPUTMBI K (PpOBaHNS
Tewma 1.

ba3oBble nousATUs Kpuntorpaduu

O6H_II/IC MPUHIUIIBI 1 MOJCJIN. 3aH_II/ITa OT HCCAHKIITMOHUPOBAHHOT'O JOCTYIIA. ITonsTue xmroya. H_[I/I(I)pOBaHI/IC " KOJAUPOBAHHC. KpI/IHTOCI/ICTeMLI. Hcto-

pus kpunrorpaduu. Hudp npocroit 3amenst. Hludp Lesapsa. udp BeprukansHoii nepecranoBku. ['aMMmupoBanne. OCHOBHBIE CIIOCOOBI KpUIITOAHA-
au3a npocThIX mudpos. aeansHbIi mudp.

Tema 2.

CUMMETpHUYHBIE KPUIITOCUCTEMBI

HIudp Bepuama. Jlemma o Teopernyecku ctoiikom mudpe. [loTokoBeie mudpsl. ATaku Ha MOTOKOBBIE MIU(PHL. J{Byxpa3oBblit 010kHOT. [Ipumep ys3-
BUMocTH B npoTokoiie. 802.11b WEP. Bo3moskHble ynmydieHus mpoToKoJa.




Tewma 3. [ToTounbie MU pI

[Tpumeps! moTokoBeIx muppoB. RC4 u ero ys3zsumoct. CSS u ero ys3sumoctu. eStream. be3onacHOCTh MOTOKOBBIX reHepaTopoB. CTaTUCTHUECKUI
TecT Ji1s reHeparopa. Kpunrorpaduueckoe onpenenenue nceBaociydaitnoro reaepatopa. CemaHTHuecKu 6€30MacHbli moTokoBbIH mudp. [Ipumepsr
TaKuX IIHQPOB.

Tewma 4. biiounoe mudpoBanue

[Mpuanun urepuposanus. [lousTHE ceBroOCTydaiiHON QyHKIMK U TiIceBAoCTyYaitHOi nepectaHoBku. [lIudp DES. Onucanue ctpykrypsl. Teopema o
TpexpaynaoBoi cetu deticrens. [ludp AES. Onucanne cTpykTypbl U IpuHIKIBI padoThl. [lepebopubie aTaku Ha 61ounble mmdpsl. [Ipodiaema DES.
Tpoitnoii DES. Ataka metogoMm BcTpeun nocepenune. [lepebopHsie ataku Ha 6104uHbIe dpsl. [Ipodnema DES. Ataku Ha Gnounsie mmdpsl yepes
YTEYKH 10 MOOOYHBIM KaHaJIaM. ATaKi Ha OCHOBE 0TKa30B. JInnelinbiit kpunroHananu3 DES (ocroBubie uaen). [lupp 'OCT 28147-89 u ero undpa-
CTPYKTYpa.

Tewma 5. Pexxumbl mudpoBaHus

[TocTpoenue 6;109HBIX MIU(PPOB HA OCHOBE MCEBAOCTyUYaiHBIX TeHepaTopoB. [lnppoBaHre HECKOIBKUX COOOIICHUH Ha OTHOM KJTIfo4e. ATaka Ha OCHO-
B€ BEIOOPOYHOT0 OTKPHITOro TekcTa. [Ipumep mmdpa HECTOMKOTo K aTake Ha OCHOBE BEIOOPOYHOTO OTKPBITOro Tekcta. CiyyaitHoe mudposanue. Of-
Hopa3zoBoe mudposanue. Pexxum CBC. lludpoBanue ¢ npenckazaHHbIM 3HaUeHHEeM BekTopa nHALmanu3anuin. CBC mist ogHopazoBoro mmdpoBaHus.
Hab6uska 6510k0B. Pexxum CTR. CpaBuenue pesxkxumoB CBC u CTR. Pexxum OFB.

Pa3znea 2. Ob0ecnieueHne eJIOCTHOCTH COOOIEHUH

Tema 6. Koner ayreHTH(GHUKAINN COOOIIEHUI

Konp! ayrenTudukammu cooduennit. [locrpoenue koo ayreHTHGukanuu Oonpmx coodmenuit. Konerpykuuun CBC-MAC u NMAC. Ux 3¢ dek-
TUBHOCTh. Cxema ataku ¢ ucnoib3oBanuem kousuit. Konctpykius HMAC. Tloctpoenue kogoB ayTeHTU(PHUKAIIMN OOJIBITUX cO00mennii. MexaHu3-
Mbl HaOuBKH coobuennit. Konctpykimu CMAC, PMAC, onnopa3zossiit MAC.

Tema 7. Xew-pyHKIuu

[TocTpoenne k0/10B ayTEeHTU(UKAIIMH COOOIIEHUN U3 CTOMKUX K KOJUTM3HMIM (DyHKIMH. ATaka Ha OCHOBE Mapajiokca JHel poxkaeHuil. Konctpykuus
Mepxna-Jlamrapaa aiig noctpoenus xem-¢gyHkuui. [loctpoenue 0e3onacHbIx cxuMaronmx GpyHkuuid. Xem-(yHKIMN Ha OCHOBE OJIOYHBIX IIU(POB.
Tema 8. CtannapThl ayTEHTUYHOTO HIM(DPOBAHUS

HeobOxonuMocts npumeHeHus ayTeHTUYHOro mudposanusd. [lonstue nenoctHocTr mu@p-Tekcra. ATaka Ha OCHOBE BBIOOPOYHOTO MIM(PP-TEKCTA.
AytenTnuHoe mudposanus Ha npumepe nporokona TLS. [TocTpoenue cxem ayTeHTUYHOTO MK (POBAaHUS U3 OJIOUHBIX MU(PPOB U KOAOB ayTeHTU(DU-
Kauuu coobmennit. CTaHnapThl ayTEHTUYHOTO MHU(poBaHUs. ATaKi Ha CXEMbI ayTEHTHYHOTO MH(PpoBaHus. ATaka Ha OCHOBE aHalli3a HAOUBKH CO-
o0ILeHHMS.

Pa3nes 3. AIropuT™MBI € OTKPBITHIM KJII0YOM

Tema 9. AnropuT™Mbl 0OOMEHA KITFOYaMH

Pacnpenenenue kmoueit mupposanus. [Iponenypsr oOMena kimodamu. OO1iee BBeIGHNE B TEOPUI0 ACHMMETPUYHBIX KpUNITOCUCTEM. D((HeKTUBHBIE
QITOPUTMBI BO3BE/ICHUS B CTENEHb. AJTOPUTMBI (pakTopu3anuu 601bmux yucen. [lonstue GpyHKIuu ¢ 1a3elKou.



Tema 10. Meton kiroueBoro oomena uddu-Xenmana
[IpoToko: KIr04YeBOro 0OMeHa JijIsi HeCKOJIBKUX y4acTHUKOB. HexoTopsie Mmoaudukanmuy Metoaa. OTHOCTOPOHHSS TeHEpalus Kiitoya. 3aiaqa Juc-
KpPETHOro JorapuMupoBaHusl.
Tema 11. [IpeobpazoBanue RSA
YerpoiictBo RSA. DddexkruBHocTh peanusanun. Kpunrocroitkocte RSA. Bapuanter crannaptoB PKCS1. Ataku Ha kpuntocuctemy RSA. ATtaka Ha
ocHoBe 00miero RSA mosyns. ATaka Ha OCHOBE MaJOro 3HaUY€HHs 3aKPBITOTO KIII0Ya.
Tewma 12. IIpeoOpazoBanue Dib-1"amarns

Brruncnenue u nposepka noanucu. [ludposanue u nemmdpposanue. IphekTuBHOCT peannzanui. OCOOEHHOCTH UCTIONb30BaHMUS CEAaHCOBOTO KITIOYa.
[TpakTrueckoe npuMeHeHue npeodpazoBanus Jib-I'amans g 3a1a4u J0Ka3aTeIbCTBA 3HAHUSI.
Tema 13. [IpuxnagHele aaropuT™Mbl Kpunrorpapuu
[ToporoBeie cxembl pazaeneHus cekpera. Cxema [llamupa paznenenus cekpeta. Jloka3zaTenbCcTBO C HyJI€BBIM pas3rialleHueM. AJITOPUTM Ha OCHOBE
nzomopdusma rpados. IIporokon IHOppa.

4.3.1. IlepeyeHb cCEeMUHAPCKUX, MPAKTHYECKUX 3aHATHII U JIJaDOPATOPHBIX PadoT

Ne | Ne pazpesna u| HaumeHoBaHHMe CEMUHAPOB, IPAKTHYECKUX U J1a00PATOPHBIX pa- TpyaoemkocTb OueHouyHbie dopmupyemMble
n/H TeMbI oot (uac.) cpeacTsa KOMIIeTeHIIUHU
Bcero N3 anx (MHIMKATOPBI)*
4acoB |MpaKTH4Ye-
cKasi
MoJAroToB-
Ka

1 2 3 4 5 6 7

1 Tema 1. Ba3oBble noHsATHS KpunTorpaduu 2 2 ITposepka naboparoproii |[[1K-3.1, TIK-3.2,
paboThl TIK-4.1, I11K-4.3

2 Tema 2. CUMMETpHUYHBIE KPUIITOCUCTEMBI 2 2 ITposepka nmabopatoproit [I1IK-3.1, TIK-3.2,
paboTst I1K-4.1, TIK-4.3

3 Tewma 3. ITotounsie mudpo 2 2 IMposepka maboparopuoit |ITK-3.1, TIK-3.2,
paboTsl IK-4.1, TIK-4.3

4 Tewma 4. briounoe mudpoBanue 4 4 ITposepka mabopatoproit (I1IK-3.1, IIK-3.2,
paboTst I1K-4.1, T1IK-4.3

5 Tema 5. Pesxumsl mndpoBanus 4 4 ITposepka maboparoproii [[TK-3.1, TIK-3.2,
paboTsl IK-4.1, TIK-4.3

6 Tewma 6. Koapr ayTeHTHDUKAIIME COOOIIEHUI 2 2 ITposepka mabopatoproit (I1IK-3.1, IIK-3.2,
paboTst I1K-4.1, I1K-4.3




7 Tema 7. Xem-pyHKumun 2 2 [Iposepka naboparopuoii [[1K-3.1, TIK-3.2,
paGoThI I1K-4.1, I1K-4.3

8 Tewma 8. CTaHIapThl ayTEHTHYHOTO MH(QPOBAHUS 4 4 IIposepka maboparoproi [[IK-3.1, IIK-3.2,
paboTsl I1K-4.1, TIK-4.3

9 Tema 9. Anroput™Mbl 0OMEHa KIFOYaMU 2 2 ITposepxka naboparopnoii |[1K-3.1, TIK-3.2,
paGoTh I1K-4.1, I1K-4.3

10 Tema 10. Meton kimoueBoro oomena Juddu-Xenmana 2 2 ITposepka mabopatopuoit ([TIK-3.1, TIK-3.2,
paboTsl I1K-4.1, TIK-4.3

11 Tema 11. [IpeoOpazoBanue RSA 2 2 [Iposepka naboparopuoii [[1K-3.1, TIK-3.2,
paGoTh I1K-4.1, I1K-4.3

12 Tewma 12. IIpeobpazoBanue Dmb-1 amans 2 2 I[Tpoeepka maboparoproi [ITK-3.1, TIK-3.2,
paboTHI I1K-4.1, T1K-4.3

13 Tewma 13. [Ipuknanusie aarOpUTMbI KpUIITOTpaduH 2 2 [Iposepka naboparopuoii [[IK-3.1, TIK-3.2,
paGoThI I1K-4.1, I1K-4.3

Bcero 32 32

4.3.2. llepedyeHb TeM (BOMPOCOB), BLIHOCHMbIX HA CAMOCTOSITEIbHOE H3YUeHHe CTYJIEeHTAMH B PaMKaxX caMoCTosiTeIbHO# padoTsl (CP)

«He npexycmotpeHO».

4.4, METOJIUYECKHUE YKA3ZAHUSA IO OPTAHU3AIIUN CAMOCTOSTEJIbHOM PABOTHI CTYJIEHTOB

CamocrosTenbHas paboTa CTYJEHTOB BceX (OpPM U BHJIOB OOyUEHUS SBISETCS OJHUM U3 00s3aTeNbHBIX BHJIOB 00pa30BaTENbHON JesTeabHO-
CTH, oOecrieunBarole peaausanuio TpedoBannii denepaibHBIX TOCYJAPCTBEHHBIX CTaHAAPTOB BhICcIIEro oOpazoBanus. CoriacHO TpeOOBaHUAM HOP-
MaTHUBHBIX JJOKYMEHTOB CaMOCTOSITeNIbHAs paboTa CTY/A€HTOB SIBIII€TCS 00513aTeIbHBIM KOMIIOHEHTOM 00pa3oBaTeIbHOIO Mpoliecca, Tak Kak oHa o0ec-
MNEYMBACT 3aKPCIICHUC MMOJTYyYaCMbIX Ha JICKIIMOHHBIX 3aHATUAX 3HAaHUH MyTeM HpI/I06pCT€HI/I$I HAaBBIKOB OCMBICJICHUA U paCHIMPCHUA UX COACPIKAHMA,
HaBBIKOB PEIICHUs aKTyalbHbIX Npo0iaeM (GopMUpPOBaHMs OOLIEKYJIbTYPHBIX M NMPO(ECCHOHAIBHBIX KOMIETEHIUH, HayYHO-UCCIIE0BATENLCKOM Jes-
TEIbHOCTH, IOJITOTOBKU K CEMHHapam, J1adopaTOpHbIM padoTaM, caue 3a4€TOB U dk3aMeHOB. CaMocTosTeNlbHAs paboTa CTYIEHTOB IPEICTABIISET CO-
0011 COBOKYITHOCTb ayJJUTOPHBIX M BHEAYIUTOPHBIX 3aHATHH U paboT. CamocTosTebHAs paboTa B paMKax 00pa30BaTeIbHOTO MPOIecca B By3€ pelaeT
CIIeyIOIINE 3a/1a4H:
— 3aKpeIUIeHUE U pacllipeHre 3HaHUM, YMEHUH, MOJYyYeHHBIX CTY€HTaMM BO BpeMs ayJUTOPHBIX U BHEAyAUTOPHBIX 3aHATHI, IpeBpalleHue
UX B CTEPEOTHIIBl YMCTBEHHON U (PU3NUYECKON JeSITENbHOCTH;

- HpI/IO6pCTeHI/IC JIOTIOJTHUTEIbHBIX 3HAaHWM 1 HABBIKOB M0 JUCIUILINHAM yqe6Hor0 IJ1aHa,

— (opMHUPOBAHKE U PA3BUTHE 3HAHUN U HABBIKOB, CBSI3aHHBIX C HAYYHO-HCCIICIOBATEIHCKON JACATEHHOCTHIO;
— pa3BUTHE OPUEHTAIIUU U YCTAHOBKH Ha KAYECTBEHHOE OCBOSHHE 00Pa30BaTEeIbHOM MPOTPAMMBI;

— Pa3BHUTHUEC HABBIKOB CAMOOPTaHHU3allH;

- (I)OpMI/IpOBaHI/IC CaMOCTOATCIbHOCTHU MBIIIJICHU A, CIIOCOOHOCTH K CaMOpPAa3BUTHUIO, CAMOCOBCPILICHCTBOBAHUIO U CaMOPCAJIN3allnuu,




— BbIpa0OTKA HAaBBIKOB 3()()EeKTUBHON CaMOCTOATENILHON MPO(pECCHOHATIBHON TEOPETUUECKOM, IPAKTUYECKON U y4eOHO-NCCIIeI0BAaTENbCKOM Jie-
SITEJIBHOCTHU.

IToaroroBka k jgexkuuu. KauecTtBo 0CBOEHUs COJEpKaHUsI KOHKPETHOM IUCLMITIIMHBI MPSMO 3aBUCUT OT TOTrO, HACKOJIBKO CTYAEHT caMm, 0e3
BHEIIIHETO NPUHYXACHUS (GOpMUpPYET y ceOs YCTAaHOBKY Ha MOJIYYEHHE Ha JIGKIMAX HOBBIX 3HAHUH, TOTONHSAIONUIMX YK€ UMEIOIINECs 1O TaHHOH! JIHC-
LIUIUIMHE. Bpems Ha MOArOTOBKY CTYJEHTOB K JIByX4acCOBOM JIEKIIMM 110 HOpMAaTHBaM cocTasisieT He MeHee 0,2 gaca.

IToaroroBka Kk NpakKTHYECKOMY 3aHATHIO. [I0Ar0OTOBKA K IPAKTUYECKOMY 3aHATHUIO BKIIKOYACT CJIEIYIOLIUE HIEMEHTBI CAMOCTOSATEIBHOMN Aes-
TENBHOCTHU: YETKOE NPEACTABICHUE LICJIN U 3a/1a4 €r0 IPOBEJCHMS; BBIICICHUE HABBIKOB YMCTBEHHOM, aHAJIMTUYECKOM, HAYYHOU EATEIbHOCTH, KOTO-
pbI€ CTAaHYT pe3yJIbTaTOM IMpeACTOsIIell paboThl. BbeipaboTKa HaBBIKOB OCYIIECTBISIETCS C MOMOIIBIO MOTYYSHHUs HOBOM MH(POPMALUU 00 M3ydaeMbIX
IIpoLeccax U ¢ MOMOUIBIO 3HaHUA O TOM, B KAKOW CTEIICHU B JAHHOE BPEMs CTYJIEHT BIIaJeeT METOJaMHU HCCIIEN0BATEIIBCKON JEATEIIBHOCTH, KOTOPBIMH
OH CTaHET MOJIb30BAThCS HA MPAKTUYECKOM 3aHATHH. [10Ar0TOBKA K MPAaKTUYECKOMY 3aHITHIO HepenKo TpeOyer moadopa MaTepHuaia, JAHHBIX U CIe-
[IUAJIbHBIX UCTOYHHUKOB, C KOTOPBIMU MPEACTOUT yuyeOHas pabota. CTyJEHThI TOJKHBI I0Ma MOATOTOBHUTH K 3aHATUIO 3—4 mpumepa (GpopMyJInpoBKU
TEMBI HUCCIIEIOBAHUS, PEACTABICHHOTO B MOHOTpausIX, HAyYHBIX CTAThAX, OTYETAX. 3aT€M OHHM CaMOCTOSTEILHO OCYIIECTBISIOT IMOMCK COOTBET-
CTBYIOLIMX MUCTOYHHUKOB, ONPEACIAIOT aKTyaJIbHOCTh KOHKPETHOI'O MCCIIEJOBAHUS MIPOLIECCOB U SIBJICHUH, BBIJICNIAIOT OCHOBHBIE CIIOCOOBI JOKa3aTeb-
CTBa aBTOpPAaMU Hay4HbIX padOT LIEHHOCTHU TOTrO, YEM OHHU 3aHUMarOTCs. B Xole caMoro mpakTHUeCKOIo 3aHSTHUsI CTYJEHTHI CHadajga IpeICTaBIIsIOT
Haii/leHHble UMM BapUaHThl (POPMYJIMPOBKH aKTyaJIbHOCTH HCCIEI0BaHUSA, OOCYXIal0T UX U 0OOCHOBBIBAIOT CBO€ MHEHHME O HaMJIy4llleM BapHaHTeE.
BpeMs Ha NOATrOTOBKY K MPAaKTUYECKOMY 3aHSATHUIO [0 HOPMAaTHBaM cocTasisieT He MeHee 0,2 yaca.

IToaroroBka K KOHTPOJIbHOI padote. KoHTponbHas paboTa Ha3HAYaeTCs OCIE U3YUYEHHUs ONPEAEICHHOT0 pasjiesna (pa3/ienoB) AUCHUILIUHbBI
U IIPEJICTABISIET COOOM COBOKYIHOCTh Pa3BEPHYTHIX MUCbMEHHBIX OTBETOB CTYJIEHTOB Ha BOIIPOCHI, KOTOPbIE OHM 3apaHee M0JIydaroT OT IpernoaaBare-
as1. CaMocTosITeNIbHAs MOATOTOBKA K KOHTPOJIBHOW padoTe BKIOYAeT B ce0sl: — M3yueHHE KOHCIEKTOB JIEKLMH, pacKphIBAIOIIMX MaTepuall, 3HaHUe
KOTOPOT0 MpOBEpsIETCS KOHTPOJIbHOM paboTol; MOBTOPEHHE YUeOHOro MaTepuaia, oJy4YeHHOTo MPpHU MOATOTOBKE K CEMUHAPCKUM, MPAKTUYECKUM 3a-
HATHSAM U BO BPEMS UX MPOBEIECHUS; U3YYCHUE TOMOJHUTEIBHON IUTEPATYPBI, B KOTOPOU KOHKPETU3UPYETCS COACPIKaHUE IIPOBEPSAEMBIX 3HAHUH; CO-
CTaBJICHHE B MBICICHHOW (OpME OTBETOB Ha IOCTaBJIECHHbIE B KOHTPOJBHOM paboTe BOIpPOCH]; (JOPMUPOBAHHME MCUXOJOTMYECKOM YCTAaHOBKH Ha
yCIIEIIHOE BBITIOJIHEHUE BCEX 3a/laHui. Bpemst Ha MOAroToBKY K KOHTPOJIBHON paboTe 1o HOpMaTHBAaM COCTaBIISET 2 Yaca.

IMoaroroBka k 3xk3amMeny. CaMocTosITeNIbHAs OJrOTOBKA K SK3aMEHY CX0’Ka C IOJIMOTOBKOM K 3a4eTy, 0COOEHHO eclid OH AU QepeHnpoBaH-
HbIi. Ho 00beM yuebHOro marepuasna, KOTOPbIA HY>)KHO BOCCTAHOBUTH B MaMSTH K 9K3aMEeHY, BHOBb OCMBICIMTD U MOHSTh, 3HAYUTEIBHO OOJIbIIE, 110-
3TOMYy TpeOyeTcst 60Jbllle BPEMEHU U YMCTBEHHBIX YCUIMM. BaxHO copMUpoBaTh LIEIOCTHOE MPECTABIEHUE O COIEP)KAHUM OTBETA Ha KaXKJIbIil BO-
pOC, YTO MpPEAroiaraeT 3HaHue Pa3HbIX HAYYHBIX TPAKTOBOK CYIIHOCTH TOTO MJIM MHOTO SIBJIEHUS, IPOLIEcca, YMEHHUE PACKPBIBATh (DaKTOPHI, ONpe/e-
JSIOUIME UX TIPOTUBOPEYMBOCTD, 3HAHNE UMEH YUEHbIX, U3Y4aBIIUX o0Ccykaaemyto npodiemy. Heo6xoammo Takke nmpuBecT HHGOPMALIMIO O MaTepu-
ajax dSMIIMPUYECKUX UCCIIENOBAaHUM, YTO YKA3bIBAET HA BCECTOPOHHIOIO IOATOTOBKY CTYACHTA K dK3aMeHy. BpeMsl Ha MOArOTOBKY K 9K3aMEHY I10 HOP-
MaTHBaM COCTaBJsieT 36 4yacoB A1 OaKaiaBpOB.

B ®BI'OY BO «UI'Y» opranusanus caMOCTOSITEIbHOW pabOThl CTYJEHTOB perjaMeHTHpyercs: [lojgoxeHneM o caMOoCTOsTeNIbHOW paboTe cTy-
JIEHTOB, IPUHATBIM Y4ueHbIM coBeToM UIT'Y 22 urons 2012 r.

4.5. INPUMEPHASA TEMATHUKA KYPCOBBIX PABOT (ITPOEKTOB)

«He npeaycMoTpeHo».



5. YYEBHO-METOJUYECKOE U UHO®OPMAIIMOHHOE OBECHEYEHUE
JUCHUILIMHBI (MOLYJIS)

a) nepevyeHb JUTEPATYPbI

1. Jlock, A. b. Kpuntorpaguueckue METOIbI 3aIIUTH HH(OPMAIMU JJIS1 H3YHaIOIIUX KOMIIBIOTEP-
HY10 0€301acHOCTh : yueOHUK /s By30B / A. b. Jlock, A. FO. Hecrepenko, M. 1. PoxxkoB. —
2-e u31., ucnp. — Mocksa : M3parensctBo FOpaiit, 2022. — 473 ¢. —ISBN 978-5-534-12474-
3. — Texkcrt : anekTponnsIit // O6pa3oBatenbHas argopma KOpaiit [caiit]. — URL:
https://urait.ru/bcode/489242.

2. Brenenue B kpunrorpaduro [Tekct] : Hayunoe u3nanue / pen. B. B. Amenko. - 4-e u3z., nom. -
M. : M3a-Bo MIITHMO, 2012. - 347 c. ; 22 cm. - And. yka3s.: c. 341-347. - ISBN 978-5-4439-
0026-1

3. Psaben JI.B. 3agaunuk-npakTukyM mo kpunrorpaduu: yued. mocodue / JI.B. Psben. — UpkyTck :
N3n-Bo Bocr-Cub. roc. akan. obpas., 2013. — 76 c. — ISBN: 978-5-85827-864-1 (30 »k3.)

4. OcHoBbl KpuniTorpaduu : yued. mocodue amus ctya. By3oB / A. I1. Andepos [u np.]. - 3-e uzn.,
uctp. u jnom. - M. : 'enmnoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 2k3.)

5. Umopa A. JI. OcHoBsl kpuntorpaduu: yued.mocodue / A.JI. Umopa — M.: T'enmuoc APB, 2001. —
244 c. — ISBN 5854380374 (513k3.)+

6. Kammpckas, E. H. Kpuntorpaduueckue cuctemsl : yuebnoe nocodue / E. H. Kammpckas, A. I1.
Kymaup. — Mocksa : PTY MUPDA, 2021. — 66 ¢. — TekcT : anekTpoHHbIH // JIaHb : smek-
TpoHHO-OnOmnoreunas cucrema. — URL: https://e.lanbook.com/book/182424.— Pexum no-
CTyma: JUIsi aBTOPH3. TOJIb30BATEICH.

7. lanprusa B.®. 3amuTa komnboTepHoi nHpopMarin. ddeKTuBHBIE METOIBI U CPEACTBA /
B.®. [lTIanprun. — M.: JIMK-IIpecc. — 2010. — 542 ¢. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) mepuoguYecKne U3IaAHUS

B) CIIMCOK aBTOPCKHUX METOAUYECKUX Pa3padoToK:

JICKIIMU 10 Kpunrorpaduu, BHUACO-ICKIUH, pacrnoioxenHsie B MOC Domic u Ha caiite
http://cloud.isu.ru/

F) 0a3bI JaHHbIX, l/lH(l)OpMaII]/IOHHO-CleaBO'leIe U MOUCKOBbBIC CUCTEMBbI

Java Cryptography Architecture (JCA) Reference Guide. URL.:
https://docs.oracle.com/en/java/javase/11/security/java-cryptography-architecture-jca-reference-
guide.html.

6. MATEPHAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJINHBI

6.1. YYHEBHO-JIABOPATOPHOE OBOPYJIOBAHHME:
Jnist mpoBefieHUsT IEKITMOHHBIX 3aHSATHI HEOOXOJMMa ayJUTOPHS C MPE3CHTAlMOHHBIM 000-
pYZOBaHUEM, Ui IPOBEACHUS MPAKTUUECKUX 3aHATUH HE00X0IUM KOMIbIOTEpHBIH Kinacc Ha 25-30
pabouynx MecT (B 3aBUCMMOCTH OT YUCJIEHHOCTH y4eOHOW Ipymibl), 000py10oBaHHAs JIOCKOM, Ipe-
3€HTAalMOHHON TEXHUKOM.
6.2. MIPO'PAMMHOE OBECIIEYEHHE:

1. KommnuekT pa3pabotunka npunoxenuit Java Platform (JDK) 11, Standard Edition (pacmpoctpa-
HsEeTCS OECIIaTHO);

2. WuterpupoBanHas cpena paspabotku NetBeans IDE 12 (pacmpoctpansercst OecriaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);

3. LibreOffice Impress (pacmpoctpansiercs 6ecruiatno, GNU LGPL v3+, MPL 2.0);
6.3. TEXHUYECKHUE U DJIEKTPOHHBIE CPEJICTBA:

NOC EDUCA, DOMIC, npeseHtaimoHHOe 00OpYIOBaHUE, MEPCOHAIBbHBIM KOMIBIOTED C
BO3MOXKHOCTBIO IEMOHCTpAIMK pe3eHTarmii B popmare pdf.

7. OBPA30OBATEJIBHBIE TEXHOJIOI'MHU



[Ipu peanuzanuu JaHHOTO Kypca HCIONB3YIOTCS CleAyIolue 00pa3oBaTelbHbIE TEXHOJO-
TUU: TEXHOJIOTUU TPAIUIIMOHHOTO OOYYECHHS, UTPOBBIC TEXHOJOTHH, TEXHOJOTHH MPOOJIEMHOTO
00y4eHHUs, TEXHOJIIOTUN OOy4YeHUS! B COTPYAHHUYECTBE, TEXHOJOTUU KOHTEKCTHOTO OOy4YeHUs, UH-
TEPAKTUBHBIC TEXHOJOTHUHU, TEXHOJOTHH JUCTAHIMOHHOTO OOYYCHHS, aKTUBHBIC TEIarOrHYeCKHe
TEXHOJIOTHH.

8. OUEHOYHBIE MATEPHAJIBI VIS TEKYLIEI'O KOHTPOJISL 1
MPOMEXYTOYHOU ATTECTALIUN
8.1. OHEHOYHBIE MATEPHUAJIbI AJIS1 BXOJHOI'O KOHTPOJISL
He npenycmotpeno
8.2. OHEHOYHBIE MATEPHUAJIbI TEKYIIEI'O KOHTPOJISA
Tectsl Ha cTpanuie kypca B MOC Domic B coorBercTBum ¢ 11. 4.1.
8.3. OHEHOYHBIE MATEPHUAJIbBI IPOMEXYTOYHOTI'O KOHTPOJISA

Martepuanbl 11 IPOBe/IeHUs] TeKYILIero U NPoOMe;KyTOYHOr0 KOHTPOJIS 3HAHUI CTYy/IeH-
TOB:

bl Bua konTposs Kounrpoaupyembie Te- Kourponupyembie
MBI (pa3/eibl) KOMIeTeHIn/ NHIH-
KaTOpbI
1 2 3 4
1 KonTtpons B Bujie TeCTOB [K-3, TIK-4

PasHoypoBHeBble 3amaHus K Jabopatop- | Pasmen 1
HOMY IIPAKTUKYMY

2 KonTtpons B Buze TecToB I1K-3, IIK-4
PasHoypoBHeBble 3amaHus K Jabopatop- | Pazmen 2
HOMY IIPaKTUKYMY

3 KonTponsHbie paboTht [1K-3, I[IK-4
PasHoypoBHeBbIe 3amanHusi kK jabopatop- | Pazmen 3
HOMY IPaKTHKYMY

4 Ox3ameH IIpomexyrtounas arre- | [IK-3, ITK-4
cTanys

le/IMepbl OLCHOYHBIX CPEACTB TCKYILIECI0 KOHTPOJIsA

JleMOHCTPallMOHHBIH TecT K pa3aeay ObecneyeHne HeJOCTHOCTH COO0IEHUH

Bompoc 1 [Ipennonoxum, uro cuctema MAC (S,V) ucnonb3yercs i 3auThl (ailinos B daii-
J0BOM cucteMme koMmbtorepa. K kaxnomy ¢aitny nobasisiercs crienuanbHbli tag. AIroput™ S B
cBoel paboTe UCIOJIB3YET TOIBKO cojiepxkumoe (aiina. [ kakux atak nogoodHas cucrema MAC
ABIISIETCS YSI3BUMOM?

BapuanTts! 0TBETOB

BrInonHUTE KOHKaTEHAILIMIO IBYX (ailjloB B cCTEME U CO3/IaTh TPETUH.

VY panute nocienHuil 6aift B daitne.

W3menuts Bpems Mmoaudukanuu ¢aina.

[TomensTs MecTamu ABa (aiina B ¢ailnoBoit cucreme.

Jlo6aBUTh HOBBIE JaHHbIE B (hall.

Bompoc 2 ITycts cucrema MAC (S,V) siBnsietcst 6e3omacHoii. CucreMa onpeaeneHa HaJl Ipo-
ctpanctBoM (K,M,T), rne M={0,1}n u T={0,1}128. Kakue u3 npeainoKeHHbIX HUKE KOHCTPYKIIH
ABIsAIOTCS Oe3onmacHpiMU MAC?

BapuaHnTel 0TBETOB

S'(k,m)=S(k,m) u V'(k,m,t)={V(k,m,t),1,m+#0n;otherwise



S'(k,m)=S(k,mlim) u V'(k,m,t)=V(k,m|Im,t)

S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,tll0)orV (k,m,tl|1)]
S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(Kk,1n,t),V(k,m,t),m=0n;otherwise
S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]
S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise

Bonpoc 3 Cxema Bbrancienus KooB ayrentudukanmu cooduennii ECBC-MAC ucnons3yer
(buKCHpPOBaHHBIN BEKTOp MHUIMATU3ALNY (B JIEKIIMH UCIIOJIb30BAJICS HyJIeBoi BekTop). [Ipennono-
JKUM, 4TO BMECTO (PUKCUPOBAHHOTO, JUISI KAXKIOTO COOOIICHHMSI UCIIOJIB3YETCS CITyIaliHbIN BEKTOP
IV u atoT BekTop nobasinsercs k tag. Ipyrumu cinosamu, S(k,m)=(r,ECBCr(k,m)), rae r aTo ciy-
qaifHeIi [V. Anroput™ npoBepku mo kimody k, coobmenuto m u tery (r,t) Beimaet 1 ("yes"), ecnu
t=ECBCr(k,m).

Taxkas cxema noctpoenust MAC siBiisieTcst HeO€30MMacHOM. ATaKyIONIUI MOXKET MOJIYYHTh Ter (T,t)
JUTSL COOOIICHUSI M, COCTOAIIETO U3 0JIHOT0 OJ0Ka. Tenepb OH crOCOOEH CKOHCTPYUPOBATh HOBBIM
TET JIJIsl HOBOTO COOOIIEHUS. YKaXKUTE TIapy TeT, COOOIICHHE, KOTOPYIO MOXKET CKOHCTPYHUPOBAThH
aTaKyOIIHM.

BapuaHnTsl 0TBETOB

Ter (m@t,t) saBasieTCS MpaBUILHBIM I cooOmieHus m1n.

Ter (r@t,r) sBiISICTCS MPABUIBHBIM JIJIsI COOOIIEHUS M.

Ter (rt,m) siBiIIETCS MPABUIBHBIM J1J1s1 co00meHus On.

Ter (r@ 1n,t) sBAsCTCS MpaBUILHBIM I cooOmeHus mé1n.

Bonpoc 4 Anrca HamepeBaeTcs OpraHu30BaTh MIMPOKOBEIIATENbHYIO OTIIPABKY COOOLICHUH s
6 nonyuateneit B1,...,B6. CekpeTHOCTh COOOIICHUI HE Ba)KHA, BaKHA IIEJIOCTHOCTh M Ay TEHTHY-
HOCTh. Kaxkaplii U3 momyuaTeneil JoKeH ObITh YBEpEH, YTO COOOIIEHHE MOTyUYeHO OT AJUCHI.

st cBoeit 3amaun Anuca periia ucnonb3oBatb MAC. [peanonoxum, yto Anuca u 6 1mojb30-
BaTenel paboTaroT ¢ oaHUM 001uM KirodoM k. Torma kaxsiii u3 Bl,...,B6 npu nomyuenuu co-
0011IeHHsT MOXKET TPOBEPUTH MPABUILHOCTH Tera. Ho 3Ta cxema HebGe3omnacHa, T.K., HalpuMep,
noJsib3oBareb Bl MoxkeT co3aath cooblieHre, MpUKpenuTh K HeMy TeT, OJTyYeHHBINA Ha Kiroue k u
OTHPaBUTH B ceTh. [Ipu 3TOM, onb3oBatenu B2,...,B6 OyayT yBepeHsbI, 4TO COOOIIEHNE MTOTYyYEHO
OT AJIHCBHL.

Bwmecto sToro, Anuca crenepupoBaia 4 cekpeTHbix kimova S={kl,...,k4}. Kaxxnomy nonp3oBa-
Tenro Bi oHa mepenana moaMHOXkecTBO Kitoueil SiES. Teneps Anrca mpu nepenade cooOIeHHS
MIPUKJIAJBIBACT K HEMY YETBhIPE Tera, KaX bl U3 KOTOPBIX MOJIYYEH Ha OJTHOM U3 YETHIPEX KITFOUEH.
Korna nons3oBarens Bi momy4aet cooOlieHre oH MPoBepsieT TOIbKO T€ TErW COOOIIEHHUs, A KO-
TOPBIX Y HETO €CTh KITFOYH.

Bri6epute npaBuiibHBINA CI0CO0, KOTOPBIM AJIHICAa MOXKET PacTpeieTUTh ClIydaiiHble KIIFOUH TakK,
yTOOBI HUKTO U3 MOJIH30BaTENCH HE CMOT OBl CO3/1aBaTh COOOIIEHHUS JIJIsl APYTHX MOJIb30BaTEICH
MPaBUIIbHBIE COOOIICHUS OT UMEHU AJHCHI

BapuaHTbl 0TBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bonpoc 5 [Tycts H:M—T crolikas k koymm3usm xem GyHkius. Kakas u3 cnenyrommii GyHKIui
Takxe OyJeT CTOWKOM K KOJTU3USM.

BapuanTs! 0TBETOB
H'(m)=H(m]O0,...,;m|-2])
H'(m)=H(m)lIH(m)
H'(m)=H(H(m))



H'(m)=H(m)@H(m®1|m])
H'(m)=H(m)[O0,...,31]

H'(m)=H(|m|), rae |m| ectb anmuHa cooOmeHust m
H'(m)=H(m|lm)

H'(m)=H(ml||0)

H'(m)=H(m)®H(m)

JlaGoparopHas padora k pasaeiay CummerpuuHoe mmdposanue. llludppoBanne AES

Jist paboThI € aNropuTMaMM U MPOTOKOJIaMH IM(poBaHus OyaeM UCIOIb30BaTh cTaHAapTHEI API
JCA, conepxammiics B JDK 1.6. [IpuBeneHHbIe HUXKE KIACCHI U PUMEPHI Oy ayT paboTaTh Kak Co
cTaHgapTHBIM Kpunrorpoaiinepom JCE, Tak u ¢ 100bIM APyruM KPUNITONPOBANUIEPOM, MOAEP-
JKUBAIOIINM peaiin3oBaHHbli B Java API (nanmpumep, Bouncy Castle).

[Tpu mmdpoBaHUM JaHHBIX YIIpaBICHHE KIOYaMU MOXET IPOUCXOIUTh ABYMS Crioco0amu: mmd-
pOBaHME Ha CIIy4allHOM KJII04e, MH(PPOBAHUE HA U3BECTHOM KJIIOYE.

PaccmoTpuM nponerypy CMMMETpUYHOTO K(pOBaHUS Ha cirydaitHoM kmoue. Kiou co3mpaercs
o0wvekToM kinacca KeyGenerator u3 nakera javax.crypto. st co3nanus reneparopa Hy>KHO BOC-
10JIb30BATHCS CHEUATIbHBIM METOJI0M

KeyGenerator kg = KeyGenerator.getinstance("DES");

/1€ apryMEHTOM METO/Ia BBICTYNAET UMs aJITOPUTMA, JUIsl KOTOPOrO IPOUCXOAUT FreHepalus Kida
(B8 nannom ciyuyae DES). Crincok AOCTYNHBIX anropuT™MoB 37ech. [locne co3panus reneparopa
HE00XO0IMMO MCIOIB30BaTh METO init() st ero MHUIMAIKM3anul 1 Metox generateKey() — ams
CO3/IaHUS KIIFOYa.

Hanpumep, cnexyromuii Ko Co31aeT K04 MU(PPOBaHUs HA OCHOBAaHHH 0€3011acHOTO TeHepaTopa
ciy4yalHbIX yucen 1is anroputma AES:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu ucmosnb30BaHUY B KAYECTBE KJIFOYA TOTOBOW MOCIEA0BATEIHHOCTH OAUT HY>KHO BOCIOJIB30-
BaThCs KitaccoM SecretKeySpec u3 makera javax.crypto.spec. Kirou cozmaercs uepes mapameTpol
KOHCTPYKTOPA, B KOTOPBIX YKa3bIBAE€TCSI MACCUB OalT, coleprKallluX KII0Y, U alTOPUTM U poBa-
Hus. Hanpumep, cienyromumii Ko reHepupyer kitod ais anroputMa AES Ha ocHOBe CTpOKH U3
mrecTHagnaT cuMBoIoB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcss OCHOBHBIM 17151 paOOThI ¢ aIrOpUTMaMu MU(PPOBAHUS U PACIIOIOKEH B Ma-
KeTe javax.crypto. ITOT Klacc MpeJoCTaBIIsAeT BO3MOXKHOCTb pabOThI KaK € alfOPUTMaMH IIH(Po-
BaHUs, TaK U C p&KUMaMu paboThI K(POB, cXeMaMH JONOJIHEHUs cooOIieHuid. B 3aBucumoctu ot
napaMeTpoB MHUIMATM3AMH, 00beKT Kiacca Cipher MoxeT paboTaTh Kak B pexuMe Mmu(poBaHus,
TaK U B peKUMeE paclIM(ppoBaHusl, C CHMMETPUUHBIMU U ACUMMETPUYHBIMU aITOPUTMaMHU.

Jlnist co3ianust HOBOro 00bEKTa Kilacca CleyeT BOCIOIb30BATHCS ClIEUATBHBIM METOJIOM:

Cipher ¢ = Cipher.getInstance(algorithm)

rae algorithm npencraBnsier co00i CTPOKY BUA: alrOpUT™M MK(POBaHUS\PEIKHM pado-
THI\QJITOPUTM JIOTIOJTHEHHSI

VMeHa JOCTYIHBIX aIrOPUTMOB IKM(POBAHUSA U UX HACTPOWKU MPONKCAHBI B cTaHAapTe Java, U,
0OBIYHO, OHU COBMAAAIOT C OOIICIPUHSATHIMU 0003HaYEHUAMHU. [ TOTIOJTHEHUS COOOIIEHU, B OC-
HOBHOM, UCHOJIB3YIOTCs /1Ba cTanaapTa: NoPadding — anst mmdpoBanus 6e3 10MOIHEHUS CO00-
nienust (Hanpumep, Ui pexxuma mudposanus CTR) u PKCS5Padding — st nononseHust coo0-
IIEHUs JI0 pa3Mepa, KpaTHOTO pa3Mepy 0J0Ka UCIIOIb3yEeMOro alropuT™Ma (HarpuMep, A pexuma
CBC).

Jis peanu3anuu npoueaypbl LUGpPOBaHUS TEKCTHI TOJIKHBI ObITh PECTABICHBI B BUE MAaCCHBA
6aitT. Onumem mudpoBanue cOOOIIEHHUS T10 IIaram:

Coznanue oobekta Cipher ¢ ucnonszoBanuem metosa getlnstance.



Nunnmanuzarms oobsekta Cipher ¢ momonisto Metosa init() mis mmdppoBaHus WK pacmdpoBa-
HUS. DTOT METOJ MPUHUMAET HA BXOJI B 005M3aTEIbHBIX IMapaMeTpa U OJ1MH HEOOs3aTeIbHbIHN ma-
pametp. [lepBbiii mapameTp ykasbiBaeT pesxxum padotsl anroputma: Cipher. ENCRYPT MODE wnn
Cipher.DECRYPT MODE. Bropoii napameTp — kiito4 mudpoBanus. Tum kiroda 3aBUCUT OT UC-
MOJIb3YEMOT0 alNropuT™a mudpoBanus. TpeTbuM mapaMeTpoM yKa3blBaeTCsS BEKTOP MHUIIMATIN3a-
[[UU AITOpUTMa: 00BEKT Kitacca [vParameterSpec.

[ndpoBanue wim pacmmdppoBaHre MPOU3BoAUTCS MeTogamu update() s paboThl ¢ coobIeHneM
B pekrMe TIoToKa (00paboTka coobmienws mo yactsim) u doFinal() mist 06paboTku cooOeHUS
MOJIHOCTHIO.

Hwxe npusenen npumep mmdposanus coobmenus: OpenText mmdpom AES B pexxume CBC Ha
CIIy4aifHOM KJIF0Y€ U CIIy4aiiHOM BEKTOpPE MHUIMAIU3AIINN:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();
byte[] IV = new byte[16];
sr.nextBytes(IV);

Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding");

c.init(Cipher.ENCRYPT_MODE, key, new
IvParameterSpec(1V));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tak xkak MaccuB OalT HEBO3MOYKHO BHIBECTH B TEKCTOBBIN (aiiy, TO pe3yabTaT mMuGPOBAHHS HYKHO
3aKOAMPOBATH JINOO B IIECTHAIATEPUYHOM (popmare, 1160 B popmate Base64.

Pa6ora ¢ popmaTom Base64 B Java obecrieunBaetcs nByms kinaccamu BASE64Encoder u
BASE64Decoder u3 nakera sun.misc. /[y BbIosiHeHUs TpeoOpa30BaHUil HCIIOJIB3YOTCSI METO/IbI
encode u decodeBuffer cooTBeTCTBYIOMMX KIacCOB.

I[To mosmy4yeHHBIM NapaMeTpaM BBIIOIHUTH pacui(poBaHue 3a1aHHoro mudp-rekcra. MexoaHslit
OTKpBITBIN TeKCT 3amu@ponan anroputMoM AES B pexume CBC. B BapuanTe cogepxutcs mudp-
TEKCT, BEKTOp MHULIMAIN3ALMY, KIIF0Y 1(poBaHus. Bece nanHble nmpeacraBieHsl B popmare
BASEG64. Tpebdyercs pactmdpoBaTh MHPP-TEKCT.

1. PacmmpoBanue HyKHO IPOBOJIUTH IO CIETYIOIIEH cxeme:

2. PackoaupoBaTh K104, BEKTOp HHULMAIU3AUHN U IUp-TekcT u3 popmara BASE64 B no-
CJIeZIOBAaTENIbHOCTH OAMT.

3. C ucnons3oBanneMm o0bekTa kiacca SecretKeySpec o mocnenoBaTenbHOCTH OalT KITtOUa

co3zaTh 00BEKT Kinacca SecretKey.
4. Coznatb 00bekT kiacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

S. [Tpu naMumanu3zanuu mudpa TpedyeTcs MNOIKIYUTh BEKTOP MHUIMATU3AIMH C TIOMOLIbIO
obbekTa kiacca [vParameterSpec.
6. BrimonnuTs pacmudpoBanue mudp-rekcra.

B pesynbrate pacmmdpoBaHus T0JDKEH MOTYYUTHCS MAacCUB 0alT, KOTOpbii B Kogupoke ASCII
MO>KHO HHTEPIIPETUPOBATh KaK OCMBICIIEHHBIN TeKCT. J[71s1 mpeoOpa3zoBaHus MaccuBa OaiiT B CTPOKY
MO>KHO BOCITI0JIb30BaThCsl KOHCTPYKTOPOM Kiacca String.

JlabopaTopHasi padoTa K pa3iesy AJITOPUTMBI ¢ OTKPBITHIM KJII04oM. ATaka Ha RSA npu
HCNOJIb30BAHNH 3aAKPHITOT0 KJIKYA

Manbl gncna SN$ u $e$, bopmupyromne oTKpbITHII KiTtou nmpeodbpa3zoBanus RSA. M3BecTHO, 9TO
3HAYCHHE 3aKPBITOrO Kiroua $d$ mMaso (370 MOKHO MPEIOIOKHUTE UCXOIS U3 3HAUCHHS KITF0Ya



$e$). C ucnonp3zoBanueM MOAXOSIIMX IpoOeit TpeOyeTcs monyunTh 3HaueHue kioda $d$, u 3arem
Ha OCHOBE €T0 3HAYCHHUs PEUINTh 3a7auy (hakropusaiuu s drcia SNS.

BberurciieHue 3akpbITOro Kikoua

W3BectHO, uto ipu $d<\frac{\sqrt[4]{N}} {3}$ Beimonusercs coorHomuienue $$ \left|\frac{e}{N}-
\frac{k}{dHright|<\frac{1}{2d"2}. $$

Taxkum 0Opa3oM, JIJIs1 HAXO0XKICHHUS 3aKPBITOr0 KJIF0Ya MOKHO BOCIIOJIb30BATHCS MOAXOASIIMMHU
JPOOSIMH COTJIACHO AJITOPUTMY:

[MpencraButh 1podh $\frac{e} {N}$ B Bu1e HemnHoi ApoOH.

Jlns HaiieHHOM LIETTHOM APOOH TTOCTPOUTH MOCIEA0BATEIIBHOCTD MOAXOIAIINX IPOOEH.

HaunHast ¢ HEKOTOPOTO HOMEpa 3HaAMEHATE b IMOAXOIAIIEH IPOOH MOKHO pacCMaTpUBaTh B Kaye-
CTBE KaHIU/aTa Ha 3aKpbITHIA Kirod $d$.

J11s KaXI0T0 KaH|/1aTa MPOBEPUTH YCIIOBUE KOPPEKTHOCTH 3aKPhITOro Kitoya. CoraacHo onpese-
JICHUIO OTKPBITOTO M 3aKPBITOTO KIFOUEH ISt JIF000r0o coo0IieHuss $m$ J0/mKHO BBITOIHATHCS CO-
ornomrenue $$m” {ed} \equiv m (N)$3$.

3HaMeHaTe b MOXOIAIIEH IpOOH, yIOBICTBOPSIOIINI YCIOBUIO KOPPEKTHOCTH MOYKHO paccMar-
pHUBaTh B KA4ECTBE 3aKPHITOrO Kiltoua mpeodpazoBanus RSA.

dakTopH3aIus MOIYJIS IPH U3BECTHOM 3aKPBITOM KITFOUE

[Tyctb n3BectHbl MOAYIb N, oTKpBITHIN Kit04 $€$ 1 3akpbiThiil Kitoy $d$, monyueHHbII Ha
HpebIIyIIeM Iare.

Bosbmem npousBosibHOE uncio $x$. O6o3naunm 3a $§y 1 = x{\frac{ed-1} {2} }$ (310 Bo3MOKHO,
nockosbky $ed$ ato HeuetHoe uncio). Torna $8y 172\equiv 1 (N).$$ Nnaue $$(y 1-
1)(y_1+1)\equivO(N).$$ Bo3aMoKHBI CIICAYIOIIHE BAPUAHTHI:

Eciu $y 1=18. Eciu $\frac{ed-1}{2}$ — umucno uernoe, To BBeaeMm $y 2 = x"{\frac{ed-1}{4}}$ u
npoaHaau3upyem 3Hadenue $y 2$ (Bce paccyxaenus crpasemubl it $y 2$). Muaue norpedy-
eTcs BBIOpaTh Jpyroe ocHoBanue $x$.

Ecnu $y 1=-18. To notpebyercst BbIOpaTh Apyroe ocHoBaHue $x$.

Ecmu $y 18 ecth uncio otmmunoe ot $1$ u $-1$, To Torna nemurens uncna $N$ Beraucisercs mo
popmyne:$$p=HO/I(y 1-1,N).$$

JlaGopaTopnas pa6oTa Kk pa3aeay AJropuTMbl ¢ OTKPBHITHIM KJI0o4oM. llIudgpoBanue ¢ uc-
noJib30BaHueM 0udanorexkn OpenSSL

Mexanu3m mu@poBaHus COOOIICHHI

Llenb maHHOTO 33aJaHUS 3aKIIFOYAETCS] B 03HAKOMJICHUH C OCHOBHBIMU BO3MOXHOCTSIMU KPHUIITOTpa-
¢uueckoii 6ndmuoreku OpenSSL. bubnuoreka, B OCHOBHOM, IpeIHA3HAYEHA JUIsl OpraHUu3aluu
B3aMMO/ICHCTBUS HA OCHOBE MH(PPACTPYKTYpPbI OTKPBITHIX Kitouell. Ho B mocnennux Bepcusx Ouo-
JMOTEKH pealin30BaHa (yHKIMOHAIBHOCTD [0 CHMMETPUYHOMY MIM(PPOBaHUIO co00IIeHni. bub-
JMOTeKa paboTaeT U3 KOMaHAHOM CTPOKHU B ITAKETHOM PEXHUME.

Bepcuu 6ubmmorek: openssl-1.0.2-i386-win32.zip, openssl-1.0.2-x64_86-win64.zip

TpebyeTtcs crenepupoBaTh Ciy4yaiHbIi Kitod mudposanus, 3amudposats anroputMoM AES Heko-
TOPBIN OTKPBITHIM TEKCT U MepeaaTh K04 MHPpoBaHus yepe3 npeodpazoBanue RSA ¢ nmomoribio
JIropuT™Ma MK(POBAHUS CEAHCOBOTO KII0YaA U 3alIM(poBaHHOE COOOIIEHNE Ha TPOBEPKY Mpero-
JIaBaTellto.

Yacts 1. llIudposanue coobieHus

C nmomorisio OpenSSL 3ammudpyiite coobmenue. [lndpoBanue Hy>KHO TPOBOIUTH TIO CIEAYIOIICH
cxeme:

Bri6epute HEKOTOpOE cOOOIIeHHE (CoaeprKaIee B TOM YHCIIE HOMEP 3a4€THON KHIKKH) B IIOMe-
ctute ero B (aitn. Coob1ieHre MoXKeT OBITh JIF000T0 pa3yMHOI'0 pa3Mepa U JI0JKHO YuTaTbes 6e3
UCTIOJTB30BaHUS CIICIUATEHBIX POTPAMM.

Crenepupyiite ¢ moMoIbio koMan sl openssl rand (doc) ciydaiiHbril Ki1r04 He0OXOUMOM TS anl-
roputMa AES-128-CBC miiHBI U COXpaHUTE €ro B (paii B MIECTHAAIATEPUIHOM PopMaTe .
Crenepupyiite ¢ MOMOIIBIO KOMaH bl openssl rand BEKTOp MHUIMAIM3AUK HEOOXOIUMOMN A ajl-
roputMa AES-128-CBC miiHBI U COXpaHUTE €ro B (haiii1 B IIeCTHAAIATEPUIHOM GopmarTe.



C momorisio koMan bl openssl enc (doc) 3amudpyiite anroputmom AES-128-CBC daiin ¢ oTKphI-
TBIM TEKCTOM Ha CT€HEPUPOBAHHBIX paHee KiItoue 1 BekTope nHunuanu3anuu. NB! Ilpu mudposa-
HUU CJIeJIyeT UCIIOIb30BaTh MMEHHO KJIH0Y MU POBaHUs, a HE MapOJb.

Coxpanute K104 MUGPOBAHMS U BEKTOP MHUIIMATU3AIMH B OTHOM (hailyie B IByX Pa3HbBIX CTPOKax
0e3 J10MOJHUTEIBHBIX KOMMEHTApHUEB.

Yacts 2. CamocTosTenpHOE MH(POBAHUE KITF0OYa CHMMETPHUYHOTO MIH(PPOBAHUS

B aToit yvactu mabopaTropHoii moTpedyeTcs co3aaTh COOCTBeHHYIO mapy RSA-kimtouelt u mpoitu 06e
¢a3el anropuT™a mUGPOBAHUS CHMMETPHUYHOTO KiTto4ya. PaboTaTe MOXKHO 110 CIEAyIOIIEH cxeme:
C nmomomisio koMaH bl openssl genrsa (doc) crenepupyiite 3akpbIThiii RSA-kimtou. J[mnHa kiroda
JOJKHA coCTaBIATh 2048 6ut. [t Gombineii HageKHOCTH KITF0Y MOXKHO 3aIIu(ppoBaTh MapoJieM.

C nmomoribio koMaH bl openssl rsa (doc) creHepupyiTe OTKpBIThIH RSA-KiTH04.

Ha otkpeitom RSA-kimroue ¢ momomsto openssl rsautl (doc) 3ammudpyiite daiin ¢ KIOYOM U BEKTO-
POM MHUIUATHU3AIIIH.

[TpoBenuTe MPOBEPKY CBOMX ACHCTBHIA U paciudpyiite Ha 3aKpbIToM RSA-Kitoue nosryueHHbIH Ha
npenplayIeM mare ¢ai.

[TpoBeprTe, 4TO pacmmppoBaHUE MPOILIO YCIIEHIIHO U B UTOT€ MOTYUYHIICS TOT KE CaMbli KITI0Y
CUMMETPUYHOTO MU POBAHUS.

Pacumdpyiite coobmenue.

Yacte 3. OTnpaBka pe3yabTaTOB Ha IPOBEPKY

Jnist oTIpaBKH pe3yIbTaTOB MIM(PPOBAHUS HA MPOBEPKY HEOOXOIUMO BBIIIOJIHUTH CICTYIOIINE JICH-
CTBUSL:

3arpy3ure oTKpbIThIi RSA-Kitou nipenopasaresns.

Ha 3arpy>keHHOM OTKPBITOM KJII04€ ¢ TOMOIIbIo openssl rsautl 3amudpyiite daiin ¢ KIo4yoM cuM-
METPUYHOTO MH(PPOBAHUS M BEKTOPOM HMHUITHATU3AIIHH.

OtnpaBbTe Ha IPOBEPKY (haiin ¢ 3amudpoBaHHBIM TEKCTOM U (aiii ¢ 3ammppoBaHHBIM CHUMMET-
puunbiM K1t0uoM. CBou RSA-kmoun B8 UOC JloMuk 3arpyxath He TpeOyeTcs.

[TpoBepka pesynbpTaTa mudpoBaHus Oy1eT MPOBOIUTHCS CICTYIOIUMUA KOMaHIaAMHU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-chbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

Cnucoxk BONPOCOB 1Jist MPOMEKYTOYHOM aTTECTANMU:

1. OOue npuHIMNBI Kpunrorpaguu. 3amuTa OT HECAaHKIMOHMPOBAHHOTO JOCTYIIA.
OcHoBHbIE CIOCOOBI KpUNTOAHAIN3A MPOCTHIX MH(PoB. MneanbHbli mudp.

2. Iudpp Bepnama. Jlemma o Teopernyecku croiikoMm mudpe. IToroxossie mupsl.
ATaky Ha TOTOKOBBIE MIUPPHI. [[ByXpa3oBbIii OJIOKHOT.

3. [Tpumepst noTokoBsIX mHPpoB. RC4 u ero ys3BUMOCTH.

4. be3onacHocTh MOTOKOBBIX reHepaTopoB. CTaTUCTUYECKUI TECT Ui TeHeparopa.
Kpunrorpaduueckoe ornpeaeneHue rnceBaociydyaifHoro reneparopa.

S, [Tpunuun urepupoBanus. [loHsaTue nceBgociayyaiiHoW (QyHKUMH W NCeBAOCTyYail-

Holi nepectaHoBkH. [Iudpp DES. Onucanue ctpyktypsl. Teopema o TpexpaynaoBoii cetu deiicte-
T8l

6. HIudpp AES. Onucanue cTpyKTypbl U HpuHIMINBI padoThl. [lepebopHble ataku Ha
6J104HbIE UDPHI.
7. [TocTtpoenne GoYHBIX MIM(POB HA OCHOBE MCEBAOCTyUYaliHbIX reHepaTopoB. LIudg-

pOBaHUE HECKOJBKUX COOOIICHWI Ha OJHOM Kifoue. ATaka Ha OCHOBE BBHIOOPOYHOTO OTKPBITOTO
tekcTa. [Ipumep mmdpa HeCTONKOTo K aTake Ha OCHOBE BHIOOPOUYHOTO OTKPBITOTO TEKCTA.

8. Canyyaitnoe mmdposanne. OmHopazoBoe mudposanue. Pexxum CBC. ludposanne
C TpeAcKa3aHHbIM 3HaueHHeM BekTopa mHMnuanuzauuu. CBC nmias ogHOpazoBoro mudpoBaHMSL.
Habuska 6mokoB. Pexxum CTR. CpaBrenue pesxxumoB CBC u CTR. Pexxum OFB.



9. Konwer ayrenTudukamuu coodmenuii. [Toctpoenne xomoB ayTeHTH(GUKAIUU OO0b-
mumx coobmennit. Konctpykimu CBC-MAC u NMAC. Hx s¢dextuBHOCTh. CXeMa aTaku ¢ HC-
MOJIb30BAHUEM KOJUIU3HH.

10.  Koncrpykuuss HMAC. IloctpoeHne Ko/10B ayTeHTHU(PHUKAIMUA OONBIINX COOOIICHUH.
MexaHu3Mbl HAOUBKU COOOIIEHU.

11.  IloctpoeHue KOAOB ayTEHTH(HUKAINUN COOOLICHUN U3 CTOMKHMX K KOJUIM3UAM (yHK-
M. ATaka Ha OCHOBE NapaJoKca THEU pOKICHUM.

12.  Koncrpykuust Mepkina-/lamrapaa ans noctpoenus xeur-pynkiuii. Iloctpoenue 6e3-
OTIaCHBIX CKUMAIOIMUX QyHKIHH. Xenl-(QyHKIIMT Ha OCHOBE OJIOYHBIX UG POB.

13. Heo6xoaumocTh NMpUMEHEHHsS ayTeHTUYHOro mmudposanus. [loHATHE LEIOCTHOCTH

mugp-TekcTa. ATaka Ha OCHOBE BEIOOPOYHOTO MIH(P-TeKCTa. AyTEHTUYHOE MH(PPOBAHUS HA TIPH-
mepe npotokoina TLS.

14.  Cranmapt PKCSI1. Ataku Ha RSA. ATtaka npu MajaoM 3HaYCHHH 3aKPBITOTO KJIH0Ya.

15. 3amaua muckperHoro norapudmupoBaHus. Meton kimoueBoro obmena [luddu-
Xemamasa.

16.  IlpeoGpa3zoBanue Dnb-I'amans. LludpoBanue u co3nanue moAMUCH COOOIICHUH.

17.  Cxewma lllamupa pazaenenus cekpera.

18.  Auropurm lIHOppa noka3aTensCTBa 3HAHUS.

HpI/IMepbl OLHCHOYHBIX CPEACTB IAJIA l'[pOMC)KyTO‘lHOﬁ arrecramum:

BoinonHenue TtectoB, 1a00OpaTOPHBIX M JIOMAIHUX 3aJaHuil B HMH(OpPMAalMOHHO-
oOpa3oBatenbHOM cpeze naet S0 6aos.

JIJis yCnenrHo# ciauu sK3aMeHa TpeOyeTcsl OCBETHTD JIBa TEOPETUICCKUX BOIIPOCA, KaXKIBIN
u3 KoTopbix gaer 20 Gawios. Ilocie mpormenypsl BbIOOpa, dK3aMeHyeMOMy MpeaoctaBisercs 60
MHHYT IJId IMIOATOTOBKH OTBCTA HA BI)I6paHHbIe BOITPOCHI. ITociie oTBeTa Ha OCHOBHEIC BOIIPOCHI 3K~
3aMEHYEeMOMY MOJXKET OBbITh 33JJaH JIOMIOJHUTEIIbHBII BOIPOC, OlleHuBaromuics B 10 6ayuios.

Kpurepuu onieHMBaHus TEOPETUYECKUX BOIIPOCOB:

20 6a/IoB: 3K3aMEHYEMbIH CAMOCTOSTEILHO U 0€3 HAaBOJSIINX BOIMPOCOB OCBETHI BCE OC-
HOBHBIC pa3jielibl BOMPOCA, BBEJI HEOOXOIUMBIC OMPEICIICHHS, ONUCAl HEOOXOIUMBIC allTOPUTMBIL;
MIPUBEI TPUMEPBHI.

10-15 6amtoB: SK3aMEHYEMBIH, ITOCIIE 3a/IaHUsT YTOUHSIONUX W HABOJSIINX BOIPOCOB, B JIO-
CTaTOYHO TMOJHON CTENEeHH OCBETUJI COJIep KaHUe BOIPOCa, BBEI OMPEIEICHUs, BO3MOXXHO HE OCBE-
THUJI HEKOTOPBIC IIAark aJirOPUTMOB, ITPUBCIT IPUMCEPHI.

5 0anyoB: SK3aMEHYEMBbIil He OCBETUJI BOIPOC, HO OTBETUJI HA HABOJAIIUE, YTOUHSIOUINE U
JOMOJIHUTCIIbHBIC BOIIPOCHI, IPUBEJI OCHOBHEBIC OIIPCACICHNA, HO HC IIPUBEII H€O6XO)II/IMI>I€ npume-
pBIL.

0 GayIOB: HE OTBETHJI HAa BBEIOpAaHHBIC MM BOIIPOCHI dK3aMEHA W YTOYHSFOIINE BOTIPOCHI K-
3aMeHaTopa.

Pa3zpaborumnk:

JoLEeHT Kadeapsl anredpanueckux U HHGopMamoHHbix cucteM Psaber JI.B.

IIporpamma cocraBieHa B cootBeTcTBUU ¢ TpeboBanusMu ®I'OC BO no HanpaBieHHIO MOATO-
toBKkU 02.03.02 «DynaameHTanbHas MHPOpMaTHKa U HMH(OPMALMOHHBIE TEXHOJIOTMU» (YPOBEHb
OakanaBpuaTa), yTBEpXKIEHHBINH npuKkazoM MuHuctepcTBa oOpa3oBanus U Hayku Poccuiickoit ®e-
neparuu ot 23 aBrycra 2017 r. N 808, 3apeructpupoBanssiii B Muntocte Poccun «14» ceHTSIOps



2017 1. Ne 48185 ¢ u3MEeHEHUSIMH U IOIOJHEHUSIMHU C U3MEHEHUSIMH U JTOMOJHEHUSIMH OT: 26 HO50-
ps1 2020 1., 8 pespans 2021 .

[TporpamMma paccMoTpeHa Ha 3acenanuu kKadenpsl Anredpandeckux U UHGOPMAIMOHHBIX
cucrem UMUT UT'Y «24» mapta 2022 1.

ITpotokon Ne 9 3aB. kadenpoii [TanTenees B.U.

Hacmosuwyas npoepamma, ne modcem 0vimvb 80CHpOU38e0eHA HU 8 KAKOU (hopme Oe3 npeo-
BAPUMENLHO20 NUCLMEHHO20 PA3PEeUeHUsl Kapeopbl-paspadbomuura npocpamml.



