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1. HOEJH U 3AJAYA JUCIIUATIINHBI
Hean

O3HaKOMJIEHHE CTYASHTOB ¢ OCHOBaMH KpHUMNTOrpaduyd U OCHOBAMH OOECTIEUEHUS 3alUThI
uHpopmanuy, GOpMHPOBAHNE NMPAKTUIECKUX YMEHUI M HAaBBIKOB IpH paboTe ¢ kpunrorpadpude-
CKUM NMPUMHTHBAMH, (POPMHUPOBAHHE KIFOUEBBIX MPOQPIIIBHBIX KOMIIETECHIIUH.

3agaun:

— JaTh CHelHaJbHbIC 3HAHUS IO AUCLUTUINHE,

— JOCTHYb JOCTATOYHOI'O YPOBHSI 3HAHUI MO KpUNTOrpaguuecKuM MeToram odecreueHust

UH(POPMAITMOHHOH 0e30MacHOCTH,

— chopMHUpPOBATh Y CTYJCHTOB MPAKTUYECKHE HABBIKK pabOThI CO cpencTBaMu obecreueHust

kpunrorpadgudeckoil 6e30MacHOCTH.

2. MECTO JMCHUIUVINHBI B CTPYKTYPE OIIOII BO

2.1. YueOHast amcuuruiiHa (MOZIYJb) OTHOCHUTCS K YacTH IPOrpammsbl, (HopMHUpyeMOi
yYaCTHUKaMU 00Pa30BaTENIbHBIX OTHOLICHUH, U U3y4aeTCsl Ha TPEThEM Kypce.

2.2, Ina n3y4yeHust JaHHOHW y4eOHON AMCUUIUINHBI (MOYJIsl) HEOOXOANMbI 3HAHUS, YMEHUS
U HaBBIKH, C(OPMUPOBaHHbIE nucHuIuiMHaMu: IIporpammupoBanue, Teopusi BeposiTHOCTEH U Ma-
TeMaTU4YeCKasi CTAaTUCTHKA, J[UCKpeTHast MaTeMaTHKa.

2.3. Ilepeyenp mocnenyrOmux y4eOHbIX AMCLUIUIAH, IJISI KOTOPBIX HEOOXOIWUMBI 3HAHUS,
YMEHHUSI U HaBBIKH, (popMHUpyeMble NaHHOW yueOHON nuCIMIUINHON: BrinyckHas kBamuduKamoH-

Has padora.

3. TPEBOBAHUA K PE3YJIbBTATAM OCBOEHUA JUCIHUIIJINHBI

IIpouecc ocBOEHHUs] TUCHMILIMHBI HAMPaBIeH Ha (OPMHUPOBAHNE KOMIETEHLUH (3JIEMEHTOB
crenyromux komnereHuii) B coorsercTBuu ¢ ®I'OC BO mo cOOTBETCTBYIOIIEMY HAIPABJIEHHIO

IIOATOTOBKH.

Ilepeuyenn naHupyemMbIX pe3yJibTATOB 00y4YeHHs M0 AUCIUILIHHE (MOAY.II0),
COOTHECEHHbIX ¢ HHAMKATOPAMH JOCTHKEHHSI KOMIIETEHIHI

HNuauxaropsl
Komnerenuus . PesyabTaTnl 00yueHus
KOMIIEeTEHIH I
IIK-3 CniocoGHOCTH MOHU- MK k3.1 3HaeT COBpPEMEHHbIE KpUIITOIpa-
MaTh ¥ MPUMEHSITh B Hay4HO- | Croco0eH moHuMaTh COBpe- | puueckue CTaHIaPThl CHMMET-
HCCIIEIOBATENILCKON U MPHU- MEHHBIN MaT€MaTUYECKUH | pUUHBIX U ACUMMETPUYHBIX CH-

KJIAIHOM NEATEIbHOCTHU CO-
BPEMEHHBII MaTEMaTUYECKUN
amnmnapar, TeOpeTHIECKHUE OC-
HOBBI HH(OPMATHKH

ammapar M TEOpeTHYECKHe
OCHOBBI HH(OPMaTHKH

cTeM

YMeeT onpenenarb BO3MOKHOCTb
NPUMEHEHUs] KPpUNTOrpapuiecKux
CTaHIAPTOB IJIA pPELIEHUA TEKY-
e 3aaa4u.

BnaneeT HAaBbIKAMU BBIABJIICHUA
yrpo3 0e30MacHOCTH MPH UCIIOJb-
30BaHUU KpUNTOrpad UIECKUX
CTaHOApTOB

MK 113 2

CriocobeH  mpUMEHSATH B
Hay4YHO-UCCJIEN0BATEIbCKOMN
U TPUKJIATHON NeATEeTbHOCTH
COBPEMEHHBIN MaTeMaTHye-

3HaeT yCTPONCTBO COBPEMEHHBIX
KpUNTOrpaQMuecKnx CTaHIAPTOB
CUMMECTPUYHBIX W aCHUMMETPHUY-
HbIX CHCTEM, IPHUKIAAHBbIX KPUII-
TOrpad MIECKNX MPOTOKOJIOB.




CKMI anmapar

VYMeeT aHaIU3UPOBATh COBPEMEH-
Hble Kpunrorpadpuyeckue CraH-
IapThl CHMMETPUYHBIX W aCHM-
METPUYHBIX CHCTEM, MPHUKJIATHBIE
KPUNTOrpaQMuECKHe IMPOTOKOJBI
Ha HaJIW4YHE YS3BUMOCTEH C IO-
MOULIBIO COBPEMEHHOIO MaTeMa-
TUYECKOrO anmnapara.

I[IK-4 CmnocobHOCTh  TOHH-
MaTh M NPUMEHSITh B HAy4HO-
UCCJIEIOBATENILCKOW U TIpH-
KJIQOHOW [NEATEeNBbHOCTU CO-
BPEMEHHbIE SI3bIKH MPOrpaMm-
MHUPOBaHHs W MPOrPaMMHOE
o0ecrieyeHre, OnepaluoOHHbIC
CHCTEMBI M CETEBBIE TEXHOJIO-
I'MU;, IPUMEHSITH aJITOPUTMBbI U
CTPYKTYpPbl JAHHBIX MPH pas-
paboTKe TPOrPaMMHBIX pe-
LIEHU

MK ka1

CnocobeH mOHUMATh COBpe-
MCHHBIC SA3bIKM MNPOrpaMmMu-
poBaHHsT U  IPOrPaMMHOE
obecrieueHre, oneparuoHHbIe
CHCTEMBbI M CETEeBbIE TEXHOJIO-
M1

3HaeT TporpamMmHbBIe OOBEKTHI,
peammsyromue  Kpunrorpadpuye-
CKHE CTaHAapPThl CHMMETPUYHOIO
U aCHMMETPHYHOTr0 MHu(poBaHUs
YMeer omnpenenAarb mNoOCienoBa-
TEIBHOCTh NpPUMEHEeHHs Oubmo-
TEYHBIX METOMOB JJISI PeaH3aluu
NPUKJIAIHBIX KPUMTOrpapuIecKux
AJTOPUTMOB.

MK 1ixa 3

CriocobeH TpUMEHSITh ajro-
PUTMBI U CTPYKTYpPbI JAHHBIX
npu pa3padoTKe MPorpaMm-
HBIX PELICHUI

3HaeT MPUHLUIBI UCTIOJb30BAHUS
OMONMMOTEYHBIX METOIOB M KpHII-
TONPOBANAEPOB.

YMeeT NpuUMeHsSTb NMPOrpaMMHBbIE
OOBEKTBI W KPUITOMPOBAHIEPHI
IUTs1 peaiu3aluy NPUI0KeHUH
Bnaneer nmpuemMaMu HCHONB30OBa-
HUSl KpUNTOrpaUuIecKux MpPUMH-
TUBOB TMpH pa3paboTke Tpo-
TPaMMHBIX pELICHUHN




4. COJEPKAHHUE U CTPYKTYPA JNCHUIIVIMHBI
OOBeM OUCIUILINHBI COCTABIISIET 5 3aUeTHBIX enuHul, 180 4acoB, B TOM umciie 35 4aCOB Ha KOHTPOJIb, IPAKTUYECKAast TOATOTOBKA 32.
dopma NPOMEKYTOUHON aTTECTALUU: 6 CEMECTP - HK3aMEH.
4.1. COAEPXKAHUE JNCHUIIVIMHBI, CTPYKTYPUPOBAHHOE 11O TEMAM, C YKASAHUEM BU/10B YUYEBHbBIX 3A-
HATUU U OTBEJEHHOI'O HA HUX KOJIMYECTBA AKAJEMUYECKHNX YACOB
Bugp1 yueOHoii paGoThl, BKIIOYASI CAMOCTOSI-
TEJIbHYI0 padoTy 00y4arUIHXCS U TPYAOEM-
KOCTb (B 4acax) ®opMmbI TeKy-
Ne g‘ KontakTHas paGora npenoaasa- A 4 1Iero KoH-
o /;1 Paszges aucuMIIHHLL/ TeMbI § TEJIS ¢ 00y4ALHMHCS E = é TPOJIA ycneBa-
S Cemunap- E t§ §. €MOCTH
ckue (npak- | Koutpoas | 2 & &
Jlekun S w S
TH4yeckue | ofyvenusi | Z s <
=
3QHSATHS) &}
1 | Tema 1. ba3oBrie moHsITHA KpUNTOrpadguu 6 2 2 0,6 3 2 nad.
2 | Tema 2. CuMMeTpUYHBbIE KPUIITOCUCTEMBI 6 2 2 0,6 3 2 nad.
3 | Tema 3. [Torounble UQPHI 6 2 2 0,6 4 2 TECT
4 | Tema 4. bnounoe mmpposanue 6 4 4 1,2 6 4 nad.
5 | Tema S. Pexumsbl mudpoBaHust 6 4 4 1,2 6 4 TECT
6 | Tema 6. Kogpe! ayTerTH(HKALNN COOOIEHUI 6 2 2 0,6 4 2 nad.
7 | Tema 7. Xeur-¢pyHKIuH 6 2 2 0,6 4 2 TECT
8 | Tema 8. CtaHmapThl Ay TEHTUYHOTO MU POBAHHS 6 4 4 1,6 8 4 nad.
9 | Tema 9. AnroputMbl OOMEHa KIFOYaMHU 6 2 2 0,6 4 2 nad.
10 | Tema 10. Meton kimroueBoro oomeHa Juddu-Xenmana 6 2 2 0,6 7 3 nad.
11| Tema 11. IlpeobpazoBanue RSA 6 2 2 0,6 6 2 nad.
12 | Tema 12. IlpeobpazoBanue Dnb-I amans 6 2 2 0,6 6 2 nad.
13 | Tema 13. IlpuknanHble aNrOpUTMbI KpUITOrpahuu 6 2 2 0,6 10 | 4 nad.




Hroro

qacoB

[ 32 |

32 |

10 | 106

42. ILUIAH BHEAYAUTOPHON CAMOCTOSTEJBHOMN PABOTHI OBYUAIOIINXCA IO JUCIUILTAHE

OHHBIX 00Pa30BaATEIHHBIX TEXHOJOTHH (4ac)

CamocrosiTesibHast padoTa 00y4YArOIHXCS YueoHo-
MeTOAHYECKOoe
Ce- Cpoxn 3atpatel  |Ouenounoe cpea- A
Hassauue pasgena, Tembl Bug camocros- obecneyeHue ca-
MeECTp - BBIIIOJIHE- BpEMECHH CTBO I
TeJILHOH padoThI MOCTOATEIbHOH
HHS (uac.)
padoThI
1-1 MOIOBH- YMO pacmoto;keHO
6  |CummeTpHUUHBIC aNTOPUTMBI UG POBAHUS YUJITUH Ha kypea ¥ 36 Tect 5 MOC Domic xia
p p p TOATOTOBKA CTpaHHUIC Kypca
K 3K3
1-1 mOIOBH- YMO pacmoio-x«eHo
o Ha Kypca + B MOC Domic na
6  |OGecnedeHue MENTOCTHOCTH COOOIIECHUIA YUITHUH 9P 24 Tect
TOATOTOBKA CTpa-HHIE Kypca
K 3K3
2- MMOJIOBH- YMO pacmoio-x«eHo
Ha Kypca + KoutponpHas | s HMOC Domic Ha
6  |AIrOpUTMBI C OTKPBITHIM KJIFOUOM YUJITUH HOArOTOBKA 46 paboTa CTpa-HuUIC Kypca
K 3K3
OO011ast TPy A0EMKOCTh CAMOCTOSTEIbHON pabOThI MO AUCHUILIMHE (Yac) 106
N3 HuX 00BEM CaMOCTOATEIBbHOM PabOThI C UCTIOIB30BAHUEM BJICKTPOHHOTO OOyYEeHHSI U JUCTAHIIU- 106

4.3. COJIEP/KAHME YUEBHOI'O MATEPHAJIA

Pasnpen 1. CummeTpuuHbie anropuTmMbl Mu¢poBaHusi
Tema 1.

basosble monsATHs Kpunrorpadguu

OO01ue NPUHLKITEI U MOZENH. 3aluTa OT HECAHKIIMOHNPOBaHHOTO nocryna. [lonsatue kimova. [Hludposanne n koguposarne. Kpunrocucremsr. Hcro-

pust kpunrorpadun. Hludp npocroii 3amenst. Hludp Lesaps. Hludp BepTukansHoil nepectanoBku. I ammuposanne. OCHOBHBIE CITOCOOBI KPUTITOAHA-
au3a npocThix mudpos. MaeanpHblil mudp.

Tema 2.

CuMMeTpHUUHbIE KPUTITOCUCTEMbI

[In¢pp Bepuama. Jlemma o Teoperudecku croiikom mmugpe. ITorokossie mudpbl. ATaku Ha TOTOKOBbIe UG PEL. [[Byxpa3osslii OokHOT. [Ipumep ys3-
BUMOCTH B npotokosie. 802.11b WEP. Bo3aMoskHbIe yiTydIIeHUs] TPOTOKOJIA.




Tewma 3. IToTounble mudpsI

ITpumepr! notokoBbx mHppoB. RC4 u ero ysazsumoctu. CSS 1 ero ysazsumoctu. eStream. be3omacHOCT NOTOKOBBIX reHepaTopoB. CTaTUCTHUECKUH
TeCT Ui reHeparopa. Kpunrorpaduueckoe onpenenaeHne nceBaociayyaiHoro reaeparopa. CemantTuuecku 6e30nacHblil moTokosbii mudp. Ipumepst
TAKHUX IHUPPOB.

Tewma 4. Biounoe mmdpoBanue

[Mpunun urepuposanusi. [lonatue nceBaocyyaitHon GyHKINH 1 riceBaociay4aiinoii nepecranoBku. [1Iugp DES. Onucanue crpykrypsl. Teopema o
Tpexpaynnosoii cetu @eticrens. [lnudpp AES. Onucanne ctpykTypsl 1 mpuHLuns! padoTsl. [lepedopHble ataku Ha Onounble mmdpsel. [Ipodaema DES.
Tpotinoit DES. Ataka merogom BcTpeun nocepenune. [lepebopubie ataku Ha Onounbie mmdpsl. [Ipodnema DES. Ataku Ha O1049HbIe UPHI Uuepes
YTEYKH MO MOOOYHBIM KaHaaM. ATaku Ha OCHOBe 0TKa30B. JInHelinbiii kpuntonanaian3 DES (ocaoBHbie unen). [udp F'OCT 28147-89 u ero undpa-
CTPYKTYypa.

Tema 5. Pexxumbl mmpoBanus

IToctpoenue 0oUHBIX WH(POB HA OCHOBE MCEBAOCITyYalHBIX reHepaTopoB. LlIndpoBaHne HECKONIBKUX COOOINEHUI HAa OMHOM KiIro4Ye. ATaka Ha OCHO-
BE€ BBIOOPOYHOTO OTKPBITOrO TekcTa. [Ipumep mudpa HECTOHKOro K aTake Ha OCHOBE BBIOOPOYHOTO OTKPHITOro TekcTa. Ciyvaiinoe mmudposanue. On-
Hopasosoe mudposanue. Pexxum CBC. [lludposanne ¢ npenckasaHHbIM 3HaUeHHeM BekTopa nHunuannzaunid. CBC nist onropazoBoro mmgpoBaHus.
Ha6uska 610koB. Pexxum CTR. Cpasrenne pexxumoB CBC u CTR. Pexum OFB.

Pazgen 2. OGecneuyenne He10CTHOCTH COOOIEHUMH

Tema 6. Konb! ayrenTH(uKanmm coodrueHnit

Koner ayrerTuukaumu coobmenuii. Ilocrpoerne konos ayrentudukanmn 6onpmnx coodmennii. Koncrpykiun CBC-MAC u NMAC. Ux s¢dek-
TUBHOCTh. CXeMa aTaku ¢ ucnoibp3oBanueM kojutmsuii. Koncrpykiust HMAC. IToctpoenne konos ayTeHTHGUKAINN O0IbIINX COOOIIeHnn. MexaHu3-
mbl HabuBkH coobumennii. Konctpykumn CMAC, PMAC, onHopasossiit MAC.

Tema 7. Xewm-pyHKIuU

ITocTpoeHue kogoB ayTeHTH(PHUKALNN COOOIIEHUI U3 CTOWKUX K KOJUTM3UAM (yHKIMH. ATaka Ha OCHOBE Mapazokca nHel poxaeHuil. KoncTpykius
Mepkna-Jlamrapna nist mocrpoenus xem-pyHkuuid. [Toctpoenne 6e30macHbIX CRUMAOMIX PyHKIHUH. Xen-QyHKIUH Ha OCHOBE OJIOYHBIX HIH(POB.
Tema 8. CtannmapThl ay TEHTUYHOTO MM pOBaHUS

HeobxogumocTs mpuMeHeHHst ay TeHTHYHOTo mudposanus. [ToHsTHE eNOoCTHOCTH H(p-TeKcTa. ATaka Ha OCHOBE BBIOOPOYHOTO IU(P-TEKCTA.
AyTtenTnuHoe mmposanus Ha npumepe nporokona TLS. ITocTpoenne cxem ayTeHTHYHOTO MHU(POBAHUS U3 OJIOYHBIX IHU(PPOB U KOAOB ayTeHTU( -
Kauuu coobmmennit. CTaHmapThl ay TEeHTHYHOTO MH(POBaHUs. ATAKM Ha CXEMbI ay TEHTHYHOTO IH(pOBaHus. ATaka Ha OCHOBE aHAIN3a HAOUBKH CO-
o0meHus.

Pasnen 3. AropuTmbl ¢ OTKPBITBIM KJIIOY0M

Tema 9. Anropurmbl 0OMeHa KIIFOYaMu

Pacnpenenenue kiroueii mudposanus. [Ipouenypsl oOMeHa kirouamu. OOiee BBEACHHE B TEOPUIO aCUMMETPUYHBIX KpunTocucteM. JddexTuBHble
AJTOPUTMBbI BO3BEACHUS B CTETIEHb. AJropuTMBI (pakTopuzaunu Oonpimmx yncen. [lorsTre pyHKUNY ¢ Ta3eHKoi.



Tema 10. Meton knroueBoro odmena Huddu-Xenmana
[IpoTokon kiroueBOro 0OMeHa Al HECKOJIBKUX y4acTHUKOB. HexkoTropsle Monudukanun Metoga. OMHOCTOPOHHSIS FeHepauys Kiro4a. 3aaada Juc-
KPETHOTO JIOrapu(pMHUPOBAHHUSI.
Tema 11. IIpeobpazoBanne RSA
Yerpoticteo RSA. DddexrusHocTs peanusanuu. Kpunrocroiikocte RSA. Bapuante! crangaproB PKCS1. Ataku Ha kpunrocuctemy RSA. Ataka Ha
ocHose 00miero RSA Monyns. Ataka Ha OCHOBE MaJIoro 3HAYEHUS 3aKPBITOrO KIF0Ya.
Tema 12. IIpeobpazoanne Dnb-I"amas

Brruncnenue u nposepka nonmucu. Hludposanue u nemudposanue. ddpdexruBrocts peannzannu. OcoOEHHOCTH UCMOIB30BAHUS CEAHCOBOTO KIJIFOUA.
[IpakTrueckoe mpuMeHeHne mpeodpa3oBaHus Dib-1 aMains s 312491 JOKa3aTeNbCTBA 3HAHUS.
Tema 13. [Ipuknagsble aaropuTMbl KpunTorpadun
IToporoseie cxemsl pazaeneHus cekpera. Cxema [llamupa pasnenenus cexpera. Jloka3arenbCTBO ¢ HYJIEBBIM pasrilalieHHeM. AJTOPUTM Ha OCHOBE
uzomopuzma rpados. [Iporokon [IHoppa.

4.3.1. IlepeyeHb CEMHHAPCKHUX, MPAKTHYECKHX 3aHATHH H Ja00opaTopHBIX padoT

Ne Ne paszaena u| HaumeHnoBanue ceMHHAPOB, MPAKTHYECKHX U JIA00PATOPHBIX pa- TpyaoemkocTn OueHouHbIE ®opmupyembie
n/H TeMbI oot (uac.) cpeacTBa KOMIIETeHITHH
Bcero | U3 Hux (uHgUKATOPBI)*
4acoB |mpaKTH4Ye-
cKast
MOAr0TOB-
Ka

1 2 3 4 5 6 7

1 Tewma 1. bazoseic oHsTHS Kpunrorpadun 2 2 ITposepka maboparopuoit [[IK-3.1, TIK-3.2,
paboTht I1K-4.1, T1K-4 3

2 Tema 2. CHMMETPUYHBIC KPUITOCUCTEMBI 2 2 INposepka maboparoproit |[TIK-3.1, TIK-3.2,
paboTht I1K-4 .1, T1K-4 3

3 Tewma 3. Iotounsie mudpsb 2 2 ITposepka maboparopuoit [[IK-3.1, TIK-3.2,
paboTht I1K-4.1, T1K-4 3

4 Tewma 4. brounoe mudposanye 4 4 Iposepka maboparopuoit [[TK-3.1, TIK-3.2,
paboTht I1K-4 .1, T1K-4 3

5 Tewma 5. Pesxumer mudpoBaHus 4 4 ITposepka maboparopuoit [[IK-3.1, TIK-3.2,
paboTht I1K-4.1, T1K-4 3

6 Tema 6. Kogpr ayTeHTHDHKAIIMN COOOIICHUI 2 2 INposepka maboparoproit |[TIK-3.1, TIK-3.2,
paboTht I1K-4.1, T1K-4 3




7 Tewma 7. Xem-¢pyHkimn 2 2 INposepka madoparoproi [IMK-3.1, TIK-3.2,
padoThl I1K-4.1, ITK-4 3

8 Tema 8. CrangapThl Ay TCHTUYHOTO MH(POBAHUS 4 4 INposepka maboparoproit |[IK-3.1, TIK-3.2,
padoThl I1K-4.1, T1K-4 3

9 Tema 9. Anropurmbl 0OMEHA KTFOUAMHU 2 2 INposepka maboparoproit |[TIK-3.1, TIK-3.2,
padoThl I1K-4.1, ITK-4 3

10 Tema 10. MeTog kmouesoro oomena Judpu-Xenvana 2 2 INposepka maboparoproit |[TIK-3.1, TIK-3.2,
padoTh! I1K-4.1, T1K-4 3

11 Tewma 11. Ilpeodpaszosanue RSA 2 2 ITposepka maboparoproit [[IK-3.1, TIK-3.2,
padoTh! I1K-4.1, ITK-4 3

12 Tewma 12. [IpeoGpazosanue Imb-Iamans 2 2 ITposepka maboparoproit [[IK-3.1, TIK-3.2,
padoTh! I1K-4.1, T1K-4 3

13 Tewma 13. [IpuknagHsie anropuT™el Kpuntorpadun 2 2 Iposepxa madoparoproi [IMK-3.1, TIK-3.2,
padoTh! I1K-4.1, ITK-4 3

Bcero 32 32

4.3.2. IlepeyeHnb TeM (BOMPOCOB), BBIHOCHMBIX HA CAMOCTOSITeJIbHOE H3YUeHHe CTYAeHTAMH B PAMKAX CaMOCTOsITe/IbHOI padoTsl (CP)

«He npenycMoTpeHo».

4.4. METOJJUYECKHE YKA3AHUA 110 OPTAHU3AIINN CAMOCTOSITEJIBHOM PABOTHI CTYAEHTOB

CamoctosTenpHas paboTa CTyAeHTOB BceX (OpM U BUAOB OOYUEHHS SBJISIETCS OJHUM M3 O0s3aTeIbHBIX BHIOB 00Pa30BATEILHON AESITEbHO-
cTH, obecneunBaroliei peannzanuio TpedoBanuii DenepasbHBIX rOCYIapCTBEHHBIX CTAHAAPTOB BhICIIEro obpasosanusi. CoriacHo TpeOOBaHMUSIM HOP-
MATUBHBIX JOKYMEHTOB CaMOCTOsSITeNIbHAsSI paboTa CTYJEHTOB SIBJISIETCS] 00s3aTeIbHBIM KOMITOHEHTOM 00pa30BaTEIbHOTO MpoLiecca, Tak Kak oHa odec-
MEYNBACT 3aKPETUICHHUE TOTyYaeMbIX Ha JICKIIHOHHBIX 3aHSATUSX 3HAHUH MyTeM NMPUOOPETEHHs] HABBIKOB OCMBICIICHUS M PACIIUPEHUS X COMEPIKAHMS,
HABBIKOB PEIICHUS aKTyaJbHBIX MpodyieM GopMUPOBaHUs OOIIEKYIBTYPHBIX U MPO(HECCHOHATBHBIX KOMIETCHIINMA, HAYyYHO-UCCIIEIOBATEIbCKON Jesi-
TEJIBHOCTH, MOJATOTOBKH K CEMHUHapaM, J1adopaTopHbIM paboTaM, caade 3a4eToB U 3k3aMeHOB. CaMmocTosTebHAs padoTa CTYASHTOB MPEACTABISIET CO-
00l COBOKYIHOCTb ay JUTOPHBIX U BHEAYIUTOPHBIX 3aHATHH 1 padot. CamocTosATenbHAs paboTa B paMKax 00pa3oBaTENbHOTO MPOLIECCa B By3€ pelIaeT
CIIEAYIOLIHE 3a7auu:
— 3aKpeIuUIeHre U pacIlupPeHre 3HAHWM, YMEHUH, MOyYeHHBIX CTYIEHTAMH BO BPEeMsl ayIUTOPHBIX M BHEAYAUTOPHBIX 3aHATUMN, MPEBpAIEHUE
WX B CTEPEOTHUITBI YMCTBEHHON U (PU3NIECKON AeSITeIbHOCTH,

- HpI/IO6peTeHI/Ie JOMOJIHUTEJIbHBIX 3HAHUN U HaBBIKOB 110 JAUCHUIIIIMHAM yqe6Horo IJ1aHa,

— (hopMHUPOBaHUE U PA3BUTHE 3HAHWUI U HABBIKOB, CBS3aHHBIX C HAYYHO-HCCIIENOBATENBCKON AESITETbHOCTHIO,
— pa3BUTHE OPUEHTAIIMU W YCTAHOBKHU HAa KAYECTBEHHOE OCBOEHUE 00Pa30BaTEILHOM MPOrPAMMBI,

— Pa3BUTHUEC HABBIKOB CAMOOPTaHU3allNH,

- (I)OpMI/IpOBaHI/Ie CaMOCTOATECIIBHOCTU MBIIIJICHM A, CIIOCOOHOCTH K CaMOpPa3BUTHUIO, CAMOCOBCPIICHCTBOBAHUIO U CaMOpPEaIn3aliuu,




— BeIpaOOTKA HABBIKOB 3((EKTUBHON CAMOCTOSATENBHON MPO(ECCHOHANBHON TEOPETUIECKOH, MPAaKTUUECKON U y4eOHO-UCCIIeI0BaTENbCKOM 1Te-
SITEIbHOCTH.

HoaroroBka Kk gexkuun. KauectBo 0CBOSHMs CONEPKaHMs KOHKPETHOH MUCIHITIMHBI MPSIMO 3aBHCUT OT TOTO, HACKOJIBKO CTyAEHT caMm, Oe3
BHEIIHETrO NPUHYKAeHUsT GopMupyeT y cedst yCTAaHOBKY Ha MOJYYEeHHE Ha JICKIMAX HOBBIX 3HAHWH, TOTOJHAIOMINX YK€ UMEIOIIINECs MO TaHHOU IHC-
LUIUIMHE. Bpems Ha MOAroTOBKY CTYIAEHTOB K JIByX4acOBOH JIEKIIUH 10 HOpMAaTHBaM cocTaBJsieT He MeHee 0,2 Jaca.

IMoaroroBka K NpakTHYeCKOMY 3aHATHIO. [I0rOTOBKA K MPaKTUUECKOMY 3aHSTHIO BKIIIOUAET CJIEAYIOLIHE 3JI€MEHThl CAMOCTOATEIbHON fes-
TEJIbHOCTHU: YeTKO€e MPEeACTaBIEeHNE LIEIH U 3aa4 €ro IPOBeIeHNs; BblieJIeHUE HABbIKOB YMCTBEHHOM, aHAJIUTUYECKON, HAYUHOH AeATEeIbHOCTH, KOTO-
pBIe CTAaHYT Pe3yJbTaToM mnperacrosimeii padotsl. BeipaboTka HaBBIKOB OCYINECTBISIETCS C MOMOIIBIO MOJMy4YeHHUs1 HOBOM MH(popManuu 06 M3ydaeMbIx
IpoLEeccax U ¢ MOMOLIBIO 3HaHUS O TOM, B KaKOW CTENEeHHU B JaHHOE BpeMsl CTYIEHT BJIaieeT METOJIaMHU UCCIIe0BATENbCKON NEATENbHOCTH, KOTOPbIMU
OH CTaHET IMOJIb30BATHCS HA MPAKTUUECKOM 3aHATHH. [10AroTOBKA K MPAKTUYECKOMY 3aHSATHIO Hepenko Tpedyer mopdopa MaTepuana, JaHHBIX U CIie-
[[UAJIbHBIX UCTOYHHUKOB, C KOTOPBIMH IMpeAcTouT yuebHas padora. CTyAeHTbI TOJDKHBI IOMa MOATOTOBHUTH K 3aHATHIO 3—4 mpuMepa GOpMyJIHPOBKU
TEMBbI MCCJIEOBAHUS, MPEICTABICHHOIO B MOHOrpaUsX, HAyYHBbIX CTaThsIX, OTYETAX. 3aT€M OHU CAMOCTOSITEJIbHO OCYIIECTBISIIOT MOUCK COOTBET-
CTBYIOLIUX MCTOYHHKOB, ONPEAEISIOT aKTyaJbHOCTh KOHKPETHOTO MCCIIEIOBAHUS MPOLIECCOB M SIBJICHUH, BBIIEISAIOT OCHOBHBIE CIIOCOOBI JOKA3aTelb-
CTBAa aBTOPAaMH HAy4HbIX pabOT IIEHHOCTH TOrO, YeM OHM 3aHHMAIOTCSA. B Xome caMoro mpakTHUECKOro 3aHSTHs CTYIEHTHI CHadajia MPEACTaBISIOT
HalIeHHbIE UMM BapUAHTHI (POPMYJIMPOBKH aKTyaJIbHOCTH HCCIENOBaHMA, OOCYXKIAIOT X M OOOCHOBBIBAIOT CBOE€ MHEHHE O HAMJIyYIIEM BapHUaHTE.
Bpewms Ha NOATOTOBKY K IMPaKTUUECKOMY 3aHSITHIO 110 HOpMaTHBaM cocTasiisieT He MeHee 0,2 Jaca.

HoaroroBka K KOHTPOJIBbHOI padoTe. KoHTpoibHas padoTa Ha3HAYAaETCs MOCIE U3YUYEHUsI ONPEIESICHHOTO pasnena (pas3ieioB) AUCHUTUINHBI
U TIPEACTaBIsIeT COO0H COBOKYITHOCTD Pa3BEPHYTHIX MHCbMEHHBIX OTBETOB CTYACHTOB Ha BOIIPOCHI, KOTOPBIE OHH 3apaHee MOJIydaroT OT MPernoaaBaTe-
as1. CamocTOsITeNIbHASL TOATOTOBKA K KOHTPOJIBHOHW padoTe BKIIFOYAET B C€0sl: — M3yUEHHE KOHCIEKTOB JIEKLUH, PACKPBIBAIOIIUX MaTepuall, 3HAaHHUE
KOTOPOTO MPOBEPSIETCS] KOHTPOJIBHOH paboToii; MOBTOpEeHHe yueOHOro Marepuala, mojiydeHHOrO PU MOATOTOBKE K CEMHHAPCKHM, MPAKTUYECKIM 3a-
HATUSAM U BO BpeMsl UX NPOBEACHUS; U3yUeHUE JOMNOIHUTEIbHON INTEPATyphl, B KOTOPOH KOHKPETU3UPYETCs COllepKaHNue MPOBePseMbIX 3HAHUIL; co-
CTaBJIEHHE B MBICIIEHHONH (JOpME OTBETOB Ha IMOCTABJIEHHBIE B KOHTPOJBHOH padoTe BOMpOCHI, (POPMHPOBAHHE IMCHUXOJOTHYECKOH YCTAHOBKHM Ha
yCIELTHOE BBIMOJHEHNE BCEX 3a1aHni. Bpemsi Ha MOATrOTOBKY K KOHTPOJIBHOM padoTe Mo HOpMaTHUBaM COCTaBIIsIET 2 Jaca.

HoaroroBka k 3x3ameny. CaMoCTOsITENTbHASI IOATOTOBKA K SK3aMEHY CXOJKa C IMOATOTOBKOW K 3a4eTy, 0COOEHHO ecii OH auddepeHunpoBaH-
Helld. Ho oObeM yuebHOro Marepuana, KOTOPbIH HY)KHO BOCCTAHOBUTB B MAMSITH K 5K3aMEHY, BHOBb OCMBICIHTD H IOHSTh, 3HAYUTEIBHO OOJIbINE, MO-
sTOMy TpebyeTcst Ooblie BpeMEH! U YMCTBEHHBIX yCHIMiA. BaxHO chopMUpOBaTh IEOCTHOE MPEACTABICHHE O COIEPKAaHNH OTBETA HAa KaXKIBIA BO-
IPOC, YTO MPEANOoaraeT 3HaHHe Pa3HbIX HAYYHBIX TPAKTOBOK CYLTHOCTH TOTO HJTM MHOTO SIBJICHUSI, IPOLIECCA, YMEHHE PACKPBIBATh (PAKTOPHI, ONpere-
JSIFOIIME MX IPOTUBOPEYHBOCTD, 3HAHHUE MMEH YUEHBIX, H3y4aBIINX 00CykaaeMyro npodiemy. HeoOxonumo takke npuBecTH HHPOPMALIUIO O MaTepH-
ajax 3MIUPUYECKUX UCCIENOBaHUMN, UTO YKa3bIBae€T Ha BCECTOPOHHIOIO MOATOTOBKY CTYJIEHTa K SK3aMeHy. Bpems Ha MOATOTOBKY K 3K3aMeHy 110 HOp-
MaTHUBaM COCTaBJIsieT 36 4acoB 11l OaKaJaBpoB.

B ®BT'OY BO «MI'Y» opraHusanus caMOCTOSITEIbHON pabOoThl CTyASHTOB periaMeHTupyercs [lookeHneM 0 caMOCTOSITENbHON padoTe CTy-
JI€HTOB, NPUHATHIM Y ueHbIM coBeToM UI'Y 22 urons 2012 r.

4.5. INPUMEPHASA TEMATUKA KYPCOBBIX PABOT (ITPOEKTOB)

«He mpenycMoTpeHo».






IIpn peanuszamyy TaHHOTO Kypca HCHONB3YIOTCS CIEAyIoIne 0Opa3oBaTeIbHBIE TEXHOJO-
MU TEXHOJOTHH TPAIHLIHUOHHOTO OOyYEHHs, UTPOBBIE TEXHOJIOTUU, TEXHOJIOTMH MPOOJIEMHOTO
o0ydeHus, TEXHOJIOTUN OOY4YEHHUsS] B COTPYMHHYECTBE, TEXHOJOTHU KOHTEKCTHOTO OOY4YEHUs, WH-
TE€PAKTUBHBbIE TEXHOJIOTUU, TEXHOJOTHH AMCTAHIIMOHHOTO OOYYEHUs, aKTUBHBIE MENaroruvyecKie
TEXHOJIOTHH.

8. OHEHOYHBIE MATEPHAJIBI VTSI TEKYIIEI'O KOHTPOJISI K
HNPOMEXYTOYHOU ATTECTAIMU
8.1. OHEHOYHBIE MATEPHUAJIBI IUIA BXOJAHOI'O KOHTPOJIA
He nmpeaycmotpeno
8.2. OIIEHOYHBIE MATEPHUAJIBI TEKYHIEI'O KOHTPOJIA
Tectol Ha cTpanuie kypca B MOC Domic B cooTBercTBuu ¢ 1. 4.1.
8.3. OIIEHOYHBIE MATEPHUAJIBI TIPOMEKYTOYHOI'O KOHTPOJIA

Martepuanel AJsi NPOBEAeHHs TEKYINEro U MPOMeKYTOYHOI0 KOHTPOJISI 3HAHUH CTyJeH-

TOB!:
bl Bun xonTpons Kontponupyemsie Te- Kontpoaupyemsbie
™Mbl (pa3aesibi) KOMIIeTeHUHH/ HHIH-
KATOPbI

1 2 3 4

1 KonTtpons B Buae TecToB T1K-3, TIK-4
PasHoypoeHeBBIe 3amaHus k mabopartop- | Pazzen 1
HOMY MPAaKTHKYMVY

2 KonTtpons B Buae TecTOB I1K-3, TIK-4
PasHoypoeneBbie 3amaHus k mabopartop- | Pazzen 2
HOMY MPAKTHKYMY

3 KonTtponpHrie paboTs T1K-3, TIK-4
PasHoypoBHeBBIe 3amaHua Kk maboparop- | Pazzen 3
HOMY MPAKTHKYMY

4 JK3aMEeH [Tpomexxytounas arre- | [1K-3, T1K-4

cTauys

IIpuMepB! OLIEHOYHBIX CPEACTB TEKYIIEro KOHTPOJIsI

JAeMOHCTPALIMOHHBIN TecT K pa3aeny O0ecneueHue HeJT0CTHOCTH COO0IMEeHH
Bompoc 1 IIpennonoxum, uto cuctema MAC (S,V) ucnonp3yercst 11 3aiuThl (aiaos B (aii-
JIOBOH cucteme kommbroTepa. K kasknomy aiiny nodasnisiercs: crieluaibHbIi tag. AnropuTtm S B
cBOeil paboTe NCIONb3yeT TONBKO coneps:kumoe (aiinma. st kakux atak nmonodnast cuctema MAC
SIBIII€TCS YSI3BUMOI?
BapuanTte! oTBETOB

BBINOMHUTH KOHKATEHALHMIO IBYX (ailIoB B CHCTEME B CO3/1aTh TPETHH.

Y namute nociaenuuii 6aiT B daiie.

Nsmenuts Bpemsi Monupukaiuu daiina.
ITomensaTe MecTamu 1Ba (aiina B GainoBoii cucreme.
JloGaBUTH HOBBIE TAHHBIE B (DA

Bompoc 2 ITycts cucrema MAC (S,V) siBisiercs 6e3onacHoil. Cuctema onpenesieHa Haj mpo-
crpancteoM (KM, T), rne M={0,1}n u T={0,1}128. Kakue u3 npeayo;KeHHbIX HIKE KOHCTPYKLIHIi
ABISTFOTCST Oe3omacHbiMu MAC?

BapuanTte! oTBETOB

S'(k,m)=S(k,m) u V'(k,m,t)={ V(k,m,t),1,m#0n;otherwise



S'(k,m)=S(k,mllm) u V'(k,m,t)=V(k,m|lm,t)

S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,tll0)orV(k,m,tll1)]
S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k, 1n,t),V(k,m,t),m=0n;otherwise
S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]
S'(k,m)=[t=S(k,m),output(t,t)] m V'(k,m,(t1,t2))={ V(k,m,t1),0,t1=t2;otherwise

Bompoc 3 Cxema Berancienus konos aytentudukanun cooduennii ECBC-MAC ucnonbsyer
(pUKCHUPOBAHHBII BEKTOP MHULHAIN3ALMH (B JIEKLIMH UCIIONB30BAJICA HyJieBol BekTop). IIpeamnono-
JKFM, 9TO BMECTO (PUKCHUPOBAHHOTO, IS KAXKIOTO COOOIIEHHST UCTIONB3Y €TCsI CIyYaiHbIH BEKTOP
IV u sTot BekTOp modansiercs k tag. Apyrumu ciosamu, S(k,m)=(r,ECBCr(k,m)), rme r 310 ciy-
yaitaeiil V. Anroputm npoBepku no kiody k, coodmennto m u tery (r,t) Boimaet 1 ("yes"), ecnu
t=ECBCr(k,m).

Taxas cxema noctpoenuss MAC siBnsieTcst HeOe30MmacHOW. ATaKyOIINI MOKET MOJTy4UTh Ter (T,t)
1151 cOOOIIeHNsT M, COCTOSAIIEro U3 ogHoro Oyoka. Ternepb OH crmocobeH CKOHCTPYHPOBATH HOBBIH
TET 111 HOBOTO COOOIIEHMs. YKaXXUTE Tapy Ter, COOOIEHe, KOTOPYIO MOXKET CKOHCTPYHpPOBATh
ATaKy O LU

BapuanTte! oTBETOB

Ter (m@t,t) siBisIeTCS MPaBUIbHBIM AJis1 cooOmeHuss mé 1n.

Ter (réDt,r) sABNAETCS MPABIIBHBIM JJIsI COOOIIEHHS M.

Ter (réDt,m) siBRSIETCA MPABHIBHBIM TS cOOOIEeH st On.

Ter (r 1n,t) siBNsIeTCS MPaBUIIBHBIM 151 cOOOIeHust mép In.

Bompoc 4 Anuca HamepeBaeTcs OpraHu30BaTh NIMPOKOBEINATENBHYO OTIIPABKY COOOINEHMH st
6 nmonyuareseii B1,...,B6. CekpeTHOCTb COOOIIEHNIT HEe BaXKHA, BAJKHA IEJIOCTHOCTD U ay TEHTHY-
HOCTh. Kaxnplii U3 mosyyareneii NokeH ObITh YBEPEH, YTO COOOIICHHE TIOYUYEHO OT AJTHCHI.

Jst cBoeit 3anaun Annca permia ucnonbs3oaTb MAC. Ilpennosnoxkum, uro Anuca u 6 moib30-
BaTenel padoraroT ¢ omHuM oduM KiIrodoM k. Torna kaxkaeiii u3 B1,...,B6 npu nojgy4yeHun co-
OOIIEeHUsT MOXKET IPOBEPUTH MPABHIBHOCTE Tera. Ho 3Ta cxema nebe3omnacHa, T.K., HApuMep,
noJib3oBarenb Bl MoxkeT co3narhk cooOLeHne, MPUKPENUTh K HEMY TeT, TIOTy4YeHHBINH Ha Kitode k u
OTIIPaBUTH B ceTh. [Ipu 3TOM, monb3oBarenu B2, ... ,B6 OyayT yBepeHbI, 4TO COOOMIEHHE MOTYISHO
OT AJTUCHIL.

Bwmecto sToro, Anmca creHepupoBana 4 cekperHbix kimoua S={kl1,... k4}. Kaxnomy noip3osa-
temo Bi oHa nepenana mogMHokecTBO Kirouelt SiES. Tenepb Anuca npu nepeaayde cooOmeHus
NPUKJIAIbIBAET K HEMY UETBIPE Tera, KaKAbIH M3 KOTOPBIX MOJIyYeH Ha OJJHOM M3 UETBIPEX KITFOUEH.
Korna nmonb3oBarens Bi nonyuyaeT coodleHne OH MpoBepsieT TOJNBKO T€ TeTH COOOIISHMSI, sl KO-
TOPBIX Y HETO €CTh KITFOUH.

Bribepure npaBuiIbHBIN c1Oc00, KOTOPHIM AJHCa MOXKET PACTIPEACTUTh CITydaiHbIe KIIFOUH TaK,
9yTOOBI HUKTO U3 MOJIb30BATENeH He CMOT OBl CO37aBaTh COOOIIEHNS AJISl IPYTHX MOJIb30BaTENEH
NPaBUJIbHBIE COOOLIEHHSI OT UMEHH AJIHCHI

BapuanTte! oTBETOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2 k3}, S5={k2,k4}, S6={k3 k4}

S1={k2}, S2={k2 k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2.k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bompoc 5 ITycts H:M—T crotikas k kommmsusiM xem GpyHkums. Kakast u3 ciaenyromuii ¢y HKIHHA
Takke OyJeT CTOHKOH K KOJUTU3USM.

BapuanTte! oTBETOB
H'(m)=H(m][O,...,|m|-2])
H'(m)=H(m)IIH(m)
H'(m)=H(H(m))



H'(m)=H(m)®@H(m 1|m|)
H'(m)=H(m)[O0,...,31]

H'(m)=H(jm|), rae |m| ectb qymHa cooOmmeHuss m
H'(m)=H(m|Im)

H'(m)=H(m|[0)

H'(m)=H(m)@®H(m)

JladopaTopHas pabora k pa3zaeny Cummerpuunoe mudposanue. lllndposanue AES

Jlnst paboTBI € aArOpUTMAaMHU U IPOTOKOJIAMU IM(POBaHUs Oy1eM HCIIONBb30BaTh CTaHAAPTHBIA AP
JCA, conepxammiics B JDK 1.6. IlpuBeneHHbIe HIKE KIACChl U MPUMEPBI OyAyT paboTaTh Kak co
crannaptHbIM Kpunronposaiiaepom JCE, Tak u ¢ mr00bIM APYTHM KPUMITONPOBAMAESPOM, TOAAEP-
JKUBAIOIIUM peanu3oBanHbiil B Java API (Hanpumep, Bouncy Castle).

[Tpu mrdpoBaHUN NaHHBIX YIIPABJICHHE KIIFOUAMH MOXKET IMPOUCXOIUTD IBYMsI criocobamu: mud-
pOBaHHE Ha CIY4YaHOM Kio4e, U pPOBaHNE HA U3BECTHOM KJIIOUE.

PaccmoTpum nporierypy CMMMETpHYHOTO K POBaHUs Ha cirydaiiHoM kimoue. Kirou cos3mpaercst
oobekToM kiacca KeyGenerator n3 nmakera javax.crypto. Jliist co3nanust reHepaTopa HyKHO BOC-
MOJIb30BATHCS CIIELUANBHBIM METOIOM

KeyGenerator kg = KeyGenerator.getInstance("DES"),

rJe apryMEHTOM METOAA BBICTYIAET UM AJITOPUTMA, ISl KOTOPOTO MPOMCXOIUT FeHepaLysl KIro4a
(8 nansoM ciyvae DES). Criucok qoCTyIHBIX anropuTMoB 371ech. Ilocie co3nanus reHepaTopa
HEOOXOIMMO UCTIONB30BaTh MeTON init() It ero MHUIManu3auui u Merox generateKey() — aust
CO3MIaHMsI KJIFOYA.

Hanpuwmep, cnenyromuii Ko CO30aeT KU MH(PPOBaHNUS HA OCHOBAHUH O€3011aCHOTO TeHepaTopa
ciy4aiHbIX yncen ans anroputMa AES:

KeyGenerator kg = KeyGenerator.getInstance("AES"),

kg init(new SecureRandom());

SecretKey key = kg generateKey();,

IIpy nCNONB30BAHNH B KAUECTBE KIIFOYA FOTOBOH IMOCIIEAOBATEIbHOCTH OAlT HYKHO BOCIIOJIB30-
BaThcs KiaccoM SecretKeySpec u3 makera javax.crypto.spec. Kimrou cozmaercs uepes mapameTpsl
KOHCTPYKTOpPA, B KOTOPBIX YKAa3bIBAETCSI MACCUB OANT, CONMEpIKAIIUX KIFOY, U aITOPUTM LIU(ppOBa-
Husi. Hanpumep, cnenyromuii kon reHepupyer kitod st anropurmMa AES Ha ocHOBe cTpoku u3
HIeCTHAMIATH CUMBOJIOB "1234567890123456":

byte[] newKey = "1234567890123456" getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcst OCHOBHBIM AJ1s1 paOOTBI C alIrOpUTMaMH IH(POBAHUS U PACTIONOKEH B Ia-
KeTe javax.crypto. DTOT KJIacC MPENOCTABISIET BO3MOKHOCTb padOThI KaK ¢ aITOPUTMAMH MU PO-
BaHMSI, TaK M C peXXKUMaMu paboTsl N POB, CXeMaMU TONOJHEHUs coolienuii. B 3aBucumoctu ot
napamMeTpoB HHUIMAIH3anH, o0bekT Ki1acca Cipher Moxker paboTaTh Kak B pexXxuMe mugppoBaHUs,
TaK U B peKUMe paciiu(ppoBaHusl, C CHMMETPUYHBIMUA U ACHMMETPHUYHBIMU aJITOPUTMAaMH.

Jlnist co3maHust HOBOrO OOBEKTa KJlacca CIeyeT BOCIIONb30BATHCS CIEHATBbHBIM METOIOM:

Cipher ¢ = Cipher.getInstance(algorithm)

rae algorithm npencrasnsier codoit CTPOKY BUIA: ANTOPUTM MUGPOBAHUS\PEKUM pado-
TBI\AJITOPUTM JTOTIOJTHEHHSI

HMeHa nOCTYIMHBIX aNrOpuTMOB MIM(POBAHUS M UX HACTPOWKH MPONHCAHBI B CTaHAapTe Java, u,
OOBIYHO, OHU COBMAAAIOT ¢ OOLIENPUHSTHIMU 0003HaUEHUSAMU. [{J1s1 monoTHeHus COOOIIeHM, B OC-
HOBHOM, HCTIOJIB3YIOTCs 1Ba ctanaapTa: NoPadding — mist mudposanust 0e3 AOMONMHEeHUsT CO00-
meHus (Hanpumep, 1ist peskuma mudposarns CTR) u PKCS5Padding — anst nononHenus cood-
IIEHUS 10 pa3Mepa, KpaTHOro pa3Mepy OJIoKa UCTIOIB3YEeMOro alropuT™Ma (HarpuMep, s pexXnuMa
CBCO).

Jlnis peanuzannu npoueay pbl U pPOBaHUA TEKCTHI TOJIKHBI ObITh PEACTABJICHbI B BUAEC MACCHBA
Oaiit. OnuieM mudpoBaHue COOOIIEHHUS MO Iaram:

Cosznanne oobekra Cipher ¢ ucnonp3oBanuemM meroza getlnstance.



Nuannmmanmsamus oobvekta Cipher ¢ momorrero MeTona init() ans mmdposanus win pacuugppopa-
HUsI. DTOT METO IIPUHUMAET Ha BXOJ 1Ba 00s3aTeNIbHBIX MapamMeTpa 1 OJUH HeoOs3aTeIbHbIH Ma-
pamerp. IlepBriii napamerp ykasbiBaet pexxum padotsl anroputma: Cipher. ENCRYPT MODE wnnu
Cipher DECRYPT MODE. Bropoii napamerp — kiito4 mudpoBanus. THIT KIr0ua 3aBUCHT OT UC-
M0JIb3y€MOTr0 ANropuTMa Mudposanus. TpeTbuM napaMeTpoM yKa3blBaeTCsl BEKTOP MHULIHATI3a-
LIUH aIropuT™Ma:; oOBeKT Kiacca IvParameterSpec.

[ugposanue unn pacurrdposarne npou3BoauTcs meronamu update() mist padbotsl ¢ coobieHneM
B pekuMe moToka (00pabotka coobmenws mo yactsM) u doFinal() mist o6paboTku coolreHust
MOJIHOCTBIO.

Hwuxe npusenen npumep mudposanus coodienns OpenText mmudpom AES B pexxume CBC Ha
CJIy4aiiHOM KJTFOY€ U CJIy4aiiHOM BEKTOpPE MHULIMATU3ALHH!

KeyGenerator kg = KeyGenerator.getInstance("AES"),

kg init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();
byte[] IV = new byte[16];
sr.nextBytes(IV);,

Cipher ¢ = Cipher.getlnstance("AES/CBC/PKCS5Padding");

c.init(Cipher ENCRYPT MODE, key, new
IvParameterSpec(1V));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tak kak MaccuB OaliT HEBO3MOKHO BBIBECTH B TEKCTOBBIH (Daiiit, TO pe3ysbTaT U POBAHHS HYKHO
3aKOIUPOBATh OO B mecTHaAIarepudaHoM opmare, udo B popmare Baseo4.

Pabora ¢ popmarom Base64 B Java obecnieunBaercst neyms kinaccamu BASE64Encoder u
BASE64Decoder u3 makera sun.misc. [[jst BBIIOTHEHUS TPeoOpa30BaHMN UCIIONB3YIOTCS METObI
encode u decodeBuffer cooTBeTCTBYIOIINX KJIACCOB.

ITo monyueHHBIM MapaMeTpaM BBITOJHUTE paciiudpoBaHue 3aaHHOro mudp-rekcra. McxoaHbii
OTKPBITHIN TeKCT 3ammdposan anropurMoM AES B pesxkume CBC. B BapuanTte conepxurcs mudp-
TEKCT, BEKTOp MHULHAIN3ALNY, KU mudposanus. Bee nannabie nmpencrasnens! B popmare
BASE64. Tpebyercs paciinpoBaTh mupp-TEKCT.

1. PacmmpoBanne HyKHO MPOBOAUTS 1O CIEAYIOIIEH CXeMe:

2. PackonupoBath K104, BEKTOp MHUNHMAIM3anuy U mudp-tekct u3 popmara BASE64 B mo-
CJIEIOBATENILHOCTH OaiiT.

3. C ucnonb3oBanueM oObekTa kiaacca SecretKeySpec mo mocienoBarenbHOCTH OalT KITtO4a

co3aath 00bekT kiacca SecretKey.
4. Cosznate 00bekT ki1acca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding”.

5. [pn naMImanm3anuy mugpa TpedyeTcs MOAKIIOYNTh BEKTOP HHULMAIN3ALNN C TOMOIIBIO
obbekTa kiaacca [vParameterSpec.
6. BrmonauTh pacmmpposanue mudp-Tekcra.

B pesyibrare pacungpoBaHus JOJKEH MONYYUTHCS MaccuB OalT, koTopsii B konuposke ASCII
MO’KHO HHTEPIPETUPOBATh KaK OCMBICIICHHBIN TeKCT. [[iist mpeoOpa3opanmsi MaccuBa OaiT B CTPOKY
MOYKHO BOCIIONIb30BAaThCs KOHCTPYKTOPOM KJlacca String.

JlabopaTopHas pabdoTa K pa3aesy AJropuTMbI ¢ OTKPBITHIM KJII04Y0M. ATaka Ha RSA npu
HCIO0JIb30BAHUH 3aAKPBITOr0 KJIK0Ya

Hanbr uncna SN$ u $e$, popmupyroiue oTkpoIThIil Kit04 npeodpasoBanus RSA. M3BecTHO, YTO
3HaueHHe 3aKphITOro kimo4a $d$ mano (370 MOKHO MPEATONOKUTD UCXO/S U3 3HAUEHUS KITI0UYa



$e$). C ucnonpzoBanreM MOAXOAAINX aApoOeii TpeOyeTcs moayYuTh 3HaueHue kioua $d$, u 3atem
Ha OCHOBE €r0 3HaUEHUs pelruTh 3aaa4y (pakropusanuu s yrncia SNS.

Brruucienue 3akpbITOro Kirova

HszsectHo, uto mpu $d<\frac{\sqrt[4]{N}}{3}$ Bemnoansiercst coornomenue $3$ \left|\frac{e} {N}-
\frac{k}{d}\right|<\frac{1}{2d"2}. $$

Takum 0Opas3om, At HAXOXKACHHUS 3aKPHITOTO KJIF0Ya MOXKHO BOCIIOJB30BATHCS MOAXOASAIIUMH
ApOOSIMH COTJIACHO AJITOPUTMY

IpencraButs apobe $\frac{e} {N}$ B Bume nennoit npodu.

Jlns HaliieHHOH LlenmHOH IpOOH MOCTPOUTH MOCIENOBATEIbHOCTD MOAXOASAINX APOOeH.

HauuHast ¢ HEKOTOPOrO HOMEpa 3HaAMEHATe b OAXOSIIEeH APOOH MOXKHO PaCCMaTPUBATh B Kade-
CTBe KaHuIaTa Ha 3aKpbIThiid Kirou $d$.

JUJ1st K&KIOro KaHauAaTa MPOBEPUTh YCIIOBHE KOPPEKTHOCTH 3aKphITOro Kiova. CornacHo onpene-
JICHUIO OTKPBITOTO U 3aKPBITOTO KJIFOUEH Ist IF0O0oro coodmeHust $m$ 1oKHO BBIMTOTHATBCS CO-
orHourenre $$m”{ed} \equiv m (N)$$.

3HaMeHaTeNb MoAXOoasIIel qpoOH, yIOBIETBOPSIOIINI YCIOBUIO KOPPEKTHOCTH MOJKHO paccMar-
pHBATh B KQUECTBE 3aKPHITOrO Kito4a npeodpaszoBanmst RSA.

DaKxTOPU3ALUS MOIYJIS TIPU H3BECTHOM 3aKPBITOM KJIFOU€E

[yctb uzBectHbl MoayIb $N$, oTKpbITHI Kit0u $e$ 1 3akphIThIil Kirou $d$, monydeHHbIiT HA
TPEIBIAYIIEM IIIare.

Bosbmem npousBosibHOE gncio $x$. O6o3Haumm 3a $y 1 = x"{\frac{ed-1}{2}}$ (310 BO3MOKHO,
nockoiibky $ed$ 1o HewerHoe yncio). Torma $8y 172\equiv 1 (N).$$ Uuaue $$(y_1-
I)(y_1+1)\equivO(N).$$ Bo3mMokHBI ClienyOIINe BAPUAHTHI

Ecnu $y 1=13. Ecnu $\frac{ed-1}{2}$ — uucno uernoe, To BBenem Sy 2 = x"{\frac{ed-1}{4}}$ u
npoaHanuzupyem 3HaueHue $y 28 (Bce paccyxnenus cripaseniusel st 3y 23%). MHave moTpeOy-
eTCst BLIOpaTh apyroe ocHoBaHue $x$.

Ecnu $y 1=-1$. To notpebyeTtcst BbIOpath Apyroe ocHoBanue $x$.

Ecmu $y 1§ ectb uncno ornmmunoe ot $1$ u $-18, To Torna nenurens uncna $N$ Beraucnsercs mo
bopmyne:$$p=HO/I(y 1-1,N).$$

JlabopaTopHas paboTa K pa3aensy AJropurmsl ¢ OTKpPbIThIM Kiaw4oMm. llludposanue ¢ uc-
noJib3oBaHuem 6ubauorexku OpenSSL

Mexann3m mudpoBaHUs COOOIICHMIA

Lenp qaHHOTO 3a/1aHUS 3aKJIFOYAETCS B O3HAKOMIJIGHHH C OCHOBHBIMH BO3MOKHOCTSIMHU KPHIITOTpa-
¢duueckoii budbmmorekn OpenSSL. bubroreka, B OCHOBHOM, TIpeIHA3HAYEHA JJIsl OpTraHU3alnun
B3aUMOJIEIICTBUSI HA OCHOBE HHPACTPYKTYPbI OTKPBITHIX Kiroueil. Ho B mocnenHux Bepcusx Onod-
JHOTEKH pean3oBana Py HKIMOHAITBHOCTD [0 CHMMETPUYHOMY IIU(PPOBaHHIO coodmennii. bub-
aroTeKa paboTaeT U3 KOMaHIHOM CTPOKH B ITAKETHOM PEXKHME.

Bepcun 6nbamnorek: openssl-1.0.2-1386-win32.zip, openssl-1.0.2-x64 86-win64.zip

Tpebyercs creHepupoBaTh CIy4aiHbIi K04 mudposanus, 3amudposats anroputmMoM AES Heko-
TOPBINA OTKPBITBHIN TEKCT U TMepenaTh KU mudpoBaHus yepes3 npeodpazosanre RSA ¢ momorniso
anroputMa mudpPoBaHKs CEAHCOBOTO KITIOUa U 3aIin(poBaHHOE COOOIEHNE Ha MPOBEPKY MPEro-
JaBaTeo.

Yacte 1. [lludposanue coodiieHwmst

C nmomorero OpenSSL 3ammudpyiite coodmenue. [Iudposanue HyKHO IPOBOIUTD IO CIIEAYIOLIEH
cXeMe:

Bribepure HekoTopoe coodiieHne (coneprkaiee B TOM YUCIE HOMEp 3a4€THOW KHHKKH) U TIOMe-
ctute ero B ¢aiin. CoobiieHne MoxeT ObITh JJFOOOTO Pa3yMHOIO pa3Mepa U TOJDKHO YUTAThCs 0e3
UCTIOJIb30BAHMS CIIELHANIBHBIX POrPaMM.

CrenepupyiiTe ¢ momoIbto komane! openssl rand (doc) ciydaliHblii K104 HEOOXOIUMON 11T ajl-
roputmMa AES-128-CBC anuHBI 11 cOXpaHUTe ero B (aii B ecTHaAuaTepuayHOM popmare .
CrenepupyiiTe ¢ MOMOIIBIO KOMaH bl openssl rand BekTOp MHUIMATH3AMYA HEOOXOIUMOM A all-
roputMa AES-128-CBC anuHBI 11 cOXpaHUTe ero B (aiij B ecTHaAuaTepuaIHOM opmare.



C nmomorero komanasl openssl enc (doc) samugpyiite anropurmom AES-128-CBC ¢aiin ¢ oTkpbI-
TBIM TEKCTOM Ha CT€HEPHUPOBAHHBIX paHee KJroue U Bekrope nHuunanu3anuu. NB! IIpu mudposa-
HUH CJIEYEeT HCIIOJIb30BaTh MMEHHO KIIIOY IHU(POBAHMS, & HE TIapOJIb.

Coxpanure K04 [IUPPOBAHUS 1 BEKTOP MHULIMATH3ALKUN B OMHOM (paiiie B IBYX PasHbIX CTPOKAX
0e3 OTIOTHUTEIbHBIX KOMMEHTAPUEB.

Yactp 2. CamocTosiTenpHOE N POBAHUE KIIFOYa CHMMETPHYHOTO MU(POBAHUS

B sToii vacTu nabopatoproii morpedyercs co3nark codcTBeHHYI0 apy RSA-kitoueii u npoiitu obe
¢a3bl anropuT™a mMUGPOBAHUS CHMMETPUYHOTO Kilto4a. PaboTaTh MOXKHO MO CIEAYIOLIEH CXeMe:
C nmomorrero komMaHabl openssl genrsa (doc) crenepupyiite 3akpbiThiii RSA-kimou. J{miHa kinroua
JOJKHA cOCTaBIsITh 2048 6ut. [ Oombiueit HaAeKHOCTH KIJIF0Y MOYKHO 3aIIU(pOBaTh MapoJieM.

C nmomomsro komanzs! openssl rsa (doc) crenepupyiite oTKpbITEIH RSA-KITHOU.

Ha otkpsrrom RSA-kmode ¢ momometo openssl rsautl (doc) samudpyiite daiii ¢ KIIFOUYOM U BEKTO-
POM MHHULIHATA3ALIH.

IIpoBennTe MpoBepKy CBOMX ACUCTBUI M pacmudpyiiTe Ha 3akpbITOM RS A-KJIr0U€e MOy YeHHBIH HA
npeapayeM mare ¢aiin.

IIpoBepbTe, uTO pacmmpoBaHUE MPOLLIO YCIEUTHO U B UTOTE MOJIYYHIICS TOT JK€ CAMBIN KITFOY
CUMMETPUYHOTO IH(POBAHUS.

Pactmgpytite coobmenue.

Yacte 3. OTnpaBKa pe3yJbTaTOB Ha IIPOBEPKY

JUnist OTIpaBKH pe3yJIbTaTOB MIH(PPOBAHUS HA MPOBEPKY HEOOXOIUMO BBITIOJIHUTG CIENYIOIIUe eii-
CTBUSI:

3arpy3ure oTKpbIThI RSA-KTH0U penogaBaters.

Ha 3arpy>xeHHOM OTKpPBITOM KJIFOUe ¢ moMoIbio openssl rsautl 3ammudpyiire daiin ¢ KIro4oM cuM-
METPUYHOTrO MIHU(PPOBAHUS U BEKTOPOM MHULIMATHU3ALINH.

OTtnpasbTe Ha MPOBEPKY (aiin ¢ 3amnppoOBaHHBIM TEKCTOM U (aiis ¢ 3amm(ppoBaHHbBIM CHMMET-
prunbM KmouoM. Ceon RSA-kmroun B MOC Jlomuk 3arpy»xath He TpeOyeTcs..

IIpoBepka pesyabpTara muppoBaHUs OyIeT MPOBOAUTHCS CIASNYIOIUMH KOMaHAAMU!

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-cbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

Cnncok BONpPoOCOB AJisl MPOMEKYTOYHOH ATTECTALIUM:

1. OOmme npuHIMNbl Kpunrorpadguu. 3ammTa OT HECAHKLIHOHHPOBAHHOTO JOCTYIIA.
OcHoBHbIE cIOCOOBI KpHUMTOAHAIN3A MPOCTHIX MHppoB. Mneanbubiii mudp.

2. IIupp Beprama. Jlemma o Teopernuecku ctoiikoMm mudpe. I[Torokoseie mmdpsL
ATaxu Ha TOTOKOBbIe MHUPPEL J[ByXpa30BbIil OIOKHOT.

3. ITpumeps! noTokoBbx mwHudppoB. RC4 u ero ys3sumocTty.

4. besomacHOCTh MOTOKOBBIX reHepaTtopoB. CTaTUCTUYECKHH TECT Uil TeHeparopa.
Kpunrorpaduueckoe onpeneneHne nceBaociydaiiHOro reHepaTopa.

5. IIpuaumn urepuposanus. [loHsaTHe nceBmpocnydaiiHOW (YHKIMHM U TICEBIOCIYJaii-

Hoii epectanoBku. lugp DES. Onmcanune crpykrypsl. Teopema o TpexpayHaoBoii cetu Peiicre-
JI81.

6. IMugp AES. Onucanune cTpykTypsl U npuHUUNBl padboTel. [lepeCopHble ataku Ha
O5ouHbBIE WU PHL.
7. IToctpoeHue OMOYHBIX MHU(PPOB HA OCHOBE NCEBAOCTyYalHBIX reHepatopos. Lud-

pOBaHUE HECKOJIbKHX COOOILIEHHI HAa OJHOM KJIoue. ATaka Ha OCHOBE BBIOOPOYHOIO OTKPBITOTO
tekcta. [Ipumep mudpa HECTOMNKOrO K aTake Ha OCHOBE BBIOOPOUHOI'O OTKPBITOTO TEKCTA.

8. Cayuaiinoe mmdposanue. OgHopasosoe mudposanne. Pexxum CBC. IIudposanne
C MpeacKa3aHHbIM 3HaueHWeM BekTopa unuimatuzauun. CBC mis omHOpaszoBoro mugpoBaHus.
Habusxka 0nokoB. Pexxum CTR. Cpasrenne pexxumos CBC u CTR. Pexxum OFB.









