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1. IEJM U 3AJAYU JUCHUITJINHBI

Hean

O3HaKoMJICHHE CTYJEHTOB C OCHOBAMHU KPHUNTOTpaguu U OCHOBAMH OOECIICUEHUS 3aIlUTHI
uH(opManny, GOpMUPOBAHUE NMPAKTUIESCKUX YMEHHH M HaBBIKOB IpU paboTe ¢ KpHnTorpaduye-
CKUM NPUMHUTHBAMH, (POPMUPOBAHHE KITIOYEBBIX TPOPHILHBIX KOMIETCHIUH.

3agauu.

— J1aTh CIeNHaTbHbBIC 3HAHUS 110 AUCIUILTHHE,
— JOCTHYb JIOCTaTOYHOT'O YPOBHS 3HAHUH MO KPUNTOTPAPHUECKUM METoJaM oOecredeHus
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;
— c(hOopMHPOBATh y CTYJICHTOB MPAKTUYECKNE HABBIKK PaOOTHI CO CPEICTBAMU 00CCIICUCHUS
Kpunrorpaduyeckoir 6e30nacHOCTH.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

2.1. YueOHas pucumiuiiHa (MOJYJIb) OTHOCHTCS K 4YacTH MPOrpaMMebl, (hopmupyemoin
Y4aCTHHKaMU 00pa30BaTeNbHbIX OTHOIIECHUH, U U3y4aeTcsl Ha TPEeTheM Kypce.

2.2. JIns u3y4deHus: NaHHOW Yy4eOHOW AMCHMILIMHBI (MOIYJIs) HEOOXOIUMBI 3HAHUS, YMEHUS
U HaBbIKH, chopMupoBaHHble nucuuminHaMu: [IporpammupoBanue, Teopus BeposTHOCTEH U Ma-
TEMaTH4YECKasi CTAaTUCTHKA, JIUCKpeTHAs MaTeMaTHKa.

2.3. Ilepedenp nocnenyromux y4eOHBIX AUCLMILUIMH, Ul KOTOPBIX HEOOXOJUMBI 3HAHMUS,
YMEHHUS ¥ HaBBIKH, (OpPMUPYEMbIE TaHHOW yueOHOW MUCHMIUIMHON: BhImyckHas KBamuQuKamoH-

Has pabora.

3. TPEBOBAHWUS K PE3YJIbTATAM OCBOEHUSA JUCLHUITJIMHBI

IIponiecc ocBoeHMs AMCLUIUIMHBI HalpaBieH Ha (JOPMUPOBAHHE KOMIIETEHIMH (3JIEMEHTOB
cnenyromux kommnereHuii) B coorBerctBur ¢ @PI'OC BO 1o cooTBeTCTBYIOLIEMY HANpaBIECHUIO

HOArOTOBKH.

Ilepedyens nuIaHNpyeMbIX pe3yJIbTATOB 00y4YCHHS MO0 JHCHUIINHE (MOAYJIIO),
COOTHECEHHBIX C HHIAMKATOPAMH JOCTHKEHUS] KOMIIeTeHIUH

HNuauxkaropsl
Komnerennus . PesynbTaTnl 00y4eHus
KOMIIeTeHI Ml
[TK-3 CnnocobHOCTh MOHU- MK nx3.1 3HaeT COBpEMEHHbIE KpUIITOrpa-
MaTh ¥ IPUMEHSATH B Hay4HO- | CrocoOeH MOHMMAaTh COBpe- | pUuecKue CTaHAapThl CUMMET-
WCCIIEIOBATENILCKOW U MPHU- MEHHBIN MaTeMaTUYECKUHN | pUYHBIX U ACHMMETPUYHBIX CH-

KJIaJTHOM NEATEIBHOCTH CO-
BPEMEHHBIN MaTEMaTUYECKUN
arnmnapar, TEOPETUYECKUE OC-
HOBBI UH(OPMATUKU

anmapar M TEOpETHYECKHE
OCHOBBI UH(OPMATUKHI

cTeM
Ymeer onpeneniars BO3MOKHOCTb
MPUMEHEHUS KPUNTOrpadhuuecKux
CTaHJAPTOB IS PEIICHUS] TEKYy-
e 3aJa49u.

Brnaneer HaBBIKAMH  BBISIBIIEHHS
yrpo3 0e30MacHOCTH MPU UCIIOJIb-
30BaHHUH Kpunrorpaduaeckux
CTaHJapTOB

MK nks.2

CriocobeH  mpUMEHSATh B
HAay4YHO-UCCIEA0BATEIbCKON
U NPUKITAJHON J1eATebHOCTH
COBPEMEHHBIN  MaTeMaThye-

3HaeT yCTPOMCTBO COBPEMEHHBIX
KpUNTOrpagUueckux CTaHAapTOB
CUMMCTPUYHBIX W aCHUMMETpUY-
HBIX CHCTEM, NPUKIATHBIX KpHUII-
Torpadu4ecKix MPOTOKOJIOB.




CKMH anmapar

YMeeT aHanu3upoBaTh COBPEMEH-
Hble KpunrTorpaduyeckue CTaH-
JapThl CUMMETPUYHBIX U aCHM-
METPUYHBIX CHCTEM, MPUKIATHbIC
KpUNTOTrpauuecKue IMPOTOKOIBI
Ha HaJIW4Me YsA3BUMOCTEH C IO-
MOILbI0O COBPEMEHHOI'O MaTema-
TUYECKOTO armnapara.

[IK-4 CnocoGHOCTh TIOHH-
MaTh U NPUMEHSTh B HAy4YHO-
UCCIIEIOBATEIIbCKOM U IIpU-
KJIaJHOW JIEATEeJIbHOCTH CO-
BpPEMEHHBIE SI3BIKU IPOTrpam-
MHUpPOBaHMUS U IPOrpaMMHOE
oOecrnieueHue; OonepaluoHHbIE
CHCTEMBI U CETEBBIE TEXHOJIO-
THH; IPAMEHSTH allTOPUTMBI U
CTPYKTYpbI JIaHHBIX IIPU Pa3-
paboTKe MpOrpaMMHBIX pe-
LIEHUU

WK k4.1

CrniocoGeH TOHHMMATh COBpe-
MEHHBIE SI3BIKH IPOrPaMMHU-
pOBaHMS M  TPOrpaMMHOE
oOecrnieueHue; onepaloHHbIe
CHCTEMBI M CETEBbIC TEXHOJIO-
THH

3HaeT MNpOrpaMMHbBIE OOBEKTHI,
pealM3ylomuye  Kpurrorpaduye-
CKHE CTaHAAPThl CHUMMETPHYHOTO
¥ aCUMMETPUYHOTO IIH(PPOBaAHUS
YmMmeer onpeaensaTe IMOCIEN0Ba-
TEILHOCTh TMPUMEHEHUs OnOIHOo-
TEYHBIX METOJOB JUIsl pealn3aiuu
MPHUKJIAIHBIX KPUNTOrpaHuecKux
QJIITOPUTMOB.

MK k43

CriocobeH NpUMEHSTh alro-
PUTMBI U CTPYKTYPbI JaHHBIX
npu pazpaboTKe Hporpamm-
HBIX PEIICHUI

3HaeT MPUHIUIBI UCTIOIH30BAHUS
OMOJIMOTEYHBIX METOJOB W KPHII-
TOIIPOBANAECPOB.

YMeeT NPUMEHSTh MPOrpaMMHBIC
O0OBEKTHI ¥ KPHUITOIPOBAKIEPHI
JUTS pealIi3aliy MPHI0KESHUH
Brnageer mpuemMaMu WMCHOIB30Ba-
HUS KpHUITOrpaduIecKuX MPUMH-
TUBOB TpH  pa3pabdOTKe Tpo-
IpPaMMHBIX PEIICHUH




4. COIEPKXAHMUE U CTPYKTYPA JUCIUIIJINHbI

O0BeM TUCIUIUTMHBI COCTABIISIET 5 3a4eTHBIX enuHuil, 180 gacoB, B TOM 4yucie 54 4acoB Ha KOHTPOJIb, TPAKTUYECKas MMOATOTOBKA 32.

®dopma NpOMEKYTOUHON aTTeCTaluu: 6 CEMECTP - IK3aAMEH.

4.1. COIAEPKAHUE JUCHUILVIMHBI, CTPYKTYPUPOBAHHOE 11O TEMAM, C YKASAHUEM BHUJIOB YYEBHbIX 3A-
HATUM 1 OTBEJAEHHOI'O HA HUX KOJIMYECTBA AKAJJEMUYECKHUX YACOB

Buasbl yueOHoi#i paboThl, BKJIIOYASI CAMOCTOSI-
TeJbHYI0 Pa00Ty 00y4al0IIMXCHA U TPYA0eM-
KOCTbH (B yacax)

DopMBbI TEKY-

Ne g KourakTHas padoTa npenogaBa- L 4 11ero KoH-
I /;1 Pasagen AMcuMIIMHBI/ TEMBI “E’ TeJs ¢ 00y4aloIuMucs q:a g é TPoOJisl ycrneBa-
S Cemunap- E L§ §. emocTn
ckue (npak- | Kourponn | g & =
Jlekuun ® S
THYecKue | odydenmsi | = s %
=
3aHSTUA) @}
1 | Tema 1. ba3oBbie moHsATHS KpUNITOrpadhun 6 2 2 3 2 1a0.
2 | Tema 2. CUMMETpUYHBIE KPUTTTOCUCTEMBI 6 2 2 3 4 1a0.
3 | Tema 3. [ToTounble mHUQpHI 6 2 2 4 4 TECT
4 | Tema 4. briiounoe mudpoBanue 6 4 4 5 6 1ab.
5 | Tema 5. Pexxumbl mudpoBaHus 6 4 4 5 6 TeCT
6 | Tema 6. Kogpl ayTeHTH(UKAIIMN COOOIIEHMIA 6 2 2 4 4 1a0.
7 | Tema 7. Xen-¢pyHKIMH 6 2 2 4 4 TECT
8 | Tema 8. CranaapTsl ayTEHTUYHOTO MIU(PPOBAHUS 6 4 4 6 4 1a0.
9 | Tema 9. AnropuT™MBI OOMEHA KITFOYaMHU 6 2 2 4 5 1a0.
10 | Tema 10. Metox kmogeBoro oomena Jnpdu-Xenmmana 6 2 2 4 3 1a0.
11 | Tema 11. [IpeobpazoBanue RSA 6 2 2 5 4 1a0.
12 | Tema 12. IIpeobpazoBanue Dnb-I"amans 6 2 2 5 4 1ab.
13 | Tema 13. [IpuknagHble adrOPUTMBI KpUTITOTpadUH 6 2 2 10 | 4 1a0.




HToro yacos

I

32 |

| 116

4.2. IIJIAH BHEAYJIUTOPHON CAMOCTOSTEJBHON PABOTBI OBYUAIOIIUXCS ITO JUCIIUILIMHE
CamocTosiTeqibHasi paboTa 00y4alonuxcs YuebHo-
MeTOANYeCKOe
Ce- 3arparel |Oneno4noe cpen-
HazBanue pa3zjaena, TeMbl Bua camocrosi- | Cpoku Bbl- obecmevenne ca-
MecTp . BpeMeHHU CTBO N
TeJbHOM padoThl| MOJHEHHUSsI MOCTOSITEJILHOI
(uac.)
padoThl
1-s1 monoBuHA YMO pacmnonoxeHo
6 |CuMMeTpuYHBIC AITOPUTMBI IMU(PPOBAHKS YWITUn Kypca + HoAro- 42 Tect B MOC Domic na
TOBKA K 3K3 CTpaHUIIC KypcCa
1-s1 monoBuHA YMO pacmnoso-xeHo
6 O0ecneueHue EeJIOCTHOCTA COOOIIIEHUI YUIJITUn Kypca + IoAro- 26 Tect B MOC Domic Ha
TOBKA K 3K3 CTpa-HUIIC Kypca
2-5 TTOJIOBHUHA YMO pacmnosno-xeHo
KonTponbnas P .
6 AJNTOPUTMBI C OTKPBITHIM KJITFOYOM YUITUn Kypca + IoAro- 48 % B MOC Domic Ha
TOBKA K 3K3 pa 0Ta CTpa-HUIIC KypcCa
OO01mast TpPyA0EMKOCTh CAMOCTOSITEIILHOM PabOTHI IO TUCITUILIMHE (4ac) 116
W3 HUX 00bEeM CaMOCTOSITENILHON pabOThI C UCIIOJIL30BAHUEM DIIEKTPOHHOTO OOYUEHUS U TUCTAHITH- 116

OHHBIX 00pa30BaTEILHBIX TEXHOJIOTHH (4Yac)

4.3. COIEPKAHHUE YYEBHOI'O MATEPHAJIA

Pa3nes 1. CumMeTpr4HBIC AJITOPUTMBI K (pOBaHUS

Tema 1. ba3zoBbie noHsTHS KpUNTorpapuu

O6H_II/I€ MPUHIUIIBI 1 MOJCJIN. 3aH_II/ITa OT HECCAHKIITMOHUPOBAHHOT'O JOCTYIIA. IlonsaTue kmroya. HlH(prBaHHe " KOJUPOBAHUC. KpI/IHTOCI/ICTeMH. Hcro-

pus kpunrorpaduu. Hudp npocroit 3amenst. Hudp Lesaps. udp BeprukanpHoil nepecranoBku. ['aMMmupoBanne. OCHOBHBIE CIIOCOOBI KpUIITOAHA-
au3a npocThiX mudpos. VaeanbHbIi mudp.

Tema 2. CUMMETpUYHBIE KPUTITOCUCTEMBI
HIudp Bepuama. Jlemma o Teopetnyecku croiikom mudpe. [lotokoBeie mudpsl. ATaku Ha MOTOKOBBIE MHQPHL. J{Byxpa3oBslit 010kHOT. [Ipumep ys3-
BUMocTH B nipoTokoiie. 802.11b WEP. Bo3moskHble ynmydieHus mpoToKoJia.
Tema 3. [ToTounsle mugps




[Tpumeps! moTokoBbIX mUppoB. RC4 u ero ys3umoct. CSS u ero ysa3BUMOCTH. eStream. be3onacHOCTh TOTOKOBBIX TeHepaTOpoB. CTaTHCTHYECKUI
TeCT [uis1 TeHepaTopa. Kpunrorpaduueckoe ornpeesneHue neceBaociydaitHoro reneparopa. CeMaHTHuecKH 0€30macHbIid TOTOKOBBIH mmdp. [Iprumepsr
Takux mudpos.

Tema 4. bounoe mmdpoBanue

[Tpunun utepupoBanus. [loHsaTue rncepaocaydaiiHol GyHKIHMK U 1iceBaocaydaiinoi nepecranoBku. [ludp DES. Omucanne crpykrypsl. Teopema o
TpexpaynaoBoii cetn @eiicrens. upp AES. Onucanue crpykrypsl u npuHImIbl padotsl. [lepedopHbie ataku Ha 6iounsie mugpsl. [Ipodnema DES.
Tpotinoii DES. Ataka metoom BcTpeuu nocepenune. [lepedopHbie atraku Ha 6s10uHbIe mudpsel. [Ipodbmema DES. Ataku Ha 6109HbIe TG PHI Yepe3
YTEUKH 110 TOOOYHBIM KaHalaM. ATaku Ha OCHOBE 0TKa30B. JIuneitnsiit kpunronananmus DES (ocHoBablie unen). Lludp FOCT 28147-89 u ero undpa-
CTPYKTYpa.

Tema 5. Pexxumbl mmdpoBanus

[Toctpoenue 65104HBIX MH(PPOB HA OCHOBE MCEBIOCTyYalHbIX TeHepaTopoB. [LlludpoBanre HeCKOIBKUX COOOIICHNI HA OJJTHOM KIItoue. ATaka Ha OCHO-
B€ BBIOOPOYHOI0 OTKPBITOro Tekcra. [Ipumep mudpa HECTOMKOro K aTake Ha OCHOBE BEIOOPOYHOI0 OTKpbITOro Tekcra. CinyyaitHoe mudposanue. O-
HopazoBoe mudposanue. Pexxum CBC. [lludposanue ¢ nmpenckazaHHbIM 3HaueHHEeM BekTopa naunuanuzanui. CBC mist ogHopa3zoBoro mudpoBaHusl.
Hab6uska 6s0koB. Pexxum CTR. Cpasuenue pexxumoB CBC u CTR. Pexxum OFB.

Pazgen 2. O6ecnieyenne HeJJOCTHOCTH COOOIICHU I

Tema 6. Konpl ayreHTHGUKAIMN COOOIIEHUI

Konp! ayrentudukanum coodbmennii. [loctpoenne koaoB ayreHTr(uKanuu 6onpmmx coodmenuii. Koncrpykunn CBC-MAC u NMAC. Ux ¢ dek-
TUBHOCTh. CXeMa aTaku ¢ ucrnoib3oBanueM komumsuid. Konctpykust HMAC. [loctpoenue kofoB ayTeHTU(GUKAUU O0JIbIINX cOOOMeHnH. MexaHu3-
Mbl HaOuBKH coobmenuit. Koncrpykiun CMAC, PMAC, ognopazoseiit MAC.

Tema 7. Xem-pyHkuuu

[TocTpoenne ko 0B ayTeHTUPHUKAIUN COOOLIEHUI U3 CTOMKUX K KOJUTM3UAM (QYHKIMI. ATaka Ha OCHOBE Iapajokca JiHel poxaeHuil. Konctpykius
Mepxkna-/lamrapaa mis noctpoenust xem-gyHkuuii. [locrpoenue 6e30macHbIX CkUMarOMMX GyHKIMH. Xem-(hyHKIMA Ha OCHOBE OJOYHBIX MH(POB.
Tema 8. CtanmapTsl ayTEHTUYHOTO HIU(PPOBAHUS

Heo6xoanMocTs npuMeHeHus: ayTeHTUYHOTo mudpoBanus. [Tonarue nenoctHocTr mmdp-Tekcra. ATaka Ha OCHOBE BEIOOPOUHOTrO HIM(p-TEKCTA.
AyTtentuuHoe mudpoBanHus Ha npumepe nporokosa TLS. [Toctpoenne cxem ayTeHTUUHOTO MM(POBAHUS U3 OIOYHBIX MU(GPOB U KOAOB ayTeHTU(DU-
Kaiuu coobmmenuit. CtannapTel ayTEHTUYHOTO MIM(POBaHUSA. ATaKU Ha CXEMbI ayTEHTUYHOT0 MM (poBaHus. ATaka Ha OCHOBE aHaIM3a HAOUBKH CO-
o01IeHusl.

Pa3znen 3. AIropuTMBI € OTKPBITHIM KJIHOY0M

Tema 9. Anroputmsl oOMeHa KIF04aMu

Pacnipenenenue xmoueit mmdposanus. [Ipouemypsr oOMena kirogamu. O01ee BBEICHHE B TEOPUIO aCHMMETPUYHBIX KpUnTocucteM. Dh(HEKTUBHBIC
QITOPUTMBI BO3BEICHHUS B CTEIIEHb. AJTOPUTMBI (pakTopu3anuu 0onbux yuces. [Tonatue QyHKIUM ¢ 1a3eilKoi.

Tema 10. Meton kimroueBoro oomena uddu-Xenmana



[TpoToxon kIr0YeBOro 0OMeHa AJis HECKOJIbKUX y4acTHUKOB. Hekoropbie Mmoandukanuu metoga. OJHOCTOPOHHSSA FeHepalus Kiova. 3aada Juc-
KPETHOTO JIOTapu(pMUPOBAHHUS.

Tewma 11. IIpeo6pazoBanne RSA

YerpoiictBo RSA. DddexkruBrocts peanuzanuu. Kpunrocroitkocts RSA. Bapuantst crangaproB PKCS1. Araku Ha kpuntocuctemy RSA. Araka Ha
ocHoBe o0m1ero RSA monynsa. Ataka Ha OCHOBE MaJIOrO 3HAYEHUS 3aKPBITOrO KIIFOYa.

Tema 12. [IpeobpazoBanue Dib-I"amans

Brruncnenue u nposepka noanucu. [ludposanue u nemmdpoanue. IpdekTuBHOCTD peanu3zanuu. OCOOEHHOCTH UCIIOIB30BAaHUSI CEAHCOBOTO KITH0Ya.
[IpakTuueckoe npuMeHeHNE IpeoOpazoBaHusl Dib-1"amains uisl 3a/1a4u 10Ka3aTeabCTBA 3HAHUS.

Tewma 13. IlpuknagHbie anropuTMbl KpunTorpahuu

[Toporoseie cxembl pasaenenus cekpera. Cxema Illamupa pasnenenus cekpera. JJokazarenbCTBO ¢ HyJEBbIM pa3rilalieHueM. AJITOpUTM Ha OCHOBE
uzomopusma rpados. [Ipotoxon HIxnoppa.

4.3.1. llepeyeHb CeMHUHAPCKUX, IPAKTHYECKUX 3aHATHI U J1a00pPaTOPHBIX padoT

Ne Ne pasnena u| HaumeHoBaHMe CEMUHAPOB, NPAKTHYECKHUX U JIA00PaTOPHBIX pa- TpynoeMkocTh OneHoYHbIE dDopMupyemble
n/H TeMbI oot (uac.) cpeacTBa KOMIIEeTEeHIIUHU
Bcero | U3 Hux (MHIUKATOPBI)*
YacoB |mMpaKkTH4e-
cKas
MOJATr0TOB-
Ka

1 2 3 4 5 6 7

1 Tewma 1. ba3oBble oHsATHS KpUTITOrpadun 2 2 JlaGoparopuas pabora IIK-3.1, IIK-3.2,
I1K-4.1, TIK-4.3

2 Tema 2. CUMMETPUYHBIE KPUTITOCUCTEMBI 2 2 JlabopaTopHast paboTa TIK-3.1, TIK-3.2,
TIK-4.1, I11K-4.3

3 Tewma 3. [ToTounsle mmppsl 2 2 JlaGoparopuas pabora IIK-3.1, IIK-3.2,
I1IK-4.1, TIK-4.3

4 Tema 4. Biiounoe mugpoBaHue 4 4 JlabopaTopHast paboTa TIK-3.1, TIK-3.2,
TIK-4.1, I1K-4.3

5 Tewma 5. Pexxumsbl mmdpoBanus 4 4 JlaGoparopuas pabora K-3.1, TIK-3.2,
I1IK-4.1, TIK-4.3

6 Tema 6. Konbl ayTeHTHGUKAIIE COOOIITEHUI 2 2 JlabopaTopHast paboTa TIK-3.1, TIK-3.2,
TIK-4.1, I1K-4.3

7 Tewma 7. Xemr-pynkuun 2 2 JlaGopaTopHast paboTa I1IK-3.1, IIK-3.2,




T1K-4.1, TIK-4.3

8 Tewma 8. CTaHIapThl ayTEHTHYHOTO MH(PPOBAHUS 4 4 JlabopaTopnas paboTa IK-3.1, IIK-3.2,
I1IK-4.1, I1K-4.3

9 Tema 9. Anroput™Mbl 0OMEHa KIFOYaMU 2 2 JlaboparopHas pabora IIK-3.1, TIK-3.2,
T1K-4.1, IIK-4.3

10 Tema 10. Meton kimoueBoro oomena Juddu-Xenmana 2 2 JlabopaTopnas paboTa IIK-3.1, IIK-3.2,
I1IK-4.1, I1K-4.3

11 Tewma 11. [IpeodpazoBanue RSA 2 2 JlaboparopHas pabora IIK-3.1, TIK-3.2,
T1K-4.1, IIK-4.3

12 Tema 12. IIpeoOpazoBanue Dib-Iamans 2 2 JlabopaTopnas paboTa IIK-3.1, IIK-3.2,
IIK-4.1, IIK-4.3

13 Tewma 13. [IpuknagHpie anrOpUTMbI KpUnTorpaduu 2 2 JlabopaTopHast paboTa IIK-3.1, TIK-3.2,
I1K-4.1, IIK-4.3

Bcero 32 32

4.3.2. llepedyeHb TeM (BOMPOCOB), BLIHOCHMbIX HA CAMOCTOSITEIbHOE H3YUeHHe CTYJIEeHTAMH B PaMKaxX caMoCcTosiTeIbHO# padoTsl (CP)
«He npexycmotpeHO».

4.4, METOJIUYECKHUE YKA3ZAHUSA IO OPTAHU3AIIAN CAMOCTOSTEJIbHOM PABOTHI CTYJIEHTOB

CamocrosTenbHas paboTa CTyA€HTOB BceX (HOpM U BUIOB OOYUEHHUS SBISETCS OJHUM M3 00S3aTENbHBIX BHIOB 00pa30BaTEIbHON AESITENHHO-
CTH, oOecrieunBarolel peaau3anuio TpedoBanuit denepanbHBIX TOCYJapCTBEHHBIX CTAaHAAPTOB BhICIIEro oOpa3zoBanus. CoriiacHO TpeOOBaHUSIM HOP-
MaTHBHBIX JJOKYMEHTOB CaMOCTOSITe/IbHAs paboTa CTYAEHTOB SIBJIIETCS 0053aTeIbHBIM KOMIIOHEHTOM 00pa30BaTeNbHOIO Mpolecca, Tak Kak OHa o0ec-
MNEYMBACT 3aKPCINICHUC MMOJTYyYaCMbIX Ha JICKIITMOHHBIX 3aHATUAX 3HAaHUH IMyTeEM HpI/I06peT€HI/I5[ HAaBBIKOB OCMBICJICHUSA U paCIIMPCHUSA UX COACPKaHU A,
HaBBIKOB PELICHUs aKTyalbHbIX IpobiaeM (GopMUpPOBaHMs OOLIEKYJIbTYPHBIX M NMPO(HECCHOHAIBHBIX KOMIETEHLIUH, HayYHO-UCCIIEA0BAaTENbCKOMN Jes-
TEIbHOCTH, IOJITOTOBKU K CEMHHAapam, J1abopaTOpHBIM padoTaM, cAaue 3a4eToB U SKk3aMeHOB. CaMmocTosdTenbHas padoTa CTyAEHTOB MPEACTaBIISIET CO-
00l COBOKYITHOCTb ayJJUTOPHBIX M BHEAYIUTOPHBIX 3aHATHH U paboT. CamocTosTeNbHAs paboTa B paMKax 00pa30BaTeIbHOTO MpOIecca B By3€ peliaeT

CIICOYOIMe 3a1a4u:

— 3aKpeIUICHUE U PAaCIIUPEHUE 3HAHUW, YMEHUH, ITOJTYYEHHBIX CTYJACHTAMHU BO BpeMs ayAUTOPHBIX U BHEAYIUTOPHBIX 3aHATHUM, IIpEBpALECHUE
UX B CTEPEOTHIIBl YMCTBEHHON U (PU3NUYECKON JeSITENbHOCTH;

- HpI/IO6pCTeHI/IC JIOTIOJTHUTEIbHBIX 3HAaHWM 1 HABBIKOB M0 JUCIUILINHAM yqe6Hor0 IJ1aHa,

— (popMUpPOBaHKE U pPa3BUTHE 3HAHUN U HaBBIKOB, CBA3AHHBIX C HAYYHO-UCCIIEI0BATEIbCKON AESITENbHOCTbIO;
— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KAUECTBEHHOE OCBOEHUE 00pa30BaTEIbHOM MPOrpaMMmBbl;
— pa3BUTHE HaBBIKOB CAaMOOPTaHHU3aIIH;
— (popMupOBaHUE CAMOCTOSTEIBHOCTH MBILIEHHS, CHOCOOHOCTH K CaMOpa3BUTHIO, CAMOCOBEPIIEHCTBOBAHUIO 1 cCaMOpeaTn3aliiig;

— BbIpaOOTKa HaBBIKOB 3((HEKTUBHON CaMOCTOSATENbHON MTPO(ECCHOHATEHON TEOPETUUECKON, MPAKTHUECKON U yUeOHO-UCCIIeJ0BATEIbCKOM J1e-

ATCIIbHOCTH.




IToaroroBka k gexkuuu. KauecTtBo 0CBOEHUs COJIEpKaHUs KOHKPETHOM MUCLMIUIMHBI NPSIMO 3aBUCUT OT TOTO, HACKOJIBKO CTYAEHT caM, 0e3
BHEIIIHETO NPUHYXACHUS (GOpPMUpPYET y ceOs YCTAaHOBKY Ha MOJYYCHUE Ha JICKIMAX HOBBIX 3HAHUH, TOTONHSAIONIMX YK€ UMEIOIINECs 1O TaHHOH! JHC-
LIUIUIMHE. Bpems Ha MOArOTOBKY CTYJEHTOB K IByX4acOBOM JIEKIIMM 110 HOPMATHUBAaM coCTaBiisieT He MeHee 0,2 Jaca.

IToaroroBka Kk NpakKTHYECKOMY 3aHATHIO. [I0Ar0OTOBKA K IPAKTUYECKOMY 3aHATHUIO BKIKOYAET CIIEAYIOLINE 3JIEMEHTBI CAMOCTOSATEILHON Aes-
TENBHOCTHU: YETKOE NPEACTABICHUE LIEJIN U 3a/1a4 €TI0 IIPOBEICHMS; BbIICICHUE HABBIKOB YMCTBEHHON, aHAJIMTUYECKOM, HAYyYHOH AESITEIbHOCTH, KOTO-
pbI€ CTAaHYT pe3yJbTaTOM IMpeACTOsIIel paboThl. BbipaboTKa HaBBIKOB OCYIECTBIISICTCS ¢ TIOMOIIBIO MOJIyYEHHUs] HOBOM MH(pOpMAIMK 00 N3y4aeMBbIX
IIpoLeccax U ¢ MOMOUIBIO 3HaHUA O TOM, B KAKOW CTEIICHU B JAHHOE BPEMs CTYJIEHT BIIaJ€E€T METOaMHU UCCIIEOBATEIbCKON AEATEIbHOCTH, KOTOPBIMU
OH CTaHET MOJIb30BAThCs HA MPAKTUYECKOM 3aHATHH. [I0Ar0TOBKA K MPAKTUYECKOMY 3aHSATHIO HEPEIKO TpeOyeT moadopa Marepuana, TaHHBIX U CIe-
[UAJIbHBIX UCTOYHHUKOB, C KOTOPBIMU IPEACTOUT yuyeOHas pabora. CTyJEHTHI TOJKHBI I0Ma MOATOTOBUTh K 3aHATHIO 3—4 npumepa (GpopMyJInpoBKU
TEMBI HCCIIEOBAHUS, PEJACTABICHHOTO B MOHOTpausiX, HAYYHBIX CTAThAX, OTYETAX. 3aTEM OHU CaMOCTOSITEIBHO OCYIIECTBIISIFOT TIOMCK COOTBET-
CTBYIOLIMX MUCTOYHHUKOB, ONPEACISAIOT aKTyaJIbHOCTh KOHKPETHOI'O MCCIIE0OBAHUS MIPOLECCOB U SIBIICHUM, BBIACISAIOT OCHOBHBIE CIIOCOOBI 10Ka3aTeb-
CTBa aBTOpPaMU HAay4HbIX padOT LIEHHOCTH TOTrO, YEM OHHU 3aHUMAIOTCS. B Xoze caMoro npakTU4ecKoro 3aHsATUsSl CTYAEHThl CHayalla MpeACTaBIsAIOT
Haill/leHHble UMM BapHaHThl (POPMYJIMPOBKU aKTyaJbHOCTH HMCCIEIOBaHUSA, OOCYkKIAIOT UX U OOOCHOBBIBAIOT CBOE MHEHHE O HAWJIy4dlleM BapHaHTE.
BpeMs Ha TOATrOTOBKY K MPAaKTUYECKOMY 3aHATHUIO [0 HOPMATHBaM cocTaBisieT He MeHee 0,2 Jaca.

IToaroroBka K KOHTPOJIbHOI padote. KoHTponbHas paboTa Ha3HAYaeTCs OCIE U3YUEHHUs ONPEAEICHHOT0 pasjiesna (pa3/ienoB) AUCHUILIUHbBI
U [IPEJICTaBISIET COOON COBOKYIHOCTh PA3BEPHYTHIX MUCbMEHHBIX OTBETOB CTYJIEHTOB Ha BOIPOCHI, KOTOPbIE OHM 3apaHEe MOJIy4aloT OT MperoiaBare-
1. CaMmocTosITeNbHAs MOArOTOBKA K KOHTPOJIBHOW padoTe BKIIOYAeT B ce0sl: — M3yyeHHE KOHCIIEKTOB JIEKLUH, pacCKphIBAIOIMX MaTepuall, 3HaHUE
KOTOPOTO IPOBEPSAETCS KOHTPOIBHOM paboTOM; MOBTOpEeHUE Y4eOHOT0 MaTepraa, HOJYyYeHHOTO MPH MOJATOTOBKE K CEMUHAPCKUM, IPAKTHYECKUM 3a-
HATHSAM U BO BPEMS UX MPOBEIACHUS; U3YYCHUE TOMOJHUTEIBHON IUTEPATYPBI, B KOTOPOU KOHKPETU3UPYETCS COACPIKaHUE IIPOBEPSAEMBIX 3HAHUM; CO-
CTaBJICHHE B MBICICHHOW (OpME OTBETOB Ha IOCTAaBJIECHHbIE B KOHTPOJBHOM paboTe BOIPOCHI; (OPMHUPOBAHHUE MCUXOJOTUYECKOW YCTAHOBKHM Ha
yCIIEIIHOE BBITIOJIHEHUE BCEX 3a/laHui. Bpemst Ha moAroToBKYy K KOHTPOJBHON paboTe 10 HOpMaTHBAaM COCTaBIISET 2 Yaca.

IMoaroroBka k 3k3amMeny. CaMocTosITeNIbHAs MOJrOTOBKA K SK3aMEHY CX0’Ka C IOJMOTOBKOM K 3a4eTy, 0COOEHHO eclii OH JAupQepeHnpoBaH-
Hblil. Ho 00beM yuebHoro mMarepuana, KOTOpbIi Hy>KHO BOCCTAHOBUTH B NMaMATH K 9K3aMEHY, BHOBb OCMBICIUTh M TIOHATh, 3HAUUTENILHO OOJIBIIE, MTO-
3TOMy TpeOyeTcst 60JbIlle BPEMEHN U YMCTBEHHBIX YCHWIMHM. BaxkHO cpopmMHupoBaTh 11E€I0CTHOE MPEACTABIEHUE O COJIEPKaHUN OTBETA HA KaXKJbli BO-
poC, YTO MpearnoaraeT 3HaHue Pa3HbIX HayYHBIX TPAKTOBOK CYLTHOCTH TOTO HJIM MHOTO SIBJICHUS, IPOIecca, YMEHHE pacKpbIBaTh (PaKTOPHI, OIpee-
JSIOUINE UX IPOTUBOPEYUBOCTD, 3HAHUE UMEH YUEHBIX, U3YUaBIINUX 00Cy)aaeMyto mpobnemy. Heo6xoaumo Takxke npuBecTH HHPOPMAIUIO O MATEPH-
ajax dMIIMPUYECKUX UCCIECAOBAHUM, YTO YKA3bIBA€T HA BCECTOPOHHIOIO IMOArOTOBKY CTYAEHTA K dK3aMeHY. BpeMs Ha OArOTOBKY K DK3aMEHY I10 HOp-
MaTHBaM COCTaBJIsieT 36 4yacoB i OaKalaBpOB.

B ®BI'OY BO «UI'Y» opranuzanusi caMOCTOSITEIbHONW pabOThl CTYJEHTOB periaMeHTHpyercs [lojoxeHnemM o caMocToATeNnbHOM padoTe CcTy-
JIEHTOB, IPUHATBIM Y4ueHbIM coBeToM MY 22 urons 2012 r.

4.5. INPUMEPHASA TEMATHUKA KYPCOBBIX PABOT (ITPOEKTOB)

«He npeaycMoTpeHo».



5. YYEBHO-METOJUYECKOE U UHO®OPMAIIMOHHOE OBECHEYEHUE
JUCHUILIMHBI (MOLYJIS)

a) nepevyeHb JUTEPATYPbI

1. Jlock, A. b. Kpuntorpaguueckue METOIbI 3aIIUTH HH(OPMAIMU JJIS1 H3YHaIOIIUX KOMIIBIOTEP-
HY10 0€301acHOCTh : yueOHUK /s By30B / A. b. Jlock, A. FO. Hecrepenko, M. 1. PoxxkoB. —
2-e u31., ucnp. — Mocksa : M3parensctBo FOpaiit, 2022. — 473 ¢. —ISBN 978-5-534-12474-
3. — Texkcrt : anekTponnsIit // O6pa3oBatenbHas argopma KOpaiit [caiit]. — URL:
https://urait.ru/bcode/489242.

2. Brenenue B kpunrorpaduro [Tekct] : Hayunoe u3nanue / pen. B. B. Amenko. - 4-e u3z., nom. -
M. : U3a-Bo MIIHMO, 2012. - 347 c. ; 22 cm. - And. yka3s.: c. 341-347. - ISBN 978-5-4439-
0026-1

3. Psaben JI.B. 3agaunuk-npakTukym no kpunrorpaduu: yued. mocodue / JI.B. Psben. — UpkyTck :
N3n-Bo Bocr-Cub. roc. akan. obpas., 2013. — 76 c. — ISBN: 978-5-85827-864-1 (30 »k3.)

4. OcHoBbl KpuniTorpaduu : yued. mocodue amus ctya. By3oB / A. I1. Andepos [u np.]. - 3-e uzn.,
uctp. u jnom. - M. : 'enmuoc APB, 2005. - 480 c. - ISBN 5-85438-137-0 (38 2k3.)

5. Umopa A. JI. OcHoBsl kpuntorpaduu: yued.mocodue / A.JI. Umopa — M.: T'enmuoc APB, 2001. —
244 c. — ISBN 5854380374 (513k3.)+

6. Kammpckas, E. H. Kpuntorpaduueckue cuctemsl : yuebnoe nocodue / E. H. Kammpckas, A. I1.
Kymaup. — Mocksa : PTY MUPDA, 2021. — 66 ¢. — TekcT : anekTpoHHbIH // JIaHb : smek-
TpoHHO-OnOmnoreunas cucrema. — URL: https://e.lanbook.com/book/182424.— Pexum no-
CTyma: JUIsi aBTOPH3. MOJIb30BaTENEH.

7. lanpruna B.®. 3amuTa komnboTepHoi nHpopMaiu. D(dekTuBHBIE METOABI U CPEICTBA /
B.®. [lTIanprun. — M.: JIMK-IIpecc. — 2010. — 542 ¢. — ISBN: 978-5-94074-518-1 (25 3k3.)

0) mepuoguYecKne U3IaAHUS

B) CIIMCOK aBTOPCKHUX METOAUYECKUX Pa3padoToK:

JICKIIMU 10 Kpunrorpaduu, BHUACO-ICKIUH, pacrnoioxenHsie B MOC Domic u Ha caiite
http://cloud.isu.ru/

F) 0a3bI JaHHbIX, l/lH(l)OpMaII]/IOHHO-CleaBO'leIe U MOUCKOBbBIC CUCTEMBbI

Java Cryptography Architecture (JCA) Reference Guide. URL.:
https://docs.oracle.com/en/java/javase/11/security/java-cryptography-architecture-jca-reference-
guide.html.

6. MATEPHAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUIIJINHBI

6.1. YYHEBHO-JIABOPATOPHOE OBOPYJIOBAHHME:
Jiis mpoBefieHUsT IEKITMOHHBIX 3aHSATHI HEOOXOJMMa ayAUTOPHUS C MPE3eHTAIMOHHBIM 000-
pyZOBaHUEM, Ui IPOBEACHUS IPAKTUYECKUX 3aHATHIH HE00X0AUM KOMIbIOTEpHBIH Ki1acc Ha 25-30
pabouynx MecT (B 3aBUCMMOCTH OT YUCJIEHHOCTH y4eOHOW Ipymibl), 000py10oBaHHAs JIOCKOM, Ipe-
3€HTAalMOHHON TEXHUKOM.
6.2. MIPO'PAMMHOE OBECIIEYEHHE:

1. Kommnekt pa3pabotuuka npuioxenuit Java Platform (JDK) 11, Standard Edition (pacnpoctpa-
HsEeTCS OECIIaTHO);

2. WuterpupoBanHas cpena paspabotku NetBeans IDE 12 (pacmpoctpansercst OecriaTHO,
LGPLv2.1, GPLv2 with Classpatch exception);

3. LibreOffice Impress (pacnpocrpansercs 6ecmatio, GNU LGPL v3+, MPL 2.0);
6.3. TEXHUYECKHUE U DJIEKTPOHHBIE CPE/ICTBA:

NOC EDUCA, DOMIC, npeseHtaimoHHOe 00OpYIOBaHUE, MEPCOHAIBbHBIM KOMIBIOTED C
BO3MOXKHOCTBIO IEMOHCTpAIMK pe3eHTarmii B popmare pdf.

7. OBPA30OBATEJIBHBIE TEXHOJIOI'MHU



[Ipu peanuzanuu JaHHOTO Kypca HCIOIB3YIOTCS CIEAyIoLIe 00pa3oBaTeIbHbIE TEXHOJIO-
TUU: TEXHOJIOTUU TPAIUIIMOHHOTO OOYYECHHS, UTPOBBIC TEXHOJOTHH, TEXHOJOTHH MPOOJIEMHOTO
00y4eHHUs, TEXHOJIIOTUN OOy4YeHUS! B COTPYAHHUYECTBE, TEXHOJOTUU KOHTEKCTHOTO OOy4YeHUs, UH-
TEPAKTUBHBIC TEXHOJOTHHU, TEXHOJOTHH JUCTAHIMOHHOTO OOYYEHHS, aKTUBHBIC TEIAarOrHYeCcKHe
TEXHOJIOTHH.

8. OUEHOYHBIE MATEPHAJIBI VIS TEKYLIEI'O KOHTPOJISL 1
IMTPOMEXYTOYHOU ATTECTALLUU

8.1. OHEHOYHBIE MATEPHUAJIbI AJIS1 BXOJHOI'O KOHTPOJISL
He npenycmotpeno
8.2. OHEHOYHBIE MATEPHUAJIbI TEKYIIEI'O KOHTPOJISA

Tectsl Ha cTpanuie kypca B MOC Domic B coorBercTBum ¢ 11. 4.1.
[IpuMepbI OLIEHOYHBIX CPEICTB TEKYIIEr0 KOHTPOJIS

JleMOHCTpPallMOHHBIH TecT K pa3aeay OdecneyeHne HeJJ0CTHOCTH COO0IEHUH

Bomnpoc 1 [Ipennonoxum, uro cuctema MAC (S,V) ucnonb3yercs i 3auThl (ailios B daii-
JI0BO# cucteme Kommbrotepa. K kaxmomy daiiny no6aBiseTcs cnenuaibHbli tag. ANroput™ S B
CBOE paboTe HCTONB3yeT TONBKO cojepkuMoe (aiina. [ kakux arak mogodHas cucrema MAC
ABJIIETCS YSA3BUMO?

BapuanTtsl oTBeTOB

BrITIOHUTE KOHKATEHAIHMIO IBYX (DAilJIOB B CHCTEME M CO3/IaTh TPETHUH.

VY nanuth mocaeaHui 6aiT B daiine.

W3menuTh Bpems Mmoaudukanuu ¢aina.

[TomensiTh MecTamu JiBa (paiina B ¢ailioBoil cucreme.

J106aBUTH HOBBIC JTAaHHBIEC B (haiil.

Bompoc 2 [Tycts cucrema MAC (S,V) aBisiercst 6e3onacHoil. Cuctema onpeeneHa Haj mpo-
ctpanctBoM (K,M,T), rme M={0,1}n u T={0,1} 128. Kakue u3 npeaioKeHHbIX HUKE KOHCTPYKIIHIA
aBIsitoTCsl 6e3onacHbiMu MAC?

BapuanTtsl 0oTBETOB

S'(k,m)=S(k,m) u V'(k,m,t)={V(k,m,t),1,m#0n;otherwise

S'(k,m)=S(k,m // m) u V'(k,m,t)=V(k,m // m,t)

S'(k,m)=S(k,m)[0,...,126] u V'(k,m,t)=[V(k,m,t // 0)orV(k,m,t // 1)]

S'(k,m)={S(k,1n),S(k,m),m=0n;otherwise u V'(k,m,t)={V(k,1n,t),V(k,m,t),m=0n;otherwise

S'(k,m)=[S(k,m),S(k,0n)] u V'(k,m,(t1,t2))=[V(k,m,t1)andV(k,m,t2)]

S'(k,m)=[t=S(k,m),output(t,t)] u V'(k,m,(t1,t2))={V(k,m,t1),0,t1=t2;otherwise

Bomnpoc 3 Cxema Bbruncienus koj1oB ayrentudukanuu cooduennit ECBC-MAC ucnonssyer
(uKCHpPOBaHHBIN BEKTOp MHUIMATU3ALNH (B JIEKIIMH UCIIOJIb30BAJICS HyJeBoi BekTop). IIpennono-
UM, 4YTO BMECTO (PMKCUPOBAHHOT'O, JUISl KAXKA0TO COOOIEHHS UCTIONB3YETCs CIyYaiHbIi BEKTOP
IV u sTot BekTOp nobapnsiercs k tag. pyrumu cnoBamu, S(k,m)=(r,ECBCr(k,m)), rze r ato ciy-
yaitaelit [V. Anroputm npoBepku 1o kitouy k, cooOuienuto m u tery (r,t) Bergaer 1 ("yes"), ecnu
t=ECBCr(k,m).

Takast cxema moctpoenust MAC siBrisieTcst HeOe30macHOW. ATaKYIOIIHN MOXKET TOJIY4IHTh TerT (T,t)
JUIsL COOOIIEHUS M, COCTOSAIIETO U3 0JJHOTO OJ10Ka. Ternepb OH crocoOeH CKOHCTPYHPOBATH HOBBIH
TEr JJIsl HOBOTO COOOIIEHUS. YKaXKUTe Iapy Ter, COOOIIeHHE, KOTOPYIO MOXKET CKOHCTPYHUPOBATh
ATaKyIOIIHMN.

BapuaHnTel 0TBETOB

Ter (m®t,t) sBrseTCS MPABUIBLHBIM IS cooOeHust m®1n.

Ter (r®t,r) sBNsI€TCS MPAaBUIBHBIM IS COOOIICHUS M.



Ter (r®t,m) sBIsETCS MPAaBHJIBHBIM JUTIsl cO0OIIeHus On.
Ter (r®1n,t) siBIsIETCS TPABUIBHBIM I cOOOIIeHUs m@1n.

Bormpoc 4 Anuca HamMmepeBaeTCsi OpraHu30BaTh MIMPOKOBEIIATEIBHYIO OTIPABKY COOOIEHUH /st
6 nmonyuateneit B1,...,B6. CekpeTHOCTh COOOIICHUI HE BaXkKHA, BaKHA IIEJIIOCTHOCTh M Ay TEHTHY-
HocTh. Kaxkaplit u3 momyyareneii 0keH ObITh YBEPEH, YTO COOOIIECHHE MOTYUYSHO OT AJUCHI.

st cBoeit 3aaun Anuca pemniia uenoibzoBatb MAC. [Ipeanonoxkum, uto Anuca u 6 1moiab30-
BaTesel paboTaroT ¢ oHUM 00muM KirodoM k. Torma kaxenii u3 Bl,...,B6 mpu nomyueHuu co-
OOLIEHHS] MOXET IMPOBEPUTH MPaBUIBLHOCTH Tera. Ho sTa cxema HeGe3omacHa, T.K., HalpuMmep,
noJjb3oBarenb Bl Moxer co3naTh cooOeHne, NpUKpPenuTh K HeMy TeT, OJIY4YeHHBIH Ha Kimtoue k u
OTHPaBUTH B ceTh. [Ipu 3TOM, onb3oBaTenu B2,...,B6 OyayT yBepeHsbI, 4TO COOOIIEHNE MOTYYEHO
OT AJIUCHL.

Bwmecto aToro, Anmca crenepupoBaina 4 cekpeTHbix kimtoua S={kl,...,k4}. Kaxxnomy momas3oBa-
temo Bi ona nmepenana nogmuoxkecTBo kirodert SiS S. Teneps Anuca npu repegade cooOmeHus
MPUKIIAJIBIBACT K HEMY YETBIPE Tera, KK bl U3 KOTOPBIX MOJIyYE€H HA OJJTHOM U3 YETBIPEX KITFOYEH.
Korna nons3oBarens Bi monydaer cooOIIeHre OH MMPOBEPSET TOIBKO T€ TETW COOOIIEHUS, IS KO-
TOPBIX y HETO €CTh KIIIOYH.

Bri0epute npaBuiibHbBIN C11OC00, KOTOPBHIM AJTCA MOXKET paclpeieTuTh ClIy4yalHbIe KIIOYH Tak,
YTOOBI HUKTO U3 MOJIb30BATENEH He CMOT OBl CO3aBaTh COOOIICHHUS s IPYTHX MOJIb30BaTeneit
MIPABWIIBHBIC COOOIICHHS OT UIMEHU AJIHCHI

BapuanTtsl oTBeTOB

S1={k1,k2}, S2={k1}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

S1={k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1,k2}, S2={k2,k3}, S3={k3,k4}, S4={k1,k3}, S5={k1,k2}, S6={k1,k4}

S1={k1k2}, S2={k1,k3}, S3={k1,k4}, S4={k2,k3}, S5={k2,k4}, S6={k3,k4}

Bonpoc 5 [Tycts H:M—T crolikas k koymu3usam xeun GyHkius. Kakas u3 cnenyrommii GyHKIni
TaKKe OyJeT CTOMKOM K KOJUTM3USIM.

BapuaHTbl 0TBETOB

H'(m)=H(m]O0,...,jm|-2])

H'(m)=H(m) // H(m)

H'(m)=H(H(m))

H'(m)=H(m)eH(me1|m])

H'(m)=H(m)[O0,...,31]

H'(m)=H(|m|), rne jm| ectb qnunHa coobiieHns m
H'(m)=H(m // m)

H'(m)=H(m // 0)

H'(m)=H(m)®H(m)

JlabopaTopnasi padora k pa3neay Cummerpuunoe mudposanue. lllnpposanne AES

Jl1s pa®oThI ¢ aropuTMaMH U MPOTOKOJIaMu K (ppoBaHus OyaeM UCIOIb30BaTh CTaHAapTHBIN API
JCA, conepxamuiics B JDK 1.6. IIpuBeeHHbIe HIKE KIIacChl U MPUMEPHI OyAyT paboTaTh Kak co
cTaHaapTHbIM Kpunrorposaiaepom JCE, Tak u ¢ 1100bIM APyTUM KpUIITONIPOBAMIEpOM, MOAEP-
KHUBarOIUM peann3oBaHHblil B Java API (nanpumep, Bouncy Castle).

[Tpu mmdpoBaHUN JaHHBIX yIpaBiIeHUE KIIOYaMU MOKET MPOUCXOAUTD ABYMs crioco0amu: mud-
pOBaHUE Ha CIyyailHOM Kitoue, HH(poBaHUE Ha U3BECTHOM KITIOUE.

PaccmoTtpum nporenypy CMMMETPUYHOTO MHU(PpOBaHUS Ha cay4aitHoM kitode. Kitou co3naercs
o0bekToM Kinacca KeyGenerator u3 makera javax.crypto. [ co3nanust reHepaTopa Hy»HO BOC-
MIOJIB30BAThCA CIIENHAIBHBIM METOJIOM

KeyGenerator kg = KeyGenerator.getinstance("DES");



I/l apryMEHTOM METO/Ia BBICTYNAET UMS aITOPUTMA, JIJIsl KOTOPOrO MPOUCXOAUT FreHepanus Kiroda
(B manHoMm cnydae DES). Cniucok A0CTynHBIX anropuTMoB 371eck. [lociie coznanus reneparopa
HE0OXOAMMO HUCIIOIB30BaTh METO/ init() s ero HHUIMaIu3anuu 1 Meto] generateKey() — mist
CO3/1aHHUS KJIIOYa.

Hanpumep, cneayromuii Ko co3aaeTt K04 mudpoBaHus HA OCHOBAHUU OE€3011aCHOTO TeHepaTopa
Clly4aiHbIX ymcen A anroputma AES:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

[Tpu uconb30BaHUM B Ka4eCTBE KIF0Ua TOTOBOM MOCIIEIOBATEIBHOCTH OAWT HYKHO BOCIOJIB30-
BaThCs KiaccoM SecretKeySpec u3 nmakera javax.crypto.spec. Kitod cozmaeTcs uepes mapameTpbl
KOHCTPYKTOPA, B KOTOPBIX YKA3bIBAECTCS MACCUB OANT, COEpIKAIIUX KITIOY, U aJITOPUTM U pOBa-
Husi. Hanpumep, cienyromuii Ko reHepupyeT Kirod 41 anroput™Ma AES Ha 0CHOBE CTpOKH U3
miecTHaaAnaT cuMBoIIoB "1234567890123456":

byte[] newKey = "1234567890123456".getBytes();

SecretKey key = new SecretKeySpec(newKey, "AES");

Knacc Cipher siBisieTcss OCHOBHBIM 117151 paOOThI ¢ aIropUuTMaMu KU(PPOBAHUS U PACTIOTIOKEH B Ma-
KeTe javax.crypto. TOT KJIACcC MPEAOCTaBISIET BO3MOXKHOCTh PabOTHI KaK ¢ alropuTMamu mudpo-
BaHUs, TaK U C PEKUMaMHU padoThI MU(POB, cCXeMaMH JOMOIHEHUS coo0IIeHni. B 3aBucuMocTu oT
napaMeTpoB WHUIMATH3ANH, 00beKT Kiacca Cipher moxer paboTaTh Kak B pexxuMe mudpoBaHus,
TaK U B peKUME paciiuppoBaHusi, C CAMMETPHUUHBIMA U ACUMMETPUYHBIMU AITOPUTMAMHU.

Jlns co3nanust HOBOro oObeKTa Kilacca ClieyeT BOCIOIb30BaThCS CIEMATIbHBIM METOJIOM:

Cipher ¢ = Cipher.getinstance(algorithm)

rze algorithm npezcrasisier co00i CTPOKY BUAA: aITOPUTM IH(YPOBaHUS \PEXKHM pabo-
THI\QJITOPUTM JOTIOTHEHHSI

HmMeHa OCTYIHBIX arOPUTMOB MK(POBAHUS U UX HACTPOWKU NPOMHCAHBI B cTaHAapTe Java, U,
00BIYHO, OHU COBIMAJAIOT C OOIIECTPUHITHIMU 0003HaUCHUAMU. J{J1s1 JOTIOIHEHUS! COOOIIEHUH, B OC-
HOBHOM, UCTIOJIB3YIOTCS JiBa ctanaapra: NoPadding — nns mmdpoBanus 6e3 qomoHeHHus co00-
uienust (Hanpumep, Ui pexxnma mudposanus CTR) u PKCS5Padding — st nononseHust coo0-
HICHUS JI0 pa3Mepa, KpaTHOTO pa3Mepy 0J0Ka NCTIOIB3yEeMOT0 alropuT™Ma (HarpuMep, 11 pexxnMa
CBC).

Jnis peanu3anuu mpoueaypsl MuppOBaHUS TEKCTHI TOJKHBI OBITh IPEACTABICHBI B BUIEC MAaCCHBA
6aiit. OnumieM mudpoBaHUe COOOIICHHS IO LIaram:

Coznanne oonekta Cipher ¢ ucons3oBanuem metona getlnstance.

WNuannmanuzanus odbexra Cipher ¢ moMornisio Metoaa init() 1uist mudpoBaHus win pacimudposa-
HUS. DTOT METOJ MPUHUMAET Ha BXO/JI IBa 00s3aTENBbHBIX TTapaMeTpa U OJMH HeoOs3aTeIbHBIN Ta-
pamertp. IlepBbIii mapameTp ykassiBaeT pesxuM padoTsl anroputma: Cipher. ENCRYPT MODE unun
Cipher. DECRYPT MODE. Btopoii napametp — Kirou mudpoBanus. Ty kiiroya 3aBUCUT OT UC-
MOJIb3yEMOT0 adropuTMa mudposanus. TpeTbUM MapaMeTpoM yKas3bIBaeTCs BEKTOP MHULIMAIN3a-
MU aJiropuTMa: 00beKT kitacca IvParameterSpec.

HIudpoanue nim pacmmdpoBanue npousBoauTcs Mmeronamu update() 11t paboThl ¢ cooOLIEHHEM
B pekuMe noToka (00paboTtka coobuienus no yactsaMm) u doFinal() mist 06paboTku cooOmieHust
HOJHOCTBIO.

Huxe npusenen npumep mudposanus coodmenust OpenText mmdpom AES B pexxume CBC Ha
CJIy4aifHOM KJIIOY€ M CIy4aiHOM BEKTOpE MHUIIMAIU3AIIH:

KeyGenerator kg = KeyGenerator.getinstance("AES");

kg.init(new SecureRandom());

SecretKey key = kg.generateKey();

SecureRandom sr = new SecureRandom();

byte[] IV = new byte[16];

sr.nextBytes(IV);

Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding™);



c.init(Cipher.ENCRYPT_MODE, key, new

IvParameterSpec(1V));

byte[] encryptedData = c.doFinal(OpenText.getBytes());

Tak kak MaccuB OalT HEBO3MOYKHO BBIBECTH B TEKCTOBBIH (aiiy, TO pe3yabTaT MUuGPOBAHHS HYKHO
3aKOJMPOBATH JUOO B IIECTHAIIIATEPUIHOM (hopmaTe, oo B hopmare Base64.

Pa6ora ¢ hopmaTom Base64 B Java obecrieunBaetcs nByms kinaccamu BASE64Encoder u
BASE64Decoder u3 nakera sun.misc. /Iy BBITOTHEHUS IPEOOPA30BaHUN UCIIONB3YIOTCS METOIBI
encode u decodeBuffer cooTBeTCTBYIOMNX KIIACCOB.

[To mony4eHHbIM MapaMeTpaM BINOIHUTH paciindpoBaHue 3aaHHOrO mudp-Texcta. exoaupiii
OTKPBITHIN TeKCT 3amudposan anroputMoMm AES B pexxume CBC. B BapuanTte conepxurcs mudp-
TEKCT, BEKTOp MHUIMAIM3AlNHY, KITt0Y mudpoBanus. Bee gannbie npeacrasieHsl B popmare
BASE64. Tpebyetcst pactmdpoBaTh mudp-TEKCT.

1. PacmmpoBanue HyXHO TPOBOJIUTH IO CICTYIOIICH CXeMe:

2. PackonupoBaTh K104, BEKTOp MHULIMANU3aUUU 1 mudp-Tekct u3 popmara BASE64 B mo-
CJICZIOBATEIILHOCTHU OAMT.

3. C ucnonbs3oBanueM o0bekTa Kinacca SecretKeySpec mo mocine10BaTeIbHOCTH OaNT KITr09a

co3nath 00BeKT Kinacca SecretKey.
4. Cosznath 00bekT Kimacca Cipher ¢ mapamerpom "AES/CBC/ISO10126Padding".

5. [Tpu naMnManu3anuu mudpa TpedyeTcs MOIKIYUTh BEKTOP HHUITHATU3AINH C TIOMOIIHIO
o0bekTa kiacca [vParameterSpec.
6. BeimoaauTs pacmudpoBanue mudp-Tekcra.

B pesynbrare pacumdpoBaHus JOKEH MOYIUTHCS MacCHB 0aiT, KOTOpbId B Koaupoke ASCII
MO>KHO MHTEPIIPETUPOBATH KaK OCMBICICHHBIN TeKCT. [[i1s1 mpeoOpa3zoBaHus MaccuBa OailT B CTPOKY
MOYKHO BOCITIOJIb30BaThCs KOHCTPYKTOPOM Kiacca String.

JlabopaTopHasi padoTa K pa3aesy AJITOPUTMBI ¢ OTKPBITHIM KJIIO40M. ATaka Ha RSA npu
HCIOJIb30BAHHH 3aKPBHITOr0 KJII0Ya

Hanbl uncina SN$ u $e$, bopmupyroiue oTKpbITHII KiTtoY mpeodpa3zoBanus RSA. M3BecTHO, YTO
3HA4YCHHUE 3aKPHITOrO Kitouya $d$ mMasno (370 MOKHO MPEAIOT0KHUTE UCXOIS U3 3HAUCHHSI KITF0Ya
$e$). C ucronp3oBaHreM MOIXOIAIIMX APOOCH TpeOyeTCst MOMyduTh 3HaYeHHe Kiroda $d$, u 3arem
Ha OCHOBE €T0 3HAYCHUs PEIINTh 3a7auy (hakropusanuu i uncia SNS.

Beruncnenue 3akpbITOroO Kiiroya

UssectHo, uto nipu $d<\frac{\sqrt[4]{N}} {3}$ Bemonusiercs cootnomenue $$ \left\frac{e}{N}-
\frac{k}{dHright|<\frac{1}{2d"2}. $$

Takum 00pa3oM, JIJIsl HAX0XKICHHS 3aKPBITOTO KJIF0Ya MOKHO BOCIIOJIB30BAThCS MOAXOISIIIAMU
JIPOOSIMH COTJIACHO aTOPUTMY:

IMpenctaButh apods $\frac{e} {N}$ B Buae rienuoii apoodw.

Jlns HaliieHHOM 1IenHOM ApoOr MOCTPOUTH MOCIIEA0BATENBHOCTh MOAXOISAIINX IpoOeit.

HauwuHasi ¢ HEKOTOPOro HOMEpa 3HaMeHAaTeNb MOIXOISIIEH TPOOH MOKHO pacCMaTpPUBATh B Kade-
CTBE KaHU1aTa Ha 3aKpbIThIi Kirou $d$.

JIist KaXKIOTo KaH|1aTa MPOBEPUTH YCIIOBUE KOPPEKTHOCTH 3aKphHITOTO Kitoya. CorjacHO onpesie-
JICHUIO OTKPBITOT'O M 3aKPBITOTO KITFOUEH [UIsl JIF000Tr0 coolmieHus: $m$ 10mKHO BBITONHATHCS CO-
ornomenne $$m* {ed} \equiv m (N)$3.

3HamMeHaTeNb MOIXO0AAIIeH IPOOH, YIOBIETBOPSIONINN YCIOBUIO KOPPEKTHOCTH MOKHO paccMmar-
pUBaTh B KA4ECTBE 3aKPHITOTO KJTF0Ua nmpeodpazoBanust RSA.

dakropu3aius MOIYJIs IPH U3BECTHOM 3aKPBITOM KITFOUE

[Tyctb n3BectHBl MOAynb $N§, oTkphITHIN Kit04 $€$ 1 3akpbIThIid Kitoy $d$, momyueHHbI Ha
npebIAYIIEM IIare.

Bosbmem npousBosibHOE uncio $x$. O6o3naunm 3a §y 1 = x{\frac{ed-1} {2} }$ (310 Bo3mMOKHO,
nockoibKy $ed$ oTo HewerHoe uncio). Torma $$y 172\equiv 1 (N).$$ Muaue $$(y_1-
1)(y_1+1)\equivO(N).$$ Bo3aMOKHBI ClIeAyIOIIHE BAPUAHTHI:



Ecmu $y _1=18$. Eciu $\frac{ed-1}{2}$ — uucio gernoe, To BBemem $y 2 = x"{\frac{ed-1} {4}}$ u
npoananusupyeM 3Hauenue $y 2§ (Bce paccyxaenus crpasemaubl i §y 2$). Mnaue morpe0y-
ercs BRIOparh pyroe ocHoBanue $x$.

Eciu $y 1=-18. To notpebyercst BEIOpaTh Apyroe ocHoBaHue $x$.

Eciu $y 13 ectpb uncino omimmanoe ot $1$ u $-1$, To Torna nenurens yucina $N$ Beraucsiercs mo

dopmyne:$$p=HO/I(y 1-1,N).$$

JlaGopaTopHas pa6oTa K pa3zesy AJropuTMsbl ¢ OTKPBITHIM KiI04oM. IllIudgposanne ¢ uc-
moJib30BaHueM Onoanoreku OpenSSL

Mexanu3m mudpoBaHus COOOIICHHIA

Llenb maHHOTO 3aJaHUS 3aKJIH0YAETCsl B 03HAKOMJICHUH C OCHOBHBIMU BO3MOXHOCTSIMU KPHUIITOIPa-
¢duaeckoit 6nbmmorexn OpenSSL. bubnnoreka, B OCHOBHOM, IpeAHA3HAYCHA JJIs1 OPTaHU3AIIH
B3aMMO/IEICTBHS HA OCHOBE MH(PACTPYKTYpPbl OTKPBITHIX Kitouel. Ho B mocnenHux Bepcusx 6uo-
JUOTEKH pealin30BaHa (yHKIIMOHAIBLHOCTD M0 CHMMETPHYHOMY MIHPPOBAHUIO COOOIIeHnH. bub-
JHOTeKa paboTaeT U3 KOMaHAHOM CTPOKHU B IIAKETHOM PEXKHUME.

Bepcuu 6ubmmorek: openssl-1.0.2-i386-win32.zip, openssl-1.0.2-x64_86-win64.zip

Tpebyetcs crenepupoBaTh ClyyaiHbIi Kit04 mudpoBanus, 3amudpoBaTth anroputMom AES Heko-
TOPBINA OTKPBITHIA TEKCT U MepeaTh KoY mudpoBaHus yepe3 npeodpazoBanre RSA ¢ momoniso
JIropuT™Ma MK(POBAHUS CEAHCOBOIO KII0Ya U 3alIM(poBaHHOE COOOIICHNE Ha TPOBEPKY Iperno-
JIaBaTEIIo.

Yacts 1. lludpoBanue coodmeHus

C nomomisio OpenSSL 3amudpyiite coobmenue. llnppoBanue HyKHO TPOBOIUTH IO CIETYIOIICH
cxeme:

Bri6epure HEKOTOpOE co00IIeHUE (COAEpIKALLEE B TOM YHCIIE HOMED 3a4€THOM KHMXKKH) U TIOMe-
ctute ero B (aitsn. Coob1ieHre MoKeT ObITh JIF0O0r0 pa3yMHOI'O pa3Mepa U AO0JKHO YUTAThCs 0e3
UCTIOJIB30BAaHUS CIICIUAIIBHBIX IPOTPAMM.

Crenepupyiite ¢ moMoInpio koman sl openssl rand (doc) ciyvaiinbrii K104 He0OX0IUMOM IS an-
roputMa AES-128-CBC miuHBI U COXpaHUTE €ro B (paiil B IMIECTHAAMATSPUIHOM GopMaTe .
Crenepupyiite ¢ IOMOIIBIO KOMaH bl openssl rand BeKTOp MHUIMATU3ALMHA HEOOXO0AUMOM 1S ajl-
roputMa AES-128-CBC miiHBI U COXpaHUTE €ro B (haiil B IMIeCTHAAIATEPHUIHOM GopmarTe.

C nomornkio koman sl openssl enc (doc) 3ammpyiite anroputmom AES-128-CBC daiin ¢ oTKpbI-
TBIM TEKCTOM Ha CT€HEPUPOBAHHBIX PaHee KIIfoue U BeKTope nHunmanu3anui. NB! Ilpu mudposa-
HUM CJIelyeT UCIOJIb30BaTh UMEHHO KoY MHU(POBaHUS, a HE ApOJib.

CoxpannTe K104 MUGPOBAHKS U BEKTOP HHUITUATU3AINH B OTHOM (haiiyie B IByX Pa3HBIX CTPOKax
0€3 JIOTIOIHUTENbHBIX KOMMEHTaPHEB.

Yacts 2. CamocTosiTenbHOe U(GPOBAHNUE KIIF0YAa CHMMETPUYHOTO MIH(PPOBAHUS

B s10i1 yactu naboparopHoii morpedyercs co3aaTtk coOOCTBEHHYIO napy RSA-kmroueit u nmpoiitu o0e
¢a3bl anropuT™Ma MUGPOBaHUS CUMMETPUYHOTO Kitoya. PaboTath MOXKHO 1O CIIEyIOIIEH CXeMe:
C nomorkio komMaH bl openssl genrsa (doc) crenepupyiite 3akpbIThiii RSA-kitou. JlnuHa kirova
JoJikHa cocTaBiATh 2048 6ut. g Gompliei Hae)KHOCTH KIII0U MOKHO 3allin(poBaTh MapojieMm.

C nomorsio koman sl openssl rsa (doc) crenepupyiite oTKpbIThI RSA-Kimrou.

Ha otkpeitom RSA-kimroue ¢ momoieto openssl rsautl (doc) 3ammdpyiite daiin ¢ kKiouoM U BEKTO-
POM MHMLIMAIH3ALINH.

[TpoBenuTe nMpoBepKy CBOMX AeHCTBUI U paciudpyiTe Ha 3aKkpbiToM RSA-Kit0o4e nony4eHHbIi Ha
npeabLayIIeM mare ¢Gai.

[TpoBepkTe, 9TO pacmmppoBaHUE MPOILIO YCIICITHO H B UTOTE MOIYUYHIICS TOT K€ CaMbIi KITFOY
CUMMETPUYHOTO IU(POBAHUSL.

Pactummdpyiite cooOuienue.

Yacts 3. OTnpaBka pe3yiabTaToB Ha MPOBEPKY

Jist oTIipaBKH pe3yIbTaTOB MIM(PPOBAHUS HA MPOBEPKY HEOOXOIUMO BHIIIOIHUTH CICTYIOIINE e -
CTBHUSL:

3arpy3ute oTKpBIThI RSA-KiT104u ipemnoaBarersi.



Ha 3arpy>xeHHOM OTKPBITOM KJIFOUE€ C TOMOIIBI0 openssl rsautl 3ammudpyiire daiin ¢ KIIFo4oM cuM-
METPUYHOTO MIH(PPOBAHUS U BEKTOPOM MHUITHATU3AIHIH.

OTtnpaBbTe Ha TPOBEPKY (haiin ¢ 3amudpoBaHHBIM TEKCTOM U (aiii ¢ 3ammnppoBaHHBIM CHUMMET-
puaHbIM KTF09oM. CBon RSA-xmroun B MOC Jlomuk 3arpyxarth He TpeOyercs.

[TpoBepka pe3ynbpTaTa mudpoBaHus Oy1eT MPOBOIUTHCS CIECTYIOIIUMUA KOMaHIaMU:

openssl rsautl -decrypt -inkey private.pem -in key.hex.enc -out key.hex

openssl enc -aes-128-cbc -d -in ct.txt -out ot.txt -K 000000 -iv 000000 -p

8.3. OHEHOYHBIE MATEPHUAJIbI IPOMEXYTOYHOI'O KOHTPOJISA

MaTepnanbl AJIA NMPOBEACHUS TEKYIIECIro U MPOMEKYTOYHOI0 KOHTPOJIA 3HAHMH CTyA€H-
TOB:

Ne Bup xkonTposs KonTposaupyemsie Te- KonTposupyemsie
MBI (pa3aeJibl) KOMIleTeHIun/ MHIH-
KATOPBI
1 2 3 4
1 KonTtpons B Bujie TeCTOB [K-3, TIK-4
PaznoypoBHeBBIE 3a1aHMA K J1abopaTop- Pazpen 1
HOMY IPaKTHKYMY
2 KonTtpons B Bujie TeCTOB [K-3, TIK-4
PaznoypoBHeBBIE 3a1aHMA K J1abopaTop- Pazpen 2
HOMY IIPAKTUKYMY
3 KonTpossHbie paboThI IK-3, I1K-4
PazHnoypoBHeBbIe 3a1aHus K 1aboparop- Paznen 3
HOMY IIPAKTUKYMY
4 DKx3ameH [Ipomexyrounas arre- | [IK-3, ITK-4
cTanus

OueHo4HbIE CpeacTBa NMPOMEKYTOYHOI0 KOHTPOJISI (DOPMHUPYIOTCH B COOTBETCTBHH C
ITosi0xeHnem 0 0AJLIbHO-PETHHIOBOM CHCTEMe.

BrinonHenue 51ab0paTOpHBIX, JOMAIIHUX 33JaHUN B HMH(GOPMaIMOHHO-00pa3oBaTeIbHOMN
cpefie, a Takke KOHTPOJIbHBIX paboT u TecToB AaeT 60 GannoB B cemecTpe. Pacmpenenenue Becos
yuebHbIX eauHul npeacrasieHo B MOC Domic. B onenke sx3amen cocrasiser 30 6amos. lono-
HUTeNbHbIE 10 GayIoB BRICTABIISETCS 3a MOCEIAEMOCTb.

IIpoueaypa caaum 3K3amMeHa

Jlnist ycnenHoi ciaun sK3aMeHa TpeOyeTcs OCBETUTh JiBa TEOPETHUECKUX BOIPOCA, KaXK bl
U3 KOTopbIX Aaer 15 Gamwios. Ilocrne mpouenypsl BeIOOpa, SK3aMeHyeMoMy mpepoctasisercs 60
MUHYT JJIs1 TOJATOTOBKHM OTBETa Ha BbIOpaHHbIE BoNpockl. [Tociae oTBeTa Ha OCHOBHBIE BOIPOCHI IK-
3aMEHYEeMOMY MOXKET OBbITh 3aJ1aH JIOTIOJIHUTENbHBIN BOIIPOC, OlleHnBatoumiics B 10 6ayios.

KpI/ITepI/II/I OLCHUBAHHA TCOPCTHICCKUX BOIIPOCOB:

15 6amnoB: BKSaMeHyCMHﬁ CaMOCTOSTENIBHO U 0€e3 HaBOOAIIUX BOIIPOCOB OCBCTUII BCC OC-
HOBHBIC pa3JCyibl BOIIPOCa, BBEII HGO6XO}II/IMBIC OIMPECACIICHUS, OIMUCall HCO6XO}II/IMBIe AJITOPUTMBI;

IIPUBEI IPUMEPHI.

10 0a/u10B: PK3aMEHYEMBIH, MOCE 3aJaHusl YTOUHSIONIMX W HABOJAIIUX BOMPOCOB, B JIO-
CTATOYHO TMOJHOW CTENEHU OCBETUJI COACPKaHUE BOMPOCA, BBEN ONMPEEICHHS, BO3MOXHO HE OCBE-

THUJI HEKOTOPBIC IIAark aJilrTOPUTMOB, ITPUBEIT IPUMCEPHI.



5 6anaoB: SKSaMeHyeMHﬁ HE OCBCTHII BOIIPOC, HO OTBCTHUJI HA HABOAAIIHNE, YTOUHAOIINEC U
JOIMMOJTHUTECIIBHBIC BOIIPOCHI, IIPHUBEJI OCHOBHEIC OIIPCACICHM A, HO HC IIPHUBEII HGO6XO,Z[I/IMBIG ImpumMe-

PBL

0 6a10B: HE OTBETHII Ha BBI6paHHBIe HNM BOITPOCHI 5K3aM€Ha U YTOUYHAIOMIUEC BOIIPOCHI 3K-
3aMcHaTopa.

Chucox BOIIPOCOB JJIA HpOMe)l(yTO‘lHOﬁ arrecranuu:

1. OOue npuHIMNBl Kpunrorpadguu. 3ammTa OT HECAaHKIIMOHHUPOBAHHOTO JOCTYIA.
OcHOBHBIE CIOCOOBI KPUIITOAHAIN3A MIPOCTHIX MH(POB. M neanbHblii mudp.

2. Iudpp Bepnama. Jlemma o Teopernyecku croiikom mudpe. [Toroxossie mudpsl.
ATaku Ha TOTOKOBBIC UG PHL. JIByXpa30BbIii OJIOKHOT.

3. [Tpumepst moTokoBsIX mHU(poB. RC4 u ero ys3BUMOCTH.

4. bezonacHoCcTh MOTOKOBBIX TeHeparopoB. CTaTHCTUYECKUH TECT Al I'eHeparopa.
Kpunrorpaduueckoe onpeaeneHue nceBaocIyqdaifHoro reneparTopa.

S. [Tpuniun urepupoBanus. [loHsTne nceBrociay4yaiiHON (QyHKIUU M ICEBAOCITyYaii-

Hoit nepecranoBku. lludp DES. Onucanne crpykrypsl. Teopema o TpexpayHmnoBoii cetu Deiicte-
T8l

6. HIudp AES. Omnucanue CTpyKTypbl U npuHIUNB padoTel. [lepebopHble ataku Ha
0J109HBIC TUDPHI.
7. [Toctpoerne GoYHBIX MM(POB HA OCHOBE IMCEBAOCITyUYalHBIX reHepaTopoB. Lud-

pOBaHUE HECKOJBKUX COOOIICHUI HA OJHOM KJFOue. ATaka Ha OCHOBE BHIOOPOYHOI'O OTKPHITOTO
tekcTa. [Ipumep mmdpa HECTOWKOTO K aTake Ha OCHOBE BEIOOPOYHOTO OTKPHITOTO TEKCTA.

8. Cnyuaiinoe mmdposanue. Onnopaszosoe mudponanue. Pexxum CBC. Iludposanue
C TpeACKa3aHHbIM 3HaueHHeM BekTopa mHunuanuzauuu. CBC nmist ogHOpazoBoro mudpoBaHHS.
Ha6ugka 6mokoB. Pesxxum CTR. CpaBuenue pexxumoB CBC u CTR. Pexxum OFB.

9. Koapl ayrenTrdukanuu coobmienuit. [loctpoenne KoIoB ayTeHTH(PHUKAIIUN OOJTb-
mmx coobmenuii. Konctpykuuu CBC-MAC u NMAC. Ux s¢dextuBHOCTh. CXeMa aTaku C HC-
MIOJIb30BAaHNEM KOJUIU3HH.

10.  Koncrpykuus HMAC. IloctpoeHne kKo/10B ayTeHTU(PHUKAIMUA OONBIINX COOOIIEHUH.
MexaHu3Mbl HAOUBKU COOOILIEHUH.

11.  IloctpoeHue KOAOB ayTEHTH(PHUKAIUU COOOLIEHUH U3 CTOMKHMX K KOJUIM3UAM (DyHK-
M. ATaka Ha OCHOBE Tapaiokca THEW POKICHUN.

12. Konctpykuus Mepkia-Jlamrapna uis nocrpoenus xem-gynkuuit. I[loctpoenne 6e3-
OIMACHBIX CXKUMAIOIMUX QYHKIMI. Xem-QyHKINY Ha OCHOBE OJIOYHBIX MIHU(POB.

13. Heob6xoaumocTh NMpUMEHEHHsI ayTeHTUYHOro mudpoBanus. [loHsTHE 11E€T0CTHOCTH

mu@p-Tekcra. ATaka Ha OCHOBE BBIOOPOUHOT0 MU(P-TeKCTa. AYTEHTUYHOE MIH(PPOBAaHUS HA TIPU-
Mepe mpoTokona TLS.
14.  Cranpapt PKCSI1. Ataku Ha RSA. Ataka nmpu MajqoM 3Ha4€HHUH 3aKPBITOTO KITF0Ya.

15.  3agaua auckperHoro JsorapudmupoBaHus. Merton kimoueBoro obmena [luddu-
XemiMaHa.

16.  IlpeoGpa3zoBanue Dab-I'amans. llludposanue u co3nanue MoAMUCH COOOIICHUH.

17. Cxewma [llamupa pazneneHus cekpera.

18.  Ausropurm lIHOppa noka3aTenbcTBa 3HAHUS.

Paspaborumk:




JOLEHT Kadeapsl anredpanueckux U HHGopMarmoHHbix cuctem  Psaber JI.B.

IIporpamMma cocraiieHa B coorBeTcTBUU ¢ TpeboBanusamMu @I'OC BO no HampaBiieHHIO NOAro0-
toBKkH 02.03.02 «DynaameHTanpHass nHGOpMaTHKa ¥ MHGOPMAIIMOHHBIE TEXHOJOTHM» (YpOBEHb
OakanaBpuata), yTBepKICHHBIN MpuKazoM MuHHCTEpCTBa 00pa3oBaHusi U Hayku Poccuiickoit de-
neparuu ot 23 aBrycra 2017 r. N 808, 3apeructpupoBansbsiii B Muntocte Poccun «14» ceHTIOps
2017 r. Ne 48185 ¢ n3MEHEHUSIMU | IOTIOJTHEHHUSIME C H3MEHEHHSIMH ¥ JIOTIOJTHEHUSIME OT: 26 HOsIO0-

ps 2020 r., 8 dheBpans 2021 r.

[IporpamMma paccMmoTpeHna Ha 3acefaHuu kadeapsl AnreOpandyeckux U MH(OOPMALMOHHBIX CH-
crem UMUT UT'Y «24» mapra 2022 t.
[Tpotokon Ne 9 3aB. kadempoii [TanTenees B.M.

Hacmoswas npoepamma, ne modxcem dOvims 0cnpoussedeHa Hu 68 Kakou gopme b6e3 npeo-
8aPUMENLHO20 NUCLMEHHO20 pa3peuleHus Kapeopul-pazpabomuura npocpammoi.



