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I. LIEJIV M1 3AJTAYM JIMCLHMIIIAHBI

Hean: gucouruimHbel:  (QOPMUPOBAHWE Y CTYACHTOB HWH)KCHEPHBIX KOMIIETCHIMH B
IPOEKTUPOBAHNH, pPa3BEPTHIBAHUM M O€30MaCHON HKCIUTyaTalli COBPEMEHHBIX CETEBBIX
UHPPACTPYKTYp € MCIIOJIB30BaHKEM Moax010B Secure by Design, DevSecOps n HHCTpyMEHTOB
Engineering Al a5 aBTOMaTH3aluy pyTUHHBIX 3371a4 M YCUJICHUS YEIOBEUYECKUX BO3MOKHOCTEH.
3agayd  JAMCUUILUIMHBI.  OCBOMTH  NPUHIMIBI  MPOSKTUPOBAHHUA  OTKA30yCTOWYHBBHIX,
MaciTabupyemMbIX U 0€30MacCHBIX CETEBBIX apXUTEKTYp B FTHOpUIHBIX (on-premise/cloud) cpenax;
NpUOOPECTH HABBIKM aBTOMATH3WPOBAHHOTO YIPABJICHHUS CETEBOM HWHEOPACTPYKTYpOll ¢
UCIOJIb30BaHUueM UHCTpyMeHTOB Infrastructure-as-Code (Terraform, Ansible) u Al-accucreHToB
JUI TeHepanmud W Bepu(HUKanuu KOHPHUTYpaluid; HAydYUThCS HMHTETPHPOBATH CETEBYIO
UHPpacTpyKTypy B ckBo3HOU CI/CD-naiimiaiiH ¢ 31eMeHTaMi MOHUTOPHHTA, aHaIu3a Tpaduka u
oOHapy>KeHHUsl aHOMaJMi; peaau30BaTh CKBO3HON Y4YeOHBIH NPOEKT [0 pa3BEPThIBAHUIO
3aMIIEHHON ceTeBOil cpenbl ¢ mpuMmeHeHueMm Zero Trust Architecture u Al-ycuneHHoi
JTMAarHOCTHKH.

ILMECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII BO

st u3ydeHust JaHHOM y4eOHON TUCIMIUIMHBI (MOYJIsl) HEOOXOIUMBI 3HAHHUS, YMEHUS U HABBIKH,
dbopMupyeMbie TPEeANIECTBYIOMUMU AUCIUTUTMHAMHU . AITOPUTMBI M1 OCHOBBI IIPOTPAMMHUPOBAHUS,
MaTeMaTHYECKHH aHaIn3.

[lepeuens mocneAyOMUX YIEOHBIX AUCHUILINH, IS KOTOPBHIX HEOOXOAUMBI 3HAHUS, YMEHUS U
HaBBIKH, (OPMHUPYEMbIC JaHHOM yueOHO# muctuminHoit: Web-nporpaMMupoBaHue, TEXHOJIOTHH
HCKYCCTBEHHOI'O MHTEJIJIEKTA.

I11. TPEBOBAHUS K PE3YJIBTATAM OCBOEHUA JUCHUIIJIMHBI

[Ipouiecc ocBoeHUS MUCHUIUIMHBI HampaBieH Ha (GOPMHUPOBAHHE KOMIETCHIIMNA B
coorBerctBu ¢ KPM TOII UT u OIIOIl BO mno wnampasnenuto mnoxarotoku 09.03.02
NudopmannoHHble CHCTEMBbI M TEXHOJIOTHH.

IlepeyeHb MIaAHUPYEMBIX Pe3yJbTATOB 00YUYEeHUSs M0 TUCHHUILINHE, COOTHECEHHBIX €
HHANKATOPAMH JTOCTHKEHUSI KOMIETeH N

Komnerennus HHHHKaTOpb} PesynbTaTnl 00y4yeHus
KOMIIeTeHIUH
[K7.UTK-APC-1. [NK7.UTK-APC-1.1. [NK7.UTK-APC-1.3. 3-1.
Cnocoben paspabatbiBath, | PazpabarbiBaer 3HaeT apxuTeKkTypy sapa Linux.
ONTUMHU3HUPOBATH u | Hu3koypoBHeBbil kon miuga | [IK7.UTK-APC-1.3. 3-2. 3naer
OTJIa)KUBATh CHUCTEMHOE | BCTpaMBa€MbIX CHCTEM H | IPUHIUIIBI paboThI
IIPOrpaMMHOE JpaiiBepOB. BCTPaMBAEMbIX  OMNEPALMOHHBIX
obecrieueHue. CHCTEM.
[MIK7.UTK-APC-1.3. V-1. Vmeer
MIOPTUPOBAThH KOJ MEXIy
pa3IMYHbIMH BapHaHTaMHU
3arpy34uKoB u OC.

[MK7.UTK-APC-1.3. V-2. Ymeer
BBINOJIHATH Pa3pabOTKy Ha CTHIKE
MIPOTPaAaMMHOTO  OOEeCTreYeHus: |
000pyIOBaHUSI.




[K7.UTK-APC-1.4. 3-1.
3HaeT MeToxbl aHaiuM3a bare-
metal cOoeB.
I[IK7.UTK-IPC-1.4. 3-2. 3Hnaer
dopmarel  OuHaApHBIX  (haiiios,

paboty c MaMSThIO.
I[IK7.UTK-IPC-1.4. V-1. Ymeer
OTJIQKUBATh KOJI qepes
CHEIHUATH3UPOBAHHBIC OTJIATUNKA
CHUCTEMHOTO POTPaMMHOTO
oOecrieyeHus.

[IK7.UTK-JIPC-1.4. V-2. Ymeer
AHAJIM3UPOBAThL JaMIIbl ITaMATH,
JIN3aCCEMOJIMPOBAHHBIN KOJI.




IV. COAEP) KAHUE U CTPYKTYPA JUCHUIIJIMHBI
O0beM AMCHUILUIMHBI COCTABJISIET 5 3a4eTHBIX equHnL, 180 yacoB.
®opma NPOMEKYTOYHOM ATTECTALMH: 324€eT C OLCHKOM

4.1. Conepma}me AUCHUIIVIMHBI, CTPYKTYPHPOBAHHOC 110 TEMaM, ¢ YKazaHUEM BHA0B yqeﬁﬂux 3aHSATHI M OTBEIEHHOI0 HA HUX
KOJIN4Y€eCTBA AaKAACMHUYICCKHUX YaCO0B

Bunel yueOHoit paboThl,
= BKJIFOYas CaMOCTOATCIIbHY O pa60Ty O6yanOU_H/IXCﬂ,
E MPAKTUYECKYIO TIOJITOTOBKY M TPYIOEMKOCTh
5 g (B "acax)
&9 = R i)
) < opMa TeKylero
Ne s I KonTakTHas pabota mpenoaasaTens ¢ = $ y
Pa3jes IuCUMILIHHBI/ TEMA =3 2 KOHTPOJIsS
n/H R 00yJaroIMMuUCs = g
2 % g g ycneBaeMoCTH
S o % 28
el = = 8 S =
= =) = QE-) =1
g o = © JlaGopatopHoe g
E = = ; Jlekuus Koncyabranus =
3| o M a 3aHsATHE ]
Q| & = = O
1 2 3 4 5 6 7 8 9 10
1 Tema 1. OCHOBULI ceTeBoii HH(PACTPYKTYPHI B 2| 342 8 16 02 10
npombiniienHoil UT-cpeae
2 Tema 2. Ynpasienue naeHTH(UKALKEH H J0CTYNIOM ) 342 8 16 0,2 10
B THOPHMIHBIX Cpe/iax Cnauga
3 Tema 3. ®usnueckas u Joruveckas ) 2| 342 8 16 0.2 10 HaﬁopaTOprIX
HHPPACTPYKTYPa COBPEMEHHbIX ceTeii samanmii Ha [TK
4 Tema 4. Cospemennnie 6ecniposoanbie n [oT-ceTn 2 | 34,2 8 16 0,2 10
5 Tema 5. Ceresasn MapUIPYTH3AINS H KOMMYTAIMA B | 5 | 35 o 8 16 02 11
00J1a4HBIX H KOHTelHEPH30BAHHbIX CPeIax




4.2. Ilnan BHeayANTOPHOIi CAMOCTOAITEJILHOW PaGoThI 00Y4AOIINXCS N0 TUCHHIITIHHE

CamocTosiTenbHasi padoTa 00yyarommxcs V4ebHo-
METOIHYECKOE
Ornenounoe
Cemectp Hassanue pasgena, TemMbl B — Cpoxn | TpynoeMKoCTh CPEIICTEO obecrieueHne
HA CaMOCTOATCIBHON PAOOTRL | o iermg (uac.) pea CaMOCTOATEJIbHOU
paboThI
Tema 1. OcHoBbl ceTeBoii HHPPAaCTPYKTYpHI B
1 . (bpactpykTyp 1-3 en. 10
npombinienHoil UT-cpene
2 Tema 2. Ynpasienue uageHTuGuUKaNUEd U JOCTYNIOM PaGora ¢ ya COHIK oM, 4-6 Hey. 10 P e3yJIbTaT
B THOPHAHBIX cpeaax . .
CIIPABOYHOU JIMTEPATYPOU, BBIIIOJIHCHUS
3 Tema 3. ®usnueckas u Jornueckas 7 10
y NEPBOMCTOUYHUKAMH, -9 Hen. 1a00paTOPHBIX
HHPPACTPYKTYPA COBPEMEHHBIX CeTell .
4 Tema 4. Cospemennnie 6ecnposoansie u loT-cern KOHCTICKTOM 10-15 nen. 10 3ajaHiu
Tema 5. CereBas MapmpyTH3anusi H KOMMYTALHs B
5 |leMa>. Cerenas wapmpyrusatus it KoumyTan 16-20 men.| 11
00J249HbIX H KOHTEHHEPH30BAHHBIX CPeAax
O6mmit 00BeM CaMOCTOSITEIBHON PabOTHI MO JUCITUTUIMHE (4Yac) 51




4.3.Conep:xanue yue0HOro MmaTepuasa

Tema 1.

OcHoBBl ceTeBoi HHOpPAcCTpyKTypsl B mpombinuieHHOH WT-cpene IlpuHimmsl mocTpoeHus
coBpemeHHBIX ceTeil (LAN/WAN/SDN), monens OSI u TCP/IP B KOHTEKCTE THArHOCTUKH, Secure
by Design, oTka3zoycroitunBocTh. Mcnonb3oBanre LLM s aBTomatudeckoii reaepauun ADR.
Tewma 2.

VYnpasienue uaeHTuGUKanreit 1 J0CTyoOM B THOPUIHBIX Cpeaax

Active Directory, LDAP, OAuth2/OpenIlD Connect, Kerberos, nenerupoBanue MOJTHOMOYHIA.
ABToMaTH3anMs yrpaBieHHs THojib3oBarensMu ¢ nomouibio PowerShell u LLM-renepanuu
CKPHIITOB.

Tema 3.

dusnyeckas U Jorudyeckas MHQPacCTpyKTypa COBPEMEHHBIX ceTe MelHble U ONTOBOJIOKOHHBIE
cpenbt, Wi-Fi 6/7, VLAN, SD-WAN. Bri6op cpesbl o KpuTepusiM 0€30MaCHOCTH U TPOITYy CKHOU
CIIOCOOHOCTH. ABTOMATHU3UPOBAHHBIN ayIUT TOMOJIOTHU ¢ Nmap.

Tema 4.

CoBpemennble OecripoBoanbie U loT-cetn

Wi-Fi 6/7, LoRaWAN, Zigbee. Zero Trust Architecture nms I0T. MoHUTOPHHT OECIIPOBOIHOTO
Tpaduka. Alananu3 anomanuii (Suricata + LLM s unTepnperanuu Joros).

Tema 5.

CereBas MapuIpyTH3alsl 1 KOMMYTalus B 00JIauHbIX U KOHTelHepu30BaHHbIX cpenax BGP/OSPF,
CNI B Kubernetes, network policies, service meshes (Istio). ABToOMaTuueckas TeHepaus
KOH(UTypaiuii MapmpyTu3aTopoB ¢ noMouibo Al.

4.3.1. IlepeyeHb CeMHHAPCKHUX, NPAKTHYECKHUX 3aHATHI 1 J1a00paTOPHBIX padoT

Ne Ne HanmenoBanue TpynoemkocTb Ounenounsie | ®opmMupyemsbie
n/H | pa3aena CeMHHAPOB, (uac.) cpeacrsa KOMIIETEeHII U
U TeMbl | NMpaKTH4Yeckux U | Beero N3 Hux
J1a00paTOpPHBIX YacoB | MPpaKTHYeCKasa
pa60T nmoaAroToBka
1 2 3 4 &) 6 7
1 | Tema 1-5 | JlabopaTtopHBbIe JemoHcTpamms
3ananus Ha [IK paboThI OITK-6
80 HIIK-PI,
MIPOrpaMMBbI U TTITK-P2
Kozaa

4.3.2. [lepeyenb TeM (BOMPOCOB), BLIHOCMMbIX HA CAMOCTOSITE/IbHOE U3Yy4YeHH e CTYyIeHTAMM B
pamkax camoctosiTeabHoi padoTsl (CPC)

™ Tema 3ananue Dopmupyemas WIK
n/n KOMIIETEHIIHS
1 2 3 4 :
Lo Temals OcMbICIIEHUE HJIKonk-6.1.
MaTepHana OIIK-6. H]{Konk-s.2.
Jtexumit OIIK6.IITIK-P1. OIIK6.11T1K-
BOCIIPOM3BE I} eHie OIIK6.IITIK-P2. PI.1.
T OIIK6.IITIK-P7. OIIK6.11T1K-
JIEKLHOHHOTO OIIK6.1UTK-4. Pl.2.
Ko/a OIIK®6.11T1K-
Pl.3.




OIIK6.111IK-
Pl.4.
OIIK6.111IK-
PlL.5.
OIIK6.11T1IK-P1.7
OIIK6.1111K-
P2.1.
OIIK6.111IK-
P2.2.
OIIK6.1111K-
P2.3.
OIIK6.111IK-
P2.4.
OIIK6.111IK-
P7.1.
OIIK6.1111K-
P7.2.
OIIK6.1111K-
P7.3.
OIIK6.1MTK-4.1.
OIlIK6.UTK-4.2.

4.4. MeToanuyeckne yKa3aHus 10 OPraHU3alHA CAMOCTOSITEIbHON PadoThl CTYICHTOB
. Onuuure monenu OSI u TCP/IP. Kak oHM NpUMEHSIOTCS IPU AMArHOCTHKE CETEBBIX MPOoOIemM?
. Yro takoe Secure by Design u Kak 3TOT NPUHIIMII IPUMEHSIETCS NTPU MPOEKTUPOBAHUU CETEH?
. CpaBuure Active Directory u LDAP. B kakux crieHapusix IpeArnoYTHTEbHEe KaKIbli?
. O6bsicaure npunuui padotrsl OAuth2 u OpenlD Connect.
. Uro Takoe Kerberos u kak obecnieunBaeTcst B3aMMHas ayTeHTU(UKAIUS?
. CpaBHHTE MEITHBIC ¥ ONITOBOJIOKOHHBIE CPEJIbI ITEPeIau JTaHHBIX.
. Uro takoe VLAN u 1151 yero ucnosab3yercst TpaHKUHT?
. Onmummte Texnonorutro SD-WAN u e€ npenmyiiecTsa.
. Uro takoe Zero Trust Architecture? Kak ona npumensiercst st [0T?
10. CpaBaute npotokosibl LORaWAN u Zigbee.
11. Onumure npuHuuns! padotrst BGP u OSPF. B uém ux paznuuns?
12. Yro Takoe CNI B Kubernetes u kak HacTpauBarotcst network policies?
13. Onumure Ha3HayeHue service meshes (Istio) B MUKpOCEPBUCHBIX apXUTEKTypax.
14. Yro Takoe [Pv4/IPv6 dual-stack? Kak aBromatuzupoate DHCP/DNS wepe3 IPAM?
15. Onumure yszsumoct ARP spoofing u TCP hijacking. Metoab! 3amuTs!.

OO0 I WhN —

4.5. IllpumepHasi TeMaTHKa KYpCcOBBIX padoT
BrimonHeHnue KypcoBbIX paboT He PEAyCMOTPEHO YUEeOHBIM IJIaHOM

V.YYUEBHO-METOJUYECKOE U HTH®OPMALIMOHHOE OBECIIEYEHUE
JTACIATIITAHBI

a) nepeYeHb JTUTEPATYPHI

1. Omudep, B. I'. KomnbrorepHsie cetu. [IprHIUITBI, TEXHOIOTHUH, TPOTOKOIHI : yueOnuk / B. I'. Onudep, H.
A. Omudep. — 5-e u3n. — CII6. : ITurep, 2016.

2. Tanenbaum, A. S. Computer Networks / A. S. Tanenbaum, D. J. Wetherall. — 5th ed. — Pearson, 2011.
3. Cisco DevNet Documentation, Kubernetes Networking Guide.

4. NIST SP 800-207 (Zero Trust Architecture).

5. oxymenrarus o Ansible, Terraform, Wireshark, Prometheus, Suricata



0) mepuoguYecKHre U3IAHUS

B) CIIMCOK aBTOPCKUX METOJAMYECKUX Pa3padoTok

B pamkax JIUCHMIUIMHBI TPEIyCMOTPEHO HCHOJIb30BAHHWE Y4YEOHBIX KEHCOB, pa3pabOTaHHBIX
COBMECTHO C MHIyCTpUalIbHbIMU apTHEpamu iporpammsel (OO0 HITD «Dopycy, OO0 «UpkyTckas
HedTsanas kommnanus», OO0 «CUJIA FOumnon», OO0 «3eon», UC3® CO PAH»). Kelicsl ocHOBaHBI
Ha peaJbHBIX 33aJ]a4ax U UCIOJIb3YIOTCS B X0JI€ MPAKTUYECKUX 3aHATUI U CaMOCTOSITENIbHON paboThI
oOyyaromuxcs g (popMupoBaHuss NpPO(ECCHOHANBHBIX KOMIETEHIMH MO  JUCLUIUIMHE
«AJIMUHUCTPUPOBAHHE KOMITBIOTEPHBIX CHCTEM»

r) 0a3bl JAaHHBIX, HH(POPMALMOHHO-CIIPABOYHbIE H TOMCKOBbIE CHCTEMBbI

Hayunast snexktponHas OubGnuoreka elLibrary.ru, snexkTpoHHO-OmOmuoTeuHas cucrema «JlaHby,
NEKTPOHHOOMOIMOTEUHAS cucTema «IOpaiit», CIPaBOYHO-IIPABOBAS cuctema
«Koncynsrantlntocy, IEEE

Xplore Digital Library, ACM Digital Library, Google Scholar, nokymenraius 1 TeXHHYECKHE
pecypcsl ouLHaNbHBIX caiToB IIPOU3BOIUTENIEH IIPOrPaMMHOT0 o0ecrieueHus,
nHpopmanronHoobpazoBatenbHas cpena UI'Y (moodle.isu.ru).

Pe3ynbrarel uccienoBaHM M3 BBICOKOPEUTHHIOBBIX HayuHbIXx wu3gaHui (benwlii  crnmcok
MunoOpnayku Poccun): B paMKax JTUCHUIUIMHBI U3Y4arOTCsl MaTepUaibl U3 CIEIYIOMINX KYpPHAIOB
benoro crincka:

«IIporpammuas unxkenepus», « MupopmanoHHbIe TEXHOJIOTUNY, « BbIYHCINTENbHBIE METOIBI U
nporpammupoBanuey, «IIpuknaanas uapopmarukay, «CucreMsl yrpaBieHUs: 1 HHPOPMALMOHHBIE
TexHonorumw», « Mupopmatrka u cucTeMbl yIpaBlIeHUsN», a TAK)KE MaTepraibl KOHPEPEeHUH YPOBHS
A*/A no peittunry ICORE (IEEE International Conference on Software Engineering— ICSE; ACM
SIGMOD International Conference on Management of Data; International Conference on Machine
Learning — ICML; Neural Information Processing Systems — NeurlPS; Conference on Neural
Information Processing Systems). CrTyaeHTbl 3HAaKOMSTCS C TEPEJOBBIMH pPE3yJIbTaTaMH
HCCIEA0BaHUM U IPUMEHSIOT UX B IPAKTUYECKUX 3aJaHUAX.

VI.MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCHUITJINHBI
6.1.YueOHo-1a00paTopHOE 000py/A0BaHueE:

VYueOHast ayAuTOpUsl IS TPOBEACHUS 3aHATHH JISKIIMOHHOTO M CEMUHApPCKOTO THIIA,
IPYNIOBBIX WM HWHAWBHUIYAJIbHBIX KOHCYJBTAIMHA, TEKYHNIETO KOHTPOJII W MPOMEXKYTOYHOU
arrectanud. MynbTUMEIUiHOE  00OpY/IOBaHWE, CIEIUATU3UPOBAaHHAs  MeOelb, HaOOpHI
JIEMOHCTPAIIMOHHOTO 000pYA0BaHMs, 00ECIIEYNBAIOIIET0 TEMAaTHUECKNE HILUTIOCTPALIUT

6.2.IlporpamMHoeo0ecnieyeHUe:
VS Code, Docker, Kubernetes (minikube) (pacnpoctpansitores 6ecruiatao) Git, Terraform, Ansible,
Wireshark (pacmpoctpansirorcst 6ecriatio) Prometheus, Grafana (pacmpocTpaHsiroTcst G€CIIaTHO)
GNS3, Vagrant (pactpocTpaHsitoTcst 0€CIIaTHO)
6.3.TexHu4eckue 1 3JIEKTPOHHbIE CPeICTBA:

MyabTUMEIUHHBIA TPOEKTOP, FKpaH (110 HEOOXOJUMOCTH), MEJIOBask WJIM MapKepHas JOCKa.
VII.OBPA30OBATEJIBHBIE TEXHOJOI'NHU

Ha nexkuusax mpouCXOIUT HalMCaHUE M aHaIU3 KOJAa, a Takke pa30op pe3ysabTaToB €ro
BbInosHEeHUs. JlabopartopHble paOoThl mpoBonATcs C ucmosib3oBaHueM IIOBM c mocnenytomeit
3alIUTOM, JeMOHCTpanuel paboTsl MPOrpaMM M UX KOJa € TOSICHEHUSAMU.

[TpumensieMble HHTEPAKTUBHBIE (POPMBI OOYUCHHS:

- l'eliMm-moaudukanus nporpaMmupoBanus (Perienue anropuTMUYECKUX 3ajiad B UTPe)



- IT-xBectsI (ITouck u yctpaneHue ommOOK B Koje, cOopka (pparMeHTOB)

VIILLOOEHOYHBIE MATEPHUAJIBI VIS TEKYIIHEI'O KOHTPOJIA U
MPOMEXYTOYHOM ATTECTALIUU
Texyuuii KOHTPOJIb OCYLIECTBIISIETCS IO pe3ysabTaTaM paboThl CTyIeHTa Ha 1aO0paTOPHbBIX
paboTax, KauecTBY HaIIMCAaHHOTO KOJIa M JaHHBIX K HEMY MOSICHEHUH.
IIpomexxyTouHas aTTecTalnys B BUJE 3a4eTa ¢ OLICHKOM IPUHUMACTCS HA OCHOBAHUU
BBIIIOJTHEHUSI CTYACHTOM BCeX J1a00paTOpHBIX 3aJaHUIl HAa IPOrpaMMUPOBAHKE 10 BCEM TEMaM

Kypca.
Paspaborunk: 7‘(;,7{, nouent, besnep 1.B.
S aab
[Iporpamma coctaBiena B cootrBerctBuu ¢ TpeboBanusmu KPM TOIT UT u ®I'OC BO mno
HarpasiieHuto u npoduiato noarotrosku 09.03.02 UndopmanmoHHbie CMCTEMbI U TEXHOJIOTHH.
[Iporpamma paccmoTpena Ha 3aceanuu Kadeapsl paauoPU3UKU U PaTun0dICKTPOHUKHI
«17» despans 2026 r. nporokoa Ne 7

3aB. kadenpoit onecank C.H.

Hacmoswas npoepamma, mne moocem Ovimb 60cnpouzéedena HU 8 Kakou gopme 6e3
npeosapumenbHo20 NUCbMEHHO20 paspeulenus Kagheopol-paspabomuuxa npocpammbl.



