MHUHOBPHAYKH POCCHUH

(henepanpbHOE TOCYIaPCTBEHHOE OIOKETHOE 00pa30BaTEIIbHOE YUPEKIACHUE
BBICIIIET0 00pa30oBaHUs
«APKYTCKHUM I'OCYJIAPCTBEHHbIA YHUBEPCUTET»
OI'bOY BO «UT'Y»
Kadeapa pagnodpusuku u paanodieKTPOHUKH

PaGouas nporpaMma JuCHMIIIMHBI

Hanmenosaune mucuumuivusl 51.B.07 3amura nndopManuy B aBTOMATH3HPOBAHHLIX
CHCTEMAaX

Hamnpasnenne noarorosku 10.03.01 Mudopmannonnas 06e30acHOCTb

HamnpasnennocTs (mpoduiib) NoAroTOBKM be30nacHoCTh ABTOMATHU3MPOBAHHBIX CHCTEM
(o oTpacau uam B cepe npodeccHOHAILHOM 1eATeTbHOCTH)

KBanuduxkanus BelITyCKHIKA faKajJaBp

®opma o0yueHHs 0UHas

Cornacoano ¢ YMK ¢msuueckoro pakyisreta PexomeHmoBaHo Kabenpo#t pamuoQusvkd u
PaIiO3IeKTPOHUKHU:
[Tpotoxomn Ne32 ot «23» mapta 2022 .

IIporoxon Ne 6 ot «01» mapta 2022 r.
Hpencenamls HM. i
N.0O. 3aB. xadenpoit l/ Konecuuk C.H.

Wpxyrck 2022 .
1



Coneprxanue

|. enu u 3ama4u TUCIUTUIMHBI (MOJTYJISI)
Il. Mecto aucrumnunsl (Moxyiisi) B ctpykrype OITOIL.
I1l. TpeGoBanus K pe3yibTaTaM OCBOCHHS AUCUUIUINHBI (MOIYIIS)
IV. Cognepxanue u CTpyKTypa JUCHUILTUHBI (MOJTYJIs)

4.1 CopepxaHue AUCLUUIUIMHBI, CTPYKTYPHUpPOBaHHOE IO TeMaM, C
yKa3aHHEM BHJIOB yUCOHBIX 3aHSATHUH M OTBEJECHHOTO HA HHUX KOJIHMYECTBA
aKaJeMHUYECKHUX 4acoB

4.2 TInan BHeayAUTOPHON CaMOCTOSATEIBHOW pabOThl 00yYarOMIMUXCS
0 TUCIUIUINHE

4.3 Conepxanne yaeOHOTO MaTepuaa

43.1 IlepeueHb CEMHHAPCKUX, MPAKTUYECKUX  3aHATHH U
nabopaTopHbBIX paboT

4.3.2. Tlepeuenb TeM (BOMPOCOB), BBIHOCHMBIX Ha CaMOCTOSITEIIHHOE
M3YYCHHE B PAMKAX CAMOCTOSTEIIBHON pabOTHI CTYICHTOB

4.4. Meroauyeckue yKa3zaHHs [0 OpraHu3aldd CaMOCTOSTEIbHOU
paboThI CTYIEHTOB

V. YueOHO-MeTOAMYEeCKOE U WH(MOpPMAIMOHHOE  OOECTeUYCHHE

TUCIUIUIMHBI (MOTYJIs)
a) MepeyeHb JIUTepaTyphbl

0) MepruoAMUeCKUe U3TaHus
B) CIIMCOK aBTOPCKUX METOJIUYECKUX pa3paboTok
r) 0a3pl JaHHBIX, MOWCKOBO-CIPABOYHBIE M HH(POPMAIIMOHHEIE

CUCTEMBI
V1. MaTtepuaibHO-TEXHUYECKOE 00ecredeHne JUCITUTUTHHBI (MOTyJIs)

6.1. YueOHo-1abopaTopHOE 000pyA0BaHHE:
6.2. [IporpamMHOe obecrieueHue:
6.3. TexHrUeCKHE U AIEKTPOHHBIE CPEICTBA OOYUCHUS:
VII. O6pa3oBarenbHble TEXHOIOTHH
VIII. Onenounbie MaTepHaibl ISl TEKYIIETO KOHTPOJIS U MPOMEKYTOUHON

aTTcCTallun

10

12
12

13

13
15



|. Heau n 3212494 AUCHUILIMHBI (MOYJIs1):

Hean: wu3ydeHue COCTOSHUA TMPoOJeM KOMIIEKCHOTO oOecnedeHus: WHGOPMAIMOHHON
0€30MacHOCTH, METOJOB M CPEACTB 3alIUThl MH(OOpPMALUKA B aBTOMATHU3MPOBAHHBIX CHCTEMAax
3anaum:
1. wusydenwe u npUHLHUI (HYHKIIMOHUPOBAHHS OCHOBHBIX aBTOMATU3UPOBAHHBIX CUCTEM;
2. HN3YUYCHUC OCHOBHBIX HpHJ’IO)KCHHfI, IMPUKIAAHBIX CUCTEM H 3a/la4 aBTOMATU3UPOBAHHBIX
CHUCTEM,;
3. cmocoObl u TpeOOBaHUS OpraHW3aMi PadOT MO OOECIICUSHUIO 3aIIUTH HHPOPMAIUU B
ABTOMATU3MPOBAHHBIX CHCTEMAaX.

I1.MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

VYyebnas qucuumummaa (Moayis) b1.B.07 3ammura wHbOpManmu B aBTOMaTH3UPOBAHHBIX
CUCTEMaX OTHOCHUTCS K BApUAaTUBHOM YacTH MPOTrpaMMBbl.

[lepeyeHp mnocnenyrOmUX Y4E€OHBIX IUCHMIUIMH, AT KOTOPHIX HEOOXOIUMBI 3HAHUS,
YyMEHUST U HaBbIKM, (opMupyemble naHHOW yueOHOM nucuumumHoi: b1.0.35 3amwra
nepcoHanbHbIX AaHHbIX; B1.0.20 OcHOBHI ynpaBneHus HHGOPMAITMOHHON 6€30aCHOCTHIO.

1. TPEBOBAHUSA K PE3YJBTATAM OCBOEHUSA JUCHUIIJIMHBI
[Iponecc ocBoOeHHS TUCIUIUIMHBI HApaBiieH Ha popmupoBanue komnerenmmii [1K-2
B cootBeTcTBUHU ¢ PI'OC BO u OIl BO 1o nanHOMY HanpaBiIeHUIO MOATOTOBKH (CTIEITUATBHOCTH )
10.03.01 MadopmarnmonHas 6€30mMacHOCTb:

Ilepedyens nuIaHNpyeMBbIX pe3yJIbTATOB 00y4YeHHS M0 JUCHUILINHE (MOAYJIIO),
COOTHECEHHBIX ¢ HHANKATOPAMH JOCTHKEHUSI KOMIIeTeHI Ui

Komnerenuus HNaankaTopsl KOMIETEHIMAH PesysibTaThl 00y4eHUs!
TIK-2 Criocoben UKnk21 IlpoBomut  ananu3 | 3HaTh OCHOBHEBIE MOHSTHUS Hu
MIPOBOANTH AHAIU3 YA3BUMOCTEH | YSI3BUMOCTEH CHCTEMBI 3aIUTHI | OMpPEAEICHUS B obsactu
CHCTEMBI 3aIIUTHl HHPOPMAWU U | HHPOPMAIHH. nH(popMannoHHOH 6e3omacHocTH
ABTOMATH3MPOBAHHBIX CHCTEM. aBTOMaTH3UpoBaHHEIX cucteM (AC)

TIPUHITUITEL B CTAHJAPTHI IOCTPOCHUS
COBpPEMEHHBIX 3amuIIeHHBIX AC;
OCHOBHBIC TCHACHIIUU U
3aKOHOMEPHOCTH Pa3BUTHUA CPEICTB U
METOJIOB 3aIIUThl HHPpOpMaruu B AC;
MOJUTHKH OC30MTACHOCTH U MEPHI
3amuTel B AC.

VYMmers:  AHamusupoBaTh  TeKylee
cocrognue MBb Ha 0OBEKTE C LEIBIO
pa3paboTku TpeOoBaHUI K
samuieHasM AC;

OmnpenensaTs OCHOBHBIE yrpo3bl b mis
AC;

OTIPEIENATh OpraHU3aI[MOHHEIE,
OpFaHI/ISaL[I/IOHHO-TeXHI/IquKI/Ie n
TCXHHUYCCKUC cpeleTBa, METOAbI U
MEPOTIPUSTHS IO 3alUTe HH)OPMAIHH
Ha AC;

[TnanupoBaTh CTaHJAPTHLIE PEHICHUS
Jutst 3amuThl nHpopManuu B AC u
KBaJTU(PUIIPOBAHHO OI[EHUBATH MX
Ka4ecTBO.

Bnagets: TepMHHONOTHEN U CUCTEMHBIM
MOIXOA0M TIOCTPOCHHUS 3alllMIICHHBIX
OTKPBITBIX HH()OPMAIIOHHBIX CHCTEM
(OUC);




Hasbixamu anaiusa yrpos b u
ys3BuMocteil B AC;
Opranu3allMOHHBIMY, OPraHU3aLUOHHO-
TEXHUYECKHMU, TEXHUYECKUMU U
KOMIIBIOTEPHBIMU CpeacTBaMU u
METOJaMH 10 3amyre WHPOpPMAIUK Ha
AC.

WUKnx22 IlpoBoaut — aHamus3
yS3BUMOCTEN
AaBTOMAaTU3MPOBAHHBIX CHCTEM.

3Hate: OcoO0EHHOCTH W CHOCOOBI
TIPUMEHCHHUS TIPOTPaMMHBIX u
MIPOTPaMMHO-aINapaTHBIX CPEICTB
3amuUTE MHQOPMAIUH, B TOM YHCIE, B
OTIePaIIMOHHBIX CHCTEMaAX,
KOMIIBIOTEPHBIX CETsX, 0a3aX IaHHBIX;
Mertonsl TectupoBanusi AC Ha HAITUYUE

ySI3BUMOCTEH.

VYMmers: Wnentudunmposars u
OLICHUBAaTh  YTPO3bI 0e30I1aCHOCTH
BPEIOHOCHOTO HH(POPMALIMOHHOTO
Bo3aeiicTBrusd Ha AC, e€ KOMIIOHCHTHI B
TOM qHCIIe Ha MIPOTPaMMHOE
obecrneycHueE.

BbUIBIATE  yS3BUMOCTH U YIPO3bI
nHPOPMAIMOHHOW 0e30macHOCTH IS
AC.

OHpe}IeHHTB METOAbI JJIs1 3alIUThI
MHQOPMALIMOHHBIX W TEXHUYECKUX
pecypcoB OT HECaHKIHOHHPOBAHHOTO
MEKCETEBOT0 JOCTYTIA.

OrneHuBaTh KPUTUYHOCTh MH(POpPMAIMN
(hyHKIMOHHUPYIOIIEH, a AC u
OTIPENETISITH METOBI €€ 3aINTHI.
Brmagers: HaBplkamu  paboTel 1O
HEUTpanu3aluuu BpPEAOHOCHOIO
nHpOopMannoHHOTO Bo3aeicTeus Ha AC,
e€é KOMIIOHEHTHI B TOM 4YHCIIE Ha
MpOrpaMMHOE 00eCIIeYeHHE.
HpaKTI/I'-IeCKI/IMI/I HaBbIKaAMU BBISIBIICHHUA
YSA3BUMOCTEH U yrpo3
nH(pOpMaMOHHOI 0€30MaCHOCTH /ISt
AC.

CriocoOHOCTBIO OMPENEINSATh METOIBI U
CpezcTBa IS 3alUTHI
MH(GOPMAMOHHBIX I TEXHUIECKUX
pecypcoB OT HECAHKIIHOHNPOBAHHOTO
MexceTeBoro gocryna B AC.




IV.COOEP)KAHUE U CTPYKTYPA JUCHHUIIJINHBI
O0beM JTUCHHUILIMHBI COCTABJIAET 4 3a4eTHBLIX efuHNnI, 144 yacos.
dopma NPOMeKYTOUHON ATTECTALMHU: 3a4eT

4.1 CopepxaHue JMCUMILIMHBI, CTPYKTYPHPOBAaHHOE IO TeMaM, C yKa3aHHEeM BH/JI0B Y4YeOHbIX 3aHATHI M OTBEJEHHOI0 HAa HHUX
KOJIMYeCTBA aKaJeMUYeCKUX YaCOB

Ne Pa3zjnen aucuuniauHbl/TEMa dopMa  TeKylIero
n/H Bunpl yueGHO# paboThI, KOHTPOJIsA
BKITIOYAsi CAMOCTOSITEIIEHYIO PadoTy ycneBaemMocTu/
- 00ydJaronuxcs, MPakTHYECKYI0 MOATOTOBKY U dopma
& TPYLOEMKOCTh NPOMEKYTOYHO
/A
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1 Pazaen 1. Yupasaenue AeATETbHOCTBIO | 3 05
npenpusiTHS; KiIaccupukanus
apromaTtusupoBaHubix  cucrem  (AC).  Dranbl
pa3paboTKu.
11 NudopmannonHslii koHTYp ynpasieHus. AC kak o0beKkT | 3 2 2 KoHncrext
yaupasienus. Dporormst AC. Tpebosanus k AC. /JIex/
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CocraB u QopmupoBanue TpeOOBaHUI, TPOESKTHPYEMBIX
apromaTusupoBanubix MC /JIp/

3amura JIP

15

AC oneparusHoro ympasienus. AC nHpopMmannoHHoe,
MaTeMaTH4ecKoe U mporpaMmmHoe obecriedenne. /JIex/

Koucnekr

«OtkpsITas cucteMa R3; apXuTekTypa «KIUSHT-CepBEPY;
MacmTabupyeMocTh cucteMbl R3» /J1ab/

3amura JIP

2.1.

Lemn co3manmss AC. Mecro AC B HMH(pOpPMAIIMOHHOM
kommuiekce. bazoBele mpuHIMmel  AC.  OCHOBHEIE
ApXUTEKTYpHBIC pElIeHHs NpoeKTa W CcTpykrypa AC
MIPOM3BOJICTBEHHOT 0 Ha3HauyeHusl. /JIek/

Wl wWw| Wl w

AN N

Koncniext

2.2

«baszosbie mpuHIUNBl AC. OCHOBHBIE apXHUTEKTYPHBIE
pemieHus mpoekTa u cTpykrypa AC npou3BOACTBEHHOTO
HazHaueHus»/ JIp/

amura JIP

Paznen 2. KouuenrtyanabHble AacmeKTbl 3alIUThI
uHpopManuu u obecneyeHus: HHGPOPMALMOHHON
0esonmacHoct B AC

0.5

O6bexter Ub. OcHoBHEIE yrpo3sl 1B, Omucanue obmieit
CTPYKTYpBI TojcucTeMbl 3amurtel uHbopmammmu AC.
B3aumonelicTBue CTpYKTYpPHBIX IOIPA3ACICHUM IO
Bonpocam b AC /Jlex/

Koucnekr

AC. 3amuTa napopmaiuy Ha ceTeBoM yposHe /JIp/

w

S

3amura JIP

[MpuHnmner  nocTpoeHuss W (QyHKIMOHHPOBAHMS
MEXCETEBBIX  DKPAHOB. Qunprpanus  Tpaduka;
BBITTOJTHEHHE GbyHKIMIH MOCPEAHUYECTBA.
Knaccudukarms mexcereBbIX 3KpaHOB. DOUIbTpyrOIIHIA
MapIIpyTH3aTOp; MUTI03 CEaHCOBOTO YPOBHS MOJAEIH
0SI/1S0. Jlex/

SN

KoHncniekt

Mexcereoit akpan Cisco PIX Firewall /JIp/

w

i

amura JIP

Wnentndukanmss ¥ MOATBEP)KAECHHE MOMJIMHHOCTH
a0OHEHTOB KOPHOpaTUBHON ceTH. [IpoTOKOIBI B3aMMHON
TIPOBEPKH NOJIMHHOCTH 00beKTOB /JIex/

N

Koncniekt

«ITpoTOKONBI  B3aMMHOM  MPOBEPKH  MOAJTMHHOCTH
00BekTOBY /J1ab/

3amura JIP

OIl Ha OCHOBE CHMMETPHUYHBIX KPHITOAITOPUTMOB. DI
HA  OCHOBE AaCHMMETPUYHBIX  KPHIITOAITOPUTMOB.
Aunropurm 311 DSA. Anropurm D11 T'OCT 3 34.10-2001.
Anroputm xemmpoBanust SHA-2. /Jlex/

Koucnekr

OTeueCTBeHHBIN CTaHAAPT xemupoBanus /JIp/

w

S

3amura JIP

Bapnantel co3gaHWS  3aNIMIICHHBIX — BUPTYaJIbHBIX
ka"anoB. IIporokonst VPN. IIpoTOKOJIBI KaHAJIBHOIO,

Koucnekr




CETEBOr0 U ceaHcoBOro ypoBHei. CpeacTBa co3laHMs
VPN /JIex/
Cpenctra co3nanust VPN /JIp/ 3 4 4 3ammuTa JIP
Oowmas xapakrepuctuka CbJl AC. RACF kak cpencrso | 3 4 4
JIOCTyMa K HabopaM JaHHBIX M pecypcaM cucteM /JIex/
RACF xak cpeincTBo jJocTyna K Habopam JaHHBIX M | 3 4 4 3amura JIP
pecypcam cuctem /JIp/
OCHOBHBIE ~ THUIIBI  BPEIOHOCHOTO  IIPOrpaMMHOIoO | 3 4 4 Kouncrekr
obecrieuennst. OpraHuzanys aHTUBUPYCHOH 3alHUTHI
/JTex/
4.0 | 3auer 8 34 34 67 TectupoBanue
4.2 Pa6otsl (B ToMm yuciae KCP) odyuaromuxcs no 1MCHHUILINHE
CamocrosTensHas padora 00yJarImuxcs YuebHo-
METOANYECKOE
OueHouHoe
Cemectp Hassanwue pasgena, Tembl N Cpoku Tpynoemxo obecrnieyeHue
Bun camocTosTenbHoM pa6OTH BBITTOJTHEHHUS CTh (4ac.) CPEACTBO CaMOCTOSITEIILHOU
paboTHI
IIpopaboTka JIEeKINOHHOTO MaTepHala 1o TeMe Pa0OoTa ¢ KHUTOU U N3 criucka
«TpeboBanns k AC. KoHnenrtyanabpHbIE aCEKTHI 3aIIUTHI KOHCIIEKTOM, TIOrOTOBKA JTUTEATYPHI
1 |unrcdopmarmn u obecriedeHns HHPOPMAIHOHHOM ’ . 1-3 Henens 4 YcTHBIN ompoc ’
6esomacHocTH B AC) 0T4YCTAa 110 J'Ia60paTOpHOI/I KOHCIICKT
pabote
IToaroroBka k n1abopaTopHOit paboTe Mo TeMe PaboTa ¢ KHUTOI U N3 criucka
«OtkpsiTas cucrema R3; apxuTekTypa «KIMEHT-CEpBEpP»; KOHCIIEKTOM, TIOJArOTOBKA JINTEIATypbL
2 MacITabupyeMOCTh CUCTEMBI R3» ’ N 3-4 nepens 4 ’
OTYCTA 110 NPAKTUICCKOU KOHCIICKT
pabote YcTHBIH onpoc
IMoaroroBka k n1abopaTopHOil paboTe Mo TeMe PaboTa ¢ KHUTOMI U N3 criucka
«IIpoTOKOIBI B3aMMHOM IIPOBEPKU MOUIMHHOCTH KOHCIIEKTOM, TIOrOTOBKA JNTUTEIATyPbI
3 0OBEKTOB»» > N 5-6 Henensa 4 ’
OTUYCTA 110 NPAKTUYICCKOU KOHCIICKT
pabote YcTHBIN onpoc
IIpopaboTka nexknuoHHOro MaTepuana mo teme « 11 Ha Pa6oTa ¢ KHUTOU U W3 crimcka
OCHOBE CHMMETPUYHBIX KpHIITOAITOpuT™MOB. DI1 Ha KOHCIICKTOM, TIOATOTOBKA JINTENATYpPBI
4 OCHOBE aCUMMETPHUYHBIX KPUIITOAITOPUTMOB. AJITOPUTM > o 7-8 HCICIIA 4 ’
OTYCTA 110 NPAKTUICCKOU KOHCIICKT

OI1 DSA. Anroputm OI1 TOCT 3 34.10-2001.
Anroputm xemmpoBanusi SHA-2.»

pabote

Y cTHBII onpoc




CamocTosTenbHasi paboTa 00ydaronmxcs V4ebHo-
METOIUYECKOE
OneHouHoe
Cemectp HaszBanue pasnena, Temsl B —— Cpoxu Tpynoemxo CPEIICTRO obecreuenue
UA CaAMOCTOATCIBHON PAOOTBL| - oy no e | ctn (uac.) pea CaMOCTOSATEIbHOM
paboTHI
IToaroroBka k nabopaTopHOi paboTte o TeMe PaboTa ¢ KHUTOU U N3 cricka
«OTeuecTBEeHHBIH CTAHIAPT XCIIUPOBAHHS» KOHCIICKTOM, IOJrOTOBKA JIATENaTypbL
5 i N 9-11 uenens 4 ’
OTYETA 10 NPAKTUYECKOU KOHCIIEKT
pabote YcTHBIN ompoc
TTpopaboTKa JEKIIHOHHOTO MaTepHhaa I1o TeMe PaboTa ¢ KHUTOM U U3 crincka
«BapHaHTbI CO3/IaHusI 3aIUIIEHHBIX BUPTYAIbHBIX KOHCITIEKTOM, TIOJIFOTOBKA JIATENaTYpbL,
6 kaHanoB. [Iporokossl VPN. TIpoTOKOJIBI KAHAIBHOTO, N 12-14 wenens 2 o
CETEBOr'0 M CEAHCOBOTO ypoBHEH. CpelcTBa co3aaHus OTHCTa O HPAKTHICCKON KOHCICKT
VPN » pabote YcTHBIN onpoc
IToaroToBka k 1ab0paTopHOi paboTe MO TeMe PaboTa ¢ KHUTOH " W3 comcka
«Cpenctsa co3nanus VPN»
KOHCIICKTOM, ITIOAT'OTOBKA JIUTEIIAaTyPhI
7 » TT0J1 N 15-16 nenens 4 YPPL,
OTUCTA 110 NPAKTHICCKOU KOHCIICKT
pabote YcTHBINM onpoc
IToaroroBska k taboparopHoii padote mo reme «RACF Pa6oTa ¢ KHUTOI 1 3 crmcka
KakK CPeJCTBO J0CTYIa K HabopaM JaHHBIX U pecypcam KOHCTIEKTOM, TOJIrOTOBKA JIATENaTypb
8  |cuctem» . 17- nenens 1 ’
OTYETA 10 NPAKTUYECKOU KOHCIIEKT

pabote

YcTHBINM onpoc




4.3. Conep:xaHue y4eOHOro MaTepuaJia

T 1. Beenenue.
Wudopmannonnelii koHTyp ympaBieHusi. AC kak o0bekT ympasieHus. Opomouus AC.
TpeboBanms k AC

T2. AC omnepaTMBHOrO YINpaBJICHHUS.
porpaMMHoOe obecrieyeHue

T3. Henu cozmanust AC. Mecto AC B mHPOpPMAIIMOHHOM KOMIUIEKCe. ba3oBhIe MPUHITUIIBI
AC. OcHOBHbBIE apXUTEKTYpHbIE pelleHUs MnpoekTta U cTpykrypa AC Npou3BOACTBEHHOTO
Ha3Ha4YECHUS

T4. O6bexTer Ub. OcHoBHBIE yrpo3sl Mb. Onucanue o0miel CTpyKTYphI TOACUCTEMBI 3aITUTHI
unpopmanuu AC. BzanmoaelcTBie CTPYKTYpHBIX opasaenenuii no sonpocam b AC

T5. Ipunuunsl noctpoeHuss U (GYHKIMOHUPOBAHUS MEKCETEBBIX 3KpaHOB. DUIbTpanus
Tpaduka; BbImonHeHUEe (yHKUUI mocpeanuyectBa. Kimaccmpukamuss MeXCETEeBBIX 3KpPaHOB.
OuIbTPYIOMUNA MAPIIPYTU3ATOP; IILT03 ceaHCOBOTO ypoBHs Mozaenu 0SI1/1S0.

T6. Unentupukanus U MOATBEPKICHHUE TMOMIMHHOCTH aO0OHEHTOB KOPIOPATHBHOHM CETH.
[TpoToKosbl B3aUMHOM MTPOBEPKU MOITMHHOCTH OOHEKTOB

T7. OIl Ha OCHOBE CUMMETPUYHBIX KPUNTOAITOPUTMOB. DIl Ha OCHOBE aCMMMETPUYHBIX
kpuntoaroputMoB. Anroputm Il DSA. Anroputm OI1 'OCT 3 34.10-2001. Anroputm
xemupoBanus SHA-2

AC wuH(pOpManMOHHOE, MaTeMaTHYeCKoe U

T8. BapuanTel co3aHUs 3allUIICHHBIX BUPTYaJIbHBIX KaHaioB. IIporokonsr VPN.
[IpoToKOBI KAaHATBHOTO, CETEBOTO U ceaHcoBoro ypoHeil. Cpeactsa co3ganust VPN
IlepeyeHb ceMHHAPCKHUX, MPAKTHYECKHUX 3aHATHI M J1a00PAaTOPHBIX padoT
Ne Ne HaunmenoBanue TpynoemkocTb Ouenounbie | @opMHUpYeEMBbI¢
/H | pa3aena CeMHHAPOB, (uac.) cpeacrsa KOMIIeTEeHI[HU U
U TeMbI NMPAKTHYECKHUX U Bcero | U3 Hux (MHAMKATOPBI)’
JIa0OPATOPHBIX padoT | YacoB | MpPaKTHYECKAs
NMOJAr0TOBKA
1 2 3 4 5 6 7
1 |B.TL Anamu3 Teopernueckux | 6 [ucemennpiit | MWAKnka.
aCTIEKTOB 3aIUATHI TEKYIIHI MKz,
uHopMamm B KOHTPOJIB.
aBTOMATHU3UPOBAHHBIX Samwra JIP
CHCTEMAaX
2 | T2. HccnenoBanue yrpo3 u | 4 [Mucemennprii | UK.
BEPOSTHEIX KaHAJIOB TEKY I K2
yTEUKH KOHTPOJIb.
KOH(HUACHINATBHON 3amuTa JIP
uHopMamm B
ABTOMATU3UPOBAHHBIX
CHUCTEMAX
3 | T3. Hcnonp3oBanue 4 [Mucemennsiii | MKk
MPOrpaMMHO- TEKY U MK,
TEXHUYECKUX METOJ0B KOHTPOJIb.
3alUThl UH(GOPMAIUU B Samra JIP
ABTOMAaTU3UPOBAHHBIX
CHCTEMAX




4 | T4. O6bextel Ub. OcHoBHBIC | 4 [Mucemennspiii | WAKnk2.1
yrpo3sl 1B, Omnwmcanue TEKYILH W/Kik2.2
obuieit CTPYKTYPBI KOHTPOJIb.
HOJICUCTEMBI 3aIUTEI 3amura JIP
uHpopMaIuu AC.

BzanmogelicTBue
CTPYKTYPHBIX
HoIpa3IeIeHUIA o
Bonpocam b AC

5 | Ts. OcHoBHbIE BUJBI | 4 IMucemennsnit | WK1
CIIeHUATbHBIX TeKy Uit N/Kmcz2
TEXHUYECKUX  CPEJICTB KOHTPOJIb.
npeaHa3HaYeHHBIX 3ammra JIP
HETJIACHOTO TOJyYCHUS
uHbOopMaIH

6 | Té. Ananus HETaTHBHBIX | 4 [Mucomennbiii | MAKma.
OCJIEACTBUI TeKyIuii WJIKrmk2.2
HECAaHKIIHOHUPOBAHHOI'O KOHTPOIIb.

JOCTYyIIA K 3aIUIIaeMON 3amura JIP
KOMIIBIOTEPHOM
nHopMamu

7 | T7. Tunuuneie omuoku, | 4 [Mucemennsiii | WAKnk2 1
JIOIyCKaeMble pu TeKy Mt WKmc2.»
(dbuxcanuu (haxToB KOHTPOJIb.
HapYLICHHUI chepe 3amura JIP
MH(}OpMaIMOHHON
0€30MacHOCTH

8 | T8. Uccnenosauue 4 Tucemennbit | AWK
UHPOPMAIMOHHO- TeKyIIHit /K22
TEXHOJIOTHYECKUX KOHTPOJIb.

CPENCTB M  IIPUEMOB 3amura JIP
MPOTUBOICVCTBHS

YCTaHOBJICHUIO

paBoOHApyIIUTEIeH B

chepe

MH(}OpMaIMOHHON

0€30MacHOCTH

CTYAEHTAMM B PaAaMKaX caMoCToATeJIbHOM padoTsl (CPC)

4.3.2. Ilepeyenb TeM (BONPOCOB), BHIHOCHMbBIX HAa CaMOCTOSITEJIbHOE HM3y4eHHe

Ne Tema 3aganue dDopmupyemas NAK
n/n KOMIIeTEeHIIUS
1 2 3 4 5
1 |TIL AC onepaTuBHOro | OcmbIciacHHE I1K-2 N/ Knik2.1
YIPaBJICHHS. AC | matepuana W/Knk2.
UH(POpPMAaLMOHHOE, JEKIHH.
[TogroroBka K
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MaTeMaTH4eCKOe u
IpOorpaMMHOE 00ecIieueHne

JL.P.1.

T2. Hemn co3manus AC.
Mecro AC B
MH(OPMALIOHHOM
KOMIUIEKCE. basoBsie
npuHuunsl  AC. OcHOBHBIE
apXUTEKTYpHBIE peleHus
mpoekra u crpykrypa AC
IIPOU3BOJICTBEHHOTO
Ha3HAYCHUsI

OcMEICTICHHE
MaTepuaia
JICKITHH.
IToaroroBka
JL.P.2.

I1K-2

NJKrk2.1
NJKnk2.2

T3. O6bextsr Ub. OcHOBHBIE
yrpo3sl Ub. Onucanue odueit
CTPYKTYpPBbI MOJACUCTEMBI
3amuThl  MHpopMmanuu  AC.
Bzaumopnenicreue
CTPYKTYPHBIX MOJIpa3ieiacHui
o Bonpocam b AC

OcMBICIIEHHE
Marepuaia
JIEKIHIA.
ITonroroBka
JI.P.3.

IK-2

WK 1
UKo 2

T4. [IpyHUMIIBI TOCTPOEHUS U
(bYHKIIMOHMPOBAHUS
MEKCETEBBIX
QunpTpanus
BBIITOJIHCHHE
[IOCPEIHUYECTBA.
Kinaccudukamnmst MmexxceTeBbIx
DKPaHOB. QunbTpyromun
MapuipyTu3aTop; [UTIO3
CEaHCOBOI'O YPOBHsS MOJEIU
0SI1/1S0.

9KPaHOB.
Tpaduka;
byHKIMA

OcMEICTICHHE
MaTepuaia
JIEKITHH.
IToaroroBka
JIL.P.A4.

[K-2

WK1
NJKrk2.2

TS. Wnentuduxanms u
MOJTBEPKICHUE
MOAJIMHHOCTHU a0OHEHTOB
KOPIIOPAaTUBHOMN CETH.
[IpoTokomsl B3aUMHOM
MIPOBEPKHU MTOJTMHHOCTH
00BEKTOB

OcMBICIEHHE
Marepuana
JIEKIHMIA.
ITonroroBka
JL.P.S.

IK-2

NKnx2.1
UKo 2

Té6. oIl Ha OCHOBE
CUMMETPUYHBIX
kpunrroanroputmoB. Ol Ha
OCHOBE aCUMMETPUYHBIX
KPHUITOAITOPUTMOB.
AnroputMm oIl DSA.
Anroputm DIIT'OCT 3 34.10-
2001. Anroputm
xemupoBaaus SHA-2

OcwMbICICHHE
Marepuaia
JIEKITHH.
ITonroroBka
JI.P.1.

IK-2

WK1
UKk .2

T7. Bapuantel co3gaHus
3AIIMIIEHHBIX  BUPTYaJIbHBIX
ka”ayoB. IIporokosnsr VPN.
[TpoTokomsl KaHaJIbHOTO,
CETEBOIO M CEaHCOBOI'O

OcMBICIIEHHIE
Marepuaia
JICKIHIA.
ITonroroBska
JLP.6.

IK-2

NKnx2.1
NJKrk2.2
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ypoBHell. CpencTBa co3gaHust
VPN

8. | T8. AC onepatuBHOro | OcmbiciacHue I1K-2 N/ Kmik2.1
yIIpaBJICHUS. AC | marepuana WKmi2.»
nH(pOPMAaIMOHHOE, JEKIHH.
MaTeMaTHIeCKOe u | [logroroBka K
IporpaMMHOE oOecreueHue JLP.7.

4.4. MeTogu4ecKue yKa3aHHs 110 OPraHU3aliH CAMOCTOSITeIbHOM Pa0doThI CTYACHTOB

CamocTrosTenbHass paboTa OakajgaBpOB — HWHAUBUAyalbHAas Yy4yeOHas J€ATEIbHOCTD,
ocylecTBisieMass 0e3 HEMOCPEJACTBEHHOIO PYKOBOJACTBA MpernojiaBaTels, B XoJe KOTOpOH
OakanaBp AaKTUBHO BOCIPHUHHMMAET, OCMBICIMBAaET TOJYYEHHYIO HH(}OpMalnuoo, peaer
TEOPETUYECKHE U MPAKTUUECKUE 3a/1aUH.

Ha camocrostensHyto pabOTy BBIHOCATCS CIEAYIOIIME BOIPOCHI U 3aJaHMs [0 TeMaM
JUCLUTUTMHBL:

T1. AC onepartuBHoro ynpasieHus. AC wuHPOpMaUMOHHOE, MaTeMaTHYecKoe U

porpaMMHoOe oOecrieueHue

T2. Henu cozpanus AC. Mecto AC B uH(OpMaIIMOHHOM KOMIUIeKce. ba3oBble mpUHIUIIBI
AC. OcCHOBHbIE apXUTEKTYpHbIE pelleHHUs NpoekTa U cTpykrypa AC 1Ipou3BOICTBEHHOI'O
Ha3HAa4YCHUS

T3. O6wektel Ub. OcHoBHbIe yrpo3bl Mb. Onmcanue oOmielt CTPYKTYpBI MOJICUCTEMBI
3anuThl nHGopmanuu AC. B3auMoneicTBre CTpYKTYpHBIX nojipasaenenuit no sonpocam b AC

T4. IlpuHUMIIBI TOCTPOEHUS U (GYHKIIMOHUPOBAHUS MEKCETEBBIX IKpaHOB. PUIbTpaIUsL
Tpaduka; BbIMoNHEeHUEe (yHKIUI mocpeannyecTtBa. Kimaccupukamus MeXCETEeBBIX JKpPaHOB.
OWIBTPYIOIUN MapIIPyTU3ATOP; IITI03 ceaHcOBOro ypoBHsa Mozaenu 0SI1/1S0.

T5. Unentudukanus u noaATBEpKACHNE MOJIMHHOCTH a0OHEHTOB KOPIOPATUBHOM CETH.
[TpoTOKOJIBI B3aMMHOM MPOBEPKH MOITMHHOCTH 0OBEKTOB

T6. OI1 Ha OCHOBE CUMMETPHUYHBIX KpUNITOAITOPUTMOB. DI Ha OCHOBE aCHMMETPHUUYHBIX
kpurnroanroputmoB. Anroputm Ol DSA. Anropurm OII T'OCT 3 34.10-2001. Anroputm
xemupoBanus SHA-2

T7. BapuaHTbl CO3JaHMS 3alUIICHHBIX BUPTYalIbHBIX KaHauoB. IIporokonsr VPN.

[IpoTOoKOJIBI KAHATBEHOTO, CETEBOTO U ceaHCOBOTO ypoBHEeH. CpenctBa coznanus VPN

T8. AC oneparuBHoro ympasieHus. AC wuH(OpMAIMOHHOE, MaTEMaTHYeCKOe |
nporpaMMHoe o0ecrieueHue

IIpumepHas TeMaTHKa KypCOBBIX padoT (IPOEKTOB) HE IPETYCMOTPEHO

V. YAEBHO-METOJUYECKOE 1 UTH®OPMALIMOHHOE OBECIEYEHUE
JUCLMILIMHBI (MOLYJIS)
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DneKTpoHHas HH(POpMaIMOHHO-00pa3oBaTeIbHAs Cpe/la YHUBEpCUTETa 00eCTIeunBaeT TOCTYII
K DJIEKTPOHHBIM Y4eOHBIM H3/IaHUSM H JIEKTPOHHBIM 00pa30BaTEeIbHBIM pecypcaM,
yKa3aHHBIM B paboy4eil mporpaMMe TUCIUTUTAHBI (MOTYJIS).

bubnuoreunslii poHA yKOMIUIEKTOBAH MEYaTHBIMU 3aHUSMU U3 pacueTa He meHee 0,25
9K3EMIUISIpa KaXKJ0r0 U3 U3AaHUI Ha OJTHOr0 00y4aroIIerocs: U3 4uciia Jinl, OAHOBPEMEHHO
OCBaMBAIOIINX COOTBETCTBYIOLIYIO JUCIUIUIMHY (MOAYJIB).

1. Psi6oB, . B. ABTOMaTH3upOBaHHBIC HHPOPMALIMOHHO-YTIPABJISIONIUE CUCTEMEI | y4eOHOE
noco6ue / Y. B. Pa60os. Momxap-Ona : [T0BOKCKMIA TOCY JapCTBEHHBII TEXHOIOTNYECKHit
yHauBepcuter, 2015. - 200c. - Tekcr: anexkrporHsbii. - URL:
https://biblioclub.ru/index.php?page=book&id=439330 (nata obpammenus: 14.09.2022)

2. llIumos, O. B. CoBpemennsie cpeactBa ACY TII : yueOnuk / O. B. IIumos. Mocksa,
Bonorna : Undpa-Umxenepus, 2021. - 532¢. - Tekcr: anekrponHsIii. - URL:
https://biblioclub.ru/index.php?page=book&id=617234 (nata obpamenus: 14.09.2022)

0) nepuogUYecKHe U3TAHUS

B) CIIMCOK aBTOPCKHUX METOAUYECKUX Pa3padoToK:
r) 0a3bl JaHHBIX, HHPOPMAIIMOHHO-CIIPABOYHbIE U TOUCKOBbIE CHCTEMBbI
1. Hayunas 6ubmuorexa UI'Y http://library.isu.ru/ru/resources/edu_resources/index.html
2. Bl xuur w mpojospkarommxcs — u3manmii - http://ellibnb.library.isu.ru/cqi-
bin/irbis64r_15/cqiirbis_64.htm?LNG=&C21COM=F&I21DBN=IRCAT&P21DBN=IRCAT
3. DnekTpoHHbIN YnTaIbHBIN 3a1 «budanoTex» https://isu.bibliotech.ru/.
4. DnexTponHas oubmmoreunas cucrema «M3mgarensctBo «Jlanb» http://e.lanbook.com.
5. DnekrponHas oubauoreunas cucrema «PYKOHT» http://rucont.ru.

VI.MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
MOAYJIs)
6.1. YueOHo-1200paTopHOE 060py10BaHNE:
Knacc 9BM, ayautopust 323 A, ocHallleHHasi BBIYUCIUTEIBHON TEXHUKOM, CEIUaIbHbIM
ITO u cBOoGOIHBIM 1OCTYIIOM B ceTh Internet.

6.2. IlporpaMMHoOe oGecnieyeHue:
1. ABBY PDF Transformer 3.0 ITaker u3 10 HeuMmennbIx munieHsuii Per Seat (10mmm.) EDU. Kon
no3uru: AT30-1S1P10-102 Kotuposka Ne 03-165-11 ot 23.11.2011. beccpouHo.
2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Koutpakt Ne 03-013-14 ot 08.10.2014.Homep
Jluniensun Microsoft 45936786. beccpouno.
3. WinPro10 Rus Upgrd OLP NL Acdmc. Cy6munensuonnsiit gorosop Ne 502 ot 03.03.2017 Cuet Ne
®P3- 0003367 ot 03.03.2017 Akt Ne 4496 ot 03.03.2017 JIunen3us Ne 68203568. beccpouno.
4. Kaspersky Free (exeromno o6noBiasiemoe II1O). VYcnoBust wuCmonb30BaHUSI IO CCHUIKE:
http://www.kaspersky.ru/free-antivirus/ . beccpousro.

6.3. Texunuyeckue U 3J1eKTPOHHbIE CPEACTBA:
MynbTUMeAUIHBIN TPOEKTOP, IKpaH (110 HEOOXOAUMOCTH), MEJIOBAs MJIM MapKepHas J10CKa.
VI1.OBPA3OBATEJIBHBIE TEXHOJIOI'MHA
Ha nexkuusx MCronbp3yroTcs aKTUBHBIE METOJbI 00yUYeHHS (KOMIBIOTEPHBIX CUMYJISIIHIA,
pa30op KOHKpeTHbIX cuTyauuit). [IpakTndyeckue 3aHATHA TPOBOJATCA B MHTEPAKTUBHOW (opMme.
JlaGopaTopHnbie pabOThI MPOBOASTCS € Hcoab30BaHueM [I9BM ¢ nmocnenyrorieit 3anuToid.

VIII.OHEHOYHBIE MATEPHUAJIBI JJIS1 TEKYIIEI'O KOHTPOJIS U
MPOMEXXYTOYHOM ATTECTAIIMA
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http://library.isu.ru/ru/resources/edu_resources/index.html
http://ellibnb.library.isu.ru/cgi-bin/irbis64r_15/cgiirbis_64.htm?LNG=&C21COM=F&I21DBN=IRCAT&P21DBN=IRCAT
http://ellibnb.library.isu.ru/cgi-bin/irbis64r_15/cgiirbis_64.htm?LNG=&C21COM=F&I21DBN=IRCAT&P21DBN=IRCAT
https://isu.bibliotech.ru/
http://e.lanbook.com/
http://rucont.ru/
http://www.kaspersky.ru/free-antivirus/

Tekymnii KOHTPOJIb peaTM3yeTCs B BUJI€ MMCbMEHHOTO TeKyIero kKourposs Ha [131-1136,
npu 3ammre jgadopatopubix padot JIP1-JIP3. Tekymuii KOHTPOJb HAlpaBlieH Ha BBISBICHUE
chopmupoBanHoctu komneTeHuu [1K-1.

Jis peanuzaliiy TEKYIIETO KOHTPOJS HCIIONB3YyeTCs OauIbHO-pEeHTHHTOBAas CHCTEMa
OLICHKH, IIPUHSTAsI B YHUBEPCUTETE.

3a mocenienne ogHOro BUAA 3aHATus qaetcs 0,6 6ana (25 3ansruii (JI+I13+JIP)*0,6 6amna
= 15 6aioB), MAaKCUMaJILHOE KOJIMYECTBO OAJIJIOB 3a MUChbMEHHBIN KOHTpoib Ha CKP — 5 6anos,
3a II3 — 54 GamnoB (6 nerydexk *5 Oamra= 30 OamwioB, pemieHWe 3amad y JOCKA WA
CaMOCTOSITEIIBHOE JJOCPOYHOE PEIICHUE BCEX 3aj1a4, BBIHOCUMBIX Ha [13 — 6 3ansatuii*4 6amia=24
OaoB), mabopatopHbie padoTsl (JIP) — 30 6amnos (3*JIP*10 6anmmos=30 6amioB).

[TapameTpsl OIIEHOYHOTO CpeACTBa Ji MUCBMEHHOTO TEKYIIEr0 KOHTPOJS M peIICHUS
3a/1a4d Y JJOCKU WJIM CaMOCTOSITEJIbHOTO JIOCPOYHOTO PEIIeHUs BCeX 3aj1ay, BeIHOCUMbIX Ha [131-

I136. ITapametpsl orteHoyHOrO cpeactra ais KCP.

Kouteni Orenka / 0auisl
PHTCP OT1iIu4HO Xopomuio VY noBneTs. Heynogi.
OLIEHKHU
5 0ajuIoB. 3,5 6amta 2 Gamna. 0 6am10B
3aganue He
ITomHOCTRIO
He nonnocteio BBIITOJIHEHB] WU
IMonHOCTEIO K BBIIIOJIHEHBI BCE
BBIITOJIHEHBI 3aJaHue
KOPPEKTHO 3aJaHM,
Brmonnenue 3aaHus, BBIIIOJIHEHO HE
. BBITIOJTHCHBI BCE | JOMYIICHBI
3aaHni JOTIYIIEHBI OJJHA — | TIOJTHOCTBHIO U
3aaHuUsl. OJlHa — JIBE
JIBE OIIMOKH. JIOTYIIIEHO OoJee
OIINOKH.
3-X omuooK.

[TapameTphl OLICHOYHOT'O CPEJICTBA JIJISl 3aLIUTHI JlabopaTopHbIX padot JIP1-JIP3

KpHTenHi Orenka / 0aisl
(I))IIGHII:I/I OT1nu4HO Xopomio VY 1oBneTs. Heynosi.
7-10 6ayuioB 4-6 6amta 1-3 6anna. 0 GamroB
B 1iestoM oTuer Otyer HE
odopmiieH o opMIIEH.
KOPPEKTHO, Ortuet opopmieH
clIeaHbI IIOJIHOCTBIO. Otuer opopmiieH
BBIBOJIbI, HO HNmerotcs CO 3HAYUTENBLHBIMHA
IMonHOCTRIO M
AMEIOTCS 3aMeYaHusl 110 3aMeYaHUsIMH,
KOPPEKTHO
odopmIen HE3HAYMUTEIbHbIE | ohopmIiIeHHIO, BBIBOJIBI HE
p HEJIOCTATKU. BBIBOJIBI CJICIAHBI | TIOJIHBIC, TIPH
OTYET, CIEIaHbI
[Tpu 3amuTe HE ITOJHOCTBIO. 3allIUTEe CTYACHT C
BHIBOZEL. T1pn CTYICHT ITpu 3amure TPYIOM
Brmonnenue | 3amure y p Py
. [MOKa3bIBAET CYKJICHHUS dbopmyIupyeT cBOU
3aaHuNi [IOKa3aHo
[IOHUMAET MTOBEPXHOCTHBI, MBICIIH, HE
BCCCTOPOHHEC U | o Tepuana comepkar [IPUBOIUT
rIyooKoe P ’ P p
SHAHIE PUBOTUT OIIMOKH, MPUMEPHI | IPUMEPHI, HE JaeT
MIPUMEPHI, HO HE TIPUBOSATCS, OTBETa Ha
Marepuana.
HCIIBITHIBAET OTBETHI HA JIOTIOTHUTEIIHHEIE
3aTPyAHECHHS C JIOTIOJTHUTEILHBIE | BOIPOCHI
BBIBOJAMH, BOIIPOCHI HE
OZIHAKO YBEpEHHBIE.
IOCTAaTOYHO
[IOJIHO OTBEYAET
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Ha
JIOTIOTHUTEIIbHBIE
BOIPOCHL.

BOHpOCBI AJI1 IMCBMEHHOTI'O TCKYIIETO KOHTPOJIA TPHUBCACHBI HUXKE!

1. OcHoBHble HanpaBieHus pa3Butus AC

2. CxeMbl aBTOMaTHU3UPOBAHHOM CUCTEMBI YIIPABIICHUS

3. OcuoBHbIe BUIbI AC.

4. RACF kak cpelicTBO J0CTyIa K HA00paM JIaHHBIX U PECypCcaM CUCTEM.

5. OCHOBHBIE THIIBI BPEJOHOCHOTO MPOTrPAMMHOI0 O0ECIICUEHUSI.

6. IlupopManimoHHBIA KOHTYP YIIpaBICHUS.

7.AC xaKk 00OBEKT yIpaBICHUSI.

8. OBomonust AC. TpeboBanus k AC

9. AC omneparuHoro ymnpapineHus. AC HHPOpMaIMOHHOE, MaTEeMAaTHYECKOE W IMPOTPAMMHOE
oOecrieyeHue.

10. Henu co3panus AC.

11. Mecto AC B nH(pOpMAIIMOHHOM KOMIUIEKCE.

12. bazossie npuniumbsr AC.

13. OcHOBHBIE apXWUTEKTypHbIE pelleHus Ipoekra u cTpykrypa AC npou3BOACTBEHHOIO
Ha3HAYCHMUS.

14. Jlangmadt BEIYACIUTETEHOW CUCTEMBI.

15. Bo3moskHocTH pa3Butus cuctembl AC.

16. TloBblmieHHE 3aNUIICHHOCTH WHQPOPMAIMOHHBIX pecypcoB AC 0T 3I0HaAMEPEHHOTO
WCIIOJIb30BAHUS WIH Pa3pyLICHHUS).

[Tepeuens mpUMEPHBIX BOMPOCOB JIS 3aIUTHI TPAKTHUECKUX PadOT:
JIP1. Nudopmarmonnsiii koHTyp ympaBieHus. AC kak o0bekT ynpasieHus. DBomonus AC.
TpeboBanus k AC.
JIP2. AC omneparuBHoro ympasieHus. AC nadopmMarimoHHOE, MaTEMaTHYECKOE U TIPOrPaMMHOE
obecrieyeHue.
JIP3. Ilenu co3nanus AC. Mecto AC B nHpopManmmoHHOM KoMruiekce. bazoBeie nmpuniumnbe AC.
OCHOBHBIE apXUTEKTYPHBIE pEeUICHUsI TPOEKTa U CTpyKTypa AC IpOU3BOJACTBEHHOIO HA3HAYEHUS
JIP4. O6wexto UB. OcHoBHBIE yrpo3sl Mb. Onurcanue o01iei CTpyKTYphI TIOJICUCTEMBI 3aIUThI
nHpopmaruu AC. BzaumoselicTBre CTpyKTYpHBIX Moapa3eneHuii mo Bornpocam Mb AC
JIPS. IlpuHUUMIIBI TOCTPOCHHS W (PYHKIIMOHUPOBAHUS MEXKCETEBBIX JKpaHOB. DuibTpanus
Tpaduka; BBIIOTHEHHE (QYHKIHMI mocpenHudectBa. Kiaccupukanus MeKCETEBBIX HKPAHOB.
OuIbTPYOMUNA MapIIPYTU3ATOP; IILT03 ceaHCOBOTO ypoBHs Mozemu 0SI/1S0.
JIP6. Unentudukanus W TOATBEPXKICHHUE TMOJIUHHOCTH a0OHEHTOB KOPHOPATHBHOW CETH.
[TpoToKoIBl B3aUMHOM MPOBEPKU MOITMHHOCTH OOHEKTOB
JIP7. DIl Ha OCHOBE CHMMETPUYHBIX KpUOTOWITOPUTMOB. DIl Ha OCHOBE aCMMMETPUYHBIX
kpunToaroputMoB. Anroputm Il DSA. Anroputv OI1 'OCT 3 34.10-2001. Anroputm
xemupoBanus SHA-2
JIP8. BapuaHTbl co3aHus 3aUIMIICHHBIX BUPTyalbHbIX KaHAOB. [IpoTokonsr VPN. IIpoTokoss
KaHaJbHOTO, CETEBOI'0 U ceaHCOBOro ypoBHeil. Cpencrsa coznanus VPN

OLeHOYHbIEe CPEeICTBA ISl TPOMEXKYTOUYHOM aTTecTaliu (B popMme 3aueTa).
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dopma NpOMEKYTOUHOTO KOHTPOJIS — 3a4eT. 3a4eT BBICTABIISAETCS 110 UTOraM M3y4YeHUs
JUCLIUIUIMHBL B TEUEHUE CEMECTpa NpPHU YCIOBUM MOJOKUTEIBHBIX PE3YJbTATOB 3aIMTHI BCEX
71a00paTOPHBIX pabOT, MPETyCMOTPEHHBIX IPOTPAMMOIA.
[TpomexyTouHasi aTTecTalys HampaBieHa Ha MPOBEPKY CHOPMHUPOBAHHOCTU KOMIIETECHIIMN
[1K-2 u npoBomutcs B Gopme TecTUpoBaHMA. s peanu3amuy MPOMEXYTOYHOTO KOHTPOJIS
UCIIOJIb3YeTCs 0aNIbHO-PEUTUHIOBAsI CUCTEMA OLICHKH, IPUHSATAsl B YHUBEPCUTETE.

3aueT BBICTABISETCS MO0 CYyMME 0aJIOB, MOTYYCHHBIX MMPU U3yUYECHUU TUCIUTUTHHEL.
YcBoeHue 6akaaBpoM H3y4aeMOi TUCIMIUIMHBI MaKCUMaIbHO orieHuBaercs 100 6amnamu. U3

HUX 90 6ayIoB 00ydarOIIMIAC MOXKET HaOpaTh B TeueHue cemectpa u oT 0 1o 10 6amioB MoryT
OBITh 1aHbl B KAYECTBE «IIPEMUATIBLHBIX» 0AJIIIOB 32 aKTUBHBIE (DOPMBI pabOThI, BEICOKOE KaUeCTBO
BBITMIOJTHEHHBIX JTAOOPATOPHBIX U T.J.

[TapameTpsl OIICHOYHOT'O CPEJICTBA JJIsl aTTecTalluu B hopMe 3a4eTa.

NTOroBslii ceMeCTPOBBIN PEUTHUHT AkazieMuyeckas OlieHKa
0-59 6annos «HE 324TEHO»
60-100 6ammoB «3aYTCHO»

Marepuanbl Ajsi NPOBeJdeHHs] TeKYUIero W MPOMeKYTOYHOI0 KOHTPOJISI 3HAHUIA
CTYAEHTOB:
IIpumep TecTa /151 NPOBeIeHUsI IPOMEKYTOUHOI aTTecTaunu B gopMe 3aueTa
O0pa3elr THIOBOTO UTOTOBOTO TECTA MO AUCIUILIMHE 32 BECh MIEPUO]] OCBOCHUSI:
1. Yro monumaercs moj KOH(OUICHIIMATBHOCTHI0O MHPOPMAITHH?

A).O6Gs3arenbpHOe TUISt BBITTOJTHEHUS JIALIOM,
TOJTYYHBIIUM JOCTYII K ONpeesIeHHON HHpOopManny, TpeOoBaHUE HE TepeiaBaTh TaKyo
nH(GOpPMaLIMIO TPETHUM JIHIaM 0e3 coriacus ee o0anarTens.

b). Orpannuenue qoctymna K HHGOPMaIUN TPETbUX JIHII.
B). Mudopmarus noctyn kK KOTOpPOi orpaHUYEH.

2. Kem siBsercst o0magarens nHGOPMALUK COTJIACHO 3aKoHY 00 HHpOpMaIn?
A). JInio caMoCTOSITEIHHO Co3/aBIee HH(PpOpMaInio

b). JIutio momy4nBmiee nHGOPMAIIHIO HAa 3aKOHHBIX OCHOBAHUSX.

B).JIumo, CaMOCTOATEIBLHO CO3JaBIIIEE nHpopmaIuio
au00 TIONyYMBINEE HA OCHOBAaHMM 3aKOHA WJIM JOTOBOpa TPaBO pa3pemiaTh WIH
OTPaHUYUBATDH JOCTYIT K HH(POPMAIINH, OTIPEACIIIEMON 10 KaKUM-JIHO0 TIpr3HaKaM

3. PykoBoasmuii JOKYMEHT IO peaiu3aluu 00s3aTeIbHbIX MEPONPUATHIH MTpH
npoBeieHuH paboT 1o 3amure uHpopmanuu B ACY:

A. Ilpukasz ®CTOK Poccun N 21;
b. IIpuka3z ®CTIK Poccun N 17;
B. IIpuxa3z ®CTOK Poccun N 31.
4. TpeboBaHUs K MPOBEJCHNIO paboT 1o 3ammre nHpopmarun B ACY
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A. ®opmupoBaHue TpeOOBaHUH K 3a1uTe HHPOPMALIUK B aBTOMATU3UPOBAHHON
CUCTEME YIPABJICHUs IPOU3BOICTBEHHBIMU U TEXHOJIOTHYECKUMU IIPOLIECCAMY,
pa3paboTKa CHCTEMBI 3allIUTHl AaBTOMAaTU3UPOBAHHOMN CUCTEMBI YIIPABJICHHUS; BHEAPCHHE
CUCTEMBI 3aLIUThl aBTOMAaTU3UPOBAHHON CHCTEMBI YIIPABIICHHUS;

b. ATTecranus aBTOMaTU3UPOBAHHOMN CUCTEMBI;
B. JIunensupoBanue.

5. PykoBonsuuii JOKyMeHT AJ1s MoAeaupoBanus yrpo3 Ub:
A. Metonuka onieHKu yrpo3 6e3onacHoctr unopmanumn» YtBepxaen ®CTIK Poccun 5
dbespanst 2021;
b. Meroauka onpeenenns akTyajdbHbIX yIpo3 0€301aCHOCTH NEPCOHAIBHBIX JaHHBIX MTPU
ux 00paboTke B MH(POPMALMOHHBIX cucTeMax nepcoHanbHbIX JaHHbIX (PCTIOK Poccun,
2008 r.);
B. Metoauka onpesieneHus aKTyaJIbHBIX YIpo3 0€30M1acHOCTH MH(OpMAIK B KIFOUEBBIX
cucremax uHpopmarmonnoit uH@pactpykrypsl (PCTIOK Poccun, 2007r.).

9. Llensto onpeneneHus yrpo3 6e30macHOCTH HH(GOPMAIUU SBISETCS:

A. YcTaHOBJIEHUS TOTEHIMAIbHBIX YTPO3 0€30I1aCHOCTH;
b. Ycranosnenus noreHiuanbubix yszsumocteid AC TII;

B. YcraHoBneHue Toro, CyImecTByeT JIU BO3MOXKHOCTb HapyIICHHS
KOH(HIEHIINATIbHOCTH, LIEIOCTHOCTH WJIU TOCTYITHOCTH MH(POPMALIUH, COleprKallencs
B UH(QOPMALIMOHHOW CHUCTEME.

7. 3amura u KoHTpoib web-Tpaduka (Web Security)- coctas, GpyHKIMU
A. 3amuTa OT MIMUOHCKUX IPOrpaMM, BPEOHOCHOTO MOOMIIBHOTO KOJla, PUIIUHTa, OOTOB,
1 IpyTHe;
b. IIpoBepka MOJIMHHOCTH MOJIB30BATENS,
B. ®yHKIMHM MEKCETEBBIX DKPAHOB.

8. CeteBble cuctemsl npeaoTBparienus BTopxxenui (Network IPS)- ynkuum:
A. OyHKIIUM MEXKCETEBBIX IKPAHOB;
b. Ananuza u koHTpOIISI Tpaduka;

B. 3amuTa OT INHOHCKUX NMPOTPaMM, BPEIOHOCHOTO MOOMIIBHOIO KOAA.

9. Kpunrrorpaduueckue nutto3sl (VPN) HazHaueHue:

A. OOGecnedeHue 3alUThl OT BTOPKEHUSI CO CTOPOHBI CeTel Nepeaun JaHHBIX
(MutepneT), obecnieueHrs KOH(UICHIIMATIBHOCTH MIPH Nepeaaye HHPOopMAaIIH 110
OTKpBITHIM KaHanaM cBsi3u (VPN), a Taxke opraHusanuu 6€301macHoOro 10cTyna
N0JIb30BaTeNe! K pecypcam ceTeil 00IIero nojab30BaHus;

b. OGecnieuenue ayTeHTUDUKAINY;

B. Hactpoiiku mapaMeTpoB 0€30IMacCHOCTH ONIEPAIMOHHON CUCTEMEI.
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10. Monens yrpo3 6€30nacHOCTH HH(POPMAIIMH JTI0OJDKHA COACPIKATD:

a). KpaTKoe OMHMCaHHEe apXUTEKTYyphl 3HAYUMOTO 00BEKTA, XapaKTEPUCTHKY MCTOYHHUKOB
yrpo3 0e30nmacHOCTH HH()OPMAIIMH, B TOM YUCIIC MOJICIh HAPYIIUTENS, U OMMCAHHE BCEX
yrpo3 6€30MacHOCTH WHPOPMAIINHU, AKTYAJIBHBIX JUISl 3HAYMMOTO 00BEKTA;

6). Mozens HapymiuTeNs, W ONMUCAHHE BCEX Yrpo3 0e30macHoCTH HH(OpMAILHH,
aKTyaJIbHBIX JJI 3HAYUMOTO 00BEKTa;

B). KpPaTKO€ OMMCAaHUE apXUTEKTYpbl 3HAUMMOTO O00BEKTa, XapaAKTEPUCTUKY HCTOUHUKOB
yrpo3 6e30mnacHoCTH HH(OPMALIUH.

11. CucreMnl 0€30I1aCHOCTH JOJDKHEBI 00E€CIIEYNBATD:

a). BOCCTAaHOBJICHHE (DYHKIIMOHUPOBAHHUS CHUCTEMbl O€30MaCHOCTH HH(POPMAIMOHHOMN
UH(QPaCTPYKTYPHI;

0). HeJoMyILIeHHe BO3ACUCTBUS Ha TEXHUYECKHE CpelicTBa 00paboTku MHOpManuu, B
pe3ysbTaTre KOTOPOIro MOXKET ObITh HapyLIEHO U (WIK) MpeKpaiieHo (yHKINOHUPOBAHHUE
MH(POPMALIMOHHOM HHPPACTPYKTYPHI

B). ycToWuMBO€ (HYHKIMOHUPOBAHWE CHUCTEMBI 0O€30MaCHOCTH HWH()OPMAIMOHHOMN

UHPPACTPYKTYPBHI.

12. Kateropun nH(hpOpMaIIMOHHBIX PHCKOB:

A) Pucku, BeI3BaHHBIE yTPAaTON W/WIIHM yTEUKONH HHPOPMALIMU U UCIIOJIb30BAHUEM €€
KOHKYPEHTaMH MJIM COTPYIHUKAMHU B LEJISX, KOTOPbIE MOTYT ITOBPEAUTH OU3HECY;

B) Pucku texandyeckunx c00oeB pabOThI KaHAJIOB Niepeaayn HH(POPMAIHH, KOTOPHIE MOTYT
IPUBECTH K YOBbITKaM;

B) Puckwu, BbI3BaHHBIE (POPC-MAKOPHBIMU OOCTOSTENLCTBAMH.

13. TexHuueckue KaHaJIbl YTEUKH HHPOPMAIIUY BOSHUKAOT:

A) HpI/I HCIIOJIb30BaHNH 3JIOYMBIIIJICHHUKOM CIIEUAJIBHBIX TEXHUYCCKHUX CPEACTB
MPOMBIINIJICHHOTO IIIMHOHAXa, MO3BOJIAIONIUX TOJYYAaTh 3allIUINACMY IO HH(bOpMaLII/IIO npu
HEMOCPCACTBCHHOM KOHTAKTC C IMCPCOHATIOM CI)I/IpMBI, AJOKYMCHTaMHu, ACJIaMU U Oazamu
JaHHBIX;

B) HpI/I HCIIOJIB30BAaHUHU 3JIOYMBINIJICHHUKOM CIICHHUAJIBHBIX TCXHUYCCKUX CPCACTB

MIPOMBINIJIEHHOTO IIMHOHAXKa, MO3BOJISIFOIINX MMOJIy4aTh 3allMIaeMyto nHpopMaluoo 6e3
HEIMOCPEICTBEHHOTO KOHTAKTa C MEePCOHATIOM (PUPMBI, JOKyMEHTaMH, JAeIaMHi U 0a3zamMu
JAHHBIX;

B) Ilpu ncrons30BaHUH 37I0YMBIIIIEHHUKOM CTICIIHATBHBIX TEXHHUECKUX CPEJICTB
JUTSL BO3JICHCTBUS Ha CPEACTBA 3aIIUTHI HUH()OPMAIINH;

14. Ilenpio aHaIM3a PUCKOB SIBIISETCS:

A) Ouenka yrpo3 M ysA3BUMOCTEH, BO3MOXXHOIO yliepOa, Y4YUTbIBas YPOBEHb
3aIIUIIEHHOCTH HHPOPMALIMOHHON CUCTEMBI,

b) [IpoBepka ypoBHsI 3alUIIIEHHOCTA HH(POPMAITMOHHON CHCTEMBI;

B) Ouenka Tekymero cocTosIHUS 3alIHIEHHOCTH HH(POPMALIMOHHOMN CUCTEMBbI

15. Yrpo3sl 6e3omacHoCcTH HH(DOPMAITMOHHBIM aBTOMATH3UPOBAHHBIM CHCTEMaM 3TO:

A) COBOKYITHOCTh yCIOBHU U (paKTOPOB, KOTOPHIE MOTYT CTaTh MPUYMHOW HAPYIICHHUS
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LEJIOCTHOCTH, TIOCTYITHOCTH, KOH()UACHIMAIBHOCTH HH(pOpMaIumy;
b) CoBokymmHOCTB yC1OBHi U PaKTOPOB, KOTOPBIE MOTYT MPUYUHUTH yIIepO HHGOpMAIIIH;
B) CoBokynHOCTh yCiOBUH U (haKTOPOB, KOTOPhIE MOTYT CTaTh MPUUYMHOW HAPYIICHUS

nH(pOpMaLINH.
Ne Bua xonrpoas KonTposmpyemsie Koutposmmpyemsie
TeMbl (pa3aeabl) KoOMIIeTeHIuu/
HHINKATOPBI
1 2 3 4
1 TectoBoe 3aganue T1-T8 [1K-2
MJIKrk2.1
N Knk2.2
PaspaboTunkm:
Houent xadenpsr POuPS e Cepénxun C.I1.

[Tporpamma paccMoTpeHa Ha 3aceiaHuu Kadeapbl paanoU3HKN U PAJAUOIICKTPOHUKN
«01» mapra 2022 r. mpoTtokon Ne 6

N.0. 3aB. xadeapoii Konecuux C.H.

Hacrosimass mporpamma, He MOXET OBITh BOCHpPOHW3BEJIEeHA HHM B Kakod Qopme 0e3

MpeaABapUTCIIbHOTO ITIMCBMCHHOI'O pa3pClICHUA Ka(be,[[pbl-paBpaGOT‘-H/IKa mporpaMmal.
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