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|. Heau v 321241 TUCHUIIMHBI (MOYJIs1):

Heab: wu3ydeHHe COCTOSIHUS MPOOIeM KOMIUIEKCHOro oOecnedeHus WHGOPMAIMOHHON
0e30MacHOCTH, METOAOB M CPEACTB 3alIUThl MH(OPMALMKU B aBTOMAaTU3UPOBAHHBIX CHCTEMax
3amaun:
1. wusyuenue v npUHUHUI GYHKIMOHUPOBAHUS OCHOBHBIX aBTOMATH3UPOBAHHBIX CUCTEM;
2. W3y4YeHUE OCHOBHBIX MPUIOKCHHMA, MPUKIAIHBIX CHCTEM U 3a7a4 aBTOMAaTH3UPOBAHHBIX
CHUCTEM;
3. cmocoObl u TpeOOBaHUS OpraHU3AMH PA0OT MO 0OECICYCHHIO 3aIUThl HHPOpPMAINH B
ABTOMATHU3UPOBAHHBIX CHCTEMAaX.

ILMECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

VYyebnas nucuurumaa (Moayis) b1.B.06 IIporpammuoe
nH(OPMAIIMM OTHOCHUTCS K BAPUATHBHOW YaCTH MPOTPAMMBL.

[lepeveHp mNOCIEMYIOMUX YYEOHBIX IUCHUIUIAH, JUISI KOTOPBIX HEOOXOIMMBI 3HAHHS,
YMEHHSI W HaBBIKH, (OPMHUPYEMbIC TaHHOW yYeOHOW IUCIMILIMHOW: 3aliuTa MepCOHATBHBIX
naHHbix; OCHOBBI ynpaBiieHUs: UHGOPMAITMOHHON 0€30MacCHOCTHIO.

obecneueHue 3alIUThI

1. TPEBOBAHUS K PE3YJIBTATAM OCBOEHMUS JUCHUITJIMHBI
[Ipomecc oCBOCHMS MUCIUIUIMHBI HampaBiieH Ha (GopmupoBanue kommnereHunu [1K-2, B
cootBercTBUHU ¢ @I'OC BO u OII BO no nanHoMy HampaBJIEHUIO MOATOTOBKH (CIIEIUAIBLHOCTH)
10.03.01 NudopmanmonHas 6€30MacHOCTS:

Ilepevenb miIaHMpyeMbIX pe3yJIbTATOB 00y4YeHHs MO0 JUCHUILINHE (MOAYJIIO),
COOTHECEHHBIX ¢ MHAMKATOPAMM JO0CTHKEHUS] KOMIIeTeH Ui

HNuauxkaropsl Pe3yabTarsl 00yueHus
KoMnerennus .
KOMIIeTeHIIU M
[IK-2.  CnocobeH NKnk2.2 3HaTh:

IIPOBOJANTH anaims | [Iposonut aHaJIn3 e (OCHOBHBIE THIIBI KOMILIEKCOB
YSA3BUMOCTEN CHUCTEMBI | YSI3BUMOCTEU Y CPEICTB PaIUOAIEKTPOHHOMN
3aIUThl HHPOPMAIIMH U | aBTOMATHU3WPOBAHHBIX pa3Beaku
ABTOMATU3UPOBAHHBIX | CUCTEM e Buasl nomex, peann3oBaHHbIE
CHUCTEM.

B amnmaparype, MeTO bl
OLICHKH UX BO3JCHCTBUS
e [IpuHIUTIBI TOCTPOCHUS U
BO3MOYKHOCTH
PaZIMO’IIEKTPOHHBIX CPEJICTB
MOJTy9IeHUST HH()OMPAITUN
YMeTs:
Hcnonb30BaTh METOUKY OLIEHKH
3¢ (HEeKTUBHOCTH MPUMEHEHUS
KOMIUJIEKCOB PaIMO3JIEKTPOHHOM
pa3BenKu
[TpoBOUATH OCHOBHBIE BUIBI
paboT c anmnaparypoi
PaZMOdIIEKTPOHHON Pa3BEeAKH
Bnanetrr HaBBIKAMU:
[TpuMeHEeHHST METOIUK BEIICHUS
PaIMORIIEKTPOHHON pa3BEeIKH




e Hactpoliku u 3KcrTyaTanuu
CHEeUATU3UPOBAHHOTO
o0opyI0BaHUS
PaaMOlIEKTPOHHON Pa3BEAKHU




IV.COAEP)KAHUE U CTPYKTYPA JUCHUIIJIMHBI
O0beM IMCHUIIMHBI COCTaBJIsIET 6 3a4eTHBIX equHML, 216 yacos.
®DopMa NPOMEKYTOYHON ATTECTALMH: 3a4eT

4.1 CopepxxaHue OMCUHUIIMHBI, CTPYKTYPMPOBAHHOE IO TeMaM, ¢ YKa3aHHMeM BHJAOB Y4eOHBIX 3aHSITUI M OTBeJIEHHOI0 HAa HMX
KOJIMYeCTBA aKA/IeMHYECKUX YAaCOB

Ne Pa3zjnen aucuuniuHbl/Tema dopMa  TeKylIero
n/H Bunet yueGHOI paboThl, KOHTPOJIA
BKJIIOYAsi CAMOCTOSITEIIEHYIO PadoTy ycneBaemMocTu/
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1 Pazgen 1. Ynpasiaenue AeATENBbHOCTBIO | § 0.5
npeanpusThs; KiaccupuKanus
aBToMaTu3upoBaHHbIx  cucreM (AC).  Dransl
pa3padoTKu.
11 Wudopmannonsslit koHTyp ynpasieHus. AC kak 00bekT | § 10 KoHcIekT
ynpasinenust. IBosrouusi AC. Tpebosanus k AC. /JIex/




1.3

CocraB u popMupoBanue TpeOOBaHUH, MPOCSKTUPYEMBIX
aBromatm3upoBanHbeix MC /JIp/

10

3amura JIP

1.5

AC omneparuBHoro ympasienus. AC uHdopmannoHHoe,
MaTeMaTHYeCKOe M MporpaMMHoOe obecrnieueHue. /JIek/

10

Koucnekr

«OrtkpoITas cucteMa R3; apXuTekTypa «KIHEHT-CEPBEP»;
MacmTabupyeMocTh cuctemMsl R3» /J1ab/

10

3amura JIP

2.1.

Hemu cosmanuss AC. Mecro AC B uHGpOpPMaIMOHHOM
kommuiekce. basoBele mpuHIUmEl  AC. OcCHOBHEIE
apXMTEKTypHBIE peIleHHs TNpoekTa H crpykrypa AC
NPOU3BOJCTBEHHOTO Ha3HaueHusl. /JIex/

o1l o1 o1 o1

10

Koncniekt

2.2

«bazoBeie mpuHIMnbl AC. OCHOBHBIE apXHTEKTYPHBIE
pemieHus mpoekTa u cTpykrypa AC Mpou3BOICTBEHHOTO
HazHaYeHMs»/JIp/

10

3amura JIP

Paznen 2. KoHumenrtyajbHble acHmeKTbl 3alIUThI
uHpopmManuu M obecneyeHUss HMHGPOPMALUOHHOMI
oe3onacHocTi B AC

0.5

O6wektsr UB. OcHOBHBIEC yrpo3sl Mb. Omucanue oOmiei
CTPYKTYPBI MOJCHUCTEMBbl 3amurthl HHpopMaruu AC.
B3anmogeiicTBue  CTPYKTYPHBIX —TOApAa3JeNeHUl IO
Bonpocam b AC /Jlex/

10

Koucnekt

AC. 3amuta ua(pOpMAaIMU Ha CeTeBOM ypoBHe /JIp/

(o]

3amura JIP

[MpuHounel  mocTpoeHust W (YHKIHOHHPOBAHUS
MEXKCETeBbIX  dKpaHOB.  DwibTpaumss  Tpaduka;
BBITIOJTHEHHE byHKumit HOCPEIHUYECTRA.
Knaccugukauss MexceTeBbIX 3KpaHOB. OUIBTPYIOUIHHA
MapLIpyTH3aTOp; LUII03 CEAHCOBOIO YPOBHS MOJEIU
0SI/1S0. /Jlex/

Koncniekt

MesxceteBoit 3kpan Cisco PIX Firewall /JIp/

3amura JIP

Wpentndukaunss ¥ MNOATBEP)KACHHE HOMIMHHOCTH
aOOHEHTOB KOpHOpaTHBHOH ceTu. [IpoToKoIBI B3auMHOM
IPOBEPKH O UIMHHOCTH 00BEKTOB /JIek/

Koncniext

«IIpOTOKONBI ~ B3aMMHON  MPOBEPKH  HOAIMHHOCTU
00bexToBY /J1ab/

3amura JIP

OIl Ha OCHOBE CHMMETPHUYHBIX KPHUITOAITOpUTMOB. DI1
Ha OCHOBE aCHMMETPHYHBIX  KPHUITOAJITOPHUTMOB.
Aunroputm OI1 DSA. Anropurm D11 TOCT 3 34.10-2001.
Aunroputwm xemuposanust SHA-2. /Jlex/

Koucnekr

OTevecTBEHHBIN cTaHAapT XemupoBanus /JIp/

3amura JIP

BapuanTel co3maHus  3alIMILEHHBIX  BUPTYaJbHBIX
ka"ayioB. [Iporokonst VPN. IIpoTokoiibl KaHaJIBHOTO,

Koucnekr




CETEBOTO M CEaHCOBOro ypoBHeH. CpencTBa cCO3IaHUS
VPN /Jlex/
CpexnctBa cozganus VPN /JIp/ 5 7 4 3amura JIP
O6mas xapakrepuctuka CbJl AC. RACF kak cpeactBo | § 6
Jocryna K HabopaM JaHHBIX U pecypcaM cucteM /JIex/
RACF xak cpeicTBo AOCTyIa K HabopaM HaHHBIX M | § 5 10 3ammra JIP
pecypcam cucteM /JIp/
OCHOBHBIE ~ THUIBI  BPEJOHOCHOTO  MHPOTPaMMHOTO | § 9 Koucrekr
obecneuenus. OpraHusanus aHTHUBUPYCHOM 3allUTHI
/JTex/
4.0 | 3auer 8 68 139 TectupoBanue
4.2 Pabotsl (B Tom ynciae KCP) o0yuaromuxcs no JMCUIIHHE
CamocTosaTeapHas paboTa 00yUJaronuXxcs Y4eOHo-
MCTOJHYCCKOC
OneHouHoe
Cemectp HasBanue pasnena, TeMbl N Cpoku Tpynoemko obecrieuenue
Bun camoctosTensHoii paboTsl BBINOJIHEHHUS | CTh (dac.) CPCACTBO CaMOCTOATENbHOU
paboThI
[IpopaboTka JIeKIHOHHOTO MaTepHala 1o TeMe PadoTa ¢ kHUTOHI U M3 criucka
«Tpebopanns k AC. KoHnenryaapHBIC aCTIEKTHI 3aIIUTHI KOHCIIEKTOM, TIOJrOTOBKA JIATENATYPHI
1 nHpOpManuH u obecriedeHnsT NHYOPMAITOHHON ’ . 1-3 Henens 20 YcerHBIM onpoc ’
5e30MaCHOCTH B ACy oTYeTa 1o J1abopaTopHOU KOHCIIEKT
pabote
[ToaroroBka k mabopatopHoit paboTe Mo Teme Pa0oTa ¢ kHUTroii u N3 criicka
«OTkpeiTast cucrema R3; apxuTeKTypa «KIMSHT-CEPBEPY;|  kOHCIIEKTOM IOArOTOBKA JINTEIATyPbL
2 MacmTabupyeMocTb cucTeMBI R3»» ’ . 3-4 Henens 20 ’
OTYCTA I10 TPAKTUYICCKOU KOHCIICKT
pabote YcTHBIN onpoc
IToaroToBka k nabopaTopHoi paboTe 1Mo Teme PaboTa ¢ KHUTOI U N3 coucka
«IIpoTOKOIIBI B3aMMHON IPOBEPKHU MOJIMHHOCTH KOHCIEKTOM, TIOJArOTOBKA JINTEIATypbL
3 0OBEKTOB»» ’ N 5-6 Henens 20 >
OTUYCTA 10 TPAKTUYICCKOU KOHCIICKT
pabote YcTHBIN onpoc
IpopaboTka nexunoHHOro Marepuana 1o teme «JOI1 na Pa6ora ¢ KHUTOMH 1 W3 cniicka
OCHOBE CHMMETPHYHBIX KpUNTOanroputMos. OI1 Ha KOHCIIGKTOM, TIOFOTOBKA JINTEIATypbL
4 OCHOBE ACUMMETPHYHBIX KPUIITOAITOPUTMOB. AJIFOPHTM ’ N 7-8 Henens 20 ’
OTUYCTA 10 TPAKTUICCKOU KOHCIICKT

OI1 DSA. Anroputm 311 T'OCT 3 34.10-2001.
Aunroputwm xemuposanust SHA-2.»

pabote

Y cTHBII onpoc




CamocTosTenapHas paboTa 00yyaronuxcs

YyebHo-

METOAHNYECCKOC
OueHouHOE
Cemectp Hazsanme paszacia, TCMbI B i paG Cpoxku Tpynoemko CPEICTBO obecneyeHue
UA CaMOCTOATCIBHON PAOOTBL| - o oo | cro (uac.) pea CaMOCTOSATEIILHOU
paboThI
IToaroroBka k 1abopaTtopHOii paboTe 1o TeMe Padora ¢ KHUTOoi U N3 criicka
«OTeueCcTBEHHBIN CTAaHIAPT XCUIMPOBAHUS KOHCTIEKTOM, TIOITOTOBKA JINTEIATYPBIL,
5 N 9-11 nenens 20
OTUYCTA I10 NPAKTUICCKOU KOHCIICKT
pabote YcTHBIN onpoc
IIpopaboTka JeKIIMOHHOTO MaTepHaa 1o TeMe Pa6oTa ¢ KHUTOH 1 3 crmcka
«BapuaHThl CO3JaHUS 3aLIUIICHHBIX BUPTYaIbHBIX
KOHCIICKTOM, ITIOATIOTOBKA JINTCIJIATYPhI
6 kanainos. [Iporokonsl VPN. [TpOoTOKONIBI KAHATBHOTO, » IO N 12-14 nepens 10 KOHCHE}:I?T ’
CETEBOr0 M CEaHCOBOro ypoBHeil. Cpe/icTBa co3aanus OTHCTa 110 IPAKTHICCKOH
VPN » pabote YcTHBIN onpoc
IMoaroroBka k 1abopatopHOii paboTe 1o TeMe PaboTa ¢ KHUTOH U N3 cmomcka
«Cpenctsa coznanus VPN»
KOHCIICKTOM, ITIOATIOTOBKA JINTCIJIATYPhI
7 » O . |15-16 Hepens 10 YPBL,
OTUCTA 110 MPAKTHICCKOU KOHCIICKT
pabote YcTHbIM onpoc
[MoxroroBka k JaboparopHoii padore mo Teme «RACF PadoTta ¢ KHUTO U N3 cricka
KaK CpPeJICTBO JJOCTYyIa K HabopaM JaHHbBIX U pecypcam KOHCTIEKTOM, TIOJITOTOBKA JINTENATYpHI,
8 CHCTEM» N 17- uenens 19
OTUCTA 110 MPAKTHICCKOU KOHCIICKT

pabote

YCcTHBIN onpoc




4.3. Conep:xxkaHue yueOHOro MaTepuaJia

T 1. Benenue.
Nudopmanmonnsiii kontyp ympasiaeHus. AC kak o0bekT ympasieHus. Opomrorus AC.
TpeboBanus k AC

T2. AC onepaTuBHOTO yHpaBJICHHUS.
IPOrpaMMHO€E 0OecrieueHne

T3. Henu co3zmanus AC. Mecto AC B nH(pOpMaAIIMOHHOM KOMIUIEKce. ba3oBbie mpUHIMIIBI
AC. OcCHOBHbIE apXUTEKTYpHBIE pelIeHUs MpoekTa U CcTpykTypa AC IpOM3BOJACTBEHHOIO
Ha3HAYCHUS

T4. O6wexTsl Ub. OcHoBHBIE yrpo3sl Ub. Onrcanue o01meit CTpyKTYpbI HOJCHCTEMBI 3aLUThI
nHpopmanuu AC. B3anmoeicTBre CTPYKTYPHBIX Mo pas3aeneHuii mo Bornpocam b AC

T5. IlpuHUMIBl MOCTpOeHUsT W (YHKIMOHUPOBAHUS MEXKCETEBBIX KpaHOB. (DHIbTpaIus
Tpaduka; BbIMONHEHUE (QyHKUMI nocpeanuuectBa. Kiaccupukanuss MeXCEeTeBbIX 3KpPaHOB.
QuUIBTPYIOIMUI MapIIPYTH3ATOP; LUTI03 ceancoBoro yposus monenu 0SI/1S0.

T6. Unentudukanus u MoaATBEpKACHUE IMOJIMHHOCTH aOOHEHTOB KOPIOPATUBHOW CETH.
[TpoTOKOIIBI B3aMMHO# MTPOBEPKH MOITHHHOCTH 00BEKTOB

T7. OIl Ha OoCHOBE CMMMETPHUYHBIX KPHUNTOAIrOpUTMOB. DIl Ha OCHOBE aCHMMETPHUYHBIX
kpuntoanroputmoB. Anroput™m Il DSA. Anroputm OII I'OCT 3 34.10-2001. Anroputm
xemupoBanus SHA-2

T8. BapuanTel co3aHMs 3alllMUICHHBIX BUPTyaldbHbIX KaHaioB. [Iporokosbr VPN.
ITpoTOKOJIBI KAaHAJIBHOTO, CETEBOTO U CEaHCOBOro ypoBHel. Cpencrsa co3nanus VPN

AC wunbopManmoHHOE, MaTeMaTHUYeCKOe U

IlepeyeHb ceMUHAPCKHUX, MPAKTUYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Ne Ne HaumenoBaHue TpynoemkocTs Ouenounsie | PopMupyembic
N/H | pa3aena CEeMHHAPOB, (uac.) cpeacrea KOMIETEeHHH
H TeMbI NMPAaKTUYECKUX U Bceero | U3 Hux (MHAMKATOPBI)’
J1a00paTOpPHBIX paloT | YacoB | MPaKTHYeCKAasI
NMOATOTOBKA

1 2 3 4 5 6 7

1 | B.TL AHanu3 TeopeTHyecKux | 8 IMucemennsiii | UKk
aCIIEKTOB 3aIUAThI TEKYIIHMI WK
nHpopManuu B KOHTPOJIb.
aBTOMAaTHU3UPOBAHHBIX amura JIP
CUCTEMAxX

2 | T2. HccnenoBanue yrpo3 u | 8 IMucbemennsii | UK.
BEPOATHBIX KaHaJI0B TEKyLIUH UK.
YTCUKH KOHTPOJIb.
KOH(pHICHITHATBHOM 3amura JIP
uHbopManuu B
ABTOMAaTU3UPOBAHHBIX
CHUCTEMAxX

3 | T3. Ucnons3oBanue 10 IMuceMenHsblit | UKk
IpOTPaMMHO- TEKYIHIT MK
TEXHUYECKUX METOI0B KOHTPOJIb.
3alUThl HH(OPMAIUU B amura JIP
ABTOMAaTU3UPOBAHHBIX
CHUCTEMAX




4 | T4. Oo6bextsl b, OcHoBHBIE | 8 [MucoMmennbii | UWAKma.
yrpo3el Wb,  Ommcanue TEKYILUI N Knk2.2
obueit CTPYKTYpbL KOHTPOJIb.
HOJICUCTEMBI 3aIUTEI 3amura JIP
uHpOopMaIU AC.

Bzaumonelictsue
CTPYKTYPHBIX
noJpasieaeHuit 1o
Borpocam b AC

S | Ts. OCHOBHBIE Bubl | 10 [Mucbmennbii | UKnk.1
CHEeIUATIbHBIX TEKy Ui NKx2.2
TeXHUYECKUX  CPEJICTB KOHTPOJIb.
peTHa3HauYCHHBIX 3amura JIP
HETJIAaCHOTO TOJIy4YEeHUs
nH(popManuu

6 | T6. AHanus HEraTUBHBIX | 8 [TucbMenHsbli | WK
HOCJIEACTBUI TeKyIuii WKz .2
HECAaHKIIHOHUPOBAHHOTO KOHTPOJIb.

J0CTyIa K 3aLIMIIaeMOM 3amuTa JIP
KOMITBIOTEPHOU
nH(popManuu

7 | T7. Tunuaabie omunoku, | 8 [Mucemennbii | UK
JOITyCKAaeMBbIE npu TeKyLIHit VK22
(dukcanuu (akToB KOHTPOJIb.
HapyLIECHUM chepe 3amura JIP
uH)OPMAITMOHHOMN
0e30MmacHOCTH

8 | T8. Hccnenosanne 8 IMTucemennsiii | UKk 1
UH()OPMAIMOHHO- TeKyIuii W/IKrk2.2
TEXHOJIOTHYCCKHUX KOHTPOIIb.

CpEACTB W  IPUEMOB 3amuTta JIP
MPOTUBOJICUCTBUS

YCTaHOBJICHUIO

MpaBOHAPYILIUTENEH B

cthepe

UH(GOPMAIMOHHOM

0e30MmacHOCTH

CTYJAE€HTAMM B PaMKaXx caMocTosTeJbHOi padotsl (CPC)

4.3.2. Ilepeyenb TeM (BONMPOCOB), BHLIHOCHMBIX Ha CAMOCTOSITEJIbHOE HM3y4YeHHe

Ne Tema 3aganue dDopmupyemasi NIAK
n/n KOMIIeTeHIIUS
1 2 3 4 5
1 |Tl. AC  oneparuBHOro | OcMBICTIEHHE 1K-1 UKk
YIIPABJICHUS. AC | marepnana WKz
MH(OPMAaLIMOHHOE, JIEKIIH.
IlogroroBka K

10



MaTeMaTHYECKOe "
MIpOorpaMMHOE 00ecriedeHne

JLP.1.

T2. Uemu cozmanus AC.
Mecro AC B
UH(POPMALIMOHHOM
KOMILJIEKCE. bazosnie
npuniunel  AC. OcHOBHbIE
aApXUTEKTYpHBIE pelieHus
npoekta u crpykrypa AC
MIPOU3BOJICTBEHHOTO
Ha3HA4YCHUS

OcMmEIcacHuE
Marepuana
JICKITHI.
IToaroroska
JLP.2.

IK-3

WKz
K32

T3. O6wektel Ub. OcHOBHEIE
yrpo3sl Ub. Onncanue oOrmieit
CTPYKTYPBI IOJICHCTEMBI
3amutel  uHpopMarmu  AC.
BzaumonelictBue
CTPYKTYPHBIX MOJIpa3ieJIeHUI
o Bonpocam b AC

OcMEbICiIeHHIE
Marepuaia
JIEKITHAH.
ITonroroska
JI.P.3.

[K-3

NKrnxs 1
K32

T4. [IpyHUMIIBI TOCTPOEHUS U
(GyHKIIMOHUPOBAHUS
MEKCETEBBIX
OuibTpanus
BBIITOJIHCHUE
MIOCPEIHUYECTBA.
Krnaccudukanus MexceTeBbIX
3KpPaHOB. OunbTpyroWuUn
MapuIpyTH3aTop; LLUTIO3
CEaHCOBOI0 YPOBHA MOJIEIHU
0SI1/1S0.

HKPAHOB.
Tpaduka;
byHKIHI

OcMmEIcaeHnE
Marepuaia
JICKITUH.
Ilonroroska
JL.PA4.

[K-3

NAKnxks.1
NKrnxs.2

TS. Unentuduxarms Hu
MOJTBEPKICHUE
MOJIMHHOCTHU abOHEHTOB
KOPIIOPaTUBHOMN CETH.
[IpoTokosl B3aWMHOMN
MIPOBEPKHU MO/VTMHHOCTH
00BEKTOB

OcMEBICIIEHHIE
Marepuaia
JICKIIUH.
ITonroroska
JI.P.5.

IK-3

K3 1
K32

Té6. oIl Ha OCHOBE
CUMMETPUYHBIX
kpunroanropurmoB. OIl Ha
OCHOBE aCUMMETPUYHBIX
KPUITOAJITOPUTMOB.
AnroputMm Ol DSA.
AnroputMm DII TOCT 3 34.10-
2001. AnroputM
xemupoBaaus SHA-2

OcMmEIcIeHNE
MaTepuaia
JIEKITUH.
IToaroroska
JL.P.1.

[K-1

NAKmxk1.1
NAKrmx1.2

T7. Bapuantel co3gaHus
3alIUIIEHHBIX  BUPTYaJIbHBIX
ka”ayoB. IIporokomsr VPN.
[TpoTokombl KaHAJIBHOTO,
CETEBOIO M CEaHCOBOI'O

OcMEBICIIEHE
Marepuaia
JICKITUH.
ITonroroBka
JL.P.6.

IK-3

NKnk2.1
NKnk2.2
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ypoBHeil. CpeacTBa co3gaHust
VPN

8. | T8. AC onepatuBHOrO | OCMBICIICHUE 1IK-3 NJKrniks1
yIpaBJICHHUS. AC | marepuana WK
nH(OPMaLIMOHHOE, JIEKLHUH.
MaTeMaTHYECKOe u | [lonroroBka
IIporpaMMHOE 00ecIieyeHne JLP.7.

4.4. MeToauvecKkue yKa3aHus 110 OPraHU3aAMUM CAMOCTOSITEIbHOM PadoThI CTY1€HTOB

CamocrosrenbHass pabora OakanaBpoB — WHIMBHIyalbHas YydeOHas JesITeIbHOCTD,
ocyllecTBisieMass 0e3 HENOCPEACTBEHHOIO PYKOBOJACTBA MpENojaBareis, B Xo0Je KOTOpoH
OakamaBp AaKTHBHO BOCHPHUHUMAET, OCMBICIMBACT MOJYYCHHYI0 HH(POPMAIHIO, peIIaeT
TEOPETUYECKHE U MPAKTUUECKUE 3a/1a4H.

Ha camocrositenbHyto paboTy BBIHOCSTCSI CIEAYIOLIME BOIPOCHI M 3alaHus IO TeMaMm
JUCLUTUIMHBL:

T1. AC omneparuBHoro ympaeineHus. AC HHPOPMAIMOHHOE, MATEMaTHYECKOE H

IpOrpaMMHO€E 0OecrieyeHre

T2. Lenu coznanus AC. Mecto AC B nHGOpMaIIMOHHOM KOMILIEKce. ba3oBbie TPUHITUTIBI
AC. OCHOBHBIE apXUTEKTYpHBIE pEIICHHs MNpoekTa U CTpyKTypa AC NIpOM3BOJACTBEHHOIO
Ha3HAYCHUS

T3. O6bektsl 1b. OcHoBHble yrpo3sl Ub. Omnuncanue oOmiel CTpyKTypbl MOJCUCTEMBI
3anuThl HHGopmarun AC. B3anumoeiicTBie CTpyKTypHBIX Toipa3aeneHuii no sompocam b AC

T4. IlpuHuMnel nocTpoeHUst U GYHKIMOHUPOBAHUS MEXKCETEBBIX 3KpaHOB. DUIIbTpaIys
TpauKa; BBIIOJHEHHE (QYHKIMH mocpenHudectBa. Kiaccupukanus MeXCETeBBIX 3KPAHOB.
OUIBTPYIOIKN MapIIPyTU3aTOp; IITI03 ceaHcoBoro ypoBHsa Moaenu 0SI/1S0.

T5. Unentudukanus u nmoaTBepkKAeHUE MOTMHHOCTH a0OHEHTOB KOPIOPATUBHOM CETH.
[TpoTOKOIIBI B3aMMHO# MTPOBEPKH MOIMHHOCTH 00BEKTOB

T6. OI1 Ha OcCHOBE CUMMETPUYHBIX KpUNITOANTOPUTMOB. DI1 Ha OCHOBE aCUMMETPUYHBIX
kpuntoanroputmMoB. AnroputMm Ol DSA. Anroputm OII I'OCT 3 34.10-2001. Anroputm
xemupoBanus SHA-2

T7. BapuaHTbl cO37aHMs 3alUUICHHBIX BUPTYalbHbIX KaHaNoB. IIportokomsr VPN.

ITpoTOKOIBI KAaHAJIBHOTO, CETEBOTO M C€aHCOBOr0 ypoBHEH. CpenctBa coznanust VPN

T8. AC omneparuBHoro ympasineHus. AC HHYOpPMAIMOHHOE, MaTeMaTHYECKOe H
nporpaMMHoOe o0ecrieueHue

IIpuMepHast TeMaTHKa KYPCOBBIX padoT (IIPOEKTOB) HE IPELYCMOTPEHO

V. YUEBHO-METOJUYECKOE 1 TH®OPMALIMOHHOE OBECIIEYEHHUE
JUCLMILIMHBI (MOLYJIS)
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DnexTpoHHas HHPOPMAIMOHHO-00pa30BaTeNIbHAS Cpesla YHUBEPCUTETa 00ECIIEYMBAET JOCTYI
K DJICKTPOHHBIM y4EOHBIM H3/IaHUAM H AJICKTPOHHBIM 00pa30BaTeIbHBIM pecypcam,
yKa3aHHBIM B paboueil mporpaMme TUCIHUILTHHBI (MOJTYJIs).

bubnuoTeunplii HOH] YKOMIUIEKTOBAH TIEYaTHBIMHU 3/IaHHSMU U3 pacdera He MeHee 0,25
AK3EMILISpa KaXI0r0 U3 U3JaHUM Ha OJTHOTO 00YYaroIerocs U3 Yucia Jull, OJHOBPEMEHHO
OCBAaMBAIOIIMX COOTBETCTBYIOIIYIO AUCIUILTUHY (MOIYJIIB).

1. Ps6oB, 1. B. ABTOMaTH3MpOBaHHBIE HHPOPMALMOHHO-YIPABJISIOIINE CUCTEMBI | y4eOHOE
noco6ue / U. B. Pa6os. Monikap-Oia : [T0BO/KCKHIT TOCY [apCTBEHHbII TEXHONOTHYECKH It
yHuBepcuret, 2015. - 200c. - Tekcr: anekTponHsblid. - URL:
https://biblioclub.ru/index.php?page=book&i1d=439330 (nara obpamenus: 14.09.2022)

2. llumos, O. B. CoBpemennsie cpenctBa ACY TII : yuebnuk / O. B. [llumos. Mocksa,
Bonorga : Uadpa-Unxenepus, 2021. - 532c¢. - Tekcr: anexkrponnsid. - URL:
https://biblioclub.ru/index.php?page=book&id=617234 (nara obpamenus: 14.09.2022)

0) nepuoguYeCKUe U3TAHUS

B) CIIMCOK ABTOPCKHX METOIHYECKHX Pa3padoToK:
r) 6a3bl JaHHBIX, HHPOPMAMOHHO-CIIPABOYHbIE U MIOUCKOBbIE CHCTEMbI
1. Hayunas 6ubnuotexa UI'Y http://library.isu.ru/ru/resources/edu_resources/index.html
2. B/l xuur wm npomoipkarommxcs — m3manuii - http://ellibnb.library.isu.ru/cqi-
bin/irbis64r_15/cqiirbis_64.htm?LNG=&C21COM=F&I21DBN=IRCAT&P21DBN=IRCAT
3. DnekTpoHHBIH ynTanbHBIH 31 «bubamoTex» https://isu.bibliotech.ru/.
4. DnexTponHas oubimoreynas cucrema «M3narenpctBo «Jlans» http://e.lanbook.com.
5. DnekTponHas obubnnoreunas cucrema «PYKOHT» http://rucont.ru.

VI.MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHHUIIJIMHBI
MoAayJisl)
6.1. YueOHo-1a00paTopHOe 000py10BaHMeE:
Knacc 9BM, aynurtopust 323 A, ocHalleHHasi BBIYUCIUTEIBHOW TEXHUKOU, CTICIIHAIBHBIM
ITO u cBoOOIHBIM OCTYIIOM B ceTh Internet.

6.2. IIporpammHoOe oGecnieyeHue:
1. ABBY PDF Transformer 3.0 ITaker u3 10 Heumenubix nuniensuit Per Seat (10mumm.) EDU. Kon
no3unmn: AT30-1S1P10-102 Kotuposka Ne 03-165-11 ot 23.11.2011. beccpouHo.
2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Kontpakt Ne 03-013-14 ot 08.10.2014.Homep
Jlunien3un Microsoft 45936786. beccpouno.
3. WinPro10 Rus Upgrd OLP NL Acdmc. Cy6mnunensuonnsiii gorosop Ne 502 ot 03.03.2017 Cuer Ne
®P3- 0003367 ot 03.03.2017 Axt Ne 4496 ot 03.03.2017 JIuniensus Ne 68203568. beccpouno.
4. Kaspersky Free (exerogno oOnoBmsiemoe I1O). VYcnoBusi HCHONB30BaHUS MO  CCHUIKE:
http://www.kaspersky.ru/free-antivirus/ . beccpouro.

6.3. TexHnuyeckue U 3J1eKTPOHHbIE CPEACTBA:
MynbTUMeANIHBIN TPOEKTOP, SKpaH (110 HEOOXOAUMOCTH ), METIOBAsI MJIM MapKepHasi 10CKa.
VI1.OBPA3OBATEJIBHBIE TEXHOJIOT'UHU
Ha nexmusix Mcronb3yroTcsl aKTUBHBIE METO/IbI 00yueHusl (KOMIBIOTEPHBIX CUMYJISIH,
pa3bop KOHKpETHBIX cuTyanuit). [IpakTuyeckue 3aHATHS TPOBOJAATCS B MHTEPAKTUBHOM (opMme.
JlaGopaTopHbie pabOThI MPOBOASTCS C HCcToMb30BaHreM [IDBM ¢ mocneayrorieit 3anmToid.

VIILLOOEHOYHBIE MATEPHUAJIBI IUIS1 TEKYIIEI'O KOHTPOJIA U
MPOMEXYTOYHOM ATTECTALIMA

13


http://library.isu.ru/ru/resources/edu_resources/index.html
http://ellibnb.library.isu.ru/cgi-bin/irbis64r_15/cgiirbis_64.htm?LNG=&C21COM=F&I21DBN=IRCAT&P21DBN=IRCAT
http://ellibnb.library.isu.ru/cgi-bin/irbis64r_15/cgiirbis_64.htm?LNG=&C21COM=F&I21DBN=IRCAT&P21DBN=IRCAT
https://isu.bibliotech.ru/
http://e.lanbook.com/
http://rucont.ru/
http://www.kaspersky.ru/free-antivirus/

Texymuii KOHTPOJIb peATM3yeTCsl B BUI€ TUCbMEHHOIO TEKYyIero KoHTposst Ha [131-1136,
npu 3amure J1aboparopHsix padot JIP1-JIP3. Tekymmuii KOHTpOJb HANpaBlIEH Ha BBHISBICHUE
chopmupoBanHocTH kommereHuu [1K-1.

Jlisg peanu3anuu TEKYLIEr0 KOHTPOJS HCIOJIb3yeTcsl OalibHO-pEUTHMHIOBas CHCTEMa
OIICHKH, IPUHSATAS] B YHUBEPCUTETE.

3a mmocenieHue oTHOTro Bua 3aHsaTus naercs 0,6 6amna (25 3ansruit (JI+I13+JIP)*0,6 6anna
= 15 6amioB), MaKCUMaTbHOE KOJIMYECTBO OAIIJIOB 32 MUChMEHHBIN KOHTpoib Ha CKP — 5 Ganos,
3a [I3 — 54 OGamnoB (6 neryuek *5 Oamma= 30 OamioB, penieHWe 3aaad y JOCKH WU
CaMOCTOSITEIILHOE JIOCPOYHOE PEIICHHUE BCEX 33714, BRIHOCUMEBIX Ha [13 — 6 3ansaTuii*4 6anna=24
6aiutoB), maboparopusie padboTsl (JIP) — 30 6amnos (3*JIP*10 6amioB=30 6amwioB).

[TapameTpsl OIICHOYHOTO CPEICTBA JJII MUCBMEHHOTO TEKYIIETO KOHTPOJS M PEIICHUS
3a[]a4M Y JOCKH MU CAaMOCTOSITENIbHOTO JIOCPOYHOIO PElIeHus BceX 3aa4, BBIHOCUMBIX Ha [131-

[136. [Tapametpsl ontenounoro cpeactna s KCP.

NT— Ornenka / 0ajuisl
PHTEp OTiIn4HO Xopor1iio Y 1oBETB. Heynogsi.
OLIEHKU
5 0ajuIoB. 3,5 6ata 2 Gamna. 0 6amnoB
3amanue He
ITonHOCTEIO A
He nomHOCTEIO BBIITOJIHEHB] WJIN
[MonHoCTEIO U BBIIIOJIHEHBI BCE
BBITOJTHEHBI 3aJaHue
KOPPEKTHO 3aaHusl,
Brmmonnenue 3aaHusl, BBIIIOJIHEHO HE
. BBITIOJTHEHBI BCE | JOMYILEHBI
3a1aHni JIOTIYIICHBI OJTHA — | TIOJHOCTBIO U
3aaHus. OJlHA — JBE
JIBE OIIMOKH. JomyIieHo oosee
OLIINOKH.
3-x omunboK.

[TapameTpsl OLICHOYHOT'O CPEJCTBA JIJIsl 3aLIUTHI JlabopaTopHbIX padot JIP1-JIP3

KoHTen Ornenka / 0auibl
(I))IIGHEI/I OT1inyHO Xopomuio Y noBners. Heynogi.
7-10 6amnoB 4-6 6amna 1-3 Ganna. 0 6anoB
B nenom otuer Otuet HE
odopmiieH oopmIieH.
KOPPEKTHO, Otuer oopmiieH
CIeNaHBbI MOJTHOCTHIO. Otuer odopmieH
BBIBOJIBI, HO Nmerorcst CO 3HAYUTEIIBHBIMU
[TonHOCTHIO M
UMEIOTCS 3aMe4yaHus 1Mo 3aMeuYaHUsIMH,
KOPPEKTHO
odopmen HE3HAYUTEIIbHBIC | OOPMIICHHIO, BBEIBOJIBI HE
p HEJOCTaTKHU. BBIBOJIBI CJICJIAHBI | TIOJIHBIE, TIPH
OTYET, C/ICNIaHbI
[Tpu 3amure HE TIOJIHOCTBIO. 3alUTE CTYACHT C
BeBOZIB. T1pH CTYHEHT IIpu 3amure TPYyAOM
Brinmonuenue | 3ammre Y P by
. MTOKAa3bIBaCT CYXKIICHHS dbopMyIIpyeT CBOH
3aTaHU I MOKa3aHo
MOHUMAET MTOBEPXHOCTHBI, MBICTTH, HE
BCCCTOPORHCC I | o reprana cojiepKar TIPUBOJIAT
rry0okoe P ’ P p
A MIPUBOIUT OIIMOKHU, TPUMEPHI | IPUMEPHI, HE AaeT
MIPUMEPBI, HO HE TIPUBOATCS, OTBETa Ha
MaTtepuana.
UCTIBITHIBACT OTBETHI Ha JOTIOTHUTETIbHBIC
3aTpyAHCHHUS C JIOTIOTHUTEIBHBIC | BOITPOCHI
BBIBOJIaMH, BOIPOCHI HE
OJTHAKO YBEPCHHEIE.
JIOCTaTOYHO
MTOJTHO OTBEYAET
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Ha
JIOTIOJIHUTEIIbHbIE
BOIPOCBHI.

BOHpOCBI AJI IIMCBbMEHHOI'O TEKYIIETO KOHTPOJIA MPHUBEACHBI HUXKE!

1. OcHoBHbIe HanpaBieHus pa3Butus AC

2. CxeMbl aBTOMaTU3UPOBAHHOM CHUCTEMBI YIIPABJICHUS

3. OcuoBHbIe BUI6I AC.

4. RACF kak cpeacTBo A0CTyma K HA0opaM JaHHBIX U pecypcaM CHCTEM.

5. OCHOBHBIE THIIBI BPEJOHOCHOTO MPOTrPAMMHOI0 00ECIICUEHHS.

6. IHpOopManmoHHBINA KOHTYP yIpaBIICHUS.

7.AC xaKk 00OBEKT yIpaBJICHHUSI.

8. OBomronust AC. Tpeboanus k AC

9. AC omneparuBHoro ympasieHus. AC uHPOpMAIIMOHHOE, MaTeMaTHYeCKOe M MPOrpaMMHOE
o0ecnieveHue.

10. Lenu co3manus AC.

11. Mecto AC B nH(OpMAIITMOHHOM KOMILIEKCE.

12. bazoBbie npuniuibr AC.

13. OcHOBHbIE apXUTEKTypHbIE pelleHus mpoekra U crpykrypa AC Npou3BOACTBEHHOIO
Ha3HAYCHMUSI.

14. Jlanamadt BEIMUCTUTEIHBHOM CUCTEMBI.

15. Bo3moxkHocTu pa3Butus cuctemsl AC.

16. TloBblmieHHEe 3aNUIICHHOCTH WH(POPMAIIMOHHBIX pecypcoB AC 0T 3JI0HAMEPEHHOTO
MCIIOJIb30BaHUS WM Pa3pyIICHHUS).

IlepeyeHb NpUMEPHBIX BOIIPOCOB VIS 3aLUThI IPAKTUYECKUX PabOT:
JIP1. UndopmannonHslii koHTYp ynpaBieHus. AC kak oObekT ympasieHus. DBomronus AC.
Tpebosanus k AC.
JIP2. AC oneparuBHoro ynpasieHus. AC nHpopMaoHHOE, MaTEMaTHYECKOE U TPOTrPaAMMHOE
obecrieueHue.
JIP3. Llenu coznanus AC. Mecto AC B nHpOpMamoHHoM KoMmIulekce. bazosbie npunImnsl AC.
OcHOBHBIE apXUTEKTYpHBIE PELIEHUS POEKTa U CTPYKTypa AC MpONU3BOICTBEHHOIO Ha3HAUYEHUS
JIP4. O6wextsl UB. OcnoBHbIe yrpo3sl Ub. Onucanue o6miel cTpyKTyphl MOACUCTEMBI 3aIIUThI
uHpopmanuu AC. B3aumopeiicTBue CTpyKTypHBIX Iosipa3enenuit o sonpocam b AC
JIP5. IlpuHUMIIBI TIOCTPOEHHS W (PYHKIMOHUPOBAHUS MEKCETEBBIX 3KpaHOB. DuibTpanus
Tpauka; BbIIOJHEHHE (QYHKIMM mocpenHudecTta. Kiaccmpukaiys MeXCETeBBIX 3KPAHOB.
OUIBTPYIOIUN MapIIPyTU3aTOp; IITI03 ceaHcoBoro ypoBHsa Moaenu 0SI/1SO0.
JIP6. Unentudukanus u TOATBEPKICHHUE TOTMHHOCTH AO0OHEHTOB KOPIOPATUBHOW CETH.
[TpoToKoJIbI B3aUMHOM MPOBEPKU MOITMHHOCTH OOHEKTOB
JIP7. OI1 Ha OCHOBE CHUMMETPUYHBIX KPUNTOAITOpUTMOB. DIl Ha OCHOBE aCMMMETPUYHBIX
kpuntoanroputmMoB. AnroputMm Ol DSA. Anroputm OII I'OCT 3 34.10-2001. Anroputm
xemupoBaaust SHA-2
JIP8. BapnaHThI cO3/1aHNs 3alIMIIEHHBIX BUPTyalIbHbIX KaHAIOB. [IpoTokoser VPN. IIpoTokosnst
KaHaJbHOI0, CETEBOIO U ceaHCOBOT0 ypoBHeW. Cpenctea co3ganus VPN

O11eHOYHBIE CPENICTBA JJIsl POMEKYTOUYHOM aTTecTanuu (B popMe 3a4era).
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dopma NpoOMEKyTOYHOTO KOHTPOJISL — 3a4eT. 3a4eT BBICTABJISETCS 10 UTOraM H3yueHUs
JUCIUIUIMHBL B TEYEHHE CEMECTpa MPHU YCIOBUH IMOJOXKHUTEIbHBIX PE3yJbTaTOB 3alllUThl BCEX
1ab0paToOpHBIX PaboT, MPEAyCMOTPEHHBIX MPOTPAMMOH.
[TpomexxyTouHas aTTecTalMsi HalpaBjieHAa HAa MPOBEPKY CPOPMHUPOBAHHOCTH KOMIIETEHIIHIMA
[1K-2 u mpoBoautcs B gopme TecTUpoBaHus. s peanuszanu MPOMEXYTOUHOTO KOHTPOJIIS
UCIOJIB3YeTCs 0aNIbHO-PEHTHUHTOBAsI CUCTEMA OLICHKH, IPUHSATAs B YHUBEPCHUTETE.

3aueT BBICTABISAETCS 110 CyMMe 0aJioB, MOJTYYEHHBIX MPU U3yUYEHUU AUCLUTUIHHBI.
YcBoeHue 6akaiaBpoM H3ydaeMon JUCIUTIIMHB MaKcUMabHO otieHuBaetcs 100 6ammamu. 13

HuX 90 GayutoB oOydaromuiics MoxeT HabpaTh B TedeHue cemectpa u ot 0 1o 10 6amioB moryT
OBITH AaHbl B KAYCCTBC KIMIPECMHUATIbHBIX» 63,J'IJ'IOB 3a aKTUBHBIC (bOpMBI pa6OTBI, BBICOKOC Ka4€CTBO
BBITIOJTHECHHBIX J'Ia60paT0pHLIX uT.O.

[TapameTpsbl OLIEHOYHOTO CPEICTBA AJIS aTTecTaluu B (hopme 3adera.

WTOroBslii ceMeCTPOBBIA PEUTHUHT AkazneMuyeckasi OLieHKa
0-59 6amos «HE 3a4TCHO»
60-100 GamoB «3aYTCHO»

Marepuanbl AJsi NpPOBeJdeHUs] TeKYLIEro W MPOMeXKYTOYHOI0 KOHTPOJISI 3HAHUIA
CTY/I€HTOB:
IIpumep TecTa AJi51 NPOBeIeHUA MPOMEKYTOUHOI aTTecTaunu B gopMe 3aueTa
OO6pasel1 TUTIOBOTO UTOTOBOTO TECTA MO AUCLUILIMHE 32 BECh MIEPUO]I OCBOCHUSI:
1. Yro moHuMaeTcs moj KOH(pHUICHITUATBHOCTHIO HHPOPMAITUH?

A).O6s3arenbHOE TUTSt BBITIOJIHCHUS JIULIOM,
MOJYYHMBIIUM JAOCTYI K ONpeeNIeHHON HHPOpMannu, TpeOOBaHHUE HE MepeaBaTh TaKyko
uH(pOpMalLIMIO TPETHUM JIMIIaM 0e3 coriacus ee o0aanaTens.

b). Orpannuenue noctymna Kk HHGOPMALIUK TPETHUX JIULL.
B). Undopmanust 1ocTym K KOTOpOH OrpaHuYeH.

2. Kem sBnsiercst o0nanatens nHGopMauu coraacHo 3akoHy 00 uHpopmaruu?
A). JInmo caMoCTOSITENIbHO cO3/1aBiiee HH(OPMAIHIO

b). JIuuo nony4uBiiee HHGOPMALIHIO HA 3aKOHHBIX OCHOBAaHUSIX.

B).JIumo, CaMOCTOSATENILHO co3JaBuiee nH(pOpMAaIIHIO
aub0 TMOoJyuyMBILIEE HAa OCHOBAHMM 3aKOHa WM JOroBopa IpaBO pa3peliatb WU
OTPaHWYUBATH JOCTYI K HH(POPMAIIHH, OTIPEACIIIEMON 10 KaKUM-JTH00 TTpU3HaKam

3. PykoBoasmuii JOKYMEHT IO pealn3anun 00sA3aTeNIbHbIX MEPOIIPUATHH MTPH
npoBesieHuH padot no 3ammre nHpopmaruu B ACY:

A. Ilpuka3z ®CTIK Poccuu N 21;
b. IIpuka3z ®CTOK Poccnn N 17,
B. IIpuxa3z ®CTOK Poccun N 31.
4. TpeGoBaHMs K IPOBEJCHHIO padoT 1o 3amuTe nHGopmaruu B ACY
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A. ®opmupoBaHue TpeOOBaHUH K 3aUTe HHPOPMAIIUUA B aBTOMATU3NPOBAHHOM
CUCTCMC YIIPABJICHUA NIPOU3BOACTBCHHBIMU U TCXHOJIOTMUCCKHUMU ITPOLCCCAMU,
pa3paboTKa CUCTEMBI 3aIIMThl ABTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABJICHUS; BHEPEHNE
CHUCTCMBI 3allIUThI aBTOMaTHSHPOBaHHOﬁ CHUCTCMBbI YIIPABJICHHA,

b. ATrecranus aBTOMaTU3MPOBAHHOMN CUCTEMBI;
B. JluniensupoBanue.

5. PykoBomsmuii JOKyMeHT i1 MozempoBanus yrpo3 Ub:
A. Meroauka onieHkH yrpo3 6ezonacHocty uHpopmaruny YTBepxkaeH ®CTOK Poccun 5
deBpans 2021,
b. Meroanka onpe/ieieHrs akTyallbHBIX YIpo3 0€30I1aCHOCTH MEePCOHATBHBIX JAaHHBIX TTPH
ux 00paboTke B MHGOPMAIIMOHHBIX cUCTeMax nepcoHanbHbIX HaHHBIX (PCTOK Poccun,
2008 r.);
B. Meronuka omnpeneneHus akTyalbHbIX YyIpo3 0€30MacHOCTH MH(POPMAIUH B KIIFOUEBBIX
cucremax nHGpopmannonnoit nappactpykrypsl (PCTIK Poccun, 2007r.).

9. Lenbto onpeneneHus yrpo3 6€30macHOCTH HH()OPMALIUU SBISETCS:

A. YcTaHOBJIEHUS TOTEHIIUAIBHBIX YTPo3 0€30MacHOCTH;
b. YcranoBnenus noreHuanbHbIx yszsumocted AC TII;

B. YcranosneHue Toro, CyiecTByeT Jid BO3MOKHOCTh HAPYIICHUS
KOH(UICHIIMATBEHOCTH, IIEIOCTHOCTH WU AOCTYITHOCTH UH(OPMALIUU, COepKallecs
B HH(OPMAITMOHHOH CHUCTEME.

7. 3amuTa u KOHTposb web-tpaduka (Web Security)- cocras, GyHKIIUU
A. 3ammTa OT HIMUOHCKUX MTPOTrpaMM, BpeIOHOCHOT0 MOOMIIBHOTO KO/a, GUIITUHTa, O0OTOB,

H JIpYTHE,;
b. IIpoBepka NOJIMHHOCTH MOJIb30BATES;
B. ®yHKIMHN MEXKCETEBBIX JKPAHOB.

8. CereBble cuctemsl npenoTspaiieHus sropxxenuii (Network IPS)- gynkuuu:
A. OyHKIIMM MEXCETEBBIX KPAHOB;
b. Ananuza u koHTpoOs Tpaduka;

B. 3amuTa OT MIMMOHCKUX MPOrpamMM, BPEAOHOCHOTO MOOMIIBHOTO KOJIa.

9. Kpunrrorpadmdeckue nnmro3bl (VPN) HazHaueHue:

A. OOecnieueHne 3a1UThl OT BTOP>KEHUSI CO CTOPOHBI CeTel nepeaun JaHHbIX
(Mutepner), obecnieuenns: KOHGUACHIMATBLHOCTH IPU Niepeiade nHpopMaluu mo
OTKpBITHIM KaHasaMm cBsi3u (VPN), a Taxke opraHuzanuu 6€30MacHOro 10CTymna
NOJIb30BaTeNel K pecypcam ceTei 00IIero nojab30BaHus;

b. Obecnieuenue ayTeHTUPUKALUY;

B. Hacrpoiiku mapameTpoB 0€301MacHOCTH OTIEPAIIMOHHON CUCTEMBI.
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10. Mognens yrpo3 6e30macHOCTH HHPOPMALIUHU T0JIKHA COJePKATH!

a). KpaTKoe OINKCAHUE apXUTEKTYPhl 3HAYHMMOIO 00BEKTa, XapPaKTEPUCTUKY HCTOYHHKOB
yrpo3 6e3omacHoCcTH MH(pOpManyy, B TOM YHCIE MOJENb HApPYIIUTENs, U OIHCAHHE BCEX
yrpo3 6e30macHOCTH HH(POPMALIUH, aKTYaJIbHBIX IS 3HAUUMOTO O0BEKTa;

6). Mozmens HapymuTeds, W ONUCAHHE BCEX Yyrpo3 0e30macHOCTH WH(OPMAIHH,
aKTyaJIbHBIX JJIsl 3HAUUMOTO OOBEKTa;

B). KpaTKO€ ONHMCAaHHE apXUTEKTYPhl 3HAYMMOTO O0BEKTa, XapaKTEPHUCTUKY MCTOUYHHKOB
yrpo3 6e301acHOCTH WH(POPMALIHH.

11. CucremMbl 6€30NMaCHOCTH JOKHBI 00ECIICYNBATh:

a). BOCCTaHOBJIEHHWE (DYHKIMOHHUPOBAHUS CUCTEMbl 0€30MacHOCTH WHGOPMAIMOHHON
UHPPACTPYKTYPHI;

0). HeIOMyIIEHWE BO3JCUCTBUS HAa TEXHUYECKHE CpelcTBa oOpaboTku WHOpMAIMH, B
pe3yabpTaTe KOTOPOTO MOXET ObITh HAPYIICHO U (MJIM) MpEeKpanieHo (yHKIIMOHUPOBAHUE
nH(OpMaLMOHHON HHPPACTPYKTYPHI

B). ycroiumBoe (PYHKIIMOHUPOBAHWE CHUCTEMBI 0O€30MacHOCTH HH(DOPMAIMOHHON

UHDPACTPYKTYPHI.

12. Kareropuu nH()OPMAITMOHHBIX PHCKOB:

A) Pucku, BbI3BaHHBIC yTPATOH W/WIH yTEYKOW HHPOPMAILIUU U UCTIOIH30BAHUEM €€
KOHKYPEHTaMH WJIM COTPYIHUKAMHU B LEJIIX, KOTOPbIE MOT'YT HOBPEINUThH OU3HECY;

b) Pucku Texandyeckux c00eB pabOThI KaHAJIOB Mepeiayd HHPOPMAaLUU, KOTOPBIE MOTYT
IPUBECTH K YOBITKaM;

B) Pucku, BbI3BaHHbBIE (POPC-Ma)KOPHBIMU 0OCTOSITENECTBAMH.

13. TexHuueckue KaHaJIbl YTEUKH WHPOPMAIINY BOSHUKAOT:

A) Ilpu ucnonb30BaHUH 37I0YMBIIIIEHHUKOM CTIEIIHAIBHBIX TEXHUUECKUX CPEJICTB
MPOMBINIICHHOTO MIMHOHAXA, TO3BOJIAIOIINX OMy4YaTh 3alIUIIaeMy0 HHHOPMAIUIO TTPU
HETMOCPEICTBEHHOM KOHTAaKTe C MepcoHaoM (UPMBI, JOKYMEHTaMH, JejlaMu U 06a3zamu
JAHHBIX;

b) Ilpu ucnonap30BaHUM 37I0YMBIIINIEHHUKOM CHEIUATBHBIX TEXHUYECKUX CPEJICTB
MPOMBIIIIEHHOTO IIITMOHAXa, MO3BOJIAIOIINX TOJTyYaTh 3allyiliaeMyto nHpopMaiuio 0e3
HETMOCPEICTBEHHOTO KOHTAKTa C MEePCOHAIOM (pUPMBI, TOKyMEHTaMH, JeIaMHi U 0a3zaMu

JTaHHBIX;

B) Ilpu ncrionp30BaHUM 3JI0yMBIIIJIEHHUKOM CIIEIIHAIBHBIX TEXHUYECKUX CPEJICTB
JUTSL BO3JICHCTBUS HA CPEACTBA 3aIlUThHI HH(pOpMALINH;

14. Ilenpio aHaNTM3a PUCKOB SBISETCS:

A) Ouenka yrpo3 u ysA3BUMOCTEH, BO3MOXXHOIO YyuiepOa, Y4YUTbIBasg YPOBEHb
3alIUIIEHHOCTH HHPOPMALIMOHHON CUCTEMBI;

b) [IpoBepka ypoBHsI 3alTUIIIEHHOCTH HH(POPMAITMOHHON CUCTEMBI,

B) Ouenka Tekymero cocTostHus 3alIUIEHHOCTH HH(POPMALIMOHHOM CUCTEMBI

15. Yrpo3bl 6e3onacHOCTH HHPOPMAIIMOHHBIM aBTOMAaTH3UPOBAHHBIM CHCTEMaM 3TO:

A) CoBOKYITHOCTb yCIOBHU U (PaKTOPOB, KOTOPbIE MOTYT CTaTh MPUYMHONW HapYIICHUS
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[ETIOCTHOCTH, OCTYIHOCTH, KOH(PHUICHIINATHHOCTH HHPOPMAIIIH;
b) CoBoKyITHOCTB yCIIOBHIA U (JaKTOPOB, KOTOPHIE MOT'YT IPUYHHUTS yILepO HHPOpMAaLINY;
B) CoBokynHOCTh yciOBUH U (aKTOPOB, KOTOPbIE MOTYT CTaTh NMPUYMHOW HapyIICHHS

uHpOpMaLUu.
Ne Bua xonTposs KountpoJsmpyemsie KouTpoJsmmpyembie
TeMbl (pa3aeJibl) KoOMIIeTeHIuu/
HHIUKATOPBI
1 2 3 4
1 TecroBoe 3a1anue T1-T8 I1K-1
WMKmx1.1
NJIKrk1.2
[1K-3
MIKnks.1
NJIKrk3 .2
Pa3paborunkn:
Houent kaheapsr POuPD T Cepénxun C.II.

IIporpamma paccMoTpeHa Ha 3aceaHuu Kadeapsl paauoU3uKy U pano31eKTPOHUKH
«27» ¢pespains 2023 r. [Iporokon Ne 7

A
W.o.3aB. xadenpoit %//Z/ Konecnuk C.H.

Hacrosimmass mporpamma, He MOXeET ObITh BOCIpPOW3BEJIEHa HM B Kakoil ¢opme 6e3

MpeaABapUTCIIbHOTO IMCBMCHHOI'O pa3pCIICHUSA Ka(benpbl-paspa60TqHKa porpaMMmal.
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