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|. Heau n 3212494 AUCHUILIMHBI (MOYJIs1):

Hean: wu3ydeHue COCTOSHUA TMPoOJeM KOMIIEKCHOTO oOecnedeHus: WHGOPMAIMOHHON
0€30MacHOCTH, METOJOB M CPEACTB 3alIUThl MH(OOpPMALUKA B aBTOMATHU3MPOBAHHBIX CHCTEMAax
3anaum:
1. wusydenwe u npUHLHUI (HYHKIIMOHUPOBAHHS OCHOBHBIX aBTOMATU3UPOBAHHBIX CUCTEM;
2. HN3YUYCHUC OCHOBHBIX HpHJ’IO)KGHHfI, IMPUKIAAHBIX CUCTEM H 3a/la4 aBTOMATU3UPOBAHHBIX
CHUCTEM,;
3. cmocoObl u TpeOOBaHUS OpraHW3aMi PadOT MO OOECIICUSHUIO 3aIIUTH HHPOPMAIUU B
ABTOMATU3MPOBAHHBIX CHCTEMAaX.

I1.MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

VYyebnas qucuurummaa (Moayis) b1.B.03 3ammura wHbOpManmu B aBTOMaTH3UPOBAHHBIX
CUCTEMaX OTHOCHUTCS K BApUAaTUBHOM YacTH MPOTrpaMMBbl.

[lepeyeHp mnocnenyrOmUX Y4E€OHBIX IUCHMIUIMH, AT KOTOPHIX HEOOXOIUMBI 3HAHUS,
YMEHHSI U HaBBbIKH, QopMmMupyemble naHHOW yueOHoM nucuurumuHoi: b1.0.21 KommnbroTepHas
3ammTa MHGOpMAIMM OT HECaHKUMOHMpoBaHHOro noctyna; b1.B.05 Artrectauus oObexToB
nH(pOpMaTU3ALINH.

I11. TPEBOBAHUSA K PE3YJIbTATAM OCBOEHUS JUCIHUIIJINHbI
IIponiecc ocBoeHMsI QUCLUIUIMHBI HalpaBiieH Ha popmupoBanue komnereHuuii [1K-2
B cootBeTcTBUM ¢ PI'OC BO 1 OII BO no nanHOMy HanpapieHHUIO MOATOTOBKH (CIELMAIBHOCTH)
10.03.01 MudopmanronHnast 6€30MacHOCTb:

IlepeyeHb MIAHNMPYEMBbIX Pe3yJbTATOB 00yUeHHUS O JUCHUILIMHE (MOTYJIIO0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTHKEHUSI KOMIIETeHIU I

ABTOMATU3UPOBAHHBIX CUCTEM.

Komnerennus HNuaukaTopbl KOMIETeHIU Pe3yabraTsl 06yueHust
IK-2 Criocoben UKnxo1  IIpoBomut  ananu3 | 3HaTh OcHOBHBIE HIOHSATHS u
MPOBOUTh aHAIIU3 YS3BUMOCTEH | YS3BUMOCTEH CHUCTEMBI 3allUTHI | OMpPEACICHHS B obyiactn
CHCTEMBI 3aIUThl HHPOPMALIUK U | HHDOPMAITUH. HH(POPMAITUOHHOM 0e30MmacHOCTH

aBToMaTU3upoBaHHKIX cucteM (AC)
MPUHITUITEI M CTAHAPTHI TOCTPOCHUS
COBPEMEHHBIX 3aiuiieHHbx AC;
OCHOBHEIC TCHICHIIUH U
3aKOHOMEPHOCTH Pa3BUTHS CPENICTB U
METOJIOB 3aIlIUTHI HHPOopManuu B AC;
TTOJTUTHKH OE€30MTaCHOCTH U MEPHI
3amuTel B AC.

YMers:  AHanmu3upoBaTh  TEKyllee
cocrosHue MB Ha 00BEKTE C LENILIO
pa3paboTku TpeOOBaHU K
3amuieHHsM AC;

Onpenensats ocHOBHBIE yrpo3sl b nns
AC;

ONPENENATh OpraHU3aMOHHBIE,
OpraHU3alMOHHO-TEXHUYECKHE U
TEXHUYECKHE CPEICTBA, METObI U
MEPOTIPUATHS IO 3alUTe HH(YOPMAIIH
Ha AC;

[TraHMpOBaTh CTAaHIAPTHBIC PEIICHUS
Ju1st 3ammThl mHGopmarym B AC u
KBaJIU(PUIIIPOBAHHO OILCHUBATH X
Ka4yecTBO.

Bnaners: TepmuHosioruei U CUCTEMHBIM
MOAXO0JIOM TOCTPOCHUS 3alIMIIEHHBIX
OTKPBITHIX HMHGOPMAIMOHHBIX CHCTEM




(OHC);

Hasbixamu anaiusa yrpos b u
ysi3BuMocTell B AC;
Opranu3allMOHHBIMY, OPraHU3aLUOHHO-
TEXHUYECKMMH,  TEXHMYECKMMU U
KOMIBIOTEPHBIMH CpeICTBAMHU u
METOJaMH TI0 3amuTe WHPOPMAIUK Ha
AC.

WUKnx22 IlpoBogut — aHamus3
yS3BUMOCTEN
ABTOMATU3HUPOBAHHBIX CUCTEM.

3uate: OcoO0eHHOCTH W CHOCOOBI
TIPUMEHEHHS MIPOTPaMMHBIX "
MIPOTPaMMHO-aNapaTHBIX CPEICTB
3amUTel MHGOpMAIUK, B TOM YHCJE, B
OTIepallMOHHBIX CHCTEMaAX,
KOMIIBIOTEPHBIX CETSX, 0a3aX IaHHBIX;
Mertonst TectupoBanusi AC Ha Hanuuue

ySI3BUMOCTEH.

VYMmers: Wnentudunmposars u
OIICHUBATh  YTPO3EI 0€e30IacHOCTH
BPEIOHOCHOTO HHPOPMALIMOHHOTO
Bo3aeiicTBug Ha AC, e€ KOMIIOHEHTHI B
TOM YHCIIe Ha MIPOTPaMMHOE
oOecrneycHue.

BoUIBIATE  yS3BUMOCTH W YIPO3bI
nHpopManMoHHO# Oe30macHOCTH ISt
AC.

OHpe}IeHHTB METOAbI JJIs1 3alIUThI
MHQOPMAMOHHBIX W TEXHUYECKUX
pecypcoB OT HECaHKIMOHHPOBAHHOTO
MEKCETEBOT0 JOCTYTIA.

OrneHuBaTh KPUTHYHOCTh HH(OPMAINN
(hyHKIMOHHPYIOIIEH, a AC u
OTIPENETSITh METOBI €€ 3aINTHI.
Brmagers: HaBplkamum  paboTel 1O
HEUTpanu3aluuu BpPEAOHOCHOIO
uHpopmanmonHoro Bo3aeiicteus Ha AC,
e€é KOMIIOHEHTHI B TOM 4YHCIIE Ha
MpOrpaMMHOE 00ecIieYeHHE.
[TpakTHyeckMH HaBBIKAMHU BBISIBIICHHS
YSA3BUMOCTEH U yrpo3
nH(pOpMaMOHHOI 0€301MacCHOCTH /ISt
AC.

CriocoOHOCTBIO OMPENEIISATh METOIBI 1
CpezcTBa IS 3alUTHI
MH()OPMAIMOHHBIX I TEXHUIECKUX
pecypcoB OT HECAHKIIMOHNPOBAHHOTO
MexceTeBoro gocryna B AC.




IV. COAEP)KAHUE U CTPYKTYPA JUCHUITJIMHBI

dopma NPOMeKYTOUHON ATTECTALMH: IK3aMeH
4.1 CopepxaHue JMCUMILIMHBI, CTPYKTYPHPOBAaHHOE MO TeMaM, C yKa3aHHeM BH/JI0B Y4eOHBIX 3aHATHIl M OTBEJEHHOr0 HA HHUX

KOJIN4YeCTBA AaKAACMHUYICCKHUX JaCcoB

O0beM TMCHHMILIMHBI COCTABJISAET 7 3aUeTHBIX eIMHNI, 252 Jaca.

Ne Pa3zjnen aucuuniauHbl/TEMa dopMa  TeKylIero
n/H Bunpl yueGHO# paboThI, KOHTPOJIsA
BKITIOYAsi CAMOCTOSITEIIEHYIO PadoTy ycneBaemMocTu/
00ydJaronuxcs, MPakTHYECKYI0 MOATOTOBKY U dopma
% TPYLOEMKOCTh NPOMEKYTOYHOM
S (B wacax) aTTecTalllu
2 (110 cemecTpam)
=
2 -
= KonTakTHas pabora npemnogasBarens ¢ E 0O
g 00yJaromuMucs = 5=
g S5y
® -0
2 2=
=5 9 = g
2 = S 2 =
S | 2E 55 S
E—t ? : E .JIeKIII/Iﬂ CeMnHap/ Koncyanau © ; E[
2 o = = IIpakTnueckoe, | yg -
= g : E, naGopaTopHoe 22
Ol & = 'S 3aHsTHE/ =
1 2 3 4 5 6 7 8 9 10
1 Paznen 1. Yupagsienue AeATEJbHOCTBIO | § 3
npenpusiTHS; KiIaccupukanus
apromaTtusupoBaHubix  cucrem  (AC).  Dranbl
pa3paboTKu.
11 NudopmannonHslii koHTYp ynpasieHus. AC xkak o0beKkT | § 2 2 KoHncrext
yaupasienus. Dporormst AC. Tpebosanus k AC. /JIex/




13

CocraB u QopmupoBanue TpeOOBaHUI, TPOESKTHPYEMBIX
apromaTusupoBanubix MC /JIp/

11

3amura JIP

15

AC oneparusHoro ympasienus. AC uHdpopMannoHHoe,
MaTeMaTH4eCcKoe M mporpaMMHoe obdecnieuenue. /JIex/

Koucnekr

«OtkpsITas cucteMa R3; apXuTekTypa «KIUSHT-CepBEPY;
MacmTabupyeMocTh cucteMbl R3» /J1ab/

11

3amura JIP

2.1.

Lemn co3manmss AC. Mecro AC B HMH(pOpPMAIIMOHHOM
kommuiekce. bazoBele mpuHIMmel  AC.  OcHOBHEIE
ApXUTEKTYpHBIC pElIeHHs NpoeKTa W CcTpykrypa AC
MIPOM3BOJICTBEHHOT 0 Ha3HauyeHusl. /JIek/

o1 o1 o1 o1

AN N

Koncniext

2.2

«baszosbie mpuHIUNBl AC. OCHOBHBIE apXHUTEKTYPHBIE
pemieHus mpoekTa u cTpykrypa AC npou3BOACTBEHHOTO
HazHaueHus»/ JIp/

11

amura JIP

Paznen 2. KouuenrtyanabHble AacmeKTbl 3alIUThI
uHpopManuu U obecrneyeHUs: HHGPOPMAIMOHHOI
0esonmacHoct B AC

O6bexter Ub. OcHoBHEIE yrpo3sl 1B, Omucanue obmieit
CTPYKTYpBI TojcucTeMbl 3amurtel uHbopmammmu AC.
B3aumonelicTBue CTpYKTYpPHBIX IOIPA3ACICHUM IO
Bonpocam b AC /Jlex/

Koucnekr

AC. 3amuTa napopmaiuy Ha ceTeBoM yposHe /JIp/

11

S

3amura JIP

[MpuHnmner  nocTpoeHuss W (QyHKIMOHHPOBAHMS
MEXCETEBBIX  DKPAHOB. Qunprpanus  Tpaduka;
BBITTOJTHEHHE GbyHKIMIH MOCPEAHUYECTBA.
Knaccudukarms mexcereBbIX 3KpaHOB. DOUIbTpyrOIIHIA
MapIIpyTH3aTOp; MLUTI03 CEaHCOBOTO YPOBHS MOJAEIH
0SI/1S0. Jlex/

SN

KoHncniekt

Mexcereoit akpan Cisco PIX Firewall /JIp/

11

i

amura JIP

Wnentndukanmss ¥ MOATBEP)KAECHHE MOMJIMHHOCTH
a0OHEHTOB KOPHOpaTUBHON ceTH. [IpoTOKOIBI B3aMMHON
TIPOBEPKH NOJIMHHOCTH 00beKTOB /JIex/

N

Koncniekt

«ITpoTOKONBI  B3aMMHOM  MPOBEPKH  MOAJTMHHOCTH
00BekTOBY /J1ab/

11

3amura JIP

OIl Ha OCHOBE CHMMETPHUYHBIX KPHITOAITOPUTMOB. DI
HA  OCHOBE AaCHMMETPUYHBIX  KPHIITOAITOPUTMOB.
Aunropurm 311 DSA. Anropurm D11 T'OCT 3 34.10-2001.
Anroputm xemmpoBanust SHA-2. /Jlex/

Koucnekr

OTeueCTBeHHBIN CTaHAAPT xemupoBanus /JIp/

11.3

S

3amura JIP

Bapnantel co3gaHWS  3aNIMIICHHBIX — BUPTYaJIbHBIX
ka"anoB. IIporokonst VPN. IIpoTOKOJIBI KaHAJIBHOIO,

Koucnekr




CeTeBOr0 M CeaHCOBOro ypoBHeH. CpencrBa co3maHHs
VPN /JIex/
Cpenctra co3nanust VPN /JIp/ 5 11 4 3ammuTa JIP
Oowmas xapakrepuctuka CbJl AC. RACF kak cpenctso | 5 4 4
JIOCTyMa K HabopaM JaHHBIX M pecypcaM cucteM /JIex/
RACF kak cpeicTBo mocTyma K HaOopaM HaHHBIX U | § 11 4 3amura JIP
pecypcam cuctem /JIp/
OCHOBHBIE ~ THUIIBI  BPEIOHOCHOTO  IIpOrpaMMHOro | § 4 6 Kouncrekr
obecrieuennst. OpraHuzanys aHTUBUPYCHOH 3alHUTHI
/JTex/
4.0 | Dx3amen 36 34 102 11 69 TectupoBanue
4.2 Pa6otsl (B Tom uncie KCP) o0yuaromuxcs no 1MCHUIINHE
CamocrosiTenbHasi paboTa 00yJaroumxcst VuebHo-
METOANYECKOE
OueHouHoe
Cemectp Hassanwue pasgena, Tembl N Cpoku Tpynoemxo obecrnieyeHue
Bun camocTosTenbHoM pa6OTH BBITTOJTHEHHUS CTh (4ac.) CPEACTBO CaMOCTOSITEIILHOU
paboTHI
IIpopaboTka JIEeKINOHHOTO MaTepHala 1o TeMe Pa0OoTa ¢ KHUTOU U N3 criucka
«TpeboBanns k AC. KoHnenrtyanabpHbIE aCEKTHI 3aIIUTHI KOHCIIEKTOM, TIOrOTOBKA JTUTEATYPHI
1 |unrcdopmarmu u obecriedeHns HHPOPMAIHOHHOM ’ . 1-3 Henens 4 YcTHBIN ompoc ’
6esomacHocTH B AC) 0T4YCTAa 110 J'Ia60paTOpHOI/I KOHCIICKT
pabote
INoaroToska k 1aboparopHoit paboTe 1o TeMe Pabora ¢ kHUTOI 1 N3 cucka
«OtkpsiTas cucrema R3; apxuTekTypa «KIMEHT-CEpBEpP»; KOHCIIEKTOM, TIOJArOTOBKA JINTEIATypbL
2 MacITabupyeMOCTh CUCTEMBI R3» ’ N 3-4 nepens 4 ’
OTYCTA 110 NPAKTUICCKOU KOHCIICKT
pabote YcTHBIH onpoc
IMoaroroBka k n1abopaTopHOil paboTe Mo TeMe PaboTa ¢ KHUTOMI U N3 criucka
«IIpoTOKOIBI B3aMMHOM IIPOBEPKU MOJIMHHOCTH KOHCIIEKTOM, TIOJIFOTOBKA JTUTEIATYPEI,
3 0OBEKTOB»» N 5-6 Henensa 4
OTUYCTA 110 NPAKTUYICCKOU KOHCIICKT
pabote YcTHBIN onpoc
IIpopaboTka nexknuoHHOro MaTepuana mo teme « 11 Ha Pa6oTa ¢ KHUTOU U W3 crimcka
OCHOBE CHMMETPUYHBIX KpHIITOAITOpuT™MOB. DI1 Ha KOHCIIEKTOM, MTOJIFOTOBKA JINTENATYPHL,
4 OCHOBE aCUMMETPUYHBIX KPUIITOAITOPUTMOB. AJITOPUTM o 7-8 Hepens 4
DIT DSA. Anropury DI1 TOCT 3 34.10-2001. OTHCTa IO NPAKTHICCKOH KOHCIICKT
Anroputm xemmpoBanusi SHA-2.» pabore YcTHbIM onpoc




CamocTosTenbHasi paboTa 00ydaronmxcs V4ebHo-
METOIUYECKOE
OneHouHoe
Cemectp HaszBanue pasnena, Temsl B —— Cpoxu Tpynoemxo CPEIICTRO obecreuenue
UA CaAMOCTOATCIBHON PAOOTBL| - oy no e | ctn (uac.) pea CaMOCTOSATEIbHOM
paboTHI
IToaroroBka k mabopaTopHOi paboTte o Teme PaboTa ¢ KHUTOU U N3 cricka
«OTeuecTBEeHHBIH CTAHIAPT XCIIUPOBAHHS» KOHCIICKTOM, IOJrOTOBKA JIATENaTypbL
5 ’ . 9-11 nenens 4 ’
OTYETA 10 NPAKTUYECKOU KOHCIIEKT
pabote YcTHBIN ompoc
TTpopaboTKa JEKIIHOHHOTO MaTepHhaa I1o TeMe PaboTa ¢ KHUTOM U U3 crincka
«BapHaHTbI CO3/IaHusI 3aIUIIEHHBIX BUPTYAIbHBIX KOHCITIEKTOM, TIOJIFOTOBKA JIATENaTYpbL,
6 kaHanoB. [Iporokossl VPN. TIpoTOKOJIBI KAHAIBHOTO, N 12-14 wenens 2 o
CETEBOr'0 M CEAHCOBOTO ypoBHEH. CpelcTBa co3aaHus OTHCTa O HPAKTHICCKON KOHCICKT
VPN » pabote YcTHBIN onpoc
IToaroToBka k 1ab0paTopHOi paboTe MO TeMe PaboTa ¢ KHUTOH " W3 comcka
«Cpenctsa co3nanus VPN»
KOHCIICKTOM, ITIOAT'OTOBKA JIUTEIIAaTyPhI
7 » TT0J1 N 15-16 nenens 4 YPPL,
OTUCTA 110 NPAKTHICCKOU KOHCIICKT
pabote YcTHBINM onpoc
IToaroroBska k taboparopHoii padote mo reme «RACF Pa6oTa ¢ KHUTOI 1 3 crmcka
KakK CPeJCTBO J0CTYIa K HabopaM JaHHBIX U pecypcam KOHCTIEKTOM, TOJIrOTOBKA JIATENaTypb
8 CHCTEM N 17-18 nenens 1 ’
OTYETA 10 NPAKTUYECKOU KOHCIIEKT

pabote

YcTHBINM onpoc




4.3. Conep:xaHue y4eOHOro MaTepuaJia

T 1. Beenenue.
Wudopmannonnelii koHTyp ympaBieHusi. AC kak o0bekT ympasieHus. Opomouus AC.
TpeboBanms k AC

T2. AC oneparuBHoro ynpasienus. AC uHPOpMAIMOHHOE, MaTeMaTUYecKoe |
porpaMMHoOe obecrieyeHue

T3. Henu cozmanust AC. Mecto AC B HHPOpPMAIIMOHHOM KOMIUIEKce. ba3oBble TMPUHITUIIBI
AC. OcHOBHbBIE apXUTEKTYpHbIE pelleHUs MnpoekTta U cTpykrypa AC Npou3BOACTBEHHOTO
Ha3Ha4YECHUS

T4. O6bexTer Ub. OcHoBHBIE yrpo3sl Mb. Onucanue o0miel CTpyKTYphI TOACUCTEMBI 3aITUTHI
unpopmanuu AC. BzanmoaelcTBie CTPYKTYpHBIX opasaenenuii no sonpocam b AC

T5. Ipunuunsl noctpoeHuss U (GYHKIMOHUPOBAHUS MEKCETEBBIX 3KpaHOB. DUIbTpanus
Tpaduka; BbImonHeHUEe (yHKUUI mocpeanuyectBa. Kimaccmpukamuss MeXCETEeBBIX 3KpPaHOB.
OuIbTPYIOMUNA MAPIIPYTU3ATOP; IILT03 ceaHCOBOTO ypoBHs Mozaenu 0SI1/1S0.

T6. Unentupukanus U MOATBEPKICHHUE TMOMIMHHOCTH aO0OHEHTOB KOPIOPATHBHOHM CETH.
[TpoToKosbl B3aUMHOM MTPOBEPKU MOITMHHOCTH OOHEKTOB

T7. OIl Ha OCHOBE CUMMETPUYHBIX KPUNTOAITOPUTMOB. DIl Ha OCHOBE aCMMMETPUYHBIX
kpuntoaroputMoB. Anroputm Il DSA. Anroputm OI1 'OCT 3 34.10-2001. Anroputm
xemupoBanus SHA-2

T8. BapuanTel co3aHUs 3allUIICHHBIX BUPTYaJIbHBIX KaHaioB. IIporokonsr VPN.
[IpoToKOBI KAaHATBHOTO, CETEBOTO U ceaHcoBoro ypoHeil. Cpeactsa co3ganust VPN

4.3.1 IlepeyeHb CEMUHAPCKHUX, IPAKTHYECKUX 3aHATHH U J1a0OPaTOPHBIX padoT

Ne Ne HaunmenoBaHmue TpyaoeMKocTh Ouenounnie | DopMupyeMbl
/H | pa3mesia CeMHHAPOB, (uac.) cpeacrsa KOMIIEeTEeHIIUN
U TeMBbI NMPAKTHYECKHUX U Bceero | I3 Hux (MHAMKATOPBI)
JIa00pPaTOPHBIX PaloT | YacoB | MpaKTHYeCKast
NMOAr0TOBKA

1 2 3 4 5 6

1 |B.TLT2 Ananus 6 1 [Mucemennsii | WKk
TEOPETHYECKUX TeKy it W]Knk22
ACIICKTOB 3aIIUThI KOHTPOJIb.
nHpopMamm B 3amura JIP
ABTOMAaTU3UPOBAHHBIX
CHCTEMax

2 | T2;T3. HccaenoBanue 6 1 [TuceMenusit | UK.
BHUJOB M HCTOYHHUKOB TEKYIUH WKz,
UH(pOpMaIUH KOHTPOJIb.
MOJIJICKAIINX 3aIUTe 3amura JIP

3 | T3;T4; HccnenoBanue 6 1 [Mucemennsii | WKk
yIpo3 U BEPOSITHBIX TEKY I UKz
KaHaJI0B YTE€UYKHU KOHTPOJIb.
KOH(HUIECHIIHATBHON amura JIP
uHpopmauu B
aBTOMATU3UPOBAHHBIX
CUCTEMAX

4 | T4;TS. Paccmotpenne 6 1 [Mucemennsiii | MKk
KOMILIEKCHOI'O IOIX0/a TEKYIINI WK
K 3anmre uHpopMaIyu KOHTPOJIb.




B UH(OOPMAITMOHHOMN 3amuTa JIP
CUCTEME OpTaHU3aIIu

5 | TS;Té. HUcnonp3oBanue ITucemennsiii | UKk 1
IPOrpaMMHO- TeKyIuit W/Knx2.2
TEXHUYCCKUX METOJIOB KOHTPOJIb.
3aluThl MHGOPMALIMK B 3amura JIP
ABTOMAaTH3HUPOBAHHBIX
CHCTEMax

6 | To;T7. NuxenepHo- IMucemennsnit | UWAKmk2.1
TEXHUYECKass  3allUTa TEKyIIUi UKnk22
MH(POPMAITMOHHBIX KOHTPOJTb.
pecypcoB 3amuTra JIP

7 | T7,T8. OCHOBHBIEC BHJIbI IMucemennsnii | WKk
CHeIUAIbHBIX TEKY I WKk 2
TEXHUYECKUX  CPEJICTB KOHTPOJIb.
peHa3HaYCHHBIX 3amura JIP
HETJIACHOTO TIOJy4eHUS
uHbOpMAIIH

8 | T2;T4. Ananus QyHKumn ITucemennsiii | UWIKmk2.1
H CBOICTB TeKyLIHii K2
WH(OPMAITMOHHBIX KOHTPOJIb.
TEXHOJIOTUHI B 3amura JIP
MEXaHH3ME
MPECTYIUICHUH TPOTUB
MH(}OpMaIMOHHON
0e301acHOCTH

9 | T3;TS. AHanW3  BHJIOB [Mucemennbii | UK.
IIPAaBOHAPYLICHUI B TEKYIINI WKz
chepe  umHbOpMAIHH, KOHTPOJIb.
UH(GOPMAIIMOHHBIX 3ammura JIP
TEXHOJOTMHA M 3alllUThl
uHdopmaImu

10 | T4;T7. O630p cmocoboB IMucemennsiii | UAKnk2.1
u MEXaHH3MOB TeKy Ui W/Knk22
MPECTYIUICHUH B cdepe KOHTPOJIb.
nH(OOPMAIIMOHHOMN 3amwmra JIP
0e30MacHOCTH

11 | Te,T8. Amnanus IMucemennsrii | MAKmk2.1
0COOCHHOCTEH TeKyIHit UKz
XapaKTePUCTUKHU KOHTPOJIb.
JIMYHOCTH 3amura JIP
KOMITBIOTEPHBIX
MIPECTYITHUKOB

11 | T2;T7. Mertoapl IOUCKA [Mucemennsii | WKk
u Guxcanym TeKyuit 1Kz 2
AJICKTPOHHBIX  CJICJIOB KOHTPOJIb.
PaBOHAPYIICHUH B 3amwura JIP
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MH(POPMAITMOHHBIX
CHCTEMax

13 | T2;Té. Tunnunasie 6 1 [MuceMennsiit | UKk
OLIMOKH, OIyCKaeMbIE TeKyIuit UKnk22
npu Qukcanuu (HakToB KOHTPOJIb.
HapYLICHUI chepe 3amura JIP
UH()OPMAIIMOHHOMN
0e30MacHOCTH

14 | T4;T7. Ananus 6 1 IMucemennsnit | UWAKmk2.1
HETaTHBHbIX TeKyIHi WK 2
MOCJIE/ICTBUI KOHTPOJTb.
HECAaHKI[MOHMPOBAHHOTO 3awura JIP
J0CTyIa K 3alluIacMOn
KOMITBIOTEPHOM
nHbOopMaIH

15 | TS;T8. OcobGeHHOCTH 6 1 [uceMmennbii | UK.
opraHu3anuud paboThI ¢ TEKyIIUi UKnk22
MIEPCOHAJIOM, UMEIOIIUM KOHTPOJIb.
JOCTYII K 3amura JIP
KOH(HUICHITUATBHON
uHbOpMaIH

16 | T3;T7. Pone mommurpada | 6 1 ITucemennsiii | UKk
B 00€CIICYEeHNH 3alIUThI TEKy N VK22
uHdopMaIu pH KOHTPOJIb.
OCYIIECTBICHUN 3amwura JIP
KaJpOBOM paboThI
OpraHu3aIuu

17 | T2;T4. Hccaenosanue 6 2 [Mucemennsnii | UK.
MH(pOpPMAIIMOHHO- TeKyHit NJKnk22
TEXHOJIOTHYECKUX KOHTPOJIb.
CPEICTB U  IPHEMOB 3awmra JIP
MPOTUBOICUCTBUS
YCTaHOBJICHUIO
[IPaBOHAPYIIUTEIIEH B
cthepe
UH(OPMAaIMOHHOMN
0e301acHOCTH

CTYJA€HTAMH B paMKaXx caMocTosATebHOM padoTsl (CPC)

4.3.2. Ilepeyenbr TeM (BONPOCOB), BHLIHOCHMbBIX HAa CaAMOCTOSITEJILHOE M3y4eHHe

Ne Tema 3aganue dopmupyemast NAK
n/n KOMIIETeHIIM S
1 2 3 4 5
1 |Tl. AC  oneparuBHoro | OcMmbIciieHHE IK-2 WKk
YIIPaBJICHUSI. AC | maTepuana WK 2
nH(POPMAIMOHHOE, JEKIUH.
[TogroroBka K
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MaTeMaTH4eCKOe u
IpOorpaMMHOE 00ecIieueHne

JL.P.1.

T2. Hemn co3manus AC.
Mecro AC B
MH(OPMALIOHHOM
KOMIUIEKCE. basoBsie
npuHuunsl  AC. OcHOBHBIE
apXUTEKTYpHBIE peleHus
mpoekra u crpykrypa AC
IIPOU3BOJICTBEHHOTO
Ha3HAYCHUsI

OcMEICTICHHE
MaTepuaia
JICKITHH.
IToaroroBka
JLP.

I1K-2

NJKrk2.1
NJKnk2.2

T3. O6bextsr Ub. OcHOBHBIE
yrpo3sl Ub. Onucanue odueit
CTPYKTYpPBbI MOJACUCTEMBI
3amuThl  MHpopMmanuu  AC.
Bzaumopnenicreue
CTPYKTYPHBIX MOJIpa3ieiacHui
o Bonpocam b AC

OcMBICIIEHHE
Marepuaia
JIEKIHIA.
ITonroroBka
JL.P.

IK-2

WK 1
UKo 2

T4. [IpyHUMIIBI TOCTPOEHUS U
(YHKIIMOHMPOBAHUS
MEKCETEBBIX
QunpTpanus
BBIITOJIHCHHE
[IOCPEIHUYECTBA.
Kinaccudukamnmst MmexxceTeBbIx
DKPaHOB. QunbTpyromun
MapuipyTu3aTop; [UTIO3
CEaHCOBOI'O YPOBHsS MOJEIU
0SI1/1S0.

9KPaHOB.
Tpaduka;
byHKIMA

OcMEICTICHHE
MaTepuaia
JIEKITHH.
IToaroroBka
JLP.

[K-2

WK1
NJKrk2.2

TS. Wnentuduxanms u
MOJTBEPKICHUE
MOAJIMHHOCTHU a0OHEHTOB
KOPIIOPAaTUBHOMN CETH.
[IpoTokomsl B3aUMHOM
MIPOBEPKHU MTOJTMHHOCTH
00BEKTOB

OcMBICIEHHE
Marepuana
JIEKIHMIA.
ITonroroBka
JL.P.

IK-2

NKnx2.1
UKo 2

Té6. oIl Ha OCHOBE
CUMMETPUYHBIX
kpunrroanroputmoB. Ol Ha
OCHOBE aCUMMETPUYHBIX
KPHUITOAITOPUTMOB.
AnroputMm oIl DSA.
Anroputm DIIT'OCT 3 34.10-
2001. Anroputm
xemupoBaaus SHA-2

OcwMbICICHHE
Marepuaia
JIEKITHH.
ITonroroBka
JL.P.

IK-2

WK1
UKk .2

T7. Bapuantel co3gaHus
3AIIMIIEHHBIX  BUPTYaJIbHBIX
ka”ayoB. IIporokosnsr VPN.
[TpoTokomsl KaHaJIbHOTO,
CETEBOIO M CEaHCOBOI'O

OcMBICIIEHHIE
Marepuaia
JICKIHIA.
ITonroroBska
JI.P.

IK-2

NKnx2.1
NJKrk2.2
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ypoBHell. CpencTBa co3gaHust
VPN

8. | T8. AC onepatuBHOro | OcmbiciacHue I1K-2 N/ Kmik2.1
yIIpaBJICHUS. AC | marepuana WKmi2.»
nH(pOPMAaIMOHHOE, JEKIHH.
MaTeMaTHIeCKOe u | [logroroBka K
IporpaMMHOE oOecreueHue JIP.

4.4. MeTogu4ecKue yKa3aHHs 110 OPraHU3aliH CAMOCTOSITeIbHOM Pa0doThI CTYACHTOB

CamocTrosTenbHass paboTa OakajgaBpOB — HWHAUBUAyalbHAas Yy4yeOHas J€ATEIbHOCTD,
ocylecTBisieMass 0e3 HEMOCPEJACTBEHHOIO PYKOBOJACTBA MpernojiaBaTels, B XoJe KOTOpOH
OakanaBp AaKTUBHO BOCIPHUHHMMAET, OCMBICIMBAaET TOJYYEHHYIO HH(}OpMalnuoo, peaer
TEOPETUYECKHE U MPAKTUUECKUE 3a/1aUH.

Ha camocrostensHyto pabOTy BBIHOCATCS CIEAYIOIIME BOIPOCHI U 3aJaHMs [0 TeMaM
JUCLUTUTMHBL:

T1. AC onepartuBHoro ynpasieHus. AC wuHPOpMaUMOHHOE, MaTeMaTHYecKoe U

porpaMMHoOe oOecrieueHue

T2. Henu cozpanus AC. Mecto AC B uH(OpMaIIMOHHOM KOMIUIeKce. ba3oBble mpUHIUIIBI
AC. OcCHOBHbIE apXUTEKTYpHbIE pelleHHUs NpoekTa U cTpykrypa AC 1Ipou3BOICTBEHHOI'O
Ha3HAa4YCHUS

T3. O6wektel Ub. OcHoBHbIe yrpo3bl Mb. Onmcanue oOmielt CTPYKTYpBI MOJICUCTEMBI
3anuThl nHGopmanuu AC. B3auMoneicTBre CTpYKTYpHBIX nojipasaenenuit no sonpocam b AC

T4. IlpuHUMIIBI TOCTPOEHUS U (GYHKIIMOHUPOBAHUS MEKCETEBBIX IKpaHOB. PUIbTpaIUsL
Tpaduka; BbIMoNHEeHUEe (yHKIUI mocpeannyecTtBa. Kimaccupukamus MeXCETEeBBIX JKpPaHOB.
OWIBTPYIOIUN MapIIPyTU3ATOP; IITI03 ceaHcOBOro ypoBHsa Mozaenu 0SI1/1S0.

T5. Unentudukanus u noaATBEpKACHNE MOJIMHHOCTH a0OHEHTOB KOPIOPATUBHOM CETH.
[TpoTOKOJIBI B3aMMHOM MPOBEPKH MOITMHHOCTH 0OBEKTOB

T6. OI1 Ha OCHOBE CUMMETPHUYHBIX KpUNITOAITOPUTMOB. DI Ha OCHOBE aCHMMETPHUUYHBIX
kpurnroanroputmoB. Anroputm Ol DSA. Anropurm OII T'OCT 3 34.10-2001. Anroputm
xemupoBanus SHA-2

T7. BapuaHTbl CO3JaHMS 3alUIICHHBIX BUPTYalIbHBIX KaHauoB. IIporokonsr VPN.

[IpoTOoKOJIBI KAHATBEHOTO, CETEBOTO U ceaHCOBOTO ypoBHEeH. CpenctBa coznanus VPN

T8. AC oneparuBHoro ympasieHus. AC wuH(OpMAIMOHHOE, MaTEMaTHYeCKOe |
nporpaMMHoe o0ecrieueHue

IIpumepHas TeMaTHKa KypCOBBIX padoT (IPOEKTOB) HE IPETYCMOTPEHO

V. YAEBHO-METOJUYECKOE 1 UTH®OPMALIMOHHOE OBECIEYEHUE
JUCLMILIMHBI (MOLYJIS)
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DneKTpoHHas HH(POpMaIMOHHO-00pa3oBaTeIbHAs Cpe/la YHUBEpCUTETa 00eCTIeunBaeT TOCTYII
K DJIEKTPOHHBIM Y4eOHBIM H3/IaHUSM H JIEKTPOHHBIM 00pa30BaTEIbHBIM pecypcam,
yKa3aHHBIM B paboy4eil mporpaMMe TUCIUTUTAHBI (MOTYJIS).

bubnuoreunslii poHA yKOMIUIEKTOBAH MEYaTHBIMU 3aHUSMU U3 pacueTa He meHee 0,25
9K3EMIUISIpa KaXKJ0r0 U3 U3AaHUI Ha OJTHOr0 00y4aroIIerocs: U3 4uciia Jinl, OAHOBPEMEHHO
OCBaMBAIOIINX COOTBETCTBYIOLIYIO JUCIUIUIUHY (MOAYJIB).

1. Psi6oB, . B. ABTOMaTH3upOBaHHBIC HHPOPMALIMOHHO-YTIPABJISIONIUE CUCTEMEI | y4eOHOE
noco6ue / Y. B. Pa60os. Momxap-Ona : [T0BOKCKMIA TOCY JapCTBEHHBII TEXHOIOTNYECKHit
yHauBepcuter, 2015. - 200c. - Tekcr: anexkrporHsbii. - URL:
https://biblioclub.ru/index.php?page=book&id=439330 (nata obpammenus: 14.09.2022)

2. llIumos, O. B. CoBpemennsie cpeactBa ACY TII : yueOnuk / O. B. IIumos. Mocksa,
Bonorna : Undpa-Umxenepus, 2021. - 532¢. - Tekcr: anekrponHsIii. - URL:
https://biblioclub.ru/index.php?page=book&id=617234 (mara obpamenus: 14.09.2022)

0) nepuogUYecKHe U3TAHUS

B) CIIMCOK aBTOPCKHUX METOAUYECKUX Pa3padoToK:
r) 0a3bl JaHHBIX, HHPOPMAIIMOHHO-CIIPABOYHbIE U TOUCKOBbIE CHCTEMBbI
1. Hayunas 6ubmuoreka UI'Y http://library.isu.ru/ru/resources/edu_resources/index.html
2. Bl xuur w mpojospkarommxcs — m3manumii - http://ellibnb.library.isu.ru/cqi-
bin/irbis64r_15/cqiirbis_64.htm?LNG=&C21COM=F&I21DBN=IRCAT&P21DBN=IRCAT
3. DnekTpoHHbIN YnTaNIbHBIN 3a1 «budaunoTex» https://isu.bibliotech.ru/.
4. DnexTponHas oubmmoreunas cucrema «M3mgarensctBo «Jlanb» http://e.lanbook.com.
5. Dnekrponnas oudauoreunas cucrema «PYKOHT» http://rucont.ru.

VI. MATEPUAJ/IBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJINHBI
MOAYJIs)
6.1. YueOHo-1200paTopHOE 060py10BaHNE:
Knacc 9BM, ayautopust 323 A, ocHallleHHasi BBIYUCIUTEIBHON TEXHUKOM, CEIUaIbHbIM
ITO u cBOoGOIHBIM 1OCTYIIOM B ceTh Internet.

6.2. IlporpaMMHoOe oGecnieyeHue:
1. ABBY PDF Transformer 3.0 ITaker u3 10 HeuMmennbIx munieHsuii Per Seat (10mmm.) EDU. Kon
no3uru: AT30-1S1P10-102 Kotuposka Ne 03-165-11 ot 23.11.2011. beccpouHo.
2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Koutpakt Ne 03-013-14 ot 08.10.2014.Homep
Jluniensun Microsoft 45936786. beccpouno.
3. WinPro10 Rus Upgrd OLP NL Acdmc. Cy6nunensuonnsiit gorosop Ne 502 ot 03.03.2017 Cuet Ne
®P3- 0003367 ot 03.03.2017 Akt Ne 4496 ot 03.03.2017 JIunen3us Ne 68203568. beccpouno.
4. Kaspersky Free (exeromno o6noBiasiemoe II1O). VYcnoBust wuCmonb30BaHUSI IO CCHUIKE:
http://www.kaspersky.ru/free-antivirus/ . beccpousro.

6.3. Texunuyeckue U 3J1eKTPOHHbIE CPEACTBA:
MynbTUMeAUIHBIN TPOEKTOP, IKpaH (110 HEOOXOIUMOCTH), MEJIOBAs MJIM MapKepHas J10CKa.
Vil .OBPA3OBATEJIBHBIE TEXHOJIOT'HI
Ha nexkuusx MCronbp3yroTcs aKTUBHBIE METOJbI 00yUYeHHS (KOMIBIOTEPHBIX CUMYJISIIHIA,
pa30op KOHKpeTHbIX cuTyauuit). [IpakTndyeckue 3aHATHA TPOBOJATCA B MHTEPAKTUBHOW (opMme.
JlaGopaTopHnbie pabOThI MPOBOASTCS € Hcoiab30BaHueM [I9BM ¢ mocnenyrorieit 3anumToi.
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VIIl. OHEHOYHBIE MATEPUAJIBI IJISI TEKYHIEI'O KOHTPOJISI A
ITPOMEXKYTOYHOU ATTECTALIUU

Tekyumnii KOHTPOJIb peaTM3yeTCs B BUJI€ MMCbMEHHOTO TeKyIero Kourposs Ha [131-1136,
npu 3ammre jgadopatopubix padot JIP1-JIP3. Tekymuii KOHTPOJb HAlpaBlieH Ha BBISBICHUE
chopmupoBanHocT komneTeHuu [1K-2.

Jis peanmuzaliy TEKYIIETO KOHTPOJS HCIOJBb3YeTCs OauIbHO-pEeHTHUHTOBas CHCTEMa
OLICHKH, IIPUHSTAsI B YHUBEPCUTETE.

3a mocenienne ogHOTo BUAA 3aHATUs qaetcs 0,6 6amna (25 3ansruii (JI+I13+JIP)*0,6 6amna
= 15 6aIoB), MAaKCUMaJILHOE KOJIMYECTBO OAJIJIOB 3a MUChbMEHHBIN KOHTposib Ha CKP — 5 6anos,
3a I3 — 54 GamnoB (6 nerydexk *5 Oamma= 30 OamwioB, pemieHWe 3agad y JOCKA WA
CaMOCTOSITEIIBHOE JJOCPOYHOE PEIICHUE BCEX 3aj71a4, BBIHOCUMBIX Ha [13 — 6 3ansatuii*4 6amma=24
OaoB), mabopatopHbie padoTsl (JIP) — 30 6amnos (3*JIP*10 6ammos=30 6amioB).

[TapameTpsl OIIEHOYHOTO CpeACTBa Uil MUCBMEHHOTO TEKYIIEro KOHTPOJS U peIICHUS
3a/1a4d Y JJOCKU WJIM CaMOCTOSITEJIbHOTO JIOCPOYHOTO PEIIeHUs BCeX 3aj1ay, BeIHOCUMbIX Ha [131-

I136. ITapametpsl orteHoyHOTrO cpeactra ais KCP.

Kouteni Orenka / 0auisl
PHTCP OT1iIu4HO Xopomuio VY noBneTs. Heynogi.
OLIEHKHU
5 0ajuIoB. 3,5 6amta 2 Gamna. 0 6amioB
3aganue He
ITomHOCTRIO
He nonnocteio BBIITOJIHEHBI WX
IMonHOCTEIO K BBIIIOJIHEHBI BCE
BBIITOJIHEHBI 3aJaHue
KOPPEKTHO 3aJaHM,
Brmonnenue 3aaHus, BBIIIOJIHEHO HE
. BBITIOJTHCHBI BCE | JOMYIICHBI
3aaHni JOTIYIIEHBI OJJHA — | TIOJTHOCTBHIO U
3aaHuUsl. OJlHa — JIBE
JIBE OIIMOKH. JIOTYIIIeHO Oosee
OIINOKH.
3-X OIIHOOK.

[TapameTpsl OLICHOYHOTO CPEJCTBA JIJISl 3aLIUTHI JlabopaTopHbIX padot JIP1-JIP3

KpHTenHi Orenka / 6auisl
gHeHEH OT1nu4HO Xopomio VY 1oBneTs. Heynosi.
7-10 6ayuioB 4-6 6amta 1-3 6anna. 0 GamroB
B 1iestoM otuer Otyer HE
odopmieH Otuet odopmiieH | opopmiieH.
KOPPEKTHO, [MOJTHOCTBIO.
CleIaHbl HNmerorcsa Otuer opopmiieH
ITomHOCTRIO M
BBIBOJIbI, HO 3aMevaHus 110 CO 3HAYUTENBLHLIMHA
KOPPEKTHO
o(opMITeH UMEIOTCS o opMIIEHHIO, 3aMEYaHUsIMU,
P HE3HAYUTEIbHBIE | BHIBOMBI CAEIAHBI | BBIBOJBI HE
OTYET, CIIENIaHbI
HEJIOCTATKU. HE MMOJIHOCTBIO. MOJIHBIE, TIPU
BbIBO/EL. T1pn ITpu 3ammute ITpu 3ammure 3alIUTe CTYIEHT C
BrimosHenune | 3amure P p y
N CTYJIEHT CYXXJICHUS TPYJIOM
3aaHni IMOKa3aHO
IOKa3bIBAET MMOBEPXHOCTHBI, dbopmynupyeT cBOU
BCECTOPOHHEE U
MIOHUMAET cojepxar MBICJIH, HE
riryookoe
SHAHME Marepuana, OIIMOKH, TIPUMEPHI | PUBOJIUAT
[IPUBOJIUT HE IIPUBOJISTCS IIPUMEDPLI, HE TaeT
Marepuania. PHBOA PHBOZ ’ PHMEPDL, HE A
IPUMEPHI, HO OTBETHI HA OTBETa Ha
HCIIBITBIBAET NOIOJIHUTENIbHLIE | JOIOJHUTEIbHBIE
3aTPyAHECHHS C BOIIPOCHI HE BOIPOCHI
BBIBOJAMH, YBEpEHHBIE.
OIIHAKO
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JIOCTaTOYHO
MOJTHO OTBEYAET
Ha
JIOTIOTHUTEIIbHBIE
BOIPOCHL.

[Tepeuens TpUMEPHBIX BOMPOCOB JIS 3aLUTHI TPAKTUYECKHUX PadOT:
JIP1. Undopmanmonnslii KoHTYp ynpasieHus. AC kak oObekT ympasieHus. DBomronus AC.
TpeboBanus k AC.
JIP2. AC omneparuBHoro ympasieHusi. AC nadpopmMarimoHHOE, MaTEMaTUYECKOE U TIPOrPaMMHOE
obecrieyeHue.
JIP3. Ienu co3zpanus AC. Mecto AC B nHpopManmmoHHOM KoMIuiekce. bazossie npunmumsl AC.
OcHOBHBIE apXUTEKTYpHBIE PELICHUs MpoeKTa U cTPyKTypa AC Mpou3BOJICTBEHHOTO Ha3HAUCHUS
JIP4. O6wexto b, OcHoBHbIe yrpo3sl Mb. Onucanue o01iei CTpyKTYphl TIOJICUCTEMBI 3aIUThI
nndopmanuu AC. BzaumoseicTBre CTpyKTYpHBIX Moapa3aeneHuii mo Bompocam Mb AC
JIPS. IlpuHUHMIIBI TOCTPOCHHUS U (PYHKIMOHUPOBAHUS MEXKCETEBbIX JKpaHOB. DuibTpanus
Tpaduka; BbIIOJHEHHE (QYHKIMI mocpennudectBa. Kiaccupukanus MeKCETEBBIX HKPAHOB.
OuIbTPYIOMUNA MAPIIPYTU3ATOP; I3 ceaHCOBOTO ypoBHs Mozenu 0SI/1S0.
JIP6. Unentudukanus W TOATBEPKICHHUE TMOJIUHHOCTH a0OHEHTOB KOPIOPATUBHOW CETH.
[TpoToKoJIbI B3aUMHOM MPOBEPKU MOITUHHOCTH OOHEKTOB
JIP7. DIl Ha OCHOBE CHMMETPUYHBIX KpUOTOWITOPUTMOB. DIl Ha OCHOBE aCMMMETPUYHBIX
kpuntoaroputMoB. Anroputm Il DSA. Anroputm OI1 'OCT 3 34.10-2001. Anroputm
xermupoBanus SHA-2
JIP8. BapuaHTbl co37jaHus 3alMIIEHHBIX BUPTyadbHbIX KaHaioB. [IpoTokonsr VPN. [IpoTokomst
KaHaJbHOT0, CETEBOI0 U ceaHCOBOIro ypoBHel. Cpenctpa co3nanus VPN

IIpumep TecTa 11 NpoBeleHUs TeKYLel aTTecTAlun
OO0pa3zer] THIIOBOTO UTOTOBOI'O T€CTA MO AUCLUILIMHE 32 BECh IEPHOJ OCBOCHUS:
Bapuanr 1

1. Yro moHuMaeTcs moj KOHPHUICHIINATHHOCTHIO HHPOPMAITUN?

A).O6Gs3arenbHOe 1A BBIIIOJIHEHUS JIUIIOM,
MOJTYYMBIITUM JIOCTYT K OIpeieTieHHON nHpopmanmu, TpeOoBaHNE HE MepeaaBaTh TAKyHO
UH(OPMALIMIO TPETHHUM JIHIIaM 0e3 coriacus ee o0magaTens.

B). Orpanuuenue goctyna Kk uHGOPMAIIUU TPETHUX JUII.
B). Uudopmanus 10cTym K KOTOPO# OrpaHUYECH.

2. Kem siBsercst o0magarens nHGOPMALUK COTJIACHO 3aKoHY 00 HHpOpMaIn?
A). JInio caMoCTOSITEIHHO Co3aBIee HH(PpOpMaIio

B). JIuno nonyuuBmiee nHpOpMAIHIO HA 3AKOHHBIX OCHOBAHUSX.

B).JIumo, CaMOCTOSITEJIPHO co3/aBIIee nHpopmaIuio

a0 MOJIyduBIIEE HA OCHOBAHMM 3aKOHA WM JOroBOpa IpaBO paspelarb WM
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OTPaHUYMBATH JOCTYH K UH(OPMAIIHH, ONIPEICIIIEMON 0 KaKUM-TH00 PHU3HAKaM

3. PykoBoasmuii JOKYMEHT IO pealn3amnuy 00sS3aTeIbHBIX MEPONPUATHI MTPH
MpoBeACHUH padoT 1o 3amute nHpopmanuu B ACY:

A. Ilpuka3z ®CTOK Poccuu N 21;
b. IIpuxa3z ®CTOK Poccun N 17;
B. [Ipuka3z ®CTOK Poccuu N 31.
4. TpeboBaHus K NMPOBeJeHUIO paboT 1o 3ammre uHpopmanuu B ACY

A. ®opmupoBaHue TpeOOBaHUHN K 3a1uTe MHPOPMAIK B aBTOMATHU3UPOBAHHOM
CUCTEME yIpaBJICHUS MPOU3BOICTBEHHBIMHU U TEXHOJIOTMUYECKUMH MTPOLIECCaMU;
pa3paboTKa CUCTEMBbI 3aIIUTHl ABTOMAaTU3UPOBAHHON CHCTEMBI YIIPABJICHUS; BHEIPEHUE
CUCTEMBI 3alIUThl ABTOMATU3UPOBAHHOW CUCTEMbI YIIPABIICHHUS;

b. ATtTectanus aBTOMaTU3UPOBAHHON CUCTEMBI;
B. JluniensupoBanue.

5. PykoBoasimuii JoKyMeHT aiisi MoAempoBanus yrpo3 Ub:
A. Metoauka oneHKH yrpo3 6e3onacHocti nuHpopmanun» YtBepxaeH PCTIOK Poccun 5
¢despans 2021;
b. Metoauka onpenieneHus akTyalbHbIX yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX IPU
ux 00paboTke B MHPOPMAIIMOHHBIX cucTeMax nepcoHadbHbIX JaHHbIX (DCTOK Poccun,
2008 1.);
B. Metonuka onpeneneHust akTyallbHBIX YTpo3 0€30MacHOCTH WH(OpPMAIUU B KITFOUEBBIX
cucremax uHpopmannonHoit uHppactpyktypsl (PCTIK Poccun, 2007r.).

9. Lenbro onpeneeHus yrpo3 6e301macHoCTH HHGOPMAIIUHN SBIISCTCS:

A. YcraHOBIEHUS TOTEHIIMATBHBIX YTPO3 O€30MaCHOCTH;
b. Ycranosnenus notennuanbabix ysazBumocteit AC TII;

B. YcranoBnenune Toro, CymecTByeT JIM BO3MOKHOCTb HapyIICHUS
KOH(UIEHIINATBHOCTH, LIEJIOCTHOCTH WK AOCTYITHOCTH UH(OPMAaILMH, collepKaleiics
B UH(QOPMALIMOHHON CHCTEME.

7. 3amuTa 1 KOHTpob web-Tpaduka (Web Security)- coctas, GpyHKIIUN
A. 3ammra OT MIMUOHCKUX MPOTPaMM, BPEIOHOCHOT'O MOOMIIBHOTO KO/1a, (PUIIKMHTA, OOTOB,

1 IpyTHe;

b. IIpoBepka NOIIMHHOCTH MOJIb30BATENS;

B. ®yHKIMM MEXCETEBBIX HIKPAHOB.
8. CeteBble cuctemsl ipeoTBpanieHus BropxkeHuii (Network IPS)- ¢ynkmmm:
A. OyHKIIMH MEXCETEBBIX IKPAHOB;

b. Ananusa u KoHTpoJIs Tpaduka;

B. 3aH_[I/ITa OT IIMUOHCKUX MIPOrpaMMm, BpEAOHOCHOI'O MOOMJILHOT'O KoJa.
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9. Kpunrrorpaduueckue unio3sl (VPN) HazHaueHue:

A. OobecrieyeHne 3aUThl OT BTOPKEHUSI CO CTOPOHBI CETEH mepenayu TaHHbIX
(MuTepHeT), obecnieyeHrs: KOHPUICHIMATBHOCTH IPU Tiepeaye nHpopMaIuy 1o
OTKPHITHIM KaHanaMm cBsi3u (VPN), a Taxke opranu3aiuu 0€30macHOro J0cTymna
MOJIB30BATENCH K pecypcaM ceTei 00IIero moyib30BaHus;

b. Obecneuenne ayreHTH()UKALINY;

B. Hactpoiiku napamerpoB 0€301acHOCTH ONEPALUOHHON CUCTEMBI.

10. Mogens yrpo3 6e3omnacHocTd HHGOPMAIIUH JOJKHA COJIEPIKATH:

a). KpaTKoe OMHCAHUE aPXUTEKTYPhl 3HAYUMOT0 O0BEKTA, XapaKTEPUCTUKY HCTOUYHUKOB
yrpo3 6e30nacHoCTH UH(OpPMAIIMK, B TOM YHCIIC MOJENb HAPYIIUTES, U OMMCAHHUE BCEX
yrpo3 6e301nacHoCTH HH(OPMALIUU, aKTYaJIbHBIX JJIs1 3HAYUMOI0 00BEKTa;

6). Monenp HapymuTeNns, M ONKCAaHHE BCEX Yyrpo3 OE30MacHOCTH HH(POPMAIHH,
AKTYAJIBHBIX JJII 3HAYUMOTI'O O6T)€KT3;

B). KPaTKOE OIHUCAHHUE ApPXUTEKTYPhl 3HAYUMOTO OOBEKTA, XapaKTEPUCTUKY MCTOUYHHUKOB
yrpo3 6e301acHOCTH HH(POPMAIHH.

11. Cucremsbl 6€3011aCHOCTH JOKHBI 00ECIIEYUBATD:

a). BOCCTaHOBJIEHHWE (DYHKLIHOHHUPOBAHUS CUCTEMBI 0€30IaCHOCTH HH(OPMALMOHHON
UHPPACTPYKTYPBHI;

0). HejoNyllEeHUE BO3JEUCTBUSA HAa TEXHUYECKUE cpeicTBa 00paboTku HHpoOpmaunuu, B
pe3yabTaTe KOTOPOro MOXKET OBITh HAapyIIEHO U (MJIM) HMpeKpameHo (pyHKIMOHUPOBaHHE
nH(pOPMaLIMOHHON UHPPACTPYKTYPHI

B). YCTOHYMBOE (YHKUIMOHHPOBAHHE CHUCTEMbl O€30MacHOCTH HH(POPMAIIMOHHON

UH(QPACTPYKTYPHI.

12. Kateropuu nH$popMaOHHbIX PUCKOB:

A) Pucku, BeI3BaHHBIE yTPATOH W/ yTEUKOW MHPOPMAILIUU U UCTIOTIH30BAHUEM €€
KOHKYPEHTaMU UJIM COTPYIHUKAMHU B LEJIX, KOTOPbIE MOTYT MTOBPEAUTH OU3HECY;

b) Pucku Texanuecknx c6oeB pabOThl KaHAIOB Nepenadyn HHHOPMAaLUH, KOTOPBIE MOTYT
NPUBECTH K YOBITKaM;

B) Pucku, BbI3BaHHBIE (POpPC-MaKOPHBIMU 0OCTOSTENIHCTBAMHU.

13. TexHuueckue KaHajbl yTEUKH HHPOPMALIUN BOSHUKAIOT:

A) IIpu ucnonb30BaHUU 37I0YMBIIINIEHHUKOM CHEIUATBHBIX TEXHUUYECKUX CPEICTB
MIPOMBIIIUICHHOTO IIMMHOHAXa, TTO3BOJISIONINX TOJyYaTh 3alTUIaeMy0 HH()OPMAIIUIO TpU
HEIMOCPEICTBEHHOM KOHTAaKTe C MepCcoOHANIOM (UPMBI, JOKYMEHTaMH, JAeIaMu U 0a3zamMu
JTaHHBIX;

b) [Ipu ncnonp30BaHUM 3710YMBIIUIEHHUKOM CIIEIIUANTBHBIX TEXHUUECKHUX CPEJICTB

IPOMBIIIJICHHOTO HINMHOHAXa, MTO3BOJIAIONINX MOJIy4aTh 3alMIaeMylo nHpopmalmo 6e3
HETOCPEJCTBEHHOTO0 KOHTAKTa C MePCOHANIOM (HUPMBI, JOKYMEHTaMH, JelaMi U 0a3zamu
JTAaHHBIX;
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B) Ilpu ncnonbs30BaHUM 3710YMBIILIEHHUKOM CIIEIIUAIBHBIX TEXHUUECKUX CPEJICTB
TSl BO3JICHCTBUS HA CPEJICTBA 3aIIUTH HHGOPMAITUH;

14. Tlenpro aHaNMM3a PUCKOB SIBIISCTCS:

A) OrmeHka yrpo3 © ysA3BUMOCTEH, BO3MOXKHOTO yuiepOa, y4YuTBIBasS YpPOBEHb
3alUIIEHHOCTH HHPOPMALIMOHHON CUCTEMBI;

b) IlpoBepka ypoBHs 3alMIIEHHOCTH HHPOPMALIMOHHON CUCTEMBI;

B) Ouenka Tekymero cocTosiHUS 3alUIEHHOCTH HHPOPMALIMOHHOM CUCTEMBI

15. Yrpo3sl 6e30macHocT HHYOPMAITMOHHBIM aBTOMATU3HPOBAHHBIM CUCTEMAM 3TO:

A) CoBOKYIHOCTb yCIOBUH U (PAKTOPOB, KOTOPbIE MOTYT CTaTh NMPUYMHOW HapyLIEHUs
LEJIOCTHOCTH, JIOCTYITHOCTH, KOH()UACHIMAIBHOCTH HH(pOpMaIumy;

b) CoBokynHOCTb yCi10BUH U (PAKTOPOB, KOTOPbIE MOI'YT IPUYMHUTG yIIEpO HHPOpPMALINY;
B) CoBokynHOCTh yCIIOBHI U (DaKTOPOB, KOTOPHIE MOTYT CTaTh MPUYMHOW HAPYLICHHUS
nHpopmaIuu.

Bapuant 2

1)

Bo3MoXHOCTB 3a MpHeMJIeMOoe BpeMs MONyYuTh TpeOyeMyro MH(OPMAIIMOHHYIO YCIyTy

Ha3bIBACTCA:

2)

3)

4)

5)

1
2
3
4

NS

=

w

PwnbE

1.
2.

KonduaennuanbHOCTH
JoctynHocTb
[lenocTHOCTH
HenpepsiBHOCTD

K acrmiexram PIH(l)OpMaHI/IOHHOI;'I 0€301aCHOCTH HE OTHOCUTCS:

HoctynHocTh
IlenocTHOCTH
KonduaenmnumanpHOCTH
3anueHHOCTh

[To xakuM KpUTEPHUSM HEJTb3sI KIaCCU(PUIIUPOBATH YTPO3BI:

10 PacroJIO0KEHUIO UICTOYHHUKA YIPO3

0 acreKTy HHPOPMAIMOHHOM 0€30MacHOCTH, MPOTUB KOTOPOTO YIPO3bl HANIPABJICHBI B
NEPBYIO OYepeb

IO CIOCO0Y MPeI0TBPALCHHS

0 KOMITOHEHTaM WH()OPMAIIMOHHBIX CHCTEM, Ha KOTOPHIE YIPO3bl HALICTICHBI

I'maBHOE TOCTOMHCTBO MapOJIbHOM ayTEeHTU(PHUKAIIMU — ...
pocToTa
HAJIC)KHOCTh
CEKPETHOCTh
3aIIOMHHAEMOCTb
CkomnbpKko ypoBHEH BKIItOUaeT B ce0s ceTeBas moaenb OSI?

5
7
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3. 6
4. 8
6) MexcereBoii akpan (bpanamayap, firewall) — 3ro...

KoMIuiekc anmnaparHbeIX CpeacTB

Kom1uiekc nporpaMMHbIX CpEACTB

KoMriutekc annapaTHbIX WK IPOTPaMMHBIX CPEICTB
Kom1uiekc anmapaTHbIX U IPOrPaMMHBIX CPEJICTB

NS

7)  Ha xakom ypoHe ceteBoii moaean OSI He paboTacT MEKCETEBOM KPaH:

Ddusznyeckuit
CeaHCOBBIN
CereBoli
TpancropTHBII

NS

8)  MexceTeBOro sKpaHa Kakoro Kjiacca He CyIIeCTBYET:

SKPAHUPYIOLIUI MapLIIPyTH3aTOP
JKpPaHUPYIOLIUI KOMMYTaTOp
SKPaHUPYIOUIUI TPAaHCIIOPT
SKPAHUPYIOLIUHI LIUTHO3

NS

9) Yro u3 HNEPCUUCICHHOI'O HE BXOJAUT B COCTAB IIPOIPaMMHOI'0O KOMILICKCaA aHTHBprCHOﬁ

3aIUThI:
1. Tloxcucrema cKaHUPOBAHMS
2. Tloncucrema ympapieHUs
3. Toxacucrema oOHapy>KEHHSI BUPYCHOW aKTUBHOCTH
4. Tloxcucrtema ycTpaHeHHsI BUPYCHOW aKTUBHOCTH

10) Ha xakom »Tane 3akaHunuBaeTCs >KU3HEHHBIN MK aBTOMaTHBHPOBaHHOﬁ CHCTEMBI?

bera-tectupoBaHue CUCTEMBI

Buenpenue puHanbHOM BepcUn CHCTEMBI B 3KCILTYaTaIMIO
[TpexpaiieHue COMPOBOXKIECHUS U TEXHUUECKON MOJIIEPKKHA CUCTEMBI
Anbda-TecTUpOBaHUE CUCTEMBI

AN

11) Kakue 3a1auu BBIMOJIHSACT TEOPHUS 3aLIUTHI HHDOpMAIIHK:

1. mpenocTaBiAThH MOJIHBIE U aJI€KBATHBIE CBEIEHUS O IPOUCXOXKICHNUHU, CYLITHOCTH U
pPa3sBUTHU IPOOIIEM 3aLUTHI

2. aKKyMYJIHpPOBATb OIBIT MPEIISCTBYIOMIETO Pa3BUTHSI HCCIIEIOBAHUI, pPa3padOTOK 1
NPaKTUYECKOT0 PEIIeHUs 3a/1a4 3alUThl HH()OpMAIH

3. ¢dopmupoBaTh HaydHO 00OCHOBAHHEIE MTEPCIIEKTUBHBIC HAIIPABIICHUS Pa3BUTHS TEOPUH U

MPAKTUKY 3aIIUTHl HHPOPMAITUU
4. BBINOJIHSAET BCE BBINICTIEPEUNCIICHHBIE

12) Kaxkoii U3 MPOTOKOJIOB HE OTHOCUTCS K MPOTOKOJIAM 3alUINEHHON TIepeaay JaHHbIX B CETH

NurtepHer:
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NS

SSL
SET
HTTP
IPSec

13) Kaxkoro meTosa pa3rpaHHdYeHHs JOCTyIIa HE CYIIECTBYET:

NS

pasrpaHn4CHUEC JOCTYIIa 11O CIIMCKaM

pasrpaHu4CHuC A0CTYyIIa 110 YPOBHAM CCKPETHOCTU U KaTCIrOpUAM
JIOKAJIBHOC pa3rpaHUiYCHUC JOCTYyIIa

MapoJIbHOC PA3rpaHUYICHUC NOCTYIIa

14) K ocHOBHBIM ()YHKIMSIM ITOJICHCTEMBI 3aIlIUThI OTIEPAIIMOHHON CHCTEMBI OTHOCSATCS:

1.

~own

uaeHTU(DUKAIMS, ayTeHTU(DUKALS, aBTOPU3ALMS, YIPABICHUE TTOTUTHKON
0€30I1aCHOCTH U pa3rpaHUYEHUe JOCTyIa

Kpuntorpaduueckue GyHKIUU

ceTeBble (DYHKIIUU

BCE BBILLIENIEPEYUCIICHHbIE

15) Puck —aro0...

1.

2.

4.

BEPOATHOCTHASI OIICHKA BEIMYMHBI BOBMOXKHOTO yiiepda, KOTOPBIA MOKET TOHECTH
BJIaieTiel] HHPOPMAIIMOHHOTO pecypca B pe3yiIbTaTe yCIEIHO MPOBEIEHHON aTaku
(akxTHuecKas OleHKa BETMYUHBI yiepOa, KOTOPbIH MoHec Biajesnel] MHHOPMAIHOHHOTO
pecypca B pe3ysbTare yCIenHo MPoBeIeHHON aTaku

JeiicTBrE, KOTOPOE HANPaBIIEHO HA HApYIICHNWE KOH(OUACHIIMAIBHOCTH, IEJTOCTHOCTH
W/WIH JOCTYIMHOCTH MH(POPMAIUH, a TAKXKE Ha HeJleralbHOe UCTIOIb30BaHUE JIPYTUX
pecypcoB cetu

pealin30BaHHas yrpo3a

Bomnpocs! Kk 3k3aMeny:

0O O0O1Ths W~

. [lonsarue, knaccudukanus, pynkmuonan AC.

. CxeMbl aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABICHUS
. Kimaccudukamms AC.

. Kareropum aBTOMaTu3upOBaHHbBIX CUCTEM.

. Tunbr aBTOMaTU3UPOBAHHBIX CUCTEM.

. CuctemusIil mogxon k noctpoenuto AC.

. @yHK1MK 3amuThl nHpopmanuu B AC.

. Hasnauenue cucremsl 3amuthl nHpopmarmu B AC.
9.

[TpyHIMIIBI TOCTPOEHUS KOMIUIEKCHOM crcTeMbl 3aiuThl nHpopmanuu B AC.

10. Konnenuus obecrniedenus 3amutel nHGopmanuu B AC.

11. OcHoBHBIE TEPMUHBI U Onpeaenenus, oTHocsmuecs k 31 B AC

12. ®denepanbHble 3aKOHBI, periaMeHTUPYIOIINE AATEIbHOCTD 10 3aIIUTe MHYOPMAIH U UX
OCHOBHBIE ITOJIOKEHHUS.

13. OcHoBHBIE crieMaNbHBIE HOPMATHUBHBIE JOKYMEHTHI B cepe 31 B AC

14. OcHOBHBIEC pOCCUIICKHE CTaHIAPTHI B 001acTh 3ammuThl nHopmaiuu B chepe 31U B AC
15. Onpenenenne HCJl B oTHOmEeHUHN 3amuiiaemMoii nuagpopmarmu B AC

16. OcuoBHbIe puHIHIEI 3amUTh 0T HC/I.

17. Mogens yrpo3 uapopmanuu B otHomeHuu AC.
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18
19
20
21
22
23

. YPOBHM BO3MOKHOCTEN HAPYIIUTENCH.

. OcHoBHBIC HampaBneHus: ooecnedenus 3amuTsl or HC/I.

. Opranuszanus pa6or no 3amute ot HCJI AC.

. Pasrpannuenue goctyna B aBTOMaTU3UPOBAHHBIX CUCTEMAaX.

. «MIanyctpus 4.0» ocobennocTH 3anuthl nHGopManmu B ACY.

. [Iporpamma «HanuonanbHast TEXHOJIOTUYECKAsI HHUIIUATUBA», OCHOBHBIE HAIIPaBICHUS

pazButust ACY u obecniedeHust uX 0€30MacHOCTH.

24
25
26
27

. TpeboBanwus k cucteme 3ammthl nHGopmanuu B ACY TII.

. ITonmuTrka nHPOPMALMOHHOM 6€30MaCHOCTH MPEANIPUATHS.

. YTpo3bl nH(popManoHHO# O6e3onacHocTy B oTHOUeHun ACY.

. OCHOBHBIE BU/IbI CIIELUAIIBHBIX IPOIPAMMHBIX IPOJAYKTOB PEATU3YIOLIUE YTPO3bI B

otuorreanu ACY.

28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
. OcHoBHbIe TpeOoBanus u 001acTh mpumeHeHus [ OCT- 51583-2014 «ITopsaok co3naHus

40

®dopmupoBaHue TpeOOBaHM K 3amuTe nHpopmaluu, conepxarieiics B ACY.
I'panuns npuMmenenus metoauku OYbU @CTOK.

Coneprxkanne TpedoBanuii metogauku OYBU ®CTOK.

[Tonoxxenus Ipuxaza Nel7 ®CTOK PO.

[Tonoxxenus [Ipuxaza Ne21 ®CTIK POD.

[Tonoxxenus Ipuxaza Ne31 ®CTOK PO.

[TonokeHus JOKyMEHTA OIpeeSIONIero YPOBHU 3aIUIIIEHHOCTH IEPCOHATBHBIX TAHHBIX.
Oransl pazpaboTka cucteMsl 3amuTsl nHGopmaruu B ['MC.

TpebGoBanus K Mepam 3alTuThl HHGOpMaILHH, coaepxkaiieiics B ACY.

CocTtaB NOTUTHUKH OE30MTACHOCTH MPEIIPUSATHS.

TpeboBanus [Ipukaza ®CTIK No77.

Hasnauenus u coctaB pecypca MITRE ATT&CK

AC B 3alIUIIIEHHOM HCIIOJTHEHUN)).

41
42

. CocrtaB u HazHaueHue pecypca b/IY OCTOK,
. OcHoBHbIe TpeboBanus u odnacts npumenenuss 'OCT P UCO/M3K TO 19791-2008

«Mertoap! 1 cpeacTBa obecrieueHus 6ezonacHocTH, OneHka 0e30MacHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM»

43
44

. Ocobennoctu obdecreyenus 3amuThl vHGopmanu B ACY Ha COBpEMEHHOM 3Tale.
. Attectarus OU Ha cooTBeTCTBUE 0€30MACHOCTH.

IIpumep Ix3ameHaAMOHHOTO OMJIeTa:

1. TIpuHIIUTIBI TOCTPOCHHS KOMIUIEKCHOW CHCTEMBI 3aluThl nHpopMmarmu B AC.
2. Conepxanne TpedoBanuii Mmeroauku OYBU ®CTOK.

Ne Bua xonTpos KonTposmmpyembie Koutposmmpyemsie
TeMbl (pa3aeabl) KOMIIeTeHI UM/
HHAMKATOPBI

1 2 3 4

1 DK3aMeH T1-T8 [1K-2
WNJIKrk2.1
NKnx2.2
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PazpaboTumnkm:

Houent xapenpsr PO u PO < 0 - Cepénxun C.I1.

[Tporpamma paccMoTpeHa Ha 3aceaHuu Kadeapsl paanoGu3nKu U pagrHodIeKTPOHUKH
«30» aBrycra 2021 r. IIpoToxomn Ne 1

A
W.o.3aB. kadenpoit % Komecnuk C.H.

Hacrosimass mporpamma, He MoOKeT OBITh BOCHpPOHM3BEIEHAa HHU B Kakod Qopme 0e3

MIPEJIBApUTENILHOTO MUCbMEHHOTO pa3pelieHust kadeapel-pa3paboTurka MporpaMMal.

23



	6.1. Учебно-лабораторное оборудование:
	6.2. Программное обеспечение:
	6.3. Технические и электронные средства:

