MHUHOBPHAYKHU POCCHUHN
(benepanpbHOE TOCYTaPCTBEHHOE OIOKETHOE 00pa30BaTEIIbHOE YUPEKIACHUE
BBICIIIEr0 00pa3oBaHUs
«APKYTCKHUHN I'OCYJIAPCTBEHHBIA YHUBEPCUTET»
OI'bOY BO «UT'Y»
Kadeapa pagnodu3uky U paano3aeKTPOHUKH

PaGouyas nporpamMma quCUMNJIMHBI

Haumenosanue nucuuminiasl b1.B.03 MaTtemMarudeckue MoaeId NOJUTHKHA
HH(}OPMALMOHHOM 0€30IaCHOCTH

Hampasnenne noarorosku 10.03.01 HndopmannonHas 6e30MacHOCTD

HampasnenHocTs (poduiis) moAroToBKH be30nacHoCTh ABTOMATH3HPOBAHHBIX CHCTEM

Kpanuduxanys BbIyCKHUKA 0aKaJaBp

dDopma 00yUeHUS 0YHAST

CornacoBano ¢ YMK ¢msuueckoro dpaxymsrera PexomenmoBaHo Kadenpod pamuoQusvkd u
PaIiO3IeKTPOHUKHU

ITporoxon Ne32 ot «23» mapta 2022 1.

IIpotokon Ne 6 ot «01» mapra 2022 r.
Hpencenamls HM. ',
N.0. 3aB. xabenpoit ﬁ Konecaux C.H.

Hpxyrek 2022 1.



> owpn e

Conepxanue

LIEJIV U 3AJAUM JIUCLIATIIMHDL. ...
MECTO JJUCLMUIUIUHBI B CTPYKTYPE OTIOII BO.......oeeeeeeeiieeeeee,
TPEBOBAHMS K PE3YJITATAM OCBOEHUS AUCLIATIIMHBI
COJIEPY)KAHUE U CTPYKTYPA JUCLUTUINHBI

4.1. CO)Iep)KaHI/IC AUCHUIUINHBI, CTPYKTYPUPOBAHHOC 110 TEMaM, C YKa3aHUCM BUJI0B

y‘le6HLIX 3aHATUU U OTBCACHHOI'O HAa HUX KOJMYCCTBA aKAICMUYCCKUX YaCOB

4.2. Tlna" BHeayTUTOPHOM CaMOCTOSTENbHOM paboThl 00YJaIOUIMXCS IO AUCHUILTHHE
4.3. Coxnepxanue yueOHOTO MaTepHuaia

4.3.1. IlepeueHb ceMHUHAPCKUX, MPAKTUUECKUX 3aHATUH U JIAOOPATOPHBIX PabOT.............

4.3.2. Ilepeuenp TeM (BOMIPOCOB), BHIHOCHMBIX HA CAMOCTOATEILHOE U3YUCHUE
CTYJICHTaMH B paMKax camocTosTeabHoi padoTsl (CPC)

4.4, MeTOI[I/ILIeCKI/Ie YKa3aHuA 110 OpraHru3aliun CaMOCTOSITEIILHOMN pa6OTBI CTYACHTOB........

4.5. TlpuMepHas TEMATUKA KYPCOBBIX PAOOT. .. .uutuiintittenteeiteteaeaeeieaneenans

YUYEBHO-METOJIMYECKOE I UHGOPMAILIMOHHOE OBECIIEUEHUE
JIACLIUTIMHBI

a) OCHOBHas IuTeparypa

0) TOTIOTHUTEITBEHAS JTATEPATYP@. v v e enveeneteenaeenneeenaeenaeeanseenneeaneeenneenneeanneennes
B) 0a3bl JaHHBIX, UHHOPMALIMOHHO-CIIPABOYHbIE U IOMCKOBBIE CUCTEMBL. . ..............
MATEPUAJIBHO-TEXHUYECKOE OBECITEYEHUE JUCHUITJIMHBI
6.1. YdebHo-mabopaTopHOe 000pyAO0BaHUE
6.2. IIporpammuoe obecrieueHue

6.3. TexHuyeckue u 3JIEKTPOHHbIE CPECTBA

OBPA30OBATEJIBHBIE TEXHOJIOT'M

OLIEHOYHBIE MATEPHAJIBI JUIS TEKYIETO KOHTPOJIS U ITIPOMEXY TOUYHOM

ATTECTALMN



1. IEJHU 1 3AJAYH JUCIUATIIAHBI

OcHOBHBIE TIENM W 3a7a4d, pelIaeMble B XOJE TMPEnoJaBaHUs y4eOHOW IUCIMILTUHBI,
3aKJTI0YAIOTCS B (JOPMUPOBAHUH Y CTYJCHTOB:

e TOHUMAaHHUE OCHOBHBIX pa0OUYUX METOJO0B MOJICTHUPOBAHUS IIPOIECCOB HH(POPMATMOHHOM
0€30IaCHOCTH,

e TIOHMMaHUS MPEUMYLIECTB M HEJOCTAaTKOB PAa3JIMYHBIX METOJOB MOJCIUPOBAHUS
MPOIIECCOB B MHPOPMAIIMOHHON O€3011aCHOCTH;

e HaBbIKa pPa3pabOTKM JTOKYMEHTOB HCXOAsd H3 MeTtommueckux wmarepuaigoB OCTOK
Poccuu m ©Ch Poccnu;

e HaABBIKOB MojenupoBanus ucxoas u3 meroauku MITRE ATT&CK;

e HABHIKOB OIICHKHM yrpo3 Oe3omacHOCTH WHOOPMAIMU HCXOIS M3 PErIaMEHTUPYIOIIHNX
nokymenToB @®CTIK Poccum.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

Juctumnaa «MaTtemaTrudeckue MoJienu nH(GOpMalMOHHON Oe30macHoCTH» Oasupyercs Ha
muciumnHax «Muadopmartukay, « Teopus unpopmaum.

3. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUSA JUCHUITIJIMHBI

[lpoumecc ocBOeHHsSI AWMCHMIUIMHBI HampaBieH Ha (OPMUPOBAHWUE KOMIICTCHIMH B
coorBerctBun ¢ @®I'OC BO u OIl BO mno wnanpasienuto mnoxaroroBku 10.03.01
NudpopmanuonHas 6€30MaCHOCTb.

IlepeyeHb MIaHMPYyeMBbIX Pe3yJbTATOB 00yUYeHHS 10 JUCUMUIIJIMHE, COOTHECEHHBIX C
HHAUKATOPAMU JOCTHKEHHUS KOMIIECTECHIIMI

Nuaukaropbl Pe3yabTaThl 00y4YeHHs
Komnerenuus .
KOMIIeTeHINil
OIIK-10 Cnoco0eH B KauecTBe | 3HATh:
TeXHUYECKOro e OCHOBHBIE TEXHOJIOTUHU B

ABTOMATU3HPOBAHHBIX CHCTEMAX;
e perJaMeHTHPYIONIYI0 JOKYMEHTAIUIO

CrieraanucTa
MPUHUMATh ydYacTHE B

OCTOK u ®Cb Poccuu o

(opmupoBaHKU MOJICIIMPOBAHHUIO YIPO3 0€30MMacHOCTH
MTOJTUTHKHN H(OpPMALHHL.
nH(MOPMAITMOHHOU VYMeTh:
0€30IacHOCTH, e TPOBOJUTH AHATU3 yTPO3 0€30MaCHOCTH
OpraHHU30BbIBATH " nHpopmanuu, GopManr30BbIBATH
0 /ICP/KUBATE pesyJIpTar.

Bnanets:

BBITIOJTHEHHE KOMILIEKCa
e HaBbIKaMH pa3paboTku Mozenu

0€30MMaCHOCTH I10 Pa3INIHBIM
MH(pOPMALOHHOH METOIMKAM.
0€30IacHOCTH,

Mep TO 00ecCreYeHuIo

YIPaBJIATh  MPOIECCOM
UX  peajqu3alMd  Ha
00BEKTE 3ALLUTHI




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

OO0beM IHUCIUILINHEBI COCTABIIAET 6 3a4eTHBLIX eIUHHIL, 216 4acos,
dopMa MPOMEKYTOUHON aTTECTAIIUHU: 3a4eT

4.1. Coaep:xkanue TUCHUILIUHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHEeM BHA0B YUeOHbIX 3aHAITUI M OTBEeIEHHOI0 HA HUX
KOJIMYeCTBA aKaJeMUYeCKUX YaCOB

Buabi yueOHoii padoTsl,
5]
2 BKJII0YASl CAMOCTOAITEIbHYI0 padoTy
E 00y4YaKIIMXCsl, MPAKTUYECKYI0 TOATOTOBKY U
= TPYAOEMKOCTD
=]
2 E5 (B yacax)
e S| §E
Ne 5 - g 5 ®opMa TeKylero
i Pa3zpen aucuunuimuby/Tema S o § £ | KourakrHasi padoTa npenogasare.si ¢ E KOHTPOJIs1
5]
o gl EEL 0GyaroumMucst 2 yeresaeMocTH
=] Z o s 8
| O = =
2. g S
= =]
< Cemunap/ [g =
= IIpakTH4eckoe, =
) Jlekuus Koncyabprauus <
= JagopaTopHoe &)
3aHsTue/
1 2 3 4 5 6 7 8 9 10
1 TecToBbIi
Tema 1. 5 10 5 5
KOHTPOJIb 110 TEME
2 TecToBbIi
Tema 2. 5 20 5 8 7
KOHTPOJIb 110 TEME
3 TecToBbIi
Tema 3. 5 30 15 8 7
KOHTPOJIb 110 TEME
4 TecToBbIi
Tema 4. 5 32 15 10 7
KOHTPOJIb 110 TEME
5 TecToBbrii
Tema 5. 5 26 10 8 1 7
KOHTPOJIb I10 TEME




4.2. Ilnan BHeayAUTOPHOH CaMOCTOATEJIbHOI Pad0ThI 00y4AOUIUXCH MO0 JUCHHUIINHE

CamocTosTenbHada paboTta obyyatowmxca YyebHo-
MeToAnYecKoe
HaseaHue pasgena, OueHo4Hoe
CemecTtp CpoKm obecneuyeHune
Tembl o cpeacTeBo
Bua camoctoatenbHol paboTbl TpyAaoemkocTb (4ac.) y
BbINOHEH NS CaMOCTOATENIbHOM
paboTbl
MoaroToBKa K KOHTPOAbHOWM paboTe Kontponbnas Cnucok
5 Nel 15 adora Nel OMNONIHUTE/IbHOM
Tema 1-3 1-5 nenens p A
nuTepaTypbl
KoHTponbHas paboTta Nel. 6 Hemens 1 KonTponsnas Cnncok
5 Tema 1-3 pabota Nel [LONOTHUTENbHOM
nuTtepaTypbl
MNopBeaeHMe UTOTOB NO KOHTPO/IbHOM |7 Hemens 1 KonTponbshas Cnucok
5 Tema 1-3 paboTte Nol. PaboTa Hapg owmbKkamm pabora Nel [OMOJIHUTEIbHOMN
No KOHTPObHOM paboTte Nol. nntepaTypbl
MoaroTtoBKa K KOHTpoOAbHOW pabote  (8-15 Henens 15 KOoHTpoAnbHan Cnucok
5 Tema 4-5 No2 pabota No2 [LONO/IHUTENbHOM
nuTepaTypbl
KoHTponbHasa paboTta Ne2. 16 nenens 1 KonTponbnas Cnucok
5 |Tema4-5 pabora Ne2 NONONHUTENbHOM

nMTepaTypbl




HassaHue pasgena,
CemecTp
TemMbl

CamocTosTenbHada paboTta obyyatowmxca

Cpoku

Bua, camoctosaTenbHol paboTsbl TpyAaoemkocTb (4ac.)

BbINOJ/IHEHWNA

OueHoYHoe
CpeacTso

YyebHo-
MeToaMuyecKoe
obecneyeHune
CaMOCTOATE/IbHOM
paboTbl

OOmuit 00BeM CaMOCTOSITEIBHON PabOTHI MO AUCIUTUIMHE (4Yac)

33




4.3. Conep:xaHue y4eOHOIr0o MaTepuaJa

PA3JIEJI 1 (Tema 1). BBEJEHHE B MOJEJTHPOBAHHE HH®OPMAIIHOHHOH
BE30ITACHOCTH.

KitoueBble moHsATHE B MOJEIMPOBAHMH. MIMUTAMOHHOE MOJAEIMPOBAHUE, Aar€HTHBIM MOJXO/I.
CoObiTuitHOE MozenupoBanue. JuHamuueckoe MonenupoBaHue. Yerkas joruka. Heuerkas
goruka. MogenupoBaHue Ha OCHOBE CLIEHApueB. PHUCK-OpPMEHTHUPOBAHHBIM  MOAXOJ.
Heobxomumeie moHATHS MHPOPMAIIMOHHON 0€30MacHOCTH B MOJEIMPOBAHUH yIpo3. OCHOBHBIE
pernamentupytomue 1okyMeHTsl @CTIK Poccun u ®Ch Poccun pernaMeHTUpyroue MOAeIn
B oOnactu 3amutu uHGopmanuu B PD. Mcropudeckas crpaBka.

PA3JIEJI 2 (Tema 2). MOJEJTHPOBAHHE B HH®OPMAITHOHHOH FE30ITACHOCTH.

Mopaenu pa3rpannyeHus aoctyna. MangatHas Mojenb noctyna (Moaens bemna — Jlanmaysern).
HuckpennonHas monens noctymna. PoneBas Moziens goctryna. CMmeniaHHbIE MOJENTU JIOCTYTIA.
Meromukn ®OCTOK Poccun. Meroauka kimaccupukanmmun DOCb  Poccun. Meroauku
knaccudukanuu ®CTIK Poccun.

PA3JEJI 3 (Tema 3). MOAEJIb YI'PO3.

Mopnens  yrpos3 ®Cb Poccuu (xkpuntorpadus). Mogens onenku yrpoz ®CTOK Poccun.
Hctounuku yrpo3. Meroasl peanuzanuu yrpo3. OObekTsl Bo3aeicTBus. Koprex omucanus
yrpo3sl. I'panuiia HHGOPMALIMOHHON CUCTEMBI.

PA3JIEJ 4 (Tema 4). CHEHAPHH YT PO3.

Cuenapun peanuzanuu yrpo3. Taktuku. TexHuku. [IpuMepsl TUMIOBBIX OLIEHOK yTpo3. YTPO3bl
0€30MaCHOCTH IEJIOCTHOCTU. YTPO3bl OE30MaCHOCTH JOCTYITHOCTH. YTPO3bl 0€30macHOCTH
KOH(UICHIIMATBEHOCTH.

PA3JIEJI 5 (Tema 5). MITRE ATT&CK

Cuenapun peanuszauuu yrpos. Taktuku. Texnuku. Ilponenypbl. OTiauuus OT OLIEHKH YIpo3
OCTOK Poccun. IlporpammuOoe obOecmedeHue peanu3anuu yrpo3. HewlTpamuzamus yrpos
6e3omacHoctT  uH(popmauuu. IlporpamMHoe  obecriedeHne  HEHTpalIM3allUUd  YIPO3.
OpraHu3alMOHHbIE MEPBI HEUTPATU3ALUH YTPO3.



4.3.1. IlepeueHb CEMHHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a0OPaATOPHBIX PadoT

HaumenoBanue
CeMHHAPOB,
Ne
Ne pasiena NPaKTHYECKUX TpynoemkocTs Ouenoynsie | ®opMupyembie
n/n 1 TeMbI ) | (uac.) cpeacrsa KOMIIETEeHIIUH
J1a0OpPaTOPHBIX
padoT
N3 nux
Bcero | npakTuveckasi
YacoB | MOATr0OTOBKA
1 2 3 4 5 6 7
1. | Pazgen 2 | JlabopaTopHas 5 TecToBbIit OIIK-10
Nel KOHTPOJIb 10
TeMe
2. | Pazmen 3 | JlaGopartopHas 5 TecToBbIi OIIK-10
No2 KOHTPOJIb 11O
TeEME
3. | Pasmen 3 | JlaGopaTopHas 5 TecToBbII OIIK-10
Ne3 KOHTPOJIb 10
TeMe
4, | Paznen 4 | JlaGoparopHas 5 TecToBbIit OIIK-10
Ne4 KOHTPOJIb 110
TeMe
5. | Pazmen 5 | JlaGopatopHas 7 TecToBbIit OIIK-10
Ne5 KOHTPOJIb 10
TEME
6. | Pasmen 5 | JlaGopaTopHas 7 TecToBbIi OIIK-10
Ne6 KOHTPOJIb TIO
TeMe
4.3.2. TlepeueHb TeM (BOMPOCOB), BBIHOCHMBIX HA CAMOCTOSITEJIbHOE H3YUYEeHHUE
CTYA€HTAMM B PAMKaX caMOCTOsTe/IbHOI padoThl (CP)
Ne Tema 3aganue Popmmpyemas NAK
n/n KOMIIeTeHIIUA
CnocoOHOCTh MPUHUMATH YYacCTHE B
(dbopMUPOBAHUN TTOTUTUKH
nH(GOPMaIlMOHHON 06€3011aCHOCTH
1 Tema 1 Kontponbhas OIIK-10 CnocoOHOCTh OpraHU30BBIBATD,

' pabota Nel. MOIJICPKUBAThH U YIPABIISITH
BBITIOJIHEHHEM KOMIUIEKCa Mep 10
obecrieueHn0 NH(HOPMAITMOHHOMH
0e30MacHOCTH

2 Tema 2 Kontponbhas OIIK-10 CnocoOHOCTh MPUHUMATH YYacTHE B

' pabota Nel. (GhopMUPOBAHUHU TOTUTHUKH




UH(POPMALIMOHHON 6€30MaCHOCTH
CrnocoOHOCTh OPraHU30BBIBATD,
HOAJICP)KUBATh U YIPABIATH
BBITIOJTHEHHEM KOMIUIEKCa Mep 0
o0ecrieueHHI0 HH(POPMAITMOHHOMN
0e30MacHOCTH

CrniocoOHOCTh MPUHUMATDH Y4acTUE B
(GOopMUPOBaHUY MTOTUTUKU
nH(POPMAIMOHHON 06€30MacHOCTH

3 |Tema3 | Konrponbhas OIIK-10 CrocoGHOCTh OPraHU30BbIBAT,
pabora Nel. HOJIEP/KUBATh U YIIPABIISATh
BBINIOJTHEHHEM KOMIUIEKCa Mep 0
obecrieueHnI0 HH(POPMAIIMOHHOMN
0e30MacHOCTH

CrniocoOHOCTh MPUHUMATDH Y4acCTUE B
(OopMHPOBAHUY MTOJIUTHKI
uH(GOpPMaILMOHHOMN 0€3011acCHOCTH
TeMma 4 KonTtponbHas OIIK-10 CnocoOHOCTh OpraHU30BBIBATD,
pabora Ne2. IOJI/IEPKUBATh U YIIPABIIATH
BBINOJIHEHHEM KOMILJIEKCa Mep 110
o0ecrne4eHno UH(POPMaIIMOHHOM
0e301acHOCTH

CriocoOHOCTh MPUHUMATDH Y4acTUE B
(OpMHPOBAHUY TTOJIUTHKI
uH(GOpPMaILlMOHHOM 0€3011acCHOCTH
Tema 5 Kontponbhas OIIK-10 CnocoOHOCTh OpraHU30BBIBATD,
pabora Ne2. MOJ/IEPKUBATH U YIIPABJIATH
BBITNIOJTHEHUEM KOMILJIEKCA MEP IO
oOecrneyeHno HHPOPMaIIMOHHOM
0e3011acHOCTH

4.4. MeTogu4ecKue yKa3aHusl 110 OPraHNu3aluu CAMOCTOATEIbLHOMH PadoThI CTY/ICHTOB
Texymas camocrositenbHas pabora nmo guciumiinHe «besomacHocTh MH(DOPMALIMOHHBIX
TEXHOJIOTHIl», HalpaBlieHHass Ha yriyOJieHHe M 3aKpeIuieHHe 3HaHWN CTYIEeHTa, Ha pa3BUTHE
MPAKTUYECKUX YMEHUH, BKIIIOYAET B ce0s clieyronne Buabl padoT:

o pa60Ta C JICKHMOHHBIM MaTCpUAJIOM;
¢ TIOATOTOBKA K IMPAKTHYCCKUM 3aHATHUAM,
¢ JIOATOTOBKA K 3a4€Ty U DK3aMCHY.

OrneHka pe3yJbTaToOB CaMOCTOSITENIbHOM paboThl OpraHU3yeTcsl Kak €IMHCTBO JIBYX (opm:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI MPEIO1aBaTENs.

Kaxnass nmabGoparopHas paboTra 1O WTOTY €€ BBINOJHEHHUs 3alumiaercs. B 3ammry
nabopatopHoil pabOTHl BXOAAT CBOOOJHO O(QOPMIICHHBIM OTYET TO TPOBEACHHIO PabOTHI C
3a(h)UKCUPOBAaHHBIMH KJTFOUEBHIMA MOMEHTAMH H Pe3yJbTaTaMu pabOThl U BepOabHOE OMUCAHUE
Xxoaga pa6OTI)I, JIOTUKH IIOHCKaA pCIHCHI/Iﬁ 1 UX BBIITOJIHCHHUC.

4.5. IIlpumMepHas TeMATHKA KyPCOBBIX padoT (MPOEeKTOB)
Kypcosble paboTh! (ITpOEKThI) Y4EOHBIM IJIAHOM HE MPETYCMOTPEHBI.




5. YYEBHO-METOJINYECKOE U HTH®OPMAIIMOHHOE OBECITEYEHUE
T CIATITAHBI

a) OCHOBHAS JIUTepaTypa
1. ®enepanbHbiii 3akoH oT 27 urons 2006 Nel149-
@3 «O6 unpopmanyu, THPOPMATUOHHBIX TEXHOJIOTUAX U O 3alIUTE HHPOPMALIUNY;

2. ®enepanbHbiii 3ak0H 0T 27.07.2006 N 152-®3 "O nepcoHanbHBIX JaHHBIX";
3. Ipukaz @OCTIK Poccum ot 11 despans 2013 Nel7 «OO yTBepkaeHUU

TpeOoBaHUH O 3amuTe WHPOPMALUU , HE COCTABIIOUICH TOCYJapCTBEHHYIO TaiiHY,
coJiepxalieiicst B rocyJapCTBEHHbIX HH(POPMALIMOHHBIX CHCTEMAX;

4. Tlpukaz ®CTOK Poccum or 29 ampens 2021 Ne77, «OO0 yTBepKIECHUU TMOPSIKA
OpraHu3ali W TpoBeAeHHs] paboT Mo arrecTanuu OOBEKTOB HH(OpMaTH3alMKM Ha
COOTBETCTBUE TpeOOBaHUSAM O 3amUTe WH(GOPMALUKA OTPAHUYEHHOTO MAOCTYMa, He
COCTaBJISOLIEH TOCYJapCTBEHHYIO TallHy»;

5. Ipuxaz ®CTIK Poccun ot 18 despans 2013 r. Ne 21 «OO6 yTBepxaeHUN cocTaBa U
COJICpKaHUs OPTaHW3ALMOHHBIX M TEXHUUYECKHX MEpP MO O0ecredeHuio 0e30MMacHOCTH
NEpCOHANbHBIX JAaHHBIX MNP HX 00paboTke B HH(GOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JaHHBIX);

6. Meronuuyeckuit AOKyMeHT «MeToIuKa OIEHKH Yrpo3 Oe30MacHOCTH HH(POpMAIII)
(yTB. ®enepalibHOM CITy:K00M MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIIIO 5 (heBpaiis
2021 r.);

7. Tlpuxa3z ®Cb PO Ne66 «O6 yrBepxkaenun llonoxenus o pa3zpaboTke, MPOU3BOJICTBE,
peanu3anyy 1 SKCIUTyaTaluu MUPPOBaIbHBIX (KpUNTOrpaUYecKuX) CPeACTB 3alIUThI
urpopmanum», ot 9 despans 2005 (ITK3-2005).

0) 1OMOJIHUTE/IbHASA JIUTepaTypa

1. PykoBojcTBO 1Mo 3KciutyaTanuu Metasloit - https://docs.metasploit.com/.

2. PykoBozctBo o skciutyaraiuu Metasloitable 2
https://docs.rapid7.com/metasploit/metasploitable-2

3. PykoBozctBo no skciutyaranuu Metasloitable 3 -
https://github.com/rapid7/metasploitable3

B) 0a3bl JAHHBIX, HH(POPMAIMOHHO-CIIPABOYHbIE U IOUCKOBbIE CHCTEMBI
Otkpeituit mpoekt (OWASP) mo Web yrposawm - https://owasp.org/;
bank manaex yrpo3 ®CTOK Poccun (yrpossr) - https://bdu.fstec.ru/threat;
bank nannbix yrpoz ®CTOK Poccun (ys3Bumoctn) - https://bdu.fstec.ru/vul.
Ortkporthiii mpoekt MITRE ATT&CK  https://attack.mitre.org/resources/getting-started/
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6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCIHUIIJIMHBbI
6.1. YueOHO-1200paTOpHOE 000PYA0BaAHME:

Kommprorepnass maGoparopust 3236 (16 cepBepoB) W JEKIMOHHAs ayautopusi 225,
OCHAII[EHHBbIE MYJIBTUMEIUNUHBIMUA CPEJICTBAMH, DJJICKTPOHHOW 0a30if 3HAHWUU, CHUCTEMOU
TECTUPOBAHUSA, BBIXOJAOM B TIIOOANbHYH ceTh HWHTepHeT. TexHuueckwe XapakTepUCTHKU
CEepBEpOB  O0ECTEUMBAIOT BO3MOXXHOCTH  MOJEIHUPOBAHHS HEOOXOJIMMOTO  ammapaTHOTO
obecrieueHust Il pabOTBl C COBPEMEHHBIMH KOMITBIOTEPHBIMH CHCTEMAaMH XpaHEHUS |
00paboTKH HHPOPMALIUH.

6.2. IlIporpammHoe o0ecnieueHne
1. Oracle VM VirtualBox 5.0.12. beccpouno.
2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Kontpakr Ne 03-013-14 or
08.10.2014.Homep JInuensuu Microsoft 45936786. beccpouno.
3. WinProl0 Rus Upgrd OLP NL Acdmc. CyGnuuensuonnslii gorosop Ne 502 or
03.03.2017 Cuer Ne ®P3- 0003367 ot 03.03.2017 Axt Ne 4496 ot 03.03.2017 Jlunensus Ne


https://bdu.fstec.ru/vul

68203568. beccpouHo.

4. Kaspersky Free (exeromno ooHoBmsiemoe I10). YcnoBus MCnonb30BaHUs MO CCHUIKE:
http://www.kaspersky.ru/free-antivirus/ . beccpouso.

5. SecretNetStudio 8 (Demo version)

6. Metasploitable 2 (Linux) BSD license

7. Metasploitable 3 (Ubuntu) BSD license

8. Kali Linux, Metasloit 6 GNU GPL.

9. ScanOVAL (®CT3K Poccun) Free.

6.3. TexHuyeckue v 3JIEKTPOHHbIE CPEACTBA:

B xone yueGHOro npouecca UCIONb3yIOTCS TEXHUYECKHE CPEICTBA 0OyUYEHUSI U KOHTPOJIS
3HAHUW CTYJEHTOB (NIPE3E€HTAalUH, KOHTPOJIMPYIOIIMX IPOrpaMM, JIEMOHCTPALMOHHBIX
YCTaHOBOK),  HCIOJb30BAHHWE  KOTOPBIX  HPEJYCMOTPEHO  METOJUYECKOM  KOHLENIUeH
IIPETOIaBAHMS.

7. OBPA3OBATEJIBHBIE TEXHOJIOT'UA

Jlist TOCTHXKEHHS TUTAHUPYEMBIX Pe3yJbTaTOB OOy4eHus, B JUCHMIUIMHE «be3omacHocTh
MH(POPMALMOHHBIX TEXHOJIOTUI» NCHOIB3YIOTCS Pa3InuHble 00pa30BaTeNIbHbIE TEXHOJIOIHHU:

I/IH(l)OpMaIII/IOHHO-pEBBI/IBalOH.[I/Ie TEXHOJOIMM, HaIIPpaBJICHHBIE Ha (I)OpMI/IpOBaHI/IC
CHCTCMBI 3H&HI/II>1, 3alIOMHMHAaHHUC U CBO6OI[H0€ OIICPHUPOBAHUC NMU.

I/ICHOJ'IB?»yeTCfI J'ICKI_II/IOHHO'CCMI/IHapCKI/Iﬁ METOH, CAaMOCTOATCIbHOC N3YUCHUC JIUTEPATYPEI,
MMPUMCHCHUEC HOBBIX I/IH(bOpMaIlI/IOHHI)IX TEXHOJIOTHH [JII CaMOCTOSTEILHOTO IIOIOJHEHUS
3HaHI/II>'I, BKJIFOYasA UCIIOJIb30BAHUEC TCXHUUYCCKUX U SJICKTPOHHBIX CPCACTB I/IH(bOpMaI_II/II/I.

JleAATEJIbHOCTHbIE NPAKTHKO-OPHMEHTHPOBAHHbIC TEXHOJIOTMM, HAIIPaBJICHHBIE HAa
¢dopmupoBaHHE CHUCTEMBI TNPO(ECCHOHANBHBIX TPAKTHUYECKUX YMEHUH TIpH MPOBEACHUHU
9KCHEPUMEHTAIbHBIX MCCIIEI0BAHNHN, 00ECTIEYNBAIOIINX BO3MOXHOCTh KAUECTBEHHO BBIIIOIHSTH
npoecCHOHATIBHYIO JEATEIbHOCTb.

Hcnons3yercst aHanm3, CpaBHEHHE METOOB MPOBEACHUS MCCIIECIOBAHUM, BEIOOD METO/a, B
3aBUCHUMOCTH OT OOBEKTa HMCCIEIOBaHUS B KOHKPETHOW MPOM3BOACTBEHHON CUTYyallMd U €ro
MpaKTUYECKas peaanu3almsl.

Pa3BuBaoniue mnpodeMHO-OPHEHTHPOBAHHbIE TEXHOJOTUM, HAlNpaBJICHHBIC Ha
dbopMupoBaHHE U pa3BUTHE TMPOOJIEMHOTO MBIIIJICHHUS, MBICIUTEIBHON  aKTHBHOCTH,
CIOCOOHOCTH BHJIETh M (DOPMYyIHpPOBATH MPOOJIEMBI, BEIOMPATh CIOCOOBI W CPEJCTBA IS MX
pemieHus. Vcmonb3ytoTcs BHABI MPOOJIEMHOTO OOYYEHHsS: OCBEIICHHE OCHOBHBIX MpoOiieM
nH(OpMaAITMOHHOM 6€30MacHOCTH, YIEOHBIC TUCKYCCUH, KOJIJIEKTUBHAS JEATEILHOCTh B TPYIIIax
IIPY BBIMOJIHEHUU JTA0OPATOPHBIX padoT, pelleHre 3a/iad MOBBIIICHHON cioxHocTU. [Ipu aToM
WCTIONIB3YIOTCS TIEPBBIE TPU YPOBHA (M3 UETHIPEX) CIOXXHOCTHU W CaMOCTOATEIbHOCTH:
npoOJieMHOE M3JI0XKEHHE Y4eOHOro MaTepuaia TperojaBareiieM; CO3/IaHue IpernojaBaTelieM
mpoOJEMHBIX CHTyaluid, a oOy4aemMble BMECT€ C HHUM BKJIIOYAIOTCS B HX pa3pelieHue;
mpernoaaBaTeslb CO3JaeT NPOOJEMHYI0 CHUTyaluio, a paspemaroT e€ obydaeMmble B X0l
CaMOCTOSITENIbHOM J1eATEIbHOCTH.

JINYHOCTHO-OPHEHTHPOBAHHBIE TEXHOJOTHH O0O0y4YeHHMs, OOecleyHBaIONINEe B XOE
y4eOHOTO TMpolecca y4YeT pa3iMdHBIX CIOCOOHOCTEH 00y4aeMbIX, CO3JaHHE HEOOXOIUMBIX
YCIIOBUH ISl pa3BUTHSI MX MHAUBHUIYAbHBIX CIIOCOOHOCTEH, pa3BUTHE AaKTUBHOCTH JTUMYHOCTH B
yueOHOM Tporecce. JIMYHOCTHO-OpUEHTHPOBAHHBIE TEXHOJOTHH OOYYECHHS PEaTu3yloTCs B



pe3yNbTaTe HHAWBUYaTLHOTO OOIIECHUS MIPEToaaBaTelis U CTYJCHTA MIPH 3aIIUTe JTa00paTOPHBIX
paboT, Y BBHITTOTHEHUH JIOMAITHUX WHAWBUAYAIbHBIX 3a/IaHUM, PEIICHUH 3a7a4 IMOBBIIIICHHOM
CJIO’)KHOCTH, Ha €KEHEJIeTbHBIX KOHCYIbTAIUsX.

8. OHEHOYHBIE MATEPHAJIBI U1 TEKYHIEI'O KOHTPOJISA 1
MMPOMEXYTOYHOM ATTECTAIIUA

8.1. OueHo4YHbIE CPeCTBA AJIA BXOJHOT0 KOHTPOJISI

BxonHoit xkoHTpoas (2 BapuaHTa, 5-ii cemecTp), mpeactaBiser coboi mepedeHb u3z 30
BOIIPOCOB M 3aJaHui. BXOAHOW KOHTPOJb NPOBOAUTCS B IHUCBMEHHOM BHJE Ha IEPBOM
MIpaKTUYECKOM 3aHATUH B TeueHue 30 munyT. [IpoBepsieTcs ypoBeHb BXOIHBIX 3HAHUH.

8.2. OueHoYHbIEe CpeaCTBA TEKYHIEro KOHTPOJIS

Bompocsl k  mpakthueckum 3aHATHsM. lIpenctaBisitoT coOOM IepedeHb BOIPOCOB,
MPOBEPSIIOIINX 3HAHUE TEOPETUUECKOIO JIEKIIMOHHOIO MaTepuajla W TEM, BBIHECEHHBIX Ha
CaMOCTOSTENIbHYIO TPOPAOOTKY.

8.3. OueHoYHBIE CPEACTBA /1JIsl MPOMEKYTOUHOI aTTecTAlMU

(B hopme 3ayeTa).
TectoBbie paboThl. [IpoBepsieTCs CTeNeHb YCBOCHUS TEOPETUUCCKHUX U MPAKTUYCCKUX 3HAHHIA,
nproOpPETEHHBIX YMEHUH HA PENIPOIYKTUBHOM U IMPOYKTHBHOM YPOBHE.

JleMOHCTPALIMOHHBIH BAPHAHT TECTOBOM PadoThI

Ouenka yrpo3 O0Oe3omacHoCcTM MHPOpPMAIMU COTJIACHO MeToaM4YecKOMY JTOKYMEHTY
«MeToanka oueHkn yrpo3 6esonacHoctu uHpopmanum» ®CTIK Poccun.

1. Hamummre 5 CIHCHApPHUEB CCTCBBIX aTaK C Pa3I0OKCHUEM HAa TCXHUKH U TaAKTUKHW 10 MOMCHTA
3aKpPCIUVICHUA B CUCTCMC.

2. Hanummre 5 TexHuk Taktuku - «COop nHGOpMAIIUU O CUCTEMAX U CETIX»

BOITPOCBHI
Bapuanr 1

1. KodpuaenmnuanpbHOCTh HHPOPMAIIUU ITO:

a) cBoiicTBo Oe3zomacHocTH HH(pOpManuu ObITh MOJy4YeHHOW obOsagateneM uH(opmanuu 3a
MIPUEMIIEMBIN TPOMEKYTOK BPEMEHH;

0) CBOMCTBO O€30mMacHOCTH HH(OPMAIIHH OBITH JOCTYITHON ONPEAeICHHOMY KPYTY JIHII,
B) CBOMCTBO 6e30macHOCTH MHPOPMALIUHU OBITH HEMCKAKEHHOM.

2. Yto siBisieTcs TIaBHOM 3a1a4eit Mojenu yrpo3 6e3omacHoctd nHGopMauu?

a) MPOBECTH OIICHKY yTrpo3 Oe30macHocT HHGOpMaIny;

0) COCTaBHUThH CIHCOK aKTyaJIbHBIX YTPo3 6€30macHOCTH HHPOpMAIINH;

B) COCTaBUTH CITMCOK HAPYIIUTEIECH.



3. ¥Yrpo3a 3to0:

a) COBOKYIIHOCTb YCJIOBUH U (DAaKTOpOB, CO3MAIONIMX MOTCHIHAIBHYI0 WU pealibHO
CYIIECTBYIONIYIO OMTACHOCTh HAPYIIECHUSI 0€30MacHOCTH WH()OPMAIINY;

0) COBOKYMHOCTh HAPYIIUTEINS U 3alUIIaeMOil HHPOpMAaITIH.

4. Yto Takoe puck B HHGOPMAIITMOHHON O€30MaCHOCTH?

a) MPOU3BEACHHUE BEPOSITHOCTH pean3allii yIpo3bl HA CTOUMOCTD yIliepOa OT Hee;
0) nmpou3BeIeHUE BEPOATHOCTH pealn3alliil yIPO3bl HA CTOMMOCTH yIepoa ot He€.
5. Kto siBnsieTcs BHyTpEHHUM HapyIIUTeIeM yrpo3 6e3omacHocTd nHhopManun?
a) pa3paboT4YUK MPOrpaMMHO-aNapaTHIX CPECTB;

0) CHCTeMHBIN aIMUHUACTPATOP;

B) KOHTPareHT OpraHu3aliu.

6. Moaenb benna — Jlanagyssl onuckiBaeT

a) TMCKPEIMOHHYIO MOJIENb IOCTYIIA;

0) MaHIAaTHYIO MOJIEJb JIOCTYTIA;

B) POJIEBYIO MOJIENH JIOCTYTIA;

') CMEIIAaHHYIO MOJIEb JI0CTyTA.

7. CornacHo mokyMeHTa «MeTouKa OleHKH yrpo3 6e3onacHoctu nHpopmanun» (yr8. ®CTOK
Poccun 5 deBpans 2021) BHyTpeHHUI HapyIIUTENb UMEET OOJIBIIHNNA TOTEHIINAN, YeM BHEIITHU?

a) na;
0) HeT;
B) MOTCHIIMAJI HAPYIITUTEIS HE 3aBUCUT OT €r0 OTHECCHUS K BHEITHEMY HIIH BHYTPEHHEMY .

8. HoxymeHT «MeToauka oLeHKH yrpo3 6e3omnacHoctd uHpopmanuu» (yr8. @CTIK Poccun 5
depans 2021) perynupyeT MOAETUPOBAHUE YTPO3 B:

a) nH(POPMAIMOHHBIX CHCTEMaX MePCOHANBHBIX JIaHHBIX;

0) rocyJapCTBEHHBIX 1 MyHULIMTIAIBHBIX HH()OPMAIIHOHHBIX CUCTEMAX;

B) MH(OPMAIIMOHHBIX CUCTEMax 00padaThIBAIOIIMX rOCYIapCTBEHHYIO TaiHy;
T') U1 BCEX MEePEUNCIEHHBIX HH()OPMAIIMOHHBIX CUCTEM;

,I[) ABTOMATHU3UPOBAHHBIX CHUCTEMAX YIIPABJICHUA IMPOHU3BOACTBCHHBIMH W TEXHOJOTMYCCKHUMU
mnmponeccaMm Ha KpUTHYCCKU BAaXKHBIX O6’beKTaX, IIOTCHIIMAJIBHO OIIACHBIX 06’beKTaX, O6’B€KTaX,



MPCACTABIAIONINX TTOBBINICHHYIO OIMMACHOCTL AJIA KU3HHU U 300POBbS JIIO,Z[GI\/’I n aJisa OKPY)KEIIOH_ICI\/JI
Cpenpbl.

9. J11st yero He0OXOAUMO MPOBOIUTH KIIACCU(PHUKAINIO HH(POPMAIIMOHHBIX CHCTEM?
a) U151 popMaU3aIfK CUCTEMBIL

0) U1 yTOYHEHUS MTOJIX0/1a K JAJIbHEHIIeH 3amuTe HHPOPMAMOHHON CUCTEMBI;

B) JUTSI BBISIBJICHUS] PUCKOB.

10. Kontponupyemas 30Ha 310:

a) 30Ha B IIpeJiesiax KOTOPOH OrpaHUYEHO BpeMs NpeObIBaHUS JIULI;

0) TPOCTPAaHCTBO, TJ€ HCKIIOUYEHO HEKOHTPOJIMpYeMoe MpeObIBaHUE JHIl, TPAHCHOPTHBIX WU
TEXHUYECKUX CPEJICTB;

B) TO IpaHMIIA TEPPUTOPUU B COOCTBEHHOCTH 00J1aaaTesiss HHPOPMAIIMOHHON CUCTEMBI.
11. Ya3BuMocCTh 3TO:

a) Hemoctatok (cmabocTh) MPOrpaMMHOTO (TMPOTrPAMMHO-TEXHUYECKOT0) CPEJCTBA WU
MH(GOPMALIMOHHON CUCTEMBI B II€JIOM, KOTOpPBbIN (KOTOpasl) MOXKET ObIThb HCIOJb30BaHa s
peanuzanuu yrpo3 6e3omnacHocTd HHGOpMaLuu;

0) ommbKka B IporpaMMHOM 00€CTIEYEHUH WU MPOTrpaMMHO-alapaTHOM 00eCTIeueHNH;

B) MOCJIEIOBATEIFHO  BBITIOJHEHHBIE  JCUCTBUS  NMPHUBOJAIIME K  KOMIIPOMETALUU
UH(POPMALIMOHHON CUCTEMBI.

12. Cornacno 152-®3 «O nepconanbHbIX AaHHbIX» OT 27 uronst 2007 rona UCII/IH aTo:
a) UH(pOpMaIMOHHAs CHCTEMA, T]Ie OCYIIECTBIsETCS 00padoTKa MEPCOHANBHBIX TaHHBIX;
0) COBOKYITHOCTh TEXHHYECKUX CPEJICTB 00pabOTKH MH(OPMAIIUU U TIEPCOHANIA;

B) COBOKYITHOCTH COJIEp>KaIIUXCsl B 0a3ax JaHHBIX MMEPCOHATBHBIX JAHHBIX U 00CCIIEYNBAIOIINX
X 00paboTKy HHMDOPMAITMOHHBIX TEXHOJIOTUNA U TEXHUYECKUX CPEJICTB;

13. TlepeuncnuTe MOHSATHUS BXOSAIINE B KOPTEK OIMMUCAHUS YTPO3BI
a) OOBEKT aTaKw;

0) yrpo3a;

B) IIpOLIe/ypa;

T') HAPYIIUTEIb,

1) YSI3BUMOCTB;

e) Bo3aericteue HC/I.



14. TloHsATHEe yrpo3bl UCXOAALICH OT TEXHMYECKOrO KaHajla yTeYKHM HH(GOpPMAIMU JIOJKHO
coJiepkath B cebe:

a) TMIOHSTUE CPEbl PACTIPOCTPAHCHHS,

0) MOHTHE UCTOYHUKA CUTHATIA;

B) MOHSTHE TIPUEMHHUKA CUTHAJIA;

T') TOJIEKO TTOHSITHE UCTOYHUKA CUTHAJIA M ITOHATHE CPEIBI PACIIPOCTPAHCHUS.
15. Uto MokeT ObITh OOBEKTOM aTaKu?

a) aJropuTM;

0) cucTeMHOE IPOorpaMMHOE 00ecIIeueHNE;

B) ammapaTHOE 00eCIIeYCHHE;

T') BCE NIEPCUNCIICHHBIC BAPUAHTHI.

16. EcTp 1M NOHATHE BEPOSATHOCTH HACTYIUIEHUSI yIpo3bl B JOKyMeHTe «MeTonnka OLIEHKH
yrpo3 6e3onacHoct uHpopmarmum» (yrB. ®CTIK Poccun 5 despans 2021)

a) n1a;

0) HeT.

17. Kakue ecTh yrpo3sl HEMOCPEACTBEHHOTO A0CTyMa B 6aHke naHHbIX yrpo3 @CTIK Poccun?
a) YBI.004:yrpo3a ammapaTHoro copoca mapodist BIOS;

06) YBUN.099: Yrpo3a o6Hapyx eHUsI XOCTOB;

B) YBI.100: Yrpo3a 00xo1a HEKOPPEKTHO HACTPOCHHBIX MEXaHU3MOB ayTeHTU()UKALIUU

r) YBU.071: VYrpo3a HECaHKIIMOHMPOBAHHOTO BOCCTAHOBJICHUS yIaJEHHON 3alUIIacMOM
UH(pOpMaINH.

18. Y3BUMOCTb HYJIEBOTO JIHS 3TO

a) YA3BUMOCTB KOTOpasl eIlle He YCTpaHeHa,;

0) ySI3BHMOCTB, KOTOpasi HE M3BECTHA 00JIaIaTeNt0 HH()OPMAIIMOHHOU CUCTEMBI.
19. MoHO T BOCCTAaHOBUTH KOH(MUIEHIINATEHOCTh HHDOpMarmu?

a) na;

0) HeT.

20. Kakue mpoeKThl paccCMaTpUBAIOT YIpo3bl CBs3aHHbIe TOIbKO ¢ WEB.

a) 6ank nanHbIX yrpo3 ®CTOK Poccuu;



6) CAPEC;
B) OWASP;
r) Mitre attack.

21. Kakoil THIl MOJAEIMPOBAHUS HCIOJIB3YETCd B JOKyMeHTe «MeToauka OILEHKH YIpo3
6e3onacHocTtu uHGopmarun» (yrB. ®CTIK Poccum 5 despans 2021)?

a) COOBITUIHBIN;

0) UMUTAIIMOHHBIN;

B) CUCTEMHO-/IMHAMUYECKHIA.

') areHTHBIH.

22. Ckoabko knaccoB ['MC cymectByet cornacHo [Ipukazy ®CTIK Poccun Nel7?
a)2;

0) 3;

B) 4.

23. AyTteTHUUKAIHUS ITO:

a) IEHUCTBUS IO TIPOBEPKE MOATUHHOCTH CyOBEKTa JOCTYIa W/ MM 00BEKTa TOCTYTa, a TAKXKe 10
MPOBEpPKE MNPUHAIIICHKHOCTH CYOBEKTY JHOCTyNa H/HIW OOBEKTY JAOCTYyNa MpPeIbsIBICHHOTO
uaeHTu(UKaTOpa 10CTyna U ayTeHTU(PHUKAITMOHHON HHpOpMaInu;

0) HajiesieHue npaBaMu CyOBbEKTa JOCTyIa IPU BX0Jie B UHPOPMAILIMOHHYIO CUCTEMY;
B) BBIJICJICHHE CYOBEKTA JOCTYIIA CPEIAH IPYTHX.

24. KakuMm TMOHATHEM HE ONepupyeT INOKYMEHT «MeToauKa OLEHKH Yrpo3 O0e30macHOCTH
uHpopmanun» (yrB. PCTOK Poccun 5 pespans 2021)

a) TaKTHKa;
0) npouenypa;
B) TEXHHKA.

25. KoHTpoabs HapyIIeHUs KaKuX CBOMCTB 0€30MacHOCTH HH(POPMAIIMH BO3MOXXHO TEXHUYECKUM
Mepamu?

a) IeJIOCTHOCTH;
0) 1OCTYyHOCTH;

B) KOH(UACHINAIBHOCTH.



26. Yro Takoe CleHapHwii UCXons M3 JOKyMeHTa «MeToauka OLEHKH Yrpo3 0e30omacHOCTH
unpopmanun» (yrB. ®CTIK Poccun 5 pespanst 2021)?

a) UI3MEHEHHE XapaKTEPUCTUK CUCTEMbI BO BPEMSI aTaKH;

0) mocTpoeHHsIil rpad nmepexona MHGOPMAIIMOHHOM CUCTEMBI U3 OJTHOTO COCTOSIHHE B IPYToe;
B) COBOKYITHOCTh TAKTHUK U TEXHUK.

277. HecaHKUMOHUPOBAHHBIN TOCTYII 3TO:

a) JocTyn CcyOBeKTa JOoCTyma K OOBEKTYy JO0CTyla, HapyIIAIoMMKA MpaBuUia YHpaBICHUS
JOCTYTIOM;

0) HapyLIeHHE IPABOBOTO PEXKUMa B MH(POPMALIMOHHOM CUCTEME;
28. LlenocTHOCTH HH(pOPMALIUU 3TO:

a) cocTosHue MH(pOpPMaLIMK, IPU KOTOPOM OTCYTCTBYET JH000€ ee M3MEHEHHe TUO0 U3MEHEHue
OCYIIECTBIISIETCS TOJIBKO MPEAHAMEPEHHO CyOBEeKTaMt, HIMEIOIIMMHU Ha HETO MPaBo;

a) CBOMCTBO MH(OPMAIIMOHHON CHCTEMBI TPOTHBOCTOSTH HECAHKIIMOHUPOBAHHOMY MCKAKCHUIO
nH(bopmaIuu.

29. PacnonoxuTte KJ1acchl KpUNITOrpapuuecKon 3aluThl C BO3pacTaHUEM TPEOOBAHUINA:
a) KC1,KC2,KC3;
6) KC3,KC2,KCl.

30. UTo OTHOCHUTBHCSI K yrpo3aM CETEBOTO XapakKTepa COrIacHO 0aHKy AaHHbIX yrpo3 ®CTOK
Poccun?

a) YBUM.006: Yrpo3a BHEAPECHHS KO/IA WK JaHHBIX,

0) YBU.069: Yrpo3a HenmpaBOMEPHBIX JACHCTBUI B KaHAJIaX CBS3H,
B) YBU.099: Yrpo3a oOHapyx eHHs] XOCTOB

Bapuant 2

1. Mognens benna — Jlananysnsl onuceiBaeT

a) TUCKPEIMOHHYIO MOJIENb IOCTYIIA;

0) MaHIAaTHYIO MOJIENh IOCTYTIA;

B) POJIEBYIO MOJIENB JIOCTYIIA;

') CMEIIAHHYIO MOJIEJb J0CTYTA.

2. KoHTpOJb HapyIIeHUs] KaKUX CBOIMCTB 0e30MacHOCTH MH(OPMAIIMM BO3MOXKHO TEXHUYECKUM
Mepamu’?



a) IEeJIOCTHOCTH;
0) TOCTYyMHOCTH;
B) KOH()HICHIIMAIBHOCTH.

3. Uro Takoe cueHapuil Hcxond M3 JIOKyMeHTa «MeToauka OLEHKH yrpo3 0e30macHOCTH
undopmarum» (yrB. @CTIK Poccuu 5 pespamnst 2021)?

a) I3MEHECHHE XapaKTEPUCTUK CUCTEMBI BO BPEMSI aTaKH;

0) mocTpoeHHEbIH rpad mepexoaa HHGOPMAIIMOHHONM CUCTEMBI U3 OJTHOTO COCTOSIHHE B JIPYTOE;
B) COBOKYITHOCTb TAKTUK U TEXHUK.

4. llenoctHOCTH MH(GOPMAITUH ITO:

a) cocTosHue MHGOpPMaLIUK, IPU KOTOPOM OTCYTCTBYET JH000€ ee M3MEHEHHe TUO0 U3MEHEHue
OCYIIECTBIISIETCS TOJIBKO MpeAHAMEPEHHO CyOBEeKTaMu, UMEIOIIMMHU Ha HETO MpaBo;

a) CBOWCTBO MH(OPMAITMOHHON CHCTEMBI MPOTHBOCTOSITh HECAHKIIMOHUPOBAHHOMY HCKKEHUIO
nH(bopmaIuu.

5. Ilepeuncnute MOHITHS BXOSIINE B KOPTEXK OMHCAHUS YTPO3BI:

a) OOBEKT aTaKw,

0) yrpo3a;

B) TIpOLE/Iypa;

') HapYLIUTEb;

1) YSI3BUMOCTB;

e) Bo3aericteue HCJI.

6. Kakue npoekTsl paccMaTpuBaIOT yrpo3bl cBsizaHHbIe Tosibko ¢ WEB.
a) 6ank ganHbIX yrpo3 ®CTOK Poccun;

6) CAPEC,

B) OWASP;

r) Mitre attack.

7. Cxonbko knaccoB ['MC cymectByet cornacho [Ipuka3zy @®CTOK Poccuu Nel7.
a)2;

0) 3;

B) 4.



8. CkoJIbKO MPUMEPHO yrpo3 coaepxkutrcs B 0anke nanHbIx yrpo3 ®CTIK Poccun?
a) 220;

6) 550;

B) 50.

9. lnst KakWx Yrpo3 Ba)XKHO pACIONIOKEHHE WH(POPMAIMOHHON CHCTEMBI OTHOCHTEIHHO
KOHTPOJIUPYEMOM 30HbBI?

a) JUIsl yIpo3 CBSI3aHHBIX C TEXHUYECKMMU KaHaJlaMu;

0) U1 yTpo3 CBSI3aHHBIX C MPOTPAMMHBIM 00ECIICYEHHUEM;

B) JIJIsl BCEX MEPEUUCITICHHBIX.

10. Mcxoas u3 kakux JOKYMEHTOB OyzAeT pa3padaTteiBaThess Moaenb yrpo3 mis UCITIa?
a) [Tocranosnenue IlpaBurenscrBa P® ot 1 HOA6pst 2012 r. Nel1119;

0) Meroauka ompeneseHUs] aKTyaJIbHBIX yrpo3 0€30IMacHOCTH MEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MH(DOPMAIMOHHBIX CHUCTEMax TNepcoHaIbHBIX MaHHBIX (yTB. ®CTOK Poccuun 14
deBpans 2008 1.);

B) Meroanueckuii JOKYMEHT «MeTonuKa OICHKH Yrpo3 Oe3omacHOCTH uHpopmamwm» (yTB.
OCTIK Poccuu 5 deBpans 2021).

11. PacmonoxuTe YpOBHU KOMITETEHIINH HAPYIIUTENEH B TOPSIKE UX BO3PACTAHUSL:
a) H1, H2, H3,H4;

6) H4,H3,H2,H1.

12. CxoJbKO TaKTHUK HAPYIIUTENS Mpeyiaraetes B npoekte Mitre attack?

a) 14;

0) 10.

13. CorsacHO METOJUYECKOro JIOKyMeHTa «MeToanka OIeHKH yrpo3 0e30macHOCTH
unpopmanun» (yrB. DCTOK Poccum 5 ¢espans 2021) OwiBuime paOOTHUKU OpraHU3alMU
OTHOCATCS K KAKOMY THITYy HapyIIuTenei?

a) BHyTPEHHUH;
0) BHEIITHMIA.

14. B pasgmene 00 akTyaJlbHOCTH YIPO3 COTJIAaCHO JOKYMEHTY «MeToAWKa OIEHKH YTrpo3
6e3onacHocTy nHGopmanum» (yrB. ®CTIK Poccun 5 dhepans 2021) BxoauT:

a) TepeuYeHb BO3MOXHBIX (BEpOSTHBIX) yrpo3  0Oe3omacHocTH  uHpoOpManuum s
COOTBETCTBYIOIIUX CIIOCOOOB UX peallu3allii U YPOBHEH BO3MOXKHOCTEH HAPYIITUTENICH;



0) onucaHue BO3MOXHBIX CIIECHAPHEB peau3alliy yrpo3 0e30MacHOCTH HH(POPMAIIUH;
B) BBIBOJIbI 00 aKTyaJIbHOCTH YIpo3 0€30MacHOCTH HH()OPMAIIHH.

15. JloctynmHOCTh HH(POPMAIIHH 3TO

a) BO3MOKHOCTb TIOJIY9UTh HH()OPMAITHIO;

0) cBoiicTBO Oe3omacHOCTH UWHGOpPMAIMM B TMOJYYCHUH TIOCIETHEH 3a MPUEMIIEMbBIN
MPOMEKYTOK BPEMEHU.

16. KonduaeHmaibHOCTb 3TO:
a) cyObEeKTHBHOE TIOHATHUE;
0) 0OBEKTHBHOE ITOHATHE.

17. 12. CKOJBKO TAKTHK HAPYUIMTENS IMpeyiaraeTcsi B ITOKyMeHTe «MeToIuKa OIEHKH YIpo3
6e3onacHocty uHGopmarn» (yrB. ®CTIK Poccum 5 dperpans 2021)?

a) 14;

0) 10.

18. Kakue TeXHUKH MPUMEHSIOTCS B Ha4Yajie aTaku?

a) HaIpaBJICHHOE CKaHUPOBAHME C MOMOMIbIO clieranu3upoBatHHoro [10;
0) cOop nHpOpMaIUK O TIOJIL30BATEIIE;

B) Moau(uKanus Moaysiel u koHpurypauuu Bpegonoctoro I10.

19. Kakoe MeponpusiTHe MMO3BOJISIET KOHTPOJIUPOBATH LEIOCTHOCTH [10?

a) BBIYHCIEHHWE KOHTPOJBHBIX CYMM 3allMIIaeMbix  (QaitnoB  (kpunrorpadpuieckoe
npeoOpa3oBaHue);

0) co3maHue pe3epBHBIX KOMUN 3alUIIaeMbIX (DaliiIoB.

20. Kakue o0bekThl MHpOpMaTH3anuu npeaycmMorpenbie nokyMeHTamun PCTOK oTHOCSTCS
[12BM?

a) APM;

0) 3I1;

B) BIL

21. HepexnapupoBanusie Bo3moxxnoctu (H/IB) ato:

a) q)YHKHI/IOHaJ'IBHLIC BO3MOXHOCTH IIPOTrpaMMHOTO O6CCH6‘I€HI/I5{, HC OIIMCAaHHBIC B
JOKYMCHTAIlUU,

0) BO3MOXHOCTH ITPHU MOMOIIU KOTOPIX MOkHO coBepnts HC/I.



22. YTo OTHOCHUTBCS K OCHOBHBIM 00ObEKTaM aTaku IPU MEKCETEBOM B3aUMOJICHCTBUU?
a) orepalnroHHas CUCTEMA;

0) KOMMYTaTOPHI;

B) CETEBBIE CEPBUCHI.

23. Uro HEoOXOauMO JUIsl MPABOBOTO OOOCHOBAHHS 3alIMTHl MHPOpPMAIUUM HA OOBEKTE OT
pasrianieHus: 1 HECaHKIIMOHUPOBAHHOTO A0CTyMa?

a) TMepeYeHb JINII, JOMYIICHHBIX 10 00paboTKu KOHGUACHINATLHOW HH(OPMAIINN;
0) nepeveHb NPOrpaMMHOI0 00eCIieyeHHUs Ha 0OBEKTE;
B) COIJIacHe O HEepas3IJIalleHuH. . .;

24. KTo HeceT OTBETCTBEHHOCTh 3a 3alIUTy HMHGOpMaluu B OpPraHU3allMM MPU OTCYTCTBHHU
OpraHU3aI[MOHHO-PACTIOPSAUTEILHON JOKYMEHTAIIUU?

a) pYKOBOJUTENh OPTaHU3AINH;

0) CUCTEeMHBIN aIMUHUCTPATOP;

B) MOJIb30BATEIIH.

25. Texnuueckas 3amura HHGpoOpMaIum 3To:

a) 3ammra HHGOpMaIMH, 3aKITFOYAOIIAsCS B 00SCICUeHUH HEKPUNTOrpaGUIESCKUMU METOIaMU
O6e3omacHOCTH MHGOPMANKK (JaHHBIX ), TTOJIEXKaIIeH (ITOJIeKaINX) 3alIUTe B COOTBETCTBUH C
JNEHCTBYIOIMM  3aKOHOJATEIbCTBOM, C TMPUMEHEHHEM TEXHHUYECKHUX, TMPOTPAMMHBIX U
MPOrPaMMHO-TEXHIUUECKHUX CPEJICTB,;

0) a) 3amuTa HHOOPMAITUH, 3aKITFOYAIONIAsACS B 00€CTICUCHUH JIFOOBIMA METOIaMU 0€301MacHOCTH
uHbopMaluu (JaHHBIX ), MOAeKaIIeH (MoAeKaliX) 3alUTe B COOTBETCTBUH C JEHCTBYIOIIUM
3aKOHOJATENLCTBOM, C TPUMEHEHHUEM TEeXHUYECKHX, TMPOTPAaMMHBIX © IPOrpaMMHO-
TEXHUYECKUX CPEJICTB.

26. Kakue TexHHUECKHe Cpe/ICTBA MO3BOJISIIOT KOHTPOJIMPOBATH YTEUKY HHPOpMALIUU?
a) COB;

6) DLP;

B) MD.

27. Cornacuo mpoekty Mitre attack uro o3naugaer ICS?

a) o0IIMi pa3/Ien ONMMCaHUS TAKTUK U TEXHUK;

0) pa3zen yrpo3 MOOHIBHBIX IPUIIOKEHUM;

B) pasaci OnmuCaHus TaKTUK U TEXHHUK CUCTEM HpOMBIIHHeHHOfI aBTOMaTU3aluu.



28. CUCTEeMHBII aIMHUHUCTPATOP JOMYIIEHHBIH 10 00paboTKH KOH(UACHIIMATEHOW HHPOPMALIUU
SBIISICTCS HapylmuTeaem?

a) na;

0) HeT.

29. Kakue cyniecTByIOT CpelICTBA 3alUTHI OT YIPO3 3arpy3KH ¢ BHEITHUX HOCUTEIICH?
a) CpPeNCTBA JOBEPEHHOM 3arpy3KH;

0) antuBupcuoe I10;

B) KpunTorpauueckue MeTO/bI.

30. Yrto Takoe aTTecTarus 00beKTOB HH(PpOpMATH3AITUHN ?

a) KOMIUIEKC Mep HalpaBlICHHBIN Ha 3alIUTy WH(POPMAIIHH;

0) COBOKYITHOCTB CIEIIaWJIBHOM IMPOBEPKH H CIEIIMATBHOTO HCCIICIOBAHNS;

B) KOMIUIEKC OpIraHMU3allMOHHO-TEXHMUYECKUX MEPONPUATHH, B  pe3ysibTare KOTOPBIX
IIOCPEACTBOM CIIELIMAJIBHOTO JOKyMEHTa — «ATTecTtaTa COOTBETCTBUS» IOATBEPIKAAETCS, YTO
O0BEKT COOTBETCTBYET TpeOOBaHUSAM CTAHIAPTOB WJIM MHBIX HOPMAaTUBHO-TEXHHUYECKHX
JIOKYMEHTOB 110 6e3omacHocTi nHdopmanuu, yreepxaeHHbix @CTIK Poccun.

Pa3patGorunk:

%{/ npeniogaBarens  A.JL.[opObuies

IIporpamMma coctaBieHa B cooTBeTcTBUM ¢ TpeOoBaHusiMu @PI'OC BO u yuuteiBaer
pekomenganuu IIOOIl mo HampaBnenutro wu  npodmmo  10.03.01 Hudopmanmonnas
0e30I1aCHOCTb.

[TporpamMma paccMoTpeHa Ha 3aceianuu Kadeapsl paquopU3uKy U paguod1eKTPOHUKU OT
«01» mapta 2022 r. nporokoi Ne 6

N.0. 3aB. kadeapoii Konecnuk C.H.

Hacmoswas npoepamma, He modxcem Oblmb 60CNpoU38e0ena Hu 6 Kaxkoil ghopme 6es
npeosapumenbHo20 NUCbMEHHO20 pazpeulenus Kagheopuvl-pazpadomuura npospammsi.
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