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1. IEJU U 3AJAYA JACHUATIIAHBI

OcHOBHBIE 1€ M 3aJaud, pellacMble B XOJ€ MpenoAaBaHus Y4yeOHOW AMCLUIUIMHBL,
3aKJII0Yar0TCA B (QOPMUPOBAHUU Y CTYACHTOB:

e [IOHMMaHHs O TEXHOJIOTUAX 00pabOTKKU MH(OPMALMU U UX YSA3BUMBIX MECTaX;

e HaBBIKOB IPOBEACHHUS aHAIM3a yrpo3 U aHAIW3a YSI3BUMOCTEH B HMH(POPMAIIMOHHBIX
CUCTEMAX;

e HaBblKa pPa3pabOTKM JOKYMEHTOB HCXO0As H3 Mertoamuyeckux wmarepuaigoB OCTOK
Poccuu u ©Cb Poccuu;

e HaBBIKOB HCIOJIb30BAaHHUS CEPTHU(HUIMPOBAHHBIX MPOTPAMMHBIX M IPOTPAMMHO-
annapaTHbIX CPE/ICTB 3aIUThl HH(POPMALIUH.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

JucuuruinHa «be3onacHocTh HHGOPMALMOHHBIX TEXHOJIOIMiT» 0a3upyeTcst Ha AUCHUILUINHAX
«Mudopmatukay, «Teopus uapopmanumn», «OcHOBBI HHYOPMAITHOHHON 0€30ITaCHOCTIY.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHUSA JNCHUITJIMHbBI

[Ipomecc oOcBoeHUS JUCHUIUIMHBI HAmpaBlieH Ha (HOPMHUPOBAHHE KOMIICTCHIIMA B
coorBerctBun ¢ ®I'OC BO wu OIl BO mno wnHanpaemenmto mnoxaroroBku 10.03.01
HNudpopmaunonnas 6€30MacHOCTb.

IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00YUYE€HHUS M0 TUCHMILINHE, COOTHECEHHBIX €
HHAUKATOPAMH JTOCTHKEHUST KOMIETeHIH i

HNuauxkaropsl Pe3yabTarhl 00yueHust
Komnerenuust .
KOMIIeTeHI[ M
IK-2 Crnioco6eH mpoBOIUTH 3HaTh:
aHaJIN3 yS3BUMOCTEMN e OCHOBHBIC TCXHOJIOTHH B
CHCTEMBI 3aIUThI ABTOMATU3HPOBAHHBIX CHCTEMAX;
uHpopManuu u ® PErIaMEHTUPYIOIIYIO TOKYMEHTALUIO
ABTOMAaTU3UPOBAHHBIX OCTIK u ®Cb Poccuu 3amury
CHCTEM. ABTOMAaTU3UPOBAHHBIX CUCTEM.
YMeTs:

® TIPOBOJUTH AHAIN3 YIPO3 U aHAIU3
YSA3BUMOCTEH JUISl pa3JIMYHbIX
ABTOMAaTU3UPOBAHHBIX CUCTEM.

Bnanets:

® HAaBBIKAMH 3aKPBITHUS YSI3BUMOCTEM;

e HaBBIKAMH HEMTPAJIU3ALMU YTPO3.




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0beM OUCIUILIMHEI cocTaBisteT 5 3aueTHrIX equnuil, 180 gacos
13 HUX 17 4acoB Ha MOJTOTOBKY K DK3aMEHY
dopMa MPOMEKYTOUHON aTTECTALMU: K3aMEH

4.1. Conepma}me AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOE 110 TEMaM, ¢ YKa3aHUEM BUI0B yqeﬁmﬂx 3aHSTHH M OTBEJIEHHOI0 Ha HUX
KoJn4YeCcTBaA aKaACMHUYECCKHUX JaCcoB

Buabl yueOHoil padoThl,
% BKJIIOYAsl CAMOCTOSITEJIbHYIO PadoTy
e 00y4arOIIUXCSl, MPAKTUYECKYI0 IOATOTOBKY M
(=]
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2 Cemunap/ [g =3
= IIpakTHyeckoe, =
) Jlekums Koncyabranms ]
= JadopaTopHoe o
3aHsITHE/
1 2 3 4 5 6 7 8 9 10
1 TecToBEIN
Tema 1. 6 28 4 9 12 7
KOHTPOJIb 110 TEME
2 TecToBEIN
Tewma 2. 6 29 6 10 12 7
KOHTPOJIb 110 TEME
3 TecToBhIl
Tema 3. 6 31 6 10 14 7
KOHTPOJIb 110 TEME
4 TecToBhIl
Tema 4. 6 31 6 10 14 7
KOHTPOJIb 110 TEME
5 | Tema 5. 6 30 6 9 12 1 8 TecToBBIi




| KOHTpOIIB IO TEMe

4.2. Il1aH BHEAyJUTOPHOM CAMOCTOATEIbHOI PA00THI 00y4aKOIIMXCH 10 JUCHHUIIJIMHE

CamocTosaTenbHas paboTta obyvatowmxcs YyebHo-
meToamnyeckoe
HassaHue pasgena, OueHouHoe
CemecTp Cpoku obecneveHue
TeMblI o cpeancTso
Bua camocTtosTenbHol paboTbl TpyaoemkocTb (Yac.) 7
BbINOMHEHUS CaMOCTOATE/IbHOM
paboThbl
MoarotoBKa K KOHTPOLHOM paboTe Kontponbnas Cnucok
6 Ne1 7 abora Nel OMONIHUTENbHOM
Tema 1-3 1-5 nenens p A
NUTepaTypbl
KoHTponbHasa pabota Nel. 6 Henmens Kontponbnas Cnucok
6 |Tema 1-3 7 pabora Nel [LONONHUTENIbHOM
nuTepaTypbl
MNoaBeneHMe NTOroB NO KOHTPO/IbHOM |7 Hemelst KonTposbHas Cnuncok
6 Tema 1-3 pabote Nol. PaboTta Hag owmnbramm 7 paborta Nel [ONONHUTENbHOMN
Mo KOHTpPo/ibHOM paboTte Nol. nnTepaTypbl
MoAaroTtoBKa K KOHTpOAbHOW pabote  (8-15 Henens KoHTponbHasn Cnucok
6 Tema 4-5 Ne2 7 paboTa No2 [ONO/IHUTENBbHOMN

NMTepaTypbl




CamocTosaTenbHan pabota obyyatowmxca YuyebHo-
MeToAnYecKoe
c HassaHue pa3gena, OueHo4Hoe 6

P TEMB Bug camocTtoaTenbHol paboTsl Cpoky TpyaoemkocTb (4ac.) CPEACTBO oo y
BbINOHEHWA CaMOCTOATENIbHOM

paboThbl

KoHTponbHasn pabota No2. 16 nepens KontposnbHas Cnucok
6 |Tema4-5 8 pabora Ne2 [ONONHUTENbHOWM

nuTepaTypbl
36

OO6mwmit 00BEM CaMOCTOATEIBHON PabOTHI IO JUCITUIUIMHE (4Yac)




4.3. Conep:xkanue yueOHOro Mmarepuajia

Pazoen 1 (Tema 1). BBEJEHHE B BE30ITACHOCTh HH®OPMAIIHOHHBIX
TEXHOJIOTHH.

Heo6xonumsble mnoHsATHA HH(pOpManuoHHOW Oe3omacHOcTH. OCHOBHBIE perjaMEeHTHPYHOIINe
nokymeHTbl @CTIK Poccun n @Ch Poccun o perynupoBanuio 3amuTsl HHGopmanuu B PO

PA3JEJI 2 (Tema 2). YTPO3bI HC/] HEIIOCPE/JCTBEHHOI'O IOCTYIIA H HX
HEHTPAJTH3ALIHUAL.

[TonsitTue yrpo3  HemocpenctBeHHoro jgoctyna. Knaccupukamus @DCTOK  Poccun.
Knaccugukaius ®CB Poccun. Oneparrionasie cuctembl (Windows, LinuX) 1 1 MeXaHHU3MbI
ayreHTu(ukanuu. MexaHu3M  TMOsBIEHUS  y3sBUMOCTeH. MeToapl  MpenoTBpaleHUs
skcmutyatanuu  ysiseumocteir  HCJl  HemocpenctBenHoro jpoctyma. CpenctBa  3alUThl
uHpopmanuu Knaccudukaius cpeacTB 3alUTHl HHPOPMAITIH.

PA3JIEJI 3 (Tema 3). YTPO3bI C HCIT0/Ib30BAHHEM CETEBBIX TEXHOJIOTHH H
HX HEUTPAJTH3AITHAL.

Knaccudukanus cereBbix yrpo3. Kraccudukanus cereBbix ys3BumocTeil. Hcropuueckas
CIpaBKa 10 MCHOJIb30BaHUIO ys3BUMocTel. [Ipumepsl ucnonb3oBaHus ysa3Bumoctedl. CeTeBble
CIIykObI cepBepa M KIHEHTHl KaK OOBEKThbl aTaku. MeTonAbl MpeloTBPAILEHUS JKCITyaTalluu
ySI3BUMOCTEH C HCIOJB30BAHUEM CETEBBIX TexHoJoruid. CpeacTBa 3amMThl HHGOPMAIHH
Knaccudukanus cpeacts 3aumTsl nHGoOpManuu. MexxceTeBble 3KpaHbl, CpelICTBa OOHAPYKEHUS
BTOP)KEHUS, CPEJICTBA OOHAPYKEHUS TAPTETUPOBAHHBIX aTaK, CKAaHEPhl aHAIN3a YSI3BUMOCTEH.

PA3JIEJI 4 (Tema 4). OPTAHU3AIIHOHHO-PACIIOPA/TUTE/IBHBIE /]OKYMEHTbI
(OCTIK POCCHH).

[IpaBoBass ob6nacte neiictBusi peryisaropa @CTIK Poccun. HeobxomumocTs dhopmanuzanuu
3amuTel WHQOpManuu B TpaBoBoM Tone. I[IpoGrmembl Qopmanuzanum M UX PEIICHUS.
MuHMMaJIbHO HEOOXOAUMBIM M JocTaTouHbli makeT NokyMeHTOB (PCTOK Poccun). Monens
yrpo3 6e3omacHocTH. [lepconanbubie nanubie, ['ocynapcTBeHHbIe HH()OPMAIIMOHHBIE CUCTEMBI,
KOH(puaeHIMaTIbHAsT HH(POpMAIIHSL.

Paszoen 5 (Tema 5). OPTAHHU3AIIHOHHO-PACITIOPA/IUTEIBHBIE JOKYMEHTBI
(®CE POCCHH).

[IpaBoBast ob6nacth naeiictBust perynsaropa ®CBb Poccun. MuHUManbHO HEOOXOAUMBIA U
nocratouHbli maker nokymeHToB (D@CBb Poccum), Ilepeuenr yrpos @®Cb Poccum ans
UH(POPMALIMOHHBIX CUCTEM.



4.3.1. IlepeyeHb CEMHMHAPCKHUX, MPAKTHYECKUX 3aHATHI H J1a00PATOPHBIX PadoT

HaumenoBanue
CeMHHAPOB,
Ne
Ne NMPaAKTHYECKUX TpynoemkocTn Ouenounsie | @opMupyembie
n/n I:‘;il:i? U (uac.) cpeacrsa KOMIIETEHIIMH
JIa00PATOPHBIX
padort
N3 Hux
Bcero | mpakTuueckas
YacoB | MOATrOTOBKA
1 2 3 4 5 6 7
1. | Pazgen 2 | JlaGopatopHas TecToBbrit [K-2
Nel 12 4 KOHTPOJIb 10
TeMe
2. | Paznen 2 | JlaGopaTopHas TecToBbIit [1K-2
Ne2 12 4 KOHTPOJIb 10
TeMe
3. | Pazmen 3 | JlaGopatopuas TecToBbIi [K-2
Ne3 12 5 KOHTPOJIb 110
TeMe
4. | Paznen 3 | JlaGoparopHas TecToBbIit [1K-2
Neq 12 5 KOHTPOJIb 10
TeMe
5. | Paznen4 | JlaGopaTtopHas TecToBblit [1K-2
Ne5 12 5 KOHTPOJIb 10
TeMe
6. | Pasmen 5 | JlaGopartopHas 8 TecToBbIi IK-2
Ne6 5 KOHTPOJIb 10
TeMe
4.3.2. IlepeyeHb TeM (BONPOCOB), BLIHOCUMBIX Ha CAMOCTOSAITEIbHOE H3y4YeHHe
CTYJA€HTAMM B PAMKaX caMOCTOsITe/IbHOI padoThl (CP)
Ne Tema 3ananue Popmupyemas UK
n/n KOMIIETeHI U
CnocoOeH mpoBOIUTH aHAJIN3
YSI3BUMOCTEH CHCTEMBI 3aIllUTHI
1 Tema 1 KonTponbHas uHpopmauu.
: [1K-2
pabota Nel. CriocobeH npoBOJUTH aHATIN3
YSI3BEMOCTEH aBTOMAaTU3UPOBAHHBIX
CHUCTEM.
CnocoOeH mpoBOIUTH aHAJIN3
5 | Tema2 KonTponbHas K-2 YSI3BUMOCTEH CHCTEMBI 3aIllUTHI
' pabota Nel. uHpopmaruu.
Cnoco0eH IpoBOIUTH aHAJIU3




y513BI/IMOCTeI>'I ABTOMATU3HNPOBAHHBIX
CHCTECM.

Crioco0OeH IpOBOIUTH aHAIN3
YSI3BUMOCTEH CUCTEMBI 3aIUThI
Tema 3 KontponbHas K-2 uH(pOpMaIUH.

pabora Nel. CniocoOeH MpoBOIUTH aHAIIU3
ySI3BEMOCTEH aBTOMAaTHU3WPOBAHHBIX
CHCTEM.

Crioco0OeH pOBOIUTH aHAIIN3
YSI3BUMOCTEH CUCTEMBI 3aI[UThI

4 | Tema4 KonTponbHas K-2 UHpOpMaLIUH.

' pabota Ne2. CniocoOeH mpoBOIUThH aHATH3
ySI3BUMOCTEH aBTOMaTHU3UPOBAHHBIX
CHCTEM.

Cnoco6eH npoBOIUTH aHAIIU3
YSI3BUMOCTEH CUCTEMBI 3all[UThI

5 Tema 5 KontponbHas K-2 uH(pOpMaINH.

' pabota No2. Crnioco0eH npoBOAUTH aHAIIN3
ySI3BEMOCTEH aBTOMATU3UPOBAHHBIX
CHCTEM.

4.4. MeToau4yeckue yKa3aHus 110 OPraHU3alHU CAMOCTOATEIbHOI padoThl CTYAeHTOB
Texymas camoctositenbHas pabora mo aucuumuimHe «be3omacHocTs MH()OPMAIIOHHBIX
TEXHOJIOTUI», HalpaBlIeHHas Ha yriayOJieHHe M 3aKpeIuleHHe 3HaHUM CTyAEHTa, Ha pa3BUTHE
NPaKTUYECKUX YMEHHM, BKITFOUACT B Ce0s CIEIYIONINE BUIBI Pa0OT:

o pa60Ta C JICKHMOHHBIM MAaTCpHaJIOM;
¢ [IOATOTOBKA K IIPAKTHYCCKHUM 3aHATHAM,
¢ JIOATOTOBKA K 3a4Y€Ty U 5K3aMCHY.

OI_IGHKa PE3yJIbTaTOB CaMOCTOSITEIbHOM pa6OTBI OpTraHU3yCTCd KaK €AUHCTBO ABYX (I)OpMZ
CaAMOKOHTPOJIb 1 KOHTPOJIb CO CTOPOHBI ITPEIIoaaBaTCIIA.

Kaxxnas nmaGopatopHast paboTa MO UTOTY €€ BBINOJHEHUS 3aluiiaercs. B 3ammurty
nabopaToOpHON paboOTHl BXOIAT CBOOOAHO O(OPMIIEHHBINM OTYET MO NPOBEICHUIO PaOOTHI C
3a(MKCHPOBAHHBIMH KJIFOYEBHIMH MOMEHTAMH U pe3yJbTaTaMu pabOThl U BepOAIbHOE OMHMCAHNE
Xoaga pa6OTBI, JIOTUKH IIOUCKA pemeHHﬁ " UX BBIITOJIHCHHUC.

4.5. IlpumepHasi TeMaTHKAa KypcOBBIX padoT (IIPOEKTOB)
KypcoBble paboThl (ITpOEKThI) YIEOHBIM IJIAHOM HE MPETYCMOTPEHBI.

5. YYEBHO-METOJMYECKOE 1 HH®OPMALIMOHHOE OBECIIEYEHUE
JUCHUTIINHBI

a) OCHOBHAasl JIUTEepaTrypa
1. 1. ®enepanbhsrii 3akoH oT 27 utoist 2006 Nel49-

@3 «O6 unpopmanyy, THPOPMALMOHHBIX TEXHOJIOTUAX U O 3aLIUTE UHPOPMALTUNY;
2. 2. ®enepanbHbii 3ak0H 0T 27.07.2006 N 152-®3 "O nepcoHanbHbIX JaHHBIX';

3. 3.Mpuxkaz DPCTIK Poccum or 11 ddespans 2013 Nel7 «O06 yTBepx)aeHUU
TpeOOBaHUH O 3amuTe WHPOPMAUU , HE COCTABISIONICH TOCYAApCTBEHHYIO TaifHY,
coJiepKaleiics B TocyJapCTBEHHBIX HHPOPMALMOHHBIX CUCTEMAX);




4. Tlpukaz ®CTOK Poccum or 29 ampens 2021 Ne77, «OO6 yTBepKIECHHH MOpPsIKa
OpraHu3aIMi W TPOBEACHUS PpaldOT MO aTTecTali OO0BEKTOB WH(GOpMATHU3AIMH HA
COOTBETCTBHE TPEeOOBAaHUSAM O 3alUTe HHPOPMAIMM OTPAHUYEHHOTO JOCTyIa, He
COCTaBJISIIOLIEH IOCYJapCTBEHHYIO TallHY»;

5. Ipuxaz ®CTIK Poccun ot 18 despans 2013 . Ne 21 «O06 yTBep»x aeHUU cOCTaBa U
COZIEpPKaHMS OPTAaHM3ALMOHHBIX U TEXHUYECKUX Mep MO0 O0ECHEeUeHHIO OEe3011acHOCTH
NEPCOHANBHBIX JAHHBIX TMPH HX 00paboTke B HHMOPMAIMOHHBIX CHUCTEMax
HEepPCOHATILHBIX TaHHBIX).

6. Ilpukaz ®@Cb Poccum ot 10 umroms 2014 r. Ne 378 «O6 yrtBepx)aeHun CocraBa U
COJIepKAaHUsI OPTaHM3ALMOHHBIX M TEXHHUUYECKHUX MEp IO 00ECIeUYeHHUI0 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX 0pu uX 00paboTke B HHGOPMALMOHHBIX CHCTEMax
NEPCOHANBHBIX JIaHHBIX C HCHOJB30BAHUEM CPEICTB KPUNTOrpadUuecKO 3aIluThI
uH(popMaliy, HEOOXOAMMBIX JJIsl BBHINOJIHEHHS YCTaHOBIEHHBIX I[IpaBUTEnLCTBOM
Poccuiickoit @enepannu TpeOOBaHHHA K 3alIUTE IEPCOHATBHBIX JaHHBIX IJIs1 KaXKI0TO U3
YpOBHEH 3alUIIIEHHOCTH)

7. Tlpukaz ®Cb PO Ne66 «O06 yrBepkaenun IlonoxxkeHus o pa3paboTKe, TPOU3BOJICTBE,
peanu3alyy M 3KCILTyaTalluyd IU(PPOBAIBHBIX (KpUNTOrpadMuecKux) CpelICTB 3allUThI
uHpopmanun», ot 9 despasst 2005 (ITK3-2005);

0) 10MOJIHHUTEIbHAS JIUTEPATYPa

1. PykoBoactBoO 1o 3kciutyaraiuu Metasloit - https://docs.metasploit.com/;

2. PykoBojctBo no skciutyaranuu Metasloitable 2
https://docs.rapid7.com/metasploit/metasploitable-2;

3. PykoBojctso 1o skcmutyaranuu Metasloitable 3 -
https://github.com/rapid7/metasploitable3.

B) 0a3bl JaHHBIX, HHPOPMALMOHHO-CNIPABOYHbIE U MOMCKOBbIE CHCTEMbI
1. bank ganusix yrpo3 ®CTIK Poccun (yrpossn) - https://bdu.fstec.ru/threat;
2. Bank ganusix yrpo3 ®CTIK Poccun (ys3sumoctn) - https://bdu.fstec.ru/vul.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIUIIJINHbI
6.1. YueOHo-1a00paTopHOE 000pyAOBaHKE:

Komnbrotepnas nabopatopust 3236 (16 cepBepoB) W JEKUMOHHAs ayauTopus 225,
OCHAILIEHHBbIE MYJIbTUMEIUINHBIMUA CPEICTBAMHU, OJJIEKTPOHHOW 0a30il 3HaHUM, CHUCTEMOM
TECTUPOBAaHUS, BBIXOJOM B TJo0anbHYyl0 ceTb MHrepHer. TexHHuUecKHe XapaKTepUCTHKH
CepBepoB  00ECMEYMBAIOT BO3MOXXHOCTH  MOJCTHPOBAHHUS HEOOXOJMMOTO  anmapaTHOTO
oOecrieyeHus s pabOThl C COBPEMEHHBIMH KOMITBIOTEPHBIMH CHCTEMAaMU XpaHEHHUS U
00paboTku nHpopmaIuu.

6.2. [IporpammHoe o0ecnieueHue

1. Oracle VM VirtualBox 5.0.12. BeccpouHo.

2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Kontpakt Ne 03-013-14 or
08.10.2014.Homep JIuuensuu Microsoft 45936786. beccpouno.

3. WinProl0 Rus Upgrd OLP NL Acdmc. Cy6muuensuonunsiii noroBop Ne 502 ot
03.03.2017 Cuetr Ne ®P3- 0003367 ot 03.03.2017 Akt Ne 4496 ot 03.03.2017 JIunensust Ne
68203568. beccpouHo.

4. Kaspersky Free (exerogno obnoBmsiemoe [10). YcnoBust HCTIONB30BaHUS MO CCBIIKE:
http://www.kaspersky.ru/free-antivirus/ . beccpouro.

5. SecretNetStudio 8 (Demo version)

6. Metasploitable 2 (Linux) BSD license

7. Metasploitable 3 (Ubuntu) BSD license

8. Kali Linux, Metasloit 6 GNU GPL.

9. ScanOVAL (®CT3K Poccun) Free.



6.3. TexHH4YecKHe U IJIEKTPOHHbIE CPEACTBA:

B xoze yueOHOTrO mporiecca UCTIONB3YIOTCS TEXHUYECKHE CPEICTBA 00YUEHUSI U KOHTPOJIA
3HAHUW CTYACHTOB (MPE3EHTAlMHM, KOHTPOJUPYIOIIUX MPOrpaMM, JIEMOHCTPAIIMOHHBIX
YCTAaHOBOK),  WCIIOJIb30BAHME  KOTOPBIX  IPEIYCMOTPEHO  METOAMYECKON  KOHILENLUen
MpernoaaBaHusl.

7. OBPA3OBATEJIBHBIE TEXHOJIOT'UA

JUist TOCTHXKEHHS TUTAHUPYEMBIX Pe3ysIbTaToB oOydeHus, B aucuuiuinHe «be3omacHocTb
MH(POPMALMOHHBIX TEXHOJIOTUI» UCIIOIb3YIOTCS pa3IMuHble 00pa30BaTeIbHbIE TEXHOIOTUU:

HNudopmanuonHo-pa3BuBaoliue TEeXHOJOIMHM, HaIpaBleHHble Ha (OPMUPOBAHUE
CHUCTEMBbI 3HaHUM, 3alIOMHUHAHUE ¥ CBOOOIHOE ONEPUPOBAHUE UMHU.

Hcnonp3yercs 1eKIMOHHO-CEMUHAPCKUN METOJI, CAMOCTOSITENIbHOE U3yUYE€HUE JTUTEPATYPHl,
IPUMEHEHHE HOBBIX MH(MOPMAIIMOHHBIX TEXHOJIOTMH MJI CaMOCTOSTENILHOTO IOMOJTHEHUS
3HaHMUM, BKJIOYAs UCMOJIb30BAaHUE TEXHUUECKHUX U 3JIEKTPOHHBIX CPEICTB UH(POPMALIH.

JeAATeJIbHOCTHbIC NPAKTHKO-OPHMEHTHPOBAHHbIC TEXHOJIOTMM, HAIPaBJICHHBIE Ha
dopMupOBaHHE CHUCTEMBI NPO(ECCHOHATBHBIX NPAKTUYECKUX YMEHUH MpU HPOBEICHUU
9KCHEPUMEHTAJIbHBIX MCCIEJOBAHUM, 00ECIEeUMBAIOIUX BO3MOXKHOCTh KA4Y€CTBEHHO BBIIOIHATh
npOoQECCUOHATBHYIO AEATEIBHOCTb.

Hcnonb3yercst aHanu3, cpaBHEHUE METOJIOB IPOBEICHUS UCCIICIOBAHUI, BBIOOP METO/A, B
3aBHCHUMOCTH OT OOBEKTa MCCIENOBAHUS B KOHKPETHOW MPOHM3BOACTBEHHOH CUTYyallUd U €ro
MpaKkTUYeCKasi peaau3arus.

Pa3BuBaiomue mnpodieMHO-OPHEHTHPOBAHHbIE TEXHOJOIMHM, HANpaBJICHHbICE Ha
dbopMupoBaHHEe ¥ pa3BUTHE TMPOOJIEMHOTO MBINUICHHS, MBICIUTEIBHON aKTHBHOCTH,
CIOCOOHOCTH BHJIETh U (DOPMYIHUPOBATH MPOOJIEMBI, BHIOMPATh CIOCOOBI M CPEACTBA IS UX
pemienus. Mcmonb3yroTcs BHABI MPOOJIEMHOTO OOYYEHHS: OCBEUICHHE OCHOBHBIX MpPoOJieM
nH(pOpMaAIMOHHON 6€30MacHOCTH, YIEOHBIC TUCKYCCUM, KOJJIEKTUBHAS JIEATEILHOCTh B TPYIIIAaxX
MIPYU BBIMOJHEHUN JTAOOPATOPHBIX paboT, pelleHre 3a/ad MOBBIIIEHHON cioxHocTu. [Ipu aToM
WCIIONIB3YIOTCS TIEPBBIE TPU YPOBHS (M3 YETHIPEX) CJIOKHOCTH U CaMOCTOSTEIbHOCTH:
npoOiieMHOE H3J0XKEHHe Y4eOHOTro MaTepuana MpenojaBaTeleM; CO3JaHue MpernoaaBaTeieM
npoOJEMHBIX CHTyalnid, a oOydaeMmble BMECTE€ C HHUM BKJIIOUYAIOTCS B HMX pa3pelieHue;
npenojaBaTeNlb CO3JaeT MNPOOIEMHYIO CHUTyallMio, a paspemarnT e€ olOydaeMble B XOJe
CaMOCTOSITEITbHOM JIEATEIHHOCTH.

JINYHOCTHO-OPHEHTHPOBAHHBIE TEXHOJOTMH OO0y4YeHHsl, OOECleUHnBaIOIINe B XOJE
y4eOHOTr0 MpoIecca ydeT pas3IMYHBIX CIIOCOOHOCTEH 00ydaeMbIX, CO3/IaHHE€ HEOOXOIUMBIX
YCIIOBUH NIl pa3BUTUS UX WHAMBHUIYAIBHBIX CIIOCOOHOCTEH, pa3BUTHE aKTUBHOCTH JIMYHOCTH B
yaeOHOM Tmporiecce. JIMYHOCTHO-OPUEHTUPOBAHHBIE TEXHOJIOTUH OOYYEHHS peanu3yroTcs B
PE3YIbTAaTC HHAUBUAYAJIBHOI'O O6HIGHI/I$I npenoaaBaTeyid U CTYACHTa IIPH 3alllUTE J'Ia60paT0pHI)IX
paboT, MpH BHITTOJIHEHUU JTIOMAIIHUX WHIUBUAYATbHBIX 33/IaHU, PEIICHUN 3314 TOBBIIICHHON
CJIOKHOCTH, Ha CKCHECACIbHBIX KOHCYJIbTAllUAX.



8. OINEHOYHBIE MATEPHAJIBI IUIs1 TEKYHIEI'O KOHTPOJIA U
MPOMEXYTOYHOM ATTECTAIIUA

8.1. OueHoYHbIe CPEACTBA IVIsA BXOAHOI0 KOHTPOJIA

BxonHoit xoHTposib (2 BapuaHTa, 6-ii cemecTp), MpeacTaBiIseT coboi mepedeHp u3 8-10
BOIIPOCOB U 3aJaHui. BXOQHOW KOHTPOJb IPOBOAUTCS B IMCBMEHHOM BHJE Ha IIEPBOM
MIPAKTUYECKOM 3aHATUU B TeueHue 15 munyt. [IpoBepsercss ypoBeHb BXOAHBIX 3HAHUIA.

8.2. OueHoYHbIEe CpeaCTBA TEKYIIero KOHTPOJIs

Bompocel k mpakthueckum 3aHsTHAM. [lpeactaBisitoT coOOW IMepeyeHb BOIPOCOB,
MPOBEPSIOIINX 3HAHUE TEOPETUUECKOIO JIEKIMOHHOIO MaTrepuajla MU TEM, BBIHECEHHBIX Ha
CaMOCTOSITENIbHYIO TPOPAOOTKY.

8.3. OueHoYHBIE CPEICTBA /1JIsl MPOMEKYTOUYHOMH aTTeCTANMU

(B hopme 3aueTa).
TecroBbie paboThl. [IpoBepsieTcs cTeneHb YCBOCHUS TEOPETUUCCKUX U MPAKTUICCKUX 3HAHUM,
NpUOOPETEHHBIX YMEHUN HA PENIPOIYKTUBHOM U TIPOIyKTHBHOM YPOBHE.

JleMOHCTPAUMOHHBIH BAPUAHT TECTOBOM PadoThI

Pa6ora ¢ Metasploit B cocrase Kali Linux

1. Jlano: Cetp u3 3 y3moB. ¥Y3en 1 - Linux (Metasloitable 2), y3en 2 - Linux (Metaspoitable 3).
y3en 3 - Kali Linux.

2. Haiitu: Bce ysa3BuMble cepBuchl cBsi3annbie ¢ WEB cepBepamu, ncnomnssyto yzen 3.

3. TlomoOpars moaxojsIIne SKCIUIOMTHI ¢ 0a3bl ¢ 0a3pl Metaspoit mms kaxkmoil HaiijaeHHON
YSI3BUMOCTH.

4. 3aduKcUpOBATH MPOBEACHUE PAOOTHI U PE3YIHTAT B BUC OTUETA.
BOITPOCHI

Bapmuanr 1.

1. C nomomipto kakoro I1O MOXHO MPOBOAUTH aHATIN3 YA3BUMOCTEMN ?

a) Xsdpider;

0) Cxanep-BC;

B) PeBuzop cery;

r) Scan Oval

n) Secret Net Studio.

2. Mexanusm NAT ucnonp3yemMsiii B THQOPMAITMOHHOW CHCTEME 3aTPyTHSET Wi 00JIerdaeT
aTaKy Ha HH()OPMALIMOHHYIO cUCTEMY?

a) 3aTPY/IHSET;



0) oOmneryaer.

3. Burp Suite ucrons3yercs ais:

a) aHanu3a yssBumoctei Web;

0) ananmza ys3zBumocrteid SMB;

B) IPOHUKHOBEHUS HA U30JIMpOBaHHbIE OT ceTu APM;
4. Kakue ¢pyukuuu ects y Framework Metasploit?

a) CKAaHUPOBaHUE MOPTOB;

0) BBIYMCIICHUE BEPCHIl CEPBHCOB;

B) M (poBaHKE JaHHBIX;

T') OKCILTyaTaIus ysi3BUMOCTEH

1) IOJI00p TapoJIeH.

5. ITouemy BozmoxkHa SQL-uHBEKIINSA?

a) HeT QUIbTpaluu BXOIHBIX NaHHBIX K CYB/;

6) WEB cepBep coaep uT ysI3BUMOCTh TepenoHeHus oydepa.
6. Uro takoe XSS?

a) THII aTaKl Ha Be6'CI/ICTeMBI, 3aKJIFOYAIOIIUICSI BO BHCAPCHHUHU B BblJaBACMYIO BeO-CHCTEMOM
CTpaHUIly BPpEAOHOCHOTO KOAa,

6) THUII aTaKu IIpUu KOTOpOI\/'I MOJIB30BATCJIb MTOMAAACT HA KOIINIO 3allpallinBacMoro pecypca ¢
N3MCHCHHBIMHU NJaHHBIMH.

Bapuanr 2

1. Burp Suite ucnons3yercs ais:

a) aHanmu3a yssBumoctei Web;

0) ananuza yszBumocteir SMB;

B) IPOHUKHOBEHHUS Ha N30JIMPOBaHHbBIE OT ceTH APM;

2. Ha xakom ypoBae Mmoaenu OS| BO3MOXHBI ceTeBbIe aTaku?
a) Ha MPUKJIATHOM;

0) Ha ceTeBOM;

B) Ha TPAHCTIOPTHOM;

1") Ha BCCX MCPCUUCIICHHBIX.



3) HeoOxoaum yu ananu3 ys3BuMmoctei nipu arrectanuu APM I'MC?
a) na,

0) HeT;

I) 3aBUCUT OT KOHKpeTHoro 110.

4) Ommbxka nepenonnenus 0ydepa apnsercs HIAB?

a) 11a;

0 ) Her.

5. Mexanusm NAT ucnonb3yemblii B MHPOPMAIIMOHHOM CUCTEME 3aTPyAHSIET HIIK 00JierdaeT
aTaKy Ha HH()OPMAIIMOHHYIO CHCTEMY?

a) 3aTPY/IHSAET;

0) oOseryaer.

6. Kakue meroast ecte y COB?
a) CUTHATYpPHBIE;

0) 9BpUCTHYECKHE.

B) BCE IEpEUHCIICHHBIE.

Paszpaborunk:

’ j npenonasatens A.JI.I'opObuieB

[Iporpamma coctaBiieHa B coorBeTcTBUM ¢ TpeOoBaHusmMu @PI'OC BO u yuurtsiBaer
pexomenpauuu [IOOIl no wHanpasnenuto u npodmwio 10.03.01 HudopmanmoHHas
0e30MacHOCTD.

[IporpamMma paccMoTpeHa Ha 3aceiaHuu Kadeapsl paquopU3uKy U paguo3IeKTPOHUKN
«8» anpens 2024 r. nporokoa Ne 8

N.0. 3aB. xadempoii Konecaux C.H.

Hacmoswas npoepamma, ne modrcem dbims 60cnpouzgedena Hu 8 Kakoti popme 6es
npeosapumenbHo20 NUCbMEHHO20 paspeuletusl Kagheopol-paspabomyuka npocpammbi.
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