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. HEJIU U 3AJAYHN JUCIIAITJIMHBbI

«VH)OKOMMYHHKAITMOHHBIC CHUCTEMBI U CETH» — AWCIMILINHA, W3YYaroliasi MPUHIUIIBI
00BbETMHEHNST KOMITBIOTEPOB B €IMHYIO BEIYUCIUTEILHYIO CETh.

Ilenp Kypca — OCBOEHHE CTYJEHTAMH OCHOBHBIX COBPEMEHHBIX CETEBBIX TEXHOJIOTHIA,
MIOJITOTOBKA K paboTe B CETEBOM Cpejie.

3ajaun Kypca — U3yueHHUe:

-¢yakuuii ypoBHei moaenmu OSl: pusnueckoro, kKaHaAIBHOTO, CETEBOTO, TPAHCIIOPTHOTO,
CEaHCOBOTO, MPEACTABICHUI U MPUKIIAJTHOTO;

- cteka nporokosoB TCP/IP;

- NPUHIUNOB (YHKIIMOHUPOBAHHS U OCOOCHHOCTEH IMOCTPOSHUS KAHAIOB Tepeaadn
JAHHBIX ¥ JIMHUW CBSI3H;

- METOJIOB JIOCTYIIa U Pa3HOBHIHOCTEH CTAaHAAPTHBIX BBIYUCIUTEIBHBIX CETEH;

- METOJIOB a/IpeCallii, KOMMYTAIMH U MapIIPYTU3AIMH B BEIYUCIUTEILHBIX CETSX.

Il. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

VYyeOnas nucruruinia «HOOKOMMYHUKAIIMOHHBIE CUCTEMBI U CETU» BXOJUT B 0a30BYIO
4acTh 00s3aTEIbHBIX JUCIUATIINH.

Jliis u3yueHus: JaHHOW y4eOHOUM AMCUUILIMHBI (MOIYJIA) HEOOXOAUMBI 3HAHUS, YMEHHS U
HABBIKH, (OPMUPYEMBIC TTPEIIICCTBYIONTUMH TACITUTUTHHAMH :

° OCHOBEI CETEBBIX TEXHOJIOT UM

° OCHOBBI JIEKTPOHUKU

[lepeuens mocieayOMUX YYEOHBIX MUCHUIUIMH, JUIS KOTOPBIX HEOOXOAMMBI 3HAHWS,
YMEHHMSI U HaBbIKU, (OpMUpPYEMbIC JTaHHON y4eOHON AUCIUTIITMHOM:

° [IpegaumioMuas npakTuka

I11. TPEBOBAHUSA K PE3YJIBTATAM OCBOEHUSA JUCIHUIIJINHBI

IIporiecc OCBOEHHS MUCUMIUIMHBI HalpaBieH Ha (OPMUPOBAHME KOMIIETEHIMH B
cootBercTBuU ¢ ®I'OC BO u OIl BO mno nampasienuto noarotoBku 44.03.05 Ilexaroruveckoe
o0pazoBanue (¢ ABymMs Npo(puIsiMu MOATOTOBKH).

ITepedyens miIaHMpyeMbIX pPe3yJIbTATOB 00y4eHHS MO JUCHHUIINHE, COOTHECEHHBIX €
HHIMKATOPAMH J0CTHKEHHUs KOMIIeTeHIU I

Nuauxkaropsl
Komnerenuus . Pe3ysabTaThl 00yuenus
KOMIeTeH Ui
OIIK-4 3HaTh: TNPUHLUIB  paboOTBl H
Cnocoben OpraHu3aluu COBPEMEHHBIX
0CyWecmsams OYX08HO- BBIYMCITUTEIbHBIX CETEH.
HpascmeenHoe YMeTb: UCNONb30BaTh 3HAHUSA O
socnumanue NPUHIUNAX PabOThl COBPEMEHHBIX
00YYaIoOWUXCs Ha OCHOGe CETEBBIX TEXHOJIOTUSX U MPUMEHSThH
0a306b1X HAYUOHATLHBIX UX JUIA pelIeHHs 3a/1a4 OpraHu3aluu
yennocmeil. JOKaJbHBIX KOMITBIOTEPHBIX CETEH.
Bnaners: HaBblkamMM  pabOTBI  C
COBpPEMEHHBIM CETEBBIM
KOMMYHUKAIIMOHHBIM
000pyTOBaHUEM.




IV. COAEP’) KAHUE U CTPYKTYPA JUCHUIIJIMHBI

Oobem AUCHHUIIIMHBI COCTABJIACT 2 3a4YeTHBIX CAMHHUIIBI, 72 yacos.

(I)opMa l'IpOMC)KyTO‘lHOﬁ aTTreCTallum: 3a49eT

4.1. Coz[epncafme AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM, C YKaz3aHUEM BUA0B yqeﬁnmx 3aHSTHH M OTBEJIEHHOI0 HA HUX
KOJIN4YeCTBa aKaJeMHUYEeCKUX YacoB

Buner yueGHOI paboThl,

BKJIIOYAsi CAMOCTOSITENIbHYIO paboTy 00yyaroumxcs,

MPAaKTUYCCKYIO MIOATOTOBKY U TPYAOCMKOCTb

®
>
>
= =
g g (B yacax)
Ne § S K 5 Z ®opMa TeKyIero
° Pasien THCIHILTHEb/ Tema Z .z OHTAaKTHas paboTa Mmperno1aBaTes ¢ = KOHTpOIS
/" g o o0Oy4armuMucs =
@ 2 o S g ycneBaeMoCTH
S | 2% 53
E" ? =S Cemunap/ = 8
2 e E S IIpakTnyeckoe g =
S = Z S | Jlekuns p6 > | Koncyabranusi | =
5 5 " JaGoparopHoe <
@) =] = = 3ansiTue/ O
1 2 3 4 5 6 7 8 9 10
1 P.1. OOmme cBegeHuss o0 apXUTEKType 6 7 i 3 i 4
KOMIIBIOTEPHBIX CETEH. v . .
2 P.2. ba3oBble TEXHOJOTUH JTOKAIBHBIX CETEH. 6 13 - 3 4 6 CTII{(ZI:TTZIJ(I};HMH
3 P.3. VYcrpoiicTBa kKaHAJIBHOTO YPOBHSI. 6 14 - 4 4 6 p
4 | P.4. Ilpunnuns! oObeMHEHUS CETell. 6 14 - 4 4 6
5 | P.5. Ilpuknanasie nporokonsl creka TCP/IP. 6 16 - 4 6 6




4.2. IlnaH BHeayJAUTOPHOH cAaMOCTOATEIbHON PadoThl 00yUAIOIIUXCS MO JUCIHUNIIMHE

CamocrosiTenbHas paboTa 00yJaronuxcs VuebHo-
METONYECKOE
OueHouHOE
Cemectp HasBanue pa3jena, TeMbl . Cpokn | 1 eMKOCTS 1 obecreueHne
’ BH1 CaMOCTOSITEIILHOMN paboTH! |Bemonuenus | - DY CPEICTBO
A p (Henens) (dac.) pea CaMOCTOSTETLHOU
paboTHI
6 P.1. O6uue cBeneHus 00 apxXUTEKType 1.2 4 VICTOUHMKH 13 TIepeuHs
KOMIIBIOTEPHBIX CETEH. jTepatypel,
» CaMOCTOSITENbHBIH
6 |P.2. Ba3oBble TEXHOJIOrUHU JTOKAJIBHBIX CETEH. Pa6oTa ¢ yueOHHKOM, 3-6 6 v . HOMCK TUTEpATYDH Ha
v . . CTHBII
6 [P.3. YcrpolicTBa KaHaJIBHOTO YPOBHSI. CIPaBOYHOH JINTEPATYpPOH, 7-10 6 — 0Gpa3soBaTEIbHBIX
6 P.4. IlpuHIMIIBI 00BETUHEHHS CETCH. MePBOUCTOYHUKAMH, 11-14 6 KOHzni)J'IL pecypcax, TOCTYTHBIX
6 |P.5. [Ipuknagnbie mpotokoisl ctexka TCP/IP. KOHCIIEKTOM p 110 JIOTHHY M IapoJIio,
15 18 6 peaoCTaBJIAEMbIM
B Hayunoii 61H6IHOTeKO#
ury
OO6muii 00beM caMOCTOATENbHOM PabOThl O TUCIMILTHHE (4ac) 28




4.3. Coaepxxanue y4eOHOr0 MaTepuaJia

Pa3nen 1. O6mme cBeieHus1 00 apXUTEKTYpe KOMIIbIOTEPHBIX CeTei.

Benenue. OCHOBHBIE MOHATHS, TEPMUHOJIOTHS U KOHUEHIIUU TOCTPOCHHSI KOMITbIOTEPHBIX
cereil. CBs3p TOuka-Touka. OOBEAUMHEHME MHOXKECTBA Y3JIOB B €IUMHYIO ceTb. IIpoTokoisbl u
uHtepdeicel. 7-mMu  ypoBHeBas '"dtanonHas" wMozenb OSI/ISO. Cpensl mepenayu gaHHBIX.
XapakTepUCTUKU Cpel Nepefadyd JaHHbIX. Pu3ndeckas M Jormyeckas Ttonosiorud. dusnuyeckoe
KoaupoBanue curHanoB. L{udpoBoe koaupoBanue u aHamoroBas MOAyJsuus. MMiyibcHble U
MOTEHLIMAJIbHbIE CIOCOOBI KoaupoBaHMs. Jlormueckoe koaupoBanue. Kommyrauus kaHalioB U
nakeroB. OCOOEHHOCTH peau3aliuyd MPOTOKOJIOB CBA3M KaHAJIbHOTO YPOBHSA. MeToAbl CHKaTus
uHpopManuu “Ha iery’.

Pa3gen 2. Ba3oBble TeXHOJIOTHH JTJOKAJLHBIX CeTEH.

CemeiictBo cranmaproB IEEE 802.x (ISO 8802-1.x). Ypouu MAC u LLC. Ceru
KosbleBoi tomonoruu: Token Ring, FDDI. Texnomorus Ethernet. Metox mocryma CSMA/CD.
CewmetictBo cranmaptoB Ethernet. Ilomnonyruiekcubiii Ethernet. IMoaxomel k MeTomy mnepenayu
JaHHBIX 0€3 UCHOJB30BAaHUS MPOBOJOB. MeTOAbl pacIIUpeHHus CHeKTpa OecrHpOBOAHBIX
texnosioruit. [Iporokoa CSMA/CA. CemetictBo cranmaptoB OecnpoBoaubix cereit IEEE 802.11 (a,
b, g, n, ac, ad).

Pa3nea 3. YerpoiicTBa KaHaIbHOTO YPOBHSI.

CereBbie amantepnl, Konnentpatopsl. Jlornueckas cTpykTypuzauus cereil. MocTbl H
KOMMYTATOpbl. AJrOpUTMbI "Mpo3payHOro" mMocrta U MOCTa C MapLIpyTHU3alMeld OT MCTOYHHKA.
YmpaBiieHue NOTOKOM JaHHBIX B KOMMYyTaTopax. JlononHurenbHble GYHKIIUU KOMMYTaTopoB: STP,
¢unbTpanus Tpaduka, npuopureTHas oOpaboTka kagpoB, VLAN, arperupoBaHHe KaHAJOB,
oOHapyKEeHHE MEeTENb.

Pa3nen 4. [IpuHuunbl 00beIMHEHUs CeTeid.

Anpecamus B IP cersax. Tunsl agpecoB B cteke TCP/IP. Kmaccel IP agpecoB. OcobOwie 1P
anpeca. Mcnonp3zoBanne macok B IPv4 -ampecanmu. Ilpotokon IPV6. IIporokon paspemieHus
anpecoB ARP. IlpuHuuMnbl MapmpyTU3alld U MapUIpyTU3aTOpbl. JMCTAaHIIMOHHO-BEKTOPHBIC
QITOPUTMBl  MapHIpyTH3alMK. MapmpyTu3anuss 10  aJrOpUTMaM  COCTOSIHUSL — CBA3EH.
JlononHutenbHble (YHKIMHM MapuipyTu3aTopoB. Kommyratopsl 3-ro ypoBHs. TpaHCHOpTHBIN
ypoBeHb creka mpotokonoB TCP/IP. Ilporokonsr TCP u UDP. CranmapTsl CpeiCcTB aHanmu3a |
ynpasieHus cetsimu. [Ipotokon SNMP. Texnomnorust NAT.

Paznen 5. Ilpukiaaanbie npoTokoiabl creka TCP/IP.

Cucrema gomenHbix uMeH DNS. OOGmenpunsteie cxembl (mpotokonsl) URL. OOGmieit
cucrema unentudukanuu pecypco URI. Ctpykrypa URL(URI). TIpoTokoun nepenauu rumneprekcTa
HTTP. Metoast HTTP. Ctpykrypsi 3anipocos/oTBeToB HTTP. TIporokon ftp.

4.3.1. llepeyeHb CeMMHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a00pPATOPHBIX padoT

Ne Ne HaunmenoBanue TpyroeMkocTh Ouenounsl | PopmMupyembie
N/H | pa3aena CeMUHAPOB, (uac.) e KOMIIETeHI[UU
U TeMBbI NMPAKTUYECKHUX H Bcero N3 Hux cpeacTBa
JIa0OPATOPHBIX PadoT | YaCOB | MpaKTHYeCKas
MO/ITOTOBKA
1 2 3 4 5 6 7
1 | P2 bazoBeie  TexHOMOrHMH 4
JIOKAJIbHBIX CETEM. .
= YcTHbId
2 | P3 VYcerporicTBa .
4 - TEKYILINN
KaHAJIBHOTO YPOBHSI. COHTDOML
3 | P4 [TpuHIMTIBI POk, OIIK-4
. 4 - 3almTa
00BETMHEHUSI CETEH.
nabopaTopH
4 | P5 [IpuknagHsie
BIX paboT
TIPOTOKOJTBI CTeKa 6 -
TCP/IP.




4.3.2. [lepevyeHb TeM (BONPOCOB), BHIHOCHMBbIX HA CAMOCTOSITEJIbHOE U3y4YeHHe CTY/IeHTAMHU B

pamMkax camocTosiTeabHoi padotsl (CPC)

Ne Tema 3ananue @opvmpyevas NAK
n/n KOMIIeTeHIIU S
1 2 3 4 S
1 P.1. OO6Omwme cBeneHus o0 [ToBTOpEHHME U
aApXUTEKTYype KOMIIBIOTEPHBIX yriaybneHHoe
CeTel. H3Yy4YCHHUC
2 | P.2. ba3oBbile TEXHOJOTHH yuebHoro 5
JIOKQJIBHBIX CETeH. MatepHaia JICKLIIH,
3 | P.3. VcrpoiictBa KaHaILHOTO TOArOTOBKA I OIIK-4
BBITIOJTHCHHIO
YPOBHL. nabopaToOpHBIX
4 | P.4. ITpunuunsl oObEIUHEHUS paboT, MOATOTOBKA
CeTeH. K 3aIluTe
5 | P.5. IlpukiagHbie MPOTOKOJIBI nabopaTopHBIX
crexa TCP/IP. pador
4.4. MeroanuyecKue YKa3aHUs M0 OPraHU3aluM CAMOCTOSITE/ILHOI padoThl CTYI€HTOB
CamocrosTenpHas padoTa CTyJIEHTOB BceX (OPM M BUIOB OOYYEHUS SIBIISCTCS OJHUM H3
00s3aTeNbHBIX  BUJOB  00pa3oBaTelNbHOW  JESATENBHOCTH, OOECleUYMBAIOUIeH  peanu3aliio

TpeOoBanuii dDexepalbHBIX TOCYIAPCTBEHHBIX CTAaHAAPTOB BBICIIEro oOpa3zoBanus. CormacHo
TpeOOBaHUSM HOPMATHBHBIX JIOKYMEHTOB, CaMOCTOATEJIbHas paboTa CTYACHTOB SBISETCS
00s3aTeNbHBIM ~ KOMIIOHEHTOM  00pa30BaTEeNbHOrO Tpollecca, TaK Kak OHa o0ecreynBaeT
3aKperyieHHue MOJy4YaeMbIX HA JIGKIIMOHHBIX 3aHATHSIX 3HAHUI MyTeM NpUOOpETeHHs] HABBIKOB
OCMBICJICHHSI W pACIIUPEHUs WX COJACP)KaHMs, HABBIKOB pEUICHUS AaKTYaIbHBIX TMpoOIeM
dbopMupoBaHus ~ OOMIEKYJIBTYPHBIX W MPO(EeCCHOHANBHBIX  KOMIIETEHIUH,  Hay4YHO-
MCCIIEIOBATENILCKONW JEATENbHOCTH, TIOATOTOBKM K CEMHUHapaMm, Ja0opaTOpHBIM paboTam, crade
3a4eTOB M sK3aMeHOB. CamocTosTenbHas paboTa CTYJEHTOB IMPEACTaBiIsgeT cOO00H COBOKYINHOCTb
ayAUTOPHBIX W BHEAyIUTOPHBIX 3aHATUH W pabdor. CamocTosTensHas paboTa B paMKax
00pa3oBaTeNBHOIO MPOIIecca B By3€ pelIaeT CIeAyIOIINe 3a0a4u:

— 3aKpeIUIieHHe W pPACHIMPEHHE 3HAHWW, YMEHHiA, TOJYYEHHBIX CTYIACHTaMH BO BpEMs
ayAUTOPHBIX W BHEAYAUTOPHBIX 3aHATHUH, NpPEBpallleHMEe WX B CTEPEOTUIBl YMCTBEHHOH U
(hU3UYECKOI NESITEIbHOCTH;

— MPUOOPETEHNE JOTIOTHUTENBHBIX 3HAHUK M HABBIKOB IO JUCHUIUIMHAM Y4eOHOTO TIIaHa;

— (opMHUpPOBaAHME U PA3BUTHE 3HAHUM U HABBIKOB, CBSI3aHHBIX C HAyYHO-UCCIIEA0BATENbCKOM
JesITeTbHOCTHIO;

— pa3BUTHE OpHUEHTAlUM M YCTAaHOBKM HA KayeCTBEHHOE OCBOEHHE 0Opa30BaTebHOU
MIPOTPaMMBEI;

— pa3BUTHE HABBIKOB CAMOOPIaHU3aINH;

— (QopMHpOBaHHE CaMOCTOSITETPHOCTH MBIIUICHHS,
CaMOCOBEPILIECHCTBOBAHHIO U CaMOpPeaTH3alllu;

—  BbIpa0OTKa  HaBBIKOB  3()PPEKTUBHOM  CaMOCTOSTEIHLHOM
TEOPETUYECKOH, MPAKTHUECKON U y4eOHO-HCCIIeI0BATENbCKON €A TEIbHOCTH.

IMoaroroBka Kk Jeknuu. KadecTBO OCBOGHUS COJEpKAaHWS KOHKPETHOW JTUCIMILIIHBI
IPSIMO 3aBUCHUT OT TOT'O, HACKOJIBKO CTYIEHT caM, 0€3 BHEIIHEro MpUHYKIeHUs GpopMupyer y cels
YCTaHOBKY Ha IOJTydeHHE Ha JICKIMSIX HOBBIX 3HAHHM, JOMOJTHSIIOMNX YK€ HMEIOUIHECs 10 JaHHOU
JUCUUIUIMHE. BpeMs Ha NOJTrOTOBKY CTYIGHTOB K JBYXYacOBOM JIEKIMHM 10 HOpMaTHBaM
cocTaBirsieT He MeHee (0,2 Jaca.

IMoaroroBka k JjaGoparopHoMy 3aHsiTHIO. [loAroroBka K 11a0OpaTOpHOMY 3aHSATHIO
BKJTIOYAET CIIEIYIONINE SJIEMEHTBI CAaMOCTOSITEIBHOM JEATEIBHOCTH: YETKOE TIPECTaBICHUE 1IENN U
3aJjad  €ro NpPOBEAEHUS; BBbIJICJICHUE HABBHIKOB YMCTBEHHOH, AaHAJIWTHUYECKOM, HayyHOU
NeSITeIbHOCTH, KOTOpBIE CTaHYT pe3yJlbTaToM MpeicTosuiel padboTel. BpipaboTka HaBBIKOB

CIIOCOOHOCTH K CaMOpa3BUTHIO,

npodecCHOHATbHON




OCYILIECTBIISICTCSA C MOMOILNBIO IMOJNYy4eHHs HOBOM HMH(OpPMAuu 00 M3y4aeMbIX Mpoleccax U C
MOMOIIBIO 3HAHUSI O TOM, B KAaKOH CTENEHW B JAaHHOE BpPEMsl CTYACHT BIAJeeT METOJaMU
HCCIIEI0OBATEIBCKON ESITETbHOCTH, KOTOPHIMU OH CTAaHET IOJIb30BaThCs Ha 3aHATUH. [loaroToBka K
Hepenko TpeOyeT moadopa Marepuana, JaHHBIX W CHENHAIBHBIX HMCTOYHUKOB, C KOTOPBIMHU
npeacTouT yueOHas pabora. CTyIeHTbI CaMOCTOSATENIBHO OCYILIECTBIIAIOT OUCK COOTBETCTBYIOLINX
HCTOYHHMKOB, ONPEACIAIOT aKTYaJbHOCTh KOHKPETHOTO HCCIIEIOBAaHMS IPOLIECCOB W SBJICHUM,
BBIJICJIIIOT OCHOBHBIE CIIOCOOBI JI0KA3aTENIbCTBA aBTOPAMH HAYYHBIX paObOT LIEHHOCTH TOTO, YeM OHU
3aHMMalOTCI. B XoJe caMoro 3aHATHS CTYJCHTHl CHadaja NpPEACTAaBISIOT HaWJICHHBIE HMHU
BapUaHThl (HOPMYJIHPOBKU aKTYaIbHOCTH HCCIENOBaHMS, OOCYXIal0T UX U OOOCHOBBIBAIOT CBOE
MHEHHE O HaWjiIydllleM BapuaHTe. Bpems Ha MOAroToBKYy K J1aDOpaTOpHOMY 3aHSATHIO IIO
HOpMaTuBaM cocTaBisieT He MeHee 0,2 yaca.

IMoaroroska k 3a4ery. CamMocTOATENIbHAS TOJrOTOBKA K 3a4€Ty JOJDKHA OCYLIECTBIATHCS B
TeueHue Bcero ceMmecTpa. [loaroroska BKIIIOYAET CIEAYIOIIUE ICHCTBUS: IEPEUUTATh BCE JIEKIINN, A
TaK)ke MaTepHaibl, KOTOpbIE TOTOBWINCH K JIADOpaTOpHBIM 3aHATHSAM B TEUCHHE CEMECTpa,
COOTHECTH OTy HH(OPMALMIO C BOMPOCAMH, KOTOpBIE JaHbl K 3a4eTy, eclii HHQPOpMaLuu
HEJIOCTaTOYHO, OTBETHl HAXOIAT B IPEIJIOKEHHOU IperojaBaresieM JuTeparype. Pekomenmayercs
JenaTh KpaTKue 3amucu. Bpemsi Ha MOATrOTOBKY K 3a4eTy 10 HOPMAaTHBaM COCTaBISieT HE MeHee 4
YacoB.

4.5. IlpumepHasi TeMaTHKAa KYPCOBBIX PadoT
BrimonHeHne KypcoBbIX paboT He MPEAYCMOTPEHO y4eOHBIM TIIaHOM

V. YYUEBHO-METOJUYECKOE 1 UTH®OPMALIMOHHOE OBECIIEYEHUE
JUCLUIINHbBI

a) nepevyeHb JUTEPATYPhI

1. Onudep B.I'. Komnerorepusie cetu. IlpuHiumnel, TeXHOIOMH, NPOTOKOIbI [ Tekcr] :
yue0. mocoOue At CTy. By30B, 00y4. 1o Harpasil. "MHpopmaTHKa 1 BBIYUCII. TEXHUKA" U 110 CHEll.
"Bpiunca. MammuHbl, KOMIUIEKCHI, CHUCTEMbl U ceTu", "ABTOMAaTU3Up. MalllUHbI, KOMILIEKCHI,
cuctemsl u cetu", "[Iporpam. obecned. BIYUCI. TEXHUKU U aBToMatu3up. cucrem" / B. I'. Omudep,
H. A. Onmudep. - 5-e u3a. - M. ; CII6. : Ilurep, 2016. - 991 c. ; 23 cm. - (YueOHUK 171 BY30B). -
VYka3.: ¢. 963-991. - ISBN 978-5-496-01967-5 (15 5k3)

2. Tanen6aym 3. Komnerorepusie cetu [Tekct] : HayuHoe uznanue / O. Tanenbaym, /1.
Vazepomn. - 5-e uzn. - CIIO. : Iutep, 2016. - 955 c. ; 24 cm. - (Knmaccuka Computer Science). -
bubnuorp.: c. 935-946. - ISBN 978-5-496-00831-0 (15 »k3)

3. Anaponunk A.H. MOHUTOpPHHT ¥ YIpaBieHHE B KOMIBIOTEPHBIX CETAX : y4eO.
nocodbue / A. H. Auaponuuk. - Upkyrck: M3n-Bo UI'Y, 2013. - 107 c. - ISBN 978-5-9624-0790-6
(30 9x3.)

4. AradonoB A.B. Texnomorum mexcereBoro skpaHupoBanus [Tekcrt] : [yueO.
nocobue] / A. B. Aradonos, A. H. Auaponuuk, 0. /I. Koponbkos ; Upkyrckuii roc. yH-t, UH-T
MaTeMaTHKH, 3KOHOM. u HHpopMm. - HMpkyrck : HU3a-so UT'Y, 2013. - 107 c. : un. ; 25 cm. -
bubnworp.: c. 101. - ISBN 978-5-9624-0796-8 (30 3k3.)

5. Hlanerun B. ®. 3ammra xommnbiorepHoil nHbopManmu. Dd(EeKTUBHBIE METOABI U
cpenctBa [Tekcr] : yue6. mocobue / B. @. lllansrun. - M. : JIMK Ilpecc, 2010. - 542 c. ; 24 cwm. -
bubmuorp.: c. 524-529. - [Ipenm. ykas.: c. 530-542. - ISBN 978-5-94074-518-1(25 7k3.)+

6. Konnos, A. JI. BeruuciautenpHble CeTH W KOMIUIEKCHI [DJIEKTPOHHBIA pecypc]
MeTO. yKa3zaHus K j1a0. padoram. Y. 2 / A. JI. Konnos, }O. A. Ymakos. - OpenOypr : OI'Y, 2012. -
65 c. - Pexxum noctyna: ObC "Pykont". - Heorpanud. nocryi.

0) nepuoauYeCcKUe U3TAHUS

B) CIIMCOK aBTOPCKHX METOMYECKUX Pa3padoTok



r) 6a3bl JaHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE H MONCKOBbIE CHCTEMbI

1. TTouckossie cuctembl Google, Yandex.

2. DIEKTPOHHBIE PECYPChl JOCTYITHBIC MO JIOTUHY M MapOJI0, MpeaocTaBisieMbie HayuHoit
ouobanorexon UI'Y.

VI. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHOUITJIMHBI

6.1. YueOHO-71a00paTopHOE 000py/10BaHNE:

KommerotepHas naboparopus (ayautopust 325), oCHAIllEHHAs BBIYMCIUTEIBHONW TEXHHKOM,
crieraabHbiM [10 1 cBOOOAHBIM H0CTYIIOM B ceTh Internet. Berpoennsie cerenie kapThl Ethernet
Ha KaXXJOM KOMIIBIOTEPE U BCTPOECHHBIE MM AMCKpeTHble cereBble KapThl 802.11. IlaTuxopmsl.
Heynpapnsiemble kKOMMyTaTOpbl. YmpaBisemble KoMMyTatopel. Touku noctyna 802.11.
becripoBognbie  mapuipytuzatopsl  802.11. MexcereBbie 3kpanbl. |IP — kamepnl. CeteBoe
(haloXpaHUIIHIIIE.

6.2. IlporpaMmmHoe odecneyeHue:
CB00OIHO pacmpocTpaHseMoe MporpaMMHoOe obecrieueHue ceteBoi cauddep “WireShark”.
Komannnas crpoka ucnonb3yemoit OC. bpaysep.

6.3. TexHnuyeckue H 3JIeKTPOHHBIE CPEICTBA:
MynpTUMeANHHBIN TPOEKTOP, 3KpaH (110 HEOOXOAUMOCTH ), MEJI0Bas WM MapKepHas 10CKa.
B kommbroTepHoii 1aboparopuu Tpedyercs AocTym k cetu Internet.

Vil. OBPA3OBATEJIBHBIE TEXHOJIOI'MA

Ha neknusix MCHonb3yloTCs aKTUBHBIE METObl OOy4eHHsS (KOMIIBIOTEPHBIX CUMYJISIHM,
pa300op KOHKPETHBIX cuTyarwii). JlabopaTopHbie pabOTHI MPOBOATCS ¢ UCTHOIb30BaHueM [I19BM c
MOCTIEAYIOLIEH 3aIIUTOM.

Vill. OHEHOYHBIE MATEPHUAJIBI VIS TEKYHIEI'O KOHTPOJISA N
IMPOMEXYTOYHOMN ATTECTALIIUA

Texkymmii KOHTPOJb peau3yeTcss B BHJIE YCTHOTO TEKYIIETO KOHTPOJS JJIs JIOIyCKa K
MIPOBE/ICHUIO JTAOOPAaTOPHBIX PAa0OT M OTYETOB MO HUM Ha JaOOpAaTOPHBIX 3aHATHUAX. Texymi
KOHTPOJIb HaIlpaBJIEH Ha BhIABIIEHUE cpopMupoBaHHOCTH KoMmeTeHIi OITK-4.

JUis  pealn3aluy  TEKYILEro KOHTPOJIA MCIONb3yeTcs OajuIbHO-PEeHTHHIOBas CHUCTEMa
OLIEHKH, PUHSTAsI B YHUBEPCHUTETE.

YcBoeHue CTyIeHTOM OakalaBpoM M3ydaeMoil JUCHMIUIMHBI MaKCHUMAaJbHO OIICHHUBAETCS
100 Oamramu. MakcuManbHOE KOJIMYECTBO OayioB 3a TEKyIIyl0 paboTy B ceMmecTpe
orpanuunBaercs 70-f0 OayuiaMu, Ha OLIEHKY HPOMEKYTOUHOIO KOHTPOJS 3HAHMM B BHJE TecTa
MakcuMaiabHO mnpeaycMoTpeHo 30 OGamnoB. Bo3MoxkHbl «ipemuanbhbie» Oamibl (ot 0 go 10),
KOTOpbIE MOTYT OBITh J00aBlieHbl OakalaBpy 3a akTHBHBIE (POPMBI pabOTHI, BBICOKOE KayeCTBO
BBITIOJTHEHHBIX Pa0OT | T.I.

3a mocernienue oiHOTO BHA 3aHsaTHs naetcs 0.5 6amna (36 3ansTuii o 2 yaca (JI+JIp) * 0.5
6amr = 18 6ammoB). MakcumanbHOE KONIWYECTBO OaIOB 3a BBHIMIOJHEHUE JTA0OPATOPHBIX PadOT ¢
MOCIeAYIOIIEH 3amuToi cocTaBisier 52 Oanna.



MarepuaJsl

ISl TPOBEJACHHUS TEKYIIero W IMPOMEXYTOYHOr0 KOHTPOJISI 3HAHMM

CTYJACHTOB:
Ne Bua xonTposs KounTtpoJsnpyemsie KourpoJsmmpyembie
TeMbl (pa3aeJibl) KoMIeTeHmuu/
HHAUKATOPbI

1 2 3 4

1 Y CTHBIN TEKYIIHMM KOHTPOJIb T1-T5 OIIK-4

2 Texymuit KOHTPOJIb: 3ammra | T2-T5 OIIK-4
71a00paTOPHBIX padOT

3 [IpomexxyTounblii  KOoHTposib 3HaHmi | T1-TS OIIK-4
(Tect)

IIpumep yCTHOTO TEKYIIErO KOHTPOJS: MPUMEPHBIM IMEpPEYeHb BOMPOCOB IS JOMYyCKa K
BBITIOJIHCHHIO OJIOKA JJabopaTOpHBIX padoT “becripoBomnbie cetr 802.117:
o dusnueckas u Jorudeckas Tomojoruu cerer 802.11.

Kunaccer IPv4 agpecos.
Texuomoruss MIMO

MexcuMBOJIbHAS HHTEPPEPCHITHS.
Pacmmmpenue cekTpa npsiMoi ocie0BaTeIbHOCThIO.
Hcnonws3oBanue macok B IPv4 agpecanum.

Tekymuii KOHTPOJb: 3alMTAa JA0OPAaTOPHBIX padoT. [l 3ammThl BBHIMOTHEHHBIX
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Mertoapl peanu3anuu “nzderanus koumm3ui” B ceTsax 802.11.
[IpoGnema ckpoiToii craniuu cerei 802.11.

[Tone3nas mpomyckHasi ciocobHocTh cereit 802.11.
[TocnenoBarensHOCTH bapkepa.

1abopaTopHbIX paboT HEOOXOAUMO OPOPMUTH OTUYETHI B IJIEKTPOHHOM WM OymakHOM Buze. s

paboT ¢ peaIbHBIMU CETEBBIMU YCTPOUCTBAMH B OTUETE JOJKHBI MIPUCYTCTBOBATD:

® HOMEp U HAMMEHOBAaHHUE 3a/1aHMUS.

e (OJIOK-CXeMbl COOpPAHHBIX IO 33IaHUSIM KOH(UTYpAIHil CEeTH U CETEBOT0 000PYI0OBaHUSI.

® CKPUHUIOTHI BBIIOJHEHHBIX JIJISl CETEBBIX YCTPONUCTB HACTPOEK.

e pe3ynbTaThl paboOTHl PING ¢ yKa3aHHBIMH CETEBBIMH HWHTepdeicaMu WIH Jpyrue
pe3yabTaThl, HEOOXOIUMBIE 110 33JIAHUSIM PAOOTHI.

Jnis paboT ¢ ceTeBbiMU CHU(DDEepaMu B OTUETE JOKHBI IPUCYTCTBOBATH:

® HOMEp M HAaMMEHOBAHUE 3a/IaHMUS.

® CKPHUHIIOTH Ha0Opa 3aXBauy€HHBIX MMAKETOB WJIM OJHOTO Pa3BEPHYTOIrO IMAaKeTa JJIS €ro
aHaJIn3a [0 COOTBETCTBYIOLIEMY 3aJJaHUIO

e JIpyrve CKpUHIIOTHI U OMIMCAHUA B CIy4ae HeOOXOIMMOCTH IO 33/IaHHUIO.

JlabopatopHbie pabOTHI COAEp)KAT Pa3IUYHOE KOJMYECTBO 3aJaHHUM Pa3TUYHON CIOXHOCTH, H,

CJIEIOBATEIbHO, OLICHUBAIOTCS B PA3IMYHOE KOJIMYECTBO OAJIJIOB.

[TapameTpsl OLIEHOYHOIO CPEACTBA AJIS 3AILUTHI JJA0OPATOPHBIX paboOT

Onenka / % oT MakcuMyMa 3a paboTy B Oayiax
Kpurepun
p—— OTimyHO Xopomio VY noBueTs. Heynogi.
70-100 % 40-60 % 10-30 % 0%

ITonHOCTBIO M B nenom oryer Otuer oopmiieH Otuet He ohopMIIEH.
KOPPEKTHO oopmiieH MOJHOCTBIO.
o(opMIIEH OTYET, KOPPEKTHO, Nwmetores 3ameuanus | OtyeT opopMIIeH co

BBIHOHHCHI/IC CAcJIaHbl BBIBObI. CACJIaHbI BBIBOJBI, | IIO O(i)OpMJ'IeHI/IIO, 3HAYNUTCIIbHBIMU

3aJJaHUA [Ipm 3ammre HO UMEIOTCS BBIBOJIBI C/ICJIAHBI HE | 3aMCUYaHUSIMH,
HOKa3aHO HE3HAYUTEJbHBIC | IOJHOCTEIO. BBIBOJIBI HE TIOJTHBIC,
BCECTOPOHHEE U HEJIOCTATKH. IMpwu 3amure - MPH 3aIIUTE CTYCHT C
rinyookoe 3Hanue | Ilpu 3ammuTe CY)KICHUSI TpyaoM opmynupyer




MarepHana. CTYJICHT MOBEPXHOCTHBI, CBOH MBICITH, HE

HOKa3bIBACT COZlepKaT OMUOKK, | MPUBOJIUT IIPUMEPBI,
MOHUMaHKE pUMEpHI He HE JIaeT OTBETA Ha
marepuana, TPUBOJISITCSI, OTBETHI | JOTOJHUTEIbHbIC
HPHBOIHUT Ha JIOTIOJIHUTENbHBIE | BOIPOCHI
HIpUMEPBI, HO BOIIPOCHI HE
UCIIBITHIBACT YBEpCHHBIC.
3aTpYAHCHHS C
BBIBOJIAMH,
OJTHAKO
JOCTaTOYHO
THOJTHO OTBEYAET
Ha
JIOTIOJTHUTEIbHbIC
BOIPOCHI.

I[IpomexyTouHass arrectanusi B (¢opMe 3adyera HampaBlieHAa Ha  IPOBEPKY

chopmupoBanHoctr kKomnerennuid OIIK-4. B TedueHume cemecTpa 3a BBIIOJIHCHUE 3aJlaHUN
TEKYIIET0 KOHTPOJISI CTYJIEHTY HAUUCIISIFOTCS OaJlibl M B KOHIIE ceMecTpa Oaibl CyMMHUPYETCs s
BBIUMCIICHUS PEHTHHTA CTYACHTA.

CTyneHT AoIycKaeTcsi K MPOMEXKYTOUHOM aTTecTaluu, eciu ero peUTuHr cocrasisieT 30
O6amtoB u Oonee. CrymeHTam, 4ei peHTHHT cocTaBiser oT 60 OaIOB BKIFOYUTEIBHO, 3a4eT
MpOCTaBJsieTcsl  aBTOMaTHYecku. JlaHHBIA  pe3ydbTaT  MOKas3biBaeT  Cc(HOPMHUPOBAHHOCTH
komnereHuit OIIK-4. Crynenrtam, ueit pedtuHr coctasisger oT 30 no 59 OamioB, HazHavaeTcs
KOMITBIOTEPHOE TECTUPOBAHHE 10 BCEMY KypCy.

HapaMeTpLI OOCHOYHOI'O CPCACTBA AJIA BBIITIOJIHCHUS UTOTOBOI'O TCCTOBOI'O 3aIaHUA

[Ipenen nIUTENBHOCTH KOHTPOJIS 90-120 mun
KonnuectBo 3ananuii 40-60
IToceoBaTeIbHOCTH BEIOOPKU BOIIPOCOB CITyJaifHast

Kpurepuu oneHku B Oaax:

18 — 30 6amnoB 0 o
(% MpaBMIbHBIX 0TBETOB * 0.3) 60% — 100% mpaBUIIEHBIX OTBETOB
0 6amnoB 0% — 59% npaBUIBHBIX OTBETOB

[To pesymbraraM HWTOTOBOTO TECTOBOTO 3aJaHUS K PEUTHUHTY CTyIdeHTa A00aBiseTcs
HaOpaHHOE KOJIMYECTBO 0alIoB, U, B CIIy4ae, €CIM OOIIUNA pEeHTHUHT CTAHOBUTCS OOJIBINIE WIIU PABEH
60, mpocraBisieTcs 3a4er.

[Tpumep TecTOBBIX 3agaHuil 1715 MpoBepkH chopmupoBanHocTH KomneTennuu OITK-4:
1. Kakas Tonosiorusi pusnyecKux cBsi3eid MpeacTaBjieHa HA PUCYHKe.

[TonHOCBSI3HAS TOMOJIOTHS

Slgencras TOMOJIOTHA

Komnbnesas Tonomorus
3Be3/1000pa3Has TOMOIOTHS

OOmas muHa

Hepapxuueckas 3Be371a (1epeBO 3BE3/1)
CwmernianHas TOIOJIOTUS

OMMOOwW>




2. Ynopsinouute ypoBHH Moaeu OS| oT caMoro HU3KOro K caMoMy BBICOKOMY.
TpancriopTHBIN

CeancoBblit

duznueckuit

[Tpuxnagnon

CereBoii

KananpHblii

[IpencraBuTenbHbIM

3. JOra XapaKTepHCTHKAa MOKa3bIBaeT MAKCHUMAJbLHO BO3MOXXHYK CKOPOCTH Mepelaqyu
AAHHBIX, KOTOPasi MOKeT ObITh JOCTUTHYTA HA IMHHUHU CBA3U:

ITonoca nponyckanus

[IpomyckHast ciocoOHOCTD

MrHoBeHHast CKOPOCTh Mepelaul JaHHBIX

Crnioco6 ¢pu3nuecKoro KOAUPOBaAHUS

[TomMex0yCTONYMBOCTD JINHUU CBSI3U

AUYX u ®UX nuHUM CBSA3U

Yucno ypoBHEH KOIUPOBAHUS B IIEPEAaBAEMOM CUTHAJIE

4. Ha pucyHke npejacraBJjieH crioco0 ¢pu3n4eckoro KOAMpoOBaAHNS :
o 1 O/ 1| 1] 1] 1] 0of 0] of o] of 1 1 o 1 0 1 0] of 1

GmMmoOw>

GMmMOOmP>

Manuectepckuii kon (1o crangapty 802.3)
bunonspusiiit NRZ

bunonspueiii NRZI

bunosnspHbIil UMITYJIBCHBIN KOJ

bunonspusiit kog AMI

Koauposanue MLT-3

[Morenumansubiii Kox 2B/1Q

5. BoiOepute npaBuJibHble yTBepaxaenusa o MAC aapece.
Wcnonb3yercs nis uaeHTU(UKALMK CeTEBBIX UHTEP(HENCOB Y3II0B CETH.
Moxet onpenensTs rpymniy uHTepgeiicon ceru.
[Tpumep MAC anpeca: OxFF-FF-FF-FF-FF-FF
ITpumep MAC anpeca: 255.255.255.255

[Ipumep MAC anpeca: Ox FF:FF:FF:FF:FF:FF:FF:FF
SIBnsieTcst nepapXu4ecKUM THIIOM aJpeca.

SIBIiIsIeTCS IIIOCKUM THUIIOM aJpeca.

6. Ha pucyHke npeacTasiieH cnocod Gu3nyecKoro KOAUupoOBaHMA:
o 1 o 1 1 1 1 0o o/ o of o 1 1 of 1 o 1 0o of 1

O@MmMoOO D>

O@MmMOO D>

Manuectepckuii kon (o crangapty 802.3)
bunonspusiit NRZ

bunonspueiit NRZI

bunossspHbIN UMITYIIBCHBIN KO
bunonspusiit kogq AMI

Koauposanue MLT-3

IMorenumansabiii Kox 2B/1Q

GMmMmoOw>



7. Ynopsinouute coctaB moJieii B kagpe Ethernet DIX ¢ mepBoro mepecblLiaeMoro B JIMHUIO
CBSI3H.
A. Destination Address, DA
B. Frame check sequence, FCS
C. Data, D
D. Source Address, SA
E. Type, T
8. Boi0epuTe MeTO1 pacliupeHusi CIIEKTPAa CKAYK000pa3HOH NepecTPOHKOM YaCTOThI
FHSS
DSSS
CCK
OFDM
E. PBCC
9. Koan bapkepa o0gagaer cieAylIIUM YHHMKAJIbHBIM CBOHCTBOM, IO3BOJIAKIIEM
HCMOJb30BATH €ro /sl epelavn JaHHbIX B CJI0KHOH TOMEX0B0il 00CTaHOBKe.
A. CaMmocuHXpOHM3AIHS
B. ABrokoppensauus
C. llymonomoOHOCTH
D. Bosnbias mupuHa ciekTpa
10. BoiGepuTe NpaBWILHbIE YTBEPKIeHHsI 0 padoTe cereid WiFi.
A. Pexum paboret WIiFi cereit PCF (Point Coordination Function) npennaszHauen s
nepeiayv aCHHXPOHHOTO Tpaduka.
B. Kagp MAC-nionypoBHs COEPKUT 4 TIOJISI aJIPECOB.
C. Texnonorus IRDA (mepenaya B UK nuamnazone) BXoauT B UCXOAHBINA cTaHaapT 802.11.
Konkypentnoe okHo CW wHCHOnb3yeTcsi Al YMEHBIICHUST BEPOSTHOCTH BO3HUKHOBEHUS
KOJUTU3HH.

COow>

Pazpaborumk: noueHT, CemenoB A.JL.

[Iporpamma coctaBiieHa B coorBercTBUM c TpeboBaHusmu DPI'OC BO u yuuteiBaeT
pexomenaauuu I[1OOIl mo nampasneHuto u npopuwio noarotoBku 44.03.05 Ileparormueckoe
o0pa3oBanue (c AByMs NPO(PUISIMHU NOATOTOBKH).

ITporpamma paccMoTpeHa Ha 3aceaHuu Kadeapsl paguo(U3UKU U paau0odJIeKTPOHUKH
«30» aBrycra 2021 r. npotoxon Ne 1

N.0. 3aB. xadeapoit Konecuux C.H.

Hacmosuwas npoecpamma, He Mmodxcem Ovimb 6ocnpouzeedeHa HU 6 Kakou ¢opme 6e3
npeosapumenbHo20 NUCbMEHHO20 pa3peuleHus Kagheopvi-paspabomuuxa npocpammol.



