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1. IEJHU 1 3AJAYH JUCIUATIIAHBI

OcHOBHBIC 1€ M 33Jjaud, pellacMble B XOJ€ MPErnoAaBaHusl Y4eOHOW JMCIUIUIMHBI,
3aKJTI0YArOTCs B (QOPMUPOBAHNH Y CTY/ICHTOB:

e B3MVINI0B HA 3alIUTy MH(MOPMALUHM KaK HAa CHCTEMATHYECKyI0 HayYHO-TIPAKTHYECKYIO
JeSITeTbHOCTD, HOCSIIYIO IPUKJIaIHON XapaKkTep;

e [OHMMaHHs 0a30BBIX TEOPETHUECKUE MOHATUH, JEKAIIUX B OCHOBE MPOIECCa 3aILUThHI
uHpOpMaILNH;

® [IPEIACTABIEHHUS CTYACHTAaM O NPUHIMUNAX (YHKIMOHUPOBAHUS M BO3MOXKHOCTSX
PUMEHEHHS allapaTHBIX CPEACTB 3alIUTHl HH(POPMAIIHH;

® HABBIKOB KCIIOJIb30BAaHMS MPOTPAMMHBIX M TPOTPAMMHO-ANIAPATHBIX CPEJICTB 3aIUTHI
uHpOpMaLnH.

® BBICOKOro IpogeccruoHaiu3Ma B paboTe, 4yBCTBa OTBETCTBEHHOCTH 3a CBOW TPy,
CTOMKHX STHYECKHX HABBIKOB.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

Hucunmumna «[IporpaMMHO-anmapaTHbIE CpelICTBa 3alUTa MHPOpMAIUW) Oa3upyercss Ha
mucuuiuinHax «Marematukay, «@usuka», «MubopmaTuka», «Teopus nnpopmanuny», «OCHOBBI
UHPOPMAIIMOHHON 0€30MacHOCTH», «ANMNAapaTHBIE CpPEJCTBA BBIYHCIUTEIBHONH TEXHUKN,
«TexHnyeckas 3amurta HUHQOpMauum», «JluckperHas mMaTeMaTukay, «OJIEKTPOHUKA U
CXEMOTEXHHKA», « DIEKTPOTEXHUKA.

3HaHus, MOJyYCHHbIE MPHU U3yuyeHUM AucUUIUIMHBL «[IporpammHo-anmapatHbsle cpeacTBa
3Tl THQOPMAIUI» SBISIOTCS HEOOXOJWMBIMU ISl YCHEITHOTO OCBOCHHS CIIEIYFOIINX
mucuuiuine:  «KommnekcHass cuctema 3amuThl  MHGopManuu», «OCHOBBI — YIPaBICHHS
uH(bOpMallMOHHON  0Oe30macHOCThiO», «OpraHu3alluOHHOE U IpaBoBoe  oOecredyeHue
UH(POPMALIMOHHOM 6€30MacHOCTH.

3. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUSA JUCHUIIJIMHBI

[Tporiecc oCBOEGHMS JAUCLMIUIMHBI HampaBieH Ha (opMUpOBaHHE KOMIIETEHIMHA B
cootercTBum ¢ ®I'OC BO u OI1 BO no nanpasnenuro noarorosku 10.03.01 Undopmanmnonnas
0€30MacHOCTD.

ITepedyens muIaHNPyeMBbIX Pe3yJIbTATOB 00yYeHHS MO JUCHHUILINHE, COOTHECEHHBIX C
HHIMKATOPAMHU JA0CTHKEHUs] KOMIIeTeHIU i

Nuaukaropsl Pe3yabTarnl 00yueHust
Komnerenuus .
KOMIIeTeHI U
OIIK-4.3 N 1Kork4.3.1. 3HaTh:
BpInonHaTs pabOTBI IO | @ OCHOBBI MOCTPOCHHS 3AMIUIICHHBIX
YCTaHOBKE, HaCTpOIKe, BBIYMCIIMTEIIBHBIX CETEH;
AIMUHUCTPUPOBAHUIO, ® OCHOBBI KPUNTOTpapUIeCKUX
00CITY)KUBaHUIO U npeoOpa3oBaHUid.
[IPOBEpKE YMers:
paboTocnoco0HOCTH ®  OCYLIECTBJIATH MEPBI IPOTUBOAEUCTBUS
OTICIIbHBIX HapyLIeHUsIM 0€30I1aCHOCTH C
HPOTPAMMHBIX HCTOJIb30BAHUEM Pa3IMYHbBIX
4BTOMATH3NPOBAHHBIX IIPOrPaMMHBIX U alllapaTHBIX CPEACTB
CUCTEM 3aILUTBHI.
Bnaners:

NJIKorik4.3.2.




BrImonHaTe paboTs! O
YCTaHOBKE, HACTPOUKE,
aJIMUHUCTPUPOBAHHUIO,
00CITy)KMBaHUIO U
pOBEpKe
paboTOCIIOCOOHOCTH
OTJENBHBIX
IPOrpaMMHO-
anmnapaTtHeIX (B TOM
yucie
KPUITOTpapUIECKHX)
ABTOMATHU3HPOBAHHBIX
cUCTEM

NJIKork4.3 3.
BrimonHsaTs paboTel 110
YCTaHOBKE, HACTPOUKE,
aMUHUCTPUPOBAHMUIO,
00CITy>KMBaHUIO U
pOBEpKeE
paboTocrnocoOHOCTH
OTJICIbHBIX
TEXHHUYECKUX CPEICTB
3a1uUThl HHGOpPMaLUU
ABTOMATH3MPOBAHHBIX
CUCTEM

HaBBIKAMH BBISBICHUS yTPO3
0€30MacHOCTH aBTOMAaTHU3UPOBAHHBIX
CHCTEM;

TEXHHYECKOTO O0CITYKUBAHUS
AJIEKTPOHHO-BBIYMCIUTEIHHBIX MAIIUH
U KOMITJIEKCOB;

KpUNTOrpapUUeCKuX U MPOrpaMMHO-
amImapaTHbIX CPEJICTB 3AIIUTHI
uHpOpMalUu.




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0BeM QUCLUAIUIAHEI COCTABIIAET 3 3a4eTHhIE eauHulibl, 108 gacos,
dopma MPOMEKYTOYHON aTTECTAIIMHU: 3a4eT

4.1. Conep:xkanue TUCHUILIUHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHeM BHA0B YUYeOHbIX 3aHATHIl M OTBEIEHHOI'0 HA HUX

KOJIU4Y€eCTBA aKAACMHUYECCKUX YaCoB

« Buabl yueOHoli padoTsl,
= BKJIIOYAS CAMOCTOSITEIbHYIO padoTy
S
5 00y4aIuXCcsl, NPAKTHYECKYI0 MOATOTOBKY U
% TPYAOEMKOCTH
2| E58 (B yacax)
- S| § & @
= < opMa TeKyllIero
Ne 3 S | % £ | KonrakTHas paGoTa npenoaaBares ¢ 3 P yi
Pazgen nucuumiimHbl/ Tema S | 28 = KOHTPOJIA
n/H 5 S| F = o0yuyawmumucs 2
3| = F = ycreBaeMoCTH
®) Q SIS s S
=] < \© [
= 82
=3 Cemunap/ g¢
= IMpakTuyeck S =
e KoncyabTanmu S
E Jlexkuust oe, ﬂ §
Q JabopaTopH @)
oe 3aHsiTHE/
1 2 3 4 5 6 7 8 9 10
1 TecToBbIl KOHTPOJIb
Tema 1. 7 9 4 4 5 P
1o TeMe
2 TecToBbIil KOHTPOITH
Tema 2. 7 16 4 4 8 ™
0 TeMe
3 TecToBbIil KOHTPOITH
Tema 3. 7 16 4 4 8 ™
0 TeMe
4 TecToBbIil KOHTPOITH
Tewma 4. 7 17 4 4 1 P
10 TeMe




5 TecToBBIN KOHTPOJIb
Tema 5. 7 16 4 4 8 P
10 TEME
6 TecToBBIN KOHTPOJIb
Tema 6 7 20 6 6 8 P
10 TEME
4.2. Tl;iaH BHeayIMTOPHOM caMOCTOATEbHOI padoThl 00y4alOIMXCs M0 AUCHUIINHE
CamocrosiTenpHast paboTa 00yJaronmxcst YyebHo-
METOIUYECCKOC
Cemect| Haspanwme pa3nena, OrneHouHOE A
. Cpoxu oOecrieyeHue
p TEMBI Bun camocrositenbHOM paboTh TpynoeMkocTs (4ac.) CPEICTBO
BBIITOJTHEHHS CaMOCTOSITEIIBHO
i paboThI
[ToaroroBka K KOHTPOJILHOM paboTe KonTponbsHas VYueOHsIit callT
7 |Tema 1-3 Nel 1-5 Henens 20 pa6ora Nel
Kontponbnas pabota Nel. 6 Henens 2 KontponbHas VYueOHsIif cailT
7 |Tema 1-3
pabota Nel
7 1.3 [TogBenenne UTOTOB 1O KOHTPOJIBHOU |7 Hemems 1 KonTponbsHas YueOHBIH caliT
Tema 1- pabote Nel. Pabota Haj ommbkamu 1o paGota Nel
KOHTpOJIbHOU pabore Nel.
7  |Tema 4-6 [ToaroroBka kK KOHTpOILHOM padoTe  |8-11 Henmens 19 KontponbHas YueOHEbIi caiT
Ne2 pabota Ne2
KontponbHas pabora Ne2. 12 nenens 2 KonTponbHas VYueOHblil caliT
7 |Tema 4-6
pabota Ne2
5 46 [TonBenenue UTOrOB MO KOHTPOJIbHOU (13 Hexens KontponbHas VY4eOHblIii caiiT
Tema 4- pa6ote Ne2. PaGora Haj omuOKaMH 1o 1 paGora Ne2
KOHTPOJIbHOM paboTe Ne2.
OO0t 00BEM CaMOCTOSITEIIBHON PabOTHI MO JUCITUTUIMHE (Yac) 45




4.3. Conep:xaHue y4eOHOIr0o MaTepuaJa

Paszoen 1 (Tema 1). OBECIIEYEHHE BE3OITACHOCTH MEKCETEBOI'O
B3AUMO/EHCTBHA.

OCHOBBI CETEBOTI'0 M MEXKCETEBOro B3auMoieicTBHsl. HpopMannoHHas 6€301acHOCTb.
[Tonutuka 6e3onacHocT. CeTeBast OJIMTHKA 0€30IIACHOCTU. YIIPABICHUE PUCKAMU.
MexaHu3MBbI U CITy>KObI 3aIIUTHI.

PA3/IEJI 2 (Tema 2). BPE/JOHOCHBIE IIPOI'PAMMABbI.

Komnrerorepnsie Bupycel. @ailiioBbie BUpYychl. MakpoBUpYyChl. 3arpy304Hble BUpPYChl. MeTo/ bl
3alUThl BUPYCOB OT 0OOHapy>xeHus. TposHckue koHu. CereBble uepBH. [loTaliHble XOBI.
PyTkutsl. PyTKHUTHI ypOBHS ITOJIb30BaTENA. PyTKUTEI YpOBHS spa. Bpe1oHOCHBIE TPOrpaMMBbL
JUI1 MOOWIIBHBIX yCTpOHCTB. [Ipounie BpetoHOCHBIE TporpaMmbl. HanMeHOBaHUE BUPYCOB.
3amuTa OT BpeIOHOCHOTO mporpammHoro obecrieuenus. Texnonorust Black u Whitelisting.

PA3JIEJI 3 (Tema 3). YIA/IEHHBIE CETEBBIE ATAKH.

CereBble ataku. Tpu ocHOBHBIX TuNA atak. [Ipumepsl HekoTopbIxX aTak. Knaccudukanum
ynaneHHsIx atak. Crnucku kareropuil. Marpuunslie cxemsl. [Iponecest. Knaccuduxanums
XoBapaa. OLleHUBaHUE CTENIEHN CEPhE3HOCTH ATaK. .

PA3JIEJI 4 (Tema 4). TEXHOJIOT'HH MEKCETEBBIX 9KPAHOB.

TexXHOIOrnK MOCTPOECHUST MEKCETEBBIX KpaHOB. DuipTpanys nakeToB. MeKceTeBble IKpaHbl
YPOBHs COeIMHEHHUs1. MeKceTeBble DKpaHbl IPUKIIAHOTO YPOBHs. MeKceTeBble SIKPaHBbI C
JUHAMUYecKol puiabTparuel nakeToB. MexcereBble SKpaHbl HHCIIEKIIMN COCTOSHUI.
MesxkcereBble DKpaHbl YpoBHS sapa. [lepconanbHble MekceTeBbIe DKpaHbl. PacnipeneneHHbie
MexceTeBble 3KkpaHbl. O0X01 MeXKCeTeBbIX 3KpaHOB. TpeOoBaHM U MOKa3aTeNN 3alIUIIEHHOCTH
MEKCETEBBIX JKPAHOB. TeCTUPOBAaHUE MEKCETEBBIX IKPAHOB.

Paszoen 5 (Tema 5). CHCTEMbI OFHAPYKEHHA ATAK H BTOP;KEHHH.

Mopenu cucrteM obHapyxeHust Brop:keanit. Mogens [l. Jleaaunr. Moaens CIDF.
Knaccudukanus cuctem ooHapysxeHus: BropxkeHuit. O0Hapyxenue curnaryp. OoHapyxeHue
anomanuii. Meroaer Data Mining. MeTopl TEXHOJIOTHH MOOMJIBHBIX areHTOB. MeTO b
MOCTPOEHUSI UMMYHHBIX cucTeM. [[puMeHeHre reHeTUYeCKUX anropuTMoB. [Ilpumenenue
HEHWPOHHBIX ceTeil. MeTo eI 00X0/1a CUCTEM OOHApY KEeHHs BTOp)KeHU. MeToapl 00xo0/1a
XOCTOBBIX CHCTeM OOHapy KeHUsI BTOp)KEHUIA. BermoMoraTenbHble cpeicTBa 0OHAPYKEHUSI.
TectupoBaHue cucteM oOHapyKeHHsI BTOp:keHUH. TecTupoBaHre KOMMEPUECKUX CHCTEM.
TecTupoBaHue UCCIIEIOBATEIBCKUX MPOTOTUNIOB.  CHUCTEMBI TPEAYPEKIACHHS BTOPKEHUH.

Pa3zoen 6 (Tema 6). BUPTYA/IBHBIE YACTHBIE CETH.

Tynnemuposanue. [Iporokonsr VPN kananeHOrO ypoBHs. . [Ipotokon IPSec. Acconumanus
obecnieuenus 6e3omnacHocTH. [IpoTokon oOMeHa uHTepHeT-Kirouamu. [IpoTokon
ayTeHTU(uUKaMuu 3arojioBka. [IpoTokosn 0e30macHoi HHKAICYIISIMU COIEP)KUMOT0 TTaKeTa.
OcHOBHBIE THIIBI 3alUIIEHHBIX cBsi3el. [Iporokonsl VPN tpancnoptHoro yposus. Ludpossie
ceptudukarsl. [Ipumeps! otedectBeHHOT0 ocTpoeHus: VPN.



4.3.1. IlepeyeHb CEMHHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a0OPATOPHBIX padoT

Ne Ne HaumeHoBaHue TpyroeMkocTh Ouenounnie | ®opmMupyemsble
n/ | pasgena CEeMUHAPOB, (uac.) cpeacTBa KOMIIeTeHIIUH
n U TeMbl | MPAKTHYECKHUX U
JIa00PATOPHBIX
padboT
Bcero N3 Hux
4YacoB | MpaKTU4YecKasi
NMOATr0TOBKA
1 2 3 4 5 6 7
1. | Paznenl | JlaGoparopHas 4 TecToBbIit OIIK-4.3
Nel KOHTPOJIb T10
TeMe
2. | Pazgen 2 | JlaGopatopHas 4 TecToBbIi OIIK-4.3
No2 KOHTPOJIb 10
TeMe
3. | Pazmen 3 | JlaGoparopuas 4 TecToBblii OIIK-4.3
Ne3 KOHTPOJIb 10
TEMe
4. | Pazgen 4 | JlaGopaTopHas 4 TecToBbIil OIIK-4.3
No4 KOHTPOJIb 10
TEMe
5. | Pazgen 5 | JlaGopatopHas 4 TecToBbIit OIlK-4.3
Ne5 KOHTPOJIb 110
TEMe
6. | Pazgen 6 | JlaGopatopHas 6 TecToBbIi OIIK-4.3
Ne6 KOHTPOJIb 110
TeMe
4.3.2. Tlepeuyenb TeM (BONMPOCOB), BLIHOCMMBIX HA CAMOCTOSITEJILHOE H3yYeHHE
CTY/ICHTAMH B PaMKaX caMOCTOsATeIbHOI padoTsl (CPC
Ne Tema 3aganue dopmupyemast NIAK
n/n KOMIIETEHII U
1 Temal | KonrponbHas OIIK-4.3 OIlK-4.3.1
pabota Nel.
2 Tema 2 | KontponbHas OIIK-4.3 OIIK-4.3.2
pabota Nel.
3 Tema 3 | KonrponbHas OIIK-4.3 OIIK-4.3.3
pabota Nel.




4 Tema 4 | KonrponbpHas OIIK-4.3 OIIK-4.3.2
pabota Ne2.

5 Tema 5 | KontponbHas OIlK-4.3 OIIK-4.3.3
pabota Ne2.

6 Tema 6 | KorrponbHas OIlK-4.3 OIIK-4.3.3
pabota Ne2.

4.4. MeToau4yeckue yKa3aHus 110 OPraHU3aLMU CAMOCTOATEIbHOI padoThl CTY1eHTOB
Texymas camocTosiTenbHas padoTa o aucuuiuimHe «IIporpaMMHoO-anmapaTHbIE CpeCcTBa
3alUThl MH(pOpMaIuM», HalpaBlieHHas Ha yriayOJieHHe U 3aKpeIuieHHe 3HaHWN CTyAEHTa, Ha
pa3BUTHE NPAKTUUECKUX YMEHUH, BKIIOYAET B ce0sl cleAyrolue BUabl padoT:

paboTa ¢ IEKIMOHHBIM MaTepHAIIOM;
MMOATOTOBKA K MPAKTHUYCCKUM 3aHATHUAM,
BBIITOJIHCHHUC MHAWBUAYAJIBHBIX IIPOCKTOB;
[IOJIFOTOBKA K KOHTPOJIBHBIM paboTam;
MOJICOTOBKA K 3a4€Ty M IK3aMCHY.

TBopyeckass MpoOIEMHO-OPHEHTHPOBAHHAS CaMOCTOSITENbHAs PaboTa MO AWUCIMIUIMHE
«IIporpammHoO-anmnapaTHble CpeJCTBa 3alllUThl MHGOpPMalUW», HANpaBleHHAs Ha pPa3BUTHE
MHTEJJICKTYaJbHBIX YMEHUI, OOLIEKYIbTYPHBIX U MPO(ECCHOHANBHBIX KOMIICTCHIHIA, Pa3BUTHE
TBOPYECKOI'O MBIIIJICHUA Y CTYACHTOB, BKIIFOYACT B ceos CIICAYIOIHNE BUbI pa60T 110 OCHOBHBIM
npoOiiemaM Kypca:

® TIOWCK, aHAJIN3, CTPYKTYpUPOBaHHE UHPOPMALINH;
®  BBINOJHEHUE IpaPUIECKUX paboT, 00padOTKa U aHAIU3 JaHHBIX;
e yyacTHe B KOH(EepeHLHUAX, OTUMIIHATIAX U KOHKypcax.
OneHka pe3yJabTaTOB CaMOCTOSITENIbHOM paboThl OpraHU3yeTcsl Kak €IMHCTBO JIBYX (opm:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI IPETI01aBaTEIs.

CaMOKOHTPOJ'H) 3aBUCUT OT OIPEACICHHBIX KadY€CTB JHWYHOCTHU, OTBCTCTBCHHOCTH 3a
pe3yJbTaThl CBOEro o0yueHHsl, 3aMHTEPECOBAHHOCTH B MOJIOKUTEJIBHOM OIEHKE CBOETO TpYyAa,
MaTCpHUAJIbHBIX W MOpPAJIbHBIX CTHMYJIOB, OT TOT'O HACKOJBKO O6y‘-IaeMI)II71 MOTUBHPOBAH B
JOCTI)KEHUHM HAaWIy4dIIMX Pe3yJbTaToB. 3ajaua MpenojaBaTessi COCTOUT B TOM, YTOOBI CO31aTh
YCIIOBUSL JJI BBIMOJIHEHHUS] CaMOCTOATEIbHOUW palboThl (ydeOHO-MeToAnuecKkoe oOecredeHue),
NPaBUWIBHO HCIIOJIb30BaTh PA3IMUYHbIE CTHUMYJIbI JUJIs pealu3alud 3Toi paboTsl (pedTHHroBas
CI/ICTeMa), MOBHIIIATE €€ 3HAYUMOCTBb, U T'paMOTHO OCYIICCTBJIATH KOHTPOJIb CaMOCTOSITEITbHOM
NeSITeTbHOCTH CTyIeHTa ((POH/I OLIEHOYHBIX CPEJICTB).

4.5. IlpumepHasi TeMaTHKA KypCcOBBIX PadoT (MPOeKTOB)
KypcoBbie paboThl (TpOEKThI) yUeOHBIM IUIAHOM HE MPEAYCMOTPEHBI.

5. YYEBHO-METOANUYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHHUE
JANCHUITVINHBI

a) OCHOBHasI JIUTEPATypa

1. Mapmakos, /I. B. [IporpammHo-anmapaTHbie cpeAcTBa 3alUuThl HHpOpMammu : yueOHoe
noco6wue / 1. B. Mapmaxkos, /[. B. ®arxu. — Pocros-Ha-J/lony : Jlouckoii 'TY, 2021. —
228 c. — ISBN 978-5-7890-1878-1. — Tekct : anmeKkTpoHHbIH / JlaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/237770 (maTa oOpamieHwus:
01.05.2023). — Pexwum mocTyma: st aBTOPHU3. MOJIb30BATEIICH.

2. TlporpammHo-anmapaTHble CpeACTBA 3alIUThl MHGOPMAIMH : Yy4eOHO-METOAUYECKOE
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0) 6a3bl JaHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE H MOMCKOBBIE CHCTEMBI
1. VwueOwnsrii caiit Jlaboparopuun T3U ®dusnueckoro pakynbrera UT'Y -
https://sites.google.com/view/lItzi/, — Pexum noctymna: cBOOOIHBIIA.

6. MATEPUAJIbBHO-TEXHUYECKOE OBECIHEYEHUE JUCIHUIIJIMHbI
6.1. YueOHO-1a00paTOpHOE 000pYy10BAHUE:!

Kommnbrorepnass nmadoparopust 3236 (16 cepBepoB) W JEKIMOHHAs ayauTopus 225,
OCHAII[EHHBIC MYJIBTUMEIUNUHBIMUA CPEJCTBAMH, DJJICKTPOHHOW 0a30i 3HAaHWU, CHUCTEMOU
TECTUPOBAHUS, BEIXOI0M B II100abHy0 ceTh HTepHeT. TexHuueckne XxapakTepuCcTUKU CEPBEPOB
00eCTeuynBarOT BO3MOXKHOCTh MOJECIUPOBAHMS HEOOXOAMMOTO ammapaTtHoro oOecreueHus Ui
paboThl C COBpEMEHHBIMU KOMIIBIOTEPHBIMU CUCTEMAaMU XpaHEHUsI U 00paboTKu HH(OPMALIHH.

6.2. [IporpammHoe o0ecnieyeHue

Cucrema TecTHpPOBaHHMS M aHAJIW3a NPOTPAMMHO-ANMNApaTHON IIAaTGOPMBI 3aIlUTHI
UH(pOpMaLUK.

6.3. TexHu4yeckue U IJIEKTPOHHBIE CPEICTBA:

B xone yueGHOrO mpoiiecca UCTONb3YIOTCS TEXHUYECKHE CPEICTBA 00YUYEHUS U KOHTPOJIS
3HaHUW CTYAEHTOB (NIpe3eHTAallH, KOHTPOJIHUPYIOIUX MpPOrpaMM, JIEMOHCTPAIIMOHHBIX
YCTAaHOBOK),  HCIIOJIb30BAHME  KOTOPBIX  NPEIYCMOTPEHO  METOAMYECKON  KOHILENIHEN
IIPENOIaBAHMS.

7. OBPA30OBATEJIBHBIE TEXHOJIOI'MHN

Z[J'ISI JOCTHXXCHUA INNIAHUPYCMBIX PE3YJIbTATOB O6y‘IeHI/IH, B JHUCHUIIIIMHC ((HpOFpaMMHO'
afrapaTrHbIi€ CPEACTBA 3alIUTHI I/IH(l)OpMaIII/II/I)) HCIOJIB3YIOTCA Pa3JIMYHBIC 06pa30BaTCJIBHI>I€
TCXHOJIOI'UH:

I/IH(l)OpMaIIHOHHO-pEBBHBalOH.II/Ie TEXHOJIOIMM, HaIIPpaBJICHHBIE Ha (I)OpMI/IpOBaHI/IC
CHCTCMBI 3HaHHI>'I, 3alIOMHMHAaHUC U CBO60)IHO€ OIICPpHUPOBAHUC NMH.

Hcnonb3yercs TeKIMOHHO-CEMMHAPCKUN METOJI, CAMOCTOSITENIbHOE U3yUEHUE JTUTEePaTyphl,
NpPUMEHEHHE HOBBIX MH(OPMAIMOHHBIX TEXHOJOTUH Ui CaMOCTOATENBHOTO TOMOJHEHUS
3HAHUM, BKIII0Yas UCTIOJIb30BAHUE TEXHUYECKHUX U AIEKTPOHHBIX CPEICTB MH(DOPMAIUH.

JleAITEJIbHOCTHbIC NPAKTHKO-OPHMEHTHPOBAHHbIC TEXHOJIOTMM, HAIIPaBJICHHBIE Ha
(dopMupOBaHHE CHUCTEMBI NPO(ECCHOHATBHBIX MPAKTUYECKUX YMEHUH TpU MPOBEIECHUU
SKCHEPUMEHTAIbHBIX MCCIEIOBAHNH, 00ECTIeYNBAIOIINX BO3MOXHOCTh KA4YECTBEHHO BBIIIOIHSTh
npoecCHOHATBHYIO JEATEIEHOCTb.


https://sites.google.com/view/ltzi/%D0%BA%D1%83%D1%80%D1%81%D1%8B-%D0%B8-%D0%B4%D0%B8%D1%81%D1%86%D0%B8%D0%BF%D0%BB%D0%B8%D0%BD%D1%8B/%D0%B1%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B2%D1%80%D0%B8%D0%B0%D1%82/%D0%B8%D0%BD%D0%B6%D0%B5%D0%BD%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B8-%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%BA%D0%B0

Hcnonp3yercst aHalu3, CpaBHEHWE METOJI0B MPOBEICHUS UCCIICA0OBAaHHM, BHIOOD METO/A, B
3aBUCUMOCTH OT OOBEKTa HCCIEAOBaHMS B KOHKPETHOW NPOMU3BOACTBEHHOW CHUTYallUd U €ro
NpaKTUYeCcKas peaan3aliys.

PaspuBawomue npod/ieMHO-OPHEHTHPOBAHHbIE TEeXHOJIOTMHM, HaIlpaBJICHHbIE Ha
(dbopmMHpOBaHUE U pa3BUTHE IPOOIEMHOI0 MBIIUIEHUS, MBICIUTEIBHOM aKTUBHOCTH, CHOCOOHOCTH
BUJETh U (opMynaupoBaTh MNpoOJIEMBbl, BbIOMpaTh CIIOCOOBI W CPEICTBA AJS UX PEILICHUS.
Hcnonb3yrorcss  BUABI  NMPOOJEMHOro  OOY4YEHMs:  OCBEIIEHHE  OCHOBHBIX  HpoOieM
MH(GOPMaLIMOHHON 0€30MaCHOCTH, Y4eOHbIE TUCKYCCUH, KOJIJIEKTUBHAS JEATEIIbHOCTh B IpyMax
IPY BBINOJIHEHUH JIAOOPATOPHBIX paboT, pelIeHue 3a7ay MOBBILEHHON cioxHOCTU. [Ipu sTOM
UCTIOJIB3YIOTCS TIEPBbIE TPH YPOBHSA (M3 YETHIPEX ) CIOKHOCTH U CAMOCTOSITEIILHOCTH: IPOOJIEMHOE
U3J0KEeHHe y4eOHOro Marepuana IpenojaBaTeieM; CO3JaHHe IpernojaBaTeiaeM HMpoOJeMHbIX
CUTYyallMii, a 00y4aeMble BMECTE C HUM BKIIIOYAIOTCSA B UX pa3pelICHUE; NIPENOAaBaTeNb CO3AAET
poOJEMHYIO CUTYALUIO, a Pa3pelIatoT e€ 00ydyaeMble B X0/1€ CAMOCTOSITEIIbHOM 1€ TEIbHOCTH.

JINYHOCTHO-OPHEHTHPOBAHHBIE TEXHOJOTHH O00y4YeHHMsI, OOECMeUYHBAIOIINE B XOE
y4eOHOTr0 MpoIecca ydeT paszIMYHBIX CIOCOOHOCTEH 00y4daeMbIX, CO3/IaHHE HEOOXOIUMBIX
YCIIOBUH ISl pa3BUTHSI MX MHAUBHUIYyAbHBIX CIIOCOOHOCTEH, pa3BUTHE aKTUBHOCTH JIMYHOCTH B
yaeOHOM TIporiecce. JIMIHOCTHO-OPUEHTUPOBAHHBIC TEXHOJOTHU OOYYCHHS pEaTH3yITCS B
pe3yNbTaTe HHAWBUYaTLHOTO OOIIEHUs MIPEernoAaBaTelis U CTYJSHTa MIPH 3aIIUTe J1a00paTOPHBIX
pa60T, IIPU BBIIIOJJHCHHUHW AOMAIIHUX WHIAWBHUIYAJIbHBIX SaHaHHﬁ, pEeIICHUHN 3a1a4 OBEIIIIEHHON
CJIOHOCTH, Ha €KEHEIeTIbHBIX KOHCYIbTALIUAX.

8. OINEHOYHBIE MATEPHAJIBI JIUVIA TEKYIIEI'O KOHTPOJIA U
MMPOMEXYTOYHOM ATTECTAIIUA

8.1. OueHoYHbIE CPeACTBA IUIS1 BXOJHOT0 KOHTPOJIS

BxoHO# KOHTpOb (25 BapuaHTOB, 7-i ceMecTp), peacTaBiseT co0oit mepedens u3 10-15
BOIIPOCOB U 3aJaHui. BXOAHOW KOHTPOIb MPOBOAUTCS B IHCbBMEHHOM BHJE Ha IEPBOM
IIPaKTUYECKOM 3aHATUH B TeueHue 15 munyT. [IpoBepsiercs ypoBeHb BXOIHBIX 3HAHUH.

8.2. OnleHOYHBIE CpeCcTBa TEKYIIEro KOHTPOJIs

Bompocel Kk mpakTHUYecKuM 3aHATUAM. [IpencTaBisioT co0oil mepedeHb BOIMPOCOB,
MPOBEPSIONINX 3HAHWE TEOPETHYSCKOTO JICKIIMOHHOTO MaTepuaja W TEM, BBIHECCHHBIX Ha
CaMOCTOSITENIbHYIO TIPOPAOOTKY.

8.3. OueHoYHbIE CPeICTBA 1JIsl IPOMEKYTOYHOM aTTecCTAUM

(B popme 3auera).
TecroBble paboThl. [IpoBepsieTcs: CTeneHb YCBOCHUS TEOPETUUECKUX U MPAKTUUECKUX 3HAHUM,
NpUOOpPETEHHBIX YMEHUHN Ha pEPOAYKTUBHOM U MPOJAYKTHBHOM YPOBHE.

JleMOHCTPAILMOHHBII BAPMAHT TECTOBOM PadoThl

Pa6ora c iptables

[Tonnepkka makeTHoro GMIbTpa B AApe U caM HakeT iptables MpUCYTCTBYIOT B ONEpallMOHHON
CUCTEME 10 YMOoJI4aHH0. [[03TOMy HUKaKKX TOMOJHUTENbHBIX HACTPOEK HE TpeOyeTcsl.

[TpoBepka Hanuuus naketa iptables:

[root@SUPERCOMP ~]# apt-cache search iptables | grep iptables



[TpoBepka, uto iptables 3amyckaeTcst Ipu CTapTE CUCTEMBI:

[root@SUPERCOMP ~]# systemctl status iptables.service

BriBoj crincka Tekymumx mpasui iptables:
[root@SUPERCOMP ~]# iptables -L -v
3aganue

1. Hamummre ckpunt s iptables. B atom Habope npasui iptables pa3pemuTs Bce UCXOISIIHIE
COCIMHEHUS U CTPOT0 OrpaHUuuTh BXosmue. JJloctyn Oyner Bo3moskeH o mopram TCP: 21,
22, 25, 53, 80, 143, 443, no nopram UDP: 20, 21, 53, Takke mpoIryckaem MaKeThl IS yiKe
YCTaHOBJICHHBIX COEAMHEHUH.

#1/bin/bash

IPT="/sbin/iptables”

# Ouuwaem npasuna u yoansem yenouku.

SIPT -F

SIPT -X

# Ilo ymonuanuio oocmyn 3anpeueH.

$IPT -P INPUT DROP

$IPT -P FORWARD DROP

$IPT -P OUTPUT DROP

# Cnucox paspewennvix TCP u UDP nopmos.
TCP_PORTS="21,22,25,53,80,143,443"

UDP PORTS="53,21,20"

# Paspewaem nakemsl 015 unmepghetica 0Opamuoi nemiu.

$IPT -A INPUT -i lo -j ACCEPT

$IPT -A OUTPUT -0 lo -j ACCEPT

# Paspewaem nakemul 0151 YCMAHOBNEHHBIX COCOUHEHUI.

$IPT -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
# Paspewaem ucxoosawjue coeOuHeHus.

$IPT -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
# Paszpewaem oocmyn Kk nopmam, onucanHvim 8 nepemenrvix TCP_PORTS
#u UDP_PORTS.

SIPT -A INPUT -p tcp -m multiport --dport $TCP_PORTS -j ACCEPT
$IPT -A INPUT -p udp -m multiport --dport SUDP_PORTS -j ACCEPT
# Paspewaem ucxooswuti ping.

$IPT -A INPUT -p icmp -m icmp --icmp-type echo-reply -j ACCEPT

2. CpnenaiiTe CKpUNT UCTIOJTHSIEMBIM.



3. 3amycTture ero.

4. BpIBenuTe CIUCOK TEKYIIUX MpaBwII iptables.

Pa3pabGorumk:
/ < 7” 2 e /—3
JIOLIEHT 1O0.H.Ilepensen
(moamuce) (3aHUMaemasi 10HKHOCTD) (vHULIAAITBI, (aMUITHS)

[Iporpamma coctaBieHa B cooTrBeTcTBUU ¢ TpeOoBanusiMu DOI'OC BO u yuurteiBaer
pexomenmanmu  IIOOIl mo wampaBnenuto u npodpmwmo 10.03.01 HudopmanuoHHas
0€e301aCHOCTb.

[Iporpamma paccMoTpena Ha 3aceanuu Kadeapsl paguou3nKA U paAH0dTICKTPOHUKH
«30» aBrycra 2021 r. ITpotokosn Ne 1

N.0O. 3aB. xadpeapoit Konecnuk C.H.

Hacmosawas npoepamma, He modicem dbims 80cnpou3sedera Hu 8 Kakou ghopme be3
npeosapumenbHo20 NUCbMEHHO20 pazpeueHus Kagheopvl-paspabomuuxa npozpammoi.
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