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1. IEJHA 1 3AJAYH JUCIUATIITAHBI

OcHOBHBIC 1€ M 3aj]aud, pellaeMble B XOJ€ MpPernoAaBaHusl Y4eOHOW JHUCIUIIIUHBI,
3aKJTI0YArOTCs B (QOPMUPOBAHNH Y CTY/ICHTOB:

e B3MVINI0B HA 3alIUTy MH(MOPMALUHM KaK HAa CHCTEMATHYECKyI0 HayYHO-TIPAKTHYECKYIO
JeSITeTbHOCTD, HOCSIIYIO IPUKJIaIHON XapaKkTep;

e [OHMMaHMs 0a30BBIX TEOPETHUUECKUE MOHATUH, JEKAIIUX B OCHOBE MPOIECCa 3alIUTHI
uHpOpMaILNH;

® [IPEIACTABIEHHUS CTYACHTAaM O NPUHIMUNAX (YHKIMOHUPOBAHUS M BO3MOXKHOCTSX
PUMEHEHHS allapaTHBIX CPEACTB 3alIUTHl HH(POPMAIIHH;

® HABBIKOB KCIIOJIb30BAaHMS MPOTPAMMHBIX M TPOTPAMMHO-ANIAPATHBIX CPEJICTB 3aIUTHI
uHpOpMaLnH.

e BBICOKOro IMpogeccruoHanu3Ma B paboTe, 4yBCTBa OTBETCTBEHHOCTH 3a CBOU TpYI,
CTOMKHX STHYECKHX HABBIKOB.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

Hucunmumna «[IporpaMMHO-anmapaTHbIE CpelICTBa 3alUTa MHPOpMAIUW) Oa3upyercss Ha
mucuuiuinHax «Martematukay, «®@usuka», «MupopmaTtuka», «Teopus napopmanuny, «OCHOBBI
UHPOPMAIIMOHHON 0€30MacHOCTH», «ANMNAapaTHBIE CpPEJCTBA BBIYHCIUTEIBHONH TEXHUKN,
«TexHnyeckas 3amurta HUHQOpMauum», «JluckperHas mMaTeMaTukay, «OJIEKTPOHUKA U
CXEMOTEXHHKA», « DIEKTPOTEXHUKA.

3HaHus, MOJYyYCHHbIE MPU U3yuyeHUM AMcUUIUIMHBL «[IporpammHo-anmapatHbsle cpeacTBa
3Tl THQOPMAIUI» SBISIOTCS HEOOXOJWMBIMU ISl YCHEITHOTO OCBOCHHS CIIEIYFOIINX
mucuuiuine:  «KommnekcHass cuctema 3amuThl  MHGopManuu», «OCHOBBI — YIPaBICHHS
uH(bOpMallMOHHON  0Oe30macHOCThiO», «OpraHu3alluOHHOE U IpaBoBoe  oOecredyeHue
UH(POPMALIMOHHOM 6€30MacHOCTH.

3. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUSA JUCHUIIJIMHBI

[Tporiecc oCBOEGHMS JAUCLMIUIMHBI HampaBieH Ha (opMUpOBaHHE KOMIIETEHIMHA B
coorBerctBun ¢ @®I'OC BO wu OIl BO mno wnanpasnennto moxaroroBkn 10.03.01
NndopmannonHas 0e30MacHOCTD.

ITepedyens muIaHNPyeMBbIX pPe3yJIbTATOB 00y4YeHHS MO0 JUCHUIINHE, COOTHECEHHBIX C
HHIMKATOPAMHU JA0CTHKEHUs] KOMIIeTeHIU i

Nuaukaropsl Pe3yabTarsl 00yyeHus
Komnerenuus .
KOMIIeTeHI Ml
OIIK-3.2 Croco6eH mpoBOAUTH 3HaTh:
paboThI IO YCTaHOBKE, ® OCHOBBI IOCTPOEHUS 3AIUIIEHHBIX
HACTpOUKe, BBIYHCIIUTEIIBHBIX CETEM;
HUCHBITAHUAM U ® OCHOBBI KPUNTOTpaPUIECKUX
TEXHUIECKOMY npeoOpa3oBaHMMA.
00CITy’)KMBaHUIO CPEACTB | VMeTh:
3aIHUTEI HHPOPMALIH ® OCYUIECTBIATH MEPBI IPOTUBOIECHCTBUSA
oT HapyLIeHUsIM 0€30I1aCHOCTH C
HECaHKITMOHMPOBAHHOI'O HCTOJIb30BAHUEM Pa3INYHbBIX
AocTyma. IIPOrPaMMHBIX U aIlllapaTHBIX CPEACTB
3aILUTBHI.
Bnaners:

® HaBbIKAMHU BBIABJICHHA YI'PO3




0€30MMacCHOCTH aBTOMAaTH3UPOBAHHBIX
CHCTEM;

TEXHUYECKOTO 00CITYKHBAHHUS
AIEKTPOHHO-BBIYNCITUTEILHBIX MAIIH
Y KOMILJICKCOB;

KpunTorpaguueckux 1 nporpaMMHO-
anmapaTHBIX CPEJCTB 3aIUTHI
MHGOPMALIHH.




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0BeM QUCLUAIUIAHEI COCTABIIAET 3 3a4eTHhIE eauHulibl, 108 gacos,
13 HUX 74 yaca — mpaKTHYeCKas MOJAr0TOBKA

dopma NpoMeKyTOYHON aTTeCTalluu: 3a4eT

4.1. Conep:xkanue TUCHUILIUHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHEeM BHA0B YUeOHbIX 3aHAITUI M OTBEIEHHOI0 HA HUX
KOJIMYeCTBA aKaJeMHU4YeCKUX YaCOB

« Buabi yueOHoii padorsl,
= BKJIIOYAsl CAMOCTOSITEJIbHYIO padoTy
E 00y4aoIuXcsl, MPAKTUYECKYIO MOATO0TOBKY U
= TPYA0EMKOCTh
=
o = 5 (B yacax)
= S E ®opma TeKyuiero
Ne 9 S| £ Z | Konrakras paGora npemogaBatesi ¢ 3 P ym
Pazgen nucumninHbl/TeMa S ol 28 = KOHTPOJIA
n/H 5 = o= 00yYarIUMHCs 2
Q 8| E T 5« yCIeBaeMoCTH
/M = Lg} [ S
g ° Cemunap/ =
= IpakTH4yeck 5 =
4 KoncyabTaumu S
E Jexkuusa oe, a §
Q Ja0opaTopH @)
oe 3aHsATHE/
1 2 3 4 5 6 7 8 9 10
1 TecToBBINM KOHTPOIb
Tema 1. 7 14| 10 4 4 6 p
110 TEMeE
2 TecToBBIN KOHTPOIIH
Tema 2. 7 16| 12 4 4 8 P
110 TEME
3 TecToBBIN KOHTPOIIH
Tema 3. 7 16| 12 4 4 8 P
110 TEME
4 Tewma 4. 7 16 12 4 4 8 TecToBBIN KOHTPOIIH




10 TEME
S5 TecToBbIN KOHTPOJIb
Tema 5. 7 16| 12 4 4 8 P
10 TEME
6 TecToBBIN KOHTPOIH
Tema 6 7 20 | 14 6 6 8 P
10 TEME
4.2. Tl;iaH BHeayIMTOPHOM CaMOCTOSATEbHOI padoThl 00y4alOIMUXCs MO AUCHUILIHHE
CamocrosiTenpHast paboTa 00yJaroumxcst YuebHo-
METOANYECKOE
Cemect| HasBanwue paznena, Orne”ounoe A
. Cpoxku obecrieueHne
p TEMBI Bun camocrositensHOM paboTh TpynoemkocTs (4ac.) CPEICTBO
BBITIOJTHCHHUS CaMOCTOSITEJIbHO
1 paboThI
[ToaroroBka Kk KOHTPOJILHOM paboTe Kontponbnas Y4eOHbIii callT
7 Tema 1-3 Nel 1-5 nenens 20 pabota Nel
KonTponbHast pabora Nel. 6 Henens 2 Kontponbnas Y4eOHbIii callT
7 |Tema 1-3
pabota Nel
7 Ir 1.3 ITonBereHrE UTOTOB 1O KOHTPOJIBHOM |7 Hememns 1 KonTponsHas VY4eOHbIi calT
eMa L- pa6ore Nel. PaGora Hax ommOKkaMu 1o pa6ota Nel
KOHTPOJIbHOH paboTe Nel.
7 |Tema 4-6 [ToaroroBka k KOHTpOJBHOU pabote  (8-11 Henens 20 Kontpoinbnas VYueOHBII caliT
No2 pabota Ne2
KonTponbHas padora Ne2. 12 nenens 2 Kontponbnas VYueOHblii caliT
7 |Tema 4-6
paborta Ne2
5 46 [ToxBeneHre UTOTOB 1O KOHTPOIBHOU (13 Hexens KonTposnbnas YueOHbIil caliT
Tema 4- pabote No2. Pabota Haj ommOkamu 1o 1 pabota Ne2
KOHTPOJILHOH paboTe Ne2.
OO0t 00beM CaMOCTOSTEIHLHON PA0OTHI MO AUCIHUILTHHE (Yac) 46




4.3. Conep:kaHue y4eOHOI0 MaTepuaJa

Paszoen 1 (Tema 1). OFECIHHEYEHHE BE3OITACHOCTH MEKCETEBOI'O
B3AUMO/EHCTBHA.

OCHOBBI CETEBOTI'0 M MEXKCETEBOro B3auMoieicTBHsl. HpopMannoHHas 6€301acHOCTb.
[Tonutuka 6e3onacHocT. CeTeBast OJIMTHKA 0€30IIACHOCTU. YIIPABICHUE PUCKAMU.
MexaHu3MBbl U CITy>KObI 3aIIUTHI.

PA3/IEJI 2 (Tema 2). BPE/JOHOCHBIE IIPOI'PAMMABbI.

Komnrerorepnsie Bupycel. @ailiioBbie BUpYychl. MakpoBUpYyChl. 3arpy304Hble BUpPYChl. MeTo/ bl
3alUThl BUPYCOB OT 0OOHapy>xeHus. TposHckue koHu. CereBble uepBH. [loTaliHble XOBI.
PyTkutsl. PyTKHUTHI ypOBHS ITOJIb30BaTENA. PyTKUTEI YpOBHS spa. Bpe1oHOCHBIE TPOrpaMMBbL
JUI1 MOOWIIBHBIX yCTpOHCTB. [Ipounie BpetoHOCHBIE TporpaMmbl. HanMeHOBaHUE BUPYCOB.
3amuTa OT BpeIOHOCHOTO mporpammHoro obecrieuenus. Texnonorust Black u Whitelisting.

PA3JIEJI 3 (Tema 3). YIA/IEHHBIE CETEBBIE ATAKH.

CereBble ataku. Tpu ocHOBHBIX TuNA atak. [Ipumepsl HekoTopbIxX aTak. Knaccudukanum
ynaneHHsIx atak. Crnucku kareropuil. Marpuunslie cxemsl. [Iponecest. Knaccuduxanums
XoBapaa. OLleHUBaHUE CTENIEHN CEPhE3HOCTH ATaK. .

PA3JIEJI 4 (Tema 4). TEXHOJIOT'HH MEKCETEBBIX 9KPAHOB.

TexHOIOrnKM NOCTPOCHUST MEKCETEBBIX KpaHOB. DuipTpanys nakeToB. MeKceTeBble IKpaHbl
YPOBHs COeIMHEHHUs1. MeKceTeBble DKpaHbl IPUKIIAHOTO YPOBHs. MeKceTeBble SIKPaHBbI C
JUHAMUYecKol puiabTparuel nakeToB. MexcereBble SKpaHbl HHCIIEKIIMN COCTOSHUI.
MesxkcereBble DKpaHbl YpoBHA sapa. [lepconanbHble MekceTeBbIe DKpaHbl. PacnipeneneHHbie
MexceTeBble 3KkpaHbl. O0X01 MeXKCeTeBbIX 3KpaHOB. TpeOoBaHM U MOKa3aTeNN 3alIUIIEHHOCTH
MEKCETEBBIX JKPAHOB. TeCTUPOBAaHUE MEKCETEBBIX IKPAHOB.

Paszoen 5 (Tema 5). CHCTEMbI OFHAPYKEHHA ATAK H BTOP;KEHHH.

Mopenu cucrteM obHapyxeHust Brop:keanit. Mogens [l. Jleaaunr. Moaens CIDF.
Knaccudukanus cuctem ooHapysxeHus: BropxkeHuit. O0Hapyxenue curnaryp. OoHapyxeHue
anomanuii. Meroaer Data Mining. MeTopl TEXHOJIOTHH MOOMJIBHBIX areHTOB. MeTO b
MOCTPOEHUSI UMMYHHBIX cucTeM. [[puMeHeHne reHeTUYeCKUX anropuTMoB. [Ipumenenue
HEHWPOHHBIX ceTeil. MeTo eI 00X0/1a CUCTEM OOHApY KEeHHs BTOp)KeHU. MeToapl 00xo0/1a
XOCTOBBIX CHCTeM OOHapy KeHUsI BTOp)KEHUIA. BermoMoraTenbHble cpeicTBa 0OHAPYKEHUSI.
TectupoBaHue cucteM oOHapyKeHHsI BTOp:keHUH. TecTupoBaHre KOMMEPUECKHUX CHCTEM.
TecTupoBaHue UCCIIEIOBATEIBCKUX MPOTOTUNIOB.  CHUCTEMBI TPEAYPEKIACHHS BTOPKEHUH.

Pa3zoen 6 (Tema 6). BUPTYA/IBHBIE YACTHBIE CETH.

Tynnemuposanue. [Iporokonsr VPN kananeHOrO ypoBHs. . [Ipotokon IPSec. Acconumanus
oOecnieueHus 6e3omnacHocTH. [IpoTokon o6MeHa uHTepHeT-KiIrouamu. [IpoTokon
ayTeHTU(uUKaMuu 3arojioBka. [IpoTokosn 0e30macHoi HHKAICYIISIMU COIEP)KUMOT0 TTaKeTa.
OcHOBHBIE THIIBI 3alUIIEHHBIX cBsi3el. [Iporokonsl VPN tpancnoptHoro yposus. Ludpossie
ceptudukarsl. [Ipumeps! otedectBeHHOT0 ocTpoeHUs: VPN.



4.3.1. IlepeyeHb CEMHHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a0OPATOPHBIX padoT

Ne Ne HanmenoBanue TpynoemkocTs Ouenoynsie | ®opMupyembie
n/ | pasgena CeMHHAPOB, (uac.) cpeacTBa KOMIIETeHIINH
n U TeMbl | MPAKTHYECKUX H
JIa0O0pPATOPHBIX
padort
Bcero N3 Hux
YacoB | MpaKTU4YecKasi
NOAr0TOBKA
1 2 3 4 5 6 7
1. | Paznenl | JlaGoparopHas 4 4 TecToBbIil OIIK-3.2
Nel KOHTPOJIb IO
TEME
2. | Pazgen 2 | JlabopaTtopHas 4 4 TecToBbIit OIIK-3.2
No2 KOHTPOJIb 11O
TemMe
3. | Pazmen 3 | JlabGopaTtopHas 4 4 TecToBblit OIlK-3.2
Ne3 KOHTPOJIb 110
TEME
4. | Paznen 4 | JlabopaTopHas 4 4 TecToBblit OIIK-3.2
No4 KOHTPOJIb 11O
TeEME
5. | Paznen5 | Jlaboparopnas 4 4 TecToBbIit OIIK-3.2
Ne5 KOHTPOJIb 10
TeMe
6. | Pazgen 6 | JlabopaTtopHas 6 6 TecToBbIit OIIK-3.2
Ne6 KOHTPOJIb 110
TeMe
4.3.2. Tlepeuyenb TeM (BONMPOCOB), BLIHOCMMBIX HA CAMOCTOSITEJILHOE U3yYeHHEe
CTY/ICHTAMH B PaMKaX caMOCTOsATeIbHOI padoTsl (CPC
Ne Tema 3aganue ®opmupyemas NIK
n/n KOMIIeTeHII U
1 Tema 1 Kontponbhas OIlIK-3.2 CnocoGeH mpoBOAUTH PabOTHI IO
pabora Nel. YCTaHOBKE, HACTPOMKE, UCIIBITAHUAM U
TEXHUYECKOMY O0OCITy>KHBaHUIO
CPEJICTB 3alIUThl HHPOPMAIIUHU OT
HECAHKIIMOHMPOBAHHOTO JOCTYIA
2 Tema 2 Kontponbhas OIIK-3.2 Cnioco6eH mpoBOIUTH pabOTHI 1O
pabota Nel. YCTaHOBKE, HACTPOMKE, UCIIBITAHUAM U
TEXHUYECKOMY 00CITyKUBAHUIO
CpPEJCTB 3aLIUThl HH(OPMAIHH OT
HECaHKIIMOHMPOBAHHOIO JOCTYTa
3 Tema 3 | KonTponsHas OIIK-3.2 Crioco6eH poBOAUTH PabOTHI TIO




pabota Nel. YCTaHOBKE, HACTPOMKE, UCIIBITAHUAM U
TEXHUYIECKOMY OOCITY>KHUBaHUIO
CPEICTB 3alIUTHl HH(OPMAIHH OT
HECaHKIIMOHUPOBAHHOIO JOCTYTa

4 Tema 4 KouTponbHas OIIK-3.2 CnocoOeH npoBoaAUTH PabOTHI IO
pabora Ne2. YCTaHOBKE, HACTPOMKE, UCTIBITAHUSIM U
TEXHUYECKOMY OOCTY>KUBAHHIO
CPEJICTB 3alIUThl HHPOPMAIUHU OT
HECaHKIMOHUPOBAHHOTO JOCTyTa

5 Tema 5 Kontponbhas OIIK-3.2 CnocoGeH mpoBoaAUThH PabOTHI IO
pabora Ne2. YCTaHOBKE, HACTPOMKE, UCIIBITAHUAM U
TEXHUYECKOMY O0OCITY>KHBAaHUIO
CPEZCTB 3alIUTHl HH(OPMAIHH OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA

6 Tema 6 | KontponsHas OIIK-3.2 CriocobeH npoBOAUTH PabOTHI IO
pabora Ne2. YCTaHOBKE, HACTPOMKE, UCIIBITAHUAM U
TEXHUUYECKOMY 00CITyKUBAHUIO
CPEJICTB 3alIUThl HHPOPMALUHU OT
HECAHKIIMOHMPOBAHHOTO JOCTYIIA

4.4. MeToau4yeckue yKa3aHus 110 OPraHU3aLMU CAMOCTOATEIbHOI padoThl CTY1eHTOB
Texymas camocrositenbHas padora no guciuminHe «[IporpamMmHo-anmapaTHbie CpeacTBa
3alUThl MH(pOpMaIM», HalpaBlieHHass Ha yriayOJieHHe U 3aKpeIuleHHe 3HaHWU CTyIeHTa, Ha
pa3BUTHE MPAKTUYECKUX YMEHUH, BKIIOYAET B ce0sl cleAyrolue BUabl padoT:

paboTa ¢ JEKLUNOHHBIM MaTepUaIoM;
MMOATOTOBKA K MPAKTHYCCKUM 3aHATHUAM,
BBIITOJTHCHHUE UHAWBUAYAJIBHBIX IIPOCKTOB;
MOJITOTOBKA K KOHTPOJIBHBIM paboTam;
MOJITOTOBKA K 3aYETy M DK3aMEHY.

TBopueckass MpoOIIEMHO-OPHEHTUPOBAHHAS CAMOCTOSITENbHAsE padoTa MO JAMCIUILIMHE
«[IporpaMmHO-anmapaTHele CpeACTBA 3alIMTHl WHPOPMAIMW», HANpaBICHHAs Ha pPa3BHTHE
MHTEJUIEKTYaJIbHBIX YMEHUH, OOIIEKYIbTYpHBIX U MPO(eCcCHOHANBHBIX KOMIETSHIINH, pa3BUTHE
TBOPYECKOTO MBIIUICHUS Y CTYJICHTOB, BKIIIOYACT B ce0s CIEAYIOMHNE BHIBI PA0OT 110 OCHOBHBIM
npoOjemaM Kypca:

® TIONCK, aHAJIM3, CTPYKTYPHPOBaHHE HH(OPMALIUH;
e  BhINOJIHEHHE Ipaduueckux paboT, 00paboTKa M aHAIN3 JJAHHBIX;
e yyacTHe B KOH(epeHLHUAX, OMUMIIHATIAX U KOHKypcax.
OneHka pe3yJabTaTOB CaMOCTOSITENIbHOM paboThl OpraHU3yeTcsl Kak €IMHCTBO JIBYX (opm:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI IPETI01aBaATEIS.

CaMOKOHTpOJIb 3aBUCHT OT OMNPEICIICHHBIX KayeCTB JIMYHOCTH, OTBETCTBEHHOCTH 3a
PE3yJabTaThl CBOCTO OGy‘-IGHI/ISI, 3aNMHTCPCCOBAHHOCTHU B MHOJIOKUTEIBHOU OIICHKC CBOCTO TpyAa,
MaTepUABHBIX W MOPAJIbHBIX CTUMYJIOB, OT TOTO HACKOJIBKO OOydYaeMblii MOTHBHPOBAH B
AOCTHIKCHUN HAWITYydIINX PC3YJIbTATOB. 38.,[[21‘-13. nmpenoaaBareyidi COCTOUT B TOM, ‘ITOGBI CO31aThb
YCJIOBHS IS BBITIOJTHEHUSI CaMOCTOSITENIbHONH pPaboThl (y4eOHO-METOAMYECKOEe OOecredeHue),




MPAaBUJILHO HUCTOJB30BaTh PA3NIMYHBIC CTUMYJIBI IS peau3allH 3TOW paboThl (peHTHUHTOBas
CHCTEMa), MOBBIIIATh €€ 3HAYNMOCTh, U TPAMOTHO OCYIIECTBJIATH KOHTPOJIb CAMOCTOSITEIIbHON
JESTEIILHOCTH CTyNeHTa (POH]] OLIEHOYHBIX CPEICTB).

4.5. IlpuMepHasi TeMATHKA KyPCOBBIX padoT (MIPOEKTOB)
KypcoBsie paboThl (IpOEKTHI) yUeOHBIM IJIAHOM HE TTPETYCMOTPEHBI.

5. YYEBHO-METOJUYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHHUE
JANCHUIIVIMHbI

a) OCHOBHas JJUTepaTypa

1. Mapmakos, JI. B. [IporpamMmmHo-anmapaTHbie cpeicTBa 3alMThl HHPOpMaIUH : yueOHoe
nocobue / 1. B. Mapmakos, /[. B. ®atxu. — Poctos-na-ony : Honckoit I'TY, 2021.
— 228 ¢. — ISBN 978-5-7890-1878-1. — TekcT : 31eKTpoHHbIH // JIaHb : 371€KTPOHHO-
oubmmoteynas cuctema. — URL: https://e.lanbook.com/book/237770 (mata oOpareHus:
01.05.2023). — Pexwum moctymna: [uist aBTOPHU3. TOJIb30BATEIICH.

2. TlporpammHO-anmapaTHBIC CPEACTBA 3alIUTHl HHPOPMAIUH : y4eOHO-METOIUYECKOE
nocobue / C. U. llItependepr, A. M. I'ensdann, 1. B. Peokakos, P. A. ®arxyTnuHoB. —
Cankr-IlerepOypr : CIIGI'YT um. M.A. bonu-bpyesuua, 2017. — 98 c.— Texkcr :
SJIEKTpOHHBIN //  JlaHb  :  »NeKTpoHHO-OMOMMoTewHass  cuctema. —  URL:
https://e.lanbook.com/book/180093 (mata obpamenus: 01.05.2023). — Pexxum moctyma:
JUTSL aBTOPH3. MTOJIb30BATEIICH.

0) AOMOJIHUTEIbHAA JIUTEepaTypa

1. ®omun, JI. B. MHWadopmanuonnas O0e30macHOCT, U  3amuTa HHGOPMAIIH:
CHELMATU3UPOBAHHBIE ATTECTOBAHHBIE MPOrpaMMHBIE U MPOrpaMMHO-aNIapaTHbIE
cpeactBa : Mmetoauueckue ykazanus / [[. B. @omun. — bnarosemenck : AmI'Y, 2017. —
240 c. — Texkcr : anekTpoHHbIi // JIaHb : 31eKTpoHHO-0MOIMOTeuHast cuctema. — URL:
https://e.lanbook.com/book/156494 (nata oopamienus: 01.05.2023). — Pexkum mocTtymna:
JUIS aBTOPH3. MTOJIb30BaTENCH.

r) 6a3bl TaHHBIX, HHPOPMALHOHHO-CITPABOYHBIE M TIONCKOBbIE CHCTEMBbI
1. VueOnslii caiit JlabopaTopuu T3U dusuueckoro paxynprera UT'Y -
https://sites.google.com/view/lItzi/, — Pexxum noctymna: cBOOOIHBIA.
2.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJINHbI
6.1. YueOHo-1a00paTOpHOE 060pyAOBaHUE:

KomnbrotepHast naboparopust 3236 (16 cepBepoB) M JeKIMOHHas ayauTopust 225,
OCHAIIICHHBIC MYJbTHUMEIUWHBIMUA CPEJCTBAMH, DJICKTPOHHOW 0a30i 3HAHUHN, CHCTEMOU
TECTUPOBAaHUS, BBIXOJOM B TJo0aibHYyI0 ceTb VHTepHeT. TexHHUeCKHEe XapaKTepUCTUKH
CEpBEpOB  O0ECMEUMBAIOT BO3MOXHOCTh  MOJEIUPOBAHMS HEOOXOIMMOTO  ammapaTHOIro
oOecrieueHus s pabOThl C COBPEMEHHBIMM KOMITBIOTEPHBIMM CHCTEMaMHM XpaHEHUS U
00paboTku nHOpMAaIUH.

6.2. [IporpammMHoe obecnieyeHne

Cucrema TECTHPOBAHUS W aHAINW3a NPOTPAMMHO-ANIAPATHON IUIaTGOPMBI 3aIHUTHI
UH(pOpMaIINK.

6.3. TexHuueckue U IJIeKTPOHHBIE CPEICTBA:


https://sites.google.com/view/ltzi/%D0%BA%D1%83%D1%80%D1%81%D1%8B-%D0%B8-%D0%B4%D0%B8%D1%81%D1%86%D0%B8%D0%BF%D0%BB%D0%B8%D0%BD%D1%8B/%D0%B1%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B2%D1%80%D0%B8%D0%B0%D1%82/%D0%B8%D0%BD%D0%B6%D0%B5%D0%BD%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B8-%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%BA%D0%B0

B xone yueGHOrO mporiiecca UCTIONb3YIOTCS TEXHUYECKHE CPEICTBA 00YUYEHUS U KOHTPOJIS
3HAHUM CTyAE€HTOB (IIPE3€HTALMM, KOHTPOJUPYIOIIUX IPOrpaMM, JIEMOHCTPALlMOHHBIX
YCTAaHOBOK),  HCIIOJIb30BAHME  KOTOPBIX  IPEIYCMOTPEHO  METOAMYECKON  KOHILENIHEN
IPEenoIaBaHusl.

7. OBPA30OBATEJIBHBIE TEXHOJIOI'MHN

JUis 1OCTHXKEHMS TUTAHUPYEMBIX Pe3yJbTaToOB 0OydeHus, B Jucuuiuinae «lIporpamMMmHo-
anmnaparHble CpeJCTBa 3allUThl MHQOpPMAIMI» HCIOJNb3YIOTCS pPa3iIMyHble 00pa3oBaTeIbHbIC
TEXHOJIOTUH:

I/IHq)opMaunonno-pa3BnBam1une TEXHOJOIMHM, HaIPaBJICHHBIE Ha (I)OpMI/IpOBaHI/IC
CHCTCMBI 3HaHI/II\/'I, 3alIOMHHAaHHUC U CBO6OI[H0€ OIICpHUPOBAHUC NMHU.

HCHOJ’IB?»YGTCH J'IGKLII/IOHHO'CCMI/IHapCKI/Iﬁ METOH, CaMOCTOATCIIbHOC N3YUCHUC JIUTEPATYPEI,
MMPUMCHCHUC HOBBIX I/IH(bOpMaLII/IOHHBIX TEXHOJIOT Uit 1 CaMOCTOATCIIBHOI'O  ITOITOJIHCHUSA
3HaHI/II71, BKJIIO4Yas MCIIOJIb30BAHNE TEXHUYCCKUX U 3JICKTPOHHBIX CPCACTB I/IH(l)OpMaHI/II/I.

JleATeJIbHOCTHbIC NPAKTHKO-OPHMEHTHPOBAHHbIC TEXHOJIOTMM, HAIIPaBJICHHBIC HA
dopmupoBaHue CHUCTEMBI TNPO(YECCHOHANBHBIX TPAKTHUECKUX YMEHUH TMpH MPOBEACHUHU
9KCHEPUMEHTAIbHBIX MCCIEI0BAHNHN, 00ECIIEUNBAIOIINX BO3MOXKHOCTh KAUECTBEHHO BBIIIOIHSTH
poecCHOHAIBbHYIO JEATEILHOCTb.

Ucnons3yercst aHanu3, CpaBHEHHE METOOB MPOBEACHUS MCCIICIOBAHUM, BEIOOD METO/a, B
3aBUCHUMOCTH OT OOBEKTa HCCIEAOBAaHUSA B KOHKPETHOW MPOU3BOACTBEHHOW CHUTYyallMd U €ro
MpaKTUYECKas peaanu3armsl.

Pa3BuBaomue mnpo0JieMHO-OPUEHTHPOBAHHbIE TEXHOJIOTMH, HaNpaBJICHHbIE Ha
dbopMHUpOBaHHE U  pa3BUTHE MPOOJIEMHOTO MBIIUICHHUS, MBICIUTEILHOM aKTUBHOCTH,
CIOCOOHOCTH BHJIETh M (DOPMYJIHPOBATH MPOOJIEMBI, BBIOMPATh CIOCOOBI W CPEJCTBA IS HX
pemenus. Vcmonb3yrOTcsl BUABI MPOOJIEMHOTO OOYYCHHS: OCBEIIEHHE OCHOBHBIX MMPOOJIeM
nH(OpMaITMOHHOW 6€30MacHOCTH, YUEOHBIC TUCKYCCHH, KOJJIEKTHUBHAS JEATEILHOCTh B TPYIIIAX
IIPY BBHITMIOJTHEHUH JIAOOPATOPHBIX padoT, pelIeHue 3a7ay MOBBIIIEHHON CIoXHOCTU. [Ipu sTOM
WCIIOJIB3YIOTCS TIEPBbIE TPU YpPOBHA (M3 YETHIPEX) CIOXKHOCTH W CaMOCTOSATEIbHOCTH:
mpoOJIEeMHOE M3JI0KEHHE Y4eOHOTo MaTepualia MperojaBaresieM; CO3/IaHue IperojaBaTelieM
NpoOJIEeMHBIX CUTyalMid, a oOy4yaeMmble BMECTE C HHUM BKIIOYAIOTCS B HMX pa3pelleHUE;
nmpernoAaBaTeNlb CO3JaeT NPOOJIEMHYIO CHUTyalldio, a paspemarT e€ olOydaeMble B XOJe
CaMOCTOSTEIIFHON IeATEIIFHOCTH.

JINYHOCTHO-OPUEHTHPOBAHHbIE TEXHOJOTMH O00y4YeHHMs, oOecreyuBalolIe B XOe
y4eOHOTo TMpolecca y4YeT pa3iMyHBIX CIOCOOHOCTEH 00y4aeMbIX, CO3JaHHE HEOOXOIUMBIX
YCIIOBUH ISl pa3BUTHSI MX MHAUBHUIYyaIbHBIX CIIOCOOHOCTEH, pa3BUTHE aKTUBHOCTH JIMYHOCTH B
yaeOHOM Tiporiecce. JIMYHOCTHO-OPUEHTUPOBAHHBIC TEXHOJOTHU OOYYCHHS pEaTu3yrTCs B
pe3yNbTaTe MHAWBUYaTbHOTO OOIIEHHUs MTPernoAaBaTelis U CTyJeHTa MPH 3alIuTe J1a00paTOPHBIX
paboT, pHU BBHIMOJHEHUU JOMAIIHUX UHAUBUIAYAJTBHBIX 3aJaHUM, PEIICHUU 3a]a4 MMOBBIIIICHHOM
CJIOHOCTH, Ha €XEeHeIeJIbHBIX KOHCYIbTAIIUAX.

8. OINEHOYHBIE MATEPHAJIBI VI TEKYIIEI'O KOHTPOJIA U
MPOMEXYTOYHOM ATTECTAIIUA

8.1. OueHo4HbIE CPEACTBA IUIS1 BXOJIHOTO KOHTPOJISI
BxomHoii koHTpOIb (25 BapuaHTOB, 3-i1 ceMecTp), mpeacTaBiser coboi nepeuens u3 10-15



BOIIPOCOB U 3aJaHuil. BXOAHOW KOHTPOIb NPOBOAUTCS B IHUCBMEHHOM BHJE Ha IEPBOM
MPAKTUYECKOM 3aHITUU B TeueHue 15 MunyT. [IpoBepsieTcs ypoBeHb BXOAHBIX 3HAHUM.

8.2. OueHoYHbIE CpeCcTBA TEKYIIEro KOHTPOJIA

Bonpocbl k mpakTHueckuMm 3aHATUSAM. [IpenctaBisioT coOoil  mepeueHb BOIPOCOB,
IIPOBEPAIONINX 3HAHME TEOPETHYECKOTO JIEKIMOHHOTO MaTepuajga W TEM, BBIHECEHHBIX Ha
CaMOCTOSITENIbHYIO TPOPAOOTKY.

8.3. OuneHo4HbIe CPEACTBA /I MPOMEKYTOUHOM aTTeCTANHH

(B popme 3auera).
TectoBbie paboThl. IIpoBepsieTCst CTENEHb YCBOCHUS TEOPETUIESCKUX M ITPAKTHUECKUX 3HAHUIMA,
IPHOOPETEHHBIX YMEHHIA Ha PETPOYKTUBHOM H IIPOYKTHBHOM YPOBHE.

JleMOHCTPAILMOHHBII BAPHAHT TECTOBOH PadoThl

Pa6ora c iptables

[Tonnepskka nmakeTHoro ¢uiIbTpa B AApe U caM MakeT iptables mpucyTCTBYIOT B onepannoHHON
CUCTEME 0 YMOT4aHUI0. [[03TOMY HUKAKHUX JTOTOJHUTEIBLHBIX HACTPOCK HE TpeOyeTCsl.

[TpoBepka Hanuuwms maketa iptables:

[root@SUPERCOMP ~]# apt-cache search iptables | grep iptables

[TpoBepka, uto iptables 3amyckaeTcs mpu CTapTE CHCTEMBI:

[root@SUPERCOMP ~]# systemctl status iptables.service

BrIBOJI crimcka TeKymux mpaBui iptables:
[root@SUPERCOMP ~]# iptables -L -v

3ananue

1. Hamummre ckpunt s iptables. B atom Habope npasuin iptables pa3pemmTs Bce UCXOISIIHIE
COCIMHEHUS U CTPOT0 OTpaHUuuTh BXosmue. Jloctyn Oyner Bo3moskeH o mopram TCP: 21,
22,25, 53, 80, 143, 443, no nopram UDP: 20, 21, 53, Takxe mpoIryckaem MakeThl [ yiKe
YCTaHOBJICHHBIX COEAMHEHUN.

#1/bin/bash

IPT="/sbin/iptables”

# Ouuwaem npasuia u yoansiem yenouku.
SIPT -F

SIPT -X

# Ilo ymonuanuro oocmyn 3anpeuyeH.
$IPT -P INPUT DROP

$IPT -P FORWARD DROP



$IPT -P OUTPUT DROP

# Cnucox paspewennvix TCP u UDP nopmos.

TCP PORTS="21,22,25,53,80,143,443"

UDP PORTS="53,21,20"

# Paszpewiaem naxemol 015 unmepghetica 00pamuou nemiu.

$IPT -A INPUT -i lo -j ACCEPT

$IPT -A OUTPUT -0 lo -j ACCEPT

# Paspewaem nakemsl 0151 YCMAHOBIEHHBIX COCOUHEHULL.

SIPT -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

# Paspewaem ucxoosnuue coeOuHeHusl.

$IPT -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
# Paspewaem oocmyn Kk nopmam, onucanuwvim 8 nepemernolx TCP_PORTS
#u UDP_PORTS.

SIPT -A INPUT -p tcp -m multiport --dport $TCP_PORTS -j ACCEPT
$IPT -A INPUT -p udp -m multiport --dport SUDP_PORTS -j ACCEPT

# Paspewaem ucxooswuti ping.

SIPT -A INPUT -p icmp -m icmp --icmp-type echo-reply -j ACCEPT

2. CpenaiiTe CKpUIIT UCTIOTHICMBIM.
3. 3amycrtute ero.

4. BeIBeIuTe CIUCOK TEKYIIUX MpaBHII iptables.

Pa3zpaborumnk:

H AL < JIOLIEHT 1O.H.Ilepensien

R_/)4—7
/

IIporpamMma cocraBieHa B cooTBeTcTBUU ¢ TpeboBaHussmu PI'OC BO wu yuuthiBaer
pexomenmauuu IIOOIl mno wHampaBnenuto u npodmwmo 10.03.01 HudpopmanuonHas
0e30I1aCHOCTD.

[Tporpamma paccMoTpeHa Ha 3aceaHuu Kadeapsl paauopU3uKu U panodIeKTPOHUKU

«01» mapra 2022 r. npotokon Ne 6

1.0.3aB. Kadepoit %Z// z Konecruk C.H.

Hacmosawasn npoecpamma, Hne modcem 6vimb GocnpousgedeHa HU 6 Kakou ¢opme 6e3
npeosapumenbHo20 NUCbMEHHO20 pazpeulenus Kagheopwvl-pazpadomuura npopammsi.
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