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1. IEJU U 3AJAYA JACHUATIIAHBI

OCHOBHBIC TICNTM M 33jJaud, pellacMble B XOJ€ MPENOAaBaHUsl Y4eOHOW IMCIUILINHBIL,
3aKJII0Yar0TCA B (DOPMUPOBAHUHU Y CTYICHTOB:

e B3IIAJ0B HA 3aMUTy MHPOPMAIMM KaK HA CHCTEMATHUYECKYI0 HAYYHO-TIPAKTHYECKYIO
NeSTeIbHOCTD, HOCSIIYIO TPUKIIATHOW XapaKTep;

e T[OHUMaHHS 0a30BBIX TEOPETUUYECKUE MOHSATHH, JICKAIIUX B OCHOBE IMPOIECCa 3aIUTHI
nH(popManuu;

® TPEACTaBICHUS CTyJCHTaM O TMPUHIMNAX (YHKIMOHUPOBAHUS W BO3MOXKHOCTSIX
MIPUMEHEHHUS allapaTHBIX CPEICTB 3aIIUTH HHPOPMAITIH;

® HAaBBIKOB HCIIOJH30BaHUS MPOTPAMMHBIX U MPOTPAMMHO-ANNAPATHBIX CPEACTB 3aIIUTHI
nHpopMaIuu.

® BBICOKOro mpodeccruoHaiu3Ma B paboTe, YyBCTBa OTBETCTBEHHOCTH 3a CBOH TpYI,
CTOMKHX dTHYECKHUX HABBIKOB.

2. MECTO AUCHUIIVIUHBI B CTPYKTYPE OIIOII BO

Huctmmumna «lIporpaMMHo-anmapaTHbIe CpeACTBa 3alluTa MHPOpPMALUU» Oa3upyercss Ha
mucuuiuinHax «MaremaTukay, «®@usuka», «MHpopmaruka», «Teopust nunpopmanun», «OCHOBBI
MH(OPMaLlMOHHON Oe30MacHOCTHY», «AMNMapaTHblE CPEACTBA BBIUUCIUTEIBHON TEXHUKHY,
«TexHnyeckas 3amurta HHQOpManum», «JluckperHas maremaTHkay, «OJIEKTPOHUKA U
CXEMOTEXHUKA», « DIEKTPOTEXHUKAY.

3HaHHUA, NOJY4YEHHBbIE IPHU H3Y4EHMHM JUCHMIUIMHBI «lIporpammHo-anmaparHbele cpencTsa
3amUThl THQOPMAIUM» SBISIOTCS HEOOXOAWMBIMU ISl YCHEIIHOTO OCBOSHHS CJIEIyFOIINX
mucuuiuive: - «KommiekcHass cucremMa  3amuThl  MHGopManuu», «OCHOBBI  YIPaBICHUS
uH(pOpMalMOHHOM  Oe30macHOCThIO», «OpraHu3alluOHHOE U IpaBoOBoe  o0ecredeHue
nH(pOpMaIMOHHOM 0€30IMacHOCTH.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHUSA JUCHUITJIMHBI

[Iporiecc oOCBOEHMS JAMCUUIUIMHBI HampaBieH Ha (opMUpOBaHME KOMIETEHIMHA B
cootercTBum ¢ DI'OC BO n OI1 BO no nanpasnenuto noarorosku 10.03.01 Undopmanuonnas
0e30MacHOCTD.

Hepeqeﬂb IVIAHUPYEMBIX PE3yJabTaTOB oﬁyqe}mﬂ o AMCHMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPaAMH JOCTUKCHU S KOMIIeTeHII i

Nuaukaropsl PesyabTarhl 00y4eHust
Komnerenuus .
KOMIIeTCHI I
OIIK-4.3 I/II[KOHK4,3,1 . 3HaTh:
BrInonHATE pabOTBI IO | ®  OCHOBBI TOCTPOEHHMS 3AIIUIIEHHbIX
YCTaHOBKE, HACTPOMKE, BBIYUCIIMTEIILHBIX CETEH;
AJIMUHUCTPUPOBAHHIO, | @  OCHOBBI KPUITOTpapUUECKUX
00CITy’KHBAHHIO 1 npeoOpa3oBaHuil.
[IPOBEpPKE YMers:
paboTocmocobHOCTH ®  OCYIIECTBIATH MEPhl IPOTUBOACUCTBUS
OTACIBHBIX HapyIIeHUsM 0€30MacCHOCTH C
IIPOrPaMMHBIX HCIIOJIB30BAaHUEM PaA3INYHBIX
aBTOMAaTH3NPOBAHHBIX IIPOTPaMMHBIX U aIllIApaTHBIX CPEACTB
CHUCTEM 3aIUTEL
Bnanets:
N/1Korik4.3.2.




BbImonHATE paboThl 1O
YCTaHOBKE, HACTPOUKE,
a/IMUHUCTPUPOBAHUIO,
00CITy>KMBaHUIO 1
pOBEpKE
paboTOCIIOCOOHOCTH
OTJENBHBIX
POrpaMMHO-
annaparHeIX (B TOM
qrcie
KPUNTOTpapHUECKUX)
ABTOMATU3UPOBAHHBIX
CHCTEM

N/IKork43.3.
BeInonHATe paboTs! O
YCTaHOBKE, HACTPOMKE,
aJIMUHUCTPUPOBAHUIO,
00CITyKUBAHUIO U
POBEPKE
paboTOCIIOCOOHOCTH
OTIENBHBIX
TEXHUYECKUX CPENICTB
3a1UThl HH(OpMaLUU
aBTOMAaTH3UPOBAHHBIX
CHCTEM

HaBBIKAMU BBISBIICHHS yTPO3
0€30MacHOCTH aBTOMaTHU3UPOBAHHBIX
CHCTEM;

TEXHUYECKOTO 00CTYKUBAHHS
ANIEKTPOHHO-BBIYUCIUTEIHHBIX MAIIUH
Y KOMIUICKCOB;

KpUNTOTrpagUUECKUX U MPOrPaMMHO-
anmapaTHBIX CPEJCTB 3aIIUTHI
nHpopmaIuu.




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0beM OUCIUILIMHEI cocTaBisteT 5 3aueTHrIX equnuil, 180 gacos,
dopma MPOMEKYTOYHON aTTECTAIIUHU: 3a4eT

4.1. Conep:xkanue TUCHHUILTHHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHEM BH/I0B y4eOHBIX 3aHATHII U OTBEIEHHOI0 HA HUX

KOJIU4YE€CTBA AKAACMHUYECCKHUX YaC0B

Buabi yueOHoli padoTsl,

«
ﬁ BKJIIOYASI CAMOCTOSITEILHYIO PadoTy
o
£ 00y4aroIuXCcs, TPAKTHYECKYI0 MOATOTOBKY H
= TPYAOEMKOCTh
- s % (B yacax)
e S| §E @
= = OpMAa TEKYILero
Ne 2 ~ % 2 | KourakTHas padoTa mpenogaBaTeJisi ¢ 2 p ym
Pazgen nucuunimHbl/ Tema S o | 28 = KOHTPOJIsA
n/H 5 = S o= 00yYyaroumumMmcs 2
) = = = ycIeBaeMoCTH
@ 9 = s =
[a] Z\© - S
8 Cemunap/ S
=y P s <
= IpakTuueck 5 =
> KoncyabTanu =)
E Jleknus oe, H §
g JabopaTopH @}
oe 3aHATHE/
1 2 3 4 5 6 7 8 9 10
1 TecToBBII KOHTPOJIE
Tema 1. 7 9 4 4 20 p
10 TEME
2 TecToBEIN KOHTPOJIb
Tema 2. 7 16 4 4 20 p
10 TEME
3 TecToBBIN KOHTPOJIb
Tema 3. 7 16 4 4 20 p
10 TEME
4 TecToBBIN KOHTPOJIb
Tema 4. 7 17 4 4 1 20 p
10 TEME




S TecToBbI KOHTPOJIb
Tema 5. 7 16 4 4 20 P
10 TEME
6 TecToBBIN KOHTPOJIb
Tema 6 7 20 6 6 17 P
110 TEME
4.2. IlnaH BHeayAUTOPHOI CAMOCTOSATEIHHOI PadoThl 00YUYAIOIIMXCS N0 TUCHUILJINHE
CamocrosiTenbHas paboTa 00yJaronuxcs YuyebHo-
METOINYECKOe
Cemect| Ha3Banue pasznena, OrneHovHoOE A
. Cpoxu o0ecrnieueHue
p TEMBI Bua camocrostenbHOM paboThI TpynoeMkocTs (4ac.) CPElCTBO
BBITIOJTHCHHS CaMOCTOSITEIIEHO
i paboThI
[ToaroroBka Kk KOHTPOJILHOM paboTe KonTponshas VYyeOHbIil callT
7 |Tema 1-3 Nel 1-5 nenens 20 paGoTta Nel
Kontponbnas pabora Nel. 6 Hemens KonTponbhas VYyeOHbIil caliT
7 |Tema 1-3 20
pabota Nel
7 [TogBeneHme UTOTOB 1O KOHTPOJIBHOUW |7 HEmems KonTponbnas YueOHBbIil caliT
Tema 1-3 pabote Nel. PaGora Haj ommOkamu 1mo 20 pa6ora Nel
KOHTpOJIbHOU pabote Nel.
7  |Tema 4-6 [MonroroBka k KOHTpoJEHOU paboTe  [8-11 Henmens 20 KoHnTtponbHas VY4eOHsIii calfT
Ne2 pabota Ne2
KonTpomnpHas padora Ne2. 12 menenst KonTtponbhast VYueOHbI caliT
7 |Tema 4-6 20
pabota No2
7 [TogBeneHue UTOroB 1Mo KOHTpOIbHOU |13 Hexens KontponbHas Yy4eOHBbIil caliT
Tema 4-6 pabote No2. PaGora Hajg ommbOkamu 1Mo 17 paboTa Ne2
KOHTPOJIbHOU paboTe Ne2.
OO0t 00beM CaMOCTOSTEIIBHONW PaOOTHI MO TUCITUTIINHE (Yac) 117




4.3. Conep:xkanue yueOHOro Mmarepuajia

Paszoen I (Tema 1). OGECIHIEYEHHE BE3OITACHOCTH MEKCETEBOI'O
B3AUMO/IEHCTBHAL.

OCHOBBI CETEBOT0 M MEXKCETEBOro B3auMojieiicteus. MHpopmannonHas 6e301acHOCTb.
[Tonutuka 6e3omacHocT. CeTeBast MOJMTHKA 0€30MaCHOCTH. YIIpaBlieHHE PUCKAMHU.
MexaHu3Mbl U CITyKObI 3aLIUTHI.

PA3JIEJI 2 (Tema 2). BPE/JOHOCHBIE ITPOT'PAMMABI.

Komnerorepusie Bupychol. daitnnoBsie BUpyCchl. MakpoBHpYCHI. 3arpy304Hble BUPYChl. MeTobl
3aIIUTHI BUPYCOB OT 0OHapyxkeHus. TpostHckue konu. CereBbie uepBu. [loTaitHbIe XOIbI.
PyTkuThl. PyTKUTHI YypOBHS MOJIB30BaTeNs. PyTKUTH ypoBHS siipa. BpenoHocHbie mporpaMMel
JUTSE MOOMITBHBIX yCcTpocTB. [Ipoure BpenoHoCHbBIE mporpaMmbl. HauMeHOBaHUE BUPYCOB.
3amuTa OT BpeIOHOCHOTO mporpammHoro obecredenus. Texnomnorus Black u Whitelisting.

PA3JIEJL 3 (Tema 3). YJA/IEHHBIE CETEBBIE ATAKH.

CereBble ataku. Tpu OCHOBHBIX THIIa aTak. [Ipumepsr HeKoTOpbIX artak. Knaccupukanuu
yaaneHHbIx atak. Crucku kateropuii. Matpuunsie cxeMmsl. [Ipouecchl. Knaccudukanus
XoBapaa. OnieHMBaHNE CTENIEHU CEPbE3HOCTH aTaK. .

PA3JIEJI 4 (Tema 4). TEXHOJIOTHHU MEKCETEBbBIX 9KPAHOB.

TexXHOI0rnH MOCTPOCHUSI MEKCETEBBIX KpaHOB. DUiIbTpanys NakeToB. MeKceTeBble IKpaHbl
YPOBHSI COEIMHEHHUsI. MeKceTeBbIe DKpaHbl IPUKIIATHOTO YPOBHs. MeKceTeBbIe DKPaHBbI C
JUHAMUYECKOH GuibTpalyel nakeToB. MexcereBble S3KpaHbl HHCIEKIIMUA COCTOSHUH.
MesxkcereBble 3KpaHbl YpoBHA siapa. [lepconanbHble MeKCETEBbIE DKpaHbl. PaciipeneneHHbie
MexceTeBble dKpaHbl. O0X01 MeXCeTeBbIX IKpaHOB. TpeOoBaHUs U MOKa3aTeNn 3aIIUILIEHHOCTH
MEXKCETEBBIX JKPAHOB. TE€CTUPOBAHNE MEKCETEBBIX JKPAHOB.

Paszoen 5 (Tema 5). CHCTEMbI OFHAPYKEHHA ATAK H BTOP.KEHHH.

Mogenu cuctem oOHapyx)eHus BropsxkeHuit. Mogaens . leanunr. Moaens CIDF.
Knaccugukarus cucrem oOHapysxeHust BTopkeHuid. OO6HapyxeHue curiaryp. OOHapysxeHue
anomanuii. Metoaer Data Mining. MeTo bl TEXHOJIOTHH MOOUIIBHBIX areHTOB. MeTO b
IIOCTPOECHUS NMMYHHBIX cucTeM. [I[puMenenne reneTnueckux anroputmos. [Ipumenenue
HENpOHHBIX ceTell. MeToabl 00xo0a cucteM oOHapyXEeHHs BTOp>)KeHUIH. MeTobl 06xoa
XOCTOBBIX CHCTEM O0OHapy»XeHUs BTOp:KeHUH. BeromorarenbHble cpeficTBa 0OHApy KEHUS.
TectupoBanue cucteM oOHapyKeHHs BTOp:keHUH. TecTupoBaHNe KOMMEPUECKUX CHCTEM.
TecTupoBaHMe HCCIEN0BATENBCKUX IPOTOTUNIOB.  CHUCTEMBI IPEAYTIPEKIECHUS BTOPKEHHI.

Pa3zoen 6 (Tema 6). BUPTYA/IBHBIE YACTHBIE CETH.

Tynnenmuposanue. [Iporokonslr VPN kananeHOro yposHs. . [Ipotokoin IPSec. Acconmanus
oOecnieuenus 6e3onacHocTH. [IpoTokosn oOMeHa nHTepHeT-KiItouaMu. [IpoTokon
ayTeHTU(UKaMu 3aroyioBka. [IpoTokon 6e30macHoi HHKANCYISIIMKA COAEP)KUMOr0O TaKeTa.
OcHoBHBIE THIIBI 3alIUIIEHHBIX cBsizel. [IpoTokonsl VPN TpancnoptHoro yposas. Ludpossie
ceprudukatsl. [Ipumepst oTeuecTBeHHOTO TTocTpoeHust VPN.



4.3.1. IlepeyeHb CEMHMHAPCKHUX, MPAKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

Ne Ne HaunmeHoBaHue TpynoemkocTs Ouenounsie | @PopmMupyembie
n/ | pasmena CeMHUHApPOB, (uac.) cpeacTBa KOMIIETeHIMHU
n U TeMbl | NPAKTHYECKHUX U
JJ1a0OpaToOpPHBIX
padoT
Bcero N3 nux
YacoB | MpaKTHYecKasi
NOAr0TOBKA
1 2 3 4 &) 6 7
1. | Pazgen1l | JlaGoparopHas 4 TecToBbIit OIIK-4.3
Nel KOHTPOJIb 10
TeMe
2. | Paznen2 | JlaGoparopHas 4 TecroBbrii OIIK-4.3
Ne2 KOHTPOJIb 110
TeMe
3. | Paznen 3 | JlaGoparopHas 4 TecToBbIit OIIK-4.3
Ne3 KOHTPOJIb 110
TeMe
4. | Paznen4 | JlaGopaTtopHas 4 TecToBblii OIIK-4.3
Ne4 KOHTPOJIb 110
TeMe
5. | Paznen 5 | JlaGoparopHas 4 TecToBBIit OIIK-4.3
Ne5 KOHTPOJIb 10
TeMe
6. | Paznen 6 | JlaGoparopHas 6 TecToBblit OIIK-4.3
Ne6 KOHTPOJIb 110
TEME
4.3.2. IlepeuyeHb TeM (BONMPOCOB), BLIHOCUMBIX HA CAMOCTOATEIbHOE H3yYeHHne
CTYICHTAMH B PaMKaXx camMocTosiTe1bHOM padoTsl (CPC
Ne Tema 3aganue dopmupyemas NIAK
n/n KOMIIETEeHIIUs
1 Temal | KonrponbHas OIIK-4.3 OIlK-4.3.1
pabota Nel.
2 Tema 2 | KonrponbHas OIIK-4.3 OIIK-4.3.2
pabota Nel.
3 Tema 3 | KonrponbHas OIIK-4.3 OIIK-4.3.3
pabota Nel.




4 Tema4 | KonrponbHas OIIK-4.3 OIIK-4.3.2
pabota Ne2.

5 Tema 5 | KontpoabHas OIIK-4.3 OIIK-4.3.3
pabota Ne2.

6 Tema 6 | KonrponbHas OIIK-4.3 OIIK-4.3.3
pabota Ne2.

4.4. MeToauyeckne yKa3aHHsl 110 OPraHU3alMHd CAMOCTOATEIbHON padoThl CTY/IEeHTOB
Texymas camocrositenbHas padora mo aucruiumae «lIporpamMmmHo-anmapaTHbeie CpeicTBa
3auUThl UHQOPMAaLUKY», HalpaBieHHAs Ha YIUIyOJieHHWE M 3aKpeIUleHHe 3HaHWM CTyAeHTa, Ha
pa3BUTHE MPAKTHYECKUX YMEHUH, BKIIOYAET B CeOsI CIIEAYIONINE BUIBI padoT:

paboTa C IEKIIMOHHBIM MaTepHaIOM;
IIOATOTOBKA K MPAKTUYECKUM 3aHATHUAM;
BBIITOJIHCHUE UHIUBUAYAJIbHBIX IPOEKTOB;
[IOJIFOTOBKA K KOHTPOJIbHBIM paboTaM;
IIOATOTOBKA K 3a4ETy U DK3aMEHY.

TBopueckass NpoOIEMHO-OPUEHTUPOBAHHAS CAMOCTOSITENIbHAsE paboTa MO AMCLUILIMHE
«IIporpammHoO-anmnapaTHble CpEACTBA 3allUThl HWH(OpMalLMKU», HANpaBICHHas Ha pa3BUTHE
MHTEJUIEKTYyalIbHBIX YMEHUH, O0IIEKYIbTYPHBIX U MPO(PECCHOHANBHBIX KOMIIETCHLIUH, pa3BUTHE
TBOPYECKOTO MBIIUICHHS Y CTYIACHTOB, BKJIIOUAET B c€0sl CIICAYIONIME BUBI Pa0OT 10 OCHOBHBIM
npobiaemaM Kypca:

® [IOWCK, aHAJIU3, CTPYKTYpUPOBaHHE UHPOPMALINY;
®  BBINOJHEHHUE IPaPUIECKUX paboT, 00pabOTKa U aHATU3 JaHHBIX;
e yyacTHe B KOH(EPECHIIUAX, OJUMITHAaX U KOHKypCax.
OreHka pe3ysIbTaTOB CaMOCTOATENBHON pabOThl OpraHnu3yeTcs KaK €IHHCTBO JABYX (GopM:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI MPETOAaBATENS.

CaMOKOHTPOJ'II) 3aBUCUT OT ONPCACICHHBIX KadyCCTB JMYHOCTHU, OTBCTCTBCHHOCTH 3a
pe3yJabTaThl CBOEro oOyuYeHHsl, 3aMHTEPECOBAHHOCTU B TOJIOXKHUTEIbHOM OLIEHKE CBOErO TpyAa,
MAaTCpHAIIBHBIX W MOpPAJIbHBIX CTHUMYJIOB, OT TOTO HACKOJIBKO O6y‘-IaCMI)II71 MOTUBHPOBAH B
JOCTM)KEHUHM HAWIY4YIIMX Pe3yJbTaToB. 3ajaya MpernojaBareisi COCTOMT B TOM, YTOObI cO31aTh
YCIIOBUSL JJIsi BBIMOJHEHHUS] CaMOCTOSITENbHONU pPalboThl (yueOHO-METOAMYECKOe OOecreueHue),
NPaBUIBHO HCIIOJIB30BaTh Pa3IMyYHble CTUMYJIbI JUIS pealu3aluu 3Tod paboThl (pedTHHroBas
CI/ICTeMa), MHOBBIIATH €€ 3HAYUMOCTb, U TPaAMOTHO OCYIICCTBJIATH KOHTPOJIb CaMOCTOSITEIIbHOMN
NeSITebHOCTH CTYIeHTa ((POH/T OLIEHOUHBIX CPEJICTB).

4.5. IlpumepHasi TeMaTHKA KYPCOBBIX padoT (IIPOEKTOB)
KypcoBbie paboThl (IpOEKTHI) yUeOHBIM IIIAHOM HE NMPEAYCMOTPEHBI.

5. YYEBHO-METOJMYECKOE 1 HH®OPMALMOHHOE OBECIIEYEHUE
JTUCIATITAHBI

a) OCHOBHasI JIUTEPATypPa

1. Mapmaxkos, /1. B. [IporpammHo-anmnapaTHbie cpeAcTBa 3alIUThl HHpOpMalmu : yueOHOe
nocobue / 1. B. Mapmaxkos, [I. B. ®arxu. — PocrtoB-Ha-/lony : Jouckout ['TY, 2021. —
228 c¢. — ISBN 978-5-7890-1878-1. — Tekcrt : 3nekTpoHHbIH // JIaHb : 3JIE€KTPOHHO-
oubmmoteynas cuctema. — URL: https://e.lanbook.com/book/237770 (nata oOpareHus:
01.05.2023). — PexxuM poctyna: Jyist aBTOPH3. MOJIb30BATEIICH.

2. TlporpammHO-amnmapaTHbIe CpEICTBA 3allUThl HHPOPMAIUH : y4eOHO-METOIUYECKOe
nocobue / C. U. llItependepr, A. M. I'ensdann, JI. B. Peokakos, P. A. ®atxyTnuHoB. —
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0) 0a3b1 JaHHBIX, UHGOPMALMOHHO-CIIPABOYHbIE U MOUCKOBbIE CHCTEMbI
1. VYwuebnsrii caiit Jlabopatopuu T3U dusnyeckoro pakynprera UT'Y -
https://sites.google.com/view/Itzi/, — Pexxum gocTymna: cBOOOIHBIA.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJINHbBI
6.1. YueOHo-1a00paTopHOE 000pyA0BaHNE:

KommerorepHas mabopatopuss 3236 (16 cepBepoB) W JICKIIMOHHAS ayauTopus 225,
OCHAIIICHHBIC MYJIbTHMEAMMHBIMA CPEICTBAMH, OSJICKTPOHHOH 0a30ii 3HaHMH, CHCTEMOMN
TECTHUPOBAHUS, BEIXOOM B III00abHYIO ceTh MHTEepHET. TeXHNYecKre XapaKTepUCTUKH CEPBEPOB
00€CIeYrBaIOT BO3MOKHOCTh MOJICITUPOBAHMS HEOOXOJAUMOTO anmnapaTHOro OOECIIeUCHHS IS
paboTHI ¢ COBPEMEHHBIMH KOMIIBIOTEPHBIMU CUCTEMaMH XpaHEHUs 1 00paboTKu HHpOpMAaLny.

6.2. [IporpaMmMmHoe o0ecnieueHue

Cucrema TECTHPOBAHHMS W aHAM3a MPOTrPAMMHO-AMIIAPATHONW IIATGOPMBI 3aIIUTHI
uHpopmanuu.

6.3. TexHuueckue v YJIeKTPOHHbIE CPEACTBA:

B xone yueGHOrO mnpotecca UCMONb3YIOTCS TEXHUYECKHE CPEICTBA 00yUEHHUsI U KOHTPOJIS
3HAHUW CTYJEHTOB (MPE3EHTAlM, KOHTPOJIMPYIOIIUX MPOrpaMM, JE€MOHCTPAIIMOHHBIX
YCTAaHOBOK),  MCIIOJIb30BAHME  KOTOPBIX  IPEIyCMOTPEHO  METOAMYECKOM  KOHILENIMEH
IIPENOIaBAHMS.

7. OBPA30OBATEJIBHBIE TEXHOJIOI'NUHN

Jlnst mocThKeHUs TUIAHUPYEMBIX pe3yJbTaToB 00yueHus, B aucuumuiiae «lIporpammHuo-
anmapaTHble CpeICTBa 3alUThl HH(POPMAIMI» HCIOIB3YIOTCS pa3inyHble 00pa3oBaTeibHBIC
TEXHOJIOTHUH:

I/IH(l)OpMaI[I/IOHHO-pa3BI/IBaIOI].[I/Ie TEXHOJOIMM, HAIPABJICHHBIE Ha (I)OpMHpOBaHI/Ie
CHCTEMBI 3HaHI/II\/'I, 3alIOMHHAaHHUC U CBO60)1HO€ OIICPHUPOBAHUC MHU.

Hcnonb3yercs 1eKIMOHHO-CEMUHAPCKUN METO/I, CAMOCTOSITENIbHOE U3yUYeHUE JTUTEepaTyphl,
OPUMEHEHHE HOBBIX MH(MOPMAIIMOHHBIX TEXHOJIOTUH I CaMOCTOSTEILHOTO TTOMOJTHEHUS
3HAHUHU, BKIIOYAs UCTIOJIb30BaHUE TEXHUUYECKUX U JIEKTPOHHBIX CPEJCTB HHPOPMAIIIH.

JesiTeJIbHOCTHbIE TNPAKTHKO-OPHMEHTHPOBAHHbIE TEXHOJIOTMM, HAINpaBJICHHbIE Ha
dopmMHpoBaHHE CHCTEMBI TNPO(PECCHOHANBHBIX MNPAKTHUYECKUX YMEHUH TMpH IPOBEIACHUU
HKCIIEPUMEHTAIbHBIX UCCIIEIOBaHMM, 00€CIeUnBaIOIINX BO3MOXKHOCTh KQU€CTBEHHO BBIMOJIHAThH
npo¢eCCHOHATIBHYIO AEATEIBHOCTb.


https://sites.google.com/view/ltzi/%D0%BA%D1%83%D1%80%D1%81%D1%8B-%D0%B8-%D0%B4%D0%B8%D1%81%D1%86%D0%B8%D0%BF%D0%BB%D0%B8%D0%BD%D1%8B/%D0%B1%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B2%D1%80%D0%B8%D0%B0%D1%82/%D0%B8%D0%BD%D0%B6%D0%B5%D0%BD%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B8-%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%BA%D0%B0

Hcnonp3yercs aHan3, CpaBHEHUE METOJIOB IPOBEJICHHS UCCIIE0BaHUM, BBIOOP METO/a, B
3aBHCUMOCTH OT OOBEKTa HCCIICOBAHUS B KOHKPETHOH NPOM3BOJICTBEHHOM CHTyallud U €ro
IIPAKTUYECKAs] peaIn3aLysl.

PaspuBaommue mnpod/ieMHO-OPHMEHTHPOBAHHbIE TEXHOJIOTHM, HAIIPaBJICHHbIE Ha
(dbopMHpOBaHUE U Pa3BUTHE TPOOJIEMHOI'0 MBIIUIEHUS, MBICIUTEIBHOM aKTUBHOCTH, CHOCOOHOCTH
BUACTh M (popMynupoBaTh MpoOJIEMBbl, BBHIOMpATh CIOCOOBI M CPEACTBA Ui UX DELICHHUS.
Hcnonb3ytorcss  BUJBl  NMPOOJIEMHOr0  OOYYEHHs:  OCBEIEHHE  OCHOBHBIX  IpoOsieM
UH(POPMALIMOHHOM 0€30MacHOCTH, Y4eOHbIE JUCKYCCHH, KOJJICKTHBHAS EATEIHLHOCTD B TPYIIax
IPY BBINIOJIHEHUH JIAOOPAaTOPHBIX paboT, pelleHue 3a/ad MOBBIEHHOHN ciiokHOcTH. [Ipu sTOM
UCTIOJIB3YIOTCS TIEPBBIE TPH YPOBHSA (M3 YETHIPEX ) CII0KHOCTH M CAMOCTOSITEIBHOCTH: IPOOIIEMHOE
U3JI0XKEeHne y4eOHOro marepuana MpernojaBaTeieM; CO3JlaHhe IpernojaBaTeiaeM IpoOJeMHBIX
CHUTYyalHii, a 00ydaeMble BMECTE C HUM BKIIIOYAIOTCS B UX pa3pelIeHUe; MPEro aBaTellb CO3/1aeT
IpoOJIEMHYIO CUTYAalUIO, a pa3peliatoT e€ 00ydyaeMble B X0JI€ CAMOCTOSITEIbHON JA€ATEIIbHOCTH.

JINYHOCTHO-OPHEHTHUPOBAHHbIE TEXHOJOTMH O00y4YeHHMs, OOeCleyHBaIOIINEe B XOE
y4eOHOTO TMpolecca ydYeT pa3iMyHBIX CIOCOOHOCTEH 00y4aeMbIX, CO3AaHHE HEOOXOIMMBIX
YCIIOBUH JIJIs1 pa3BUTUS UX UHAMBHUIYAIBHBIX CIIOCOOHOCTEH, pa3BUTHE AaKTUBHOCTH JIMYHOCTH B
yyeOHOM mporecce. JIMYHOCTHO-OPUEHTHUPOBAHHBIE TEXHOJIOTHU OOYUYEHUs pPeau3yloTCs B
pe3yNbTaTe MHAWBUYyaTbHOTO OOIICHHUS MIPernoaBaTelis U CTyIeHTa MPH 3alIuTe J1a00paTOPHBIX
paboT, pu BBIMOJHEHUN JOMAITHUX UHAWUBUIYAJTBHBIX 3aJaHUM, PEIICHUH 3a7a4 MOBBIIICHHON
CJIOHOCTH, Ha €KEHEIeTIbHBIX KOHCYJIbTALIUAX.

8. OHEHOYHBIE MATEPHAJIBL IJI51 TEKYIIEI'O KOHTPOJIS A
ITPOMEXYTOYHOU ATTECTALLUU

8.1. OueHoYHbBIE CpeICTBA JIJIA BXOAHOT0 KOHTPOJISI

BxomHO# KOHTpOJB (25 BapHaHTOB, 7-i ceMecTp), pencTaBisier coboi mepeueHs u3 10-15
BOIIPOCOB UM 3aJaHuil. BXOIHOW KOHTpPOJIb NMPOBOAUTCS B NHCBMEHHOM BHJI€ Ha IIEPBOM
IIPAaKTUYECKOM 3aHATUU B TeueHue 15 munyT. [IpoBepseTcss ypoBeHb BXOJHBIX 3HAHUM.

8.2. OueHoYHbIE CPeICTBA TEKYIIEro KOHTPOJS

Bonpocsl k mnpakThueckuMm 3aHATUAM. [IpencTaBisioT co00i  mepeueHb BOIPOCOB,
IPOBEPSIOUINX 3HAaHHE TEOPETUYECKOro JIEKIIMOHHOTO MaTepuaja U TeM, BBIHECEHHBIX Ha
CaMOCTOSITENIbHYIO TPOPAOOTKY.

8.3. OneHoYHBIE CPeICTBA AJs IPOMEKYTOYHOM aTTeCTAIUHN

(B popme 3auera).
TectoBblie paboThl. [IpoBepsieTcs cTeneHb yCBOSHUS TEOPETHUECKUX U MPAKTUYECKUX 3HAHU,
NPUOOPETEHHBIX YMEHUI Ha pePOAYKTUBHOM U MPOJAYKTHBHOM YPOBHE.

JleMOHCTPALIMOHHBII BAPMAHT TECTOBOH PadoThl

Pa6ora c iptables

[Tonnepkka naketHoro ¢uiIbTpa B AApe U caM MakeT iptables mpuUCyTCTBYIOT B OnepanoOHHON
cucTeMe 1o ymoiadaHuto. [103ToMy HUKaKuX JOMOJHUTEIBHBIX HACTPOEK He TpedyeTcs.

[TpoBepka Hannums naketa iptables:

[root@SUPERCOMP ~]# apt-cache search iptables | grep iptables



[TpoBepka, urto iptables 3amyckaeTcst mpu cTapTe CUCTEMBI:

[root@SUPERCOMP ~]# systemctl status iptables.service

BeiBoj crincka Tekymux npasui iptables:
[root@SUPERCOMP ~]# iptables -L -v
3amanue

1. Hanmmmre ckpunt mis iptables. B atom Habope npasui iptables pa3pemmuTs Bce HCXOASIINE
COEIMHEHUS U CTPOro OrpaHuuuTh Bxojsuue. loctyn Oyner Bo3moskeH no nopram TCP: 21,
22, 25, 53, 80, 143, 443, no moptam UDP: 20, 21, 53, Takxke npomyckaeMm MakeTbl IS yiKe
YCTaHOBJICHHBIX COCIMHEHUN.

#1/bin/bash

IPT="/sbin/iptables”

# Ouuwaem npasuna u yoansem yenouxu.

SIPT -F

SIPT -X

# Ilo ymonuanuro docmyn sanpeuyeH.

$IPT -P INPUT DROP

$IPT -P FORWARD DROP

$IPT -P OUTPUT DROP

# Cnucok paspewennvix TCP u UDP nopmoe.
TCP_PORTS="21,22,25,53,80,143,443”

UDP PORTS="53,21,20"

# Paspewaem nakemsi 015 uHmepghetica 06pamuoi nemJiu.

$IPT -A INPUT -i lo -j ACCEPT

$IPT -A OUTPUT -0 lo -j ACCEPT

# Paszpewaem naxemol 0151 YCMAHOBIEHHbIX COCOUHEHUII.

$IPT -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
# Paspewaem ucxoosauue coeOuHeHus.

$IPT -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
# Paszpewiaem oocmyn k nopmam, onucantvim 8 nepemertvix TCP_PORTS
#u UDP_PORTS.

SIPT -A INPUT -p tcp -m multiport --dport $TCP_PORTS -j ACCEPT
$IPT -A INPUT -p udp -m multiport --dport SUDP_PORTS -j ACCEPT
# Paspewaem ucxooswuii ping.

$SIPT -A INPUT -p icmp -m icmp --icmp-type echo-reply -j ACCEPT

2. CpenmaiiTe CKpHUIIT UCTIOTHICMBIM.



3. 3amycrtute ero.

4. BeIBenuTe CIUCOK TEKYIIMX MpaBuiI iptables.

Paszpaborunk:
/ < 7” 2o ;/—3
JTOTICHT FO.H.IlepensieB
(moamucsk) (3aHMMaeMast I0JKHOCTB) (MHUIHAATBL, (DaMUITHS)

[Iporpamma coctaBiaeHa B cooTBeTcTBUM ¢ TpeOoBaHusiMu DPI'OC BO u yuurtsiBaer
pexomenmanuu  [IOOIl mo wanpaBienuto u mpopmwmo 10.03.01 HupopmauuoHHas
0e30I1aCHOCTD.

[Tporpamma paccMoTpeHa Ha 3aceanuu Kadeapsl paauopU3UKU U PaiiodIeKTPOHUKN
«30» aBrycra 2021 r. IIpoToxomn Ne 1

N.0O. 3aB. xapenpoit Konecnuk C.H.

Hacmoswas npoepamma, ne modcem 661ms 60cnpoussedena Hu 8 Kaxkotl popme bes
npeosapumenbHo20 NUCbMEHHO20 paspeueHus Kagheopvl-paspadomyuxa npoepammol.
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