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1. TEJU U 3AJAYA JACIHATITAHBI

OCHOBHBIC TICNTM M 33jJaud, pellacMble B XOJ€ MPENOAaBaHUsl Y4eOHOW IMCIUILINHBIL,
3aKJII0Yar0TCA B (QOPMUPOBAHUU Y CTYACHTOB:

e B3IIAJ0B HA 3aMUTy MHPOPMAIMM KaK HA CHCTEMATHUYECKYI0 HAYYHO-TIPAKTHYECKYIO
NeSTeIbHOCTD, HOCSIIYIO TPUKIIATHOW XapaKTep;

e T[OHUMaHHS 0a30BBIX TEOPETUUYECKUE MOHSATHH, JICKAIIUX B OCHOBE IMPOIECCa 3aIUTHI
nH(popManuu;

® TPEACTaBICHUS CTyJCHTaM O TMPUHIMINAX (YHKIMOHUPOBAHUS W BO3MOXKHOCTSIX
MIPUMEHEHHUS allapaTHBIX CPEICTB 3aIIUTH HHPOPMAITIH;

® HAaBBIKOB HCIIOJH30BaHUS MPOTPAMMHBIX U MPOTPAMMHO-ANNAPATHBIX CPEACTB 3aIIUTHI
nHpopMaIuu.

® BBICOKOro mpodeccruoHaiu3Ma B paboTe, YyBCTBa OTBETCTBEHHOCTH 3a CBOH TpYI,
CTOMKHX dTHYECKUX HABBIKOB.

2. MECTO AUCHUIIVIUHBI B CTPYKTYPE OIIOII BO

Huctummuaa «[IporpaMMHO-ammapaTHbeie CpeJCcTBa 3ammTa WHGOpMAUm» Oazupyercs Ha
mucrumnHax «MaremaTtukay, «Dusnkay, «ubopmatukay, «Teopus nabopmaum», « OCHOBBI
nH(OPMAIMOHHOK 0e30macHOCTHY, «AIMIapaTHBIE CPEICTBA BBIYUCIMTEIBLHOW TEXHUKHY,
«Texnuueckass 3ammTa uHpopMauum», «Jluckpernas wmartemarukay, «DIEKTPOHHUKA U
CXEMOTEXHUKA», «DIEKTPOTCXHUKAY.

3HaHUA, TONy4YEHHBbIC MPU W3YYEHHH IUCHUILTUHBI «lIporpammHo-anmapaTHbie cpencTBa
3amuThl MHGOpPMAMM» SBISIOTCS HEOOXOTUMBIMU JUIS YCIEIIHOTO OCBOCHUS CIICTYFOIIHX
muciumuinH:  «KommnekcHass cucrema  3amuThl  mHGopManun», «OCHOBBI  YIIpaBICHUS
UHPOPMALMOHHON  Oe30macHOCThIO», «OpraHu3alliOHHOE W TMPaBOBOE  OOECIIEYCHHE
nH(pOpMaIMOHHOM 0€30IMacHOCTH.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHMUSA INCHUIIJIMHBI
[Iporiecc oOCBOEHMS JAMCUUIUIMHBI HampaBieH Ha (opMUpOBaHME KOMIETEHIMHA B
coorBerctBu ¢ @D®I'OC BO wu OIl BO mno nanpasiaenunto mnoxaroroBku 10.03.01

HNudopmannonnas 0e30macHOCTb.

Hepeqeﬂb IVIAHUPYEMBIX PE3yJabTaTOB oﬁyqe}mﬂ o AMCHMIIJIMHE, COOTHECCHHBIX C
HHAUKATOPaAMH JOCTUKCHU S KOMIIeTeHII i

Nuaukaropsl Pe3yabTaTnl 00yyeHus
Komnerenuus .
KOMIIEeTEHI M
OIIK-4.3 I/I}:[Komu,} 1. 3HaTh:
BrInonHATE pabOTBI IO | ®  OCHOBBI MOCTPOEHHS 3AMIUIIEHHBIX
YCTaHOBKE, HACTPOUKE, BBIYHCIIUTEIIbHBIX CETEH;
aQIMUHUCTPUPOBAHUIO, | @  OCHOBBI KPUNTOTpapUUECKUX
00CITy/KUBAHHIO 1 npeoOpa3oBaHuil.
IIPOBEPKE YMers:
paboTocrocobHOCTH ®  OCYILIECTBIISITh MEPBI IPOTUBOACHCTBUS
OTACIBbHBIX HapyleHUsIM 0€30MacHOCTH ¢
IIPOrpaMMHBIX HCIIOJIB30BAaHUEM Pa3JINYHBIX
aBTOMaTH3HUPOBAaHHbIX IIPOrPaMMHBIX U allllapaTHBIX CPEACTB
CUCTEM 3aIUTEL.
Bnaners:

U Korika 3.2, ® HAaBBIKAMH BBISIBIICHUS YIPO3




BoImonHATe paboTh! IO
YCTaHOBKE, HACTPOMKE,
aJIMUHUCTPUPOBAHHUIO,
00CITy’)KHBaHUIO U
MIpOBEpKe
paboToCIoCOOHOCTH
OTIENBHBIX
MIPOrpPaMMHO-
anmnapaTHbIX (B TOM
quclie
KpUNTOTpaprUECKUX)
ABTOMATU3HPOBAHHBIX
cHCTEM

N/1Komka43.3.
BeimonHATE paboThI 10
YCTaHOBKE, HaCTPOMKE,
aJIMUHUCTPUPOBAHHUIO,
00CITyKUBaHUIO U
MIpOBEpPKE
paboToCrocoOHOCTH
OTIENBHBIX
TEXHHYECKHUX CPEICTB
3alIUTHl HH(OPMAITHN
aBTOMATHU3UPOBAHHBIX
CHCTEM

0€30MMacHOCTH aBTOMATH3UPOBAHHBIX
CHCTEM;

TEXHUYECKOTO 00CITYKUBAHHUSI
AJIEKTPOHHO-BBIYMCIUTEIBHBIX MAIIUH
Y KOMILJICKCOB;

KPUNTOTPaQUUECKUX U MPOrPAMMHO-
anmapaTHBIX CPEJCTB 3AIIUTHI
uHpopmanuu.




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0beM OUCIUILIMHEI COCTABIIAET 4 3aueTHEIE eqnHUEI, 144 yacos,
dopMa MPOMEKYTOUHON aTTECTAIIUHU: 3a4eT

4.1. Conep:xkanue TUCHHUILTHHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHEM BH/I0B y4eOHBIX 3aHATHII U OTBEIEHHOI0 HA HUX
KOJIMYEeCTBA aKaJeMHYeCKHX 4acoB

« Buabi yuedHoii padoThl,
i BKJIIOYASl CAMOCTOSITEJIbLHYIO padoTy
E 00y4JaIoIUXCS, MPAKTHYECKYI0 MOATOTOBKY H
% TPYAOEMKOCTh
@ =5 (B yacax)
2 S 3 ; ®
= OpMAa TEeKYIIero
Ne 2 S| % 2| Kowrakrnas padoTa mpenogaBaTeJisi ¢ 2 P ym
Pazgen qnucuunjimHbl/ Tema S ol 28 = KOHTPOJIA
n/H 5 = S o= o0yuyaroumumMucs 2
O | E 2 5 ycneBaeMoCTH
[a] ) - S
g ° Cemunap/ =
= IpakTHyeck 5 =
e KoncyabTaumu S
E Jlexkuusa oe, ;1 §
g JadopaTopH @}
oe 3aHaATHE/
1 2 3 4 5 6 7 8 9 10
1 TecToBBIN KOHTPOIb
Tewma 1. 7 9 4 4 14 P
10 TeMe
2 TecToBBIN KOHTPOIb
Tema 2. 7 16 4 4 14 P
10 TeMe
3 TecToBBII KOHTPOITH
Tema 3. 7 16 4 4 14 P
10 TeMeE
4 TecToBBII KOHTPOITH
Tema 4. 7 17 4 4 1 14 P
10 TeMeE
5 Tewma 5. 7 16 4 4 13 TecToBBII KOHTPOJTh




10 TCMC

6 TecToBBIl KOHTPOIb
Tema 6 7 20 6 6 12 P
10 TeMe
4.2. Tl1aH BHeayIMTOPHOH CaMOCTOATEIbHOM PadoThl 00YYAIOLIUXCS MO THCHHUIIIHHE
CamMocTosTeapHas padoTa 00yJaronuXCcs Y4eOHo-
METOUYECKOe
Cemect| Hazpanue pa3zzena, OneHouyHoe A
. Cpoxku oOecrieueHue
p TEMBI Bun camocrositensHO# paboThI TpynoemkocTs (dac.) CPEICTBO
BBITIOJTHEHUS CaMOCTOSITETTLHO
1 paboThI
[ToaroroBka Kk KOHTPOJIBHOM paboTe Kontponbnas VY4eOHbIii calfT
7 |Tema 1-3 Nel 1-5 nepens 14 pabora Nel
KonTponbHas padora Nel. 6 Henens Kontponbhas Y4eOHbIii calfT
7 Tema 1-3 14
pabota Nel
7 Ir 1.3 ITonBeneHne UTOTOB 1O KOHTPOJIBHOW |7 Heaemns KoHnTponbHas VYueOHblil calliT
ema L- pa6ote Nel. PaGoTa Hax ommOKaMH 1o 14 pa6ota Nel
KOHTPOJIbHOM paboTe Nel.
7 Tema 4-6 [ToaroroBka k KOHTpoNbHOM pabote  |8-11 Henens 14 Kontponbnas VYueOHBbIH caiT
Ne2 pabota Ne2
KonTponpHas padora No2. 12 nenens Kontponbnas Y4eOHbIit calfT
7 Tema 4-6 13
pabota Ne2
7 46 [TonBenenue UTOroB 1o KOHTposIbHOU |13 Henens KoHnTponsHas VYueOHblil callT
Tema 4- pa6ote Ne2. PaGora Haj omubKaMH 1o 12 pa6ota Ne2
KOHTPOJIbHOM paboTe Ne2.
OO6muii 00beM CaMOCTOATEIHHOM PAabOTHI O TUCIHILTHHE (4ac) 81




4.3. Conep:xkanue yueOHOro Mmarepuajia

Paszoen I (Tema 1). OGECIHIEYEHHE BE3OITACHOCTH MEKCETEBOI'O
B3AUMO/IEHCTBHAL.

OCHOBBI CETEBOT0 M MEXKCETEBOro B3auMojieiicteus. MHpopmannonHas 6e301acHOCTb.
[Tonutuka 6e3omacHocT. CeTeBast MOJMTHKA 0€30MaCHOCTH. YIIpaBlieHHE PUCKAMHU.
MexaHu3Mbl U CITyKObI 3aLIUTHI.

PA3JIEJI 2 (Tema 2). BPE/JOHOCHBIE ITPOT'PAMMABI.

Komnerorepusie Bupychol. daitnnoBsie BUpyCchl. MakpoBHpYCHI. 3arpy304Hble BUPYChl. MeTobl
3aIIUTHI BUPYCOB OT 0OHapyxkeHus. TpostHckue konu. CereBbie uepBu. [loTaitHbIe XOIbI.
PyTkuThl. PyTKUTHI YypOBHS MOJIB30BaTeNs. PyTKUTH ypoBHS siipa. BpenoHocHbie mporpaMMel
JUTSE MOOMITBHBIX yCcTpocTB. [Ipoure BpenoHoCHbBIE mporpaMmbl. HauMeHOBaHUE BUPYCOB.
3amuTa OT BpeIOHOCHOTO mporpammHoro obecredenus. Texnomnorus Black u Whitelisting.

PA3JIEJL 3 (Tema 3). YJA/IEHHBIE CETEBBIE ATAKH.

CereBble ataku. Tpu OCHOBHBIX THIIa aTak. [Ipumepsr HeKoTOpbIX artak. Knaccupukanuu
yaaneHHbIx atak. Crucku kateropuii. Matpuunsie cxeMmsl. [Ipouecchl. Knaccudukanus
XoBapaa. OnieHMBaHNE CTENIEHU CEPbE3HOCTH aTaK. .

PA3JIEJI 4 (Tema 4). TEXHOJIOTHHU MEKCETEBbBIX 9KPAHOB.

TexXHOI0rnH MOCTPOCHUSI MEKCETEBBIX KpaHOB. DUiIbTpanys NakeToB. MeKceTeBble IKpaHbl
YPOBHSI COEIMHEHHUsI. MeKceTeBbIe DKpaHbl IPUKIIATHOTO YPOBHs. MeKceTeBbIe DKPaHBbI C
JUHAMUYECKOH GuibTpalyel nakeToB. MexcereBble S3KpaHbl HHCIEKIIMUA COCTOSHUH.
MesxkcereBble 3KpaHbl YpoBHA siapa. [lepconanbHble MeKCETEBbIE DKpaHbl. PaciipeneneHHbie
MexceTeBble dKpaHbl. O0X01 MeXCeTeBbIX IKpaHOB. TpeOoBaHUs U MOKa3aTeNn 3aIIUILIEHHOCTH
MEXKCETEBBIX JKPAHOB. TE€CTUPOBAHNE MEKCETEBBIX JKPAHOB.

Paszoen 5 (Tema 5). CHCTEMbI OFHAPYKEHHA ATAK H BTOP.KEHHH.

Mogenu cuctem oOHapyx)eHus BropsxkeHuit. Mogaens . leanunr. Moaens CIDF.
Knaccugukarus cucrem oOHapysxeHust BTopkeHuid. OO6HapyxeHue curiaryp. OOHapysxeHue
anomanuii. Metoaer Data Mining. MeTo bl TEXHOJIOTHH MOOUIIBHBIX areHTOB. MeTO b
IIOCTPOECHUS NMMYHHBIX cucTeM. [I[puMenenne reneTnueckux anroputmos. [Ipumenenue
HENpOHHBIX ceTell. MeToabl 00xo0a cucteM oOHapyXEeHHs BTOp>)KeHUIH. MeTobl 06xoa
XOCTOBBIX CHCTEM O0OHapy»XeHUs BTOp:KeHUH. BeromorarenbHble cpeficTBa 0OHApy KEHUS.
TectupoBanue cucteM oOHapyKeHHs BTOp:keHUH. TecTupoBaHNe KOMMEPUECKUX CHCTEM.
TecTupoBaHMe HCCIEN0BATENBCKUX IPOTOTUNIOB.  CHUCTEMBI IPEAYTIPEKIECHUS BTOPKEHHI.

Pa3zoen 6 (Tema 6). BUPTYA/IBHBIE YACTHBIE CETH.

Tynnenmuposanue. [Iporokonslr VPN kananeHOro yposHs. . [Ipotokoin IPSec. Acconmanus
oOecnieuenus 6e3onacHocTH. [IpoTokosn oOMeHa nHTepHeT-KiItouaMu. [IpoTokon
ayTeHTU(UKaMu 3aroyioBka. [IpoTokon 6e30macHoi HHKANCYISIIMKA COAEP)KUMOr0O TaKeTa.
OcHoBHBIE THIIBI 3alIUIIEHHBIX cBsizel. [IpoTokonsl VPN TpancnoptHoro yposas. Ludpossie
ceprudukatsl. [Ipumepst oTeuecTBeHHOTO TTocTpoeHust VPN.



4.3.1. IlepeyeHb CEMHMHAPCKHUX, MPAKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

Ne Ne HanmenoBanue TpyroeMkocTh Ounenounslie | Popmupyembie
n/ | pasnena CeMUHAPOB, (uac.) cpeacrsa KOMIIeTEeHII U
n U TeMbl | NIPAKTHYECKHUX H
J1a00paTOPHBIX
padoT
Bcero N3 nux
4YacoB | MpaKTH4YecKas
MOATr0TOBKA
1 2 3 4 &) 6 7
1. | Pazgen 1 | JlaGoparopHas 4 TecToBbIii OIIK-4.3
Nel KOHTPOJIb T10
TemMe
2. | Pazmen 2 | JlaGoparopHas 4 TecroBblit OIIK-4.3
No2 KOHTPOJIb 10
TeEMe
3. | Paznen 3 | JlaGopatopHas 4 TecToBslii OIIK-4.3
Ne3 KOHTPOJIb 110
Teme
4. | Paznen4 | JlabGoparopnas 4 TecToBbIit OIIK-4.3
No4 KOHTPOJIb 10
TeMe
5. | Pazgen 5 | JlaGoparopHas 4 TecToBbIit OIIK-4.3
Ne5 KOHTPOJIb 10
TeMe
6. | Paznen 6 | JlaGoparopHas 6 TecToBbIl OIIK-4.3
Ne6 KOHTPOJIb 110
TeMe
4.3.2. IlepeuyeHb TeM (BONMPOCOB), BLIHOCUMBIX HA CAMOCTOATEIbHOE H3yYeHHne
CTYICHTAMH B PaMKaXx camMocTosiTe1bHOM padoTsl (CPC
Ne Tema 3aganue dopmupyemast NIK
n/n KOMIIETEeHIIUsl
1 Tema 1 KonTponbHas OIIK-4.3 OIIK-4.3.1
pabota Nel.
2 Tema 2 KonTponbHas OIIK-4.3 OIIK-4.3.2
pabota Nel.
3 Tema 3 KonTponbHas OIIK-4.3 OIIK-4.3.3
pabota Nel.




4 Tema 4 KonTponbHas OIIK-4.3 OIIK-4.3.2
pabota Ne2.

5 Tema 5 Kontponbnas OIIK-4.3 OIIK-4.3.3
pabota Ne2.

6 Tema 6 KonTponbHas OIIK-4.3 OIIK-4.3.3
pabota Ne2.

4.4. MeToauyeckne yKa3aHHsl 110 OPraHU3alMHd CAMOCTOATEIbHON padoThl CTY/IEeHTOB
Texymas camocrositenbHas padora mo aucruiumae «lIporpamMmmHo-anmapaTHbeie CpeicTBa
3auUThl UHQOPMAaLUKY», HalpaBieHHAs Ha YIUIyOJieHHWE M 3aKpeIUleHHe 3HaHWM CTyAeHTa, Ha
pa3BUTHE MPAKTHYECKUX YMEHUH, BKIIOYAET B CeOsI CIIEAYIONINE BUIBI padoT:

paboTa C IEKIIMOHHBIM MaTepHaIOM;
IIOATOTOBKA K MPAKTUYECKUM 3aHATHUAM;
BBIITOJIHCHUE UHIUBUAYAJIbHBIX IPOEKTOB;
[IOJIFOTOBKA K KOHTPOJIbHBIM paboTaM;
IIOATOTOBKA K 3a4ETy U DK3aMEHY.

TBopueckass NpoOIEMHO-OPUEHTUPOBAHHAS CAMOCTOSITENIbHAsE paboTa MO AMCLUILIMHE
«IIporpammHoO-anmnapaTHble CpEACTBA 3allUThl HWH(OpMalLMKU», HANpaBICHHas Ha pa3BUTHE
MHTEJUIEKTYyalIbHBIX YMEHUH, O0IIEKYIbTYPHBIX U MPO(PECCHOHANBHBIX KOMIIETCHLIUH, pa3BUTHE
TBOPYECKOTO MBIIUICHHS Y CTYIACHTOB, BKJIIOUAET B c€0sl CIICAYIONIME BUBI Pa0OT 10 OCHOBHBIM
npobiaemaM Kypca:

® [IOWCK, aHAJIU3, CTPYKTYpUPOBaHHE UHPOPMALINY;
®  BBINOJHEHHUE IPaPUIECKUX paboT, 00pabOTKa U aHATU3 JaHHBIX;
e yyacTHe B KOH(EPECHIIUAX, OJUMITHAaX U KOHKypCax.
OreHka pe3ysIbTaTOB CaMOCTOATENBHON pabOThl OpraHnu3yeTcs KaK €IHHCTBO JABYX (GopM:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI MPETOAaBATENS.

CaMOKOHTPOJ'II) 3aBUCUT OT ONPCACICHHBIX KadyCCTB JMYHOCTHU, OTBCTCTBCHHOCTH 3a
pe3yJabTaThl CBOEro oOyuYeHHsl, 3aMHTEPECOBAHHOCTU B TOJIOXKHUTEIbHOM OLIEHKE CBOErO TpyAa,
MAaTCpHAIIBHBIX W MOpPAJIbHBIX CTHUMYJIOB, OT TOTO HACKOJIBKO O6y‘-IaCMI)II71 MOTUBHPOBAH B
JOCTM)KEHUHM HAWIY4YIIMX Pe3yJbTaToB. 3ajaya MpernojaBareisi COCTOMT B TOM, YTOObI cO31aTh
YCIIOBUSL JJIsi BBIMOJHEHHUS] CaMOCTOSITENbHONU pPalboThl (yueOHO-METOAMYECKOe OOecreueHue),
NPaBUIBHO HCIIOJIB30BaTh Pa3IMyYHble CTUMYJIbI JUIS pealu3aluu 3Tod paboThl (pedTHHroBas
CI/ICTeMa), MHOBBIIATH €€ 3HAYUMOCTb, U TPaAMOTHO OCYIICCTBJIATH KOHTPOJIb CaMOCTOSITEIIbHOMN
NeSITebHOCTH CTYIeHTa ((POH/T OLIEHOUHBIX CPEJICTB).

4.5. IlpumepHasi TeMaTHKA KYPCOBBIX padoT (IIPOEKTOB)
KypcoBbie paboThl (IpOEKTHI) yUeOHBIM IIIAHOM HE NMPEAYCMOTPEHBI.

5. YYEBHO-METOJMYECKOE 1 HH®OPMALMOHHOE OBECIIEYEHUE
JTUCIATITAHBI

a) OCHOBHasI JIUTEPATypPa

1. Mapmaxkos, [I. B. [IporpammHo-anmnapaTHbeie cpeAcTBa 3allUThl HHpOpMau : yueOHOe
nocobue / 1. B. Mapmakos, /[. B. ®arxu. — PoctoB-Ha-ony : Honckoit I'TY, 2021.
— 228 ¢. — ISBN 978-5-7890-1878-1. — TekcT : aneKkTpoHHbIH // JIaHb : 3J€KTPOHHO-
oubmmoteynas cuctema. — URL: https://e.lanbook.com/book/237770 (mata oOpareHus:
01.05.2023). — PexxuM poctyna: Jyist aBTOPH3. MOJIb30BATEIICH.

2. TlporpammHO-amnmapaTHbIe CpEICTBA 3allUThl HHPOPMAIUH : y4eOHO-METOIUYECKOe
nocobue / C. U. llItependepr, A. M. I'ensdann, JI. B. Peokakos, P. A. ®atxyTnuHoB. —
Cankr-IlerepOypr : CIIGI'YT um. M.A. bonu-bpyeBuua, 2017. — 98 c. — Tekcr :
ANEeKTPOHHBIN //  Jlanb  :  2JeKTpOHHO-OMOMMoTeunass  cucrema. —  URL:




https://e.lanbook.com/book/180093 (mara ob6pamenus: 01.05.2023). — Pexxum moctyma:
JIJIs aBTOPU3. TTOJIH30BATENECH.

3. 3. ®omun, JI. B. MHudbopmanuonnas O0e30mMacHOCThp W 3amuTa WH(DOpPMAIIHUU:
CHCIMATM3UPOBAHHBIC ATTECTOBaHHBIE NPOTPaMMHBIE W  TPOTrPAMMHO-aIapaTHbIE
cpenctra : metoauueckue ykazanus / J[. B. ®omun. — bnarosemienck : AmI'Y, 2017.
— 240 c. — TekcT : 27eKTpOHHBIN // JIaHb : 3IEKTPOHHO-OMOIMOTEYHAS CHCTeMa. —
URL: https://e.lanbook.com/book/156494 (mara oOpamenus: 01.05.2023). — Pexum
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0) 0a3b1 JaHHBIX, UHGOPMALMOHHO-CIIPABOYHbIE U MOUCKOBbIE CHCTEMbI
1. VYwuebnsrii caiit Jlabopatopuu T3U dusnyeckoro pakynprera UT'Y -
https://sites.google.com/view/Itzi/, — Pexxum gocTymna: cBOOOIHBIA.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJINHbBI
6.1. YueOHo-1a00paTopHOE 000pyA0BaHNE:

KommerorepHas mabopatopuss 3236 (16 cepBepoB) W JICKIIMOHHAS ayauTopus 225,
OCHAIIICHHBIC MYJIbTHMEAMMHBIMA CPEICTBAMH, OSJICKTPOHHOH 0a30ii 3HaHMH, CHCTEMOMN
TECTUPOBAHUS, BBIXOJOM B IIIOOAIBHYIO ceThb MHTepHeT. TeXHHUYeCKHe XapaKTePUCTUKU
CepBEPOB  O0ECIECYHMBAIOT BO3MOXKHOCTh  MOJICIUPOBAHHMS  HEOOXOJIUMOIO  aImapaTHOro
obecrieueHHss JJiE pabOTBl C COBPEMEHHBIMH KOMIBIOTEPHBIMU CHCTEMaMHU XPAaHCHUS U
00paboTku nHpopmMaIuy.

6.2. [IporpammMHoe obecrieueHHe

Cuctema TecTUpPOBaHMS M aHaJlW3a IPOTrpaMMHO-alIapaTHON MIaTGOpMbI 3allUThI
uH(pOopMaLUH.

6.3. TexHu4yeckue U YJIEKTPOHHBIE CPEICTBA:

B xone yueOHOro npoiiecca UCIONb3YIOTCSI TEXHUUECKUE CPEACTBa OOYUEHHSI U KOHTPOJIS
3HaHUH CTYAEGHTOB (Tpe3eHTAalUH, KOHTPOJUPYIOUIMX MpOrpamMM, JIEMOHCTPAIlMOHHBIX
YCTAaHOBOK),  HCIIOJIb30BAHME  KOTOPBIX  NPEIYCMOTPEHO  METOAMYECKON  KOHIeNIuen
IperoIaBaHusl.

7. OBPA30OBATEJIBHBIE TEXHOJIOI'NUHN

JUist 1OCTHXKEeHMs TUITAHUPYEMBIX Pe3ysibTaToB 0OydeHus, B aucuuiivHe «lIporpammHo-
anmnaparHble CpeICTBa 3alUThl MHPOpPMAIMK» HCIOIb3YIOTCS pa3iMuHble 00pa3oBaTeiIbHbIE
TEXHOJIOTHH:

NudopmannoHHo-pa3BuBalONIde TEXHOJOTMM, HaNpaBiIeHHbIE Ha (HOpMUPOBaAHHUE
CUCTEMBI 3HaHUH, 3aTIOMUHAHNE U CBOOOIHOE ONIEPUPOBAHKIE UMHU.

HCHOJ’ILByCTCH J'ICKI_II/IOHHO-CGMI/IHapCKI/Iﬁ MCTOH, CaMOCTOATCIbHOC NU3YUCHUC JIMTCPATYPHI,
IMPUMCHCHUEC HOBBIX I/IH(l)OpMaI_H/IOHHBIX TEXHOJIOTHit I CaMOCTOATCIIBHOT'O ITOIMOJTHCHUSA
3HaHPII>i, BKJIFOYas1 UCIIOJIb30BAHNEC TCXHUYCCKUX U JJICKTPOHHBIX CPCIACTB I/IH(I)OpMaI_[I/II/I.

JesATeIbHOCTHbIE NPAKTHKO-OPHEHTUPOBAHHbIC TEXHOJIOIMU, HAIPABICHHbIE Ha
dbopMupoBaHUe CHUCTEMbl NPO(ECCHOHATBHBIX NPAKTUYECKUX YMEHUH MpU HPOBEICHUU
HKCIEPUMEHTAIBHBIX UCCIIEI0BAaHUH, 00eCTIeUNBAIONINX BO3MOKHOCTh KQUE€CTBEHHO BBINOJIHATh
pohecCHOHANBHYIO 1E€ATEIbHOCTb.


https://sites.google.com/view/ltzi/%D0%BA%D1%83%D1%80%D1%81%D1%8B-%D0%B8-%D0%B4%D0%B8%D1%81%D1%86%D0%B8%D0%BF%D0%BB%D0%B8%D0%BD%D1%8B/%D0%B1%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B2%D1%80%D0%B8%D0%B0%D1%82/%D0%B8%D0%BD%D0%B6%D0%B5%D0%BD%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B8-%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%BA%D0%B0

Hcnonp3yercs aHan3, CpaBHEHUE METOJIOB IPOBEJICHHS UCCIIE0BaHUM, BBIOOP METO/a, B
3aBHCUMOCTH OT OOBEKTa HCCIICOBAHUS B KOHKPETHOH NPOM3BOJICTBEHHOM CHTyallud U €ro
IIPAKTUYECKAs] peaIn3aLysl.

Pa3BuBawmue mnpod;ieMHO-OPHEHTHPOBAHHbIE TEXHOJIOTHHM, HAIMPaBJICHHBIE Ha
dopMupoBaHHE W pa3BUTHE TNPOOJEMHOTO MBINUICHHS, MBICIUTEILHOW aKTHBHOCTH,
CIIOCOOHOCTH BHJETh U (HOPMYIHPOBATH MPOOJIEMBI, BBIOMPATH CIIOCOOBI M CPEICTBA JI HX
pemenus. Mcnonp3yroTcs BHIBI MPOOJIEMHOrO OOYYCHHS: OCBEIIECHHE OCHOBHBIX TMpoOiIeM
uH(GOPMAIIMOHHON 0€30MaCHOCTH, Y4eOHbIE TUCKYCCUU, KOJUICKTUBHAS JIEATEIILHOCTh B TPYyTIIax
IIPY BBITIOJTHEHUH JIA0OPATOPHBIX padoT, pelIeHue 3aja4 MOBBIMICHHON ClIoKHOCTH. [Ipu 3TOM
UCTIONIB3YIOTCS TIEPBBIE TPU YPOBHSA (M3 YETBHIPEX) CIOKHOCTH U CaMOCTOSTEIbHOCTH:
npoOJeMHOE M3JIOKEHHE YYeOHOro Marepuala IperoiaBaTesieM; CO3JIaHUe IPerojaBaTesieM
npoOJIEeMHBIX CUTyanuid, a oOy4aeMble BMECTE C HHUM BKIIOYAIOTCS B HX pa3pelicHUE;
npernoiaBaTesib CO3/aeT MPOOJIEMHYI0 CHUTYallMio, a paspemaroT e€ oOydaeMble B XOJe
CaMOCTOSATEIILHOU JEATEIbHOCTH.

.JII/I‘{HOCTHO-OpI/Ie}[TI/IpOBaHHLIe TEXHOJIOI'HH 06yqe}mﬂ, O6CCHC‘II/IBaIOHII/IC B XO0A€
yqe6Hor0 nponecca ydeT pas3jimvHbIX cIocoOHoOCTEH O6y‘laeMbIX, CO31aHHuC H606XOI[I/IMI>IX
yCJIOBI/II\/JI AJI pa3sBUTHUA UX WHAUBUAYAJIbHBIX CHOCO6HOCTCI>1, Pa3BUTHC AKTUBHOCTHU JIMYHOCTH B
y‘le6HOM mpouecce. .HI/I‘IHOCTHO'OpI/IeHTI/IpOBaHHHe TCXHOJIOI'MHN 06y‘IeHI/I$[ PCAIN3YOTCA B
PE3YJIbTATC MHAUBHUAYAJIBHOT'O O6HIGHI/I$I npenoaaBaTeyid U CTyJACHTa IPH 3alUTC na60paT0pHI,1x
pa60T, IIPpU BbIIIOJIHCHHUU AOMAIIHUX WHAWUBUAYAJbHBIX SaHaHHﬁ, PCUICHUU 3aJla4 MOBBIIICHHOM
CJIOKHOCTH, Ha CKCHCACIbHBIX KOHCYJIbTAallUAX.

8. OINEHOYHBIE MATEPHAJIBI U151 TEKYHIEI'O KOHTPOJISA U
MMPOMEXYTOYHOM ATTECTAIIUA

8.1. OueHo4HbIE CPECTBA /ISl BXOJTHOT0 KOHTPOJIS

BxoaHol KOHTpoJb (25 BapuaHTOB, 7-i ceMecTp), npeicTaBiseT coboi nepeuenb u3 10-15
BONPOCOB W 3aJaHvil. BXOIHOW KOHTPOJb NPOBOAMTCS B NHUCBMEHHOM BHJIE Ha IEPBOM
NPaKTUYECKOM 3aHATHUHU B TedeHue 15 MunyT. [IpoBepsiercs ypoBeHb BXOAHBIX 3HAHHM.

8.2. OueHoYHbIE CpeICcTBA TEKYIIero KOHTPOJS

Bompockl k mpakthueckuM 3aHATHAM. [lpenctaBisitoT co0oil mepedyeHb BOIPOCOB,
NPOBEPSIOLINX 3HAHUE TEOPETHUYECKOro JIeKIIMOHHOIO MaTepuajla M TeM, BbIHECEHHBIX Ha
CaMOCTOSITENIbHYIO IPOPAOOTKY.

8.3. OueHoYHbIE CPeICTBA 1151 IPOMEKYTOYHOI aTTeCTAIIMH

(B dopme 3aueta).
Tecrobie paboTsl. [IpoBepsieTcst CTETIEHb YCBOSHHS TEOPETHUECKUX M TIPAKTUYECKUX 3HAHUIA,
IPHOOPETCHHBIX YMEHHIA Ha PEPOyKTUBHOM U MPOYKTHBHOM YPOBHE.

JeMOHCTPALIMOHHBIN BAPHUAHT TECTOBOM PadoThI

Pabora c iptables

[Tonnepkka makeTHoro (UIbTpa B AIpe U caM MakeT iptables MpUCYTCTBYIOT B ONEpallMOHHON
CUCTeMeE 110 yMoJ4aHuto. [[03TOMy HUKaKHUX TOMOJHUTENbHBIX HACTPOEK He TpedyeTcs.

[TpoBepka Hanmuus naketa iptables:

[root@SUPERCOMP ~]# apt-cache search iptables | grep iptables



[TpoBepka, uto iptables 3amyckaeTcsi Mpu CTapTE CHCTEMBI:

[root@SUPERCOMP ~]# systemctl status iptables.service

BriBoj crircka Tekymux mpasui iptables:
[root@SUPERCOMP ~]# iptables -L -v
3aganue

1. Hamummre ckpunrt s iptables. B arom Habope mpasui iptables pa3pemuTs Bce UCXOSIIHNE
COCIMHEHUS ¥ CTPOT0 OTpaHUuuTh BXoasmue. JJloctyn Oyner Bo3moskeH o mopram TCP: 21,
22, 25, 53, 80, 143, 443, no nopram UDP: 20, 21, 53, Takxe mporryckaem MakeThl JUJIs yKe
YCTaHOBJICHHBIX COCMHEHUU.

#1/bin/bash

IPT="/sbin/iptables”

# Ouuwaem npasuna u yoansem yenoyxu.

SIPT -F

SIPT -X

# Ilo ymonuanuro oocmyn 3anpewjeH.

$IPT -P INPUT DROP

$IPT -P FORWARD DROP

$IPT -P OUTPUT DROP

# Cnucox paszpewenuvix TCP u UDP nopmos.

TCP _PORTS="21,22,25,53,80,143,443”

UDP_PORTS="53,21,20"

# Paspewaem nakemul 015 unmepcetica o6pammuot nem.u.

$IPT -A INPUT -i lo -j ACCEPT

$IPT -A OUTPUT -0 lo -j ACCEPT

# Paspewaem nakemsl 0151 YCMAHOBIEHHBIX COCOUHEHULI.

$IPT -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
# Paspewaem ucxoosuue coeOUHeHUs.

$IPT -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
# Paspewaem oocmyn Kk nopmam, onucanuwvim 8 nepemenovlx TCP_PORTS
#u UDP_PORTS.

SIPT -A INPUT -p tcp -m multiport --dport $TCP_PORTS -j ACCEPT
$IPT -A INPUT -p udp -m multiport --dport SUDP_PORTS -j ACCEPT
# Paspewaem ucxooswuii ping.

$IPT -A INPUT -p icmp -m icmp --icmp-type echo-reply -j ACCEPT



Caenaiite CKpUNT UCTIOJTHSAEMBIM.
3. 3amycrture ero.

4. BpIBenuTe CIIUCOK TEKYIIUX MpaBwII iptables.

Pa3paborumk:

/ < 7’ 2, ’/j
JOLICHT 10.H.Ilepensen
(moamuck) (3aHMMaeMast I0JKHOCTB ) (vHUIIMAITBL, (HaMIITHS)

[Iporpamma cocraBieHa B coorBercTBuM ¢ TpeboBanusamMu DPI'OC BO u yuurtbiBaer
pekomenganuu I[IOOIl mo wHampaenennro wu npodwro 10.03.01 HudopmanuonHan
0e30I1aCHOCTD.

[Tporpamma paccMoTpeHa Ha 3aceiaHuu Kapeapbl paauopU3UKU U PaIu0dICKTPOHUKA
«30» aBrycra 2021 r. IIpoTokomn Ne 1

N.0. 3aB. xadeapoit Konecnuk C.H.

Hacmoswas npoepamma, He modxcem Oblmb 60CNpoOU38e0eHa Hu 8 Kaxkoll hopme 6e3
npeosapumenbHo20 NUCbMEHHO20 paspeulenuss Kagheopwvl-paspabomuuxa npocpammoi.
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