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1. IEJHA 1 3AJAYH JUCIUATIITAHBI

OcHOBHBIE TIENM W 3a7a4d, pelIaeMble B XOJE TMPEnoJaBaHUs y4eOHOW IUCIMILTUHBI,
3aKJTI0YAIOTCS B (JOPMUPOBAHUH Y CTYJCHTOB:

e TOHUMAaHHUE OCHOBHBIX pa0OUYUX METOJO0B MOJICTHUPOBAHUS IIPOIECCOB HH(POPMATMOHHOM
0e301acHOCTH;

e TIOHMMaHUS MPEUMYLIECTB M HEJOCTAaTKOB pAa3JIMYHBIX METOJOB MOJEIUPOBAHUS
MPOIIECCOB B MHPOPMAIIMOHHON O€3011aCHOCTH;

e HaBbIKa pPa3pabOTKM JOKYMEHTOB HCXOAs M3 MeToamueckux wmarepuaioB OCTOK
Poccuu m ©Ch Poccnu;

e HaABBIKOB MojenupoBanus ucxoas u3 Mmeroauku MITRE ATT&CK;

e HABHIKOB OIICHKH yrpo3 Oe3omacHOCTH WHGOPMAIMU HCXOIS M3 PErIaMEHTUPYIOIIHNX
nokymenToB @®CTIK Poccum.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

Juctumnaa «MaTtemaTrudeckue MoJienu nH(GOpMalMOHHON Oe30macHoCTH» Oasupyercs Ha
muctumnHax «Muadopmartukay, « Teopus ungopmanum.

3. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUSA JUCHUITIJIMHBI

[lpoumecc ocBOeHHsSI AWMCHMIUIMHBI HampaBieH Ha (OPMUPOBAHWUE KOMIICTCHIMH B
coorBerctBun ¢ @®I'OC BO u OIl BO mno wnanpasienuto mnoxaroroBku 10.03.01
NudpopmanuonHas 6€30MaCHOCTb.

IlepeyeHb MIAHUPYEMBIX Pe3yJbTATOB 00yUeHUsI 10 JUCHUIJIMHE, COOTHECEHHBIX €
HHAUKATOPAMU JOCTHKEHHUS KOMIIECTECHIIMI

Nuaukaropbl Pe3yabTaThl 00y4YeHHs
Komnerenuus .
KOMIIeTeHINil
OIIK-10 Cnoco0eH B KauecTBe | 3HATh:
TeXHUYECKOro e OCHOBHBIE TEXHOJIOTUHU B

ABTOMATU3HPOBAHHBIX CHCTEMAX;
e perJaMeHTHPYIONIYI0 JOKYMEHTAIUIO

CrieraanucTa
MPUHUMATh ydYacTHE B

OCTOK u ®Cb Poccuu o

(opmupoBaHKU MOJICIIMPOBAHHUIO YIPO3 0€30MMacHOCTH
MTOJTUTHKHN H(OpPMALHHL.
nH(MOPMAITMOHHOU VYMeTh:
0€30IacHOCTH, e TPOBOJUTH AHATU3 yTPO3 0€30MaCHOCTH
OpraHHU30BbIBATH " nHpopmanuu, GopManr30BbIBATH
0 /ICP/KUBATE pesyJIpTar.

Bnanets:

BBITIOJTHEHHE KOMILIEKCa
e HaBbIKaMH pa3paboTku Mozenu

0€30MMaCHOCTH I10 Pa3INIHBIM
MH(pOPMALOHHOH METOIMKAM.
0€30IacHOCTH,

Mep TO 00ecCreYeHuIo

YIPaBJIATh  MPOIECCOM
UX  peajqu3alMd  Ha
00BEKTE 3ALLUTHI




4. COAEPKAHUE U CTPYKTYPA JUCIHUIIJIMHBI

OO0beM JIHUCIUILINHBI COCTABIIET 4 3aUeTHBIC ¢AUHHUIIBL, 144 yacos,
dopMa MPOMEKYTOUHON aTTECTAIIUHU: 3a4eT

4.1. Coaep:xkanue TUCHUILIUHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHEeM BHA0B YUeOHbIX 3aHAITUI M OTBEeIEHHOI0 HA HUX
KOJIMYeCTBA aKaJeMHU4YeCKUX YaCOB

Buabi yueOHoii padoTsl,
<
2 BKJII0YASl CAMOCTOAITEIbHYI0 padoTy
E 00y4YaKIIMXCsl, MPAKTUYECKYI0 TOATOTOBKY U
= TPYAOEMKOCTD
(=]
2 E5 (B yacax)
e S| EE
Ne 5 - g 5 ®opMa TeKylero
u /;1 Pazgen aucuunanHbl/TemMa S o § § KonrakTHasi paGoTa npenojaBareJisi ¢ EE KOHTPOJI
-5}
& 3 =z 00yJaoIMMHuCS 2 ycneBaemMocTH
2] ) s S
[ 3N=) =
2 =S
= e s
=
X Cemunap/ g =
= IIpakTnueckoe, =
) Jlekuus Kouncyabranus <
= JagopaTopHoe @)
3aHsaTHEe/
1 2 3 4 5 6 7 8 9 10
! TecToBrIi
Tema 1. 5 15 6 9
KOHTPOJIb 110 TEME
2 TecToBrIi
Tema 2. 5 23 7 4 12
KOHTPOJIb 110 TEME
3 TecToBrIi
Tema 3. 5 23 7 4 12
KOHTPOJIb 110 TEME
4 TecToBuIi
Tema 4. 5 23 7 4 12
KOHTPOJIb 110 TEME
S TecToBBINM
Tewma 5. 5 24 7 4 1 12
KOHTPOJIb I10 TEME




4.2. Ilnan BHeayAUTOPHOH CaMOCTOATEJIbHOI Pad0Thl 00y4AOUIUXCH M0 JUCHHUIINHE

CamocTosTenbHada paboTta obyyatowmxca YyebHo-
MeToAnYecKoe
HaseaHue pasgena, OueHo4Hoe
CemecTtp CpoKm obecneuyeHune
Tembl o cpeacTeBo
Bua camoctoatenbHol paboTbl TpyAaoemkocTb (4ac.) y
BbINOHEH NS CaMOCTOATENIbHOM
paboTbl
MoaroToBKa K KOHTPOAbHOM paboTe Kontponbnas Cnucok
5 Nel 26 adora Nel OMNONIHUTE/IbHOM
Tema 1-3 1-5 nenens p A
nuTepaTypbl
KoHTponbHas paboTta Nel. 6 Hemens 2 KonTponsnas Cnncok
5 Tema 1-3 pabota Nel [LONOTHUTENbHOM
nuTtepaTypbl
MNopBeaeHMe UTOTOB NO KOHTPO/IbHOM |7 Hemens 1 KonTponbshas Cnucok
5 Tema 1-3 paboTte Nol. PaboTa Hapg owmbKkamm pabora Nel [OMOJIHUTEIbHOMN
No KOHTpoNbHOM paboTte Nol. nntepaTypbl
MoaroTtoBKa K KOHTpoOAbHOW pabote  (8-15 Henens 26 KOoHTpoAnbHan Cnucok
5 Tema 4-5 No2 pabota No2 [LONO/IHUTENbHOM
nuTepaTypbl
KoHTponbHasa paboTta Ne2. 16 nenens 2 KonTponbnas Cnucok
5 |Tema4-5 pabora Ne2 NONONHUTENbHOM

nMTepaTypbl




HassaHue pasgena,
CemecTp
TemMbl

CamocTosTenbHada paboTta obyyatowmxca

Cpoku

Bua, camoctosaTenbHol paboTsbl TpyAaoemkocTb (4ac.)

BbINOJ/IHEHWNA

OueHoYHoe
CpeacTso

YyebHo-
MeToaMuyecKoe
obecneyeHune
CaMOCTOATE/IbHOM
paboTbl

OOmuit 00BeM CaMOCTOSITEIBHON PabOTHI MO AUCIUTUIMHE (4Yac)

57




4.3. Conep:xaHue y4eOHOIr0o MaTepuaJa

PA3JIEJI 1 (Tema 1). BBEJEHHE B MOJEJTHPOBAHUE HH®OPMAILIHOHHOH
BE30ITACHOCTH.

KitoueBble moHsATHE B MOJEIMPOBAHMH. MIMUTAMOHHOE MOJAEIMPOBAHUE, Aar€HTHBIM MOJXO/I.
CoObiTuitHOE MozenupoBanue. JuHamuueckoe MonenupoBaHue. Yerkas joruka. Heuerkas
jgoruka. MogenupoBaHue Ha OCHOBE CLEHApUeB. PHUCK-OpPUEHTHUPOBAHHBIM  MOAXOJ.
Heobxomumeie moHATHS MHPOPMAIIMOHHON 0€30MacHOCTH B MOJEIMPOBAHUH yIpo3. OCHOBHBIE
pernamentupytomue 1okyMeHTsl @CTIK Poccun u ®Ch Poccun pernaMeHTUpyroue MOAeIn
B oOnactH 3amuT nHpopmanuu B PO. Mcropudeckas crpaBka.

PA3JIEJI 2 (Tema 2). MOJEJTHPOBAHHE B HH®OPMAITHOHHOH FE30ITACHOCTH.

Mopaenu pa3rpannyeHus aoctyna. MangatHas Mojenb noctyna (Moaens bemna — Jlanmaysern).
HuckpennonHas monens noctymna. PoneBas Moziens goctryna. CMmeniaHHbIE MOJENTU JIOCTYTIA.
Merogukn ®OCTOK Poccun. Meromuka kinaccudpukanmun DOCb  Poccun. Meroauku
knaccudukanuu ®CTIK Poccun.

PA3JEJI 3 (Tema 3). MOAEJIb YI'PO3.

Mopnens yrpos3 ®Cb Poccuu (kpuntorpadus). Mogens onenku yrpoz ®CTIK Poccum.
Hctounuku yrpo3. Meroasl peanuzanuu yrpo3. OObekTsl Bo3aeicTBus. Koprex omucanus
yrpo3sl. I'panuna nHGOPMALIMOHHON CUCTEMBI.

PA3JIEJ 4 (Tema 4). CHEHAPHH YT PO3.

Cuenapun peanuzanuu yrpo3. Taktuku. TexHuku. [IpuMepsl TUMIOBBIX OLIEHOK yTpo3. YTPO3bl
0€30MaCHOCTH IEJIOCTHOCTU. YTPO3bl OE30MaCHOCTH JOCTYITHOCTH. YTPO3bl 0€30MacHOCTH
KOH(UICHIIMATBEHOCTH.

PA3JIEJI 5 (Tema 5). MITRE ATT&CK

Cuenapun peanuszauuu yrpos. Taktuku. Texnuku. Ilponenypbl. OTiauuus OT OLIEHKH YIpo3
OCTOK Poccun. IlporpammHoe obOecnedeHue peanu3anuu yrpo3. HelTpammzarus yrpos
6e3omacHoctT  uH(popmauuu. IlporpamMHoe  obecriedeHne  HEHTpalIM3allUUd  YIPO3.
OpraHu3alMOHHbIE MEPBI HEUTPATU3ALUH YTPO3.



4.3.1. IlepeueHb CEMHHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a0OPaATOPHBIX PadoT

HaumenoBanue
CeMHHAPOB,
Ne
Ne pasiena NPaKTHYECKUX TpynoemkocTs Ouenoynsie | ®opMupyembie
n/n 1 TeMbI ) | (uac.) cpeacrsa KOMIIETEeHIIUH
J1a0OpPaTOPHBIX
padoT
N3 nux
Bcero | npakTuveckasi
YacoB | MOATr0OTOBKA
1 2 3 4 5 6 7
1. | Pazgen 2 | JlabopaTopHas 2 TecToBbIit OIIK-10
Nel KOHTPOJIb 10
TeMe
2. | Pazmen 3 | JlaGopartopHas 2 TecToBbIi OIIK-10
No2 KOHTPOJIb 11O
TeEME
3. | Pasmen 3 | JlaGopaTopHas 2 TecToBbII OIIK-10
Ne3 KOHTPOJIb 10
TeMe
4, | Paznen 4 | JlaGoparopHas 2 TecToBbIit OIIK-10
Ne4 KOHTPOJIb 110
TeMe
5. | Pazmen 5 | JlaGopatopHas 4 TecToBbIit OIIK-10
Ne5 KOHTPOJIb 10
TEME
6. | Pasmen 5 | JlaGopaTopHas 4 TecToBbIi OIIK-10
Ne6 KOHTPOJIb TIO
TeMe
4.3.2. TlepeueHb TeM (BOMPOCOB), BBIHOCHMBIX HA CAMOCTOSITEJIbHOE H3YUEeHHE
CTYA€HTAMM B PAMKaX caMOCTOsTe/IbHOI padoThl (CP)
Ne Tema 3aganue Popmmpyemas NAK
n/n KOMIIeTeHIIUA
CnocoOHOCTh MPUHUMATH YYacCTHE B
(dbopMUPOBAHUN TTOTUTUKH
nH(GOPMaIlMOHHON 06€3011aCHOCTH
1 Tema 1 Kontponbhas OIIK-10 CnocoOHOCTh OpraHU30BBIBATD,

' pabota Nel. MOIJICPKUBAThH U YIPABIISITH
BBITIOJIHEHHEM KOMIUIEKCa Mep 10
obecrieueHn0 NH(HOPMAITMOHHOMH
0e30MacHOCTH

2 Tema 2 Kontponbhas OIIK-10 CnocoOHOCTh MPUHUMATH YYacTHE B

' pabota Nel. (GhopMUPOBAHUHU TOTUTHUKH




UH(POPMALIMOHHON 6€30MaCHOCTH
CrnocoOHOCTh OPraHU30BBIBATD,
HOAJICP)KUBATh U YIPABIATH
BBITIOJTHEHHEM KOMIUIEKCa Mep 0
o0ecrieueHHI0 HH(POPMAITMOHHOMN
0e30MacHOCTH

CrniocoOHOCTh MPUHUMATDH Y4aCTUE B
(GOopMUPOBaHUY MTOTUTUKU
nH(POPMAIMOHHON 06€30MacHOCTH

3 |Tema3 | Konrponbhas OIIK-10 CrocoGHOCTh OPraHU30BbIBAT,
pabora Nel. HOJIEP/KUBATh U YIIPABIISATh
BBINIOJTHEHHEM KOMIUIEKCa Mep 0
obecrieueHnI0 HH(POPMAIIMOHHOMN
0e30MacHOCTH

CrniocoOHOCTh MPUHUMATDH Y4acCTUE B
(OopMHPOBAHUY MTOJIUTHKI
uH(GOpPMaILMOHHOMN 0€3011acCHOCTH
TeMma 4 KonTtponbHas OIIK-10 CnocoOHOCTh OpraHU30BBIBATD,
pabora Ne2. IOJI/IEPKUBATh U YIIPABIIATH
BBINOJIHEHHEM KOMILJIEKCa Mep 110
o0ecrne4eHno UH(POPMaIIMOHHOM
0e301acHOCTH

CriocoOHOCTh MPUHUMATDH Y4acTUE B
(OpMHPOBAHUY TTOJIUTHKI
uH(GOpPMaILlMOHHOM 0€3011acCHOCTH
Tema 5 Kontponbhas OIIK-10 CnocoOHOCTh OpraHU30BBIBATD,
pabora Ne2. MOJ/IEPKUBATH U YIIPABJIATH
BBITNIOJTHEHUEM KOMILJIEKCA MEP IO
oOecrneyeHno HHPOPMaIIMOHHOM
0e3011acHOCTH

4.4. MeTogu4ecKue yKa3aHusl 110 OPraHNu3aluu CAMOCTOATEIbLHOMH PadoThI CTY/ICHTOB
Texymas camocrositenbHas pabora nmo guciumiinHe «besomacHocTh MH(DOPMALIMOHHBIX
TEXHOJIOTHIl», HalpaBlieHHass Ha yriyOJieHHe M 3aKpeIuieHHe 3HaHWN CTYIEeHTa, Ha pa3BUTHE
MPAKTUYECKUX YMEHUH, BKIIIOYAET B ce0s clieyroniue Buabl padoT:

o pa60Ta C JICKHMOHHBIM MaTCpUAJIOM;
¢ TIOATOTOBKA K IMPAKTHYCCKUM 3aHATHUAM,
¢ JIOATOTOBKA K 3a4€Ty U DK3aMCHY.

OrneHka pe3yJbTaToOB CaMOCTOSITENIbHOM paboThl OpraHU3yeTcsl Kak €IMHCTBO JIBYX (opm:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI MPEIO1aBaTENs.

Kaxnmass nmaGoparopHas paboTa TO HTOTY €€ BBIIOJHECHHs 3alluiiaercs. B 3ammry
nabopatopHoil pabOTHl BXOAAT CBOOOJHO O(QOPMIICHHBIM OTYET TO TPOBEACHHIO PabOTHI C
3a(h)UKCUPOBAaHHBIMH KJTFOUEBHIMA MOMEHTAMH H Pe3yJbTaTaMu pabOThl U BepOabHOE OMUCAHUE
Xxoaga pa6OTI)I, JIOTUKH IIOHCKaA pCIHCHI/Iﬁ 1 UX BBIITOJIHCHHUC.

4.5. IIlpumMepHas TeMATHKA KyPCOBBIX padoT (MPOEeKTOB)
Kypcosble paboTh! (ITpOEKThI) Y4EOHBIM IJIAHOM HE MPETYCMOTPEHBI.




5. YYEBHO-METOJINYECKOE U HTH®OPMAIIMOHHOE OBECITEYEHUE
T CIATITAHBI

a) OCHOBHAS JIUTepaTypa
1. ®enepanbHbiii 3akoH oT 27 urons 2006 Nel149-
@3 «O6 unpopmanyu, THPOPMATUOHHBIX TEXHOJIOTUAX U O 3alIUTE HHPOPMALIUNY;

2. ®enepanbHbiii 3ak0H 0T 27.07.2006 N 152-®3 "O nepcoHanbHBIX JaHHBIX";
3. Ipukaz @OCTIK Poccum ot 11 despans 2013 Nel7 «OO yTBepkaeHUU

TpeOoBaHUH O 3amuTe WHPOPMALUU , HE COCTABIIOUICH TOCYJapCTBEHHYIO TaiiHY,
coJiepxalieiicst B rocyJapCTBEHHbIX HH(POPMALIMOHHBIX CHCTEMAX;

4. Tlpukaz ®CTOK Poccum or 29 ampens 2021 Ne77, «OO0 yTBepKIECHUU TMOPSIKA
OpraHu3ali W TpoBeAeHHs] paboT Mo arrecTanuu OOBEKTOB HH(OpMaTH3alMKM Ha
COOTBETCTBUE TpeOOBaHUSAM O 3amUTe WH(GOPMALUKA OTPAHUYEHHOTO MAOCTYMa, He
COCTaBJISOLIEH TOCYJapCTBEHHYIO TallHy»;

5. Ipuxaz ®CTIK Poccun ot 18 despans 2013 r. Ne 21 «OO6 yTBepxaeHUN cocTaBa U
COJICpKaHUs OPTaHW3ALMOHHBIX M TEXHUUYECKHX MEpP MO O0ecredeHuio 0e30MMacHOCTH
NEpCOHANbHBIX JAaHHBIX MNP HX 00paboTke B HH(GOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JaHHBIX);

6. Meronuuyeckuit AOKyMeHT «MeToIuKa OIEHKH Yrpo3 Oe30MacHOCTH HH(POpMAIII)
(yTB. ®enepalibHOM CITy:K00M MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIIIO 5 (heBpaiis
2021 r.);

7. Tlpuxa3z ®Cb PO Ne66 «O6 yrBepxkaenun llonoxenus o pa3zpaboTke, MPOU3BOJICTBE,
peanu3anyy 1 SKCIUTyaTaluu MUPPOBaIbHBIX (KpUNTOrpaUYecKuX) CPeACTB 3alIUThI
urpopmanum», ot 9 despans 2005 (ITK3-2005).

0) 1OMOJIHUTE/IbHASA JIUTepaTypa

1. PykoBojcTBO 1Mo 3KciutyaTanuu Metasloit - https://docs.metasploit.com/.

2. PykoBozctBo o skciutyaraiuu Metasloitable 2
https://docs.rapid7.com/metasploit/metasploitable-2

3. PykoBozctBo no skciutyaranuu Metasloitable 3 -
https://github.com/rapid7/metasploitable3

r) 0a3bl JAHHBIX, HHPOPMAIMOHHO-CIIPABOYHBIE U MONCKOBbIE CHCTEMBI
Otkpeituit mpoekt (OWASP) mo Web yrposawm - https://owasp.org/;
bank manaex yrpo3 ®CTOK Poccun (yrpossr) - https://bdu.fstec.ru/threat;
bank nannbix yrpoz ®CTOK Poccun (ys3Bumoctn) - https://bdu.fstec.ru/vul.
Ortkporthiii mpoekt MITRE ATT&CK  https://attack.mitre.org/resources/getting-started/
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6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCIHUIIJIMHBbI
6.1. YueOHO-1200paTOpHOE 000PYA0BaAHME:

Kowmnrerotepnas naboparopus 3236 (16 cepBepoB) U JEKUMOHHAas ayautopus 225,
OCHAII[EHHBbIE MYJIBTUMEIUNUHBIMUA CPEJICTBAMH, DJJICKTPOHHOW 0a30if 3HAHWUU, CHUCTEMOU
TECTUPOBAHUSA, BBIXOJAOM B TIIOOANbHYH ceTh HWHTepHeT. TexHuueckwe XapakTepUCTHKU
CEepBEpOB  O0ECTEUMBAIOT BO3MOXXHOCTH  MOJEIHUPOBAHHUS ~HEOOXOJMMOTO  ammapaTHOTO
obecrieueHust Il pabOTBl C COBPEMEHHBIMH KOMITBIOTEPHBIMH CHCTEMAaMH XpaHEHUS |
00paboTKH HHPOPMALIUH.

6.2. IlIporpammHoe o0ecnieueHne
1. Oracle VM VirtualBox 5.0.12. beccpouno.
2. Microsoft OfficeProPlus 2013 RUS OLP NL Acdmc. Konrpakr Ne 03-013-14 or
08.10.2014.Homep JInuensuu Microsoft 45936786. beccpouno.
3. WinProl0 Rus Upgrd OLP NL Acdmc. CyGnuuensuonnslii gorosop Ne 502 or
03.03.2017 Cuetr Ne ®P3- 0003367 ot 03.03.2017 Axt Ne 4496 ot 03.03.2017 Jlunensus Ne


https://bdu.fstec.ru/vul

68203568. beccpouHo.

4. Kaspersky Free (exeromno oonoBmsiemoe I10). YcnoBus uCnosib30BaHUs MO CCBUIKE:
http://www.kaspersky.ru/free-antivirus/ . Beccpouno.

5. SecretNetStudio 8 (Demo version)

6. Metasploitable 2 (Linux) BSD license

7. Metasploitable 3 (Ubuntu) BSD license

8. Kali Linux, Metasloit 6 GNU GPL.

9. ScanOVAL (®CT3K Poccun) Free.

6.3. TexHuyeckue v 3JIEKTPOHHbIE CPEACTBA:

B xone yueGHOro npouecca UCIONb3yIOTCS TEXHUYECKHE CPEICTBA 0OyUYEHUSI U KOHTPOJIS
3HAHUW CTYJEHTOB (NPE3E€HTAalUM, KOHTPOJMPYIOIIMUX IPOrpaMM, JEMOHCTPALMOHHBIX
YCTaHOBOK),  HCIOJb30BAHHWE  KOTOPBIX  HPEJYCMOTPEHO  METOJUYECKOM  KOHLENIUeH
IIPETOIaBAHMS.

7. OBPA3OBATEJIBHBIE TEXHOJIOT'UA

Jlist TOCTHXKEHHS TUTAHUPYEMBIX Pe3yJbTaTOB OOy4eHus, B JUCHMIUIMHE «be3omacHocTh
MH(POPMALMOHHBIX TEXHOJIOIUI» UCIOIb3YIOTCS Pa3InuHble 00pa30BaTe/IbHbIE TEXHOIOIHHU:

I/IH(l)OpMaIII/IOHHO-pEBBI/IBalOH.[I/Ie TEXHOJOIMM, HaIIPpaBJICHHBIE Ha (I)OpMI/IpOBaHI/IC
CHCTCMBI 3H&HI/II>1, 3alIOMHMHAaHHUC U CBO6OI[H0€ OIICPHUPOBAHUC NMU.

I/ICHOJ'IB?»yeTCfI J'ICKI_II/IOHHO'CCMI/IHapCKI/Iﬁ METOH, CAaMOCTOATCIbHOC N3YUCHUC JIMTEPATYPHI,
MMPUMCHCHUEC HOBBIX I/IH(bOpMaIlI/IOHHI)IX TEXHOJIOTHH [JISI CaMOCTOSTEILHOTO IIOIIOJHEHHS
3HaHI/II>'I, BKJIFOYasA UCIIOJIb30BAHUEC TCXHUUYCCKUX U SJICKTPOHHBIX CPCACTB I/IH(bOpMaI_II/II/I.

JleAATEJIbHOCTHbIE NPAKTHKO-OPHMEHTHPOBAHHbIC TEXHOJIOTMM, HAIIPaBJICHHBIE HAa
dopmupoBaHHE CHUCTEMBI TNPO(YECCHOHANBHBIX TPAKTHUECKUX YMEHUH TMpH MPOBEACHUHU
9KCHEPUMEHTAIbHBIX MCCIIEI0OBAHNHN, 00ECTIEYNBAIOIINX BO3MOXKHOCTh KAUYECTBEHHO BBIIIOIHSTH
npoecCHOHATIBHYIO JEATEIbHOCTb.

Hcnons3yercst aHanm3, CpaBHEHHE METOOB MPOBEACHUS MCCIIECIOBAHUM, BEIOOD METO/a, B
3aBUCHUMOCTH OT OOBEKTa WCCIEAOBAaHUS B KOHKPETHOW MPOU3BOACTBEHHOW CHUTYyallMd U €ro
MpaKTUYECKas peaanu3almsl.

Pa3BuBaoniue mnpodeMHO-OPHEHTHPOBAHHbIE TEXHOJOTUM, HAlNpaBJICHHBIC Ha
dbopMupoBaHHE U pa3BUTHE TMPOOJIEMHOTO MBIIIJICHHUS, MBICIUTEIBHON  aKTHBHOCTH,
CIOCOOHOCTH BHJIETh U (DOPMYyJIHpPOBATH MPOOJIEMBI, BHIOMPATh CIOCOOBI W CPEJCTBA IS MX
pemieHus. Vcmonb3ytoTcs BHABI MPOOJIEMHOTO OOYYEHHsS: OCBEIICHHE OCHOBHBIX MpoOiieM
nH(OpMaAITMOHHOM 6€30MacHOCTH, YIEOHBIC TUCKYCCUH, KOJIJIEKTUBHAS JEATEILHOCTh B TPYIIIax
MIPYU BBIMOJIHEHUU TA0OPATOPHBIX paboT, pelleHre 3a/1ad MOBBIIICHHON cioxHOocTU. [Ipu aTOM
WCTIOJIB3YIOTCS TIEPBbIE TPU YPOBHA (M3 UETHIPEX) CIOXXHOCTH W CaMOCTOATEIbHOCTH:
npoOJieMHOE M3JI0XKEHHE Y4eOHOro MaTepuaia TperojaBareiieM; CO3/IaHue IpernojaBaTelieM
npoOJEMHBIX CHUTyalnid, a oOyJaeMble BMECT€ C HHUM BKJIIOUYAIOTCS B HX pa3pelIeHHUE;
MpernoAaBaTeslb CO3JaeT NPOOJEMHYIO CHUTyaluio, a paspemarT e€ olOydaeMble B XOJe
CaMOCTOSITENIbHOM J1eATEIbHOCTH.

JINYHOCTHO-OPHEHTHPOBAHHBIE TEXHOJOTHH O0O0y4YeHHMs, OOecleyHBaIONINEe B XOE
y4eOHOTO TMpolecca ydYeT pa3iIMyHbIX CHOCOOHOCTEH 00y4aeMbIX, CO3aHHE HEOOXOIMMBIX
YCIIOBUH ISl pa3BUTHSI MX MHAUBHUIYAbHBIX CIIOCOOHOCTEH, pa3BUTHE aKTUBHOCTH JIMYHOCTH B
yueOHOM Tporecce. JIMYHOCTHO-OpUEHTHPOBAHHBIE TEXHOJOTHH OOYYECHHS PEaTu3yloTCs B



pe3yNbTaTe HHAWBUYaTLHOTO OOIIECHHUS MIPEmoaaBaTelis U CTYICHTA MPH 3aIIHUTe 1a00paTOPHBIX
paboT, IpH BBHIOTHECHUH JTOMAITHUX WHAWBUAYAJIbHBIX 3aJIaHUM, PEIICHUH 3a7a4 MOBBIIICHHON
CJIO’)KHOCTH, Ha €KEHEJIeTbHBIX KOHCYIbTAIUsX.

8. OHEHOYHBIE MATEPHAJIBI U1 TEKYHIEI'O KOHTPOJISA 1
MMPOMEXYTOYHOM ATTECTAIIUA

8.1. OueHo4YHbIE CPeCTBA AJIA BXOJHOT0 KOHTPOJISI

BxonHoit xkoHTpoas (2 BapuaHTa, 5-ii cemecTp), mpeactaBiser coboi mepedeHb u3z 30
BOIIPOCOB M 3aJaHui. BXOAHOW KOHTPOJb NPOBOAUTCS B IHUCBMEHHOM BHJE Ha IEPBOM
MIpaKTUYECKOM 3aHATUH B TeueHue 30 munyT. [IpoBepsieTcs ypoBeHb BXOIHBIX 3HAHUH.

8.2. OueHoYHbIEe CpeaCTBA TEKYHIEro KOHTPOJIS

Bompocsl k  mpakthueckum 3aHATHsAM. [IpeactaBisitor coOOW TMepeyeHb BOIPOCOB,
MPOBEPSIIOIINX 3HAHUE TEOPETUUECKOIO JIEKIIMOHHOIO MaTepuajla W TEM, BBIHECEHHBIX Ha
CaMOCTOSTENIbHYIO TPOPAOOTKY.

8.3. OueHoYHbIEe CPeICTBA /ISl MPOMEKYTOYHOI aTTeCTAIMHI

(B popme 3auera).
TectoBbie paboThl. IIpoBepsieTCst CTENEHb YCBOCHUS TEOPETUIESCKUX U ITPAKTHUECKUX 3HAHUIMA,
PHOOPETEHHBIX YMEHHIA Ha PETPOTYKTUBHOM H IIPOyKTHBHOM YPOBHE.

JleMOHCTPALIMOHHBIH BAPHAHT TECTOBOM PadoThI

Ounenka yrpo3 Oe3omacHocTM HHPOpPMANMU COrJIACHO MeToau4ecKoMy [OKYMEHTY
«MeToanka oueHku yrpo3 6esonacioctu uHpopmanum» ®CTIK Poccun.

1. Hamummre 5 CIHCHApPHUEB CCTCBBIX aTaK C Pa3I0OKCHUEM HAa TCXHUKH U TaAKTUKHW 10 MOMCHTA
3aKpPCIUVICHUA B CUCTCMC.

2. Hanummre 5 TexHuk Taktuku - «COop nHGOpMAIIUU O CUCTEMAX U CETIX»

BOITPOCBHI
Bapuanr 1

1. KodpuaenmnuanpbHOCTh HHPOPMAIIUU ITO:

a) cBoiicTBo Oe3zomacHocTH HH(pOpManuu ObITh MOJIy4YeHHOW obOsajgaTteneM HH(opmanuu 3a
MIPUEMIIEMBIN TPOMEKYTOK BPEMEHH;

0) CBOMCTBO O€30mMacHOCTH HH(OPMAIIHH OBITH JOCTYITHON ONPEAeICHHOMY KPYTY JIHII,
B) CBOMCTBO 6e30macHOCTH MHPOPMALIUHU OBITH HEMCKAKEHHOM.

2. Yto siBisieTcs TaBHOM 3a1a4eit Moaenu yrpo3 6e3omacHocty nHGopMaum?

a) MPOBECTH OIICHKY yTrpo3 Oe30macHocT HHGOpMaIny;

0) COCTaBHUThH CIHCOK aKTyaJIbHBIX YTPo3 6€30macHOCTH HHPOpMAIINH;

B) COCTaBUTH CITMUCOK HAPYIIUTEIECH.



3. ¥Yrpo3a 3to0:

a) COBOKYIIHOCTh YCJIOBUH W (DAaKTOpOB, CO3MAIOMIMX MOTCHIMAIBHYIO WIH PEajbHO
CYIIECTBYIONIYIO OMTACHOCTh HAPYIIECHUSI 0€30MacHOCTH WH()OPMAIINY;

0) COBOKYMHOCTh HAPYIIUTEINS U 3alUIIaeMOil HHPOpMAaITIH.

4. Yto Takoe puck B HHGOPMAITMOHHON O€301aCHOCTH?

a) MPOU3BEACHHUE BEPOSITHOCTH pean3allii yIpo3bl HA CTOUMOCTD yIliepOa OT Hee;
0) nmpou3BeIeHUE BEPOATHOCTH pealn3alliil yIPO3bl HA CTOMMOCTH yIepoa ot He€.
5. Kto siBnsieTcs BHyTpEHHUM HapyIIUTeIeM yrpo3 6e3omacHocTd nHhopManun?
a) pa3paboT4YUK MPOrpaMMHO-aNapaTHBIX CPECTB;

0) CHCTeMHBIN aIMUHUACTPATOP;

B) KOHTPareHT OpraHu3aliu.

6. Moaenb benna — Jlanagyssl onuckiBaeT

a) TMCKPEIMOHHYIO MOJIENb IOCTYIIA;

0) MaHIAaTHYIO MOJIEJb JIOCTYTIA;

B) POJIEBYIO MOJIENH JIOCTYTIA;

') CMEIIAaHHYIO MOJIEb JI0CTyTA.

7. CornacHo mokyMeHTa «MeTouKa oleHKH yrpo3 6e3onacHoctu nHpopmanum» (yr8. ®CTOK
Poccun 5 deBpans 2021) BHyTpeHHUI HapyIIUTENb UMEET OOJIBIIHNNA TOTEHIINAN, YeM BHEIITHU?

a) na;
0) HeT;
B) MOTCHIIMAJI HAPYIITUTEIS HE 3aBUCUT OT €r0 OTHECCHUS K BHEITHEMY HIIH BHYTPEHHEMY .

8. oxymeHT «MeToauka olleHKH yrpo3 6e3omnacHoctu uHpopMmanum» (yrB. @CTIK Poccun 5
depans 2021) perynupyeT MOAETUPOBAHUE YTPO3 B:

a) nH(POPMAIMOHHBIX CHCTEMaX MePCOHANBHBIX JIaHHBIX;

0) rocyJapCTBEHHBIX 1 MyHULIMTIAIBHBIX HH()OPMAIIHOHHBIX CUCTEMAX;

B) MH(OPMAIIMOHHBIX CUCTEMax 00padaThIBAIOIIMX IOCYIapCTBEHHYIO TaiHy;
T') U1 BCEX MEePEUNCIEHHBIX HH()OPMAIIMOHHBIX CUCTEM;

,I[) ABTOMATHU3UPOBAHHBIX CHUCTEMAX YIIPABJICHUA IMPOHU3BOACTBCHHBIMH W TEXHOJOTMYCCKHUMU
mnmponeccaMm Ha KpUTHYCCKU BAaXKHBIX O6’beKTaX, IIOTCHIIMAJIBHO OIIACHBIX 06’beKTaX, O6’B€KTaX,



MPCACTABIAIONINX TTOBBINICHHYIO OMMACHOCTL AJIA KU3HU U 300POBbBS JIIO,Z[GI\/’I n aJisa OKPY)KEIIOH_Ief/’I
Cpenpbl.

9. J11st yero He0OXOAUMO MPOBOIUTH KIIACCU(PHUKAINIO HH(POPMAIIMOHHBIX CHCTEM?
a) U151 popMaU3aIfK CUCTEMBIL

0) U1 yTOYHEHUS MTOJIX0/1a K JAJIbHEHIIeH 3amuTe HHPOPMAMOHHON CUCTEMBI;

B) JUTSI BBISIBIICHUS] PUCKOB.

10. Kontponupyemas 30Ha 310:

a) 30Ha B IIpeJiesiax KOTOPOH OrpaHUYEHO BpeMs IpeObIBaHUS JIUII;

0) TPOCTPAaHCTBO, TJ€ HCKIIOUYEHO HEKOHTPOJIMpYeMoe MpeObIBaHUE JHIl, TPAHCHOPTHBIX WU
TEXHUYECKUX CPEJICTB;

B) TO IpaHMIIA TEPPUTOPUU B COOCTBEHHOCTH 00J1aaaTeNisi HHPOPMAIIMOHHON CUCTEMBI.
11. Ya3BuMocCTh 3TO:

a) Hemoctatok (cmabocTh) MPOrpPaMMHOTO (IMPOTPAMMHO-TEXHUYECKOTO) CpPEICTBA WU
MH(GOPMALIMOHHON CUCTEMBI B II€JIOM, KOTOpPBbIN (KOTOpasl) MOXKET ObIThb HCIOJb30BaHa s
peanuzanuu yrpo3 6e3omnacHocTd HHGOpMaLuu;

0) ommbKa B IpOrpaMMHOM O0€CTIEUEHUH WM IIPOrpaMMHO-aIIIapaTHOM O00ECTIeUeHUY;

B) MOCJIEIOBATEIFHO  BBITIOJHEHHBIE  JCUCTBUS  NMPHUBOJAIIME K  KOMIIPOMETALUU
UH(POPMALIMOHHON CUCTEMBI.

12. Cornacno 152-®3 «O nepconanbHbIX AaHHbIX» OT 27 uronst 2007 rona UCII/IH aTo:
a) UH(pOpMaIMOHHAs CHCTEMA, T]Ie OCYIIECTBIsETCS 00padoTKa MEPCOHANBHBIX TaHHBIX;
0) COBOKYITHOCTh TEXHHYECKUX CPEJICTB 00pabOTKH MH(OPMAIIUU U TIEPCOHANIA;

B) COBOKYITHOCTH COJIEp>KaIIUXCsl B 0a3ax JaHHBIX MMEPCOHATBHBIX JAHHBIX U 00CCIIEYNBAIOIINX
X 00paboTKy HHMDOPMAITMOHHBIX TEXHOJIOTUNA U TEXHUYECKUX CPEJICTB;

13. TlepeuncnuTe MOHSATHUS BXOSAIINE B KOPTEK OIMMUCAHUS YTPO3BI
a) OOBEKT aTaKw;

0) yrpo3a;

B) IIpOLIe/ypa;

T') HAPYIIUTEIb,

1) YSI3BUMOCTB;

e) Bo3aericteue HC/I.



14. TloHsATHEe yrpo3bl UCXOAALICH OT TEXHMYECKOrO KaHajla yTeYKH HMH(OpMAIMH JOJKHO
coJiepkath B cebe:

a) MOHATHUE CPeJIbl PACTIPOCTPAHCHHUS;

0) NOHATHE UCTOYHHUKA CUTHAIA;

B) MOHATHE IPUEMHMKA CUTHAA;

T') TOJIBKO MOHATHE UCTOYHHMKA CUTHAJIA U TIOHSATHE CPEIbl PACTIPOCTPAHCHHUSI.

15. Yro MoxeT OBITh OOBEKTOM aTaku?

a) aJropuTM;

0) cucTeMHOE MpOorpaMMHOE 00eCIIeueHNUE;

B) ammapaTHOE 00eCIIeYCHHE;

T') BCE MEePEUNCIICHHBIC BAPUAHTEI.

16. EcTb 11 IOHATHE BEPOSITHOCTH HACTYyIUIEHUs yrpo3bl B noaxoae « MITRE ATT&CK?
a) na;

0) HeT.

17. Kakue ecTh yrpo3bl HEIIOCPECTBEHHOr0 JocTyna B 0aHke AaHHbIX yrpo3 @CTIOK Poccun?
a) YBU.004:yrpo3a ammapaTtHoro copoca mapodst BIOS;

06) YBU.099: Yrpo3a o6Hapy eHUsI XOCTOB;

B) YBI.100: Yrpo3a 00xo1a HEKOPPEKTHO HACTPOCHHBIX MEXaHU3MOB ayTeHTU()UKALIUU

r) YBU.071: VYrpo3a HECaHKIIMOHMPOBAHHOTO BOCCTAHOBJICHUS YIaJEHHON 3alIUIIacMOM
uHbopmaIuu.

18. Y3BUMOCTb HYJIEBOTO JIHS 3TO

a) YA3BUMOCTB KOTOpas eIlle He YCTpaHeHa,;

0) ysI3BHMOCTB, KOTOpasi HE U3BECTHA 00JIaIaTeNt0 HH(DOPMAIIMOHHOW CUCTEMBI.
19. MoHO T BOCCTaHOBHUTH KOH(MUIEHIINATEHOCTh HHDOpMaru?

a) na;

0) HeT.

20. Kakue mpoeKThl paccMaTpUBaIOT YIpo3bl CBA3aHHbIe TOIbKO ¢ WEB.

a) 6ank nanHbIX yrpo3 ®CTOK Poccuu;

6) CAPEC,;



B) OWASP;
r) Mitre attack.

21. Kakoi TUn MOJETUMPOBAHMS HCHOJb3yeTCd B JOKymeHTe «ba3oBas Mmojaenb yrpos
0€30MacHOCTH TMEepPCOHANBHBIX MaHHBIX MPU HUX O00paboTKe B HMH(DOPMAIMOHHBIX CHCTEMax
nepcoHanbHbIX JaHHBIX» (YTB. ®CTIOK Poccun ot 2008 r.)?

a) COOBITHITHBIIN;

0) UIMHUTAITMOHHBIN;

B) CHCTEMHO-TUHAMHYECKHA.

') ar€HTHBIN.

22. Cxkonbko knaccoB I'MC cymectByet cornacHo [Ipukasy @CTOK Poccun Nel7?
a)2;

0) 3;

B) 4.

23. AyteTHU(HKAIHS ITO:

a) IeHCTBUS 110 NPOBEPKE MOIMHHOCTU CyOBEKTa JOCTYIa W/UIKM 00BEKTa I0CTyIa, a TaKXkKe 110
NPOBEPKE NPUHAUIEKHOCTH CYOBEKTYy JOCTyNa HW/WIM OOBEKTYy JOCTyNa MpeabsSBIECHHOTO
UICHTU(PHUKATOPA JOCTyIA U ayTeHTH()PHUKAIMOHHON HHpOpMAaIHH,

0) HasleneHue npaBaMm CyObEeKTa JOCTyIA P BX0J1e B MHOOPMAITMOHHYIO CUCTEMY;
B) BbIAETICHUE CYObEKTa JOCTyIA CPENIU IPYTHX.

24. KakuM NOHATHEM HE ONEPUPYET AOKYMEHT «MeTOoauka OINpeAesIeHHs] aKTyalbHBIX yIpo3
0€30I1aCHOCTH TEPCOHANBHBIX JAHHBIX MPH HUX 00paboTKe B MH(POPMALMOHHBIX CHCTEMax
nepcoHanbHBIX TaHHBIX (yTB. DCTOK Poccun 14 dpepans 2008 r.) ?

a) TaKTHKa;
0) mpouenypa;
B) TEXHHKA.

25. KoHTpoIb HapyLIEHUsI KAKMX CBOMCTB 0€30MacHOCTH MHPOPMALIMU BO3MOXKHO TEXHUYECKUM
Mepamu’?

a) EJOCTHOCTH;
0) TOCTYMHOCTH;
B) KOH(DHICHIIMAIIBHOCTH.

26. Yro Takoe CIieHapHii HCXoas U3 moaxoaa Mitre attack?



a) UI3MEHEHHE XapaKTEPUCTUK CUCTEMbI BO BPEMSI aTaKH;

0) mocTpoeHHsIi rpad nepexona UHGOPMAIIMOHHOM CUCTEMBI U3 OJTHOTO COCTOSIHHE B IPYToe;
B) COBOKYITHOCTh TAKTUK U TEXHUK.

277. HecaHKIUMOHUPOBAHHBIN TOCTYII 3TO:

a) JO0CTyll CyOBEeKTa JOCTyla K OOBEKTy JJOCTyNa, HapylIAlomUid MpaBWia yIpaBICHUS
JOCTYTIOM;

0) HapyILIeHHE IPABOBOTO PEeXUMa B MHPOPMALIMOHHOM CUCTEME;
28. LlenocTHOCTH HH(POPMALIUHU 3TO:

a) cocTosHue MH(pOpPMaLIUK, IPU KOTOPOM OTCYTCTBYET JH000€ ee M3MEHEHHe TUO0 U3MEHEHue
OCYIIECTBIISIETCS TOJIBKO MPEeAHAMEPEHHO CyOBEeKTaMu, UIMEIOIIMMHU Ha HETO MPaBo;

a) CBOMCTBO MH(OPMALMOHHON CUCTEMBI IPOTHBOCTOSTH HECAHKIIMOHUPOBAHHOMY HMCKA)KEHHIO
UHpOpMaLIUH.

29. Pacrnionoxure Kiacchl KpunTorpahuyecKon 3amuThl C BO3pacTaHuEM TPeOOBaHMIA:
a) KC1,KC2,KC3;
6) KC3,KC2,KCI1.

30. UTo OTHOCHUTBHCSI K yrpo3aM CETEBOTO XapaKTepa COrIacHO 0aHKy JaHHBIX yrpo3 OCTOK
Poccun?

a) YBU.006: Yrpo3a BHeApEHUS KO/ WIH JAHHBIX,

0) YBU.069: Yrpo3a HenmpaBOMEPHBIX JACHCTBUI B KaHAJIaX CBS3H,
B) YBU.099: Yrpo3a oOHapyx eHHs] XOCTOB

Bapuant 2

1. Mognens benna — Jlananysnsl onuceiBaeT

a) TUCKPEIMOHHYIO MOJIENb IOCTYIIA;

0) MaHIAaTHYIO MOJIEb JIOCTYTIA;

B) POJIEBYIO MOJIENH JIOCTYTIA;

') CMEIIAaHHYIO MOJIEb JI0CTYyTa.

2. KoHTpOJb HapyIIeHUs] KaKUX CBOIMCTB 0e30MacHOCTH MH(OPMAIIMH BO3MOXKHO TEXHUYECKUM
Mepamu?

a) IEJTOCTHOCTH;

0) TOCTYyMHOCTH;



B) KOH(UACHINAIBHOCTH.

3. YUro Takoe cueHapHii HCxos u3 moaxoaa Mitre attack?

a) N3MEHEHHE XapaKTEePUCTUK CUCTEMBI BO BPEMS aTaKH;

0) mocTpoeHHbIil rpad nepexona UHGOPMALIMOHHON CUCTEMBI U3 OJIHOTO COCTOSIHUE B IPYTO€;
B) COBOKYITHOCTb TaKTUK U TEXHUK.

4. llenoctHOCTHh HH(DOPMALIHH ITO:

a) COCTOSIHME MH(OPMALUH, IIPU KOTOPOM OTCYTCTBYET JIH000€ €€ M3MEHEeHUE MO0 U3MEHEHUe
OCYILIECTBIISIETCS TOJIBKO MPEeHAMEPEHHO CyObEeKTaMH, UMEIOIIMMHU Ha HETO MPaBo;

a) CBOMCTBO MH(OPMALMOHHON CHCTEMBI MPOTHBOCTOSTH HECAHKIIHOHHUPOBAHHOMY HCKa)KEHHIO
UHpOpMaLIUH.

5. Ilepeuncnute NOHATHSA BXOASAIIME B KOPTEXK OMMCAHUS YIPO3BI:

a) OOBEKT aTaKw;

0) yrposa;

B) IIPOLIEIYPA;

I') HApyILIUTEb;

1) YSI3BUMOCTb;

e) Bozaericteue HC/I.

6. Kakue mpoeKThl pacCMaTpPHUBAIOT YIPO3bI cBsi3aHHBIC TOJIbKO ¢ WEB.

a) 6ank naHHbIX yrpo3 ®CTOK Poccuu;

0) CAPEC;

B) OWASP;

r) Mitre attack.

7. Cxonbko knaccoB ' MIC cymectByet cornacHo [Ipukasy @CTIK Poccum Nel7.
a)2;

0) 3;

B) 4.

8. CkoybKO IpUMEPHO yrpo3 coaepkutcs B 0anke nanHbx yrpo3 ®CTOK Poccun?
a) 220;

6) 550;



B) 50.

9. Ins1 KakMx Yrpo3 Ba)KHO pacloJIOKeHHE HHPOPMALMOHHOM CHCTEMBbl OTHOCHUTEIBHO
KOHTPOJINPYEMOM 30HbI?

a) JUI yTpo3 CBSI3aHHBIX C TEXHUYECKHMMHU KaHAJIaMU;

0) A1 yIpo3 CBSI3aHHBIX C IPOIPAMMHBIM 00€CIIEYEHUEM;

B) JIJIsl BCEX MEPEUUCITICHHbIX.

10. Mcxons u3 Kakux JOKyYMEHTOB OyneT pazpabaTsiBaTbest Mogens yrpo3 ans MCITu?
a) [locranosnenue IlpaButensctBa PO ot 1 HOs6ps 2012 r. Ne1119;

6) Meroauka onpeaeneHuss aKTyaJbHBIX yrpo3 0€30IacHOCTH MEPCOHAIBHBIX JAAHHBIX MPHU MX
00paboTke B MHPOPMALMOHHBIX cUcTeMax NepcoHaidbHbIX NaHHBIX (yTB. ®CTOK Poccuu 14
despans 2008 r.);

B) bazoBasg Monenb yrpo3 0e30MaCHOCTH MEPCOHATbHBIX JaHHBIX HpU HMX 0O0paboTke B
MH(POPMALIMOHHBIX cHUCTeMax NepcoHanbHbIX faHHBIX» (yTB. @CTOK Poccun ot 2008 r.)?

11. PacrionoxuTe ypOBHU KOMIICTCHIIMY HAPYIIUTEINEH B TOPSIKE HX BO3PACTAHUSL:
a) H1, H2, H3,H4;

6) H4,H3,H2,H1.

12. CxoabKO TAKTUK HAPYIIUTENS Mpeyiaraetes B npoekte Mitre attack?

a) 14;

0) 10.

13. CormacHo MeToau4ecKkoro mokymeHTa «ba3oBas wmomenbs yrpo3  0e€30MacHOCTH
NIEPCOHANBHBIX JIaHHBIX TpU HX 00paboTke B HMH()OPMAIMOHHBIX CHUCTEMaxX NEPCOHATBHBIX
naHHbix» (yrB. ®CTOK Poccun ot 2008 1.)? ObIBIIME paOOTHUKH OpPTraHU3AIlMH OTHOCSATCS K
KaKOMY THITy HapyIIuTenei?

a) BHYTPCHHHIA;
0) BHEIITHMIA.

14. Kakme mOHATHS e€cThb B JOKyMeHTe  «MeToauKa OIpeneieHusl akTyalbHBIX YIrpo3
0€30MaCHOCTH TEPCOHANBHBIX JAHHBIX MPH HX 00paboTKe B MH(POPMALMOHHBIX CHCTEMax
nepcoHanbHbIX JaHHBIX» (YTB. DCTIK Poccum 14 pespans 2008 r.)?

a) TepeYeHb BO3MOXKHBIX  (BEpOATHBIX) yrpo3 Oe3zomacHocTH  HWHGMOpMAIUM IS
COOTBETCTBYIOIIUX CIIOCOOOB UX peallu3allii U YPOBHEH BO3MOXKHOCTEH HAPYITUTENICH;

0) clieHapuii peanu3alu yrpo3sbl;

B) aKTYaJIbHOCTb YTPO3BI.



15. loctynHOCTH HH(pOPMAIHH 3TO
a) BO3MOKHOCTb MOJIY4YUTh MH(OpMAIHIO;

0) cBoiicTBO Oe3omacHOCTH WHGOPMAIMKM B TMOJYYEHWHU TIOCIETHEH 3a TMpPHUEeMIIEeMBIN
MPOMEKYTOK BPEMEHH.

16. KonpuaeHnaabHOCTh 3TO:
a) cyObEKTUBHOE TIOHATHUE;
0) 0ObEKTHBHOE TIOHSATHE.

17. Ckonpko THUNOB HapylIUTeNls Mpeanaraetcs B JokyMeHTe «bazoBas Monens yrpos
0€30IIaCHOCTH TEPCOHANBHBIX JAHHBIX MPH HX 00pabOoTKe B MH(POPMALMOHHBIX CHCTEMax
nepcoHanbHbIX JaHHBIX» (yTB. @CTIK Poccun ot 2008)?

a) 3;

0) 7.

18. Kakue TexHUKY IPUMEHSIOTCS B HaYase aTaku?

a) HalpaBJICHHOE CKaHUPOBAHUE C NMOMOIIBIO crieruanusupoBanHoro [10;
0) cOop mHpOpPMAITIH O TIOJIH30BATEIIE;

B) MoauduKanus Moayel U KoHpurypanuu spegoHocHoro I10.

19. Kakoe MeponpusITHE MO3BOJISIET KOHTPOJIMPOBATH 11eJ0CTHOCTH [10?

a) BBIUMCIEHHWE KOHTPOJBHBIX CYMM 3alluiiaemMbeix  ¢aiaoB  (kpunrtorpaduyeckoe
npeoOpa3oBaHue);

0) co3manne pe3epBHBIX KOMUH 3alUIIIAeMbIX (DaisIoB.

20. Kakune o0bexThl mHpoOpMaTH3auuu mnpexycMorpensie qokymeHTamu OCTIK orHOCcsATCS
[15BM?

a) APM;

0) 3I1;

B) BII.

21. HepexmapupoBanusie Bo3moxkaoctr (H/IB) ato:

a) (QYHKIHOHATBHBIE BO3MOXXHOCTH MPOTPAMMHOTO OOECIEeYeHHUs, HE OIUCaHHBIE B
JIOKYMEHTALNH;

0) BO3MOKHOCTH MPU NOMOIIHM KOTOPhIX MOKHO coBepiunth HC/I.

22. YTO OTHOCHUTHCS K OCHOBHBIM 00ObEKTaM aTaku IPU MEKCETEBOM B3aUMOICHCTBUU?



a) orepalroHHasi CUCTEMA;
0) KOMMYTaTOPHI;
B) CETEBBIC CEPBUCHI.

23. Uro HeoOXOoauMO JUIsl MPAaBOBOTO OOOCHOBAHUS 3allUTHl MHPOpPMAIMU HA OOBEKTE OT
pasriiaiieHusi 1 HeCaHKIMOHUPOBAHHOIO JOCTyna?

a) TIepeyYeHb JIUII, TOMYIICHHBIX 10 00paboTKK KOH(DUICHIIMATbHON HH(OPMAIUH;
0) mepeveHb NPOrpaMMHOT0 00ECTIeYeHHS Ha 0OBEKTE;
B) corjacue o HepasIJIalleHu . .. ;

24. KTo HeceT OTBETCTBEHHOCTb 3a 3alIUTy WHGOpPMalMud B OpPraHU3alUd IpU OTCYTCTBUU
OpraHU3alMOHHO-PACIOPSAIUTENBHON TOKYMEHTAUN?

a) pyKOBOJUTEIb OpraHU3allHH;

0) CUCTEeMHBIN aIMUHUACTPATOP;

B) MOJIb30BATEIIH.

25. TexHuueckas 3amura HHPOPMAIIUH 3TO:

a) 3ammrTa uHpoOpMaIKK, 3aKITIOYAIONIAsACS B 00ECIeUeHUN HEKPUNTOrpahUuIeCKUMU METOIaMuU
Oe3omacHOCTH MH(OPMAIIUU (IaHHBIX), MOAJIEKAIIeH (TTOAJIekKAIINX) 3alUTE B COOTBETCTBUU C
JIEUCTBYIOIIUM  3aKOHOJATEIIbCTBOM, C TMPUMEHEHHEM TEXHUYECKHX, MPOTrpaMMHBIX U
MPOTrPaMMHO-TEXHUYECKHUX CPEJICTB,;

0) a) 3amuTa uHGOpPMAIUH, 3aKITI0YaroIIasics B 00ecredeHn: TI0OBIMI METOAaMH 06€30MacHOCTH
uHpoOpMaIuu (JaHHBIX ), MOJIeKAIeH (TOIIeKaINX ) 3aIIUTE B COOTBETCTBUH C JICHCTBYIOIIUM
3aKOHOJATENLCTBOM, C TIPUMEHEHHWEM TEXHUYECKHX, TMPOTPAMMHBIX H  TPOrPaMMHO-
TEXHHYECKHUX CPEJICTB.

26. Kakue TeXHHYECKHE CPEIICTBA TIO3BOJISIOT KOHTPOJIMPOBATh YTEUKy HHPOpMAIHn?
a) COB;

0) DLP;

B) MD.

27. Cornacuo mpoekty Mitre attack uro o3naugaer ICS?

a) oOIIMiT pa3ieNl ONUCAHMSI TAKTHK U TEXHUK;

0) pa3zaen yrpo3 MOOMIEHBIX IPUIIOKEHUH;

B) pa3ziell OMUCAHUS TAKTHK U TEXHUK CHCTEM IPOMBIIUICHHOW aBTOMATH3AIINH.

28. CucTeMHBIN aIMUHUCTPATOP JOMYIIEHHBIN 10 00paboTKN KOH(DUICHIIMATIbHON HH(MOpMAIUn
SIBIISICTCS HApyIIUTEIeM?



a) na;

0) HeT.

29. Kakue CymecTByIOT CpeICTBA 3aIIUTHI OT YyTPO3 3arpy3KH ¢ BHEITHUX HOCUTEIICH?
a) CpPeNCTBA JOBEPEHHOM 3arpy3KH;

6) antuBupcHoe 110;

B) KpUNTOrpahuIecKue METOIbI.

30. Yto Takoe arrectaius 00beKTOB HH(DOpMaTU3anuu?

a) KOMIUIEKC Mep HalpaBlICHHBIN Ha 3alIUTy WH(POPMAIIHH;

0) COBOKYITHOCTB CIEIIaWIBHOM MMPOBEPKH U CHEIIMATBHOTO HCCIICIOBAHNS;

B) KOMIUIEKC OPraHM3allMOHHO-TEXHUYECKUX MEpPONPHUSITHH, B  pe3yJibTare KOTOPBIX
MOCPEJICTBOM CIEIUATBHOTO JOKYMEHTa — «ATTecTara COOTBETCTBHUS» IMOATBEP)KIAETCS, YTO
00OBEKT COOTBETCTBYET TpPEOOBAaHUSM CTAHIAPTOB WJIM HMHBIX HOPMATHBHO-TEXHHUYECKHX
JIOKyMEHTOB 110 Oe3omacHocTy nHhopmaiuu, yreepkaeHHbIx DCTOK Poccun.

Pa3zpaborunk:

%{/ npenonasarens  A.JL.I'opObiies

IIporpamMma coctaBieHa B cooTBeTcTBUM ¢ TpeOoBaHusiMu @PI'OC BO u yuuteiBaer
pekomenganuu IIOOIl mo HampaBnenutro wu  npodmmo  10.03.01 Hudopmanmonnas
0e30I1aCHOCTD.

[TporpamMma paccMoTpeHa Ha 3aceianuu Kadeapbl paquoGpU3uKy U paguod1eKTPOHUKN
«30» aBrycra 2021 r. IIpoToxon Ne 1

N.0. 3aB. kadenpoii Konecnuk C.H.

Hacmoswas npoepamma, He mModcem Oblmb 60CNpou38e0ena Hu 6 Kaxkoul ghopme 6es
npeosapumenbHo20 NUCbMEHHO20 pazpeulenuss Kagheopuvl-pazpadomuura npospammsi.
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