MHWHUCTEPCTBO HAYKHU U BBICHIETI'O OBPA30OBAHUA
POCCHMCKOM ®EJEPALIUU
denepanbHOE TOCYAAPCTBEHHOE OI0JPKETHOE 00pa30BaTEIbHOE YUPEIKICHHE
BBICILIETO 00pa30BaHUs
«APKYTCKHUH TOCYJAPCTBEHHBIA YHUBEPCUTET»
(®I'bOY BO «UTI'Y»)
HNHCcTUTYT MaTeMaTHKy U WHGOPMAIIMOHHBIX TEXHOJIOTHIA

— ‘\\

Ba \\\

«YTBE}PXUE[AIO» A\
Il"Pelﬂ‘OpuM“T AL

5|

¢\/— M B (Da ajieeB

O

Pabouasi nporpaMmma qMCHUIUIMHBI (MOXYJIs1)
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1. IEJIM ¥ 3AJJAYM JUCHMUTILINHBI

Lenu: o3HaKOMJIEHHE C TEOPETUYECKMMU OCHOBAMH U MPAKTUYECKUMU PEIICHUSIMH,
obecrieunBarOMMU 3amuTy HHbopmanuu B IBM, popMupoBaHre MpakTUUECKUX YMEHUN U
HaBBIKOB, HEOOXOMMBIX JJISl MPUOOPETEHHsI KBATU(UKAIIMK OaKaiaBpa.

3amaun: GopMUpOBaHUE MPEICTABICHUIN O MIPUHIIMIIAX Pa0OTHI U OCOOEHHOCTSAX IKCILTyaTallun
MPOrPaMMHBIX CPEJCTB 3aIIUTHI HHPOPMAITII

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

VYuebnas nqucuurummaa b1.0.34 [IporpamMHble cpecTBa 3alUThl HH()OPMAIIMH OTHOCUTCS K
obs13aTenpHOM yacTtu biioka 1 oOpa3zoBarenbHON IPOrPaMMBI.

Jnist u3yyeHust JaHHOHM y4eOHOM TUCIUILTMHBI HeOOXOJMMbI 3HAHUS, YMEHHSI U HaBBIKH,
dbopmupyembie npeamecTByommMu guciuminHamu: b1.0.26 Uadopmartuka u
IpOTrpaMMHUpPOBaHHE

[lepedyenp mocnenyomux yueOHbIX AUCHUIUINH, /U1 KOTOPBIX HEOOXOIMMBI 3HAHUS, YMEHUS U
HaBBIKH, popMuUpyeMble TaHHOH yueOHoM nucturminHoi: b1.0.2 Ynpasnenue nmpoekTamu,
Bb1.0.29 ba3bl naHHbIX U cUCTEMBI ypaBieHus 6a3zamu qanubix, b1.0.31 [IpoextupoBanue
MH(OPMALIMOHHBIX CHCTEM.

3. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JUCHUITJINHBI

[Ipouiecc ocBoeHUsT AUCHUTIIIMHBI HATIPABIIeH Ha (GOPMHUPOBAHUE CIEAYIONTUX KOMITETESHITH B
cootBercTBuU ¢ ®I'OC BO u OII BO no nanpasnenuto noarotoku 01.03.02 [MpuxknagHas
MaTeMaTHKa 1 HH(POpMATHKa:

OIIK-4 Cniocob6eH moHMMAaTh TPUHITUITEI PA0OTH COBPEMEHHBIX MH(OPMAIIMOHHBIX TEXHOJIOTHH
U UCTIONh30BaTh UX JJIS PEIISHUS 3a7a9 TPo(heCCHOHATLHOU e TEIIbHOCTH.

B pe3ynbrare ocBOeHUS TUCIUTUIMHBI 00 yJaIOITUIICS TOJDKEH

3HaTh: OCHOBHBIC BUBI YIP03 HHOOPMAIIMOHHON 0€301IaCHOCTH U CIIOCOOBI IPOTUBOICHCTBHS
3TUM yTpo3am; GopMaTbHbIE MOJEIH OE30MaCHOCTH;

YMETh: COOJII0IaTh OCHOBHBIE TPeOOBAHUS 110 TPOTHUBOICHCTBUIO HAaNOOJIEe
pacmpocTpaHEeHHBIM yrpo3aM HHPOPMAIIMOHHOM O0€30IaCHOCTH; COCTABIATH MTOJTUTUKHI
0€30MaCHOCTH YPOBHS METOIOB NIPEIATPHUSITHS,

BJIQJICTh: OCHOBHBIMH HAaBBIKAMH 3aIIUTHI HH(OPMAIIUY; TPUEMaMHU aHAJIN3a U KIIaCCU(UKALIUN
yrpo3 HHPOPMAIIMOHHOH 0€301MaCHOCTH; HABBIKAMH MPUMEHEHUS CPEIICTB 3aIlUTHI
uH(pOpMaIIMK; OCHOBHBIMH HAaBBIKAMU OPTaHHU3AINH 3aIIUTH HH()OPMAIIMK HA TIPEIIPUSITUH .



4. COAEP)KAHUE U CTPYKTYPA JTUCIUIIJINHbI

O0BeM IUCIUIUIMHEL COCTABIAET 3 3a4eTHRIX €., 108 Jac.

dopMa NpOMEKYTOYHON aTTECTALUU: 3a4€T C OLEHKOM.

4.1. Copep:xanue TUCUMIJIMHBI, CTPYKTYPHPOBAHHOE 10 TeMaM, ¢ YKa3aHMeM BH/I0B
YueOHBIX 3aHAATHI U OTBEICHHOI0 HA HUX KOJIHYECTBA AaKAIeMUYECKUX YACOB

Pasnen mucunmineel / Tema Cewm. Bunbl yaeOHO# paboThI DopMbl
KonraktHas paboTa CaMOCT. | TEKyIIEero
MperoaBaTess ¢ pabota | KOHTPOJS;
00yJaroImuMucs DopMbI
Jlexmun | JIao. IIpaxr. IIPOMEKYT.
3aHATHUS | 3aHATHA aTTeCTaluu
Tema 1. ®akTOpsI BO3EHCTBYIONINE HA 10 9 IIpoBepka
HHPOPMAIHIO nao.
paboTHI
Tema 2. MeTop! 3alIUTHI IPOIPAMMHOTIO 10 9 IIposepka
KoJza nab.
paboThl
Tema 3. ®opmasibHbIE MOEIH 0€30MIaCHOCTH 10 9 IIpoepka
nao.
paboThl
Tema 4. 3amuTa OT pa3pylarIIX 10 9 IIpoBepka
MpOTrpaMMHBIX BO3J€HCTBUI nab.
paboTHI
Tema 5. 3amuTa nHGOPMAIIMK TIPH TIepeaade 14 10 IIpoBepka
10 KaHaJIaM CBSI3H n1a0.
paboTHI
Hroro (2 cemectp): 54 46 3a4.C OII.

4.2. Il;1an BHeayIMTOPHOI CaMOCTOSITEIbHON PadoThI 00y4aroIuXcs M0 JUCIHUIITHHE

Pasnen mucunmineel / Tema CamocTrosTenbHas paboTa 00yJaromuxcst Ornenounoe | Yuebno-
Bun camocr. Cpokn 3arpatsl CPenCTBO METOIIYECKOe
paboThI BBITIOJTHEHUS | BpEMEHHU obecrieueHme
caMOoCT. paboThI
Tema 1. @akTopsr N3yuenune 3 Henens 9 IIpoBepka OcHOBHas 1
BO3JICHCTBYIOIIKE HA y4eOHOI nao. JIOTIOJTHUTEIbHAS
HHPOPMALIUIO JTUTEPATYPHI, paboThI TUTeparypa
METOIMYCCKIX COIJIacHO
MaTepuaios, paznena 5 PII/,
MOJITOTOBKA K METOIMYCCKHE
3aHATHIM MaTepHUalibl B
20P
JUCITUTUTHHEI Ha
educa.isu.ru




Tema 2. MeToaBI 3aIUTHI Wzydenne 6 Hemens 9 IIposepka OcHOBHAs 1
MPOrPaMMHOTO KO/Ia yaeOHo nao. JIOTIOJTHUTEITbHAS
JUTEPATypPHI, paboTsl TuTeparypa
METOIMYECKIX COTJIaCHO
MaTepuasos, paznena 5 PIIJI,
MOJTOTOBKA K METOIMYECKIe
3aHATUSIM MaTepHUalibl B
20P
JUCIUIUTHHBL HA
educa.isu.ru
Tema 3. @opmManbHble MOJEIU N3yuenue 9 Henens 9 IIposepka OcHoBHas U
0e30macHOCTH y4eOHOI nao. JIOTIOJTHUTEIbHAS
JUTEPATYPHI, padoThI JuTeparypa
METOAMYECKIX COTJIaCHO
MaTepuasos, paznena 5 PIIJI,
MOJTOTOBKA K METOIMYECKIe
3aHATHAM MaTepHaJIbl B
30P
JTUCIATUTHHBL Ha
educa.isu.ru
Tema 4. 3amura ot N3yuenue 12 nenens 9 IIpoepka OcHoOBHas U
pa3pyLIAOIIMX MPOrPAMMHBIX y4eOHOI nao. JIOTIOJTHUTEIIbHAS
BO3ACUCTBHIMA JUTEPATYPHI, padoThI JUTeparypa
METOIMYCCKIX COIJIaCHO
MaTepuaios, paznena 5 PII/I,
MOJTOTOBKA K METOIMYECKIE
3aHATHAM MaTepHaJIbl B
30P
JTUCIATUTHHBI Ha
educa.isu.ru
Tema 5. 3amuTa naGOpMaTHH N3yuenune 16 venens 10 IIpoBepka OcHOBHas 1
TIpH TIepenade 1mo KaHaaam y4eOHOM nao. JOTIOJTHUTETbHAS
CBSI3U JTUTEPATYPHI, paboTEI TUTeparypa
METOIMYCCKIX COTJTacHO
MaTepuaios, paznena 5 PII/,
MOJITOTOBKA K METOIMYCCKHE
3aHATUSIM MaTepHUalbl B
20P
JTUCIATUTHHBI Ha
educa.isu.ru
OO61mas TpyJ0eMKOCTh CAaMOCTOSTENILHOM paboThI (Jac.) 46
W3 HUX C HCIIOTB30BAHUEM DJICKTPOHHOTO O0YICHHUS U 46

JIMCTAHIIMOHHBIX 00Pa30BaTEILHBIX TEXHOJIOTHH (Yac.)

4.3. Conep:xanue yueOHOro MaTepuaJa

Tema 1. dakTopsl Bo3aeHcTBYIOMNE HA HHPOPMALIUIO

OOBeKTHI 3aUTHI. YTPo3bl HHPOpManoHHO# O6e3omacHocTh. Kitaccudukanus yrpos. Meroas
OIIpElIETICHUs aKTyalbHbIX YIpo3. Buabsl HapymuTeneii. Mogenu yrpo3 U MOJEIIH HapyLIUTEIen

nH(pOpMaIMOHHOM 0€30MMacCHOCTH.
Tema 2. MeToibl 3a1IUTHI IPOTPaMMHOI0 KOZAa

3aH_II/ITa OT HCCAHKIIMOHHUPOBAHHOI'O KOIIMPOBAHUS U UCITIOJIB30BAHUS IIPOTpaMM. 3amura
MMpoOrpaMMHOIo KoJa OT CTATUYCCKOI0 1 JTUHAMHUYCCKOI'0 aHaJin3a. HpI/IéMBI 3allUIICHHOTI'O

porpaMMUpoBaHus. 3amuTa 0a3 TaHHBIX.
Tewma 3. ®opmanbHbIe MOAETH 0E€30MACHOCTH

KomrutekcHast cucrema 3amuTsl HH(OpMaui. MeToab! pa3srpaHuueHHs JOCTYyTa CyOBEKTOB K
o0bexTam 3amuThl. [Toacucrema peructpanuu coObiTuii 6e3onacuoctu. [lonutuka

0€30MacHOCTH YPOBHS MPEANPHUATHS.




Tema 4. 3ammTa OT pa3pylaIUX TPOrpaMMHBIX BO3ACHCTBUI

Bunpr u knaccuduxanus BpegonocHnoro I10. Kiaccudukamnus mporpaMMHBIX OIIAOOK.
[Ipu3Haky Hamu4Ks HA KOMIBIOTEPE BPEJOHOCHBIX MporpaMm. [lonuTrka npuMeHeHus CpeacTB
AHTHUBUPYCHOM 3aIIMTHI.

Tema 5. 3ammra HHGOPMAITUH NIPH NIepeJaye Mo KaHajlaM CBSA3H

Buptyanbnsie yactHbie ceTu. Opranuzanus 3alMIIEHHBIX MOAKII0YeHUN. MeKCceTeBbIe SKPaHBbl.

4.3.1. IlepeyeHb CeMHHAPCKHUX, NPAKTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

Tema 3ansTus Bcero vacos O1ieHOYHBIE CpPEeNICTBA dopmupyembie
KOMIIETCHIINN

Tema 1. ®akTOpsl BO3EHCTBYIONINE HA 5 JIP 1 «Onpemyienne OIIK-4
WHPOPMAIHIO (hakTopos,
BO3JECHCTBYIOIUX HA
MHPOPMAITHIOY

5 JIP 2 «YTpo3sl u OIIK-4
YSI3BUMOCTH

Tema 2. MeTopl 3alTUTHI TIPOTPAMMHOTO 5 JIP 3 «Cratnuecknii OIIK-4
Koza aHaU3 IPOrPaMMHOTO
KOJIa»

5 JIP 4 «CraTtnueckuii OIIK-4
aHajau3
00(hycuupoBaHHOTO
KOJa»

Tema 3. ®opmasibHbIe MOZIETH O€30MaCHOCTH | 5 JIP 5 «PasrpanuueHue OIIK-4
JOCTYyIa K pecypcam
OBM»

5 JIP 6 «Iloxcucrema OIIK-4
perucTpanuu CoOOBITHI
0€301IaCHOCTH

Tema 4. 3amuTa OT pa3pymarnmx 5 JIP 7 «Ilouck n anaymz | OIIK-4
MIPOTPAMMHBIX BO3JEHCTBHI BpegoHocHOTO 110

5 JIP 8 «Ilpumenenune OIIK-4
CpencTB coopa TaHHBI3
TS aHaJIH3a JSHCTBUH
3IIOYMBITIIICHHUKA)

Tema 5. 3amura nadopmanuu npu nepexave | 5 JIP 9. «Co3nanue OIIK-4
10 KaHaJlaM CBSI3U VPN»

4 JIP 10 OIIK-4
«Knaccuduxanus
CPEJICTB 3aLUTH»

5 JIP 11 «IToxbop C3U OIIK-4
0T KOH(PUTYPATITHIO
CHUCTEMBI»

4.3.2. IlepedyeHb TeM (BOIPOCOB), BBIHOCHMBbIX HA CAMOCTOSITEIbHOE H3YYeHHE CTYIeHTAMH
B PaMKaXx CaMOCTOAITeJIbHOI padoThI

Tema 3amanue dopmupyembie
KOMIIETCHIIUU
Tema 1. @axTopbl BO3AEHCTBYONINE HA N3yuenue matepuanos bJIY ®CTIK, OIIK-4
UHPOPMALIUIO pexomenmanuit HKI[ KU, yueOHOM 1
METOAMYECKOH JIUTepaTyphl 10 TUCLUILINHE




Tema 2. MeTopl 3alTUTHI TIPOTPAMMHOTO N3ydenune ocHOB s3bIKa acceMOepa B 4acTH OIIK-4
KoJa paboThl KOMaH/I EPEX0/I0B, CPABHEHUIA,
BBI30BOB TIporieyp (10 aOCOTIOTHBIM U
OTHOCHTEIILHBIM aJipecaM), yaeOHOH 1
METOJINYECKOIl JIUTEpaTyphl 110 TEME

Tema 3. @opmanpHbIe MOsIeNn O6e3onacHOCTH | M3ydeHne MaHAaTHOW, TUCKPEIMOHHOM, OIIK-4
poineBoii, CBC, KoMOMHUPOBAaHHON MOJIeTIeH
pasrpaHuyeHus gocryna. M3yueHue
pynosoactsa anmunucrparopa C3U «Aypay,
y4eOHOI U METOAMIECCKOM TUTEPATYPHI IO

TeMe
Tema 4. 3amura OT pa3pyHIarOIIX Wzyuenunst npuHIMIIOB (YHKIUOHUPOBAHHUS OIIK-4
IpOTrpaMMHBIX BO3J€HCTBUI CPE/CTB aHTUBUPYCHOH 3aIlUTHI, TpoQuiIeh

CAB3.
Tema 5. 3amura nndopmauuu npu nepepave | l3ydyenue pykoBoJaCTBa aJMHUHUCTPATOPa OIIK-4
10 KaHajlaM CBSI3H ViPNet, npukazoB @CTIK,

yCTaHaBJIMBAIOIINX TPEOOBaHUS K Kilaccam
C3U, TpeboBaHUil K KJIaCCaM MEKCETEBBIX
JKpaHOB, YI€OHOW U METOTUICCKOM
JIUTEPaTypHI 110 TEME

4.4. MeTonnueckne yKa3aHusl 10 OPraHU3AIUHM CAMOCTOSITEIbHOI PadoThl CTYICHTOB

CamocrosiTenpHast paboTa CTYACHTOB BceX (JOPM U BHJIOB OOyUCHUS SBISETCS OJHUM H3
00s13aTeIbHBIX BUJIOB 00pa30BaTEeIbHON JEATEILHOCTH, 00CCIICUMBAIONICH PeaTU3aIHIo
TpeboBanuii denepanbHbIX TOCYIAPCTBEHHBIX CTAaHAAPTOB BhICIIEro obpazoBanus. CormacHO
TpeOOBaHUSIM HOPMATHBHBIX JOKYMEHTOB CAMOCTOATENIbHAS pad0Ta CTYJACHTOB SIBJISIETCS
00s13aTeNbHBIM KOMIIOHEHTOM 00pa30BaTEeIbLHOTO MPOIIeCcca, TaK KaK OHa 00eCTIeYnBacT
3aKpETUICHHE TOJTy4aeMbIX Ha JICKITMOHHBIX 3aHATHUIX 3HAHUH ITyTeM NMPHOOPETEHUSI HABBIKOB
OCMBICJICHUS U PACIIUPEHUS UX COACPKAHMS, HABBIKOB PEIICHHS aKTYaTbHBIX MPOOIEM
dbopmupoBaHUs OOIIEKYIBTYPHBIX U TPOPECCHOHATBHBIX KOMIIETEHITUN, HAyYHO-
HCCJIEIOBATEILCKOM IeATEeIHbHOCTH, TIOATOTOBKU K CEMHHApaM, TabOpaTopHBIM padoTam, caade
3a4eTOB U dK3aMeHOB. CaMocTosITeIbHAs paboTa CTYIEHTOB MIPEICTABIISIET COOOM COBOKYITHOCTh
ayJUTOPHBIX ¥ BHEAYAUTOPHBIX 3aHATHI U paboT. CamocTosATenpHas paboTa B paMKax
00pa3zoBaTeNbHOIO MPOIIEcCca B By3€ PEIIacT CIASAYIOIINE 3aa4H:

— 3aKpeIUICHHE U PacUIMpeHne 3HAaHUHN, YMEHHH, MOJYICHHBIX CTyJ€HTaMH1 BO BPEMS
ayIUTOPHBIX U BHEAYAUTOPHBIX 3aHATHH, PEBPAIIEHNE UX B CTEPEOTUITBI YMCTBEHHOU H
(bu3HYECKOI 1eATeTHHOCTH;

— ipruoOpeTeHne AOTOTHUTEIBHBIX 3HAHUM U HaBBIKOB 1O JUCIUIIIMHAM y4eOHOTO TIJIaHa;
— ¢opMUpOBaHUE U PAa3BUTHE 3HAHHI U HABBIKOB, CBS3aHHBIX C HAYYHO-HUCCIIEI0OBATEIbCKON
NI TCIIbHOCTBIO;

— pa3BUTHE OPHEHTAIIMU M YCTAHOBKHM HAa KAUECTBEHHOE OCBOCHUE 00pa30oBaTeIbHOM
MIPOTPaMMBI,

— pa3BUTHE HaBBIKOB CAMOOPTaHU3AIINH;

— (hopMHUPOBAHHE CAMOCTOSATEILHOCTH MBIIIJICHUS, CHIOCOOHOCTH K CAMOPa3BUTHIO,
CaMOCOBEPILICHCTBOBAHHUIO ¥ CAMOPEaTU3aIliu;

— BBIPaOOTKA HaBBIKOB (P (HEKTUBHOMN CaMOCTOATEIbHON TPO(PEeCCHOHATTEHON TEOPETUYECKOH,
NPaKTUYECKON U yueOHO-HUCCIIEI0BATENbCKOM EATETbHOCTH.

IMoaroroBka k Jekuuu. KayectBo 0CBOCHMS coAepKaHUA KOHKPETHOW TUCIUTIIIMHBI
MPSIMO 3aBHCHUT OT TOTO, HACKOJIBKO CTYICHT caM, 0€3 BHEUTHETO MPUHYKICHUS (OPMUPYET Y
ce0s1 yCTAaHOBKY Ha MOJyYCeHHUE Ha JICKIMSIX HOBBIX 3HAHUH, JOTOTHSIONMNX YK€ UMEIOIIHUECS 110
TaHHOW JUCHHILTHHE. BpeMs Ha MOATOTOBKY CTYICHTOB K ABYXYaCOBOW JIEKIIUU MO HOPMAaTHBaM
coctaisaeT He meHee (0,2 Jaca.




IToaroroBka K MpakTHYeCKOMY 3aHATHIO. [[0Ar0TOBKA K MPAaKTHYECKOMY 3aHITHIO
BKJIIOYAET CJIEAYIOIINE 3JIEMEHThI CAMOCTOSATEIIBHOM JESITEIbHOCTH: YETKOE MPE/ICTABICHHUE
IIeJIM ¥ 3a]1a4 €r0 NMPOBEJICHUS; BbI/IEJIEHNE HABBIKOB YMCTBEHHOMW, aHAJTUTUYECKOM, HAyYHOU
JeSITEbHOCTH, KOTOPBIE CTAHYT PE3yJIbTaTOM IpeJCTOsAIIEeH paboThl. BeipaOoTka HaBBIKOB
OCYILECTBIISICTCS ¢ IOMOILBIO TTOJYyYEeHUsI HOBOM MH(opMaIiu 00 N3ydaeMbIX MpoIeccax u ¢
MIOMOIIBIO 3HAHUS O TOM, B KaKOH CTENICHH B JAHHOE BPEMs CTYAEHT BIaJeeT METOAAMHU
UCCIIEIOBATEIbCKON AEATEIbHOCTH, KOTOPBIMU OH CTaHET MOJIb30BAaThHCS Ha MPAKTUYECKOM
3aHATHH. [IoAroTOBKA K MPaKTHYECKOMY 3aHATHIO HEpeIKo TpeOyeT nojdopa Marepuania,
JTAHHBIX U CIICIMATIbHBIX HCTOYHHUKOB, C KOTOPBIMH MPEICTOUT yueOHas pabora. CTyAeHTHI
JIOJDKHBI IOMa MOATOTOBUTH K 3aHATUIO 3—4 npumepa (pOpMyJIHPOBKH TEMBI HCCIIEIOBAHNS,
IPEJCTaBICHHOTO B MOHOTpa(usiX, HAYUYHBIX CTAaThsIX, OTYETaX. 3aTEM OHH CAMOCTOSTEIBHO
OCYILECTBIISAOT IIOUCK COOTBETCTBYIOLINX UCTOYHUKOB, ONPEACISAIOT AKTYaJIbHOCTh
KOHKPETHOT'O UCCIIEIOBAaHMSI ITPOLIECCOB U SIBJICHUM, BBIZICTISIOT OCHOBHBIE CIIOCOOBI
JI0Ka3aTeIbCTBAa aBTOPAMHU HaY4HBIX pa0dOT LIEHHOCTH TOT0, YeM OHM 3aHUMaroTcs. B xone
CaMoTo MPaKTHUYECKOTO 3aHATHUS CTYIEHTHI CHavyasla MPeICTaBIAI0T HallIeCHHbIE UMU BapUaHTHI
(OpMyYIHPOBKH aKTyaJIbHOCTH UCCIIE0OBAaHUS, 00CYKAAIOT UX U OOOCHOBBIBAIOT CBOE MHEHHE O
HaWIy4llleM BapuaHTe. BpeMs Ha MOArOTOBKY K MPAKTUYECKOMY 3aHSATHIO IO HOPMAaTHBaM
coctapiseT He meHee (0,2 Jaca.

IToaroroBka Kk ceMHHApCKOMY 3aHATHIO. CaMOCTOSITEIbHAS TOJTOTOBKA K CEMUHAPY
HalpaBJIeHa: Ha Pa3BUTHE CIIOCOOHOCTH K YTEHUIO HAYYHOI U MHOM JINTEpaTypbl; Ha IOUCK
JIOTIOJTHUTEIBHON HH(OpMAINK, TO3BOJISIONMIEH TTy0Ke pa3o0paTbcsi B HEKOTOPBIX BOIIPOCax; Ha
BBIJICJICHHE TTPU paboTe C pa3HbBIMU UCTOYHUKAMHU HEOOX0AMMON HH(pOpMaIuu, KOTopast
TpeOyeTcst Ul MOJTHOTO OTBETAa Ha BOIIPOCHI TUIaHA CEMUHAPCKOTO 3aHATHUS; Ha BEIPAOOTKY
YMEHUS MPaBUIIBHO BBIIKMCHIBATh BBICKa3bIBAHUS ABTOPOB M3 UMEIOLINXCS HCTOUHUKOB
uHpopmanuu, ohopMIIATh UX M0 OubimorpaduyeckuM HoOpMaM; Ha pa3BUTHE YMEHUS
OCYILECTBIIATh AHAIU3 BHIOPAHHBIX HCTOYHUKOB MH(OPMALIUH; Ha TIOJTOTOBKY COOCTBEHHOIO
BBICTYIIJICHUS IO 00CYX/1aeMbIM BOIIpocaM; Ha ((OpMUPOBAHHE HABBIKA ONEPATHBHOTO
pearupoBaHus Ha pa3Hble MHEHUS, KOTOPbIE MOT'YT BO3HUKATh MPU 00CYKIEHUM TeX WJIN UHBIX
Hay4HbIX Ipo0eM. BpeMs Ha MOATrOTOBKY K CEMHUHAPY 10 HOPMAaTHUBAM COCTABIISICT HE MEHEe
0,2 gaca.

IMoaroroBka K KOJI0OKBUYMY. KOIIIOKBHYM ITpeacTaBisieT cO00M KOIIIEKTUBHOE
o0cyxieHue pa3zena JUCIMIIIMHBI HA OCHOBE CaMOCTOSATEIBHOTO N3Y4EHUs 3TOro paszena
cryaentamu. [loaroToBka Kk JaHHOMY BH1y YU€OHBIX 3aHATHI OCYIIECTBIISIETCS B CIEIYIOILEM
nopsake. [IpenonaBarens 1aeT COMCOK BOIPOCOB, OTBETHI HA KOTOPBIE CIIEAYET MOIY4YUTh IPU
U3YyYEHHUH ONPEIETICHHOTO MEePEYHs HayYHBIX UCTOYHHKOB. CTyJeHTaM BO BHEAYJIHUTOPHOE
BpeMsl HEOOXOAMMO MIPOYUTATh CHELUATIBHYIO JINTEPATYpPY, BHIIUCATH U3 HEE OTBETHI HA
BOIIPOCHI, KOTOPbIE OYIYyT 00CYXIaThCs HAa KOJUIOKBUYME, MBICIIEHHO C()OPMYIIHPOBATH CBOE
MHEHHE 110 KaXIOMY U3 BOIIPOCOB, KOTOPOE OHM BBICKAXYT Ha 3aHATUHU. Bpemst Ha MOAroTOBKY K
KOJUIOKBUYMY 110 HOPMaTHBaM cocTaBiisieT He MeHee (,2 Jaca.

IMoaroroBka K KOHTPOJILHOI padoTe. KonTponpHas paboTa Ha3HaYaETCs MOCIE
U3y4EeHHsI ONPEACTICHHOTO pa3zena (pa3/ienoB) TUCIMILIMHBI U IPECTaBIseT COO0H
COBOKYITHOCTb PAa3BEPHYTHIX MMCbMEHHBIX OTBETOB CTYIE€HTOB Ha BOIPOCHI, KOTOPBIE OHU
3apaHee MOJIy4aroT OT nmpenojaBaress. CaMocTosTeNbHAas! MOATOTOBKA K KOHTPOJIbHOW paboTe
BKJIIOYAET B c€0sl: — M3Yy4YEHUE KOHCIEKTOB JIEKIIUI, paCKPhIBAIOIUX MaTepuall, 3HaHUE
KOTOPOT'O MPOBEPSIETCS KOHTPOJIBHOM pabOTOM; MOBTOPEHHE y4eOHOT0 MaTepralia, MoJIydeHHOTO
IIPpY HOATOTOBKE K CEMMHAPCKUM, IIPAKTUYECKUM 3aHATHIM U BO BPEMsI UX ITPOBEACHNUS;
U3y4eHHE JIOMOTHUTEIBHOMN TNTepaTyphl, B KOTOPOH KOHKPETH3UPYETCS COAep KaHue
IIPOBEPSAEMBIX 3HAHNI; COCTABICHHE B MBICIIEHHON (hOpME OTBETOB HA [TOCTABJICHHBIE B
KOHTPOJILHOM paboTe BOMpOCHI; (OpMUPOBAaHUE NICUXOJIOTHYECKON YCTAaHOBKHM HA YCIICIIHOE
BBINOJIHEHHE BCEX 3aJaHUi. BpeMs Ha MOArOTOBKY K KOHTPOJIBHOI paboTe 0 HopMaTuBaM
COCTaBJISIET 2 yaca.



IMoaroroBka k 3auyety. CaMocTosITEIbHAS MOJTOTOBKA K 3a4ETy JTOJDKHA
OCYIIIECTBIISITHCS B TeUEHHUE Bcero cemectpa. [1oAroToBka BKIIOYAET CleIyIOUIe TeHCTBUS:
NepeunTaTh BCE JIEKLINH, a TAK)KEe MaTepPHaJIbl, KOTOPbIE TOTOBUJIMCH K CEMHUHAPCKUM U
MPAKTUYECKUM 3aHSITHSIM B T€YEHHE CEMECTPa, COOTHECTH 3Ty MH(OPMALIHIO ¢ BOIIPOCaMH,
KOTOpbIE JaHbI K 3a4eTy, €CIIU MH(OPMAIIUK HEAOCTATOUYHO, OTBETHI HAXOIAT B MPEII0KEHHOM
npernojaBaresieM JIuteparype. Pekomenayercs nenaTh KpaTkue 3anucu. Bpems Ha MoAroToBKy K
3a4yeTy 1o HOPMaTHBaM COCTaBJIsIET HE MEHee 4 YacoB.

IMoaroroBka Kk 3x3ameny. CamocTosTeNIbHAS MOATOTOBKA K SK3aMEHY CXO0XKa C
MOJTOTOBKOM K 3a4eTy, 0coOeHHO ecnu oH AuddepenunpoBannbii. Ho 00beM yaeOHOTO
MaTepuaia, KOTOPbI Hy’KHO BOCCTAaHOBUTH B AMSTH K 3K3aMEHY, BHOBb OCMBICIIUTh U TIOHATb,
3HAYUTEIBHO OOJIBIIIE, IOATOMY TpedyeTcs OObIle BpEMEHH U YMCTBEHHBIX YCHIIMNA. BaxkHO
c(hopMHPOBAThH LIETOCTHOE MPEICTABICHHUE O COACPKAHUHU OTBETA Ha KaXK/Iblii BOIIPOC, UTO
MpeJoiaracT 3HAaHUE PA3HBIX HAYYHBIX TPAKTOBOK CYIIHOCTH TOTO WJIM HHOTO SIBIICHUS,
mpolecca, yMeHHe pacKpbiBaTh (DaKTOPbI, OMPEAESIONINe UX TPOTUBOPEUUBOCTh, 3HAHUE UMEH
YUYEHBIX, U3YyUaBIIUX 00Cyxaaemylo mpobiemy. HeoOxoaumo Takke npuBecTd HHPOPMALIUIO O
MaTepuaiax YMIUPUUYECKUX UCCIIeIOBAaHUM, UTO YKa3bIBa€T Ha BCECTOPOHHIOIO MMOATOTOBKY
CTYZICHTA K 3K3aMeHy. Bpems Ha HOJAroTOBKY K 9K3aMEHY 110 HOpMaTHBaM COCTaBIsIeT 36 yacoB
TSl 6aKagaBpoB.

B ®BI'OY BO «UI'Y» opranu3zaiusi CaMOCTOSITEIbHON paOOThI CTY/ICHTOB
pernamentupyercs [lonoxxeHnem o caMoCTOATEIbHON paboTe CTYIEHTOB, IPUHATHIM Y YEHBIM
coserom UI'Y 22 utons 2012 r.

5. YYHEBHO-METOAUYECKOE U TH®POPMAIIMOHHOE OBECIIEYEHHUE
JANCHUITINHBI

a) OCHOBHAs JIuTepaTypa:

1. Hlanprun B.®. 3amuTa komnbioTepHoi HHPpOpMauu. DPpPeKTUBHbIE METOIBI U
cpencta / B.®. lllanerun. — M.: JIMK-IIpecc. — 2010. — 542 c. —

ISBN: 978-5-94074-518-1 (25 3k3.).

2. OcHoBbl nH(opmarmoHHoM 6e3omacHocTu [Teker] : yueb. mocobwue / [u ap.] ; perr.: D.
W. NBanos, E. H. Jlyxan ; Upkyrckuii roc. yH-T, UH-T Mart., 3k0H. 1 uHPOpM. - UpKyTCcK
: U3p-Bo UI'Y, 2013. - 113 c. : mi. ; 25 cm. - bubamorp.: c. 112-113. - ISBN 978-5-
9624-0791-3 (31 3k3).

0) NONOJIHHUTENbHAS IUTEPATypa:

1. 'epman O.H. TeopeTnko-4ncioBbie METOAbI B KpUNTOrpaduu: yUeOHUK IS CTY/.
yapexaeHui Boicil. pod. oopaszosanus / O.H. I'epman. — M.: Axanemus. —2012. — 257 ¢. —
ISBN: 978-5-7695-6786-5. Pexxum nocrymna: 943 «bubnunorex». — Heorpannu. Jloctym.

2. Konees U. P. Undopmarmonnas 6€30macHOCTh NMPEANpHUATHS: HaydHoe uznanue / 1. P.
Komnees, A. B. benstes. — CI10.: BXB-ITerepOypr, 2003. — 733 ¢. — ISBN 5-94157-280-8 (39
9K3).

3. babam A.B. Uadopmarmonnas 6e3onacHoCTh. JJabopatopHblit mpakTHKyM: yuel. mocobue /
A. B. ba6am. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8 (50 3k3.).

B) 0a3bl TaHHBIX, THGOPMAIIMOHHO-CITPABOYHBIE ¥ TTIOMCKOBBIE CHCTEMBI:

1. Microsoft TechNet (https://technet.microsoft.com/ , pe’xum 10CTyI1a HEOTrPaHUUCHHBIN ).



6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
6.1. YueOHo-12a00paTopHOE 000pya0BaHuE

OTOT PA3JIEJI HE 3AIIOJIHATDH

6.2. [IporpamMmmHoOe obecriedeHue

1. C31 oT HECaHKIMOHUPOBAHHOTO JocTyna «Aypa 1.2.4»;

2. Hiew 6.50 (http://www.hiew.ru/indexr.html);

3. DosBox 0.74 (https://www.dosbox.com/download.php?main=1);
4. ITporpammuslii komiuieke ViPNets cocrase:

ViPNet Administrator,

ViPNet Koopaunarop,

ViPNet Client KC2;

5. AutuBupyc AVZ (https://z-oleg.com/secur/avz/download.php);
6. Autopsy (https://www.autopsy.com/);

7. Syslnternals Suite (https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-
suite).

7. OHEHOYHBIE MATEPHAJIBL V151 TEKYIIEI'O KOHTPOJIA 1
IMPOMEXYTOYHOU ATTECTALIUA

7.1. OnleHOYHbBIE CPEACTBA TEKYIIEr0o KOHTPOJISI

Bun xonTpons KonTtpomupyemsie TeMbI Kontponupyemsie
KOMIIETCHIIUU

3amuTa oT4eTa o JabopaTOpHOU 1-5 OIIK-4

pabote

IIpuMepbI OLIEHOYHBIX CPEICTB TEKYIEero KOHTPOJIs

1. KoHTponbpHBIE BOMPOCH K J1abopaTopHOM padoTe 9

1. Jlyst KakuX 0OBEKTOB MOKHO Pa3rpaHUYUTh JOCTYIT?

2. KakoBa (pyHKIIUS CIUCKOB PACCHUIKH KOIHUiA?

3. Yro nyxHo caenars B [IYC, 4To0bI mepeco3nate TuCTpUOYTHUBBI KITtoUeh?

2. KoHTponbpHBIE BOMIPOCH! K JTAOOpaTOpHOU padboTe 6

1. KakoBs! TpeboBanus, npeabssisiembie DCTIK k kiaccy, no koropomy cepruduimpoBana
C3MU (mo 3 TpeGyemoro ypoBHs 3amuineHHocTy [1]] BkitounTensHo)?

2. KakuM 00pazom BKIIOYaeTcs ayauT (HaiioBoi cCUCTeMbI?

3. Kakue coObITHS OTpa3sATCs B )KypHAJIe IPH OTKPHITUH (aiisia HA YTeHHE?

7.2. OneHo4HbIe CPeACTBA IS IPOMEKYTOYHOM aTTecTaluu
CnucoK BONPOCOB /ISl MPOMEKYTOYHOM aTTecTALMM:

1. OcHoBHOE omnpeaeneHue HHPopMAIMOHHOM Oe3onacHocTu. Hanpasnenust Ub.
Mexanu3mbl. UHCTpyMEeHTapui.

2. Meronbl 3auuThl HHGOpMaIK. Buapl IpOTUBHUKOB U HapyIIUTENeH HH(POPMAITMOHHON
0€30M1aCHOCTH.




3. Yrpo3sl nHpopmMannoHHoi 6e3omacHocTu. CBs3b YA3BUMOCTH, YIPO3bl, HAPYIIUTENS U

pHCKa.

4. Bunpl 3amuniaemoi napopmaruu. Hocurenu 3amuimaemoil HHGOpMauu

5. OcHOBHBIE 3aKOHO/IATENIbHBIE aKThl B 00JIACTH 3aLIUTHI HH()OPMALIHH.

6. Tpu Buna HapymieHuit 6e3onacHOCTU. Mepbl 10 POTUBOICHCTBHIO Yrpo3aM HapyLICHHUS
KOH(HIEHIIMATBHOCTH, LIETIOCTHOCTH, JOCTYITHOCTH.

7. IlocTpoeHue MOJENIN YyIpo3 U METOAUKU OLIEHKH pucKoB. KauecTBeHHBIE U

KOJINMYCCTBECHHBIC METOAUKHU OLICHKHU PUCKOB.

8. Llenu u 3agaun opranu3anuu B o0gactu odecrneyeHns nHPOPMAIMOHHON 0€301acHOCTH.
B3anmopeiictBue Mexay cyobektamu. [IpaBumna 6e3onacHocT. Y poBHU (HOPMHUPOBAHUS

[IOJIUTUK OE30IMaCHOCTH.

9. Knaccudukarus BpeIOHOCHBIX ITporpamM. Mepsbl 1o ux npodrnaktuke. [Ipusnaku
HNPUCYTCTBHUA BPEAOHOCHBIX IIPOTPaMM Ha KOMIIBIOTEDE.
10. Knaccudukanust mporpaMMHBIX OITHOOK. ITanbl BOSHUKHOBEHHS OITMOOK B

IIPOrPaMMHOM KOJIE.

11. ®opmansHbIe MOsIeTH O€30NacHOCTH. MaHIaTHBIE ¥ TUCKPEITMOHHBIC MOICIIH

YIIPABJICHUS JOCTYIIOM.

12. CocTaB 1 Ha3HAYECHHE MMOJICUCTEM KOMIUIEKCHOM CHCTEMBI 3aIlIUTH HHPOPMAITHH.
13. BupTyasibHble YacTHBIC CETU: Ha3HAUCHHE, apXUTEKTypa, IPUHLUIIBI PAOOTHI.

14. MeTtoibl 3aIIMTHI MPOrPaMM OT HECAHKIIMOHUPOBAHHOTO KOTTUPOBAHUS 1
HUCIIOJIB30BAaHUS. MCTO,Z[BI 3allIUThI nporpaMM oT I/I?)y‘IeHI/ISI.

15. Metonp! 3anuthl 06a3 nanubix. Tumnossie ys3sumoctu bl u CYB/I.

[IpumMepbl OLIEHOYHBIX CPEICTB 1JIA MIPOMEKYTOYHON aTTeCTAIlUM:

[Ipumep TecToBOro 3amaHus

Bribepute Bce npaBUIIbHBIC OTBETHI

1. UTo u3 nepeurcieHHOro OTHOCUTCA K
MeXaHu3MaM MH(OpMaAIIHOHHON
6e3omacHOCTH?

a) YIpaBJIEHUE T0JIb30BATENSIMU

0) mepcoHa

B) aHTUBUPYCHOE oOecrieueHune

') KOHTPOJIb JOCTyMa

2. YTo U3 NepeunciIeHHOTO OTHOCUTCS K
WHCTPYMEHTaM WH()OPMAIIMOHHOM
6e3omacHOCTH?

a) pearupoBaHKE HA UHITUICHTHI

0) aHTHUBUPYCHOE O0ecIieueHne

B) CUCTEMbI OOHApYKEHHUS aTaK

T') yIpaBieHHUE MOJIb30BaTEeNIMU

3. IlepeuncinnTe METOBI 3aLUATHI
uHpopMauu

a) TeXHHYECKHUE

0) aAMUHUCTPATUBHbIC

B) CHJIOBBIC

I') IpaBOBbIE

4. J1oCTynmHOCTb — 3TO

a) MOJIy4eHHEe aBTOPU30BAHHOTO JIOCTYMA K
MH(pOpPMAIIUU CO CTOPOHBI
YIOJTHOMOYEHHBIX JIUI] B pa3peIIeHHbII
NEepUOJT BpeMEHHU

0) rmoy4eHue MOJIHOTO MPSIMOTO J0CTyIa K
TTAaHHBIM

B) BO3MOYKHOCTbh U3MEHEHHUSI TAHHBIX

I') HOJy4YEeHHE aBTOPU30BAHHOI'O JIOCTYIA K
TaHHBIM

5. YKaxuTte yrpo3bl, MICTOYHUK KOTOPBIX
pacIioyio’keH BHE KOHTPOIUPYEMOi 30HBI

a) mepexBar JaHHbIX, [Iepe/laBaeMbIX 10
KaHajaM CBSI3U

0) MPUMEHEHHE TOICITYITUBAIOIINX
YCTPOMCTB

B) IepeXBaT MOOOYHBIX JIEKTPOMArHUTHBIX
U3JIy4CHUN

T') XUIIEHUE HOCUTENICH ¢
KOH(HIEHIIMATbHON HHPOpMaIuei

6. [Ipu mocTpoeHuu cucTeM ¢ 3aluTol OT
yrpo3 HapyleHus: KOHQUACHIIMATEHOCTH



MPUMEHSIOT CIIEAYIOIINE MEPBI

a) 1yO0JIMpOBaHUE CEPBEPOB

0) obecrieuenne (hu3NIECKol OE30MaACHOCTH
B) pa3rpaHUYCHUE TOCTYIIA

r) obecriedeHre KOPPEKTHOCTH TPAH3aKIIHA

7 IIpy HOCTPOEHUH CUCTEM C 3aLIUTON OT
yrpo3 HapyILIEHUs [EJIOCTHOCTH MPUMEHSIOT
CIIEYIOINE MEPHI

a) MCTOJIb30BaHUE ITU(POBBIX MOAMKCEH

0) cozaHue 3amaca B POIMYCKHOM
CITOCOOHOCTH CETEBOTO 000PYIOBAHUS

B) OpraHu3aiusi KOHTPOJIS 3a
nepeMenieHueM COTPYAHUKOB

T') pa3zenenue o0si3aHHOCTEN

1) MUHUMHU3A1Hs] TPUBUIIETUI

8 Kakue meprsl HE npumensitorcs npu
MOCTPOCHHUHU CHCTEM C 3aLIUTOH OT yrpo3
HapYIICHUS JOCTYITHOCTH

a) pe3epBHOE KOMMPOBaHUE HHPOPMALIUU
0) opraHmu3anys MaHIaTHOTO

pasrpaHuYeHHs T0CTyIa K
WH(pOPMAITMOHHBIM pecypcam
B) UCII0JIb30BaHUE KJIACTEPOB

9 Habop mpaB u 00s3aHHOCTEH, KOTOpHIE
MOKHO TPUMEHUTH K COTPYAHHUKY B
3aBHCHMOCTH OT €0 MPON3BOACTBECHHBIX
(GbyHKIMI Ha3bIBAETCS

a) MaHJIaTOM

0) poJibro

B) YYETHOH 3aIIUCHIO

') Ha0OPOM MPUBHIICTUH

10. McTOYHHKOM yTrpO3bl HEKOMIIETEHTHOE
MCTOJIb30BAHNE CUCTEMHBIX YTHUIIUT
SBIIETCS

a) HECAaHKLIMOHUPOBaHHBIE
IporpaMMHoanmnapaTHbie CpeaCcTBa

0) mpupoaa

B) CAaHKITMOHUPOBAHHBIC
IIpOrpaMMHOANIapaTHbIe CPEACTBA

PazpaboTtunk: Mymenek B.E., crapmmii nmpenogaBatens kadenpsl MHbOpMaImOHHBIX

TEXHOJIOTUH



