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1. IEJIM ¥ 3AJJAYM JUCHMUILINHBI

Lenu: o3HaKOMJIEHHE C TEOPETUYECKMMU OCHOBAMH U MPAKTUYECKUMU PEIICHUSIMH,
obecreunBarOUMU 3amuTy uHbopmarnuu B OBM, popMupoBaHue MpakTUUECKUX YMEHUN U
HaBBIKOB, HEOOXOJMMBIX JJISl MPUOOPETEHHsI KBATM(pUKAIIMK OaKkaiaBpa.

3anmaun: GopMUpOBaHUE MPEICTABICHUI O MIPUHIIMIIAX PA0OTHI U OCOOEHHOCTSAX IKCILTyaTalluu
MPOrPaMMHBIX CPEJCTB 3aIIUTHI HHPOPMAITII

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

VYuebnas nqucuurummaa b1.0.34 [IporpamMHble cpecTBa 3alUThl HH()OPMAIIMH OTHOCUTCS K
obs13aTenpHOM yacTtu biioka 1 oOpa3zoBarenbHON IPOTrPaMMBI.

Jnist u3yyeHust JaHHOHM y4eOHOM TUCIUILTMHBI HeOOXOJMMbI 3HAHUS, YMEHHSI U HaBBIKH,
dbopmupyembie npeamecTByommMu quciuminHamu: b1.0.26 Uadopmartuka u
IpOoTrpaMMHUpPOBaHUE

[lepeyenp mocnenyomux yueOHbIX AUCHUIUINH, /U1 KOTOPBIX HEOOXOIMMBI 3HAHUS, YMEHUS U
HaBBIKH, opMuUpyeMble JaHHOU yueOHoM nucturminHoi: b1.0.2 YnpasneHnue nmpoektamu,
Bb1.0.29 ba3bl naHHbIX U cUCTEMBI ypaBieHus 6azamu qanubix, b1.0.31 [IpoextupoBanue
MH(OPMALIMOHHBIX CHCTEM.

3. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JUCHUITJINHBI

[Iporiecc ocBoeHUsT AUCHUIIIIMHBI HATIPABIIEH Ha (GOPMHUPOBAHUE CIEAYIONTUX KOMITETEHITUI B
cootBercTBur ¢ ®I'OC BO u OII BO no nanpasnenuto noaroroBku 01.03.02 [MpuxknagHas
MaTeMaTHKa U HH(POpMAaTHKa:

OIIK-4 Cniocob6eH moHMMAaTh TPUHITUITEI PA0OTH COBPEMEHHBIX MH(OPMAIIMOHHBIX TEXHOJIOTHUH
Y UCTIONIh30BaTh UX JJIS PEIICHUS 3a7a9 TPo(heCcCHOHATLHOU e TEIIEHOCTH.

B pe3ynbrare ocBOeHUS TUCIUTUIMHBI 00 yJAIOITUIICS TOJDKEH

3HaTh: OCHOBHBIC BUIBI YIp03 HHOOPMAIIMOHHON 0€301IaCHOCTH U CIIOCOOBI MPOTUBOICHCTBHS
3THM yTpo3am; GopMaTbHbIE MOJEIH OE30MTaCHOCTH;

YMETh: COOJII0IaTh OCHOBHBIE TPEOOBAHUS 110 TPOTHUBOICHCTBUIO HAaMOOJIEe
pacipoCTpaHEHHBIM yrpo3aM HHPOPMAITMOHHOW 0€30IaCHOCTH; COCTABIATh MOJTUTUKHI
0€301aCHOCTH YPOBHS METOIOB NIPEITPHUSITHS,

BJIQJICTh: OCHOBHBIMH HAaBBIKAMH 3aIIUTHI HH(OPMAIIUY; TPUEMaMHU aHAJIN3a U KIIaCCU(PUKALIUN
yrpo3 HHPOPMAIIMOHHOH 0€301MaCHOCTH; HABBIKAMH MMPUMEHEHUS CPEIICTB 3aIUTHI
uH(pOpMaIIMK; OCHOBHBIMH HAaBBIKAMU OPTaHHU3AINH 3aIIUTH HH()OPMAIIMK HA TIPEIPUSITUH .



4. COAEP)KAHUE U CTPYKTYPA JTUCIUIIJINHbI

O0BeM IUCIUIIIMHEL COCTABIAET 3 3a4eTHRIX €., 108 Jac.

dopMa NpOMEKYTOYHON aTTECTALUN: 3a4€T C OLCHKOM.

4.1. Copep:xanue TUCUMILIIMHBI, CTPYKTYPHPOBAHHOE 10 T€MaM, ¢ YKa3aHMeM BHI0B
Y4eOHBIX 3aHAATHI U OTBEICHHOI0 HA HUX KOJHYeCTBA AaKAIeMUYECKUX YACOB

Pasnen mucunmineel / Tema Cewm. Bunbl yaeOHO# paGoThI DopMbl
KonraktHas paboTa CaMocCT. | TEKyIIEero
IperoaaBaTes ¢ pabota | KOHTPOIS;
00yJaroImuMuUCs DopMbI
Jlexuuu | Jlab. IIpaxr. MPOMEXKYT.
3aHATHUS | 3aHATHA aTTeCTaluu
Tema 1. ®akTOpsI BO3EHCTBYIONINE HA 10 9 IIposepka
HHPOPMAIHIO nao.
paboTHI
Tema 2. MeTop! 3alIUTHI IPOIPAMMHOTIO 10 9 IIposepka
KoJza nab.
paboTsl
Tema 3. ®opmaiibHbIE MOAEIH 0€30MIaCHOCTH 10 9 IIpoepka
nao.
paboTsl
Tema 4. 3amuTa OT pa3pylarIUX 10 9 IIpoBepka
IpOTrpaMMHBIX BO3J€HCTBUI na6.
paboTHI
Tema 5. 3amuTa nHGOPMAIIMK TIPH TIepeaade 14 10 IIposepka
0 KaHaJIaM CBSI3H 1a0.
paboTHI
Hroro (2 cemectp): 54 46 3a4.C OII.

4.2. Il;1an BHeayIMTOPHOI CaMOCTOSITEIbHON PadoThI 00y4aroIuXcs M0 JUCIHUIITHHE

Pasnen mucummineel / Tema CamocTrosTenbHas paboTa 00yJaromuXxcst Orenounoe | YuebHo-
Bun camocr. Cpokn 3arpatsl CPenCTBO METOIYECKOE
paboThI BBITIOJTHEHUS | BpEMEHHU obecrieucHme
caMoCT. paboThI
Tema 1. @akTopsr N3yuenune 3 Henens 9 IIposepka OcHOBHas 1
BO3JICHCTBYIOIIKE HA y4eOHOI nao. JIOTIOJTHUTETbHAS
HHPOPMALUIO JUTEPATYPHI, paboTsI TUTeparypa
METOIMYCCKIX COTJTaCHO
MaTepuaios, paznena 5 PII/,
MOJITOTOBKA K METOIMYCCKHE
3aHATUSIM MaTepHalbl B

20P
JIACLMIUIMHBI Ha
educa.isu.ru




Tema 2. MeTobI 3aITUTHI N3yuenune 6 Henens 9 IIposepka OcHOBHas 1
MPOrPaMMHOTO KO/Ia y4eOHOM nao. JIOTIOJTHUTEITbHAS
JUTEPATypPHI, paboThl TuTeparypa
METOAMYECKIX COTJIacHO
MaTepuasos, paznena 5 PIIJI,
MOJTOTOBKA K METOIMYIECKIE
3aHATUIM MaTepHUallbl B
20P
JUCIUIUTHHBL HA
educa.isu.ru
Tema 3. @opmManbHble MOJEIU N3yuenue 9 Henens 9 IIpoepka OcHoBHas u
0e30macHOCTH y4eOHOI nao. JIOTIOJTHUTEIbHAS
JUTEPATYPHI, paboTsI JuTeparypa
METOIMYECKIX COTJIaCHO
MaTepuasos, paznena 5 PIIJI,
MOJTOTOBKA K METOIMYECKIE
3aHATHAM MaTepHaIIbl B
30P
JTUCTIIATUTHHEL Ha
educa.isu.ru
Tema 4. 3amura ot W3yuenue 12 nenens 9 IIpoepka OcHoBHas U
Pa3pyLIAIONIIX TPOTPAMMHBIX y4eOHOI nao. JTOTIOJTHUTEIIbHAS
BO3ACUCTBHIMA JUTEPATYPHI, paboThI muTeparypa
METOAMYCCKIX COTJIaCHO
MaTepuaios, paznena 5 PII/,
MOJTOTOBKA K METOIMYECKIe
3aHATHAM MaTepHalbl B
30P
JTUCIATUTHHBL Ha
educa.isu.ru
Tema 5. 3amuTa naDOpMaTHH N3yuenune 16 venens 10 IIposepka OcHOBHas 1
TIpH TIepenade 1mo KaHaaam y4eOHOM nao. JOTIOJTHUTETbHAS
CBSI3U JTUTEPATYPHI, paboTsI muTeparypa
METOIMYCCKIX COIJIaCHO
MaTepuaios, paznena 5 PII/,
MOJITOTOBKA K METOIUUECKHE
3aHATUSIM MaTepHUalibl B
20P
JUCTIIATUTHHBI Ha
educa.isu.ru
OO61mas TpyJ0eMKOCTh CAaMOCTOSTENILHOM paboTHhI (Jac.) 46
W3 HUX C HCIIOTB30BAHUEM DJICKTPOHHOTO O0YICHHUS U 46

JIMCTAHIIMOHHBIX 00Pa30BaTEIBLHBIX TEXHOJIOTHH (Jac.)

4.3. Conep:xanue yueOHOro MaTepuaJa

Tema 1. dakTopbl Bo3eHcTBYIOMNE HA HHPOPMALIUIO

OOBeKTHI 3aUTHI. YTPo3bl HHPOpManoHHO# O6e3omacHocTr. Kitaccudukanus yrpos. Meroas
OIIpElEICHUs aKTyalIbHbIX YIpo3. Buabsl HapymuTeneil. Mogenu yrpo3 U MOJEIIH HapyLIUTEIen

nH(pOpMaIMOHHOM 0€30MaCHOCTH.
Tema 2. MeToibl 3a1IUTHI POTPaMMHOI0 KOZa

3aH_II/ITa OT HCCAHKIIMOHUPOBAHHOI'O KOIIMPOBAHUS U UCITIOJIB30BAHUS IIPOTpaMM. 3amura
MMpOrpaMMHOI0 Koa OT CTATUYCCKOI'0 1 JUHAMHUYCCKOI'0 aHaJin3a. HpI/IéMBI 3allUIICHHOTI'O

porpaMMUpoBaHus. 3amuTa 0a3 TaHHBIX.
Tema 3. ®opmanbHbIe MOAETH OE€30MIACHOCTH

KomrutekcHast cucrema 3amuTsl HHOpMaui. MeToabl pa3srpaHuueHHs JOCTYyTa CyOBEKTOB K
o0bexTam 3amuThl. [Toacucrema peructpanuu coObiTuii 6e3onacuoctu. [lonutuka

0€30MacHOCTH YPOBHS MPEANPHUATHS.




Tema 4. 3ammTa OT pa3pylaIUX IPOrpaMMHBIX BO3ACHCTBUI

Bunpr u knaccuduxarus BpegonocHnoro I10. Kiaccudukanms mporpaMMHBIX OIIAOOK.
[Ipu3Haku Hanu4Ks HA KOMIBIOTEPE BPEIOHOCHBIX MporpaMm. [lonuTrka npuMeHeHus CpeacTB
AHTHUBUPYCHOM 3aIIMUTHI.

Tema 5. 3ammra HHGOPMAIIUH NIPH NIepegaye Mo KaHajlaM CBSA3H

Buptyanbnasie yactHbie ceTu. Opranuzanus 3alMIIEHHBIX MOAKIIOYeHUN. MeKCceTeBbIe SKPaHBbl.

4.3.1. IlepeyeHb CeMHHAPCKHUX, NPAKTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

Tema 3ansTus Bcero vacos OrneHOYHBIE CpeICTBA dopmupyembie
KOMIIETCHIINN

Tema 1. ®akTOpsl BO3EHCTBYIONINE HA 5 JIP 1 «Onpemienne OIIK-4
HHPOPMAIHIO (haxTopos,
BO3/ICCTBYIOLIUX Ha
MHHOPMAITHION

5 JIP 2 «YTpo3sl u OIIK-4
YSI3BUMOCTH

Tema 2. MeTopl 3alTUTHI IPOTPAMMHOTO 5 JIP 3 «Cratnuecknii OIIK-4
Koza aHau3 IPOrPaMMHOTO
KOJa»

5 JIP 4 «CraTtnueckuii OIIK-4
aHajau3
00(hycuupoBaHHOTO
KOJa»

Tema 3. ®opmasibHbIe MOAETH OE30MAaCHOCTH | 5 JIP 5 «PasrpannueHue OIIK-4
JOCTYyIIa K pecypcam
O9BM»

5 JIP 6 «Iloxcucrema OIIK-4
perucTpanuu COOBITHI
0€30IaCHOCTH

Tema 4. 3amuTa OT pa3pymaronmx 5 JIP 7 «Ilouck un anaymz | OIIK-4
MIPOTPAMMHBIX BO3JEHCTBHI BpegoHocHOTO 110

5 JIP 8 «Ilpumenenune OIIK-4
cpencTB coopa TaHHBI3
TS aHaJIH3a JSHCTBUH
3IIOYMBITIIICHHUKA)

Tema 5. 3ammra nndopmanuu npu nepexave | 5 JIP 9. «Co3nanue OIIK-4
10 KaHaJlaM CBSI3U VPN»

4 JIP 10 OIIK-4
«Knaccuduxanus
CPEJICTB 3aLUTH»

5 JIP 11 «ITon6op C3U OIIK-4
0T KOH(PUTYPAITHIO
CHUCTEMBI»

4.3.2. IlepedyeHb TeM (BOIPOCOB), BBIHOCHMBbIX HA CAMOCTOSITEIbHOE H3YYeHHE CTYIeHTAMH
B PaMKaXx CaMOCTOAITeJIbHOI padoThI

Tema 3aganue dopmupyembie
KOMIIETCHIIUU
Tema 1. @axTopbl BO3AEHCTBYONINE HA N3yuenue matepuanos bJIY ®CTIK, OIIK-4
HHPOPMALIUIO pexomennanuit HKI[ KU, yueOHOM 1
METOAUYECKOH JIUTepaTyphl 10 TUCLUILINHE




Tema 2. MeTopl 3alTUTHI TIPOTPAMMHOTO M3yueHune ocHOB sI3bIKa acceMOepa B 9acTu OIIK-4
KoJza paboThl KOMaH/I EPEX0/I0B, CPABHEHUIA,
BBI30BOB TIporieyp (10 aOCOTIOTHBIM U
OTHOCHUTEIILHBIM aJipecam), yaeOHOH 1
METOJINYECKOIl JIUTEpaTyphl 10 TEME

Tema 3. ®opmanibHBIE MOIeNTH Oe3omacHoCcTH | M3ydeHne MaHIaTHOH, TUCKPEIIMOHHOM, OIIK-4
pouneBoii, CBC, KoMOMHUPOBAaHHOW MOIETIeH
pasrpanuueHus nocryna. Msyqenue
pynoBoacTea anMuHucTparopa C3U «Aypay,
yueOHON M METOMYECKOH JINTEpaTyphl 110

TeMe
Tema 4. 3amura OT pa3pyaroIIx Wzyuenunst npuHIMIIOB GYHKIUOHUPOBAHHUS OIIK-4
IpOTrpaMMHBIX BO3J€HCTBUI CPE/CTB aHTUBUPYCHOH 3aIlUTHI, TpoQuiIeh

CAB3.
Tema 5. 3amura nndopmauuu npu nepepave | l3ydyenue pykoBoJaCTBa aIMHUHUCTPATOPa OIIK-4
10 KaHaJlaM CBSI3H ViPNet, npukazoB @CTIK,

yCTaHaBJIMBAIOIINX TPEOOBaHUS K Kiaccam
C3U, TpeboBaHUil K KJIaCCaM MEKCETEBBIX
9KpaHOB, YI€OHOW U METOTNICCKOM
JIMTEPATypHI 110 TEME

4.4. MeTonnueckne yKa3aHusl 10 OPraHU3AIUHM CAMOCTOSITEIbHOI PadoThl CTYICHTOB

CamocrosiTenbHast paboTa CTYACHTOB BceX (JOPM U BHJIOB OOyUEHUS SBISETCS OJHUM H3
00s13aTeIbHBIX BHIOB 00pa30BaTEIIbHON JEATEILHOCTH, 00OCCIICUMBAIONICH PeaTU3aIHIo
TpeboBanuii denepanbHBIX TOCYIAPCTBEHHBIX CTaHAAPTOB BhICIIEro obpazoBanus. CormacHo
TpeOOBaHUSIM HOPMATHBHBIX JOKYMEHTOB CAMOCTOATENIbHAS padoTa CTYJACHTOB SIBJISIETCS
00s13aTeNbHBIM KOMIIOHEHTOM 00pa30BaTeNbLHOTO MPOIIeCcca, TaK KaK OHa 00eCTIeYnBacT
3aKpETUICHHE MOJTy4aeMbIX Ha JICKITMOHHBIX 3aHATHUIX 3HAHUH ITyTeM MPHOOPETEHUsI HABBIKOB
OCMBICJICHUS U PACIIUPEHUS UX COACPKAHIS, HABBIKOB PEIICHHS aKTYaTbHBIX MPOOIEM
dbopmupoBaHUs OOIIEKYIBTYPHBIX U TPOPECCHOHATBHBIX KOMIIETEHITUN, HAyYHO-
HCCJIEIOBATEILCKOM IeATeIbHOCTH, TIOATOTOBKU K CEMHHApaM, TabOpaToOpHBIM padoTaM, caade
3a4eTOB U dK3aMeHOB. CaMocTosITeNbHAS paboTa CTYIEHTOB MIPEICTABIISIET COOOM COBOKYITHOCTh
ayUTOPHBIX U BHEAYAUTOPHBIX 3aHATHI U paboT. CamocTosATenpHas paboTa B paMKax
00pa3zoBaTeNbHOIO MPOIIEcca B By3€ PEIIacT CIASAYIOIINE 3aa9H:

— 3aKpeIUICHUE U pacUINpeHne 3HaHUH, YMEHHH, MOJYIeHHBIX CTyJEHTaMHU BO BPEMS
ayIUTOPHBIX U BHEAYAUTOPHBIX 3aHATHH, PEBPAIIEHNE UX B CTEPEOTHUITBI YMCTBEHHOU U
(bu3HYECKOI 1eATeTHHOCTH;

— ipuoOpeTeHne AOTOTHUTEIBHBIX 3HAHUM U HaBBIKOB 1O JUCIUIIIMHAM y4eOHOTO TIJIaHa;
— ¢hopMUpOBaHUE U PA3BUTHE 3HAHWI U HABBIKOB, CBS3aHHBIX C HAYYHO-HUCCIIEIOBATEIbCKON
NI TCIIbHOCTBIO;

— pa3BUTHE OPHEHTAIIMU M YCTAHOBKHM HAa KQUECTBEHHOE OCBOCHUE 00pa30BaTebHOM
MIPOTPaMMBI,

— pa3BUTHE HABBIKOB CAMOOPTaHU3AIINY;

— (hopMHUPOBAHHE CAMOCTOSATEILHOCTH MBIIIJICHUS, CHIOCOOHOCTH K CAMOPa3BUTHIO,
CaMOCOBEPILICHCTBOBAHHUIO ¥ CAMOPEaTN3alliu;

— BBIPaOOTKA HaBBIKOB (P (HEKTUBHOM CaMOCTOATEILHON TPO(PEeCCHOHATTEHON TEOPETUIECKOH,
NPaKTUYECKON U yueOHO-UCCIIEI0BATENLCKOM e TETbHOCTH.

IMoaroroBka k Jekuuu. KayectBo 0CBOCHMS coAepKaHUA KOHKPETHOU TUCIUTIIIMHBI
MPSIMO 3aBHCHUT OT TOTO, HACKOJIBKO CTYICHT caM, 0€3 BHEUTHETO MPUHYKICHUS (OPMUPYET Y
ce0s1 yCTAaHOBKY Ha MOJyYCeHHUE Ha JICKIMSIX HOBBIX 3HAHUH, JOTOTHSIONMNX YK€ UMEIOIIHUECS 110
JTaHHOW JUCHHIUTHHE. BpeMs Ha MOJArOTOBKY CTYACHTOB K ABYXYAaCOBOU JIEKIIMU IO HOPMAaTHBAM
coctaisaeT He meHee (0,2 Jaca.




IToaroroBka K MpakTHYecKOMY 3aHATHIO. [[0Ar0TOBKA K MPAaKTUYECKOMY 3aHITHIO
BKJIIOYAET CJICAYIOIINE 3JIEMEHThl CAMOCTOSATEIIBHOM JESITEIbHOCTH: YETKOE MPE/ICTABICHHUE
IIeJIU ¥ 3a]1a4 €r0 NMPOBEJICHUS; BbI/ICIICHUE HABBIKOB YMCTBEHHOW, aHATUTUYECKOM, HAyYHON
NeSITEbHOCTH, KOTOPbIE CTAHYT PE3yJIbTATOM IPEJCTOsIEeNH paboThl. BeipaOoTka HaBBIKOB
OCYILECTBIISICTCS ¢ IOMOILBIO TTOJY4YEeHUsI HOBOM MH(OopMaIiu 00 N3ydaeMbIX MpoIeccax U ¢
MIOMOIIBIO 3HAHUS O TOM, B KaKOH CTENICHH B JAHHOE BPEMs CTYAEHT BIaJeeT METOAAMHU
UCCIIEIOBATEIbCKON AEATEIbHOCTH, KOTOPBIMU OH CTaHET IOJIb30BAaThCS Ha MPAKTUYECKOM
3aHATHH. [IoAroTOBKA K MpaKTHYECKOMY 3aHATHIO HEpEIKO TpeOyeT nojadopa Marepuana,
JTAHHBIX ¥ CIICIMATIbHBIX HCTOYHUKOB, C KOTOPBIMH MPEICTOUT yueOHas padora. CTyAeHTHI
JIOJDKHBI IOMa MOATOTOBUTH K 3aHATUIO 3—4 npumepa (pOpMyJINPOBKH TEMbI HCCIIEIOBAHNS,
IPEJCTaBICHHOTO B MOHOTpa(usiX, HAYUYHBIX CTAaThsIX, OTYETaX. 3aTEM OHH CAaMOCTOSTEIBHO
OCYILECTBIISIOT IIOUCK COOTBETCTBYIOLINX UCTOYHUKOB, ONPEACISAIOT aKTYaJIbHOCTh
KOHKPETHOT'O UCCIIEI0OBAaHMSI ITPOLIECCOB U SIBJICHUM, BBIZICTSIOT OCHOBHBIE CIIOCOOBI
JI0Ka3aTeIbCTBAa aBTOPAMHU HaY4HBIX pa0dOT LIEGHHOCTH TOT0, YeM OHM 3aHUMaroTcs. B xone
CaMoTo0 MPaKTHYECKOTO 3aHATHUS CTYIEHTHI CHayasla MPEICTaBIAI0T HallIeHHbIE UMU BapUaHThHI
(OpMyYIHPOBKH aKTyaJIbHOCTH UCCIIE0BAaHUS, 00CYKAAIOT UX U OOOCHOBBIBAIOT CBOE MHEHHE O
HaWIy4llleM BapuaHTe. BpeMs Ha MOArOTOBKY K MPAKTUYECKOMY 3aHSATHIO IO HOPMAaTUBaM
coctapiseT He meHee (0,2 Jaca.

IToaroroBka Kk ceMHHApCKOMY 3aHATUHIO. CaMOCTOSITEIbHAS TOTOTOBKA K CEMUHAPY
HalpaBJIeHa: HA Pa3BUTHE CIIOCOOHOCTH K YTEHUIO HAYYHOI U MHOM JINTEpaTypbl; Ha IOUCK
JIOTIOJTHUTEIBHON HH(OpMAIiK, TO3BOJISIONIEH ITy0Ke pa3o0paTbcsi B HEKOTOPBIX BOIIPOcax; Ha
BBIJICJICHHE MTPU pabOTe C pa3HBIMU UCTOYHHKAMU HEOOX0AMMOM HH(pOpMauu, KOTopast
TpeOyeTcst Ul MOJITHOTO OTBETAa Ha BOIIPOCHI TUIaHA CEMUHAPCKOTO 3aHATHS; Ha BEIPAOOTKY
YMEHUS MPaBUIIBHO BBIIKMCHIBATh BBICKa3bIBAHUS ABTOPOB M3 UMEIOLINXCS HCTOUHUKOB
uHpopmanuu, ohopMIIATh UX M0 OubimorpaduyeckuM HoOpMaM; Ha pa3BUTHE YMEHUS
OCYILECTBIIATh AHAIU3 BHIOPAHHBIX HCTOYHUKOB MH(OPMALIH; Ha TIOJTOTOBKY COOCTBEHHOTO
BBICTYIIJICHUS IO 00CYX/1aeMbIM BOIIpocaM; Ha ((OpMUpPOBAHHE HABBIKA ONEPATHBHOTO
pearupoBaHMsl Ha pa3Hble MHEHHUS, KOTOPbIE MOTYT BO3HMKATh IIPU OOCYXIEHUH TE€X WIH UHBIX
Hay4HbIX Ipo0eM. BpeMs Ha MOATrOTOBKY K CEMHUHApY IO HOPMAaTHUBAM COCTABIISICT HE MEHEe
0,2 gaca.

IMoaroroBka K KOJI0OKBUYMY. KOIITOKBHYM ITpeacTaBisieT cO00M KOIIIEKTUBHOE
o0cyxieHue pa3zena JUCIMIIIMHBI HA OCHOBE CaMOCTOSATEIBHOTO N3Y4EHUS 3TOr0 pas3zena
cryaentamu. [ToaroToBka Kk JaHHOMY BUY YY€OHBIX 3aHATHI OCYIIECTBIISIETCS B CIEIYIOIIEM
nopsake. [IpenonaBarens 1aeT COUCOK BOIPOCOB, OTBETHI HA KOTOPBIE CIIEAYET MOIY4YUTh IPU
U3yYEHHUH ONPEAETICHHOTO MEePEYHs HayYHBIX UCTOYHUKOB. CTyJJ€HTaM BO BHEAYJIUTOPHOE
BpeMsl HEOOXOAMMO MIPOUYUTATh CHELUATIBHYIO JINTEPATYpPY, BHIIUCATH U3 HEE OTBETHI HA
BOIIPOCHI, KOTOPbIe OYIyT 00CYXIaThCsI HAa KOJUIOKBUYME, MBICIIEHHO C()OPMYIIHPOBATH CBOE
MHEHHE 110 KaXIOMY U3 BOIIPOCOB, KOTOPOE OHM BBICKAXYT Ha 3aHATUHU. Bpemst Ha MOATroTOBKY K
KOJUIOKBUYMY 110 HOPMaTHBaM cocTaBiisieT He MeHee (0,2 Jaca.

IMoaroroBka K KOHTPOJILHOI padoTe. KonTponpHas paboTa Ha3HAYaETCs MOCIIE
U3y4EeHHsI ONPEACTICHHOTO pa3zena (pa3/ienoB) TUCIHUILIMHBI U IPECTaBIseT COO0H
COBOKYITHOCTb PAa3BEPHYTHIX MMCbMEHHBIX OTBETOB CTYE€HTOB Ha BOIPOCHI, KOTOPBIE OHU
3apaHee MOJIy4aroT OT nmpenojaBaress. CaMocTosTeNbHas! MOATOTOBKA K KOHTPOJIbHOW paboTe
BKJIIOYAET B c€0sl: — M3y4YEHUE KOHCIEKTOB JIEKIIUH, paCKPhIBAIOIUX MaTepuall, 3HaHHUE
KOTOPOT'O MPOBEPsIETCS KOHTPOJIBHOM pabOTOM; MOBTOPEHHE y4eOHOT0 MaTepuaia, MoJIydeHHOTO
IIPY NOATOTOBKE K CEMMHAPCKHUM, IIPAKTUYECKUM 3aHATHSM U BO BPEMsI UX ITPOBEACHNUS;
U3y4eHHE JOMOTHUTEIBHOMN TNTepaTyphl, B KOTOPOH KOHKPETH3UPYETCS COAep KaHue
IIPOBEPSAEMBIX 3HAHUI; COCTABICHHE B MBICIIEHHON (hOpME OTBETOB HA [TOCTABJICHHBIE B
KOHTPOJILHOHM paboTe BOMPOCHI; (OpMUPOBAHUE NICUXOJIOTHYECKON YCTAaHOBKHM HA YCIICIIHOE
BBINOJIHEHHE BCEX 3aJaHUi. BpeMs Ha MOArOTOBKY K KOHTPOJIbHOI paboTe 0 HopMaTuBaM
COCTaBJISIET 2 yaca.



IMoaroroBka k 3auyety. CaMocTosITEIbHAS MOJTOTOBKA K 3a4ETy JIOJDKHA
OCYIIECTBIISITHCS B TeUEHUE Bcero cemectpa. [1oAroToBka BKIIOYAET ClIeNyIOUIIe IeHCTBUS:
MEPEYNTATh BCE JICKIIUH, 4 TAK)KE MAaTEPUAIIBI, KOTOPhIE TOTOBUIIUCH K CEMHHAPCKUM U
MPAKTUYECKUM 3aHSITHSIM B T€UEHHE CEMECTPa, COOTHECTH 3Ty HH(OPMALIHIO ¢ BOIIPOCaMH,
KOTOpBIE aHbI K 3a4eTy, €CII MH(OPMAIIUK HEAOCTATOUYHO, OTBETHI HAXOIAT B MPEII0KEHHOM
npernojaBaresieM JIuTeparype. Pekomenayercs nenaTh KpaTkue 3anucu. Bpems Ha MoAroToBKy K
3a4yeTy 1o HOPMaTHUBaM COCTaBJISIET HE MEHee 4 JacoB.

IMoaroroBka Kk 3x3ameny. CamocTosTeNIbHAS MOATOTOBKA K SK3aMEHY CXO0XKa C
MOJTOTOBKOM K 3a4eTy, 0coOeHHO ecnu oH auddepenunpoBannbii. Ho 00beM yaeOHOTOo
MaTepuaia, KOTOPbI Hy’KHO BOCCTAaHOBUTH B AMSTH K 3K3aMEHY, BHOBb OCMBICIIUTh U TIOHATb,
3HAYUTEIBHO OOJIBIIIE, TOATOMY TpeOyeTcs OObIle BpEMEHH U YMCTBEHHBIX YCHIIMNA. BakHO
c(hopMHPOBAThH LIETOCTHOE MPEICTABICHHUE O COACPKAaHUHU OTBETA Ha KaXKIblii BOIIPOC, YTO
MpeJoiaracT 3HAHUE PA3HBIX HAYYHBIX TPAKTOBOK CYIIHOCTH TOTO WJIM HHOTO SIBIICHUS,
mpolecca, yMeHHe pacKpbiBaTh (DaKTOPbI, OMPEAESIONIINe UX TPOTUBOPEUUBOCTh, 3HAHUE UMEH
YUYEHBIX, U3YyUaBIIUX 00Cyxaaemylo mpobiemy. HeoOxoaumo Takke npuBecTd HHPOPMALIUIO O
MaTepuaiax YMIUPUUYECKUX UCCIIeI0BAaHUH, UTO YKa3bIBa€T Ha BCECTOPOHHIOIO MMOATOTOBKY
CTYZICHTA K 3K3aMeHy. Bpems Ha IOJAroTOBKY K 9K3aMEHY 110 HOpMaTHBaM COCTaBIsIeT 36 yacoB
TSl 6aKagaBpoB.

B ®BI'OY BO «UI'Y» opranu3aiusi CaMOCTOSITEIbHON paOOThI CTY/ICHTOB
pernamenTupyercs [lonoxeHrnem o caMOCTOSITENLHOM paboTe CTYACHTOB, IPUHATHIM Y YEHBIM
coserom UI'Y 22 utons 2012 r.

5. YYHEBHO-METOAUYECKOE U TH®POPMAIIMOHHOE OBECIIEYEHHUE
JANCHUITINHBI

a) OCHOBHAas JIuTeparypa:

1. Hlanbrun B.®. 3amuTa komnbioTepHoi HHPpOpMauu. DPpPeKTUBHbIE METOIBI U
cpencta / B.®. lllansrun. — M.: JIMK-IIpecc. — 2010. — 542 c. —

ISBN: 978-5-94074-518-1 (25 3k3.).

2. OcHoBbl nH(opMaImoHHOM 6e3omacHocTu [Teker] : yueb. mocobwue / [u ap.] ; perr.: D.
W. NBanos, E. H. Jlyxan ; Upkyrckuii roc. yH-T, UH-T Mart., 3K0H. 1 ©HPOpM. - UpKyTCK
: U3p-Bo UI'Y, 2013. - 113 c. : mi. ; 25 cm. - bubauorp.: c. 112-113. - ISBN 978-5-
9624-0791-3 (31 3k3).

0) NONOJIHHUTENbHAS IUTEPATypa:

1. 'epman O.H. TeopeTnko-4ncioBbie METOAbI B KpUNTOrpaduu: yUeOHUK IS CTY/.
yapexaeHui Boicil. mpod. oopaszosanus / O.H. I'epman. — M.: Axagemus. —2012. — 257 ¢. —
ISBN: 978-5-7695-6786-5. Pexxum nocrymna: 943 «bubnuorex». — Heorpannu. Jloctym.

2. Koneen U. P. Undopmarmonnas 6€30macHOCTh NPEANpUATHS: HaydHoe uznanue / 1. P.
Komnees, A. B. benstes. — CI10.: BXB-ITerepOypr, 2003. — 733 ¢. — ISBN 5-94157-280-8 (39
9K3).

3. babam A.B. Uadopmarimonnas 6e3onacHoCTh. JJabopatopHblit mpakTHKyM: yuel. mocobue /
A. B. ba6am. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8 (50 3k3.).

B) 0a3bl TaHHBIX, THGOPMAIIMOHHO-CITPABOYHBIE U TTIOMCKOBBIE CHCTEMBI:

1. Microsoft TechNet (https://technet.microsoft.com/ , pexxum 10CTyI1a HEOTPaHUUCHHBIN ).



6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
6.1. YueOHo-12a00paTopHOE 000pya0BaHHE

OTOT PA3JIEJI HE 3AIIOJIHATDH

6.2. [IporpamMmmHoOe obecriedeHue

1. C31 oT HECaHKIMOHUPOBAHHOTO JocTyna «Aypa 1.2.4»;

2. Hiew 6.50 (http://www.hiew.ru/indexr.html);

3. DosBox 0.74 (https://www.dosbox.com/download.php?main=1);
4. ITporpammuslii komruieke ViPNets cocrase:

ViPNet Administrator,

ViPNet Koopaunarop,

ViPNet Client KC2;

5. AutuBupyc AVZ (https://z-oleg.com/secur/avz/download.php);
6. Autopsy (https://www.autopsy.com/);

7. Syslnternals Suite (https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-
suite).

7. OHEHOYHBIE MATEPHAJIBL V151 TEKYIIEI'O KOHTPOJIA 1
IMPOMEXYTOYHOU ATTECTALIUA

7.1. OnleHOYHbBIE CPEACTBA TEKYIIEr0o KOHTPOJISI

Bun xonTpons KonTtpomupyemsie TeMbI Kontponupyemsie
KOMIIETCHIIUU

3amuTa oT4eTa 0 JabopaTOpHOU 1-5 OIIK-4

pabore

IIpuMepbI OLIEHOYHBIX CPEICTB TEKYIEero KOHTPOJIs

1. KoHTponbpHBIE BOMPOCH K J1abopaTopHOM padoTe 9

1. Jlyst KakuX 0OBEKTOB MOKHO Pa3rpaHUYUTh JOCTYIT?

2. KakoBa (pyHKIIUS CIIUCKOB PACCBHUIKH KOIHUiA?

3. Yro nyxHo caenars B [IYC, 4To0bI mepeco3iath TUCTpUOYTHUBBI KITtoUeh?

2. KoHTponbpHBIE BOMIPOCH! K JTAOOpaTOpHOU padboTe 6

1. KakoBs! TpeboBanus, npeabssisiembie DCTIK k kiaccy, no koropomy cepruduumpoBana
C3MU (mo 3 Tpedyemoro ypoBHs 3amuineHHocTy [1]] BkitounTensHo)?

2. KakuM 00pazom BKiIIOYaeTcs ayauT (HaiioBoi CUCTEMBbI?

3. Kakue coObITHS OTpa3sATCs B )KypHAJIe IPH OTKPHITUH (aiisia Ha YTeHHE?

7.2. OneHo4HbIe CPeACTBA IS IPOMEKYTOYHOM aTTecTaluu
CnucoK BONPOCOB /ISl MPOMEKYTOYHOM aTTecTALMM:

1. OcHoBHOE omnpeaeneHue HHPopMaIOHHOM Oe3onacHocTu. Hanpasnenust Ub.
Mexanu3mbl. UHCTpyMeHTapui.

2. Meronbl 3auuThl HHGOpMaIK. Buabl NpOTUBHUKOB U HapyLIUTENeH HH(POPMAITMOHHON
0€30M1aCHOCTH.




3. Yrpo3sl napopMannoHHoi 6e3omacHocTH. CBs3b YA3BUMOCTH, YIPO3bl, HAPYLIUTENS U

pHCKa.

4. Bunpl 3amuniaemoit napopmarmu. Hocurenu 3amuimaemoit HHGpOpMauu

5. OCHOBHBIE 3aKOHO/IATENIbHBIE aKThl B 00JIACTH 3aLIUTHI UH()OPMALIHH.

6. Tpu Buna HapymieHuit 6e30macHOCTU. Mepbl 10 MPOTUBOICHCTBHIO YTpo3aM HapyIICHHUS
KOH(HIEHIIMATBHOCTH, LIETIOCTHOCTH, JOCTYITHOCTH.

7. IlocTpoeHue MOJENN YyIpo3 U METOAUKU OLIEHKH pucKOB. KauecTBeHHBIC U

KOJINMYCCTBECHHBIC METOJAUKHU OLICHKHU PUCKOB.

8. Llenu u 3agaun opranu3anuu B 00gacTu odecneyeHns nHPOPMAIMOHHON 0€301MacHOCTH.
B3anmopeiicTBue Mmexay cyobektamu. [IpaBuna 6e3onacHocT. YpoBHU (HOPMHUPOBAHMS

[IOJIUTUK OE30IMaCHOCTH.

9. Knaccudukarus BpeJOHOCHBIX TTporpamM. Mepsbl 1o ux npodrnaktuke. [Ipuznaku
HNPUCYTCTBHUA BPEAOHOCHBIX IIPOTPaMM Ha KOMIIBIOTEDE.
10. Knaccudukanust mporpaMMHBIX OIMTHOOK. DTanbl BOSHUKHOBEHHS OITMOOK B

IIPOrPaMMHOM KOJIE.

11. ®opmansHbIe MOsIeTH O€30MacCHOCTH. MaH/IaTHBIE ¥ TUCKPEITMOHHBIC MOICIIH

YIIPABJICHUS JOCTYIIOM.

12. CocTaB 1 Ha3HAYECHHE MMOJICUCTEM KOMIUIEKCHOM CHCTEMBI 3aIlIUTH HHPOPMAITHH.
13. BupTyasibHble YacTHBIC CETU: Ha3HAUCHHE, apXUTEKTypa, IPUHLUIIBI PAOOTHI.

14. MeToibl 3aIMTHI MPOrPaMM OT HECAHKIIMOHHUPOBAHHOTO KOTTUPOBAHUS 1
HUCIIOJIB30BAaHUS. MCTO,Z[BI 3allIUThI nporpaMM oT I/I?)y‘IeHI/ISI.

15. Metonp! 3anuthl 06a3 nanubix. Tumnossie ys3sumoctu bl u CYB/I.

[IpumMepbl OLIEHOYHBIX CPEICTB 1JIA MIPOMEKYTOYHON aTTeCTAIlUM:

[Ipumep TecToBOro 3amaHus

Bribepute Bce npaBUIbHBIC OTBETHI

1. UTo u3 nepeurcieHHOro OTHOCUTCA K
MeXaHu3MaM MH(OpMaAIIHOHHON
6e3omacHOCTH?

a) YIpaBJIEHUE T0JIb30BATENSIMU

0) mepcoHa

B) aHTUBUPYCHOE oOecrieueHune

') KOHTPOJIb JOCTyMa

2. YTo U3 NepeunciIeHHOTO OTHOCUTCS K
WHCTPpYMEHTaM WH()OPMAIIMOHHOM
6e3omacHOCTH?

a) pearupoBaHKe HA UHITUICHTHI

0) aHTHUBUPYCHOE O0ecIieueHne

B) CUCTEMbI OOHApYKEHHUS aTaK

T') ypaBieHUE MOJIb30BaTEeNIMU

3. IlepeuncinTe METOBI 3aLUATHI
uHpopManun

a) TeXHHYECKHUE

0) aAMUHUCTPATUBHbIC

B) CHJIOBBIC

I') IpaBOBbIE

4. J1oCTymHOCTb — 3TO

a) MOJIy4eHHEe aBTOPU30BaHHOTO JIOCTYMA K
nH(pOpPMAIIUU CO CTOPOHBI
YIOJTHOMOYEHHBIX JIUI] B pa3peIIeHHbII
NepUOJT BpEMEHHU

0) rmoy4eHue MOJIHOTO MPSIMOTO J0CTyIa K
TTAaHHBIM

B) BO3MOYKHOCTbh U3MEHEHHUSI TAHHBIX

I') HOJy4YEeHUE aBTOPU30BAHHOI'O JIOCTYIA K
TaHHBIM

5. YKaxuTte yrpo3bl, MICTOYHUK KOTOPBIX
pAacIioyio’keH BHE KOHTPOJIUPYEMOil 30HBI

a) mepexBar JaHHbIX, [IepelaBaeMbIX IO
KaHajaM CBSI3U

0) MPUMEHEHHE TTOICTYIITUBAIOIINX
YCTPOMCTB

B) IepeXxBaT MOOOYHBIX JIEKTPOMArHUTHBIX
U3JIy4CHUN

T') XUIIEHUE HOCUTENICH ¢
KOH(HISHIIMATbHON HHPOpMaIuei

6. [Ipu mocTpoeHuu cucTeM ¢ 3aluTOl OT
yrpo3 HapyleHus: KOHQUACHIIMATEHOCTH



MPUMEHSIOT CIIEAYIOIINE MEPBI

a) 1yO0JIMpOBaHUE CEPBEPOB

0) obecrieuenne hU3NIECKON OE30MACHOCTH
B) pa3rpaHUYCHUE TOCTYIIA

r) obecriedeHre KOPPEKTHOCTH TPAH3aAKIIHIA

7 IIpy NOCTPOECHUH CUCTEM C 3aLUTOM OT
yrpo3 HApyILIEHUS [EIOCTHOCTH MPUMEHSIOT
CJIEYIOINE MEPBI

a) MCTOJIb30BaHUE ITU(POBBIX MOAMKCEH

0) cozaHue 3araca B POIMYCKHOM
CITOCOOHOCTH CETEBOTO 000PYI0BAHUS

B) OpraHu3aius KOHTPOJIS 3a
nepeMenieHueM COTPYAHUKOB

T') pa3zenenue o0si3aHHOCTEN

1) MUHUMHU3A1HsI TPUBUIIETUI

8 Kakue meprsl HE nmpumenstorcs npu
MOCTPOCHHUHU CHCTEM C 3aLIUTOH OT yrpo3
HapYIICHUS JOCTYITHOCTH

a) pe3epBHOE KOMMPOBaHUE HHPOPMALIUU
0) opraHmu3anys MaHIaTHOTO

pasrpaHUYeHHs TOCTyIa K
WH(POPMAITMOHHBIM pecypcam
B) UCII0JIb30BaHUE KJIACTEPOB

9 Habop npaB u 00s3aHHOCTEH, KOTOpPHIE
MO>KHO MPUMEHUTH K COTPYTHUKY B
3aBHCHMOCTH OT €0 MPON3BOACTBCHHBIX
(GbyHKIMI Ha3bIBAETCS

a) MaHJIaTOM

0) poJibIo

B) YYETHOH 3aIIUCHIO

') Ha0OPOM MPUBHIICTUH

10. UcTOYHHKOM yTrpO3bl HEKOMIIETEHTHOE
MCTOJIb30BAHNE CUCTEMHBIX YTHUIIUT
SBIIETCS

a) HECAaHKLIMNOHUPOBaHHBIE
IporpaMMHoanmnapaTHbie CpeaCcTBa

0) mpupoaa

B) CAaHKITMOHUPOBAHHBIC
IpOrpaMMHOANIapaTHbIE CPEACTBA

PazpaboTtunk: Mymenek B.E., crapmmii npenogaBatens kadenpsl MHbOpMaIMOHHBIX

TEXHOJIOTUH



