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1. IEJU U 3AJAYA JACHUATIIAHBI

OCHOBHBIC TIETTM M 3ajJaud, pellacMble B XOJE MpernojaBaHus y4eOHOW IMCIUILINHBIL,
3aKJII0Yar0TCA B (QOPMUPOBAHUU Y CTYACHTOB:

e B3IIAJ0B HA 3aMUTy MHPOPMAIMM KaK HA CHCTEMATHUYECKYI0 HAYYHO-TIPAKTHYECKYIO
NeSTeIbHOCTD, HOCSIIYIO TPUKIIATHOW XapaKTep;

e T[OHUMaHHS 0A30BBIX TEOPETHUYECKUE MOHSATHH, JISKAIUX B OCHOBE MPOIECCa 3AIUTHI
nH(popManuu;

® TPEACTaBICHUS CTyJCHTaM O TMPUHIMINAX (YHKIMOHUPOBAHUS W BO3MOXKHOCTSIX
MIPUMEHEHHUS allapaTHBIX CPEICTB 3aIIUTH HHPOPMAITIH;

® HAaBBIKOB HCIIOJH30BaHUS MPOTPAMMHBIX U MPOTPAMMHO-ANNAPATHBIX CPEACTB 3aIIUTHI
nHpopMaIuu.

® BBICOKOro mpodeccuoHaiu3Ma B paboTe, YyBCTBAa OTBETCTBEHHOCTH 3a CBOW TPYII,
CTOMKHX dTHYECKUX HABBIKOB.

2. MECTO AUCHUIIVIUHBI B CTPYKTYPE OIIOII BO

Huctummuaa «[IporpaMMHO-ammapaTHbeie CpeJCcTBa 3ammTa WHGOpMAUm» Oazupyercs Ha
muciumnHax «MaremaTtukay, «®Pusukay, «ubpopmatukay, «Teopus undpopmanumy, «OCHOBBI
nH(OPMAIMOHHOK 0e30macHOCTHY, «AIMIapaTHBIE CPEICTBA BBIYUCIMTEIBLHOW TEXHUKHY,
«Texnuueckass 3ammTa uHpopMauum», «Jluckpernas wmartemarukay, «DIEKTPOHHUKA U
CXEMOTEXHUKA», «DIEKTPOTCXHUKAY.

3HaHUA, TOMy4YEHHBbIE MPU W3YYCHHH IUCHUILTUHBI «lIporpammHo-anmapaTtHbie cpeicTBa
3amuThl MHGOpPMAMM» SBISIOTCS HEOOXOTUMBIMU JUIS YCIEIIHOTO OCBOCHUS CIICTYFOIIHX
muciumuinH:  «KommnekcHass cucrema  3amuThl  mHGopManun», «OCHOBBI  YIIpaBICHUS
UHPOPMALMOHHON  Oe30macHOCThIO», «OpraHu3alliOHHOE W TMPaBOBOE  OOECIIEYCHHE
nH(pOpMaIMOHHOM 0€30IMacHOCTIY.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHMUSA INCHUIIJIMHBI

[Iporiecc oOCBOEHMS JAMCUUIUIMHBI HampaBieH Ha (opMUpOBaHME KOMIETEHIMHA B
coorBerctBu ¢ @D®I'OC BO wu OIl BO mno nanpasiaenunto mnoxaroroBku 10.03.01
HNudopmannonnas 0e30macHOCTb.

Hepeqeﬂb IJVIAHUPYEMBIX PE3YyJIbTATOB Oﬁy‘leﬂlflﬂ Mo AMCUMIIJIMHE, COOTHECCCHHBIX C
HHAUKATOPaAMH JOCTUKCHU S KOMIIeTeHII i

HNuauxkaropsl Pe3yabTarsl 00yyeHus
Komnerenuus .
KOMIIEeTeHII U
OIIK-3.2 CriocobeH mpoBOJUTH 3HaTh:
paboTEI 110 YCTAHOBKE, | ®  OCHOBBI IIOCTPOEHUS 3AIUINEHHBIX
HaCTpoMKe, BBIYUCIIMTEIILHBIX CETEH;
HUCHBITAHUAM U ® OCHOBBI KPUNTOTpapUIECKUX
TEXHU1IECKOMY npeoOpa3oBaHuil.
00CITy’)KUBAaHUIO CPENICTB | VMeTh:
3aIIUTHl HHPOPMAIIH ®  OCYUIECTBIISTH MEPHI TPOTHUBOIECUCTBUSA
oT HapyIIeHUsM 0€30MacHOCTH C
HECAHKIIMOHMPOBAHHOI'O HCTIOTB30BAaHUEM PA3ITMYHBIX
AOCTYIIA. IIPOTPaMMHBIX U aIllIApaTHBIX CPEACTB
3aIUTHI.
Bnanets:

® HAaBbIKAMH BBISIBJICHUSA YI'PO3




0€30MacHOCTH aBTOMaTHU3UPOBAHHBIX
CHCTEM;

TEXHUYECKOTO 00CTYKUBAHHS
ANIEKTPOHHO-BBIYUCIUTEIHHBIX MAIIUH
Y KOMIUICKCOB;

KpUNTOTrpagUUECKUX U MPOrPaMMHO-
anmapaTHBIX CPEJCTB 3aIIUTHI
nHdopmaIuu.




4. COAEPKAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0beM OUCIUILIMHEI COCTABIIAET 3 3aueTHEIE equHunbl, 108 yacos,
U3 HUX 74 Jaca — paKkTH4YeCcKas MOIr0TOBKa

CDopMa HpOMC)KYTOHHOﬁ aTTcCTanuu: 3a4€CT

4.1. Conep:xkanue QTUCHUILIUHBI, CTPYKTYPHPOBAHHOE 110 TEMaM, C YKa3aHHeM BUA0OB YUeOHbIX 3aHATHI 1 0TBEIEHHOI0 HA HUX
KOJIMYEeCTBA aKaJeMHYeCKHX 4acoB

= Buabl yuedHoii padoThl,
= BKJIIOYASl CAMOCTOSTEJIbHYIO padoTy
E 00y4JaroIuXCs, MPAKTHYECKYI0 MOATOTOBKY H
% TPYA0EMKOCTD
@ =5 (B yacax)
e S| 8% ®
= opMa TeKyllero
Ne 2 S| % Z | KonrakrHas paGoTa npemogaBaTes ¢ 2 P ym
Pazgen nucuunimHbl/ Tema S ol 22 = KOHTPOJIA
n/H 5 = S o= o0yuyaroumumMucs 2
O @ =5 5 = yCIeBaeMoCTH
Rl 23 s £
g ° Cemunap/ =
= IMpakTHyeck 5 =
e KoncyabTaumu S
E Jlexkuusa oe, o §
g JadopaTopH @}
oe 3aHsTHE/
1 2 3 4 5 6 7 8 9 10
1 TecToBBIN KOHTPOIb
Tema 1. 7 14| 10 4 4 6 P
10 TeME
2 TecToBBI KOHTPOITH
Tema 2. 7 16| 12 4 4 8 P
10 TeMe
3 TecToBBI KOHTPOITH
Tema 3. 7 16| 12 4 4 8 P
10 TeMe
4 Tewma 4. 7 16 12 4 4 8 TecToBBII KOHTPOJTh




10 TeMe
5 TecToBbIil KOHTPOJIb
Tema 5. 7 16| 12 4 4 8 P
10 TeMe
6 TecToBBIi KOHTPOJIL
Tema 6 7 20 | 14 6 6 8 P
10 TeMe
4.2. TInaH BHeayAUTOPHOI CAMOCTOSATEILHOI PAadOThI 00YYAIOIIMXCS 10 JUCHUILINHE
CamMocTosTeapHas padoTa 00yJaronuXCs Y4eOHo-
METOUYECKOe
Cemect| Hazpanue pa3zzena, OneHouyHoe A
. Cpoxku oOecrieueHue
p TEMBI Bun camocrositensHO# paboTh TpynoemkocTs (4ac.) CPEICTBO
BBITIOJTHEHUS CaMOCTOSITETTLHO
1 paboThI
[ToaroroBka K KOHTPOJIBHOU paboTe Kontponbnas VY4eOHbIii calfT
7 |Tema 1-3 Nel 1-5 nepens 20 pa6ora Nel
KonTponbHas padora Nel. 6 Henens 2 Kontponbhas Y4eOHbIii calfT
7  |Tema 1-3
pabota Nel
7 1.3 ITonBereHne UTOTOB 1O KOHTPOJIBHOW |7 HeAems 1 KoHnTponsHas VYueOHblil callT
Tema 1- pa6ote Nel. PaGoTa Hax ommOKaMH 1o pa6ota Nel
KOHTPOJIbHOM pabote Nel.
7  |Tema 4-6 [ToaroroBka k KOHTpoOIbHOM paboTe  |8-11 Henens 20 Kontponbnas VYueOHBIN cCaiT
Ne2 pabota Ne2
KonTponpHas padora No2. 12 nenens 2 Kontponbnas Y4eOHbIit calfT
7 |Tema 4-6
pabota Ne2
7 T 46 [TogBenenue UTOroB 1Mo KOHTpOIbHOU |13 Hexens KontponbHas Yy4eOHsbIil caliT
eMa 4- pabote No2. PaGora Hajg ommbOkamu 1Mo 1 pabora Ne2
KOHTPOJIbHOM paboTe Ne2.
OO6mmit 00beM CaMOCTOSTEIIBHOW PaOO0THI MO TUCIUTIINHE (Yac) 46




4.3. Conep:xkanue yueOHOro MaTepuajia

Paszoen I (Tema 1). OGECIIEYEHHE BE3OITACHOCTH MEKCETEBOI'O
B3AUMO/IEHCTBHAL.

OCHOBBI CETEBOT0 M MEXKCETEBOro B3auMojieiicteus. MHpopmannonHas 6e301acHOCTb.
[Tonutuka 6e3omacHocT. CeTeBast MOJMTHKA 0€30MaCHOCTH. YIIpaBlieHHE PUCKAMHU.
MexaHu3Mbl U CITyKObI 3aLUTHI.

PA3JIEJI 2 (Tema 2). BPE/JOHOCHBIE ITPOT'PAMMABI.

Komnerorepusie Bupychol. daitnnoBsie BUpyCchl. MakpoBHpYCHI. 3arpy304Hble BUPYChl. MeTobl
3aIIUTHI BUPYCOB OT 0OHapyxkeHus. TpostHckue konu. CereBbie uepBu. [loTaitHbIe XOIbI.
PyTkuThl. PyTKUTHI YypOBHS MOJIB30BaTeNs. PyTKUTH ypoBHS siipa. BpenoHocHbie mporpaMMel
JUTSE MOOMITBHBIX yCcTpocTB. [Ipoure BpenoHoCHbBIE mporpaMmbl. HauMeHOBaHUE BUPYCOB.
3amuTa OT BpeIOHOCHOTO mporpammHoro obecredenus. Texnomnorus Black u Whitelisting.

PA3JIEJL 3 (Tema 3). YJA/IEHHBIE CETEBBIE ATAKH.

CereBble ataku. Tpu OCHOBHBIX THIIA aTak. [Ipumepsr HeKoTOphIX atak. Knaccupukanum
yaaneHHbIx atak. Crucku kateropuii. Matpuunsie cxeMmsl. [Ipouecchl. Knaccudukanus
XoBapaa. OnieHMBaHNE CTENIEHU CEPbE3HOCTH aTaK. .

PA3JIEJI 4 (Tema 4). TEXHOJIOTHHU MEKCETEBbBIX 9KPAHOB.

TexHOI0rnK MOCTPOECHUSI MEKCETEBBIX dKpaHOB. DUIbTpanys NakeToB. MeKceTeBble IKpaHbl
YPOBHSI COEIMHEHHUsI. MeKceTeBbIe DKpaHbl IPUKIIATHOTO YPOBHs. MeKceTeBbIe DKPaHBbI C
JUHAMUYECKOH GuibTpalyel nakeToB. MexcereBble S3KpaHbl HHCIEKIIMUA COCTOSHUH.
MexkcereBble 3KpaHbl YpoBHA sapa. [lepcoHanbHbIe MEKCETEBBIE DKpaHbl. PaciipeneneHHbie
MexceTeBble dKpaHbl. O0X01 MeXCeTeBbIX IKpaHOB. TpeOoBaHUs U MOKa3aTeNn 3aIIUILIEHHOCTH
MEXKCETEBBIX JKPAHOB. TE€CTUPOBAHNE MEKCETEBBIX JKPAHOB.

Paszoen 5 (Tema 5). CHCTEMbI OFHAPYKEHHA ATAK H BTOP.KEHHH.

Mogenu cuctem oOHapyx)eHus BropsxkeHuit. Mogaens . leanunr. Moaens CIDF.
Knaccugukarus cucrem oOHapysxeHust BTopkeHuid. OO6HapyxeHue curiaryp. OOHapysxeHue
anomanuii. Metoaer Data Mining. MeTo bl TEXHOJIOTHH MOOUIIBHBIX areHTOB. MeTO b
IIOCTPOECHUS UMMYHHBIX cucTeM. [I[puMenenne reneTndeckux anroputmos. [Ipumenenne
HENpOHHBIX ceTell. MeToabl 00xo0a cucteM oOHapyXEeHHs BTOp>)KeHUIH. MeTobl 06xoa
XOCTOBBIX CHCTEM O0OHapy»XeHUs BTOp:KeHUH. BeromorarenbHble cpeficTBa 0OHApy KEHUS.
TectupoBanue cucteM oOHapyKeHHs BTOp:keHUH. TecTupoBaHNe KOMMEPUECKUX CHCTEM.
TecTupoBaHMe HCCIEN0BATENBCKUX IPOTOTUNIOB.  CHUCTEMBI IPEAYTIPEKIECHUS BTOPKEHHI.

Pa3zoen 6 (Tema 6). BUPTYA/IBHBIE YACTHBIE CETH.

Tynnenmuposanue. [Iporokonslr VPN kananeHOro yposHs. . [Ipotokoin IPSec. Acconmanus
oOecnieuenus 6e3onacHocTH. [IpoTokosn oOMeHa nHTepHeT-KiIrouaMu. [IpoTokon
ayTeHTU(UKaMu 3aroyioBka. [IpoTokon 6e30macHoi HHKANCYISIIMKA COAEP)KUMOr0O TaKeTa.
OcHoBHBIE THIIBI 3alIUIIEHHBIX cBsizel. [IpoTokonsl VPN TpancnoptHoro yposas. Ludpossie
ceprudukatsl. [Ipumepst oTeuecTBeHHOTO TocTpoeHus:t VPN.



4.3.1. IlepeyeHb CEMHMHAPCKHUX, MPAKTHYECKUX 3aHATHI H J1a00PATOPHBIX padoT

Ne Ne HanmenoBanue TpyroeMkocTh Ounenounslie | Popmupyembie
n/ | pasnena CeMUHAPOB, (uac.) cpeacrsa KOMIIeTEeHII U
n U TeMbl | NIPAKTHYECKHUX H
J1a00paTOPHBIX
padoT
Bcero N3 nux
4YacoB | MpaKTH4YecKas
NOAT0TOBKA
1 2 3 4 5 6 7
1. | Pazgen 1 | JlaGoparopHas 4 4 TecToBbIii OIIK-3.2
Nel KOHTPOJIb T10
TeMe
2. | Pazmen 2 | JlaGoparopHas 4 4 TecroBblit OIIK-3.2
No2 KOHTPOJIb 10
TeEMe
3. | Paznen 3 | JlaGopatopHas 4 4 TecToBslii OIIK-3.2
Ne3 KOHTPOJIb 110
TeMe
4. | Paznen4 | JlabGoparopHas 4 4 TecToBbIit OIIK-3.2
No4 KOHTPOJIb 10
TeMe
5. | Pazgen 5 | JlaGoparopHas 4 4 TecToBbIit OIIK-3.2
Ne5 KOHTPOJIb 10
TeMe
6. | Paznen 6 | JlaGoparopHas 6 6 TecToBbIl OIIK-3.2
Ne6 KOHTPOJIb 110
TeMe
4.3.2. IlepeuyeHb TeM (BONMPOCOB), BLIHOCUMBIX HA CAMOCTOSITEIbHOE H3yUYeHHne
CTYICHTAMH B PaMKaXx camMocTosiTe1bHOM padoTsl (CPC
Ne Tema 3aganue dopmupyemast NIK
n/n KOMIIETEeHIIUsl
1 Tema 1 KontponbHas OIlK-3.2 Crioco0GeH MpOBOIUTH PabOTHI 1O
pabota Nel. YCTaHOBKE, HACTPOMKE, UCIIBITAHUSAM U
TEXHUYECKOMY O0OCITY>KHBaHUIO
CPEJIICTB 3alIUThl HHPOPMAIUHU OT
HECAHKIIMOHMPOBAHHOTO JOCTYIA
2 Tewma 2 KontponbHas OIlK-3.2 Croco6eH mpoBOAUTH pabOTHI TIO
pabota Nel. YCTaHOBKE, HACTPOUKE, UCTIBITAHUSAM U
TEXHUYECKOMY 00CITyKHBAHUIO
CPEZCTB 3alIUThl UH(HOPMAIIMH OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA
3 Tema 3 KontponbHas OIlK-3.2 Crioco0GeH mpOBOIUTH PabOTHI 1O




pabota Nel. YCTaHOBKE, HACTPOWKE, UCIIBITAHUAM U
TEXHUYECKOMY 00CITy>KUBAHUIO
CpPEZCTB 3alIUTHl UH(HOPMAIIHH OT
HECAaHKI[MOHUPOBAHHOTO JIOCTYIIA

4 Tema 4 KonTponbHas OIIK-3.2 CrniocobeH mpoBOAUTH PadOTHI IO
pabora Ne2. YCTaHOBKE, HACTPOMKE, UCIIBITAHUAM U
TEXHUYECKOMY 00CITYKHBaHHIO
CPE/ICTB 3alIUThl HHPOPMALIUU OT
HECaHKI[HOHHUPOBAHHOTO JOCTYIIA

5 Tema 5 KontponbHas OIIK-3.2 Croco6eH MpoBOAUTH PadOTHI O
pabora Ne2. YCTaHOBKE, HACTPOUKE, UCIIBITAHUSIM U
TEXHHUYECKOMY 00CITYKHBAHUIO
CPEJICTB 3alUThl THPOPMALUHU OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIa

6 Tema 6 KontponbHas OIlK-3.2 CriocobeH mpoBOAUTH pabOTHI IO
pabora Ne2. YCTaHOBKE, HACTPOMKE, UCIIBITAHUAM U
TEXHUYECKOMY OOCITYKHBAaHUIO
CpPEeZCTB 3alIUTHl HH(OPMAIHH OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA

4.4. MeTtoguyecKue YKa3aHusl 10 OPraHU3alMU CAMOCTOATEILHOH PadoThI CTY/IEHTOB
Tekymias camocrostensHas padorta no aucuuiummae «l[IporpaMMmHo-anmapaTHbie CpecTBa
3amuTel MHQOpPMAIINK», HANpaBleHHAas Ha yriayOJieHWe W 3aKperuieHWe 3HaHWUW CTyleHTa, Ha
pa3BUTHE TPAKTUYECKUX YMEHHH, BKIIIOUAET B Ce0s CIIEIYIONINE BUIBI paloT:

paboTa ¢ IEKIIMOHHBIM MaTepHAIOM;
IIOATOTOBKA K MPAKTUYECKUM 3aHATHUAM;
BBIITOJIHEHUE WHIUBUAYAJIbHBIX IPOEKTOB;
MOJITOTOBKA K KOHTPOJIBHBIM paboTaM;
ITOATOTOBKA K 3a4ETy U DK3aMEHY.

TBopueckas MpoOJEMHO-OPHEHTUPOBAHHAS CAMOCTOSITENIbHAs pabdoTa MO AMCLUILIMHE
«IIporpamMmmHoO-anmnapaTHble CpEICTBA 3allUThl HWH(OpMalMM», HANpaBICHHas Ha pa3BUTHE
MHTEJUIEKTYyalIbHBIX YMEHUH, OOIIEKYIbTYPHBIX U MPO(ECCHOHANBHBIX KOMIIETEHIIUH, pa3BUTHE
TBOPYECKOTO MBIIUIEHUS Y CTY/IEHTOB, BKJIIOYAET B ce0s caeayroue Buabl padoT 0 OCHOBHBIM
npobiaemaM Kypca:

® [IOMCK, aHAJIN3, CTPYKTypUpOBaHHE HHPOPMALINY;
e  BBINOJHEHHUE rpadudeckux padboT, 00padoTKa U aHAINU3 JaHHBIX;
e yyacTHe B KOH(PEepeHUHUAX, OTUMIHNATaX U KOHKypcax.
OneHka pe3yJabTaTOB CaMOCTOSITENIbHON pabOThl OpraHU3yeTcsl Kak €AMHCTBO JIBYX (Gopm:
CaMOKOHTPOJIb U KOHTPOJIb CO CTOPOHBI MTPETI01aBaTels.

CaMOKOHTpO.]'H) 3aBUCUT OT ONPCACICHHBIX KadyC€CTB JMYHOCTHU, OTBCTCTBECHHOCTH 3a
pe3yJbTaThl CBOEro 00yuYeHHsI, 3aMHTEPECOBAHHOCTU B MOJIOKUTEIBHOW OIEHKE CBOETO Tpy[a,
MaTCpHAJIBHBIX W MOpPAJIbHBIX CTHUMYJIOB, OT TOTO HACKOJIBKO 06yqaeMLH71 MOTUBHPOBAH B
JOCTM)KEHUHM HAWIY4YIINX Pe3yJbTaToB. 3ajaua MpernojaBareisi COCTOMT B TOM, YTOObI cO3/aTh
YCIIOBUSL JJI BBIMOJHEHHUS] CaMOCTOSITENbHONU pPalboThl (yueOHO-METOAMYECKOe OOecreueHue),




MPaBUJIbHO HUCMOJb30BaTh PA3JIUYHBIE CTUMYIIbI JJIS peau3aluu 3TOoW paboThl (pelTHHroBas
CHUCTEMa), MOBBIIATh €€ 3HAYUMOCTh, U TPAMOTHO OCYIIECTBIIATH KOHTPOJIb CaMOCTOSTEIbHON
JEeSTEIbHOCTH CcTyAeHTa (POH]] OLIEHOUHBIX CPEICTB).

4.5. TlpuMepHasi TEeMaTHKA KYPCOBBIX padoT (IIPOEKTOB)
KypcoBbie paboTsl (TpOEKThI) Y4EOHBIM IJIAHOM HE MPETYCMOTPEHBI.

5. YYEBHO-METOJIWYECKOE M HH®OPMAIIMOHHOE OBECIIEYEHUE
TACIATLITAHBI

a) OCHOBHAasI JIUTepaTypa

1. Mapmakos, /[. B. [IporpammHo-anmapatHbie cpeicTBa 3alIMuThl HHPOpMAaIUH : yueOHOE
nocobue / 1. B. Mapmakos, JI. B. ®atxu. — PocroB-Ha-/{ony : Jlonckoit I'TY, 2021.
— 228 ¢. — ISBN 978-5-7890-1878-1. — TekcT : ameKkTpoHHBIH // JIaHb : SJI€KTPOHHO-
oubmuoreunas cucrema. — URL: https://e.lanbook.com/book/237770 (mata oOpamieHwus:
01.05.2023). — Pexwum gocTymna: st aBTOPU3. TOJI30BATEIICH.

2. IlporpammHo-anmapaTHbIE CpeACTBA 3alIMTHl MH(OpPMANUH : Y4eOHO-METOANYECKOE
nocooue / C. U. Hltepen6epr, A. M. I'enbdann, J. B. Peokakos, P. A. @atxyTauHoB. —
Cankr-IlerepOypr : CIIGI'YT um. M.A. bonu-bpyeBuua, 2017. — 98 c.— Tekcr :
UICKTPOHHBIN //  JlaHb  :  anekTpoHHO-OMOMMorednas  cucrema. —  URL:
https://e.lanbook.com/book/180093 (nata ob6pamenusi: 01.05.2023). — Pexxum noctyma:
JUIsl aBTOPH3. T0JIb30BATEIICH.

0) 1OMOJIHUTEIBLHASA JIUTEPAaTypa

1. ®ommn, JI. B. MHWuapopmammonHass Oe30macHOCTP U  3ammTa WHGOPMAIUU:
CIEIMAM3UPOBAaHHBIE ATTECTOBAHHBIE TMPOTPAMMHBIE U MPOTPaMMHO-aIapPaTHHIE
cpencTra : Mmeroandeckue ykazanus / 1. B. ®omun. — bnarosemenck : AmI'Y, 2017. —
240 ¢. — Tekct : anexTpoHHbIH // JIaHb : 3MeKTpoHHO-O0MOIKoTeuHas cucrema. — URL:
https://e.lanbook.com/book/156494 (nata obpamienus: 01.05.2023). — Pexxum poctyra:
JUTSL aBTOPU3. TOJIb30BATENCH.

r) 6a3bl TaHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE H MONCKOBbIE CHCTEMbI
1. VYueOnsrii caiit Jlabopatopuu T3U ®dusnueckoro paxynprera UT'Y -
https://sites.google.com/view/ltzi/, — Pexxum moctyma: cBOOOIHBIIA.
2.

6. MATEPUAJIBHO-TEXHUYECKOE OBECINIEYEHHUE JUCIUIIJINHbI
6.1. YueOHo-12a00paTopHOE 000pyA0BaHNE:

Komnbrotepnas nabopatopust 3236 (16 cepBepoB) M JeKkIMOHHas ayautopus 225,
OCHAIIICHHBIE MYJbTUMEIUUHBIMUA CpPEJCTBAMM, DJIEKTPOHHON 0a30i 3HAHWUW, CHUCTEMOU
TECTUPOBaHUS, BBIXOJOM B TJ00albHYyI0 ceTb VHTepHeT. TexHHUECKHE XapaKTepUCTUKH
CepBEpOB  00ECNEUMBAIOT BO3MOXXHOCTh  MOJEIUPOBAHUS HEOOXOJUMOro  ammapaTHoOro
oOecrieyeHus 1 pabOThl C COBPEMEHHBIMU KOMITBIOTEPHBIMH CHCTEMAaMU XpaHEHHUS U
00paboTku nHpopmaIuu.

6.2. [IporpaMmMmHoe o0ecieueHue

Cucrema TecTHpOBaHHMS M aHAM3a NPOTPAMMHO-aNNapaTHON TUIaTGOPMBI 3allUuThI
uHpOpMaLIUH.

6.3. TexHu4yeckHe H 3JIeKTPOHHbIE CPeACTBA:


https://sites.google.com/view/ltzi/%D0%BA%D1%83%D1%80%D1%81%D1%8B-%D0%B8-%D0%B4%D0%B8%D1%81%D1%86%D0%B8%D0%BF%D0%BB%D0%B8%D0%BD%D1%8B/%D0%B1%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B2%D1%80%D0%B8%D0%B0%D1%82/%D0%B8%D0%BD%D0%B6%D0%B5%D0%BD%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B8-%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F-%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D0%BA%D0%B0

B xozne yueGHOTro mpoliecca UCMOIb3YIOTCS TEXHUYECKUE CPEICTBA O0YyUEHHUS M KOHTPOJIS
3HAHUW CTYJEHTOB (NPE3E€HTAlMM, KOHTPOJIMPYIOIIUX IPOrpaMM, JIE€MOHCTPAIlMOHHBIX
YCTaHOBOK),  HCIIOJIb30BAHME  KOTOPBIX  HPEIyCMOTPEHO  METOAMYECKONW  KOHIeHIHen
IIpenoaaBaHmsl.

7. OBPA30OBATEJIBHBIE TEXHOJIOI'MHN

HJ’I?I JOCTUIXKCHHUA TNIAHUPYCMBIX PE3YJIbTATOB O6yLI€HI/I5I, B JUCHHUIIIIMHE ((HpOFpaMMHO'
afrmapaTrHbIC CPCACTBA 3alIUTBI I/IH(l)OpMaL[I/II/I» HCIIOJIB3YIOTCA Ppa3JINYHBbIC 06pa3OBaT€JIbHBIe
TCXHOJIOTHH.

HNudopmanuonHo-pa3BuBalolliue TEeXHOJOIMHM, HaIpaBleHHble Ha (OPMUPOBAHUE
CHUCTEMBbI 3HaHUM, 3alIOMHUHAHUE U CBOOOIHOE ONEPUPOBAHUE UMHU.

Hcnonp3yercs 1eKIMOHHO-CEMUHAPCKUN METO/JI, CAMOCTOSITENIbHOE U3yUEHUE JIUTEPATyphl,
IPUMEHEHHE HOBBIX MH(MOPMAIIMOHHBIX TEXHOJIOTMH MJIi CaMOCTOSTENILHOTO ITOMOJTHEHUS
3HaHMUM, BKJIIOYAs MCMOJIb30BAaHUE TEXHUUECKUX U 3JIEKTPOHHBIX CPEICTB UHPOPMAIUH.

JeAATeJIbHOCTHbIC NPAKTHKO-OPHMEHTHPOBAHHbIC TEXHOJIOTMM, HAIPaBICHHBIE Ha
dbopMupOBaHHE CHUCTEMBI NIPO(ECCHOHATBHBIX NPAKTUYECKUX YMEHUH MpU IPOBEICHUU
9KCHEPUMEHTAIbHBIX MCCIEJOBAHUM, 00ECIIEUMBAIOIUX BO3MOXKHOCTh KA4Y€CTBEHHO BBIIOIHATh
IpOo(QECCUOHATIBHYIO AEATEIBHOCTb.

Hcnonb3yercst aHann3, cpaBHEHUE METOJIOB IMPOBEICHUS UCCIIEAOBAHUN, BRIOOP METO/Ia, B
3aBHCHUMOCTH OT OOBEKTa MCCIENOBAaHUS B KOHKPETHOW MPOHM3BOACTBEHHOH CUTYyallUd U €ro
MpaKTUYECKas peaau3arus.

Pa3BuBalomue mnpodieMHO-OPMEHTHPOBAHHbIE TEXHOJIOIMHM, HaNpaBJICHHbICE Ha
dbopMupoBaHHEe ¥ pa3BUTHE TMPOOJIEMHOTO MBINUICHHS, MBICIUTEIBHON aKTHBHOCTH,
CIOCOOHOCTH BHJAETh U (DOPMYyIHUPOBATH MPOOJIEMBI, BHIOMPATh CIOCOOBI M CPEACTBA IS UX
pemenus. Mcmonb3yroTcs BHABI MPOOJIEMHOTO OOYYEHHS: OCBEUICHHE OCHOBHBIX MpPoOJieM
nH(pOpMaIMOHHON 6€30MacHOCTH, YUEOHBIC TUCKYCCUM, KOJJIEKTUBHAS JIEATEILHOCTh B TPYIINAxX
IIPU BBIMOJHEHUN TA0OPAaTOPHBIX padoT, pelleHue 3aaad MOBBIMIEHHOHN cioxHOocTU. [Ipu 3TOM
WCIIONIB3YIOTCS TIEPBBIE TPU YPOBHS (M3 YETHIPEX) CJIOKHOCTH U CaMOCTOSTEIbHOCTH:
npoOiieMHOEe H3J0XKEHHe Y4eOHOTro MaTepuaia MperojaBaTesieM; CO3/JIaHue MpernojaBaTelieM
npoOJEMHBIX CHTyalMid, a oOydaeMmble BMECTE€ C HHUM BKJIIOYAIOTCI B HX pa3pelieHue;
MpenojaBaTeNb CO3JaeT MNPOOIEMHYIO CHUTyallMio, a paspemarnT e€ olOydaeMble B XOJe
CaMOCTOSITEIIbHOM JIEATEIHLHOCTH.

JINYHOCTHO-OPHEHTHPOBAHHbIE TEXHOJOTMH O00y4YeHHMsI, OOeCleUyHBAIOIINEe B XOE
y4eOHOTro MpoIecca ydeT pas3lIMYHBIX CIOCOOHOCTEH 00y4aeMbIX, CO3[aHHE HEOOXOIUMBIX
YCIIOBUH NIl pa3BUTUS UX WHAMBHUIYAIBHBIX CIIOCOOHOCTEH, pa3BUTHE aKTUBHOCTH JIMYHOCTH B
yaeOHOM Tporiecce. JIMYHOCTHO-OPUEHTUPOBAHHBIC TEXHOJOTUH OOYYCHHS pPEaTU3yIOTCS B
pe3ylbTaTe MHAWBUyaLHOTO OOIICHHUS MIPeroaBaTelis U CTyIeHTa MPH 3alIuTe 1a00paTOPHBIX
paboT, MpH BHIMTOIIHEHUU JTIOMAIIHUX WHIUBUAYATbHBIX 33/IaHU, PEIICHUN 33714 TOBBIICHHON
CJIOKHOCTH, Ha CKCHECACIbHBIX KOHCYJIbTAlIUAX.

8. OHEHOYHBIE MATEPHAJIBI U151 TEKYHIEI'O KOHTPOJIS N
MPOMEXYTOYHOM ATTECTALIUA

8.1. OueHo4HbIe CPeICTBA ISl BXOJIHOTO KOHTPOJIS
BxomHO# KOHTpOJB (25 BapuaHTOB, 3-i ceMecTp), peacTaBisier co0oi mepeuens u3 10-15



BONPOCOB W 3aJlaHvil. BXOJHOW KOHTPOJb NPOBOAMTCS B NHUCHBbMEHHOM BHJIE Ha IEPBOM
IIPAKTUYECKOM 3aHATUU B TeueHue 15 munyT. [IpoBepsiercss ypoBEeHb BXOAHBIX 3HAHUM.

8.2. OuleHOYHBIE CpeICTBA TEKYIIEro KOHTPOJIsI

Bompocel k mpaktuueckuM 3aHATUAM. [lpenctaBisitoT co0oil  mepedyeHb BOIPOCOB,
MPOBEPSIIONIUX 3HAHME TEOPETUUYECKOIro JIEKIIMOHHOTO MaTepualia UM TeM, BBIHECEHHBIX Ha
CaMOCTOSITENIbHYIO IPOPAOOTKY.

8.3. OueHoYHbIE CPeICTBA IJIA MPOMEKYTOUHOM aTTecTAlMU

(B popme 3auera).
TectoBbie pa0boThI. [IpoBepsieTcs cTeleHb YCBOCHUS TCOPETUUCSCKHUX U MPAKTUYCCKUX 3HAHUM,
IPUOOPETEHHBIX YMEHUI Ha PEIPOAYKTUBHOM U IPOAYKTHUBHOM YPOBHE.

JleMOHCTPAIMOHHBII BAPMAHT TeCTOBOM PadoThl

Pa6ora c iptables

[Tonnepkka makeTHOro (uiIbTpa B AIpe U caM MakeT iptables mpUCYTCTBYIOT B ONEpaliMOHHON
cucTeMe Mo yMoa4anuio. [103ToMy HUKAaKUX JTIOMOJHUTEIBLHBIX HACTPOCK HE TpeOyeTcs.

[TpoBepka Hanmuuus maketa iptables:

[root@SUPERCOMP ~]# apt-cache search iptables | grep iptables

[TpoBepka, uro iptables 3amyckaeTcsi Py CTapTE CHCTEMBI:

[root@SUPERCOMP ~]# systemctl status iptables.service

BriBoJ crincka Tekymux npasui iptables:
[root@SUPERCOMP ~]# iptables -L -v

3ananue

1. Hanmmmre ckpunt ms iptables. B atom Habope nmpasui iptables pazpemuTs Bce HCXOASAIINE
COEIMHEHUS M CTPOTO OTpaHUIUTh Bxosmue. Jloctyn Oyner Bo3moskeH mo noptam TCP: 21,
22, 25, 53, 80, 143, 443, no nopram UDP: 20, 21, 53, Takxe npomyckaem MakeThl s yKe
YCTaHOBJICHHBIX COEMHEHU.

#1/bin/bash

IPT="/sbin/iptables”

# Ouuwaem npasuna u yoansiem yenouxu.
SIPT -F

SIPT -X

# Ilo ymonuanuio oocmyn 3anpeujeH.
$IPT -P INPUT DROP

$IPT -P FORWARD DROP



$IPT -P OUTPUT DROP

# Cnucox paspewennvix TCP u UDP nopmos.

TCP _PORTS="21,22,25,53,80,143,443"

UDP PORTS="53,21,20"

# Paspewaem nakemwl 015 uHmepghetica 0Opamuoi nemJu.

$IPT -A INPUT -i lo -j ACCEPT

$IPT -A OUTPUT -0 lo -j ACCEPT

# Paspewaem nakemsl 015 YCMAHOBNIEHHBIX COEOUHEHULI.

SIPT -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

# Paszpewaem ucxoosiuue coeOuHeHus.

$IPT -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
# Paspewaem oocmyn Kk nopmam, onucanuwvim 8 nepementvlx TCP_PORTS
#u UDP_PORTS.

SIPT -A INPUT -p tcp -m multiport --dport $TCP_PORTS -j ACCEPT
$IPT -A INPUT -p udp -m multiport --dport $UDP_PORTS -j ACCEPT

# Paspewaem ucxooswuii ping.

SIPT -A INPUT -p icmp -m icmp --icmp-type echo-reply -j ACCEPT

2. CpnenaiiTe CKpUIT UCIIOJHSICMBIM.
3. 3amycrture ero.

4. BeIBeauTe CIUCOK TEKYIIMX MpaBui iptables.

Paszpaborunk:
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[IporpamMma cocraBieHa B cooTBercTBUM ¢ TpeOoBanusmu ®PI'OC BO wu yuuThiBaer
pexomenaauu I[IOOIl mno wHanpaBienuto u npopmwmo 10.03.01 HupopmauuoHHas
0e30MacCHOCTD.

ITporpamma paccMoTpeHa Ha 3aceaHuu Kadeapsl paauoU3uKy U paJno3IeKTPOHUKU

«01» mapra 2022 r. nporokoin Ne 6

1.0.3aB. Kadeapoit %Z// z Konecruk C.H.

Hacmoswas npoepamma, Hne modcem Ovimb ocnpousgedeHa HU 6 Kakou ¢opme 6e3
npeosapumenbHo20 NUCbMEHHO20 paspeulenust Kagheopuvl-paspabomuuka npocpammsi.
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