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. HEJIN U 3AJAYHN JUCTIAITJIMHBI

«KoMITbIOTepHBIC BBIYUCIHUTEIBHBIC CETH» — NUCHUILUIMHA, PACKPBIBAIOIIAS TTPUHITUTIBI
00BEIMHEHUS OTJICIIbHBIX BHIYUCIIUTEIBHBIX Y3JIOB B SHHYIO BBIYHCIHTEIBHYIO CETh.

Ilenp Kypca — OCBOGHHE CTYJSHTAMH OCHOBHBIX COBPEMEHHBIX CETEBBIX TEXHOJIOTHH,
MOJITOTOBKA K paboTe B CETEBOM Cpejie.

3ajaun Kypca — U3yueHHUe:

- ¢pynkumii ypoBHer moaenu OSI: ¢puzudeckoro, KaHaJILHOTO, CETEBOT0, TPAHCIIOPTHOTO,
CCaHCOBOTO, MPEACTABICHUN U MPUKJIIAJTHOTO;

- cteka nporokosos TCP/IP;

- NPUHIHUNOB (YHKIIMOHUPOBAHWS U OCOOCHHOCTEH IOCTPOCHUS KaHAIOB Tepeaadn
JAHHBIX ¥ JIMHUW CBSI3H;

- METOJIOB JIOCTYIIAa U Pa3HOBHIHOCTEH CTAaHAAPTHBIX BBIYUCIUTEIBHBIX CETEH;

- METOJIOB a/IpeCallii, KOMMYTAIMH U MapIIPYTHU3AI[MH B BEIYUCIUTEILHBIX CETSX.

II. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

VYyeOnas aucuuminHa «KoMIIbIOTEpHBIE BBIYMCIUTENBHBIE CETH» BXOIUT B 0a30BYIO
4acTh 003aTEIbHBIX JUCIUAILINH.

Jliis u3yueHus: JaHHOW y4eOHOUM AMCUUILIMHBI (MOIYJIA) HEOOXOAUMBI 3HAHUS, YMEHHS U
HABBIKH, (OPMUPYEMBIC TTPEIIICCTBYIONUMH JTACITUTUTHHAMH :

J PasmorexHuyueckye enu u CUrHabl
J OCHOBBI HOCTPOCHMS BEIUUCIUTENBHBIX cucteM (OBM)
J OcHOBBI TU(PPOBOIA AIIEKTPOHUKH M CXEMOTEXHHUKH

[Tepeuens mocieayOMUX YYEOHBIX MUCHUIUIMH, JUISI KOTOPBIX HEOOXOIAMMBI 3HAHUS,
YMEHHUSI U HaBbIKU, (OpMUpPYEMbIEC JTaHHON y4eOHON AUCIUTIITMHOM:
¢ BOJIOKOHHO-ONTHYECKHUE JIMHUH CBI3HU

I11. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JNCHUIIJIMHBI

[Ipouiecc ocBOeHMS IUCUUIUIMHBI HAampaBieH Ha (QOPMUPOBAHUE KOMIIETEHLUUH B
cootBercTBUU ¢ ®PI'OC BO u OII BO no nanpasnenuto noarorosku 03.03.03 Paanopusuka.

ITepedyenb miIaHMpPyeMbIX pPe3yJIbTATOB 00y4YeHHS MO JUCHUIINHE, COOTHECEHHBIX €
HHIMKATOPAMH JOCTHKEHUs KOMIIeTeHIN I

HNuauxkaropsl
Kommnerenuns . PesynabTaTnl 00yyeHus
KOMIeTeH Ui
OIIK-3 H/[Konks.:  Ilonumaem 3HaTh: MNPUHLUUIB  paboOTBl H
Cnocobern ~ noumumams | npuHyunvl pabompl | OpraHU3AINAN COBPEMEHHBIX
NPUHYUNDL pabomol | co8peMeHHbIX BBIYMCITUTEIbHBIX CETEH.
COBPEMEHHBIX uHgopmayuonHelx cucmem u | YMETh: HCIOIB30BATh 3HAHHUA O
uHgopmayuoHHvIx ucnonvzyem ux Ois pewieHus: | IPUHIMIAX pabOThl COBPEMEHHBIX
MeXHON02UlL u | npogeccuonanbHoll CETEBBIX TEXHOJIOTUSX W MPUMEHSThH
UCNnoNb308amMb  UX 04 | OeamenbHoCmy 6 0Oaacmu | MX JJs pelleHus 3a71a4y OpraHu3aiuu
peuieHus 3a0a4 | paouoghuzuxu JIOKaJBHBIX KOMITBIOTEPHBIX CETEH.
npogeccuonanbHoll Bnaners: HaBblkamMM  pabOTBI  C
oesamenbHOCmu. COBpPEMEHHBIM CETEBBIM
KOMMYHUKAIIMOHHBIM
000pyTOBaHUEM.




IV. COAEP’) KAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0BLeM TUCHUILIUHBI COCTABJIAET 4 3a4eTHBIX eqMHNIEI, 144 yaca.

(I)opMa HpOMe)I(yTO'{HOﬁ aTTecTalMu: 3a4eT ¢ OeHKOI

4.1. Coz[epncafme AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM, ¢ YKaz3aHUEM BUA0B y‘leﬁHLIX 3aHATHIL M OTBEJEHHOI0 HA HUX
KOJIN4YeCTBaA aKaJeMHUYECCKUX YacoB

Buner yueGHOI paboThl,

BKJIFOYAsi CAMOCTOATENbHYIO pab0oTy 00y4aromuxcs,

MPAKTUYCCKYIO IIOATOTOBKY U TPYAOCMKOCTb

®
1>}
=
= =
g g (B yacax)
g s 2 ®opMa TeKymero
Ne Tz, KonrtakTHas paboTa npemnogaBares ¢ =
Pa3nes qucuuninHbl/Tema =S 2 KOHTPOJIA
/" g o o0Oy4armuMucs =
@ 2 o g g yCneBaeMoCTH
S | Bz 5 ¢
= = “ o Cemunap/ = g
3 e E o ek Ipakruyeckoe, K §
E 8 - g s .JIaGOpaTOPHOQ OHCyJIbTalust 5
@) =] = E 3ansTue/ O
1 2 3 4 5 6 7 8 10
1 P.1. OGmme CBEJleHNs 00  apXuTeKType 7 20,8 i 5 4 0.8 8
KOMITBIOTEPHBIX CETEH. V CTHBIH TeKVILL
2 P.2. ba3oBble TEXHOIOTHH JIOKAJIBbHBIX CETEH. 7 20,8 - 6 4 0,8 10 COHT OH}:H
3 P.3. YcrpolicTBa KaHATBHOTO YPOBHSL. 7 32,8 - 8 14 0,8 10 p
4 P.4. [Tpunnunsl o0beAMHEHUS CETEH. 7 30,8 - 6 14 0,8 10
5 P.5. Mpuknanaeie nmporokoitsl creka TCP/IP. 7 30,8 - 6 14 0,8 10




4.2. I1naH BHeayIUTOPHOI CaMOCTOSITEIbHOIH Pa00oTHI 00y4aIOIIMXCS MO TUCIHHILINHE

CamocrosiTenbHas paboTa 00yJaronuxcs VuebHo-
METONYECKOE
Cpoxu OueHo4vHOE
Cemectp Hassanwue paznena, TeMbl B o - TpynoeMKoCTb S obecrieueHHe
BBIIIOJIHCHUA v
U] CAMOCTOSATEIILHON PabOThI (uac.) pen CAMOCTOSTOIBHOI
(nenens)
paboTHI
6 P.1. O6uue cBeneHus 00 apxXUTEKType 1.2 8 VICTOUHMKH 13 TIepeuHs
KOMITBIOTEPHBIX CETEH. JIATCpATyphL,
» CaMOCTOSITENbHBIH
6 P.2. Ba3oBble TEXHOIOTHUH JIOKAIBHBIX CETEM. Pa6oTa ¢ yueOHHKOM, 3-6 10 .
- g . V CTHEIH TIOMCK JINTEPATYpPhI Ha
6 |P.3. YcrpoiicTBa KaHATLHOTO YPOBHSI. CIPaBOYHOU JIMTEPATYPOH, 7-10 10 TeRVILLH 06pa3oBaTenbHbIX
6 P.4. IlpuaImMnel 00beTUHEHHSI CETEH. MePBOUCTOYHUKAMH, 11-14 10 KOH?]LHL pecypcax, TOCTYTHBIX
6 |P.5. [Ipuknagnbie mpoTtokoisl cteka TCP/IP. KOHCIIEKTOM p 110 JIOTHHY M IapoJIio,
15 18 10 peaoCTaBJIAEMbIM
B Hay4rol 61M6IHOTEKOMN
ury
OO6muii 00beM caMOCTOATENBbHOM PabOThI O JUCIHUILTHHE (4Yac) 48




4.3. Coaep:xanue y4eOHOro MaTepuaJia

Pa3nen 1. O6mme cBeieHus1 00 apXUTEKTYpe KOMIIbIOTEPHBIX CeTei.

Benenue. OCHOBHBIE MOHATHS, TEPMUHOJIOTHS U KOHUEHIIUU TOCTPOCHHUS KOMITbIOTEPHBIX
cereil. CBs3p TOuka-Touka. OOBEAUMHEHME MHOXKECTBA Y3JI0B B €IUMHYIO ceTb. IIpoTokoisbl u
uHtepdeiicel. 7-Mu  ypoBHeBas '"dtanonHas" wMozenb OSI/ISO. Cpensl mepenayu gaHHBIX.
XapakTepUCTUKU Cpel nepefadyu NaHHbIX. Dusndeckas M Jormyeckas tonosiorud. Ousnuyeckoe
KoaupoBanue curHanoB. L{udpoBoe koaupoBanue u aHamoroBass MOAyJsAuus. MMiylnbcHble U
MOTEHLIMAJIbHBIE CIOCOOBI KoaupoBaHMs. Jlormueckoe koaupoBanue. Kommyraunus kaHaloB U
nakeroB. OCOOEHHOCTH pealu3allid MPOTOKOJIOB CBSI3UM KAaHAJbHOTO YPOBHA. MeTOHAbl CHKaTus
uHpopManuu “Ha iery’.

Pa3gen 2. Ba3oBble TeXHOJIOTHH JJOKAJLHBIX CEeTEH.

CemeiictBo cranmaproB IEEE 802.x (ISO 8802-1.x). Ypouu MAC u LLC. Cerun
KosbleBoi tomonorun: Token Ring, FDDI. Texnomorus Ethernet. Mertonx mocryma CSMA/CD.
CewmetictBo cranmaptoB Ethernet. Tlomnonyruiekcubiii Ethernet. IMoaxomel k MeTonmy mnepenauu
JaHHBIX 0€3 UCHOJB30BAaHUS MPOBOJOB. MeTOABl pacIIUpeHHus CHeKTpa OecrnpoBOIHBIX
texnostoruii. [Iporokoa CSMA/CA. CemelictBo cranmaptoB OecnipoBoaubix cereit IEEE 802.11 (a,
b, g, n, ac, ad).

Pa3nea 3. YerpoiicTBa KaHaIbHOTO YPOBHSI.

CereBbie amantepnl, Konnentparopsl. Jloruueckas cTpykTypuzauus cereil. MocTbl H
KOMMYTaTOpbl. AJrOpuTMbI "Mpo3payHOro" mMocrta U MOCTa C MapLIpyTHU3alMeld OT MCTOYHHKA.
YrpapiieHne NOTOKOM JaHHBIX B KOMMYyTaTopax. JlononHurensHble GYHKIIUH KOMMYTaTopoB: STP,
¢unbTpanus Tpaduka, mpuopureTHas oOpaboTka kagpoB, VLAN, arperupoBaHHe KaHAJOB,
oOHapyKEeHHE MEeTENb.

Pa3nen 4. [IpyHuunbl 00beIMHEHUs CeTeNd.

Anpecarus B IP cersax. Tunsl agpecoB B cteke TCP/IP. Knaccel IP ampecoB. OcobOwie 1P
anpeca. Mcnomp3zoBanne macok B IPv4 -ampecanmu. Ilpotokon IPV6. IIporoxon paspemieHus
anpecoB ARP. IlpuHuunbl MapmpyTU3ali U MapuIpyTU3aTOpbl. JMCTAaHIIMOHHO-BEKTOPHBIE
QITOPUTMBl  MapHIpyTH3alMu. MapmpyTu3anuss 10  aJrOpUTMaM  COCTOSIHUSL — CBA3EH.
JlononHurtenbHble (YHKIMM MapuipyTu3aTopoB. Kommyratopsl 3-ro ypoBHS. TpaHCHOPTHBIH
ypoBeHb creka mpotokonoB TCP/IP. Ilporoxonsr TCP u UDP. CrangapTsl CpeicTB aHanmmu3a |
ynpasieHus cetsimu. [Ipotokon SNMP. Texnomnorust NAT.

Paznen 5. Ilpukiaaanbie npoTokoabl creka TCP/IP.

Cucrema gomenHbix uMeH DNS. OOmenpunsteie cxembl (mpotokonsl) URL. OOGmieit
cucrema uneHtudukanuu pecypcoB URI. Ctpykrypa URL(URI). TIpoTokoun nepenauu rumneprexcra
HTTP. Metoast HTTP. Ctpykryps 3anipocos/oTBeToB HTTP. TIporokon ftp.

4.3.1. llepeyeHb CeMMHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a00pPATOPHBIX padoT

Ne Ne HaunmenoBanue TpyroeMkocTh Ouenounsl | Popmupyembie
N/H | pa3aena CeMUHAPOB, (uac.) e KOMIIEeTeHI[UHU
U TeMbI NMPaKTHYECKUX U Bcero N3 unx cpeacTBa
Ja00paToOpHBIX padoT | YaCOB | NMpaKTHYeCKas
MOrOTOBKA

1 2 3 4 5 6 7
1 | Pl O6mue cBeaeHus 00

APXHUTEKTYype 4 - .

P P . YcTHbIN

KOMIBIOTEPHBIX ceTel .

TeKYIIHA
2 | P2 bazoBeie TexHOMOTHUU ym
N 4 - KOHTPOJIb, OIIK-3

JIOKQJIbHBIX CETEH. sanmTa

3 | P3 YcrpoiicTBa
14 - nabopaTopH
KaHaJbHOTO YPOBHSI.
BIX paboT

4 | P4 [TpuHTIATIBEI 14

00BEIMHEHUS CETEH.




P5 [IpuknagHeie

MPOTOKOJIBI
TCP/IP.

CTCKa

14 -

4.3.2. [lepeyeHb TeM (BONPOCOB), BHLIHOCHMBbIX HA CAMOCTOAITEJIbHOE U3yYeHHe CTY/IeHTAMHU B
paMkax camocTositesbHoil padorsl (CPC)

N Tema 3ananue @opuupyemas NAK
n/n KOMIeTeHUsl
1 2 3 4 5
1 |P.1. OOmue cBeneHuss 006 [ToBTOpEHUE U
apXUTEKType KOMIIBIOTEPHBIX yriayOaeHHOe
CeTen. H3YUYCHHC
2 | P.2. ba3oBble TEXHOJIOTHH yuebuoro
JIOKaJIBHBIX CETEN. MatepHaa JICKLUH,
3 | P.3. VcrpoiictBa KaHaILHOTO TOArOTOBKA K OIlK-3 OIIK3.1
BBIITIOJTHECHUIO
YPOBHAL. 1a00paTOPHBIX
4 P.4. Ilpunnunel o0beAMHEHUS paBoT, MOArOTOBKA
CeTEH. K 3aIUTe
5 | P.5. IlpuknaanHble NPOTOKOJIBI |  1aGOpaTOPHBIX
crexa TCP/IP. pabor
4.4. MeTonnyecKue YKa3aHUs 110 OPraHU3alHHM CAMOCTOSITeJIbHON padoThl CTY/ICHTOB
CamocrosTenbHas padoTa CTyJIEHTOB BceX (OPM U BUAOB OOYUEHUS SIBJISETCS OJHUM M3
00s3aTeNbHBIX ~ BHJIOB  00pa30BaTENbHOM  JESATEIBHOCTH, OOECICUMBAIONICH  peaTn3aliio

TpeboBanuit denepanbHBIX TOCYAAPCTBEHHBIX CTAaHAAPTOB BbICIIEro obOpa3zoBaHusa. CoryacHo
TpeOOBaHUSAM HOPMATHBHBIX JIOKYMEHTOB, CaMOCTOsTElbHas paboTa CTYAEHTOB SIBISETCA
00s3aTeNIbHBIM ~ KOMIIOHEHTOM 00pa30BaTeNIbHOTO Mpolecca, Tak Kak OHa o0ecreyuBaeT
3aKperIeHUe MOJy4YaeMbIX Ha JIEKIIMOHHBIX 3aHATHSIX 3HAHUM MyTeM NpUOOpETeHHs] HaBBIKOB
OCMBICJIEHHSI UM pacIIUPEHUs] MX COJAEP)KAaHUs, HABBIKOB PpEIICHUS AaKTYyaJbHBIX MpodsieM
dhopmupoBaHus OOIIEKYIBTYPHBIX 151 poQeCCHOHATBHBIX KOMIIETEHIIHH, HAay4YHO-
HCCIIEI0BATENILCKONW AEATENbHOCTH, MOATOTOBKM K CEMHUHapaMm, Ja0opaTOpHbIM paboTam, ciaue
3a4eToB U SK3aMeHOB. CaMocTosiTeNbHass padoTa CTYACHTOB IPEJICTaBIsET COOON COBOKYIMHOCTb
ayAUTOPHBIX W BHEAyJIUTOPHBIX 3aHATUH u pador. CamocTosTenbHas paboTa B paMKax
00pa30BaTeNbHOrO MPOIlEcca B By3€ PELIAET CIASAYIOLIUE 3a4a4u:

— 3aKpelvieHHe M pPACHIMpeHHe 3HaHWW, YMEHMH, MOJyYeHHBIX CTYAEHTaMH BO BpeMs
ayJTUTOPHBIX W BHEAYAMTOPHBIX 3aHATHI, NpPEBpallleHHe WX B CTEPEOTUIIBI YMCTBEHHOM U
¢bu3nvecKoil 1esTeNTbHOCTH;

— IproOpeTeHNe JOMOTHUTEIbHBIX 3HAHUI U HaBBIKOB MO AUCHUIIMHAM Y4eOHOTO IJ1aHa;

— (opMHUpPOBaAHKE U PA3BUTHE 3HAHUH U HABBIKOB, CBSI3aHHBIX C HAYYHO-UCCIIEA0BATENBCKOM
JeSITeNIbHOCTbIO;

— pa3BUTHE OpHUEHTAllMM M YCTAaHOBKM HAa KayeCTBEHHOE OCBOEHHE 0Opa30BaTebHOU
MIPOTpaMMBEI;

— pa3BUTHE HABBIKOB CAMOOPIaHU3aINH;

— (GOpMHPOBAHHE CAMOCTOSITEIbBHOCTH MBIIIJICHUS,
CaMOCOBEPILIEHCTBOBAHHUIO M CAMOPEaIN3allnu;

—  BbIpa0OTKa  HaBBIKOB  3()PEKTUBHOM  CaMOCTOATEIHHOU
TEOPETUYECKOH, MPAKTHUECKON U y4eOHO-HCCIeI0BaTENbCKON 1EATEIIbHOCTH.

IMoaroroBka k Jexkumu. KauecTBO OCBOEHHS coAep)KaHHUA KOHKPETHON JUCIMILTUHBI
IPSIMO 3aBUCHUT OT TOT'O, HACKOJIBKO CTY/EHT caM, 0€3 BHEIIHErO MPUHYXICHUS pOpMUPYET y ceOst
YCTaHOBKY Ha MOJY4YeHHE Ha JIEKIUSIX HOBBIX 3HAHUM, TOMOJHIIONINX YK€ UMEIOIINecs 10 JaHHOU

CIIOCOOHOCTH K CaMOpa3BUTHIO,

npodecCuoHATBHON



JUCHUIIMHE. BpemMsi Ha NOATOTOBKY CTYACHTOB K JIByXYacOBOM JIGKIMU IO HOpPMaTHUBAM
cocTaBirsieT He MeHee (0,2 Jaca.

I[MoaroroBka k JiaGoparopHomy 3aHaTHIO. [loAroToBka K IabOpPaTOpPHOMY 3aHSATHUIO
BKJIFOYAET CIEAYIONIME 3JIEMEHTHI CAMOCTOSITEIIbHOMN JIESITEIbHOCTH: YETKOE MPE/ICTABICHUE 1IEIU U
3aa4 €ro NOpPOBEACHHUS; BBIACICHUE HABBIKOB YMCTBEHHOM, aHAJMTHUYECKON, HAy4YHOU
NEATEIbHOCTH, KOTOPBIE CTAHYT pE3yJbTaTOM TMpeACTosmeld padoThl. BripaboTka HaBBIKOB
OCYIIECTBIISIETCS C TIOMOIIBIO TOJNy4yeHUs: HOBOWM WH(MOpManuu 00 HM3ydaeMmbIX NPOIEccax U C
MOMOIIBI0 3HAHMS O TOM, B KakKOWl CTENEHW B JaHHOE BpeMsl CTYIEHT BIIAJEET METOJaMHU
HCCIIE0BATENIbCKOM IESITEIbHOCTH, KOTOPHIMU OH CTAHET IMOJIb30BaThcs Ha 3aHATUU. [loaroToBKa K
Hepeako TpeOyer moabopa marepuaina, JaHHBIX M CHENUATbHBIX HCTOYHHKOB, C KOTOPBIMH
npencTout yuebHas padora. CTYICHTBI CAaMOCTOSTEIHHO OCYIIECTBISIOT MIOMCK COOTBETCTBYIOITUX
HWCTOYHUKOB, OIPEICTAIOT aKTyaJlbHOCTh KOHKPETHOTO MCCJIEAOBAaHUSI MPOIECCOB M SBJICHUM,
BBIJICTISIIOT OCHOBHBIE CIIOCOOBI TOKA3aTEhCTBA aBTOPAMHU HAYYHBIX PabOT IEHHOCTH TOTO, YEM OHU
3aHUMAalOTCs. B Xole camMoro 3aHATHs CTYIEHTHl CHadajga MPEACTABISIOT HaWJICHHbIE HMHU
BapHaHTHl (YOPMYIUPOBKH aKTYaJIbHOCTH HMCCIIEIOBaHUsS, OOCYKIAIOT UX U OOOCHOBBIBAIOT CBOE
MHEHHE O HaWIydllleM BapuaHTe. Bpems Ha MOATOTOBKY K J1IaOOpaTOPHOMY 3aHSTHIO IIO
HOpMaTuBaM cocTraBisieT He MeHee 0,2 yaca.

IHoaroroBka Kk 3a4ery. CamMocTosITEIbHAS TOATOTOBKA K 3a4ETY JOJIKHA OCYILIECTBIIATHCS B
TeueHue Bcero cemectpa. [lororoBka BKIIIOYACT CICAYIONINE ACUCTBUS: IEPEUUTATh BCE JICKIINH, a
TaKKe MaTepuaibl, KOTOPbIE TOTOBWJIHCH K JIA0OPAaTOPHBIM 3aHATHSAM B TEUCHHE CEMECTpa,
COOTHECTH JTy HH(OpPMaIMIO C BOMPOCAMH, KOTOPBIE JaHBI K 3a4eTy, eclii WH(OpMauu
HEJOCTAaTOYHO, OTBEThl HAXOAAT B MPEMJIOKEHHOM IpernoaaBaTesneM auTeparype. Pekomenayercs
JienaTh KpaTKue 3amucu. Bpemst Ha MOAroTOBKY K 3a4eTy 10 HOpMaTHBaM COCTaBJIsieT HE MeHee 4
Y4acoB.

4.5. IlpumepHasi TeMaTHKAa KYPCOBBIX PadoT
BrimonHeHne KypcoBbIX paboT He MPEAYCMOTPEHO yU4eOHBIM TIaHOM

V. YYUEBHO-METOJUYECKOE 1 HTH®OPMALIMOHHOE OBECITIEYEHUE
JUCHUTLINHBI

a) nepevyeHb JIUTEPATYPhI

1. Onudep B.I'. Komnbrorepusie cetu. [IpuHIMNIbI, TEXHOIOTHH, MPOTOKOIBI [ TekcT] :
yue0. mocoOue A CTy[. By30B, 00y4. 1o Harnpasi. "MHpopmaTHKa 1 BBIYUCI. TEXHUKA' U 110 CHIEll.
"Bplunca. MammuHbl, KOMIUIEKCHI, CHUCTEMbl U ceTu", "ABTOMATU3Up. MalllMHbI, KOMILUIEKCHI,
cuctemsl u cetu", "[Iporpam. obecred. BIYUCI. TEXHUKU U aBTOMaTtu3up. cucrem" / B. I'. Omudep,
H. A. Onudep. - 5-e uza. - M. ; CII6. : Ilurep, 2016. - 991 c. ; 23 cm. - (YueOHUK 171 BY30B). -
VYka3.: ¢. 963-991. - ISBN 978-5-496-01967-5 (15 5k3)

2. Tanen6aym 3. Komnerorepusie cetu [Tekct] : HayuHoe uzganue / J. Tanenbaym, .
Vazepomt. - 5-¢ u3a. - CII6. : Iutep, 2016. - 955 c. ; 24 cm. - (Kimaccuka Computer Science). -
bubnmorp.: c. 935-946. - ISBN 978-5-496-00831-0 (15 »k3)

3. AngpoHunk A.H. MOHUTOPUHT M yIpaBlieHHE B KOMIIBIOTEPHBIX CETAX : yueo.
nocobue / A. H. Aanponunk. - Upkyrck: U3n-Bo UT'Y, 2013. - 107 c. - ISBN 978-5-9624-0790-6
(30 9x3.)

4. AradonoB A.B. Texnomorum mexcereBoro skpanupoBanus [Tekcr] : [yueO.
nocobue] / A. B. Aradonos, A. H. Auaponuuk, 0. [I. Koponbkos ; Upkyrckuit roc. yu-t, UH-T
MaTeMaTHKH, 3KOHOM. u HH(opMm. - HMpkyrck : HU3n-so UT'Y, 2013. - 107 c. : un. ; 25 cm. -
bubnworp.: c. 101. - ISBN 978-5-9624-0796-8 (30 3k3.)

5. Hlanerun B. ®. 3ammra xommbioTepHoil nHbopManuu. DpdEeKTUBHBIE METOABI U
cpenctBa [Teker] : yue6. mocobue / B. @. lllansrun. - M. : JIMK Ilpecc, 2010. - 542 c. ; 24 cwm. -
bubnuorp.: c. 524-529. - I[Ipenm. ykas.: c. 530-542. - ISBN 978-5-94074-518-1(25 7x3.)+

6. Konnos, A. JI. BeruuciautenpHble CeTH W KOMIUIEKCH [DJIEKTPOHHBIA pecypc]
METOA. yKa3zaHus K j1a0. padortam. Y. 2 / A. JI. Konnos, 0. A. Ymakos. - OpenOypr : OI'Y, 2012. -



65 c. - Pexum noctyna: ObC "Pykont". - Heorpanuu. noctym.
0) nepuoauYecKre U3TAHUA
B) CIIHCOK aBTOPCKHX METOJIMYECKHX Pa3padoTok

r) 6a3bl JaHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE H MOMCKOBbIE CHCTEMbI

1. ITouckossie cuctemsl Google, Yandex.

2. DJIEKTPOHHBIE PECYpPCHI AOCTYIHBIE O JOTHHY W MApOJIio, MpeaocTaBisieMbie Haywnoi
ouobmnorexon UI'Y.

VI. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJIMHBI

6.1. YueOHO-71a00paTopHOe 000py/10BaHNE:

KommerotepHas naboparopus (ayauropust 325), OCHAIIEHHAs BBIYMCIUTEIBHON TEXHHKOM,
crieraabHbiM 110 1 cBOOOAHBIM T0CTYIIOM B ceTh Internet. Berpoennsie cerenie kapThl Ethernet
Ha KaXXJOM KOMIIBIOTEPE U BCTPOCHHBIE MM AMCKpeTHble cereBble KapThl 802.11. [laTuxopisl.
HeynpaBnsemble KoMMyTaTopsl. YnopasisieMble Kommyrtaropbl. Toukm pgoctyma 802.11.
becripoBognbie mapuipytuzatopsl  802.11. MexcereBbie 3kpanbl. |IP — kamepsl. CeteBoe
(haloXpaHUIHIIIE.

6.2. IlporpaMmmHoe odecneyeHue:
CB00OMHO pacrpocTpaHsieMoe MPOorpaMMHOE oOecrieueHue s aHajlu3a CETEeBOro Tpaduka
cereBoit cuuddep “WireShark”. Komanmnas ctpoka ucnonszyemoit OC. Bpaysep.

6.3. TexHnuyeckue H 3JIeKTPOHHBbIE CPEICTBA:
MynpTUMeANHHBIN TPOEKTOP, 3KpaH (10 HEOOXOAUMOCTH ), MEIOBas WM MapKepHasi 10CKa.
B kommbroTepHoii 1aboparopuu Tpedyercs goctym k cetu Internet.

Vil. OBPA3OBATEJIBHBIE TEXHOJIOI'MA

Ha neknusx uCmonb3yroTcs aKTUBHBIE METOIbl OOy4eHHS (KOMITBIOTEPHBIX CUMYJISIIHM,
pa3dop KOHKPETHBIX CHTyanuii). JlabopaTopHbie pabOThI MPOBOAATCS ¢ UCMONb30BanueM [19BM ¢
MIOCJIEYIOLIEN 3aIUTON.

Vill. OHEHOYHBIE MATEPHUAJIBI VIS TEKYHIEI'O KOHTPOJISA N
MMPOMEXYTOYHOM ATTECTALIIUA

Texkymmii KOHTPOJb pEaTU3yeTcsi B BHJIE YCTHOTO TEKYIIET0 KOHTPOJS JJIs JIOIyCKa K
MIPOBE/ICHUIO JTAOOPAaTOPHBIX PAa0OT M OTYETOB MO HUM Ha JaOOpPAaTOPHBIX 3aHATHUAX. Texkymmi
KOHTPOJIb HAIIPaBJIEH Ha BBIsIBIICHHE chopMHupoBaHHOCTH KomrteTeHnmi OITK-3.

JUis  peanM3aluy  TEKYILEro KOHTPOJIA HCIONb3yeTcs OajuIbHO-PEHTHHIOBAs CHUCTEMa
OLIEHKH, IPUHSTAasI B YHUBEPCUTETE.

VYcBoeHue CTYIEHTOM OakallaBpOM M3y4aeMOM JUCHMIUIMHBI MaKCHUMAajbHO OLIEHMBAETCS
100 Oamramu. MakcuManbHOE KOJIMYECTBO OasioB 3a TEKylIyl0o paboTy B ceMmecTpe
orpanuunBaercs 70-0 OayuiaMu, Ha OLIEHKY MPOMEKYTOUYHOTO KOHTPOJS 3HAHWM B BHUIE TecTa
MakcuMaiabHO mnpexycMoTpeHo 30 GamnoB. Bo3aMoxkHbl «ipemuanbhbie» Oamibl (or 0 go 10),
KOTOpbIE MOTYT OBITh J00aBlieHbl OakalaBpy 3a akTHBHbIE (OPMBI pabOTHI, BHICOKOE KAayeCTBO
BBITIOJTHEHHBIX Pa0OT | T.I.

3a nocemenue neknuii gaercs 0.5 Oamna (34 uvaca nekiuit * 0.5 Gamn = 17 06amios).
MakcumanbHOE€ KOJWYECTBO OaJUIOB 3a BBIMIOJHEHHUE JIAOOPATOPHBIX PaldOT € MOCTEAYIOIICH
3aIuTOM cocTapiseT 53 6ama.



MarepuaJsl

ISl TPOBEJACHHUS TEKYIIero W IMPOMEXYTOYHOr0 KOHTPOJISI 3HAHMM

CTY/I€HTOB:
Ne Bua xonTposs KounTtpoJsnpyemsie KourpoJsmmpyembie
TeMbl (pa3aeJibl) KoMIleTeHIuu/
HHIMKATOPHI

1 2 3 4

1 Y CTHBIHN TeKyIUil KOHTPOJIb P1-P5 OIIK-3/ OIIK3.1

2 Texymuit KOHTPOJIb: 3amura | P1-P5 OIIK-3/ OIIK3.1
71a00paTOPHBIX padOT

3 [IpomexxyTouHblid  KOHTpONb 3HaHWH | P1-P5 OIIK-3/ OIIK3.1
(Tect)

IIpumep yCTHOro TEKYyIIErO KOHTPOJIA: NMPUMEPHBIM IE€peueHb BOINPOCOB IS JIOIycKa K

BBITIOJIHCHUIO OJIOKa JIA0OpaTOPHBIX padoT 1o paszzenam “ba3oBbie TEXHOJIOTHH JTOKAIbHBIX CETEH
u “YcrpoiicTBa KaHaIbHOTO YpoBHA — “becnpoBonHbie cetn cemeiicTBa ctannaptoB 802.117:
e @usnueckas u Jiornueckas Tonojoruu cerend 802.11.
MeTtobl peannzanuu “n3deranus koumsuil” B cersax 802.11.
[IpoGnema ckpoiToii cranuuu cereit 802.11.
[Tonesnas nmpomyckHasi cnocoOHOCTh ceTeit 802.11.
[TocnenoBarenbHOCTH bapkepa.
Knaccsl [Pv4 anpecos.
Texunonoruss MIMO

MexcuMBOJIbHAS HHTEPhEPEHITHS.
Pacmmpenue criekTpa npsaMoi Mmociae0BaTeIbHOCTbIO.
Ucnonb3oBanue macok B [Pv4 anpecariuu.

Texymuii KOHTPOJIb: 3alMTa JA00PAaTOPHBIX PpadoT. /[ 3amuThl BBIIOIHEHHBIX
abopaTOpHBIX padOT HEOOXO0AUMO ODOPMHUTH OTUETHI B JIEKTPOHHOM WM OyMakHOM Buje. s
paloT ¢ peaJibHBIMU CETEBBIMU YCTPOICTBAMHU B OTUETE JAOJKHBI IPUCYTCTBOBATH!

e HOMEp U HAUMEHOBAaHUE 3aJJaHMUsl.

e (QJIOK-CXeMbl COOpPAHHBIX IO 331aHUSIM KOH(UTYpaIiil CETH U CETEBOT0 000pYyI0BaHUS.

® CKPUHUIOTHI BBIITOJIHEHHBIX JIJISl CETEBBIX YCTPOICTB HACTPOEK.

e pe3ynabTaThl pabOTHl PINGg C yKa3aHHBIMH CETEBBIMH WHTepdeiicaMu Win JIpyrue
pe3yabTaThl, HEOOXOAUMBIE 110 331aHUSAM PaOOTHI.

Jnis paboT ¢ ceTeBbIMU CHU(D(EepaMu B OTUETE JOJIKHBI IPUCYTCTBOBATH:
e HOMEpP U HAUMEHOBAHHUE 3aJaHUsl.
® CKpPHMHIIOTHI HabOpa 3aXBaYEHHBIX MAKETOB WJIM OJHOTO Pa3BEPHYTOIO MakKeTa JUlsl ero

aHaJIN3a 10 COOTBETCTBYIOLIEMY 3aJIaHUIO

e JIpyrve CKpMHUIOTHI U OMMCAHUA B CIydae HEOOXOJIUMOCTH IO 33JaHHUIO.
JlabopatopHble paboThI coAep)KaT PA3IUYHOE KOJUMYECTBO 3aJaHHUil pazNU4HON CIOXKHOCTH, H,
CJIeZIOBAaTENbHO, OLEHUBAIOTCA B PA3IMYHOE KOJIUYECTBO OAIIOB.

HapaMCTpBI OLICHOYHOI'O CPCACTBA JJIA 3allIUThI Ha60paTOpHLIX pa60T

Onenka / % OoT MakcuMyMa 3a paboTy B Oayuiax
Kpurepun
OLEHKH OTiuuHO Xopomio Y noBneTs. Heynogi.
70-100 % 40-60 % 10-30 % 0%

ITonHocThIO M B uenom otuer Otuet oopmiieH Ot4er He o opMIIEH.
KOPPEKTHO oopmiieH MOJHOCTBIO.
odopMIIeH OTUeT KOPPEKTHO Nmerotes 3ameuanust | Otdet ohopmiieH co

Brimonnenue Gop ’ pP ’ bop

SO~ C/IeTIaHbl BBIBOJBI. | CHIEJIaHBI BBIBOJBI, | IO OQOPMIICHHIO, 3HAYUTEILHBIMU

A HpI/I 3alIuTe HO UMCHOTCHA BBIBOJIbI CACJIAHBI HE 3aMCYaHHAMU,

IIOKa3aHO HE3HAYNUTCIIbHBIC IIOJITHOCTBIO. BBIBOJIbI HE IIOJIHBIC,
BCECTOPOHHEE U HEJIOCTATKH. Ipu 3ammuTe - MIPH 3aIUTE CTYJCHT C




r1y0oKOe 3HaAHUE
Marepuaia.

IIpu 3amuTe
CTYACHT
MOKa3bIBacT
MMOHUMaHue
Marepuaia,
HIPUBOIUT
MIpUMEpBI, HO
WCIIBITHIBAET
3aTpyAHEHUS C
BBIBOJIAMH,
OJIHAKO
JOCTaTOYHO
MIOJIHO OTBEYaeT
Ha
JIOIIOJTHUTEJIbHBIE
BOIIPOCHIL.

CYXKICHHUS
MTOBEPXHOCTHEI,
COJICPIKAT ONIHOKH,
MIPUMEPHI HE
MIPUBOJISATCS, OTBETHI
HA JIOTIOJTHUTEITbHBIC
BOIIPOCHI HE
YBEpCHHBIC.

TpyzoM GOpMyIHpYyeET
CBOU MBICIIH, HE
MIPUBOIUT MIPUMEPEI,
HE JaeT OTBETa Ha
JOTIOJIHUTEIIbHBIE
BOIIPOCHI

IIpomexyTounasi arrecrtanmusi B Qopme 3ayeTa C OLEHKOM HampaBlieHA Ha IPOBEPKY
cpopmupoBanHoctu kommnereHiui OIIK-3. B TeueHue cemecTpa 3a BBINOJIHEHUE 3a7aHUMN
TEKYIIEro KOHTPOJISI CTYIEHTY HAUUCIISIFOTCS Oaljibl M B KOHIIE ceMecTpa Oaibl CyMMHUpYeTCs s

BBIYMCIICHUA peﬁTHHra CTYACHTA.

CTymeHT JOIyCKaeTcsl K MPOMEXKYTOUYHOM aTTeCTalliH, €CIM €ro PEeUTHHT cocTaBiisier 42
Oamna u 6onee. Eciau pedTHHT CcTyqeHTa cOCTaBiseT MeHblie 42 6amioB, CTYJEHT HE JOMYCKaeTcs K
MPOMEXKYTOUHOM arrectauuu. I[IpomexxyrouHas arrectauus MPOBOJUTCS B BHJE HTOTOBOIO
KOMIIBIOTEPHOTO TECTUPOBAHUSA 10 BCEM pa3leiaM Kypcea.

HapaMeTpLI OLCHOYHOI'O CPCACTBA AJIA BBIITIOJHCHUS UTOTOBOI'O TCCTOBOI'O 3a1aHUA

[Ipenen nUTENBHOCTH KOHTPOJIS 90-120 mun
KomnmaecTo 3axanunii 40-60
ITocnenoBarenbHOCTH BEIOOPKU BOMIPOCOB ciryyaitHas

Kputepun onieHku B Oaax:

18 — 30 GasutoB

(% mipaBHIBHBIX 0TBEeTOB * 0.3)

60% — 100% npaBUIbHBIX OTBETOB

0 Oa1oB

0% — 59% npaBUIBHBIX OTBETOB

[To pe3ymbTaTaM HWTOTOBOTO TECTOBOTO 3aJaHHUS K PEUTHUHTY CTyJIeHTa A00aBiseTcs
HaOpaHHOE KOJIMYECTBO 0aslIOB, U, B CIIy4ae, €CJIM OOIUN PEHTHUHT CTAHOBUTCS OOJIbIIIE UM PABEH

60, mpocTaBiieTcs 3a4eT U OLICHKA.

Kpurepuu omnpeneneHus axkajieMHU4ecKOM OIEHKM JTU(QPepeHIIMPOBAHHOIO 3ayeTa Ha
OCHOBaHUU UTOTOBOI'O PEUTHHTIA CTYJIEHTA.

WTOroBbIii peHTHUHT CTYAEHTA

Axanemudeckast orjleHKa

86-100 GayioB OTnu4HO
71-85 GannoB Xopo1io
60-70 6amioB Y 10BIETBOPUTENHEHO




[Tpumep TecTOBBIX 3alaHU U1 TpoBepKH chopmupoBaHHOCcTH KommereHiu OITK-3:
1. Kakast Tonosiorusi pusnuecKux cBsizeil npeacTaB/ieHa HA PUCYHKe.

[TonHOCBSI3HAS TOMOJIOTHUS

Sueuncras Tonosorus

Konbnesas rononorus
3Be31000pa3Hast TONOJIOTHUS

OO01as muHa

Uepapxuueckas 38e3/1a (J1epeBO 3BE311)
CwMmenianHast TONOJIOTUS

GmMmooOw>

2. Ynopsizouute ypoBHH Moaeu OS| 0T caM0oro HU3KOro K caMoMy BBICOKOMY.
TpancnopTHBI

CeancoBblit

Ou3nYECKHil

IIpuknagnou

CereBoil

Kananbnbiii

[IpencraBuTenbHbIM

3. DTa XapaKTepuCTHKAa NOKAa3bIlBaeT MAKCUMAJIbHO BO3MOXKHYI0 CKOPOCTb Iepelaqyu
JAHHBIX, KOTOPasi MOKeT ObITh JOCTUTHYTA HA TUHUM CBSI3HU:

[Tonoca npomyckanus

[IpomyckHast cnocoOHOCTh

MrHoBeHHasi CKOPOCTh Mepeaayu JaHHbIX

Crnioco6 ¢pu3nyeckoro KOJupOBaHuUs

[TomMex0ycTOMYNBOCTD TUHUU CBSI3U

AUYX u ®UX nuHUU CBA3U

Uucno ypoBHEH KOAUPOBAHUS B IIepeaBaeMOM CUTHAJIE

4. Ha pucyHKe npeacTaBJjieH crnocod (pu3n4eckoro KoAMpoOBaHHA:
ol 1f of 1 1 1 1] 0] 0] 0] 0] Of 1 1 0of 1] 0] 1] of of 1

GMmMOO D>

OMmMOOmP>

Manuectepckuii koz (o crangapty 802.3)
bunonspueiit NRZ

bunonspusiit NRZI

bunossspHbII UMITYJIBCHBIN KOJ

bunonsipusiii kogq AMI

KomupoBanne MLT-3

[MorennmansubIil kox 2B/10Q

5. BoiOepuTe npaBuJibHble yTBepaxaenus o MAC aapece.
Hcnonb3yercs U1 HACHTU(UKAIIUHN CeTEBBIX HHTEP(EICOB y3TI0B CETH.
MoskeT ornpeaensiTe Ipymnny UHTepencoB ceTu.
ITpumep MAC anpeca: OxFF-FF-FF-FF-FF-FF
[Tpumep MAC anpeca: 255.255.255.255

ITpumep MAC anpeca: Ox FF:FF:FF:FF:FF:FF:FF:FF
SIBrisieTcst nepapXu9IecKUM THIIOM ajpeca.

OMmMOOW>

mTmooOm >



G. SIBnsieTcs MIOCKUM THIIOM afipeca.

6. Ha pucynke npeacrapJiieH cnocod Gpu3n4ecKkoro KOAMpoOBaHUs:
o 1 o/ 1| 1) 1] 1] 0Oof 0] 0of 0] Oof 1 1 O 1/ 0 1 0 of 1

Manuectepckuii koj (1o crangapty 802.3)
bunonspusiit NRZ
bunonspueiii NRZI
bunonsipHbIil UMITYILCHBIN KOJT
bunonspusiit kon AMI
Komuposanue MLT-3
[Norenumansubiii kox 2B/1Q
7. Ynopsigouure coctaB moJeit B kaape Ethernet DIX ¢ mepBoro mepecnbLiaeMoro B JHHHIO
CBSI3H.
A. Destination Address, DA
B. Frame check sequence, FCS
C. Data, D
D. Source Address, SA
E. Type, T
8. BoiOepuTe MeTO paclIMpeHUs CIIEKTPa CKAYK000pa3Hoil mepecTPOHKOil 4acTOThI
FHSS
DSSS
CCK
OFDM
E. PBCC
9. Koa bapkepa o0iagaer cieiylOlIUM YHUKAJbHBIM CBOWCTBOM, I03BOJIAIOLIEM
HCII0JIL30BATH €0 JJIsl NepeJadu JaHHbIX B CJ105KHOM ITOMEX0BOii 00CTaHOBKe.
A. CaMocHHXpOHHU3ALIUS
B. ABTokoppensanus
C. lIymomnomo0HOCTH
D. Bonbas mupuHa CeKTpa
10. BoioepuTe npaBuiIbHbIE YTBep:KAeHHs 0 padore cereii WiFi.
A. Pexxum paboter WIiFi cereit PCF (Point Coordination Function) npennasHauen st
nepeiayl aCHHXPOHHOTO TpadHuKa.
Kanp MAC-nnogypoBHsI COAEPKUT 4 1OJIS aIpeCOB.
Texnonorus IRDA (nepenaua B UK nuana3one) BxoauT B McXoAHbIM cTanaapT 802.11.
KonkypentHoe okHO CW wucnonp3yercs A YMEHBUICHHS] BEPOATHOCTH BO3HUKHOBEHUS
KOJUIU3HH.

G@MmMOOm>

COw>

OCOw

Pa3paborumuk: y noueHT, CemeHoB A.JL

[Iporpamma coctaBiena B cootBercTBuH ¢ TpeboBanmsimu PI'OC BO mo HampaBieHHIO U
npoduito noarorosku 03.03.03 Pagnodusuka.

[Tporpamma paccMoTpeHa Ha 3acefanuu Kadeapsl paTuoGU3UKHA U PATHOIICKTPOHUKH
«24y despais 2025 r. mporokos Ne 8

N.0. 3aB. xadeapoit Konecuuk C.H.

Hacmosuwas npbepamma, He modxcem Ovimb 6ocnpouzeedeHa HU 6 Kakou ¢opme 6e3
npeosapumenbHo20 NUCbMEHHO20 pa3peuleHus Kagheopvl-paspabomuuxa npocpammol.



