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1. IEJU U 3AJAYA JUCITTATIINHBI

Mean
Ilenu: o3HAKOMJIGHHE CTYACHTOB C TEOPETHUECKUMU OCHOBaMHU HH(OpPMAIMOHHON
0€30MacHOCTH, OCHOBaMH KpunTorpaguum ¥ OCHOBaAMH OOECHEYeHHs 3alluThl HH()OpPMAIIHH,
dbopMUpOBaHHE TNPAKTUYECKUX YMEHHM W HaBBIKOB, HEOOXOAMMBIX Ui HPHOOpETEHUs
KBaHpuKanuy  OakanaBpa HHGOPMAIMOHHBIX  TEXHOJIOTHUH, (QOPMHUPOBAHUE  KITFOUEBBIX
npO(UIBHBIX KOMIIETEHIUH.
3anaun:
— JIaTh CTeIMaJIbHbIE 3HAHUSA MO TUCIUIUINHE;
— JOCTHYB JOCTaTOYHOT'O YPOBHS 3HAHUH MO KpUNTOrpa)uYecKuM W OpraHU3alMOHHBIM
MeToJaM obecrniedueHus: HHHOPMalMOHHON OE€301acCHOCTH;
— c(hopMHPOBATh y CTYJCHTOB NMPAKTHUYECKUE HABBIKK pabOTHI CO CPeICTBAMH 00ecreueHHs
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

2. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OIIOII BO

2.1. YuebHasg aucuumiuHa (MOAYNb) OTHOCUTCS K OO0s3aT€NbHOM YacTW NPOTrpaMMBbl U
U3y4aeTcs Ha TPEThEM Kypce.

2.2. JIns u3y4eHus NaHHON y4eOHON TUCIMITIIMHBI (MOAYIIs) HEOOXOUMBI 3HAHUS, YMEHUS U
HaBbIKH, chopmupoBanHbie b1.0.21 BeruncnurenbHble CHCTEMBI 1 KOMITBIOTEPHBIE CETH.

2.3. Ilepedenp mocienyromux y4eOHBIX AUCLMILUIMH, Ul KOTOPBIX HEOOXOJUMBI 3HAHUS,
YMEHHUS U HaBBIKH, QopMupyemble HaHHON yueOHoU nucummumuHoi: b1.0.31 Cranmapruzanus,
cepTUUKALM U YIpaBJIeHHE KaueCcTBOM IporpammuHoro obecmneuenus, b1.0.28 Apxwurekrypa
nporpaMMmHoro obecneuenusi, b1.B.15 AqMuHUCTpUpOBaHHE KOMITBIOTEPHBIX CETEH.

3. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUITVINHbI

[Iporecc ocBOeHUS AUCIUIIIMHBI HANPaBlieH Ha (POPMHUPOBAHUE KOMIIETCHIIUH (3JIEMCHTOB
cnenyromux kommnereHiuit) B coorBercTBrr ¢ PI'OC BO 1o cooTBeTCTBYIOLIEMY HAMpPaBICHHUIO
MMOJATOTOBKH.

Ilepeyenn nuIaHNpyeMbIX pe3yJIbTATOB 00yUYeHHS M0 JUCHUILINHE (MOAYJII0),
COOTHECEHHBIX ¢ HHAMKATOPAMH JOCTH/KCHUSI KOMIIETCHIIUH

HNuauxkaropsl
Komnerennus . PesynbTaThl 00y4eHust
KOMIIeTeH U
VYK-2 Cnocob6en onpenensats | UK vko.1 3HaeT MEeXIyHAPOIHBIE 1
KpYT 3aJa4 B paMKax dopmynupyeT LeNd, 3a]ad, | HAMOHAJIbHBIE CTAaHIAPTHI B
IIOCTaBJIEHHOW LIENH U 3HAYMMOCTH,  OXXMJAeMbIX | 00JacTH HH(POPMALMOHHOM
BbIOMpATh ONTUMAJIbHbBIE pe3yJIbTaTOB IPOEKTa 0€30MMacHOCTH;
CHOCOOBI UX PELIeHHUS, YMeeT cOCTaBIATH  MOJUTUKH
UCXOJS U3 IEHCTBYIOLINX 0€30MaCHOCTH YPOBHSI METOJ/IOB
IIPABOBBIX HOPM, IPEIIPUSITHS;
UMEIOLINXCS PECYPCOB U Bnageer ocCHOBHBIMHU HaBBIKAMH
OrpaHUYEHUN 3alIUThl HH(OPMAIIHH;
NJIK yi22 3HAaeT OCHOBHBIE HOpPMaTHBHBIE
B pamkax TmOCTaBIEHHBIX | TPaBOBBIE JOKYMEHTHI B cdepe
3aj1a4 ornpenenser | UHGpOpMaIMOHHON
UMEIOLINeCs]  pecypchl U | 6€30IacHOCTH;
OTrpaHMYEHUs, IEUCTBYIONINE | YMEET COCTaBJIATH  IOJIUTUKU
IIPABOBBIE HOPMBI 0€30MacCHOCTH YPOBHSI METOJ/IOB
HPEANPUATHS;




BHaIIeeT OCHOBHBIMH HAaBbLIKAMU
3aIUTHl THGHOPMAITUH;

WK vk2.3
Pa3zpabarreiBaer
peanu3anuu mpoeKTa

IJ1aH

3HaeT OCHOBHBIE BHJBI YTIpo3
nH(pOpPMaIMOHHON 0e30MMacHOCTH
U CrHocoOBl  TPOTHBOACHUCTBUS
3THM yrpo3am;

YMeer CcOCTaBIATh  IOJIUTUKH
0€30MaCHOCTH ypPOBHSI METOIOB
MIPEATIPUSTHS;

Brnameer OCHOBHBIMH HaBBIKAMH
3alIUThl HHOPMAIIHH;

WK yx2.4
OcyuiecTBisieT  KOHTPOJIb
peanu3aniy NpoeKTa

3HaeT OCHOBHBIE BHJBI YIPO3
MH(POPMAIIMOHHON 0e30MacHOCTH
U CrnocoObl MPOTUBOACUCTBUA
3TUM YTIpO3aM;

Ymeer aHAIU3UPOBATH u
BEIOMpATh CPEACTBA OOCCTICUCHUS
HH(POPMAITMOHHOMN
0€30I1aCHOCTH;

Brnageer mpuemamu aHanuza u
KJIacCU(PUKALITT yrpo3
HH(POPMAITMOHHOMN
0€30I1aCHOCTH;

NIK vko.s

IIpoBoaut OLICHKY

3HaeT OCHOBHBIE BHUJBI YIPO3
MH(POPMAIIMOHHON 06e30MacHOCTH

3¢ (HEeKTUBHOCTH peanu3aliu | U CIOCOObl  MPOTUBOACUCTBUS
MPOEKTa U pa3paboTKy IJIaHa | 3TUM YIpo3am;
JEUCTBUN o ero | Ymeer AHAIU3UPOBATh 5
KOPPEKTUPOBKE BBIOMPATH CPEJICTBA OOCCIICUCHUS
nH(pOPMAIIMOHHOMN
0e30I1aCHOCTHY;
Bnaneer mpuemamu aHanuza |
KJIacCU(PUKAITIHI yrpo3
UH(pOPMAIIMOHHOMN
0€e30I1aCHOCTH;
OIIK-5 Cnocoben | UK onks.1 3HaeT  OCHOBHBIE  CpEJICTBa
MHCTaJUIMPOBATh U | 3HaeT OCHOBBI CHCTEMHOIO | o0ecnieueHuss HHGOPMALMOHHON
COIPOBOKAATH NPOrPaMMHOE | aIMUHUACTPUPOBAHMUS, 0€30I1aCHOCTH;
obecrnieueHue COBpPEMEHHbIE  CTaHJAapThl | YMeeT CcoO0/0/1aTh OCHOBHBIE
UH(POPMALIMOHHBIX CUCTEM M | HH(POPMAIIMOHHOTO TpeOoBaHUs 1o
0a3 [OaHHBIX, B TOM YHCJIE | B3AaUMOIEHCTBUS CUCTEM MPOTUBOJICUCTBUIO HanoOoiee
OTEUYECTBEHHOI'O pacnpocTpaHEHHBIM yrpo3am
IIPOUCXOXKICHUS, C YYETOM nH(}OPMALIMOHHON
uH(MOPMAIIMOHHON 0€e30MacHOCTH;
0€30MacHOCTH Brageer OCHOBHBIMH HaBBIKaMU

UCIOJBb30BAHUS  HOPMATUBHBIX
JOKYMCHTOB IIpU OpraHHu3aluunu
obecrieyeHnss MHPOPMALMOHHON
0€30MacCHOCTH Ha NPEIIPUITUH;

WK oriks.2
Cnoco0eH HMHCTAJUIMPOBATh
IporpaMMHOe o0ecredeHne

3naer  ¢opManbHBIE  MOJENU
0€30ITacHOCTH;




WH(OPMAIIMOHHBIX CUCTEM M | YMEET COONI0/IaTh  OCHOBHBIC
0a3 JaHHBIX, B TOM 4YHCJE | TpeOOBaHUS o
OTEUYECTBCHHOTO MIPOTHUBOICHCTBHIO Hauboee
MPOUCXOXKACHHUS, C YYETOM | paclpOCTPaHEHHBIM yrpo3am
UH(POPMALIMOHHOM nH(POPMAITMOHHOH
0€301acHOCTH 0€301acHOCTH;
Brnageer OCHOBHBIMH HaBBIKAMU
WCIIOJIb30BAHUSI ~ HOPMATHUBHBIX
JOKYMEHTOB TIPH OpTaHU3AIHU
obecrieueHrss HMHPOPMAIIMOHHOMN
0€30MaCHOCTH Ha MPEINPUSTHH,
WK oriks.3 3naeTr  GopMaabHBIE  MOJIEIH
Cnocoben BBINIOJIHATE | OC30MMaCHOCTH;
HACTPOUKY u | YMeer coOmoonaTh OCHOBHBIC
COIPOBOKICHHE TpeOoBaHUS 1o
WH(POPMAIMOHHBIX CHCTEM U | MPOTUBOICHCTBHIO Haunbosee
0a3 JaHHBIX C YYETOM | PacIpOCTPaHCHHBIM yrpo3am
UH(pOpMaITMOHHOM nH(pOpPMaITMOHHOM
0e30macHOCTH 0e30I1aCHOCTH;
Brnameer OCHOBHBIMH HaBBIKAMH
WCIIOJIb30BAHUS ~ HOPMATHUBHBIX
JOKYMEHTOB TIpU OpTraHU3aIUH
obecriedeHrss MHPOPMALMOHHON
0€3011aCHOCTH Ha MPEIIPUSTHH,
OIIK-2 Cnoco6en | MK onk2.1 3HaeT OCHOBHbIE IPUKJIATHBIE
PUMEHSTh [Tonumaer 0a30BbIC | AITOPUTMBI Kpunrorpaduu;
KOMITBIOTEPHBIC/CYIIEPKOMITh | IPUHIUIIBI U YCTPOKHCTBO | HHPPACTPYKTYPY OTKPBITHIX
IOTEPHBIC METO/IbI, | COBPEMEHHBIX KITIOYCH;
COBPEMEHHOE MPOTrPaMMHOE | HHPOPMAITMOHHBIX Ymeer AHATM3UPOBATH

obecrieueHre, B TOM 4YHCIIE

TEXHOJIOTHH U IpOorpaMMHBIX

AJITOPUTMBI B3aHMOJCHCTBUSA Ha

OTEYECTBEHHOTO CpeIcTB HAJIM4YME YA3BUMOCTEN;
HPOUCXOXKICHUS, UL Biiageer HaBbIKaMu peanu3aiiu
pCHICHI/Iﬂ 3a1a4 HpI/IKJ'Ia,I[HI)IX aﬂrOpI/ITMOB
po(heCCHOHATBHON KpHITOrpadun B A3BIKAX
NeSATeTbHOCTH MporpaMMHUpOBaHuUs, pPabOTHI ¢
KPHIITOTIPOBAKIEPAMH,
HCIIOJIb30BAHHUS
KPHITOrpapHIECKUX
HpI/IMI/ITI/IBOB B A3bIKAX
pOrpaMMHPOBAHUSL.
MK orkz22 3HaeT OCHOBHBIE IPHKJIATHBIE
Criocoben IPUMEHSTH | aJrOPUTMBI Kpurnrorpaduu;,
COBPEMEHHOE MPOrpaMMHOE | UHPPACTPYKTypy OTKPBITBIX
obecrieuenre (B TOM YHUCIE | KIHOUEH;
0TE4YECTBEHHOTO VYmeer aHaJIN3UPOBAThH
HPOU3BOJICTBA) JUIS PEICHUS | AITOPUTMBI B3aMMOJENCTBUS Ha
3a7au  IpoeCCHOHANLHON | HAJIMYUE YSI3BUMOCTEN;
NESATEIIBHOCTH Biiazeer HaBbIKaMM peann3aliu

MPUKJIaIHBIX AITOPUTMOB
Kpunrorpapuu B A3BIKaX
MIPOrpaMMHUPOBaHUs, pPabOTHI ¢

KpUNTONpOBaiiiepamu,




HUCIIOJIB30BaHUA

KpuUnTorpapuaeckux
MIPUMHUTHBOB B A3BIKAX
[IpOrpaMMHUPOBAHUSI.
NJK ork23 3HaeT OCHOBHBIC TMPUKIIAIHBIC
CnocoGen MPUMEHSATD | aJrOPUTMBI Kpuntorpaduu;
CyNEpPKOMIBIOTEPHBIE HHDPACTPYKTYPY OTKPBITBIX
METO/BI ISl PELICHUS 3a/1ay | KIIIOYeH;
npohecCHOHATLHOM Ymeer AHAJIU3UPOBATH
JIEATEIbHOCTH IrOPUTMBl B3aUMOJCHCTBUSA Ha

HaJIu4ue yA3BUMOCTEH;
Biageer HaBblkKaMu peanu3anuu

MIPUKJIaIHbIX AJITOPUTMOB
Kpunrorpapuu B A3BIKAX
[IPOrpaMMHUpPOBaHUsl, pPabOTHI ¢
KpHUITOIpOBaiiiepamu,
HCII0JIb30BAHUS
KpUNTOTrpapruecKux
[IPUMHUTHBOB B A3BIKAX

MIPOrpPaMMHUPOBAHHSL.




4. COAEPKAHUE U CTPYKTYPA JTUCIIUIIJIMHbI

O0beM TUCIUIUTMHBI COCTABIISIET 4 3a4eTHBIX enuHuIl, 144 gaca, B TOM yucie 35 4acoB Ha KOHTPOJIb, TPaKTUUYECKasl MOJATOTOBKA 144.

dopma NpoOMEKyTOUHON aTTeCTalluu: 6 CEMECTP - IK3AMEH.

4.1. CONEPXKAHME JUCIHHATLINHBI, CTPYKTYPUPOBAHHOE 11O TEMAM, C YKA3AHUEM BHUJ0B YYEBHBIX 3AHATHUI 1 OTBEJIEHHOI'O HA HUX

KOJIMYECTBA AKAJJEMUYECKHUX YACOB

Bunsbi yueOHoi#i paGoThl, BKJIIOYAs
CaMOCTOSATEJBHYI0 padoTy o0y4yarommuxcs

TPYA0EMKOCTDb (B 4acax)

DopmMbI
KonrakTHas padoTa
Ce TeKyLlero
Ne NpenoiaBaTe/isi ¢ 00y4aruMHUCH
/ Pa3zjaen nucuMminHbL/ TeMbI Mec CamocTos KOHTPOJIS
wn ™ CemMHHapCK
TeJIbHAg | YCIEBA€EMOCTH
ue
Jlekuuu | (mpakTH4ec Konrpoas | pabora +
P o0y4eHusi | KOHTPOJIb
KHe
3aHATHS)
Pasnen 1. Kpunrorpaguueckue 0CHOBBI HH(POPMAITHOHHON 0€3011aCHOCTH 6 5
Tema 1.1. OcHOBBI KpunTorpadhuu 4 4 8 Ompoc, 3ammra
oT4era o
nmabopaTopHOM
pabote
Tewma 1.2. bnouroe mmdposanue 4 4 8 Omnpoc, 3ammra
oT4eTa o
nmabopaTOpHOIA
pabore
Tema 1.3. [lemocTHOCTH COOOIIEHUH 4 4 8 Ompoc, 3ammra
oT4era o
nabopaTopHOU
pabore
Tema 1.4. Lludposas noamnucey 4 4 8 Omnpoc, 3amuTa
oT4era o
nmabopaTopHOH

pabore




Bunsbi yueoHoii padoThl, BKJIIOYAs
CaMOCTOSITeJIbHYIO Pa0oTy 00y4aromuxcs 1

TPYAOEMKOCTH (B 4acax)

DopMbI
KonrakTHas padora
Ce TeKyuero
Ne NMpenoaBaTe/is ¢ 00y4aoUUMHUCS
/ Pazaen aucHunJInHbI/ TEMbI Mec CamocTos KOHTPOJIA
wn p CemuHapck
TeJbHAas | YCIIEBACMOCTH
ue
Jlexkuuu | (MpaKTU4ec Konrpo, pabora +
P o0y4eHusi | KOHTPOJIb
KHe
3aHATHA)
Paznen 2. Oprann3anuoHHbIe OCHOBBI HHPOPMAIMOHHOW 0€30M1aCHOCTH 6 5
Tewma 2.1. HopmaTtuBHBIE OCHOBEI HH(POPMAIIMOHHOH O€30MIaCHOCTH 4 4 10 Omnpoc, 3amura
oTYeTa 0
nmabopaTOpHOA
pabore
Tema 2.2. Bunsl u kiaccudukaiys BO3SMOXXHBIX HapyIIEHUH HH(POPMAIIMOHHON 0€3011acHOCTH 4 4 10 Omnpoc, 3amuTa
oTueTa o
nabopaTopHOM
pabore
Tema 2.3. [Tonutrka 6€301aCHOCTH 4 4 10 Omnpoc, 3ammra
oTYeTa o
nmabopaToOpHOH
pabore
Tema 2.4. be3onacHOCTb OECTIPOBOIHBIX CETEH 4 4 8 Ompoc, 3ammra
oTYeTa o
nmabopaTOpHOIA
pabote
Hroro yacon 32 32 10 70

4.2. TIJIAH BHEAY IUTOPHOM CAMOCTOSTEJBbHOM PABOTHI OBYUYAIOIIUXCS MO JUCHUILIUHE




CamocTtosTesbHasi padoTa 00y4yaronuxcs Y4eOHo-
Cemect H Bun Cpoxku 3aTpatsl OuenovHoe MeﬁTOZlH‘{eCKOC
p A3BAHUE pasjieia, Temel CaMOCTOSITEJILHO | BBITIOJIHEH | BpPeMEHU CpecTBO pvecrieteiie
i padoThbI us (uac.) CAMOCTORTETLHO
i padoThbI
Nzydenne OcHoBHaA 1
y4eOHOU U JTOTIOTHUTEIIbHAS
HAyYHOM JTUTEepaTypa B
JTUTEPATYPHI, COOTBETCTBHH C
MOATOTOBKA K Omnpoc, 3amuTa | pazgenom 5 PITJI,
6 Tema 1.1. OcHoBbI KpunTOrpaguu TeKyHen 1 . | 2 Hemens 8 oTHeTa o . MeTourecKue
MPOMEKYTOUHOU nmabopaTopHOM MaTepuabl B
aTTecTaluy, pabote pecypce
odopmiieHrE TUCIUILTUHBI Ha
oT4YeTa K educa.isu.ru
1a00PaTOPHBIM
paboTam
Nzyuenune OcHoBHas U
y4eOHOU U JIOTIOJTHUTEJIbHAS
HAyJHOU TuTepaTypa B
JIMTEPATYpHI, COOTBETCTBUHU C
MOJITOTOBKA K Ompoc, 3amuta | pazgenom 5 PIT]I,
6 Tema 1.2. BiouHoe muppoBanue TeKyIIeH 1 . | 4 Hemens 8 oTHcTa o . METOJHHCCKHE
MTPOMEKYTOUHOU nmabopaTopHOA MaTepHuabl B
aTTeCTalluy, pabore pecypce
odopmiieHne JUCITUTLTAHBI Ha
oTyeTa K educa.isu.ru

71a60pPaTOPHBIM

pabotam




CamocTrosiTesibHasi padoTa 00y4alomuxcs Y4eOHo-
Cemect H Bun Cpoxku 3aTpatsl OuenovHoe MeﬁTOZlH‘leCKOB
p A3BAHUE pasjieia, Temel CaMOCTOSITEJILHO | BBITIOJIHEH | BpPeMEHU CpecTBO pvecrieteiie
i padoThbI us (uac.) CAMOCTORTETLHO
i padoThbI
Nzydenne OcHoBHaA 1
y4eOHOU U JTOTIOTHUTEIIbHAS
HAyYHOM JTUTEepaTypa B
JTUTEPATYPHI, COOTBETCTBHH C
MOATOTOBKA K Omnpoc, 3amuTa | pazgenom 5 PITJI,
6 Tema 1.3. HenocTHOCTH CO001IEHU TORYIICH I - ¢ Henens 8 oracra o METOAHACCKIE
MPOMEKYTOUHOU nmabopaTopHOM MaTepuabl B
aTTecTaluy, pabore pecypce
odopmiieHrE TUCIUILTUHBI Ha
oT4YeTa K educa.isu.ru
1a00PaTOPHBIM
paboTam
Nzyuenune OcHoBHas U
y4eOHOU U JIOTIOJIHUTEIbHAS
HAyJHOU TuTepaTypa B
JIUTEPATYPHI, COOTBETCTBUU C
MOJITOTOBKA K Ompoc, 3amuta | pazgenom 5 PIT]I,
6 Tema 1.4. HudpoBasa noanuch TeKyIIeH 1 . | 8 Hemens 8 oTHcTa o . METOJHHCCKHE
MTPOMEKYTOUHOU nmabopaTopHOA MaTepHuabl B
aTTeCTalluy, pabore pecypce
odopmiieHne JUCIUTLTAHBI Ha
oT4eTa K educa.isu.ru

71a60pPaTOPHBIM

pabotam




CamocTtosTesbHasi padoTa 00y4yaronuxcs Y4eOHo-
Cemect H Bun Cpoxu 3aTpaTsl OunenovHoe MeﬁTOZlH‘{eCKOC
p A3BAHUE pasjieia, Temel CAMOCTOSITEJILHO | BBITIOJIHEH | BpeMeHH CpelacTBo pvecrieteiie
i paGoTsI HA (4ac.) CAMOCTONTEIALHO
i padoThbI
Nzydenne OcHoBHaA 1
yueOHOI 1 JIOTIOTHUTEbHAS
Hay4HOU JIuTepaTypa B
JIUTEPATYPHI, COOTBETCTBHH C
MOATOTOBKA K Omnpoc, 3amuTa | pazgenom 5 PITJI,
6 Tema 2.1. HopmaTuBHBIE 0CHOBBI HH()OPMALMOHHOM TEKyILEH U 10 Henens 10 0TYeTa O METOIUYECKUE
0e301acHOCTH MPOMEKYTOUYHOMI nmabopaTopHOM MaTepuaisl B
aTTeCcTaluHy, pabote pecypce
odopmiieHrE TUCIUILTUHBI Ha
oTyeTa K educa.isu.ru
1a00PaTOPHBIM
paboTam
Nzyuenune OcHoBHas U
yueOHOI 1 JIOTIOTHUTEIbHAS
HaY4IHOU JIUTEpaTypa B
JUTEPaATYPHI, COOTBETCTBHH C
MOJITOTOBKA K Ompoc, 3amuta | pazgenom 5 PIT]I,
6 Tema 2.2. Buabl u kiaaccugukanus BO3MOKHBIX HAPYLIEHUH TEKyIIEeH U 12 nexens 10 OTYeTa O METOIUYECKUE
HH(OopMaALMOHHOM 0e30macHOCTH MPOMEKYTOYHOM nmabopaTopHOA MaTepHuabl B
aTTeCTalluy, pabore pecypce
odopmieHue JUCLUUIUINHBI HA
oTyera K educa.isu.ru
71a60pPaTOPHBIM
pabotam




CamocTtosTesbHasi padoTa 00y4yaronuxcs Y4eOHo-
Cemect H Bun Cpoxku 3aTpaTsl OuenovHoe MeﬁTOZlH‘{eCKOC
p A3BAHUE pasjieia, Temel CaAMOCTOSITEJILHO | BHINIOJTHEH | BpPeMEHH CpelacTBo pvecrieteiie
i paGoTsI HA (4ac.) CAMOCTONTEIALHO
i padoThbI
Nzydenne OcHoBHaA 1
yueOHOI 1 JIOTIOJTHUTENbHAS
HaYYHOU JUTEpaTypa B
JIUTEPATYPHI, COOTBETCTBHH C
MOATOTOBKA K Omnpoc, 3amuTa | pazgenom 5 PITJI,
6 Tema 2.3. IloauTuka 6e30macHOCTH TeKyHen 1 . | 14 Hemens 10 oTHeTa o . MeTourecKue
MIPOMEXKYTOYHOMH nabopaTopHOH MaTepHabl B
aTTeCcTaluHy, pabote pecypce
odopmiieHrE TUCIUILTUHBI Ha
oTyeTa K educa.isu.ru
1a00PaTOPHBIM
paboTam
Nzyuenune OcHoBHas U
y4eOHOU U JIOTIOJTHUTEJIbHAS
HaY4IHOU JIUTEpaTypa B
JIMTEPATYpHI, COOTBETCTBUHU C
MOJITOTOBKA K Ompoc, 3amuta | pazgenom 5 PIT]I,
6 Tema 2.4. Be3onmacHocTh 0ecNIPOBOAHBIX ceTel TCKYIIEnH - 16 Heemns 8 oTiera o METOMITCCKHC
MIPOMEXKYTOYHOMN nabopatopHoOH MaTepHasbl B
aTTeCTalluy, pabore pecypce
odopmieHue JUCLUUIUINHBI HA
oTyera K educa.isu.ru
71a60pPaTOPHBIM
pabotam
O0611ast TPYA0EMKOCTh CAMOCTOSTEIHbHOM paboThl O JUCIHILINHE (Yac) 70
W3 HUX 00bEeM CaMOCTOSITENBHON PabOTHI C UCIIOJIB30BAHUEM DIIEKTPOHHOTO O0yUEHUS U
JIMCTAHITMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH (1ac)

4.3. COOEP)KAHUE YUEBHOI'O MATEPHAJIA

PA3JIEJT 1. KPUIITOTPAOUYECKUE OCHOBBI MTHOOPMALIMOHHOM



BE3OITACHOCTH

TEMA 1.1. OcHoBBbI KpunTorpaduu

OO01re TpUHLIKITBI U MOJIEH. 3allluTa OT HeCaHKIIMOHUPOBaHHOTO fAocTymna. [lonstue kmoua. [lludposanue u konuposanue. Kpunrocucremst. [undp
Bepnama. Jlemma o Teopetnuecku croiikom mugpe. IloTokoBsie mmdpol.

TEMA 1.2. bnounoe mmdpoBaHue

[punuun urepuposanus. [lonsarue ncepnocayvaiinoi GyHKIMM U iceBaocayvanoi nepectanoBku. [lndp DES. Onucanue ctpyxrypsl. Lnudp
AES. Onmcanue CTpyKTypbl U IPUHIUIIBI pa0doThl. [lepebopHble aTaku Ha O10uHble mU@pHI. [lepedopHbie aTaku Ha O10uHbIe UG PHL. [Ipodiaema
Crnyuaiinoe mmdpoBanue. Onnopaszosoe mudposanue. Pexxum CBC. Habuska 6;1okoB. Pesxxum CTR.

TEMA 1.3. Ilea0ocTHOCTb COOOIICHUI

Konp! ayrentudukanmm coodmennii. [loctpoenne konoB ayreHTrduKanuy 6onbmmx coodmenuii. Koncrpykunn CBC-MAC u NMAC. Xem-
dbynkun. Koncrpykuus Mepkna-/lamrapaa ans nocrpoenus xemi-GyHkuui. [lonsatue nenoctHocTH mudp-Tekcta. AyTeHTUYHOe u(poBaHus Ha
npumepe npotokoina TLS.

TEMA 1.4. IludpoBast moaAnuch

[Monsarue mudpooit moanucu. OCHOBHBIC IPUHIMITBI U OTIWYHUS OT peaibHON noAnucu. Anroputmsl udposoi moamucu. DSS. TOCT. 3akon 06
OUII B Poccun. Pasnuunbie Buapl noanucu. Y roctoBepstoniue neHTpsl. [lonarue kmova noanucu. MappacTpykTypa oTKphIThIX Kiatodei (PKI).
PA3JIEJI 2. OPT AHU3AIIMOHHBIE OCHOBBI MH®OPMAILIMOHHOM BE30ITACHOCTH

TEMA 2.1. HopMaTtuBHBIE OCHOBBI HHPOPMAIIMOHHOK 0€30IIaCHOCTH

Hanpasnenus Ub. Mexanusmsl. UHcTpymMeHTapuil. MeTobl 3amnThl HH(popManuy. Buapl IpOTUBHUKOB U HapyIIuTenae nHGOpMaLnOHHON
6e3omacHOCTH. MexayHapoiHble CTaHAApThl MH(popMamoHHoro oomeHa. Kateropuu npas Ha nHdopmaruto. CiryskeOHas, KoMMepyecKast U
rocyaapcTBeHHas TaiiHbl. CBEIEHUS, HE COCTABISIONINE KOMMEPUYECKYIO U FOCYAIapCTBEHHYIO TaliHy. 3akoH «O0 nHdopmanmu, "HGOpMaMOHHbBIX
TEXHOJIOTUSX U O 3aIuTe HHpopMamny. 3akoH «O NepCOHANBHBIX JaHHBIX». 3aKOH «O0 3JEKTPOHHOM MOIMTUCHY.

TEMA 2.2. Buzs! u kinaccudukarysi BO3SMOXKHBIX HapyIIeHUH HHPOPMAIIMOHHOM 0e30MmacHoCTH

[TonsiTue yrpo3ssl u ys3sumocTH. Knaccupukanuu yrpos. Tpu Buia HapymeHuid 6e30nacHOCTH. Mepbl 0 MPOTUBOAEHCTBHIO YTPO3aM HapyIICHHs
KOH(UIEHIMATIBHOCTH, IIEIOCTHOCTH, 1OCTynHOCTHU. [locTpoeHue Moaenu yrpo3 1 METOIMKH OLIEHKU pUCKOB. KauecTBeHHbIE M KOJIMYECTBEHHbBIE
METOAMKH OLIEHKH pUCKOB. Kitaccudukanns KoMIbIOTEpHBIX BUPYCOB. Mephl 10 UX npoduiIakTuke. MeToa010rus 3auThl HH(POPMAIIMOHHBIX
CHUCTEM.

TEMA 2.3. IlonuTrka 6e30macHoOCTH

[enwn u 3amaun opranu3anuu. Bzanmopeiictue mexay cyobektamu. [IpaBuna 6e3omacHocTr. YpoBHU (hOPMUPOBAHHMS TIOJUTUK O0€30MMaCHOCTH.
TEMA 2.4. be30nacHOCTbh KOMIBIOTEPHBIX ceTEN

becnipoBoansie cetu cranaapTos 802.11. OcobeHHOCTH 3aUTh HHPOPMAIMK B 0€CIIPOBOAHBIX ceTsX. OCHOBHBIE YTPO3bI U YA3BUMOCTH. PeKnMBbI
(GYHKIMOHUPOBAHUS U MHU(POBAHUS TaHHBIX B OECIIPOBOIHBIX CETAX.

4.3.1. IlepeyeHb ceMHUHAPCKUX, NIPAKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT



Ne | Nepasmenau| HaumeHoBaHHe CEMHHAPOB, MPAKTHYECKUX U JIA00PATOPHBIX TpyroeMKoOCTb OueHo4YHbIE dopmupyemMble
n/H TeMbI padort (uac.) cpeacrsa KOMIIETeHIIUH
Bcero | U3 Hux (MHIUKATOPBI)*
YacoB |MpaKTHYeC
Kas
MOATOTOBK
a
1 2 3 4 5 6 7
1 1.1 JIP «OcHoBBI KpUnITOrpadumn» 4 4 YCTHBIN omnpoc,|YK-2 HaK
nuchbMeHHble 3ananus  |[YK2.1),  OIIK-2
(MAK OIIK2.1)
2 1.2 JIP «bmounoe mudpoBaHme» 4 4 YCTHBIN onpoc,| YK-2 UK
nuchbMeHHble 3ananus  |[YK2.1),  OIIK-2
(MOK OIIK2.1)
3 1.3 JIP «IIpocToe XpmupoBaHuE) 4 4 YCTHBIN onpoc,| YK-2 UK
MMUCBMEHHBIE 3amanns | YK2.1), OIIK-2
(MOK OIIK2.1)
4 1.4 JIP «®opmupoBaHue IEeKTPOHHOM moanucu B VipNet» 4 4 YCTHBIN ompoc,|YK-2 MAK
MMUCBMEHHBIE 3amanns | YK2.1), OIIK-2
(MK  OIIK2.1),
OIIK-5
5 2.1 JIP «3y4yenune rocy1apcTBEHHOM CUCTEMBI 3aIIUTHl HH(OPMAIIUN) 4 4 YCTHBII ompoc,|YK-2 aK
MMUCbMEHHBIE 3aanns | YK2.2), OIIK-2
MOK  OIIK2.2,
OIIK2.3)
6 2.2 JIP «Omnpenenenue GpaxTopoB, BO3ACHCTBYIOMIKX Ha HHPOpMaLuio», JIP 4 4 YCTHBIN ompoc,|YK-2 aK
«MeToJ SKCIEPTHBIX OLIEHOK» MMHCbMEHHBIE 3aanns | YK2.2), OIIK-2
(MAK  OIIK2.2,
OIIK2.3)
7 2.3 JIP «AHanu3 monuTuKH OE30MacHOCTH C MOMOITHI0 MSATY 4 4 YCTHBIN ompoc,|YK-2 (MAK YK2.3
nuceMeHHble 3a1annsa  ([YK2.4),  OIIK-2
(MOK  OIIK2.2,
OIIK2.3), OIIK-5
(MAK OIIKS.1)
8 24 JIP «IIpoexTupoBaHne CUCTEMBI 3alIUTHl HHQOPMAIIHNY 4 4 YCTHBIN ompoc,|YK-2 MAK
nucbMeHHbIe 3aganus  |[YK2.3, VK2 4, VK




2.5), OIIK-2 (MK
OITK2.2,
OIlK2.3), OIIK-5
(UK  OIIK5.2,
OIIK5.3)

Bcero 32

4.3.2. IlepedyeHb TeM (BONPOCOB), BBIHOCHMBIX HA CAMOCTOSITE/IbHOE M3YyYeHHe CTyJeHTAMHU B paMKax caMocTosTeqbHOoil padoTsl (CP)

Tema 3amanue dopmupyemMble KOMIETCHIIH

Tema 2.1 HopmaTuBHBIE OCHOBBI CocraB 10KkyMeHTOB Ha 00beKT nHpopmaruzanuu u MCKUU. | YK-2 (MIK YK2.2), OIIK-2 (UJIK

nH()OPMAIMOHHOK 0E30MacHOCTH TpeOoBaHus K 3a1UTE CETEH CBA3U OOIIETO MOJIH30BAHUS. OIIK2.2, OTIK2.3), OIIK-5 (MK
OIIK5.1)

Tewma 2.2. Buasl u knaccudukamnms MeTtoauka onpesenenus yrpo3 0e30macHOCTH VK-2 (MK YK2.2), OIIK-2 (MK

BO3MOXKHBIX HApyIICHUH WHPOPMAITMOHHOM OIlK2.2, OIIK2.3)

0€e30IacHOCTH

Tema 2.3. Ilonutuka 6e30maCHOCTH PexomeH10BaHHBIE IPUEMBI Pa3pabOTKH MTPABUI VK-2 (MK YK2.3 YK2.4), OIIK-2

HH(POPMALMOHHOM 6E30MaCHOCTH (MAK OIIK2.2, OIIK2.3)

Tema 2.4. be3onacHOCTbh KOMITBIOTEPHBIX NnxeHepHO-TeXHUUECKAs YKPEIIIEHHOCTh 00BEKTA. VK-2 (MK YK2.3, YK2.4, YK 2.5),

ceTel OIIK-2 (MK OIIK2.2, OIIK2.3), OIIK-
5 (MAK OIIKS5.2, OIIK5.3)

4.4. METOIMYECKHUE YKA3AHUS 11O OPTAHU3AIIMA CAMOCTOSITEJIbHOM PABOTBI CTYIEHTOB

Bo BpeMs n3ydeHuns IUCHUIUIMHBI CTYIEHT ITOCEIaeT JEKINHU, TPAaKTUUECKUE 3aHATHUS, BHIIOJIHSAET Ja0OpaTOpHbIE 3a/1aHusl, TOTOBUTCS K TECTaM,
3ayeTaM M dK3aMeHaM. [l Kax10ro BUa e TeIbHOCTH He0O0XOAMMO NMPaBHIBHO OPraHU30BaTh CAMOCTOSATENBHYIO padoTy.

Jlekumu. B BoiciieM yueOHOM 3aBeIE€HUU JIEKIUS SIBISIETCS BaKHOUM GopMoii yueGHoro npouecca. Ha nekuuu cTy1eHThl OMy4aroT IIyOoKHue u
pa3sHOCTOpOHHHME 3HaHUs. Jleknus crnocoOCTBYET pa3BUTHIO TBOPYECKUX cHocoOHocTel, (opMmupyeT HAEHHYI0 YOeXIEeHHOCTb, MO3BOJSIET
YCTaHABJIMBATh CBS3b yU4E€OHOro MaTepuana ¢ MPOM3BOACTBOM, HOBEHIIMMU HAYyYHBIMU JOCTH)KEHUAMHU. Jlekuust TpeOyeT Tpu BUAA AESITEIbHOCTHU:
HOJTOTOBKY K JIEKLIUH, pa0OTy Ha JIEKLUU U padoTy MOCIe JEKIUH.

[Tocne nmpocnymMBaHus JEKIUH CTYJIEHT JOJKEH MpopaboTaTh U OCMBICIUTH MOTy4YeHHbINH MaTtepuan. Ha kaxapiil nmpumep, NpuBeIeHHBIN Ha
JIEKLMY, JKEJIATEeNIbHO, (€CIM 3TO BO3MOXHO) IPUBECTU CBOM. [l yTBEPKACHUM, IPUBEACHHBIX HA JIEKLIUH, MOKHO IOIBITATHCA MPUBECTH APYTHUE
(bopMyIUPOBKH, HE MEHSSI, KOHEUHO €, CYTH YTBEP)KJIEHUS. Y TBEPXKJIEHUSI CTaHYT O0jiee MOHSATHBIMH, €CJIM MPUBECTU MPUMEPHI, OITBEPKIAIOLINE
CIIPaBEUIMBOCTb YTBEPXKICHHUS U IPUMEPBI, KOTOPbIE HE YIOBIETBOPSIOT YCIOBUSAM, IIPU KOTOPBIX YTBEPKIECHUE CTAHOBUTCS CIIPABEIJIMBBIM.
Marepuan, U3J10KEHHBIN B JIEKIUN, MOKHO TPOCMOTPETH B APYTMX HCTOYHHUKAX.

B mpouecce IEKIMOHHOTO 3aHATHS CTYNEHT JOJDKEH BBIACIATh BaKHBIE MOMEHTBI, BBIBOJBI, AHAJIU3UPOBATH OCHOBHBIC IIOJIOKCHMUS.
HenocraTouHo TONBKO «CiTymiaThy JeKIHo0. Bo3MOXKHOCTH maMsTH 4yesloBeka He yHUBepcaibHbl. Kak Obl BHUMATENbHO CTYJEHT HE CIyIIal JIEKIUIO,




Oonblas yacTe MHGOPMAIMM BCKOPE MOCie BOCIPUATHS OyAeT 3a0biTa. UTOOBI BOCCTAaHOBUTH JICKLIMOHHBIN MaTepuall, ero Hy’HO IOBTOPUTh, a Ui
3TOTO JIEKIIUIO HEOOXOMMO KOHCIEKTHPOBaTh. KOHCIEKT JIEKIUil TOHKEH ObITh B OTICNBHOW TETpaa, B KOTOPOH HE JTOHKHO OBITH HMYETO, KpOME
nekuuu. He Hamo cTpeMutbes mOApoOHO CIOBO B CIOBO 3allMChIBATh BCHO JIEKIMIO. KOHCIEKTUPYITE TONBKO caMOe BaXKHOE B PaccMaTpUBAEMOM
naparpade: (HOpMyITUPOBKH ONpPEICICHHH M TEOpPEeM, BBIBOJIBI OCHOBHBIX ypaBHEHHMH M ()OPMyJ, TO, YTO CTapaeTcs BBIACIUTH JIEKTOP, Ha YeM
aKLUEHTUPYET BHUMAHHUE CTYIEHTOB, IIPH 3TOM (HOPMYJIUPOBKU ONPEACICHUNA U YTBEPKACHUN HAJ0 MOCTAPAThCS 3alucaTh Tak, Kak UX GOpMyIupyer
IIPENnoaaBaTelb.

Terpanp a1 KOHCIEKTa JEKIMH Takxke TpeOyeT ocodoro BHUMaHus. Ee Hy»HO caenath ya0OHOU, IPaKTUYHOM U MOJIE3HOM, Belb UMEHHO OHA
SIBIISICTCS. OCHOBHBIM MH()OPMATHBHBIM HCTOYHHUKOM IIPU TOJATOTOBKE K PAa3TUYHBIM OTYETHBIM 3aHATHAM, 3a4eTaM, sk3ameHaM. Koneuno, opopmienue
JIEKIIMOHHOM TeTpaau — 3To Aeo BKyca. Ho nenecoobpa3Ho OTAEIUTh MO, IA€ CTYAEHT MOT Obl M3JI0XKHUTh CBOM MBICIIH, BOIIPOCHI, TOSIBUBIINECS B
xone jekuuu. [lone3no ogHy U3 CTpaHUIl OCTaBIATH CBOOOAHOM. OHa MOTpedyeTcss MOTOM, MIPU CAMOCTOSATEIbHON noarotoBke. Cro/la MOXXHO OyIeT
3aHECTH JONOJHUTENbHYIO HH(POPMAILIMIO TIO TaHHON TeMe, MOJYUYEHHYIO U3 APYTHMX MCTOYHUKOB: YEPTEKU U PUCYHKH, CXEMbI U Tpa(UKH, IUTATHl U
Ouorpaduu BbAAIOIKXCS YYEHBIX U T. 1.

IIpakTnyeckoe 3ansitue. [IpakTryeckue 3aHATHS 10 PEIICHUIO 3a/ay CYLECTBEHHO JIOMOJIHAOT JeKIMU. B nmpoliecce ananusa u perieHus 3agay
CTYACHTBHI DPACHIAPSIOT W YTIyONISIOT 3HAHUS, TOJYYCHHbIE W3 JIEKIMOHHOTO Kypca M Y4eOHUKOB, NMPUOOPETalOT YMEHHE NPUMEHSTH OO0IIne
3aKOHOMEPHOCTH K KOHKPETHbIM ciyyasM. Ha npakTHdeckux 3aHATHSAX MO0 JUCKPETHOM MaTeMaTHUKE MHCIOJb3YHOTCsS: 1) 3amaun-ynpakHeHUs,
MIOMOTAIOIINE CTYJACHTaM MPHUOOPECTH TBEPIbIE HABBIKM pacuéTa M BHIYMCICHUN; 2) 3a0a4Ml sl 3aKPETUICHUST U KOHTPOJIS 3HaHUH; 3) TO3HABaTEeIbHbIC
3aJauu.

Heo6xonmuMo, 9T00BI CTYACHTHI TOTOBUJIM TEOPETUYECKHN MaTepHaj, MOTOMY, YTO MMEHHO HEBBITIOJHEHHE 3TOT0 TPeOOBaHMs MPHUBOAMUT K
HeyJla4ye [IPH PEeIICHNUH 3aa4.

Hecmotps Ha paznuune B BUAAX 3a7ad, UX PEIIEHHE MOKHO MPOBOJAUTH IO CIEAyIOUIeMY OOlIeMy IMiaHy (HEKOTOpbIE MYHKTHI IUIaHa MOTYT
BBINAJaTh B HEKOTOPBIX KOHKPETHBIX CIIydasix): a) MpO4YecTh BHUMATEIbHO YCIOBHE 3a/1auM; 0) MOCMOTPETh, BCE JIU TEPMUHBI B YCIOBUAX 3aJlaud
U3BECTHBI U TOHSATHBI (€CIIM YTO-TO HESICHO, CIEAYyeT OOpaTuThCi K YYEOHHKY, MPOCMOTPETh PELIEHUS MNPEIbIIyLIUX 3a]1ady, MOCOBETOBATHCS C
npernojiaBaTeseM); B) clienarh 4epTex, ecau 3T0 He0OXOAUMO; T) MPOMU3BECTH aHAIU3 33JauH, (HYy>KHO YETKO MOHHMMATh, B YeM OyJeT 3aKIi4aTbCcs
pelleHune 3a7a4un); 1) peluTh 3a7a4y; €) IpoaHaAIU3UPOBaTh MOTYYEHHBINH OTBET.

Ecnu 3a1aua He pelleHa WK «He pelaeTcs», To He00X0AUMO ellle pa3 BEpHYThCs K IMyHKTaM a) U 0). CKOJIbKO pa3 Hy>KHO BO3BPALIAThCS K ATHUM
nyHkTam? [IpakTuka mokasbIBaeT, yTo He Oosee aecsaT pa3. Eciiu u mocie aToro 3agaya «He peraeTcs», TO MOXKHO MOIBITaTbCsS HAWTH peLIeHHe STOH
WIM NTOXO0XKEH 3a/1a4M B Pa3JIUYHbBIX HCTOUYHUKAX.

Jomamnee 3aganue. Ilpy BHINOTHEHHM IOMAIHETO 3aJaHUs HEOOXOAWMO MPOCMOTPETh TEKCT JIEKLMH, BBIYYUTh HOBBIE OIpeeNeHus,
(bopMyIHPOBKH TE€OpEM, (HOPMYJIbI, TOCMOTPETH 3aaHHUsl, KOTOPbIE OBUIH BHITIOJHEHBI HA IPAKTUKE U IPUMEHUTH MTOJTyYEHHbIE 3HAHUSI /115 BBITIOJTHEHUS
JIOMaITHel paboThl.

Tect. B nmepByto ouepeab mocrapaidTech y3HaTh Y€ro >KAaTh OT T€CTa, Kakue MpUMepHO TaM OynyT 3afanus. Ecnu Bam goCTynmHBI 00pasiipl TecTa
(xak, HanpuMmep, nipu caade EI'D), He00X0AMMO ATHUM BOCIIOJIB30BAThCS U €KETHEBHO TPEHUPOBATHCSL.

He ocraBnsiite Bce Ha camblif mocieHuit MoMeHT. Ecnu Oynere mocTOSIHHO TOTOBUTHCS K TECTY, BBl HAaBEPHSKA YIy4IIUTE CBOU 3HaHUA. s
3TOTO COCTaBbTE IJIaH HA KaXKIbIN J€Hb, YTOOBI IPABUIILHO PACIIPENESATh CBOE BpeMsl.


https://www.kakprosto.ru/kak-84611-kak-poluchit-kategoriyu-vospitatelyu
https://www.kakprosto.ru/kak-28017-kak-perevesti-bally-ege
https://www.kakprosto.ru/kak-133288-kak-odetsya-v-shkolu-na-posledniy-zvonok
https://www.kakprosto.ru/kak-50920-kak-nauchitsya-ponimat-knigi
https://www.kakprosto.ru/kak-128302-kak-opredelit-nachalnuyu-formu-slova

Jlenaiite HeOoblIME TEpEPBIBBI BO BpeMs yueObl. B mpoMexyTkax MOXKHO AaTh cebe HeOOIbIIy0 GU3NYECKyI0 Harpy3ky. Mo3r jiydiie Bcero
paboTaeT, Korja yMCTBEHHBIH Tpyn cMmensiercs ¢usnyeckuMm. Ilporymsiitech, moberaiite, mourpaite B 06acker00id, MOMMHANTE MAY - MOMHUMO
CTUMYJISIIUU YMCTBEHHOU NEATEIBHOCTH, ’TO CHUMET CTPECC.

OTIBIX ¥ KOHTPOJIb HAJl BOJIHEHUEM — OJIHU U3 TJIaBHBIX COCTABIISIOUINX yCIIeXa MPU MOATOTOBKE K TecTy. YacTo OmMOKHN COBEPIAIOTCS TOIBKO
U3-3a CTpecca, KOTOPBIN MeIIaeT CKOHLIEHTPUPOBAThCs U coOpaThes. UTOOBI ObITh OTIOXHYBILUM U pacciiabieHHbIM, COOMI0aliTe COCTAaBIEHHBINH PeXXUM
U CTapalTeCh BBICHINIATHCS.

Pabora ¢ sureparypoii. Bo Bpems nekuuil CTyleHTy IPEUIaracTcsi HauTH OTBETHI HA HEKOTOPBIE BOINPOCH! B IPEUIOKECHHBIX UCTOYHHMKAX
auteparypbl. CTyIeHT TOJKEH MPpOopadoTaTh KakKblii HICTOYHUK, HAMTH OTBET HAa BOIIPOC BO BCEX MCTOYHHUKAX, IJI€ OH €CTh U COPMYIUPOBATH OTBET,
CHCTEMaTU3UPOBAB UH(OPMALIHIO.

Jk3ameH. Ha sx3ameHe onieHuBalOTCs: 1) MOHMMaHUE U CTENEHb YCBOCHUS TEOpUU; 2) METOJUYECKAs MOATOTOBKA; 3) 3HaHHE (PAKTHUECKOIo
MmarepHaia; 4) 3HakOMCTBO ¢ 0053aTeJIbHOM JTUTepaTypoil, MOXKET ObITh, C COBPEMEHHBIMU ITyOIMKALUAMU MO TAHHOMY KYpCy; 5) yMEHUE MPUIIOKHUTh
TEOPUIO K IPAKTHUKE, PELIaTh MPAKTUYECKUE 3a/1a4M U T. J.; 6) 3HAKOMCTBO C UCTOpUEN HAyKH; 7) JIOTHKA, CTPYKTypa U CTHJIb OTBETA, YMEHHUE 3alIUILATh
BbIJIBUT'aeMbl€e N0J10kKeHUs. HO 3HaueHne 5K3aMEeHOB HE OIpaHMYMBACTCS IPOBEPKOM 3HAHUN. SIBISISICH €CTECTBEHHBIM 3aBepIlIeHUEM paboThl CTYIEHTA,
OHHM CIIOCOOCTBYIOT OOOOIIEHHIO U 3aKPEIUICHUIO 3HAHUN U YMEHUH, IPUBEACHUIO UX B CTPOTYIO CUCTEMY, a TAKXKE YCTPAHEHUIO BO3HUKIINX B IPOLIECCE
3aHATUI IPOOEIIOB.

[Ipu moAroToBKE K HK3aMEHaM HE CIIEAYEeT TAaKXKe OCTABIATh O€3 BHIBOAA YTBEP)KICHHS, KOTOPbIE B KHUTE WM JIGKIIUU COMPOBOXKIAIOTCS
3aMeqaHusAMU: «JIerko nokaszarb, 4To...», «JIerko noyy4ynTh BEIpaXKEHUE...» U T. I. Bce mponyiieHHble B KHUTe WK B JIEKIIUU IPe0Opa30BaHus CTYJCHTY
HY’KHO IIPOJIENATh CAMOCTOSTEIBHO.

CTyneHTBl TOTOBATCS K 3K3aMeHaM Mo-pasHoMy. OIHU M3 HMX NpopabaThIBalOT JIMIIL HEKOTOPHIE BOIPOCH!, BHIOpAaHHBIE HAyTal, Opyrue
CTpEMSATCS 3allOMHUTh BECh MaTepual MOApsJ, HE BHHKas IITyOOKO B €ro cyTh. PaboTa mpu 3TOM KOHLEHTPUPYETCS HA OJTHOM CTPEMIIEHUU - CIaTh
sk3ameH. Henoctatku Takoil cucteMbl oueBHIHBI. OUEBUAHO TAKKE, YTO MOATOTOBKA HE JOJDKHA OIPAaHUYMBATHCS YTEHUEM JIEKIMOHHBIX 3aIMCEH.
[lepBoHauanbHble HEOOPAaOOTaHHBIE KOHCIEKTHI CTYJEHTa coaepkaT (pakThl, ONpeAesieHus, BbIBOJbI, CAEIaHHbIE IMpernojaBaTesieM, HO B HUX, Kak
paBuiio, c1abo MPOCMAaTPUBAETCS CBA3YIOLIAs Uaes Kypca, TaK KakK CTYJIEHT, 3alMChIBasi KXKAYIO JIEKLUIO B OTJIEIBHOCTH, PEIKO CIIOCOOEH cpa3y U
JOCTAaTOYHO TOYHO YJOBHUTH OOLIYIO HAIpPaBJISIONLYI0 MbICHIE. [103TOMy KOHCIIEKT TpeOyeT AONOIHHUTENBbHON 00paOOTKH Ha OCHOBE HUCIOJb30BAHUS
y4eOHHUKOB U PEKOMEHIOBAaHHOM JINTEPaTypPhI.

Cy1iecTBeHHbIE HEAOCTATKN UMEET U TaKOH CIIOCO0 MOATOTOBKH K AK3aMeHaM, Kak OerJiblii mpocMoTp Bcero Marepuaina. OH 3pPpeKTUBEH TOIbKO
Ha HEKOTOPBIX 3Tanax IUIaHUPOBAHMS U 3aKpeIUIsAIoNero nosropenus. boiee HafexHbIi U 11en1eco00pa3HbIi My Th — 3TO TIIATENbHAs CHCTEMaTH3alus
MaTepuaia MpH BAYMYHMBOM HOBTOPEHHMH, 3alIOMHUHAHUHU (HOPMYIMPOBOK, YCTAHOBJICHHHM BHYTPUIIPEAMETHBIX CBS3€H, YBSI3KE pa3IMUHBIX TeM M
pa3elioB, 3aKPEIUIEHNN ITyTEM PELEHUS 3aay.

[lepen sx3ameHOM HazHayaeTcsl KOHCydbTauus. Lleab ee — naTh OTBETHI Ha BOMPOCHI, BO3HUKILIUE B XOJE€ CAMOCTOSITENIbHON MOJATOTOBKH.
Xotenock 061 00paTUTH 0COO0E BHUMAaHKE Ha BAKHOCTh MTPEIIK3aMEHALIMOHHBIX KOHCYJIbTAIUH. 371eCh CTYIEHT UMEET MOJIHYI0 BO3MOXHOCTh OJTYUUTh
OTBET Ha BCE HEACHBIE €My BONPOCHL. A JIIsl 3TOr0 OH JOJKEH MpopadoTaTh 10 KOHCYIbTAllUU Bech Kypc. Kpome Toro, mpenonaBatens OyneT OTBe4aTh
Ha BOIIPOCHI JPYTUX CTYJEHTOB, YTO OYyJeT JUId Bac MOBTOPEHHEM M 3aKpeluleHueM 3HaHui. M eme odyeHb BaXHOE OOCTOSITEILCTBO: JIEKTOP HA
KOHCYJIbTAI[MH, KaK MpaBmIo, o0palaeT BHUMaHUE Ha T€ pa3/iebl, 10 KOTOPhIM Ha MPEAbIIYIIUX dK3aMeHaX OTBEThI ObLIN HEYOBJIETBOPUTEIHHBIMH,



a Takke (UKCHpyeT BHHMMaHHE Ha HambOosee TPYAHBIX pazaenax Kypca. HekoTopble CTyIEHThl HE MPHUXOAAT Ha KOHCYJIbTAallMU JHUOO MOTOMY, 4YTO
CUHTAIOT, YTO y HUX HET BOIIPOCOB K JIEKTOPY, JTUOO MOJAraroT, YTO Y HUX M TaK MaJI0 BPEMEHH U JyYIlle CAMOMY MTOYUTATh MaTEepUal O KOHCIIEKTY WIIN
B yueOHuKe. DTO riybokoe 3abmyxaenue. Hukakas apyras paboTra He CMOXKET MPUHECTH CTOJb 3HAYUTENbHOTO 3¢ (eKkTa HaKaHyHEe dK3aMeHa, Kak
KOHCYJIbTAIMsl MPENo1aBaTesl.

[ToAroToBKy K 3K3aMeHy ClelyeT HauuHATh C MEpPBOro JHS M3y4deHUs MUCHUIUIMHBL. Kak mpaBuio, Ha JEKIUsAX MOJYepKUBAIOTCS Hambosee
BaXHBIC M TPYJHBIE BOMPOCHI WJIHM pa3lieibl Kypca, TpeOyroliue BHUMATEILHOTO M3YYCHHS W 00MymbIBaHUs. Hy>KHO 3TH BONPOCHI BBIICIUTH H
00s3aTeNbHO MOCTApaThCs pa300paThCs B HUX, HE JOKHUIASACH dK3aMeHa, MpopadoTaTh UX, TOTOBACH K MPAKTHUYECKUM WM JTa0OPAaTOPHBIM 3aHATHUSM,
NOMPOOOBAaTh CAMOCTOSITEIBHO PEIINTh HECKOJIBKO THUIIOBBIX 3ajad. M ecnu, HeCMOTpsl Ha 3TO, YacTh MaTepualia OCTaJach HEYCBOSHHOM, HU B KOEM
Cllydae Helb3s yCIOKauBaThCs, HAAEsICh Ha TO, YTO ATO HE MOMajeTcs Ha sK3aMeHe. PakThl TOBOPAT 00 0OpaTHOM: €CIIU T€ WJIH JIPYTHe BOIPOCHI Kypca
HE BOLUIM B 3K3aMEHAIlMOHHBIN OWJET, mpenojaBaTelb MOXKET MX 3a4aTh (M 4acTO 3aJaeT) B BHJIE JONOJHUTENIbHBIX BOMPOCOB. TOYHO Takoe ke
OTHONICHHE JOJKHO OBITH BBIPAOOTAHO K BOMPOCAM U 3a/layaMm, MEePeUUCICHHBIM B HK3aMEHAIIMOHHOW MpOorpaMMe, BbIIaBaeMOI CTYJCHTaM elle 10
sk3aMeHa. OOBIYHO ITH JKE BOIIPOCHI ¥ aHAIIOTUYHEIE 33/1a49H CO/IEPIKATCs B 9K3aMEHAIIMOHHBIX Onierax. He ciegyeT octaBiaTe 6e3 BHUMaHHS HU OTHOTO
paszzena Kypca; eclii He yJajoch B YeM-TO pa3o0paTbcs caMOMy, HYXKHO OOpaTHUTHCS K TOBAPHUIIAM; €CIH U 3TO HE TMOMOIJIO BBIICHUTH KaKOWH-THOO
BOIIPOC J10 KOHIIA, HY>KHO 00513aTEJIbHO 33/1aTh ATOT BOIIPOC IPEINOAABATENIO Ha MPEAIK3aMEHAILIMOHHON KOHCYIbTalui. Ype3BbIuaiiHO BaKHO IPUYUYHUTh
ce0st K yMEHHUIO CAaMOCTOSTEIbHO MBICITUTh, YIUTHCS AyMaTh, IOHUMATh CyTh Jieia. O4eHb MOJIe3HO MOCie MPOopaboTKU Ka)kI0T0 pas/ieia BOCCTAHOBUTD
B IIaMSTH COJIEp )KaHKE U3yUYEHHOI0 MaTepuaa, KpaTKo 3amucas 3To Ha jiucte Oymaru. Eciu aToro He cienarte, To 0oJibliasi 4acTh MaTepHraia OCTaHEeTCsI
HE TMOHATOM, a uib (OpMaNTbHO 3ay4eHHOM, U MIPH IEPBOM K€ BOIPOCE SK3aMEHATOPa CTYIEHT YOeAUTCS B TOM, HACKOJIBKO MOBEPXHOCTHO OH YCBOMII
MaTepual.

4.5. IPUMEPHASI TEMATUKA KYPCOBBIX PABOT (ITPOEKTOB)

He mpenycMotpeHo.



5. YUYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIIEYEHUE
JUCLMILINHBL (MOJLY.JI5T)

a) nepevyeHb JUTEPATYPbI

a) OCHOBHas JTUTEparypa

1. Benenue B kpuntorpaduto / pea. B. B. fAmenko. — M.: U3n-so MITHMO, 2012. — 347 c.
—ISBN: 978-5-4439-0026-1 (26 5k3.) +

2. Psab6en JI.B. 3amaunuk-npakTUKyM 1o Kpunrtorpaduu: yued. mocooue / JI.B. Psabemn. —
Upkyrtck : U3a-Bo Boct-Cub. roc. akan. oopas., 2013. — 76 c¢. — ISBN: 978-5-85827-864-1 (19 3k3.)

3. [llanprun B.®. 3amura komnbroTepHOl nHDOpMaruu. I PeKTHBHBIC METOIBI M CPEACTBA
/ B.®. lansrun. — M.: JIMK-IIpecc. — 2010. — 542 c. — ISBN: 978-5-94074-518-1 (25 3k3.)

4. Kemnepo A. C., Kopoasko 0. [/[. OcHOBBI MH(MOpPMAIIMOHHONW 0€30MacHOCTH : y4eO.
nocobue. — Upkyrck: U3n-so UT'Y, 2013. — 113 c. . — ISBN: 978-5-9624-0791-3 (30 3k3.)

0) IOTIOJHUTEIbHAS JTUTEPATYPa

5. Tepmarn O.H. TeopeTHUKO-4MCIOBBIE METOABI B Kpunrorpaduu: y4eOHUK Ui CTY/I.
yupexaeHuit Beicil. mpod. oopazosanus / O.H. I'epman. — M.: Akanemus. — 2012. — 257 ¢. — ISBN:
978-5-7695-6786-5. Pexxum nocryna: QU3 «bubnuorex». — Heorpanuy. noctym.

6. Konees U. P. Mndopmanmonnas 6e30macHOCTb MpEeANpusTHs: HayyHoe uznanue / U. P.
Konees, A. B. bensie. — CI16.: BXB-IletepOypr, 2003. — 733 c. — ISBN 5-94157-280-8 (40 »k3).

7. babam A.B. Maudopmarmonnas 6e3onacHocTs. JIabopaTopHbIi mpakTHKYM: yueb. mocoOue
/' A. B. babam. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8 (50 5k3.).

8. 'myxoB M.M. BBeneHue B TEOPETHUKO-YUCIOBbIE MeTOABI Kpunitorpadguu / M.M. I'myxoB,
N.A. Kpyrnos, A.b. ITnukyp, A.B. Uepemymkun. — CII6.: Jlanb. — 2011. — 400 c. — ISBN: 978-5-
8114-1116-0. Pexxum nocryna: 9bC «Jlaub». — Heorpanuu. gocrym.

0) mepuoguYecKne U3IAHNUS

HE TIPEeyCMOTPEHO

B) CIIUCOK aBTOPCKHX METOAUYECKHX Pa3padoToK:

Koncnekts! nexuuit no aucuuriuie, yaeoHoe Buaeo B DOP aucuunnuasl Ha EDUCA

r) 6a3bl JaHHBIX, HHGOPMALIMOHHO-CIIPABOYHbIE H MIOUCKOBbIE CHCTEMbI

1. Hexommepueckast MuTepret-Bepcust «Koncynsrant [Tmroc» www.consultant.ru
2. bank nannbix yrpo3 Ub bdu.fstec.ru

3. OdunuanbHBIA HHTEPHET-MOPTAT MPAaBOBOM HH(OPMALIUU Pravo.gov.ru

4. EnuHoe okHO J0oCcTyna K o0pa3oBarelbHbIM pecypcam window.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JTUCIIAITJIMHBbI

6.1. YUEBHO-JIABOPATOPHOE OBOPY/IOBAHUE:
KomneroTepHslii kacc Ha 25 MecT.
Ob6opynoBanue: Crnenuanu3upoBaHHas (yueOHas) MeOesb; JocKa s Mena/Mapkepa, 000py1oBaHHe
JUTS TIPE3EHTAIMK Y4eOHOTO MaTepuaia: MpoeKTOp, IKPaH, MEPCOHATbHBIE KOMIBIOTEPHI, TOCTYT B
WNurepHer.

6.2. [IPOTPAMMHOE OBECITEYEHHE:
Cpenpl nporpaMMHUpPOBaHHUS:
1. Java
2. Visual C++
3. Lasarus
4. Python
CK31:
5. VipNet
Oducnoe I10:



6. LibreOffice

6.3. TEXHUYECKHUE U 3JEKTPOHHBIE CPEJICTBA:
OnexktpoHHBIA pecypc auctumiumabl B EDUCA, npe3eHTanmoHHoe 000py0BaHUE,
MEPCOHAITBHBINA KOMITBIOTEP C BO3MOXKHOCTBIO JICMOHCTPAIUU Mpe3eHTanui B popmate pdf.

7. OBPA3OBATEJIBHBIE TEXHOJIOI'MA

JUist JoCTHKEeHHS TUTAHUPYEMbIX Pe3ysibTaToB 00yueHus, B aucuuiuinie « adopmanmonnas
0€30I1aCHOCTb», UCIOJIB3YIOTCS PAa3JInYHble 00pa30BaTE/IbHbBIE TEXHOIOTHH:

Hngpopmayuonno-pazsusaroujue mexronoeuu, HarpapJieHHbIE HA (POPMUPOBAHUE CHCTEMBI
3HaHWii, 3aITIOMUHAHKE U CBOOOHOE OTIepUpOBaHKe UMH. MICTIOIB3yeTcst caMOCTOSITEIbHOE
U3y4YeHHe JTUTEPaTyphl, IPUMEHEHNE HOBBIX HH()OPMAIIMOHHBIX TEXHOJIOTHH IS
CaMOCTOSITEIILHOTO TIOTIOJTHEHHSI 3HAHUH, BKITIOYAst UCTIOJIh30BAHNE TEXHHUYECKHUX M AJIEKTPOHHBIX
CpeacTB MHGOPMAITUH.

Jlesasmenvrnocmuule NpaKmuKo-opuUeHmupo8anHvle MmexHoa02uu, HapaBJICHHbIE Ha
(dopmMupoBaHUE CHCTEMBI TPO(PECCHOHATBHBIX MPAKTUIECKUX YMEHUH, 00eCIIeUnBAIOIINX
BO3MOXXHOCTh KAY€CTBEHHO BBIMIOJIHATH MPO(ecCHOHANBHYIO AeATeIbHOCTh. Mconb3yeTcs ananus
MOBE/IEHYECKUX OIINOO0K, CO3JaHUE 00pa3l0B JOKYMEHTOB, IOMCK ONTUMAJIbHBIX PELICHUN
KOHKPETHOU MPOU3BOJCTBEHHON MPOOIEMBbI METOIOM «brain-storming.

Paseusarowue npobremno-opuenmuposanivie mexnoao2uu, HapaBICHHbIE HA
dbopmMHpoBaHUE U pa3BUTHE TPOOIEMHOTO MBIIUICHUS, MBICIUTEIbHON aKTUBHOCTH, CIIOCOOHOCTH
BUICTH U (OPMYJIMPOBATH MPOOIIEMBI, BRIOMPATh CITIOCOOBI M CPECTBA JJISl MX PEUICHUS.
Hcnonb3yroTcest BUABI TPOOJIEMHOI0 00YUYeHHUsI: KOJUIEKTUBHASL MBICIUTENbHAS 1€ATEIbHOCTD B
IPYIIIAX IPYU BBITOIHEHUU UHANBUYAJIBHBIX TPYNIIOBBIX 3aJaHUM, IOUCK ONTUMAJIBHBIX PEIICHUN
B paMKax IPEIJIOKECHHON CUTYalLlUH.

Jluunocmmno-opuenmupogantvle mexnono2uu 00yyenus, 00eCIICUNBAIONINE B X0€ yueOHOTrO
npolecca ydyeT pa3jMyHbIX CIIOCOOHOCTEH 00ydaeMblX, CO3JaHHE HEOOXOIMMBIX YCIOBUH IS
pa3BUTUSA HMX WHJIMBUIYaJbHBIX CIIOCOOHOCTEH, pa3BUTHUE AKTHUBHOCTU JIMYHOCTH B Y4E€OHOM
nporecce. JIMYHOCTHO-OPUEHTUPOBAHHBIE TEXHOJOTUM OOyUEHHUS peau3yloTcs B pe3ylbTare
MHAMBUAYAIbHOTO OOIIEHUS MpernojaBaTeNss W CTyJEHTa NpHU MPOBEACHUU POJIEBBIX WIp, MPHU
BBIIIOJIHEHUH TIOMAITHUX UHIUBUAYaJIbHBIX 3a1aHUN, HAa €KEHECIIbHBIX KOHCYJIBTALUAX.

8. OHEHOYHBIE MATEPUAJIBI IJIAA TEKYLIEI'O KOHTPOJISA U
MNPOMEXYTOYHOM ATTECTALIUA

8.1. OIEHOYHBIE MATEPHUAJIBI JUIA BXOJHOT'O KOHTPO.IS
He npenycmotpen

8.2. OILEHOYHBIE MATEPHAJIbI TEKYIIIET'O KOHTPO.JISI

Bun xonTpons KoHTponupyemsle TeMbl KonTtpoaupyemsie koMreTeHINH (MHANKATOPHI
KOMIIETECHIINH)

3ammura oT4eTa o 1adopaTopHOH 1.1-24 VYK-2, OIIK-2, OIIK-5, B cocraBe UJIK

pabote cornacHo pazaeny 4.3.1 PIIJ]

O1ieHOUHBIE MaTepUallbl TEKYIIET0 KOHTPOIIA (3aaHus Ha T1abopaTOpHyIo paboTy, TpeOoBaHMs
K oTuéTy 0 BhINOJMHEHUU JIP, KOHTpoIbHBIE Bompockl) pasMerienbl Ha DOP muctmnmmuasl B MOC
EDUCA.

IIpumepbl OLEHOYHBIX CPEACTB TEKYILEero KOHTPOJIA



KonTpoJbHbie Bonpocs! k J1adopaTtopHoii padore «Co3nanue JII B ViPNet»
1.YTo siBNISIeTCS €AMHUIIEH pa3rpaHUUYEHUs JOCTYIA B 3alUIIEHHON ceTu?
2.3a4yeM HY’KHBbI CIIUCKH PACCBHUIKU KOIHUI1?

3.Uro nyxHo caenath B L[YC, yToObI 3aH0BO Hauath reneparuio DST ¢aiinos?
4.Yt0 10MmKEH cAenaTh aIMUHUCTPATOP IIPH CMEHE MacTep-Kioya?

5.Yto conepxutcs B DST daiine?

6.I'1e 3agarorcs nmorHOMOYMS (MpaBa IOCTYIA MOJIb30BaTeNs)?

7.5 Kakoil mporpaMMBbl 3a1at0TCsl TOJTHOMOYHS?

8.UTo nmpoucxoauT npu HaxkaThuu KHONKH «ChopMupoBaTh Bee cipaBOYHUKI» B «L[YC»?
9.Yto Takoe ceTreBoil y3en?

10.Yro takoe 'maBHbIe aOOHEHTHI?

11.I'ne xpanutcs Mactep-kiou?

12.Y1o HaxoUTCs HA KJIIOUEBOM nuckeTe?

13. 15151 4ero Cay>KUT KJIFOYeBOW HAOOP?

8.3. OLEHOYHBIE MATEPHAJIBI IPOMEKYTOYHOI'O KOHTPO.JIS

Cnucox BOIIPOCOB AJIs1 l'lpOMe)KyTO‘{HOﬁ aTrrecranmmmn:

1. [ToueMy KOMITbIOTEPHBIE BUPYCHI IPUYKCIISAIOT K 0COOOMY KJIaccy pa3pyllIaloliuX MPOrpaMMHbBIX
BO3JEICTBUI. PackpoiiTe OCHOBHBIE KaHAJIbl PACIIPOCTPAHEHUSI KOMIIBIOTEPHBIX BUPYCOB U APYTUX
BPEIOHOCHBIX MTPOrPAMM.

2. Ha xakue rpynnsl NoApasAeiIssioTCs. METOIbI M CPEICTBA HENTPAIU3aluu yrpo3
MH(OPMaLlMOHHON 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX, IPEACTaBbTE KIacCu(UKAIIIIO
METO/I0B U CPeJICTB OOpHOBI C KOMIIBIOTEPHBIMU BUpYycaMu. B uem 3akitoyaroTcs METOAbI
MCIIOJIb30BaHUs PE3UAECHTHBIX CTOPOXKEH U alnapaTHO-IPOrpaMMHON 3alUThI OT BUPYCOB.

3. JlaiiTe onpeneneHrne OCHOBHBIM MTOHATHUAM MPOLIECCa Pa3srpaHUYEeHUs JOCTyNa K 00beKTaM
onepauoHHo# cucteMbl (OC): «OOBEKT I0CTYIa»; «METOJI JOCTYIa»; «CYOBEKT JOCTYyIa; «IIPaBo
nocrynay. [lpuBeaure npaBuiia MaHJAaTHOTO (ITOJTHOMOYHOTO) pa3rpaHUYEHUs 10CTyNa U MOSCHUTE
ux.

4. ITpuBeaure Kaaccu(PUKALIUIO KPUIITOTPahUIECKUX aJITOPUTMOB U OXapaKTepU3yHTe HX.
Packpoiite cMbicn GyHKIIMOHMPOBaHUS cxeMbl mHu@poBanus B anroputme DES. OcHoBHbBIE
PEKUMBI pabOTHI 6JIOYHOT'O CUMMETPUYHOT'O allTOpPUTMA.

5. Ilepeuncnure U MOSCHUTE BO3MOKHBIE TUIIBI CETEBBIX aTaK HA KOMITbIOTEPHBIE
(uH(pOpPMAIOHHBIE) CUCTEMBI, KAKHE CYIIECTBYIOT TEXHOJIOTHUH TOCTPOSHHS CUCTEM OOHAPYKEHUS
aTax.

6. Ilepeuncinre 3alUTHBIE MEXaHU3MBI, pEAIN3YEMbIE TPOrPAMMHO-ANNAPaTHBIMA KOMIUIEKCAMHU
(cpencTBaMm) 3amuThl HHGOpPMAIMK B KOMITbIOTEpHBIX cucTteMax (II9BM). [laiite onpenenenue
MOHATHIO - «CYOBEKT JI0CTYyNay», KaKKe MPOLeTypbl PEANTU3YIOTCS PH €ro 0OpalleHnH K
KOMITBIOTEPHOU CHCTEME.

7. Ilepeunciute aTpuOyTUBHBIE UAECHTHU(PHUKATOPBI, HCIOIb3yEMBbIE IS MJIEHTU(PUKALNU CyObeKTa
nocryna B KC, u xopotko naiite um onpezenenue. [lepeuncnute pekoMeHAaNUU U1 OpraHU3auu
NapOJIbHOM 3alUTHI.

8. Kakumu criocobamu O10KHpyeTcs yrpo3a HECAaHKIIMOHUPOBAHHOTO KOMMMPOBAHUS HH(OpMALIUN
IT9BM, B ueM OHU 3aKIIIOUYAIOTCS, PACKPOMUTE UX COAECPKAHME.

9. Kak ocymecTBisieMcst ynpaBlieHue KPUITOKIIOYaMH, TpeOOBaHUs K paclpeieNIeHUIO KITtoUei,
METO/IbI pacrpeieieHus KIouel, MOsICHUTE CXeMY OTKPBITOro pacipeneneHus kimouyei Auddu-
XemiMaHna

10. PackpoiiTe npoueaypbl aaropuTMOB LIU(PPOBOI MOANKUCH Ha OCHOBE OT€YECTBEHHBIX
cranaaptoB ['OCT P 34.10.



11. OcHoBHBIE TOAXO/IBI K 3amuTe JaHHbIX OT HC/I: kakue neicTBUs BBIMOIHAOTCS MPU
opraHu3zaium gocrymna k obopyaosanuio u [10 kommneiorepusix cuctem (IIDBM); onienka

3¢ (EeKTUBHOCTH HapalllMBaHUs CPEACTB KOHTPOJIS 1OCTYIA O KPUBOM POCTa OTHOCUTEIILHOTO
ypOBHsI obecnieueHus 0€30MacHOCTH KOMITbIOTEpHBIX cucteM ([IDBM).

12. [IpuBenute kIaccuGUKALUIO KPUNITOTPaQUIECKUX aJITOPUTMOB U OXapaKTepU3yHTe HUX.
Packpoiite cMbica pyHKITMOHMpOBaHMS cxeMbl mudposanus B anropurme ['OCT 28147-89.
OcHOBHBIE PeXHUMbI paOOTHI 0JI0YHOTO CUMMETPUYHOTO aIrOPUTMA.

13. Kakuie ocHOBHBIE (DYHKLIMH BBITIOIHSIET MOJACHCTEMA 3aLIUThHI onepaiioHHbIX cucteM (OC),
JaiTe KOPOTKO UM oIlpesieeHue. B uem 3akimtoyaercs npouenypa ayaura npumeHuTensHo kK OC,
4yeM OHa 00YCJIOBJICHA, KAKUM TPeOOBaHUSAM OHA JIOJDKHA yIOBIECTBOPSTH?

14. Tlepeuncnure 6a30BbIE TEXHOJIOTHH (MEXaHU3MBbI) 0€30MacHOCTH HH(POPMAIIUU B
KOMITBIOTEPHBIX cHcTeMax. JlaiiTe onpenenenne npoueccam WACHTU(DUKAIMH, ayTEHTU(DUKAUT 1
aBTOpH3aLMU AJIs oOecredeHus 3aiuThl nHpopmanuu. [IpuBenuTe n packpoiTe TUIBI IPOLIECCOB
ayTeHTH(UKALNHY, KaKHe aTaKu MPOBOISTCS Ha MPOTOKOJIBI Ay TEHTU(HUKAIMA U KaKhe MEXaHH3MbI
IIPUMEHSIOTCS ISl UX OTPAKEHUS.

15. JlaiiTe onpenenaeHue U NOSICHUTE TEXHOJIOIMH ITOCTPOCHUSI CUCTEM OOHApPY>KEHUS CETEBBIX
BTOP>KEHUH U BBISIBIICHUS IPU3HAKOB aTaK Ha HH(POPMALMOHHBIE CUCTEMBI.

16. [lepeuncnure U pacKpoiTe CriocoObl CTPOToi ayTeHTHuUKamy. [loscHUTE HA CTPYKTYpHOU
cXeMme MPUMEHEHUE OTHOCTOPOHHEN X3II-(DYHKIIMU K COOOLIEHHUIO, T0TIOJTHEHHOMY CEKPETHBIM
KITFOYOM.

17. IlosicHUTe Ha CTPYKTYPHBIX CXEMax MPOCTYIO ayTeHTU(PHUKALMIO [10JIb30BATENS pECYPCOB
KOMITBIOTEPHOHN CHCTEMBI C MCTIOIB30BAHUEM AP0 U Ay TeHTU(UKAIIUIO, OCHOBAaHHYIO Ha
UCIOJIb30BaHUU OAHOCTOPOHHEHN X3II-(DYHKIMU JJIsl IPOBEPKU HapoJIs.

18. JlaiiTe onpeneiaeHre OCHOBHBIM MOHSATHUSAM IPOLECCA pa3rpaHUYEHUsI JOCTya K 00bEKTaM
onepaunoHHoi cucteMsl (OC): «0OOBEKT JOCTYIIAY; «METOJI IOCTYIa»; «CYOBEKT JOCTYIay; «IPaBO
nocrymnay. [IpuBeanre npaBuiia N30MPaTEIHLHOTO pa3rpaHUUEHHSI JOCTYTIA U MOSICHUTE UX
pean3annio Ha IpUMepe MaTpulbl JOCTyIa, JaNTe ONPEASIICHUE IOHATHAM: JOMEH JOCTYIIa,
CIIMCOK IpaB J0CTyMa.

19. B yem 3axiroyaercs 3aj1a4a UACHTU(UKALUY [10J1b30BATENs, JaiiTe orpeesieHUe MOHITUIO
pOTOKOJIa HAeHTUUKauY. B yem 3akitodaercs JoKanbHas U yJaJeHHas UACHTU(UKALMS, YTO
Takoe WACHTUUIMpPYOLas HHOpMAIIHSL.

20. Ilepeuncnute 1 packpoite criocoObl cTporoit ayreHTuQuKauu. [loscHuTe Ha CTPYKTYpHOI
cxeMme NMpUMEHEHHe Ul ayTeHTU(PHUKAIUNA OJHOCTOPOHHEH X31I-QYHKIUHU ¢ TapaMeTPOM-KITFOUOM.
21. Kakumu criocobamu G10KHpyeTcs yrpo3a HECAaHKIIMOHUPOBAHHOTO KOMUPOBaHUs HH(pOpMauu
I[T9BM, B ueM OHU 3aKIIIOUYAIOTCS, PACKPOUTE UX COACPKAHUE.

22. Kakue CylecTBYIOT KPUIITOCUCTEMBI IIN(POBaHMS, PACKPONUTE UX CMBICT (YHKIIMOHUPOBAHUS.
23. IIpuBenuTe KJIacCU(PUKALNIO KPUNITOTpapUUECKUX aIlTOPUTMOB U OXapaKkTepusyiTe ux.
Packpoiite npouenypy xa3muposanus rno anroputmy 'OCT P 34.11.

24. TlpuBenuTe KJIacCU(PUKALNIO KPUNITOTpapUUECKUX aIlTOPUTMOB U OXapaKTepusyiTe ux.

25. B yem 3akirodaercss OMoMeTpuuecKkas ayTeHTU(UKaIMs 10Ib30BaTeNnel, Kakue y Hee
JIOCTOMHCTBA U HEJOCTaTKH.

26. B uem 3axirodaercs mpoueaypa npocToi ayTeHTUPUKAIMN, KAKUMU CIIoco0aMu OHa
IIPOU3BOJUTCS, MOSICHUTE CXEMATUYHO €€ PEaIU3aLUI0 C UCTI0Ib30BAaHUEM I1APOJIS.

27. PackpoiiTe OCHOBHBIE TPOLEAYPhI (HOPMUPOBAHUS SJIEKTPOHHOM HU(POBOM MOIMUCH U
(GYHKLINU XAIIUPOBAHUSL.

28. IlpuBenute Knaccuukao KpunrTorpadguyeckux alropuTMoB U OXapaKTepU3ynTe ux.
Packpoiite anroputm mudposanus RSA.

29. IlepeunicnuTe METOABI IPOTUBOAECHUCTBHUS AU3accCeMOIMPOBaHUIO ITporpamM aiist OBM,
OXapaKTEPU3YHTE HX.

30. IlepeuncnauTe METOIBI OTPAHUYEHHS 1OCTyIA K KOMIOHeHTaM DBM, kakue npumMeHsoT
CpEICTBA JJIsl OTPAHUUYEHUS IOCTyIIa K KOMIIOHEHTaM DOBM.

31. PackpoiiTe OCHOBHBIC METO/ABI ayTCHTU(UKAIIUH, UCTIONB3YIomIHe mapoyu u PIN-koabI.



I[Ipumepbl OLIEHOYHBIX CPEICTB JIsl POMEKYTOYHOM aATTeCTAllUM:

[Tpumepsl 3a1aHUI SK3aMEHAILIMOHHOTO TECTa:

Nel

[TonuTrka 6€30MaCHOCTH - 3TO

a) JOKYMEHT BEPXHETO YPOBH:I, LIEJIb KOTOPOTO 0OecreueHue pereH s BOIPOCOB
MH(POPMALIMOHHOM G€30M1aCHOCTH U BOBJICUEHHUE BBICILIETO PYKOBO/CTBA OPraHU3alMK B JAHHBIN
poLecc

0) COBOKYNHOCTb JOKYMEHTOB, PETJIaMEHTUPYIOLIUX MpaBuiia 00palleHns ¢ KOH(UASHINATbHON
uH(opMalrei B 3aBUCUMOCTH OT (a3bl ee 00pabOTKH U KaTerOpUH KOH(PHUIESHIIHATLHOCTH

B) COBOKYITHOCTb METOJIOB U CPEJCTB, 00bEIUHEHHBIX €IMHBIM 1I€JICBBIM Ha3HAUCHUEM U
o0ecreynBarIuX He00X0AUMYI0 3()(HEKTUBHOCTH 3aIIUTHI HHPOPMALIUHU TIPS PUATHS

No2

Ha ¢enepanbHoM ypoBHE IpHOpUTETHI 00ecrieueHuss HHGOPMaAIMOHHON 6€30MacHOCTH
OTIpeNeNAIOTCA

a) JlokrpuHo# nH(pOpMaIIMOHHON Oe30macHOCTH PO

0) denepaibHBIMU 3aKOHAMU

B) [Tonmutukoii 6e30macHOCTH

Ne3

®daxTop, BO3AECUCTBYIOLIMI Ha HH(OPMALIUIO - 3TO...

a) sIBJICHUE, JIeHICTBHE WIN IPOLIECC, PE3YJIbTATOM KOTOPBIX MOT'YT ObITh YT€UKa, HCKaXKEHHUE,
YHUUYTOXXCHHE 3aIIUIIaeMoi nHpopManuu, OJI0KMpOBaHHUE JOCTYIIA K HEH

0) COBOKYIHOCTb yCJIOBUH U (PAKTOPOB, CO3AAIOLIMX MOTCHIHUATIBHYIO MU PEaIbHO
CYLIECTBYIOIIYIO OMACHOCTb, CBSI3aHHYIO C YTEUKOH MH(OPMAIMH /WM HECAHKIIMOHUPOBAHHBIMHU
U/WIN HeTIpelHaMEePEHHbIMU BO3/ICHCTBUSIMH Ha Hee

B) CyOBEKT, CIIy4allHO WJIH MTPETHAMEPEHHO COBEPIIMBIIMNI JICHCTBHE, CIEICTBHEM KOTOPOTO
SBJISICTCA BO3SHUKHOBEHUE U/WIM peau3alus yrpo3 HapyleHus: 6€30MacHOCTH HH(pOopMaluu

Neq

O0s13aTebHBIME K UCTIOIB30BAHUIO TIPU OIIEHKE YTP0o3 0€301MacHOCTH HH(OPMAIIHH,
o0OpabaTbiBaeMOll B UH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JAHHBIX M FOCYIapCTBEHHBIX
MH(OPMALIMOHHBIX SIBJISIOTCS CBEJCHUS 3!

a) banka manHbBIX yrpo3 uHGopMmarmonHoi 6ezonacaoctu ®CTOK Poccun
0) l'ocynapctBeHHOr0 cTannapra «DakTopsl, BO3ACHCTBYIOINE HA HHPOPMAIIUIOY»
B) Kaspersky Threat Landscape

Ne5
Ecnu monmHOMOYHS CyOBEeKTa PEACTABIISIFOTCS CTUCKOM PECYPCOB, JIOCTYITHBIX MOJb30BATENI0, U
MIPaBaMH I10 JIOCTYITY K KQXKJIOMY PECypcCy U3 CITUCKA, TO TAaKOW METOJI Ha3bIBACTCH...

a) TUCKPEIIMOHHBIM
0) MaH/IaTHBIM
B) POJIEBBIM

Ne6

VYrpo3y nepexsaTta JaHHBIX MOKHO OTHECTH K yTpO3aM...
a) KOH(UICHIIUATEHOCTH

0) IIETOCTHOCTH

B) IOCTYITHOCTH



Ne7

MoskHo 11 ob6ecrieunts 100% 3ammTy OT BCceX BHIOB yIepoa’?

a) HEeT, ¥ IEJbI0 3aITUThl THGOPMAITUU CTAHOBUTCS YMEHBIIICHHE pa3MepoB yiepoa 10
JIOTTYCTUMBIX 3HaYEHUH.

0) 1a, HO clleNaTh TO HEBO3MOKHO YIKOHOMUYECKH IIeJIECO00Pa3HBIM CIIOCOO0M

B) MHOT /A, KOT/Ia CTOMMOCTb 3alTUTHBIX CPEACTB M MEPOIPHUATHI HE IIPEBBIIIACT pa3Mep
0XKHJIaeMoro yiiepoa

Ne8

JIMCKpeMOHHOE YIPaBJICHHE TOCTYIIOM - 3TO...

a) pa3rpaHUYeHHUE JIOCTyIa MEX/Ty TOMMEHOBAHHBIMU CYObEKTaMHU U TOUMEHOBAHHBIMU 00bEKTaMHU
0) pasrpaHn4eHue JOCTyNa CyOBEKTOB K 0OBEKTaM, OCHOBAHHOE Ha XapaKTepU3yeMOl METKOH
KOH(HUICHIIMATHLHOCTH HH(POPMAIINH, COAEPIKAIIEHCS B 00bEKTaX, U IOIyCKa CyOBEKTOB K
UH(OpPMAINU COOTBETCTBYIOIIETO YPOBHS KOH()UACHIIMATbHOCTH

B) OpraHu3anus npas A0CTyNa CyOBEKTOB K 00BEKTaM CIPYNIUPOBAHHBIX C YUETOM CHeln(UKH uX
PUMEHEHHS

Ne9

MeTo/ 3aIuThl TPOTPaMMBI OT UCCIICIOBAHUS TyTeM 00(yCKaIlUU 3aKITI0YaeTCs B:

a) pa3IM4HOMN CII0KHOCTH IMPEOOPa30BaHMK KOJIa B IMPOLIECCE €0 BHIMOJHECHHUS

0) aBTOMAaTHYECKOI reHepaliy y9acTKOB UCTIOIHSAEMOT0 KOJIa B IPOIIECCE BHITIOTHEHUS

B) CO37[aHUU M30BITOYHOCTH yKa3aTesel Nepexoa, 1 BHSPEHUH B3aMMOYBS3aHHBIX
He()YHKIIMOHATLHBIX YYaCTKOB KOJIa, 3aTPYAHSIIONINX aHAIU3 JEKOMITHIIMPOBAHHOTO TEKCTA

NelO

Ceptudukanus cpecTB KpUNTorpaduueckoil 3amuThl UHGOPMALIMK OCYIIIECTBISETCS MpU
YYaCTHU:

a) ®Cb Poccun

6) ®CTIK Poccun

B) PockomHaa30pa

Nell

OObIuHbIN cTIOCO0 MACHTU(HHUKAIINH - ITO...

a) BBOJI IMEHH T0OJIb30BATENS IIPU BXOJIE B CUCTEMY

0) mapoJib

B) U3yueHue GU3NOIOTHYECKUX U MTOBEACHYECKUX XapaKTEPUCTHK CyOBEKTa

Nel2
K mocTonHCTBY MOJ€nei TUCKPELIMOHHOIO JOCTYIIa MOXKHO OTHECTH. ..
a) UX TUOKOCTh

6) BO3MOXHOCTb HAJIOXKCHUA OFpaHI/I‘-IeHI/Iﬁ Ha nepeaavy PIH(I)OpMElI.[PIPI OT OJHOTI'O MMOJb30BATCIIA

Apyromy
B) KOHTPOJIb HTHPOPMALMOHHBIX TIOTOKOB

Pa3paGorunkmu:

b
/ l : craplini npenoaasaresnb  Mynenek B.E.
(moxmucs) /Y (3aHMMaeMast TOJDKHOCTB) (®.1.0.)




[Iporpamma cocrtaBiiena B cooTBeTcTBHHM ¢ TpeboBanusmu PI'OC BO mo HampaBieHHIO
noarotoBku 09.03.03 «[Ipuxiagnas uHpopmatuka» (ypoBeHb OakanaBpuaTa), yTBEp:KICHHBIH
npuka3zoM MuHHCTEpcTBa 00pa3oBaHus M Hayku Poccuiickoit deneparuu ot «19» centsops 2017 r.
Ne 922, 3aperucrpupoBanubiii B Muntocte Poccun «12» oktsiopst 2017 r. Ne 48531 ¢ nuzmMeHeHUusIMU
u gonojHeHusaMu ot 26.11.2020, 8.02.2021.

[IporpamMma paccMoTpeHa Ha 3acefanuu Kadeapsl Aiaredpanyeckux U HHGOOPMaLMOHHBIX
cucteM UMUT UT'Y «04» anpens 2023 r.

[Iporokon Ne 9 3aB. kadenpoit = '{’""44 [TanTenees B. U.

Hacmoswas npoecpamma, ne moocem Ovimb 6ocnpou3gedeHa HU 8 Kakou ¢hopme bOe3
npeosapumenbHo20 NUCbMEHHO20 paspeueHus Kagheopvl-paspadbomyuxa npozpammol.



