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1. IIEJA A 3AJAYMN JUCITATLTAHEBI
Hean

Ilemu: o3HAaKOMJIEHWE CTYAEHTOB C TEOPETUYECKUMH OCHOBAMU HWH(OPMAIMOHHOM
0e30MmacHOCTH, OCHOBaMH Kpunrorpaduu W OCHOBAMH OOECHEYeHHUs 3aIlUThl WH(POPMALUH,

(dbopMUpPOBaHHE TIPAKTHYECKUX YMEHHH W HABBIKOB, HEOOXOAWMBIX Ui MPUOOpETEeHUs
kBampukannu  OakanaBpa WHQPOPMAIMOHHBIX  TEXHOJIOTUH, (HOPMHPOBAHHE  KIFOYEBBIX
PO UIBHBIX KOMITETEHIIUH.

3agaun:

— JAaThb CIICHHAJIbHBIC 3HaHUSA 11O JUCIHUIIINHE,

— JOCTHYb JOCTATOYHOT'O YPOBHSI 3HAHUH MO KPHUNTOrpadu4ecCKHMM U OPraHU3alHOHHBIM
MeTonam obecrneueHus: HHPOPMATMOHHON 0e30MacHOCTH,

— c(hopMHpOBATh y CTYACHTOB MPAKTUYECKIE HABBIKK Pa0OTHI CO CPEACTBAMHU O0ECTIeUeHUs
UH(POPMALTMOHHOH OE30MaCHOCTH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII BO

2.1. YueOHast aucuuiuiiHa (MOJyJb) OTHOCHUTCS K OOSI3aTENbHOW YacTH MpPOrpaMMbl U
U3y4aeTCsl Ha TPETbEM KypCe.

2.2. 1na u3y4yeHust JaHHOHW y4ueOHON AMCUUIUINHBI (MOYJIsl) HEOOXOAMMbI 3HAHUS, YMEHUS
U HaBbIKH, copmupoBanHbie b1.0.21 BeraucaurenbHble CHCTEMBI 1 KOMITBIOTEPHBIE CETH.

2.3. Ilepeyenp mocnenyrOmux y4eOHbIX AMCLUIUIAH, IJISI KOTOPBIX HEOOXOIWUMBI 3HAHUS,
YMEHUSI U HaBbIKH, (opmupyemMble maHHOW yueOHo# aumcumrumnon: b1.0.31 Cranmaptuzanms,
cepTdUKAIMA W YIpPaBJISHHE KauyecTBOM mporpammuoro obecmnedenus, b1.0.28 Apxwurektypa
nporpammHoro odecrieuenust, b1.B.15 AnMUHUCTPUPOBAHIE KOMITBIOTEPHBIX CETEH.

3. TPEBOBAHUA K PE3YJIbBTATAM OCBOEHUA JNCIHUITJINHBI

IIporecc ocBOEHMUs] TUCIMILIMHBI HAMPaBiIeH Ha (OPMHUPOBAHNE KOMIIETEHLUH (3JIEMEHTOB
crenyromux komnereHuii) B coorsercTBuu ¢ ®I'OC BO mo cCOOTBETCTBYIOIIEMY HAIPABJICHHIO
MOJATOTOBKU.

Ilepeuyenn naHupyemMbIX pe3yJibTATOB 00y4YeHHs M0 AUCIUILIHHE (MOAY.II0),
COOTHECEHHbIX ¢ HHAMKATOPAMH JOCTHKEHHSI KOMIIETEeHIHI

HNuauxaropsl
Komnerenuus . Pe3yabTaThl 00yyeHHus
KOMIeTeHIHH
YK-2 Cnocoben onpenensats | UK vka.1 3HaeT MeXayHapoAHbIe U
KPYT 3a7a4 B paMKax DopmyaupyeT Lend, 3a1ad, | HallMOHAJIbHbIE CTAHAAPThHI B
MOCTaBJIEHHON LIeNH U 3HAYUMOCTH,  OXXHIAeMbIX | 001acTH HHPOPMAIIOHHON

BBIOMPATh ONTHMAJIbHbIE Pe3yabpTaTOB MPOEKTA 0€e30MmacHOCTH;
CHOCOOBI UX PELICHUS, YMeeT COCTaBIATb IMOJUTUKH
UCXOJS U3 NEHCTBYIOIINX 0€30MacHOCTH YpPOBHS METOOB
MIPaBOBBIX HOPM, MPEeANpPUITHS,

HUMEIOIIUXCS PECYPCOB U Brnaneer oCHOBHBIMU HaBBIKAMH

OrpaHUYEHHi 3aluThl HH(OpMALHH,
NJIK vk22 3HaeT OCHOBHbIE HOPMATHUBHBIE
B pamkax MOCTaBJE€HHBIX | MPABOBBIE NOKYMEHTHI B cdepe
3ama4 ompenensier | ”HQOPMALMOHHON
MUMEIOIIHeCsT  pecypchl  H | 0e30macHOCTH;
OrpaHUueHus], IeACTBYIOIHE | YMEET COCTAaBISITh — MOJUTHKA

IMPaBOBbIC HOPMbI

0€30MacCHOCTH YPOBHS METOIOB




NPEATPUATHS,
Brageer OCHOBHBIMH HaBBIKAMH
3amuThl HHQOpMaLUY,

MK vi23 3HaeT OCHOBHBIE BHABI YyIPO3
PazpabarsiBaer wiaH | "HPOPMAIMOHHOH 0e30MmacHOCTH
pea3ay IpoeKTa U crnoco0bl MPOTHBOAEHCTBHUS
3TUM yIPO3aM;
YMeeT COCTaBIATb IMOJUTHKH
0€30MacHOCTH YPOBHS METOMOB
NPEATPUSATHS,
Brameer OCHOBHBIMHU HaBBIKAMH
3aIKUThl HH)OPMALIHH;
MK vk2.4 3HaeT OCHOBHBIE BHABI YyIPO3
OcymecTBisieT  KOHTPOJIb | MHQOPMALIMOHHONW O€30MacHOCTH
pea3ay IpoeKTa U crnoco0bl MPOTHBOAEHCTBUS
3TUM yIPO3aM;
Ymeer AHAJIM3UPOBATH 51
BBIOMPATh CpeACTBa OOECTICUSHHS
UH(OPMALIMOHHOM
0€30MacHOCTH;
Bnaneer nmpuemamu aHanuza "
KJIAaCCU(pUKALINN yrpo3
UH(OPMALIMOHHOM
0€30MacHOCTH;
MK vk2s 3HaeT OCHOBHBIE BHABI YIPO3
IIposoaur OLIEHKY | MHPOPMALMOHHON 0€30MacHOCTH
3¢ PeKTUBHOCTH peanu3aluu | 1 CIOCOObI  MPOTHBOACHCTBUS
npoekTa W pa3paboTKy | 3TUM yrpo3am;
njaHa JEHCTBUH 1O ero | Ymeer AHAJIN3UPOBATH 51
KOPPEKTUPOBKE BBIOMpATh CPEACTBa OOeCTIeUueHus
UH(OPMALIMOHHOM
0€30MacHOCTH;
Bnaneer nmpuemamu aHanuza "
KJIAaCCU(pUKALINN yIrpo3
UH(POPMALIMOHHOM
0€30MacHOCTH;
OIIK-5 Crnocoben | MK orixs.1 3HaeT  OCHOBHBIE  CPEICTBA
HMHCTAJUTUPOBATh U | 3HaeT OCHOBBI CHCTEMHOrO | o0ecriedeHuss WH(POPMALMOHHOM
COIPOBOKAATH MPOrPAMMHOE | aAMUHUCTPUPOBAHI, 0e30MmacHOCTH;
obecrieueHne COBPEMEHHBbIE  CTaHAApPThl | YMeeT CcoOMonaTh OCHOBHBIC
UH(POPMALMOHHBIX CUCTEM M | HH(POPMALIMOHHOTO TpeOoBaHuUs 1o
0a3 OaHHBIX, B TOM YHCJI€ | B3AUMOJCHCTBHSI CHCTEM NPOTHBOACHCTBHIO Hanbonee
OTE4YEeCTBEHHOTO pacrpoCTpaHEHHBIM yrpo3am
NPOUCXOXKICHUS, C YYETOM uH(pOpPMaLIMOHHOM
UH(POPMALTUOHHOH 0e30macHOCTH,
6ezonmacHOCTH Brameer OCHOBHBIMHM HaBBIKAMH

HUCITIOJIb30BAHUA HOPMATUBHBIX
AOKYMCHTOB IIpU OpraHu3aluu
obecrieueHnst WH(POPMALMOHHOM
0€30MacHOCTH Ha MPEITPUSITHH,

MUK orxs.2
Crnoco0eH  MHCTaJUITMPOBATH

3Haer  ¢opmajbHBIE  MOJIENU
0€30MacHOCTH;




nporpaMMHOe obecriedeHre | YMeeT CoONIONaTh  OCHOBHBIE
WH(POPMALIMOHHBIX CUCTEM H | TpeOOBaHUs o
0a3 MaHHBIX, B TOM YHCJIE | IPOTUBOIACHCTBUIO Hanbonee
OTE4YECTBEHHOTO pacnpoCTpaHEHHBIM yrpo3am
MPOUCXOXKACHUS, C y4YeTOM | MH(POPMAIMOHHOM
UH(POPMALTMOHHOH 0e30macHOCTH,
6ezonmacHoOCTH Braneer OCHOBHBIMU HaBBIKAMHU
UCMOJIb30BAHUSI  HOPMATHBHBIX
IOKYMEHTOB TMpPU OpraHu3aliu
obecrnieueHnst UH(POPMALMOHHOM
0€301acHOCTH Ha NPENNPHSATHH,
HNJK orks 3 3Haer (QopManbHBIE ~ MOAENTH
Cnocoben BBIMOJIHATH | 0€30MacHOCTH,
HaCTPOMKY u | YMmeer coOrodaTb OCHOBHBIE
COTIPOBOXKAECHUE TpeOoBaHuUs 1o
UH()OPMALIMOHHBIX CHCTEM U | MPOTHUBOIACHCTBUIO Hanbonee
0a3 JaHHBIX C Y4YeTOM | PaclpOCTPAHEHHBIM yrpo3am
UH(POPMALIMOHHON UH(OPMALIMOHHOM
0e30macHOCTH 0€30MacHOCTH;
Brameer OCHOBHBIMHM HaBBIKAMH
UCMOJIb30BAHUSI  HOPMATHBHBIX
IOKYMEHTOB MpPU OpraHu3aliu
obecrnieueHnst WH(POPMALMOHHOM
0€30MacHOCTH Ha MPETPUSITHH,
OIIK-2 Cnocoben | UJK omxz2.1 3HaeT OCHOBHBIE MPUKJIAHBIE
PUMEHSITh [Nonumaer 0a30BbIe | ANTOPUTMBI kpunrorpaduu,
KOMITBIOT€PHBIE/CYIEPKOMITb | MPUHLUIBI W yCTPOHCTBO | HHGPACTPYKTYPY OTKPBITBIX
IOTepPHbIE METO[IbI, | COBPEMEHHBIX KJIFOUeif;
COBPEMEHHOE TMPOrpaMMHOE | HH(POPMALMOHHBIX Ymeer AHAJM3HPOBATh
o0ecriedeHne, B TOM YHCJIE | TEXHOJOTHIM U | QITOPUTMBI B3aUMOJEHUCTBUS Ha

OTE4YEeCTBEHHOT'O MPOTPAMMHBIX CPENCTB HAJINYHE YA3BUMOCTEHH,
MIPOUCXOXKICHHUS, ISt Brageer HaBbIKaMu peanuzaluu
peLeHus 3ama4 MPUKJIQTHBIX ANTOPUTMOB
npodecCHOHATBHOM Kpunrorpadun B S3BIKAX
IeATENbHOCTH NPOrPaMMHUPOBAHUS, pPabOTEI ¢
KPUNTOMpPOBaiAepaMH,
HCTIOJIb30BAHUS
Kpunrorpaduyeckux
NPUMHUTHBOB B SI3BIKAX
POTrPaAaMMHPOBAHHUSI.
HNJK ork2.2 3HaeT OCHOBHBIE TPHKJIATHbBIC
Crnocoben NPUMEHSTD | aITOPUTMBI Kpunrorpaduy;
COBPEMEHHOE TNPOrpaMMHOe | HHYPACTPYKTypy OTKPBITBIX
obecrnieyeHre (B TOM 4YHUCHE | KITIOYEH;,
OTE4YEeCTBEHHOT'O Ymeer aHAJN3UPOBATh
MPOM3BOJCTBA) AJISl PELICHHUS | allTOPUTMBbl B3aMMOJACHCTBUS Ha
3amad  npo(eCCHOHANBHON | HAM4KE YA3BUMOCTEHH,
IeATeNbHOCTH Brnageer HaBblKaMu peanuzanuu

MPUKJIQTHBIX ANTOPUTMOB
Kpunrorpaduu B S3BIKAX
NPOrPaMMHUPOBAHUS, pPabOTEI ¢

KpUOTONpOBaiaepaMu,




HUCIIOJIb30BaHUA

Kpunrorpaduyeckux
NPUMHUTHBOB B SI3BIKAX
POrPaAaMMHPOBAHHUSI.
HNJK ork23 3HaeT OCHOBHBIE TPHKJIATHbBIC
Crnocoben NPUMEHSTD | aITOPUTMBI Kkpunrorpaduy;
CYTIIEPKOMITBIOTEPHBIC UHPPACTPYKTYPY OTKPBITBIX
METONBI ISl PELICHUs 3a1a4 | KJIFOUel;
npoheCCUOHATTbHON Ywmeer AHAJIU3UPOBATH
IEATENbHOCTH ANTOPUTMbI B3aUMOJEHCTBHS Ha

HaJu4ue ysA3BUMOCTEN,
Brnaneer HaBbIKaMU peanu3alUu

MPUKJIQTHBIX ANTOPUTMOB
Kpunrorpaduu B SA3BIKAX
NPOrPaMMUPOBAHUS, PabOTBI C
KPUNTOMpPOBaNAepaMH,
UCTIOJIb30BAHUS
Kpunrorpaduyeckux
NPUMHUTHBOB B SI3BIKAX

MPOrPaMMHUPOBAHHUSL.




4. COAEPKAHUE U CTPYKTYPA JUCTIAILJINHBbI

OOBeM OUCIUILINHBI COCTABIISIET 4 3aU€THBIX enuHull, 144 yaca, B TOM 4uciie 35 4acoB Ha KOHTPOJIb, MPAKTUYECKAst OArOTOBKa 144,
dopma NPOMEKYTOUHON aTTECTALUU: 6 CEMECTP - HK3aMEH.

4.1.

COJIEPKAHUE JIUCITATLIIIMHBI, CTPYKTYPUPOBAHHOE 11O TEMAM, C YKA3AHWUEM BUIOB YUEBHBIX 3AHATHI 1 OTBEJEHHOT'O HA

HHUX KOJIMYECTBA AKAJEMHUYECKHUX YACOB

Bugp1 yueOHoii paGoThl, BRIOYAsS
CAMOCTOSITEJIbHYIO pa0oTy 00y4almuxcsi 1

TPYA0EMKOCTh (B 4acax)

KonrakTHas paGora Dopmer
Ce TEKYLLEero
Ne NMpenoAaBaTeisi ¢ 00yYAIIHMHUCS
Pasnpen AucuuniMHbL/ TEMbI Mec CamocTosi | KOHTpPOJISA
n/n P Cemunapck Te
TbHas1 | YCHIeBAeMOCTH
1 ne Kontpoas | pabora +
exnyH | (mpakTHyec oByuenst | KOHTPOJIH
KHe
3aHATHS)
Pazmen 1. Kpunrorpaudieckue 0CHOBH HHPOPMAHOHHOH OC30MACHOCTH 6 5
Tema 1.1. OcrHoBbI KpHIITOTpaduu 4 4 8 Omnpoc, 3amura
OT4eTa O
1abopaTopHOH
padote
Tewma 1.2. bnounoe mupposanue 4 4 8 Ompoc, 3ammura
OT4eTa O
1abopaTopHOH
padote
Tema 1.3. IlemoCTHOCTS COOOIICHUI 4 4 8 Ompoc, 3ammura
OT4eTa O
1abopaTopHOH
padote
Tewma 1.4, LHudpposas moamuch 4 4 8 Omnpoc, 3ammura
OT4eTa O
1abopaTopHOH

padote




Buasbi yueOHoii paGoThl, BKJIKOUAs Dopmbl
N Ce | caMOCTOATEBHYH PA0OTy 00yUYAIOIIHXCSA U TeKyILEero
o
o /;1 Pasaea aucuHnIHHbLL TEMBI Mec TPYA0EMKOCTh (B 4acax) KOHTPOJISt
P KonraktHas paGora Camocros | YCTIEBAEMOCTH
NMpenoAaBaTeisi ¢ 00yUYAIMIHUMHUCS| TeJbHAs
Paznen 2. Opranm3anuoHHbIe OCHOBBI HH()OPMAITHOHHOH OE30TIaCHOCTH 6 5
Tema 2.1. HopMaTHBHBIC OCHOBHI HH(POPMAHOHHOH OC30MACHOCTH 4 4 10 Ompoc, 3ammura
OT4eTa O
1abopaTopHOH
padote
Tema 2.2. Buzpl 1 kIacCH(PUKALII BO3MOXKHBIX HAPy IICHUH HH(POPMAIIMOHHON 0€30IIaCHOCTH 4 4 10 Omnpoc, 3amura
OT4eTa O
1abopaTopHOH
padote
Tema 2.3. ITomaTrka 6€30MACHOCTH 4 4 10 Omnpoc, 3ammura
OT4eTa O
1abopaTopHOH
padote
Tema 2.4. be3onmacHOCTh OCCIPOBOIHBIX CCTCH 4 4 8 Omnpoc, 3ammura
OT4eTa O
1abopaTopHOH
padote
Hroro uacos 32 32 10 70
4.2, IIJIAH BHEAYAUTOPHOM CAMOCTOSTEJIbHOU PABOTBI OB YYAIOIIUXCS 11O JUCLIUTIIMHE
CamocTosiTesibHASI pa00oTa 00y4ar0IIHXCH YuebHo-
METOAHYECKOe
Cemect Bug Cpoxn 3arpatbl OueHouHnoe A
Haspanue pasaena, TeMmbl o0ecneueHue
p CAMOCTOSITEJILHO | BHITIOJIHEH |  BpeMeHH CpeacTBo
. €CAMOCTOSITEJIbHO
it padoThI Hs (uac.) .
i paGoTbI




pabotam

CamocTosiTesibHASI pa00Ta 00y4arIIHXCHA YuebHo-
Cemect H Bun Cpoxku 3aTpaTthl Ouenounoe METOAHMECKOE
p A3BAMHE pasacsa, Temel CAMOCTOSITEJILHO | BBITOJIHEH |  BpemeHH CpeacTBo obecnedenne
. CaMOCTOSITEJILHO
it padoThI ust (uac.) ii paGoThI
HayucHne OcHoBHas u
yucOHOU H JONIOTHUTEIbHASI
HAy4YHOU IUTEpPATYpa B
JHUTEPATYPBI, COOTBETCTBHH C
MOJArOTOBKA K Ompoc, 3amuTa | pazaenom 5 PITJ,
6 Tema 1.1. OcHoBbI kKpunTOrpaduu TOKYIICH 1 . | 2 Henena 8 oTHCTa 0 Y MCTO/IMHCCKHE
MPOME Ky TOUHOH n1abopaTopHOit MaTCpHaIIH B
aTTeCcTaluHy, pabote pecypee
odopmIicHUS JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM
paboram
Hayucune OcHoBHas u
yucOHOU H JOTIOTHUTEIbHASI
Hay4HOHU IUTEpPATYpa B
JHUTEPATYPBI, COOTBETCTBHH C
MOJATOTOBKA K Ompoc, 3amuTa | pazzenom 5 PITJ,
6 Tema 1.2. biounoe mmdpopanue TOKYINCH H . | 4 Henena 8 OTiCTa 0 o METOAMHCCKHE
MPOMEIKY TOUHOH n1abopaTopHOit MaTCpHaIIB B
aTTeCTaluH, pabote pecypee
odopmIicHUE JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM




pabotam

CamocTosiTesibHASI pa00Ta 00y4arIIHXCHA YuebHo-
Cemect H Bun Cpoxku 3aTpaTthl Ouenounoe METOAHMECKOE
p A3BAMHE pasacsa, Temel CAMOCTOSITEJILHO | BBITOJIHEH |  BpemeHH CPeACTBO obecneuenne
. CaMOCTOSITEJILHO
it padoThI ust (uac.) ii paGoThI
HayucHne OcHoBHas u
yueOHOM 1 JIOTIOTHUTEIbHAS
HAy4YHOU IUTEpPATYpa B
JATEPATYPHL, COOTBETCTBHUH C
MOJArOTOBKA K Ompoc, 3amuTa | pazaenom 5 PITJ,
6 Tema 1.3. HenocTHOCTL CO00LLEHMIT TORYIICH I | g HEACTIS 8 oTICTA 0 VICTOAMHICCIHE
MPOME Ky TOUHOH n1abopaTopHOit MaTCpHaIIH B
aTTeCcTaluHy, pabote pecypee
odopmIicHUS JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM
paboram
Hayucune OcHoBHas u
yueOHOM 1 JIOTIOTHUTEIbHAS
Hay4HOHU IUTEpPATYpa B
JATEPATYPHL, COOTBETCTBHH C
MOJATOTOBKA K Ompoc, 3amuTa | pazzenom 5 PITJ,
6 Tema 1.4. ludporas noanucs TOKYINCH H . | 8 Henena 8 OTiCTa 0 o METOAMHCCKHE
MPOMEIKY TOUHOH n1abopaTopHOit MaTCpHaIIB B
aTTeCTaluH, pabote pecypee
odopmIicHUE JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM




CamocTosiTesibHASI pa00Ta 00y4arIIHXCHA YuebHo-
Cemect H Bun Cpoxku 3aTpaTthl Ouenounoe MeﬁTozmqecncoe
p A3BAIHE pasAcna, Tembl CAMOCTOSITE/ILHO | BLITIOJIHEH | BpeMeHH CpeacTBo ovecnetcnne
N CAMOCTOSITENIBHO
it padoThI ust (uac.) ii paGoThI
HayucHne OcHoBHas u
yucOHOH 1 JOTIOTHUTEIbHASL
HAy4YHOU IUTEpPATYpa B
JUTCPATYPBI, COOTBETCTBHH C
MOJArOTOBKA K Ompoc, 3amuTa | pazaenom 5 PITJ,
6 Tema 2.1. HopmaTHBHBIE 0CHOBBI HH(POPMALTHOHH O TEKYILIEH U 10 Hezest 10 0oT4eTa O METOANUECCKUE
0e30MmaACHOCTH MPOMEKYTOYHOH n1abopaTtopHOU MaTepHabl B
aTTeCcTaluHy, pabote pecypee
odopmIicHUS JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM
paboram
Hayucune OcHoBHas u
yucOHOH 1 JOTIOTHUTCTbHASL
Hay4HOHU IUTEpPATYpa B
JTUTCPATYPBI, COOTBETCTBHH C
MOJATOTOBKA K Ompoc, 3amuTa | pazzenom 5 PITJ,
6 Tema 2.2. Buab! u knaccudpuranusi BO3MOKHBIX HAPYILLIEHHI TEKYILIEH U 12 nexens 10 0T4EeTa O METOANUECCKUE
HH(OPMALHOHHOI 0€30ACHOCTH MPOMEIKYTOTHOM JAabopaTopHOT MaTCpHUATHI B
aTTeCTaluH, pabote pecypee
odopmIicHUE JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM
pabotam




CamocTosiTesibHASI pa00Ta 00y4arIIHXCHA YuebHo-
Cemect H Bun Cpoxku 3aTpaTthl Ouenounoe METOAHMECKOE
p A3BAIHE pasAcna, Tembl CAMOCTOSITEJILHO | BBITOJIHEH |  BpemeHH CPeACTBO obecneuenne
it padoThI ust (uac.) CAMOCTORTEIBHO
i paGoTbI
HayucHne OcHoBHas u
yueOHOM 1 JIOTIOTHUTEIbHAS
HAy4YHOU IUTEpPATYpa B
JATEPATYPHL, COOTBETCTBHUH C
MOJArOTOBKA K Ompoc, 3amuTa | pazaenom 5 PITJ,
6 Tema 2.3. [lomuTka 6e30macHOCTH TORYIICH I 1y HEACIIS 10 oTICTA 0 VICTOAMHICCIHE
MPOME Ky TOUHOH n1abopaTopHOit MaTCpHaIIH B
aTTeCcTaluHy, pabote pecypee
odopmIicHUS JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM
paboram
Hayucune OcHoBHas u
yueOHOM 1 JIOTIOTHUTEIbHAS
Hay4HOHU IUTEpPATYpa B
JATEPATYPHL, COOTBETCTBHH C
MOJATOTOBKA K Ompoc, 3amuTa | pazzenom 5 PITJ,
6 Tema 2.4. Be3onacHocTh 0eCPOBOAHBIX CETEH TOKYICH H— | 16 HCICTS 8 oTiIcTa 0 MCTOITHCCKHC
MPOMEIKY TOUHOH n1abopaTopHOit MaTCpHaIIB B
aTTeCTaluH, pabote pecypee
odopmIicHUE JUCIUILTAHBI HA
oTYeTa K educa.isu.ru
71a00paTOPHEIM
pabotam
O061mast TPy T0EMKOCTb CAMOCTOSITEIIbHOM PabOThI MO AUCITUILIMHE (Yac) 70
N3 HuxX 00BeM CaMOCTOATEIbHOM PabOThI C HCIIOIb30BAHUEM 3JIEKTPOHHOTO 00yUeHUs U
IVICTAHIIMOHHBIX 00Pa30BaTENIbHBIX TEXHOJIOTUH (4ac)

4.3. COAEPXKAHUE YYEBHOI'O MATEPHAJIA

PA3JIEJI 1. KPUIITOI' PA®GUYECKHUE OCHOBBI MHOOPMAILTMOHHOM



BE3OITACHOCTH

TEMA 1.1. OcHoBsl kpunrorpaduu

OO01uue NpUHLIKIEI U MOZENH. 3aluTa OT HECAHKLIIMOHMpPOBaHHOTO noctyna. [lonstue kimrova. [Hludposanue u koguposanue. Kpunrocucremsl. Ingp
Bepnama. Jlemma o Teopernuecku croiikoM mmgpe. IlorokoBsie mmdpsL

TEMA 1.2. biaouynoe mudposanue

Ipuruun urepuposanus. [lonsTHe ncesnocnyvaitHoi GyHKINN 1 nicesaociyvainoi nepectanoBku. [lndp DES. Onmcanue crpykrypsl. udp
AES. Onucanne cTpykTypbl 1 mpuHIHIB! paboTtsl. [lepebopHble aTaku Ha Oounble mndpsl. [lepebopHble aTaku Ha Gyounble mudpsel. [Ipodbrema
Cnyuaiinoe mugposanue. Onnopaszosoe mudposanue. Pexxum CBC. Haduska 610k0B. Pexxnm CTR.

TEMA 1.3. I1en0cTHOCTb COOOIIEHUH

Konp! ayrerTuukanmu coobmennii. Iloctpoerne konos aytertuukanun donpmux coodbmennit. Korcrpykuun CBC-MAC u NMAC. Xemr-
¢ynaxmru. Korcrpykuus Mepkna-Jlamrapna nist nocrpoenust xemm-pyskiuid. [IoHsTHe 1enocTHocTH mudp-Tekcra. AyTeHTHYHOe Iu(ppPOBaHHUS Ha
npumepe nporokona TLS.

TEMA 1.4. lludpposas nognuce

[Tonsitue mrdposoii noanucu. OCHOBHBIE MPUHLIUIIBI I OTJINYHNS OT peanbHoi noanucu. Anropurmsl udposoii noamucu. DSS. T'OCT. 3akon 00
OUIT B Poccun. Paznuuneie Buabl moanucu. Y pocrosepsitomue HeHTphl. [lonsaTue kimova nonnucu. Madpacrpykrypa otkpeitTeix kimoueit (PKI).
PA3JIEJI 2. OPT AHU3ALIMOHHBIE OCHOBBI UHOOPMAILIMOHHOM BE30ITACHOCTH

TEMA 2.1. HopmaTuBHBIE OCHOBBI HH(OPMALIMOHHON 0€301acHOCTH

Hamnpasnenust Ub. Mexaau3mbl. UHCTpyMeHTapuii. MeToas! 3amuTel HHGOpMauu. Buasl pOTUBHUKOB M HapymuTenel HHPOPMAIIMOHHON
6e3omacHocTH. MekayHaponHble cTaHAapThl HHpopMannonHoro oomeHa. Kareropuu npas va nadpopmannto. CiyskeOHast, KOMMepUYecKas 1
rocyapcTBeHHas TaiiHbl. CBECHHs, HE COCTABIISIFOIINE KOMMEPUYECKYIO U TOCYAapCTBEHHYIO TalHy. 3akoH «O0 uHpopmaumu, nHPOPpMAITMOHHBIX
TEXHOJIOTUSX U O 3amuTe nHpopmarum». 3akoH «O nepcoHaIbHBIX JaHHBIXY. 3aKOH «O0 3IeKTPOHHON MOAIHCHY .

TEMA 2.2. Bunsl u kaccugukanus BO3SMOXKHBIX HapyLIeHNH HH)OpMAIMOHHON 6€30MacHOCTH

ITonsitue yrpossl u ysizsumoctu. Kimaccudukarmu yrpo3. Tpu Buaa HapyeHuit 0e3onmacHOCTH. Mephl O MPOTHUBOACHCTBUIO YIpO3aM Hapy LICHUS
KOH(pHUIEHIIMATBHOCTH, LIEIOCTHOCTH, NOCTYMHOCTU. [locTpoeHne Moieu yrpo3 U METOIUKH OLIEHKH pUCKOB. KadecTBeHHBIE 1 KOJIMUYECTBEHHBIC
METOAMKH OIleHKH prCKOB. Kiaccudukanmst KOMIbIOTEPHBIX BUPYCOB. Mephl O UX npodriakTuke. MeToaoIorus 3amThl HHPOPMATMOHHBIX
CHUCTEM.

TEMA 2.3. TlonuTtnka 6€30macHOCTH

Henn u 3amaun opranm3aunu. Bzaumoneiicteue mexny cyorektamu. [lpasuia 6e3onacHocTr. Y poBHH (OPMUPOBAHUS MOJUTHK OE30MACHOCTH.
TEMA 2.4. be30macHOCTb KOMIIBIOTEPHBIX CeTel

BbecnipoBonnbie cetn crargaptos 802.11. OcobenHocTy 3amuThl HHPOpMaLuu B OecIpoBOAHBIX ceTssx. OCHOBHBIE YTPO3bI H YSI3BUMOCTH. PeKMMBI
(bYHKIIMOHMPOBAaHUA U IH(PPOBAHUS JAHHBIX B OECIIPOBOAHBIX CETHX.

4.3.1. IlepeyeHb CEMHHAPCKHUX, NPAKTHYECKHUX 3aHATHH H J1a0opaTopHbIX padoT



Ne  [Ne paspenau| HaumeHoBaHHe ceMHHAPOB, NPAKTHYECKHX H J1A00pATOPHBIX Tpynoemkoctb OueHouHbIe ®opmupyembie
n/H TEMbI padoTt (uac.) cpeacTsa KOMIIeTEeHIIHH
Bcero | U3 Hux (uHgUKATOPBI)*
YacoB |MpaKTH4YeC
Kas
NOAr0TOBK
a
1 2 3 4 5 6 7
1 1.1 JIP «OcHoBbI kpunTorpadum» 4 4 YCTHBIN onpoc,|YK-2 UOK
nuceMeHHbIC 3ananus  (YK2.1),  OIIK-2
(MIK OIIK2.1)
2 1.2 JIP «bmounoe mmdposanue» 4 4 VCTHBIHN ompoc,|YK-2 (UK
nuceMeHHbIC 3ananust  (YK2.1),  OIIK-2
(MIK OIIK2.1)
3 1.3 JIP «IIpocToe X3mupoBaHUCH 4 4 YCTHBIN ompoc,|YK-2 (UK
nuceMeHHbIC 3ananus  (YK2.1),  OIIK-2
(MIK OITK2.1)
4 1.4 JIP «®DopmupoBaHue 3IeKTpoHHOU moanucu B VipNet» 4 4 YCTHBIN onpoc,|YK-2 HUOK
nuceMeHHbIC 3ananus  (YK2.1),  OIIK-2
MAOK OIlK2.1),
OIIK-5
5 2.1 JIP «M3yueHune rocyJapCTBCHHOM CUCTEMBI 3aIUThl HH(pOpPMALHm» 4 4 YCTHBIN ompoc,|YK-2 (UK
nuceMeHHbIC 3amanus  (YK2.2),  OIIK-2
MAOK  OIIK2.2,
OI1K2.3)
6 22 JIP «Omnpenencuue (akTopoB, BO3ACHCTBYIOLIMX HA HH(pOpPMAIHIO», 4 4 YCTHBIH onpoc,|YK-2 HUOK
JIP «Meton 3KCIEPTHRIX OLICHOK) nucbMeHHbIC 3ananmst | YK2.2), OIIK-2
MAOK  OIIK2.2,
OI1K2.3)
7 23 JIP «AnHann3 nonutuku 6€30MacHOCTH ¢ moMoIbio MSAT 4 4 YCTHBIH onpoc,|YK-2 UOK
MUChMEHHBIC 3aaanna  |[YK2.3 VK2 .4),
OIK-2 (UK
OIlK2.2,
OIlK2.3), OIIK-5
(MAOK OIIKS.1)
8 2.4 JIP «[IpoekTupoBaHUE CUCTEMBI 3aIIHTH HHpopMamm) 4 4 YCTHBIMI onpoc,|YK-2 (MIK




nucbMeHHBIC 3amanus  [YK2.3, VK24, VK
2.5), OIIK-2 (MK
OIlK2.2,
OIIK2.3), OIIK-5
(UAK  OIIK5.2,
OI1K5.3)

Bcero 32

4.3.2. IlepeyeHnb TeM (BONPOCOB), BLIHOCHMBIX HA CAMOCTOSITeJIbHOE H3yUeHHe CTYAeHTAMH B PAMKAX caMocTosITe/IbHOI padotsl (CP)

Tema 3ananne DopMHUpyEMbIe KOMIETEHIIUN

Tema 2.1 HopmaTuBHBIE OCHOBBI CocraB nokymMeHTOB Ha 00bekT unpopmaruzanuu u UCKUU. | YK-2 (MK VK2 .2), OIIK-2 (MK

nH(popMannoHHON Oe30macHOCTH TpeboBanus k 3amuTe ceTel CBsI3U OOIIEro MOJb30BAHUSL. OIIK2.2, OIIK2.3), OIIK-5 (MJK
OI1K5.1)

Tewma 2.2. Bugsr u knaccudukanus Meronuka onpeneseHus yrpo3 0e30macHOCTH VK-2 (MAK YVK2.2), OIIK-2 (MK

BO3MOJKHBIX HapyLIEHUI HHPOPMALIOHHON OI1K2.2, OIIK2.3)

0e301acHOCTH

Tema 2.3. Ilonutuka Oe3onacHOCTH PexomeHnOBaHHBIE TPHEMBI PA3pPa0OTKHU MIPABUIT VK-2 (MJK VK2.3 VK2 4), OTIK-2

MHGbOPMAIIOHHO} 6€30MaCHOCTH (MAK OIIK2 .2, OIIK2 3)

Tema 2.4. be30nacHOCTb KOMITBIOTEPHBIX HHxeHepHO-TEXHUYECKas! YKPEIUIEHHOCTh OOBEKTA. VK-2 (MK YK2.3, YK2 .4, YK 2.5),

ceTei OIK-2 (MJIK OITK2.2, OIK2.3), OTIK-
5 (MJIK OIIKS5.2, OTIK5.3)

4.4. METOJJMYECKHUE YKA3AHUS IO OPT AHU3AITMA CAMOCTOATEJILHOM PABOTHI CTYJIEHTOB

Bo Bpemst m3y4deHHs TUCHMIUIMHBI CTYyACHT MOCEINAET JICKIHH, NMPAKTUYECKHE 3aHATHUS, BBINTOJHSET JIaOOpaTOpHBIE 3aaHUs, TOTOBHUTCS K
TecTaM, 3a4eTaM U 5k3aMeHaM. /[y Kakaoro Buaa AesTebHOCTH HEOOXOANMO MPAaBIIBHO OPraHN30BaTh CAMOCTOSITENBHYIO PaboTy.

Jlexuuu. B BoicIieM yueOHOM 3aBEICHUH JIEKLIUS SIBIISIETCS BAXKHON (hopMoii yuebHoro npouecca. Ha jJekium cTyaeHThl MoMy4aroT riryOboKkue u
pasHOCTOpPOHHUE 3HaHus. Jlekuust crnocoOCTBYeT pa3BUTHMIO TBOPUYECKUX CIHOCOOHOCTEH, (opMmupyeT HIeHHYI0 YOeKIeHHOCTb, IO3BOJIAET
yCTaHABJIMBATh CBsI3b Y4eOHOro MaTepuaia C MPOM3BOICTBOM, HOBEHIIMMH HAay4YHBIMHU AOCTIDKEHUSIMH. Jlexiust TpeOyeT TpHu BuAa IESTENbHOCTH:
MOATOTOBKY K JIEKIIMHY, paOOTy Ha JEKUUHU U paboTy MOCIe JTEeKIIUH.

[Tocne mpocnyImuBaHUs JEKIMU CTYICHT AOJDKEH MpopadoTaTh U OCMBICIUTD MOJYYeHHbIH Marepran. Ha kaxaplil mpuMep, NpuBeNeHHBINH Ha
JEKLMH, KeJATebHO, (€CIM 3TO BO3MOXKHO) NMPHUBECTH CBOW. J{JIs1 yTBEp>KACHUH, MPUBENEHHBIX HA JIEKL[UH, MOJKHO IOMBITATHCS NMPUBECTH IPYTHE
(bOpMYITPOBKH, HE MEHsIsI, KOHEYHO XK€, CYTH YTBEP)KICHHS. Y TBEP)KACHUS CTaHyT 0OJIe€ MOHSITHBIMH, €CIH MPUBECTH IMPUMEPHI, TIOATBEPKAAIOIHE
CIPaBEVIMBOCTb YTBEPXKACHUS U NPHUMEPBI, KOTOPbIE HE YAOBJIETBOPSIIOT YCJIOBUSAM, NMPU KOTOPBIX YTBEPKICHHE CTAHOBUTCS CIPABEIJIUBBIM.
Marepuai, U3J0°KEHHBIN B JIEKLIUHA, MOXXHO MPOCMOTPETH B APYTUX UCTOYHUKAX.



B mpouecce JEKLIMOHHOIO 3aHATUS CTYIAEHT MAOJDKEH BBIAENATH Ba)XKHbIE MOMEHTBI, BBIBOJbI, AHAJIM3UPOBATb OCHOBHBIE MOJIOXKEHUS.
HenocTatodHo TOJBKO «CIIyIIaThy JIEKIUKD. BO3MOXKHOCTH MaMsITH YeNoBeKa He YHUBEpcaibHbL. Kak Obl BHUMATENBHO CTYACHT HE CIIyINAJ JIEKIHIO,
Oopnas yacTe HHQOPMALIMH BCKOPE Mociie BOCHpusATHs Oyaer 3abbira. UTOOBI BOCCTAHOBHTD JIEKLIMOHHBIH MaTepHall, €ro Hy)KHO MOBTOPUTH, & IUIs
3TOTO JICKIHIO HEOOXOINMO KOHCIEKTUPOBaTh. KOHCIEKT JeKIMii JOIDKeH OBITh B OTHENBHOH TETpaaH, B KOTOPOH HE MOJDKHO OBITh HHYETO, KpOoMe
nekunn. He Hamo ctpeMuThbest mogpoOHO CIIOBO B CIIOBO 3aNMCHIBATH BCHO JIEKIHIO. KOHCIIEKTHPYITE TOJIBKO CaMO€ BaKHOE B PacCMaTPHUBAEMOM
naparpade: (GOpMYJIUPOBKU OMpPEIENEHUH U TEOpPeM, BBIBOIbI OCHOBHBIX YpaBHEHHH M (OPMyJ, TO, YTO CTApPAETCs BBIACIUTH JIEKTOP, HA UeM
aKLUEHTHPYET BHUMAaHHUE CTYICHTOB, MPH 3TOM (HOPMYJIMPOBKH ONPEAEICHUH 1 YTBEPKACHUH HAJ0 MOCTAPATHCS 3aIHCaTh TaK, Kak UX (GOpMyJUpyeT
IpenoaaBareb.

Terpanp ayst KOHCHIEKTa JEKIU Takxke Tpedyer ocodoro BHuMaHus. Ee HyKHO caenarh yaoOHOH, MPaKTUYHON U MOJIE3HOH, BEAb HIMEHHO OHA
SIBJISIETCSI OCHOBHBIM MH(OPMATUBHBIM UCTOUHHUKOM ITPH MOATOTOBKE K PA3JIMYHBIM OTUETHBIM 3aHITHSM, 3a4eTaMm, sk3ameHaM. KoHeuHo, odopmieHne
JEKLIMOHHON TeTpaau — 3TO Aeno BKyca. Ho nenecoobpa3Ho OTAENUTh MO, T CTYACHT MOT Obl U3JI0XKUTh CBOH MBICIIH, BOIIPOCHI, MOSBUBIIUECS B
xoze nekiun. Ilone3sHo ogHy U3 cTpaHul ocTaBisATh cBOOONHOW. OHa moTpedyeTcst MOTOM, MPH CAaMOCTOSATENbHOM noAaroroBke. Croga MoxHO Oyner
3aHECTH JOTMOJHUTEIbHYI HHOOPMALUIO 110 JAHHOHN TeMe, MOJNyUYEeHHYIO U3 JPYTUX UCTOYHMKOB. YEPTEKU M PUCYHKH, CXEMbl U TPa(uKy, IUTATHl U
Onorpaduu BBINAIOIINXCS YYEHBIX H T.JI.

IIpakTnueckoe 3ansiTue. llpakTHueckue 3aHATHS MO PELICHUIO 3a/ad CYLIECTBEHHO JOMOJHSIOT JeKIUU. B mpouecce aHanusa u pelueHus
3a/1a4 CTyACHThl PACIIMPSIIOT U yIIyOJSIOT 3HAHMSA, MONyYEHHbIE U3 JIGKLMOHHOTO Kypca U Y4eOHHKOB, MPUOOPETAIOT YMEHUE MPHUMEHSTh OoOIIne
3aKOHOMEPHOCTH K KOHKPETHBIM CiydasM. Ha NpakTH4YecKMX 3aHSATHAX MO JUCKPETHOM MAaTeMaTHKe HCHONB3YIOTCS: 1) 3amadu-ynpaKHEHUS,
MIOMOTAIOIIHNE CTYASHTaM NPUOOPECTH TBEP/bIE HABBIKU PacuéTa M BBIUMCIICHHUH, 2) 3a/1a4H [T 3aKPEIUICHUS] M KOHTPOJIS 3HAHHI; 3) MO3HABATEJIbHbIC
3a1a4u.

Heobxoanmo, 4ToObI CTYAEHTH TOTOBHJIM TEOPETHUYECKUI MaTephall, MMOTOMY, YTO MMEHHO HEBBIIIOJHEHHE 3TOTO TPeOOBaHUS NMPHUBOIAHUT K
HeyJade Mpyu peLIeHn! 3a1ad.

Hecmotpst Ha pasnuuue B BHIAX 337a4, UX PELICHHE MOXXHO MPOBOAMTDH MO CIEAYIOLIEMy OOIeMy IUIaHy (HEKOTOpbI€ MYHKTHI IJIaHA MOTYT
BBINMAAATh B HEKOTOPBIX KOHKPETHBIX CIIy4Yasx): a) MPOYeCTh BHUMATEJbHO YCJIOBHE 3aAadH;, 0) MOCMOTPETh, BCE JIM TEPMHHBI B YCIOBHAX 3a7add
U3BECTHBl M TOHATHBI (€CJIIH YTO-TO HESICHO, CIENyeT OOpaTUThCS K Y4eOHHKY, MPOCMOTPETh PELICHUs NPEABIAYINUX 3ahad, MMOCOBETOBATBHCS C
mpernoaaBaresieM); B) CleliaTh YepPTEXK, €CIM 3TO HEOOXOAUMO, T') MPOU3BECTH aHAN3 3aAauu, (HyKHO YETKO MOHUMATh, B YeM OyJeT 3aKJIF0YaThCs
peleHne 3a1a4um); 1) PeIInTh 3a7a4y; €) MPOAHAIN3UPOBATh MOy YEHHBIN OTBET.

Ecnu 3amaua He pelieHa WM «HE PELIaeTcs», TO HEOOXOOUMO eIlle pa3 BepHYThCsS K MyHKTaM a) u 0). CKOJBKO pa3 HY’KHO BO3BpAINATHCA K
sTuM nyHKTam? IlpakTrka mokaseiBaeT, 4To He Oojee mecatu pas. Ecmu m mocie 3TOro 3agada «HE peInaeTcs’», TO MOXKHO IONBITAThCA HANTH
pelleHne 5TONH WU OXO0XKEH 3a7a4i B PA3JINYHBIX HCTOYHUKAX.

JlomamHee 3anaHue. lIpy BBIMOJHEHMM AOMAINHETO 3aJaHMsi HEOOXOAMMO MPOCMOTPETh TEKCT JIEKIHH, BBIyYHUTHh HOBBIE ONPEACICHHUS,
bopMypoBKH TeopeM, (OpPMyJIbl, MOCMOTPETh 3aIaHHs, KOTOpPble ObUTM BBITIOJHEHbI HAa MPAKTUKE M MPUMEHUTb MOJYYEHHbIC 3HAHHUSA IS
BBINOJIHEHUS] IOMALTHEH pabOThL

Tect. B mepBylo ouepenp mocrapaiiTech y3HaTh Yero *AaTh OT TECTa, Kakhe MPUMepHO TaM OyayT 3amaHus. Ecnm Bam moctymHbl 00pasiibl
Tecta (Kak, Harpumep, rpu caade EI'D), HeoOX0aUMO 3TUM BOCIONIB30BATHCS U €KEIHEBHO TPEHUPOBATHCS.



He ocrapnsiite Bce Ha camblii mocneaanii MOMEHT. Eciu Oyere moCTOSIHHO TOTOBHUTBCS K TECTY, Bbl HABEPHSKA YIy4IIUTE CBOU 3HaHMA. [lis
3TOTO COCTAaBbTE IJIAH HAa KAKABIH €Hb, YTOOBI IPABUIJILHO PACIIPENENATh CBOE BPEMS.

Henaiite HeOonbIINe TIEpepbIBBI BO BpeMs yueObl. B mpoMekyTkax MOXKHO aTh cede HeOOonbIyo (GU3NUECKYI0 Harpy3ky. Mo3r Jydiie BCero
paboraer, korma yMCTBEeHHbI Tpyn cmensercs (usudeckum. Ilporynsifitech, moberaiite, mourpaiite B OackeTOOJ, MOMWHANTE MSY - MOMUMO
CTHMYJIILIMK YMCTBEHHOH JeSITEIbHOCTH, 3TO CHUMET CTpecC.

OTnpIX W KOHTPOJIb HAJ BOJIHEHHEM — OJHU M3 TJIABHBIX COCTABJSIIOLINX yCIexa MPH MOATOTOBKE K TecTy. YacTo OmMMOKH COBEPINAIOTCS
TOJNBKO W3-32 CTPECcca, KOTOPBIM MEIAeT CKOHLEHTPHPOBATBhCS U coOpaThcsi. UToObl OBITH OTHOXHYBIIMM H pacciabieHHbIM, COOOmaiTe
COCTaBJICHHBIN PEXUM U CTAPANTECh BHICHITATHCA.

Padora ¢ smrepartypoii. Bo Bpemsi Nnekiuii CTyI€HTy Npenjaraercs HalTH OTBEThl HA HEKOTOPbIE BOIPOCHI B MPENJIOKEHHBIX HCTOUYHHKAX
aurepatypbl. CTyIEHT TOJKEH MpopadoTaTh KKl UCTOUYHUK, HAMTH OTBET HAa BOIIPOC BO BCEX MCTOYHHUKAX, ITI€ OH €CTh U C(HOPMYJIUPOBATH OTBET,
CUCTEMAaTH3UPOBAB WH()OPMALIUIO.

Jx3ameH. Ha sx3ameHe OLleHMBArOTCS: 1) MOHUMaHHE U CTENEHb YCBOSHHUS TEOPHH; 2) METOAMYECKAs MOATOTOBKA, 3) 3HaHUE (PaKTHUECKOro
Mmarepuaina; 4) 3HaKOMCTBO ¢ 00513aTeIbHON JIUTEPaTy PO, MOXKET OBITh, C COBPEMEHHBIMH Iy OJIMKALIUSIMH TI0 JAHHOMY KypCY; 5) YMEHUE IPUIIOKHUTD
TEOPUIO K MPAKTHUKE, PelIaTh MPAKTUYECKHe 3aJadd U T. A.; 6) 3HAKOMCTBO C MCTOPHEH HayKu, 7) JIOTHKA, CTPYKTypa U CTHJb OTBETA, YMEHHUE
3aI0UINATh BbIIBUraeMble nojioxkeHuns. Ho 3HaYeHHe 5K3aMEHOB HE OTPAaHMYMBAETCS NMPOBEPKOW 3HAHWH. SIBIAACH €CTECTBEHHBIM 3aBEPLICHHEM
paboThI CTyZIEHTa, OHU CHOCOOCTBYIOT OOOOIIEHUIO M 3aKPETUICHNIO 3HAHWH U YMEHHH, MPUBEICHUIO HX B CTPOTYIO CHCTEMY, & TAKXKE€ YCTPAHEHHIO
BO3HUKIINX B IPOLIECCE 3aHATHI MpoOesoB.

IIpn moxroToBke K 3K3aMEHaM HE CIIEAyeT TaKXKe OCTABIATh O€3 BbIBOAA YTBEPIKAEHHs, KOTOPble B KHMI€ WJIM JIEKIMU COMPOBOXKAAIOTCS
3aMevyaHusAMHU: «JIerko mokasarte, 4TO...», «JIerko MoJy4uTh BBIpAXKEHHE..» U T. I. Bce MpONylLIeHHblE B KHUIe HJIU B JIEKLUUH TPeoOpa3OBaHUS
CTYAEHTY HY’KHO IPOAEIATh CAMOCTOSITENBHO.

CTyneHTbl rOTOBSTCS K 5K3aMeHaM mo-pasHoMmy. OnHU u3 HHX HpopadaThIBAIOT JIMIIbL HEKOTOPBIE BOIPOCHI, BBIOpPAHHBIE HAayTai, APyTHe
CTPEMSITCS 3alIOMHHUTb BECh MaTepUal MOAPS, He BHHUKAs TIyOOKO B ero cyTh. PaboTa mpu 5TOM KOHLEHTPHPYETCSl HA OJHOM CTPEMJICHUH - CHATh
sk3aMeH. HenocraTku Takoil cuctemsl oueBHIHBL OQYEBHIHO TAKXKE, UYTO IMOATOTOBKA HE JOJDKHA OrPAaHMYUBATHCA YTCHHEM JICKIMOHHBIX 3aIUCEi.
ITepBoHauanbpHBle HEOOpaOOTAHHBIE KOHCIIEKTHI CTYACHTA COAEPIKAT (PaKThl, OMpPENENICHUs, BBIBOJBI, CIAEIaHHBIE MpEenojaBaTesieM, HO B HUX, Kak
NPaBUIIO, c1adO0 MPOCMATPHUBAETCS CBA3YIOLIAs UAES Kypca, TaK KaK CTYJEHT, 3aIHIChIBAsi KAKAYIO JIEKLIUIO B OTJEJIBbHOCTH, PEIKO CIIOCOOEH cpasy U
IOCTAaTOYHO TOYHO YJIOBHTH OOIIYIO HANPAaBISFOINYIO MBICTB. [103TOMy KOHCHEKT TpeOyeT HOMOJHHUTEIBHON 00pabOTKH Ha OCHOBE HMCIIOJIB30BAHMS
y4eOHUKOB U PEKOMEHJOBAHHON JIUTEPATYPBL.

Cy1ecTBeHHbIE HENOCTATKH UMEET M TaKOW CHoco0 MOATOTOBKM K SK3aMEHaM, Kak Oerjielii mpocMoTp Bcero marepuaia. OH sddexTuren
TOJIbKO HAa HEKOTOPBIX 3Tanax IJIAHUPOBAHUS M 3aKPEIUIIOIIEro MOBTOPEHMs. boilee Hane)KHbIH U 1enecooOpasHbli MyTh — 3TO TIIATENbHAS
CHUCTEMAaTH3alMs MaTepuala MPU BAYMYHBOM IIOBTOPEHUH, 3aIOMHHAHUU (DOPMYJHUPOBOK, YCTAHOBJICHUU BHYTPUIIPEAMETHBIX CBS3€H, YBsA3KE
PA3INYHBIX TEM U PA3IENIOB, 3aKPEIUICHUH ITyTEM PEIICHUS 3a/1a4.

ITepen sk3amMeHOM Ha3HauaeTcss KOHCynbranus. Lleap ee — maTh OTBETHI HA BOIPOCHI, BO3HHKINHE B XON€ CAMOCTOSTENBHOH IONTOTOBKH.
Xotenoce Obl 0OpatuTh 0CO0OE BHUMAHHME HA BAKHOCTb MPEAIK3aMEHALMOHHBIX KOHCYJbTAlMH. 37eCh CTyAEHT MMEET MOJHYK BO3MOXKHOCTb
NOJIyYUTh OTBET HA BCE HESCHBIE €My BOMPOCHL A IJIsl 3TOTO OH JOJUKEH IpopaboTaTh MO0 KOHCYJbTalMU Bech Kypc. Kpome Toro, mpenonasaTenb



Oyzer oTBe4aTh Ha BOMPOCHI APYTUX CTYACHTOB, UTO OyAeT A BaC MOBTOPEHHEM M 3aKperyieHneM 3HaHui. U eme oueHb BaKHOE OOCTOSITENBCTBO!
JEKTOp Ha KOHCYJbTALMH, KaK MpaBuUjo, oOpamjaer BHUMAHHWE Ha T€ paslenbl, MO KOTOPbIM HAa MPEObIAyLINX 5K3aMEeHaX OTBEThl ObUIH
HEYZOBJIETBOPUTENBHBIMY, a TakkKe (PUKCHpPyeT BHHUMaHHWE Ha HauOosiee TPYOHBIX pa3zaenax Kypca. HekoTopele CTyneHTBI HE NPUXOIAT Ha
KOHCYJIBTALIMH JJHOO TIOTOMY, YTO CUHMTAIOT, YTO Y HUX HET BOMPOCOB K JIGKTOPY, JIMOO MOJNArarT, YTO Y HUX M TaK MaJO BPEMEHH U Jy4YIle CaMOMY
NOYUTATh MaTepuall IO KOHCHEKTy WM B y4eOHuKe. D10 riyOokoe 3abmyxknenne. Hukakas apyras pabota He CMOXKET NPHHECTH CTOJNb
3HaYUTENBHOTO 3(pPeKTa HaKaHyHe SK3aMeHa, KaK KOHCYJIbTallHs PENoaaBaTelIs.

ITonroToBKy K 3K3aMeHy CJeQyeT HauWHATh C MEePBOTO JHS U3YYEHHUs ANCHUIUIMHBEL Kak mpaBmiio, Ha JEKLHMSIX MMOTYEPKUBAIOTCS Hanbosee
BaXXKHbIE M TPYIHBIC BOIPOCHI WJIHM pasfenbl Kypca, TpeOyroIue BHUMATEIbHOIO M3y4eHHs U oOnyMbiBaHHMsA. Hy)KHO 3TH BOIPOCH BBIIEIHUTH U
00s13aTeNIbHO MOCTapaThCs Pa300paThCsl B HUX, HE NOKUAASICh K3aMeHa, MpopadoTaTh MX, FOTOBSICH K MPAKTUYECKUM I JTaOOPATOPHBIM 3aHSATHSIM,
nornpoOOBaTh CAMOCTOSITENIPHO PEIINTh HECKOJBKO THIOBBIX 3a1a4. M eciu, HECMOTPsL Ha 3TO, YaCTh MaTepuaia OCTalach HEyCBOEHHOW, HH B KOEM
Cllyuae HeJb3sl yCIIOKanBaThCsl, HAEsICh HA TO, UTO 3TO HE MOMAAeTcs Ha Sk3aMeHe. PakThl roBopsAT 00 0OpaTHOM: €CIIH T€ WU IPYyTHe BONPOCHI Kypca
HE BOILIM B 5K3aMEHALMOHHBIA OWJIET, MperoaaBaTesib MOXKET MX 3a/1aTh (M 4acTO 3aJaeT) B BHUIE AOIOJIHUTEIBHBIX BOIPOCOB. TOUHO Takoe ke
OTHOIIEHHE JOJDKHO OBbITh BBIPAOOTAHO K BOIMPOCAM U 3ajayaM, MePeYHCIEHHBIM B SK3aMEHAILMOHHON MPOrpaMMe, BBIAABAEMOH CTyIEHTaM elne A0
sk3aMeHa. OOBIMHO 3TH K€ BONMPOCHI U AHAJOTHYHBIC 3aa4M COIEPKaTCs B 3K3aMEHAMOHHBIX Omnerax. He crnemyer ocraBnsaTe 03 BHUMAaHUS HU
OJTHOTO paszesia Kypca; eciii He yAaJoCh B Y€M-TO pa3o0paTbcsi CaMOMY, HYSKHO OOpaTHTHCS K TOBApPHUIIAM; €CIIH U 3TO HE MOMOTJIO BBISICHUTD KaKOM-
00 BOIPOC A0 KOHLA, HYXKHO 00s3aTENbHO 3a/1aTh 3TOT BOMPOC MPENOABATEII0 Ha MPENdK3aMEHALIMOHHONW KOHCYJIbTaluH. Upe3BbMaitHO BaXKHO
NPUYUUTH Ce0s1 K YMEHHIO CaMOCTOSITEIbHO MBICIUTD, YUUThCA AyMaTh, MOHUMATh CyTh Aeja. O4eHb MOJE3HO MOCie MPOopabOTKU KaXKIOro paszena
BOCCTAHOBHUTbH B NAMSITH CONEpKaHHE M3YUEHHOr0 MaTepuasia, KpaTKo 3ammucaB 3TO Ha jmcte Oymaru. Ecnmm 3Toro He caenmath, TO OoJbluas 4acThb
MaTepHuajia OCTAHETCS] He TOHATOMH, a JUIIb (OPMATBHO 3ayYeHHOH, U MPHU MEPBOM K€ BOIPOCE 3K3aMEHATOpPa CTYIEHT yOeIUTCS B TOM, HACKOJIBKO
MOBEPXHOCTHO OH YCBOWJI MaTepuall.

4.5, ITPUMEPHASI TEMATUKA KYPCOBBIX PABOT (ITPOEKTOB)

He nmpeaycmoTtpeHo.



5. YYEBHO-METOJHWYECKOE U HH®OPMALIMOHHOE OBECHEYEHHUE
AU CUOUILINHBL (MO Y.JIST)

a) nepeveHb JUTEPATYPbI

a) OCHOBHasl TUTEpaTypa

1. Beenenne B kpunrorpaduro / pen. B. B. Amenko. — M.: MU3a-80 MIITHMO, 2012. — 347 c.
—ISBN: 978-5-4439-0026-1 (26 5k3.) +

2. Paben JI.B. 3amaunuk-npaktukym mo kpunrtorpaduu: yued. mocobue / JLB. Psabeu. —
Upxkytck : U3x-Bo Boct-Cub. roc. akaa. obpas., 2013. — 76 c. — ISBN: 978-5-85827-864-1 (19 3k3.)

3. IHanerun B.®. 3ammra kommbroTepHON wuHpOpManmu. D((PEKTUBHBIE METOABI H
cpeactea / B.®. Ilanbrua. — M.: JIMK-IIpecc. — 2010. — 542 ¢. — ISBN: 978-5-94074-518-1 (25
9K3.)

4. Kemnepo A. C., Koposipkos F0. JI. OcHoBBI HHPOPMAIMOHHOH O€30macHOCTH | yued.
nocodue. — Upkyrck: M3a-so UT'Y, 2013. — 113 ¢. . — ISBN: 978-5-9624-0791-3 (30 3k3.)

0) noMONHAUTEBHASI TUTEPATYPa

5. Tepman O.H. TeopeTHWkO-4MCIOBBIE METOABI B Kpunrorpaduu: y4eOHHK ISl CTY.
yupexaeHuii Beicil. mpod. obpasosanus / O.H. 'epman. — M.: Akagemus. — 2012, — 257 ¢. — ISBN:
978-5-7695-6786-5. Pesxum nocryna: QU3 «bubnuotex». — Heorpanud. goctym.

6. Konees 1. P. Uadopmanronnas 6e30macHOCTh NpeanpusiTus: HayyHoe usganue / U, P.
Komnees, A. B. bensies. — CI16.: BXB-IlerepOypr, 2003. — 733 ¢. — ISBN 5-94157-280-8 (40 3k3).

7. babam A.B. HudopmauuonHas Oe3omacHocTh. JlabopaTopHbii NpakTHKyM: yued.
nocodue / A. B. babam. — M.: KnoPyc, 2013. — 131 ¢. — ISBN 978-5-406-02760-8 (50 5k3.).

8. I'myxoB M.M. BeeneHnne B T€OpETHKO-YHCIOBBIE MeTOABI kpunTorpaduu / M.M. I'myxos,
HU.A. Kpyrnos, A.b. ITnukyp, A B. Uepemymkun. — CII0.: Jlans. — 2011. — 400 c. — ISBN: 978-5-
8114-1116-0. Pexxum noctyna: DbC «Jlanb». — Heorpanuu. noctym.

0) mepuoguYecKHe U3IAHUS

HE MPeIyCMOTPEHO

B) CIIHCOK ABTOPCKHX METOAHYECKHX Pa3padoToK:

KoncnexTs! nekuuii mo qucuuminge, yaeoHoe suneo B JOP nucturumael Ha EDUCA

r) 0a3bl JAHHBIX, HH(POPMALHOHHO-CIIPABOYHbIE H MONCKOBbIE CHCTEMbI

1. Hexommepueckast UnTepuer-sepcust «Koncynbrant [Tmroc» www.consultant.ru
2. bank nansbIx yrpo3 Wb bdu fstec.ru

3. OdurmanpHBII HHTEPHET-TIOPTA TPABOBOH MHYOPMALIUH Pravo.gov.ru

4. EnuHoe oKHO focTyma kK oOpasoBaTebHbIM pecypcaM window.edu.ru

6. MATEPHUAJIBHO-TEXHUYECKOE OBECIHIEYEHUE JUCTIUITIJINHBbI

6.1. YYEBHO-JJABOPATOPHOE OEOPY/JOBAHUE:
KomneroTepHsIil kjacc Ha 25 MecCT.
Obopynosanne: CrnenmanusupoBanHas (yueOHasi) wmeOenb, JOCKa i Meja/Mapkepa,
o0opynoBaHue Mjisi TMpe3eHTaluu y4eOHOro Marepuana. IPOeKTOp, JKpaH, MepCOHAIbHbIC
KOMITBIOTEPBI, A0CTYT B IHTEpHeT.

6.2. IIPOTPAMMHOE OBECTIEYEHUE:
Cpenbl nporpaMMHUpOBaHUS:
1. Java
2. Visual C++
3. Lasarus
4. Python
CK3HU:
5. VipNet



Oducnoe I10:
6. LibreOffice

6.3. TEXHUYECKUE U SJIEKTPOHHBIE CPEJICTBA
Onextponnblil pecypc auctumuinabl B EDUCA, mpeseHtanmonHoe o0opynoBaHuE,
NEPCOHATBHBIN KOMIBIOTEP C BO3SMOKHOCTBIO IEMOHCTPALIMU npe3eHTaunii B popmare pdf.

7. OBPA3OBATEJIBHBIE TEXHOJIOT'N

JUist TOCTH KeHHS TUTAHUPYEMBIX pe3ybTaToB 00yueHwst, B aucuuruinHe «Madopmannonnas
6€30MacHOCTbY, UCIIONB3YIOTCS Pa3INYHbIe 00Pa30BaTEIbHbIE TEXHOIOTHH:

Hughopmayuonno-pazeusarowyue mexnono2uu, HanpapJieHHbIe HA GOPMUPOBAHNE CUCTEMBI
3HAaHUH, 3aIIOMIHAHUE U CBOOOJHOE ONepUpoBaHue UMH. MICIONIB3yeTCsl CaMOCTOSITENIbHOE
U3yUEHHE JIUTEPATYPhl, IPUMEHEHHE HOBBIX HHPOPMAIIMOHHBIX TEXHOJOTHHA AJIsI
CAMOCTOATECIIBHOTO ITOIMOJIHCHUA 3HaHPIfI, BKJIFOYast UCITOJIb30OBAHUE TEXHUYCCKHUX U SJICKTPOHHBIX
cpencTs uH(pOpMAaIUH.

Jesamenvnocmuvie NPAKMUKO-OPUEHMUPOBAHHbBIE MEXHOIO2UY, HATIPABJICHHBIE HA
(bopMUPOBaHHE CUCTEMBI TIPOPECCHOHATBHBIX MPAKTUYECKUX YMEHUH, 00€CIIeYNBAFOIITIX
BO3MOYKHOCTh KQU€CTBEHHO BBITIOJIHATH MPO(PECCHOHATBHYIO NeATENbHOCT. cronb3yercs aHamn3
MOBEACHUYECKUX OLIMOOK, CO3/1aHne 00pa3LoB JOKYMEHTOB, MOMCK ONTUMAJIBHBIX PELICHUH
KOHKPETHOH MPOU3BOACTBEHHOM MPOOIeMBbl METOIOM «brain-storming.

Paszsusaiowue npodremno-opuenmuposannvie mexnono2ui, HarpapBJIeHHbIE HA
(dbopMupoBaHUE U Pa3BUTHE MPOOJIEMHOTO MBIIIJICHHUS, MBICIIUTEIbHOW aKTHBHOCTH, CIIOCOOHOCTH
BUZIETH U (POPMYJIUPOBATH MPOOJIEMBI, BBIOMPATh CIOCOOBI U CPEACTBA ISl KX PEIICHUS.
Hcnonb3yroTcs BUABI MPOOIEMHOT0 O0YUSHHS: KOJJIEKTUBHAS MBICIIUTENbHAS 1€ATEIbHOCTD B
rpyIax Mpy BbITOJHEHHN WHIWBUAYAIbHBIX IPYIIOBBIX 3a1aHUH, MOUCK ONTHMAJIBHBIX PELICHUH
B paMKax MPeJIOKEHHON CUTYaluH.

Jluunocmuo-opuenmupoeanisie mexnonro2uy 06yyenist, 0deCcreunBaroIIe B Xo1e y4eOHOro
mporecca y4eT pPasiMYHbIX CHOCOOHOCTell 00ydaeMbIX, CO3JaHHE HEOOXOMUMBIX YCIOBHH ISt
Pa3BUTHA WX WHAMBUAYAIbHBIX CIMOCOOHOCTEH, pa3BUTHE AKTUBHOCTH JIMYHOCTH B y4eOHOM
nporecce. JINYHOCTHO-OPHEHTUPOBAHHBIE TEXHOJOTHMH OOYYEHHs pPEajH3yIOTCsS B pe3yJbTare
UHIMBUAYAIbHOTO OOILIEHHs IMPEroAaBaTeNiss W CTYACHTAa NPU TMPOBEACHUU POJIEBBIX WP, IMPH
BBIMIOJIHEHUU JOMALTHUX WHANBUAYAJIbHbBIX 3a/JaHUH, Ha eXKeHeleJIbHbIX KOHCYIbTalMsIX.

8. ONEHOYHBIE MATEPHAJIBI JUIAA TEKYIIEI'O KOHTPOJIA 1
MMPOMEXKXYTOUYHOU ATTECTAIINN

8.1. OIIEHOYHBIE MATEPHAJIbBI VI BXOHOI'O KOHTPO.ISI
He nmpeaycmotpen
8.2. OIIEHOYHBIE MATEPHAJIBI TEKYIIETI'O KOHTPO.JISA

Bun xoHTpona KoHTpomupyeMbie TeMBI KonTtpomipyembie KOMIETCHIMH (MHAUKATOPBI
KOMIICTEHIHIT)

3ammuTa oT4yeTa 0 1abopaTopHOH 1.1-24 YK-2, OIIK-2, OIIK-5, B coctase UK

paboTe coraacHo paszeny 4.3.1 PITJI

OneHouHbIE MaTEpUANbI TEKYLIETO KOHTPOIS (3amaHust Ha abopaTopHyto padboTy, TpeOoBaHMs
K OT4éTy O BBIMOJHEHUHU JIP, KOHTpOJBHBIE BOMpock!) pasmerneHbl Ha DOP muctmmmasr 8 TOC
EDUCA.



IIpuMepb! OLIEHOYHBIX CPEACTB TEKYIEro KOHTPOJIsI

KonTposbHbie Bonpockl k nadopatopHoii padore «Co3nanune 11 B ViPNet»
1.YUro sBasieTcs equHULEN pa3rpaHuyeHus 1OCTyIa B 3alHMILIEHHON ceTn?
2.3a4eM Hy>KHbI CIIUCKH PACChUIKU KOMUIT?

3.Yro nyxHo caenath B LIYC, utoObl 3aHOBO Havath rereparuio DST daiinos?
4. YTo MOJKEH cAeIaTh aiMUHUCTPATOP MPU CMEHE MacTep-Kiiro4da’?

5.Yto copepxurcst B DST daitne?

6.I' e 3agaroTcs mojTHOMOuHs (MpaBa JOCTyTIa MOJb30BaTENs)?

7. 71 KaKoi MpOrpaMMbl 3a4at0TCsl TOTHOMOUHNs?

8.Uto npoucxoaut npu HaxkaTuu KHONKU «Cdopmuposars Bce cipaBOYHHKN» B «L[YC»?
9.Yto0 Takoe cereBoii y3en?

10.Yto takoe ['maBHbIe aOOHEHTHI?

11.I'ne xpaHuTcst MacTep-Kirou?

12.YTo HaxoauTCs Ha KJIIOUYEBOH auckere?

13.J1n1s1 4ero Ciay>KuT KiroueBoi Habop?

8.3. OILEHOYHLIE MATEPUAJILI TIPOMEXYTOYHOI' O KOHTPOJIA

Cnncok BONpPoOCOB AJisl MPOMEKYTOYHON ATTECTALIUM:

1. IToyeMy KOMITBIOTEPHBIE BUPYCBI IPUYHUCISIFOT K 0OCOOOMY KJIacCy pa3pyLIaroLIuX MPOTrPaMMHBIX
BO3JI€UCTBUI. PackpoiiTe OCHOBHBIE KaHAJIbl PACIPOCTPAHEHUsI KOMIIBFOTEPHBIX BUPYCOB U JPYTUX
BPEIOHOCHBIX MTPOrPaMM.

2. Ha kakue rpynmsl NOAPA3AEISAIOTCA METObI U CPEACTBA HEUTpAIU3ALMKU YTPO3
UH(POPMALMOHHON OE€30MaCHOCTH B KOMIIBIOTEPHBIX CHCTEMAX, MPENCTaBbTe KJIACCHPUKALNIO
METOZIOB M CPeACTB OOPBOBI ¢ KOMIBIOTEPHBIMHU BHPYCaMu. B ueM 3akiito4aroTcst METOABI
HCIIOJIb30BAHUS PE3UIEHTHBIX CTOPOXKEH U annapaTHO-NPOrpaMMHOMN 3alUThl OT BUPYCOB.

3. JlaiiTe onpeneneHrne OCHOBHBIM MOHATHSM MPOLIECCA PA3TPAHUYCHHUS TOCTyNa K 0ObeKTaM
onepaunoHHo# cucteMbl (OC): «0OBEKT AOCTYIA»; KMETOJ HOCTYTa»;, «CYOBEKT JOCTYIAY; KIIPABO
noctyna». [IpuseanTe npasuia MAHAATHOTO (IOJTHOMOYHOTO) pa3rpaHUuEHHs JOCTYIIA U MTOSICHUTE
ux.

4. ITpuBenure kiaaccupUKALIUIO KPUNTOrPahUIECKUX aJITOPUTMOB U OXaPAKTEPU3YHTE HX.
Packpotite cMbich pyHKIHOHNpOBaHUs cxeMbl mudposanus B anroputMe DES. OcHoBHBIE
PEKUMBI pabOTHI OJIOYHOTO CHMMETPUYHOTO AJITOPUTMA.

5. IlepeuncnuTe U MOSICHUTE BO3MOKHBIE TUIIBI CETEBBIX aTakK Ha KOMITbIOTEPHBIE
(uH(pOpPMALTMOHHBIE) CUCTEMBI, KAKHE CYIIECTBYIOT TEXHOJIOTHH ITOCTPOSHHSI CUCTEM OOHAPY KEHUS
aTak.

6. Ilepeuncnure 3alIUTHBIE MEXAHU3MBI, pEAIU3Yy€eMble IPOrpaMMHO-aNNapaTHBIMU KOMITJIEKCAMU
(cpencTBamu) 3aUThI MHPOPMALIMK B KOMIBIOTEPHBIX cucTemax (ITDBM). [lalite onpeneneHue
MOHSTHIO - «CYOBEKT TOCTYMay, KaKHe MPOLEAYPbl PEATU3YIOTCS IPH €ro 0OpaIleHnH K
KOMITBIOTEPHON CUCTEME.

7. Ilepeuncnure aTpuOyTHBHBIC HACHTU(DUKATOPHI, UCIIOIB3YyEeMble IS HIEHTH(PHUKAINY CyObeKTa
nocryna B KC, u kopotko naiire um onpeanenenue. [lepeuncnure pekomeH1aluy Ajis OpraHu3aluu
MapOoJbHOMN 3aIIUTHI

8. Kaxumu criocobamu O10knpyeTcst yrpo3a HECAaHKLIMOHUPOBAHHOT'O KOMMUPOBAaHUS HH(POPMALHH
I[IT9BM, B ueM OHU 3aKJIFOHAKOTCS, PACKPOUTE UX COMEPIKAHHE.

9. Kak ocymecTBisieMcsi ypaBiIeHUE KPUNITOKIIOYaMHU, TPEOOBAHHS K PACTIPEAEICHUIO KITIOUeH,
METO/IBI pacTIpeNieeHus KII0UeH, MOsICHUTE CXeMY OTKPBITOro pacnpenenenus kirouen Auddu-
XemmaHa

10. PackpotiTe nporeny pbl aropuTMOB UG POBOI MOAMUCH HA OCHOBE OTEUECTBEHHBIX
crannaptos 'OCT P 34.10.



11. OcHoBHble noaxons! K 3auure gaHHbIX oT HCJl: kakue neificTBHsI BBIONHSAIOTCS MIPU
OpraHm3alyu noctyna k obopynosanuio u [10 komnbroTepHbIx cuctem (II9BM); orenka

3¢ (HEeKTUBHOCTH HAPAIIUBAHUSA CPEICTB KOHTPOJIS TOCTyTIa MO KPUBOH POCTa OTHOCHTEIBHOTO
ypoBHsI obecrieueHus1 0€30MacHOCTH KOMITBIOTEPHBIX cucteM (IIDBM).

12. IIpuBenuTe kiaccHPUKALUIO KPUITOTPAPUIECKUX aITOPUTMOB U OXapaKTepU3yHTe UX.
Packpotite cmbich pyHKIHOHNpOBaHUs cxeMbl mudposanus B anropurme ['OCT 28147-89.
OcHOBHBIE peXKHMBI PadOTHI OJIOYHOTO CHMMETPUYHOTO AJIrOPUTMA.

13. Kakue ocHOBHBIE (PYyHKLIMHU BBIMOJHIET MOACHCTEMA 3aLIUTHI onepaoHHbIX cucteM (OC),
JaiiTe KOPOTKO UM oImpeneneHue. B yem 3akimodaercs mpoueaypa ayaura npuMmenutenbHo k OC,
4yeM OHa OOYCJIOBJICHA, KAaKUM TPeOOBaHMSIM OHA TOJDKHA yAOBJIETBOPSITH?

14. Ilepeuncnute 6a30BbIE TEXHOJOTUHU (MEXaHU3MbI) O€30MaCHOCTH HH(POPMALIUH B
KOMITBIOTEPHBIX crcTeMax. Jlalite onpenenenne npoueccam WACHTU(DUKALNH, ay TEeHTH()UKALNIT 1
aBTOPH3ALMU IJIs1 obecredeHus 3amuTel nHpopmauuu. [IpuBenuTe U pacKpoNTe THUITBI IPOLIECCOB
ayTeHTU(UKALIMH, KaKHe aTaKu MPOBOMASATCS HAa MPOTOKOJIbI ay TEHTU(PHUKAIUN U KAKHEe MEXaHHU3MBI
MIPUMEHSIIOTCS IS UX OTPaKEHUSI.

15. [aiite onpeneneHne U NOSCHUTE TEXHOJOTHH MOCTPOSHHSI CUCTEM OOHAPY KEHHSI CETEBBIX
BTOP>KEHUI 1 BbIABJICHHS MPU3HAKOB aTak Ha HHPOPMALIMOHHbIE CUCTEMBIL.

16. Ilepeuncnute u packpoiiTe crocoObl cTporoit ayreHTudukanuy. IloscHITe Ha CTPYKTYpPHOH
cxeMe NMPUMEHEHHe OTHOCTOPOHHEH X3 1I-(pYHKIIUU K COOOIIEHHUIO, TOTIOJIHEHHOMY CEKPETHBIM
KJIFOYOM.

17. TlosicHUTE Ha CTPYKTYPHBIX CXEMax MPOCTYIO0 ayTeHTU(HUKALIUIO TTOJIb30BATEIISI PECYPCOB
KOMITBIOTEPHOH CHCTEMBI C UCTIOIB30BAHNEM MAPOJIS U ay TEHTU(UKALIUIO, OCHOBAHHYIO HA
UCTIOJIb30BAHUH OTHOCTOPOHHEH X31I-(pYHKIHUHU ISl IPOBEPKH MTAPOJISL.

18. [aiite onpeneneHne OCHOBHBIM MOHSATHSIM MPOLIECCa PA3TPaHUUEHHs TOCTYMa K 00BbeKTaM
onepaunoHHo# cucteMbl (OC): «0OBEKT HOCTYIA»; KMETOM HOCTYTa»;, «CYOBEKT JOCTYIIay; KIIPABO
noctynay. [IpuBeanre npasuia N30UPATEIHHOTO pa3rpaHUUEHUs JOCTYIIA U MOSICHUTE HX
peanusanuio Ha IpUMepe MaTPULbl JOCTYIIA, AANTE ONPEAENICHUE IOHATUAM: TOMEH JOCTYIa,
CIIUCOK IpaB AOCTYyIA.

19. B uem 3axo4aercs 3a1a4a UACHTU(UKALINY [TOJIb30BATENIS, JaiiTe ONpeaesieHIe MOHITHIO
npoToKosa uaeHTHUKauuu. B uem 3akiogaercs JoKkanbHas U yAaJeHHaAs HASHTH)HUKALUS, YTO
TaKkoe UACHTUPUIHPYIOLIasi HHPOPMALIHSL.

20. Ilepeuncnute U pacKpoiTe criocoObl cTporoit ayrenTudukanun. IToscHuTe Ha CTPYKTYpPHOU
cxeMe NMPUMEHEHHe IS ay TeHTU()UKALUN OTHOCTOPOHHEN X3MI-(DyHKIMH C TTapaMeTPOM-KITFOUOM.
21. Kakumu cniocodamu OI0KHpyeTcs yrpo3a HECAHKLIMOHUPOBAHHOTO KOMMUPOBAHUS HH(OPMALTIH
I[T9BM, B ueM OHU 3aKJIFOHYAIOTCS, PACKPOUTE UX COMEPIKAHHE.

22. Kakue CymecTByIOT KPUIITOCUCTEMbI LITU(PPOBAHMS, PACKPONTE UX CMBICH (yHKIIHOHUPOBAHHMSL.
23. IIpuBenute KiIaCCHPHUKALUIO KPUITOTPAPUUECKIX ATOPUTMOB U OXapaKTepU3yHTe UX.
Packpoiite npouenypy xamuposanus no anropurmy I'OCT P 34.11.

24. IlpuBenute KJIaCCUPHUKALNIO KPUNTOTPAPHUECKUX AITOPUTMOB M OXapaKTEPU3YHTE HX.

25. B uem 3axmouaercss OMoOMeTpHUecKas ay TeHTU(UKALUS [TOJIb30BATENEH, KaKue y Hee
JOCTOUHCTBA U HETOCTATKH.

26. B uem 3axrovaeTcst mponeaypa npocTol ayTeHTU(UKALINH, KAKUMHU CIIOCO0aMU OHa
MIPOU3BOAUTCS, MOACHUTE CXEMATUYHO €€ PeaIU3aLnI0 C UCIOIb30BAHUEM MapPOJIs.

27. PackpoiiTe OCHOBHBIE MpOLenypbl (POPMHUPOBAHHS HJIEKTPOHHON U(POBOI MOATTUCH U
(YHKIHMH X3IIUPOBAHUS.

28. IIpuBenuTe KIaCCHPHUKALUIO KPUITOTPaPUUECKIX ATOPUTMOB U OXapaKTepU3yHTE UX.
Packpotite anroputm mmdposanus RSA.

29. IlepeuncnuTe METOABI MPOTUBOACHCTBHS JU3ACCEMOIMPOBAHUIO Tporpamm st IBM,
OXapaKTEepU3YHUTE UX.

30. IlepeuncnuTte METONBI OTPAaHUYEHHS TOCTYIIA K KOMIIOHeHTaM DBM, kakue NpuMeHstoT
CpeICTBa JUJIsl OTpaHUYEHHs 1OCTyIa K KOMIIoOHeHTaM OBM.

31. PackpoliTe OCHOBHBIE METONbI ay TEHTU(UKALINH, UCTIONb3YIoLIHe apoau u PIN-koasl.



IIpuMepb! OLIEHOYHBIX CPEACTB AJIS1 NPOMEKYTOYHOH AaTTECTALMH:

IIpumeps! 3aaaHUH 3K3aMEHALIMOHHOIO TECTA:

Nel

[TonuTHka 0€30MacHOCTH - 3TO

a) JOKYMEHT BEPXHEro YPOBHsI, LIeJIb KOTOPOro odecneueHne peeHns BOPOCOB
UH(POPMALMOHHONH O€30MaCHOCTH U BOBJICUEHHUE BBICIIErO PYKOBOACTBA OPraHU3ALMH B JAHHBIN
nporecc

0) COBOKYITHOCTh JJOKYMEHTOB, PErJIAMEHTHUPYIOIINX MPaBIia 0OpameHus: ¢ KOHQUIEeHIIHATBHON
uH(popMaLueil B 3aBHCUMOCTH OT (pa3bl ee 00pabOTKM U KaTeropuu KOHPHIESHIIMATbHOCTH

B) COBOKYITHOCTb METOJIOB M CPEACTB, OObEANHEHHBIX €IUHBIM IIEJIEBBIM HA3HAYCHUEM U
o0ecreynBarIuX HeoOX0nUMYH0 3¢ (EeKTHBHOCTD 3aIMUTHl HHPOPMALIUU TPENTPHUSITUS

No2

Ha ¢penepanpHOM ypoBHE mpUOpUTETHI 0OecredeHrst HHOOPMALIMOHHOW 0e30MacHOCTH
OTIPENEIISIOTCS

a) loktpuHoii unpopmaumnonHoii 6esonacHoct PD

0) ®enepanbHBIMU 3aKOHAMHU

B) [TonuTHkoii 6e30macHocTH

Ne3

dakTop, BO3IEHCTBYIOLIHIA HA HHYOPMALHIO - 3TO. ..

a) SIBJICHUE, IEHCTBHE MITH TPOLIECC, PE3YJIbTATOM KOTOPBIX MOTYT OBITh yTE€UKA, UCKAXKECHHUE,
YHUUTOXEHHE 3aIIUIIaeMoi nHpopMannu, OJOKHPOBAHUE JOCTYIIA K HEH

©) COBOKYITHOCTbH yCJIOBUH U (PAKTOPOB, CO3MAOLINX MOTCHIUATBHYIO UJIH PEAIbHO
CYLIECTBYOIIYIO OMACHOCTD, CBSI3aHHYIO C YTEUKOH MH(POPMALMH W/IITH HECAHKLIMOHUPOBAHHBIMHU
W/1I HEeTIpeTHAMEPEHHBIME BO3ICHCTBUSIMHU Ha HEe

B) CyOBEKT, CIly4aliHO WIIM MTPEeJHAMEPEHHO COBEPIIMBIINI NECTBHE, CIEACTBIEM KOTOPOTrO
SIBJISIETCS. BOSHUKHOBEHHUE W/UJIH peaTu3alys yrpo3 HapyIeHust 0e30MacHOCTH HH(pOpMauu

Ne4

OO0s13aTeNNbHBIMU K UCTIOB30BAHUIO TIPH OIIEHKE yTIpo3 0e30macHOCTH UHOPMALINH,
obpabaTreiBaeMoli B MHPOPMAITMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX U FOCYAaPCTBEHHBIX
WH(POPMAITUOHHBIX SBIISIOTCS CBEICHUS H3:

a) banka nanHbIx yrpos nnpopmannonHoii 6ezomacuoctn PCTIK Poccun
6) I'ocynapctBenHOro crangapra « PakTopsl, BO3ASHCTBYOINE HA HHPOPMALIUIO)
B) Kaspersky Threat Landscape

No5
Ecnu monHOMOUMS CyOBeKTa MPEACTABIISIOTCS CIIUCKOM PECYPCOB, TOCTYITHBIX MOJIb30BATENIO, U
MpaBaMH IO JOCTYIY K KAKIOMY PeCypcy U3 CITUCKA, TO TAKOW METOJ HA3bIBAECTCS...

a) TUCKPEIMOHHBIM
0) MaHAAaTHBIM
B) POJIEBBIM

Ne6

VYrposy nepexBaTa JaHHBIX MOKHO OTHECTH K yTPO3aM...
a) KOH(UIEHITNATbHOCTH

0) uenocTHOCTH

B) JOCTYITHOCTH









