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1. IEJIM ¥ 3AJJAYM JUCHMUILINHBI

Lenu: oO3HaKOMJIGHHE CTYIACHTOB C TEOPETHUECKUMH OCHOBAaMH  HH(POPMALMOHHOM
0e30MacHOCTH, OCHOBaMH KpuNTorpaduu W OCHOBAMU OOECIIEUEHHUS 3allUThl MH(POPMAIIHH,
dbopMUpOBaHHE TPAKTHUYECKUX YMEHUH H HABBIKOB, HEOOXOJWMMBIX I TPHOOpPETEHUS
kBamHpuKanuy  OakamaBpa HMH(POPMAIMOHHBIX TEXHOJOTHH, (OPMHPOBAHHUE KITFOYEBBIX
PO UIBHBIX KOMITETCHITUH.

3anaun: naTh CrielUabHBIC 3HAHUS 110 JUCHIHUIUINHE, TOCTUYh JOCTATOYHOTO YPOBHS 3HaHUH 1O
KpUNTOrpauuecKuM W  OpraHM3allMOHHBIM  MeETOoAaM  oOecredeHus HHPOPMALMOHHOM
0e30macHOCTH U C(HOPMHUPOBATH Yy CTYIEHTOB MPAKTHYECKHE HaBBIKM PaOOTHI CO CPEICTBAMHU
obecrnieueHus HHHOPMAIMOHHON OE30MTaCHOCTH.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

VYuebnas qucuummuHa b1.0.26 MHbopMaiimornHas 6€30MaCHOCTh OTHOCHTCS K 00s13aTEIbHOMN
yacTu bioka 1 06pa3oBaTeIbHON MPOTPaMMEI.

Jlist u3ydeHus TaHHOW y4eOHOM TUCIUILIMHBI HeOOXOIMMbI 3HAHMSI, YMEHHSI U HABBIKH,
dbopmupyembie npeamecTByomuMu quciiuimnaamu: b1.0.17 3amura nadopmarim.

[lepedenp nocneayommx y4eOHbIX AUCHUILINH, A1 KOTOPbIX HEOOXOIUMBI 3HAHUS, YMEHUS U
HaBBIKH, OpMHUpYEMBbIe JaHHOU yueOHo# nuctumunnoii: b1.B.11 AnqmunuctpupoBanue
UH(POPMALIMOHHBIX CHCTEM.

3. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JUCHUITJINHBI

[Ipouiecc ocBoeHUsT AUCHUTIIIMHBI HATIPABIIEH Ha (GOPMHUPOBAHUE CIEAYIONTUX KOMITETESHITUH B
cootBercTBur ¢ ®I'OC BO u OII BO no Hanpasnenuto noarotoBku 02.03.03 Marematrnueckoe
obecrnieueHrne U aIMUHUCTPUPOBAHUE HHPOPMAITMOHHBIX CUCTEM:

VK-2 Criocoben onpenensiTh Kpyr 3aja4d B paMKax MOCTaBICHHOM 1I€JTM U BEIOUpATh
ONTUMAJIFHBIC CIIOCOOBI MX PEIICHUs, HCXOS U3 JEHCTBYIOMIUX MPABOBBIX HOPM, HMEIOIIIUXCS
PECYPCOB U OTPAHUYECHUN;

OIIK-2 CnocoOeH MpuMeHATh COBPEMEHHBI MaTeMaTHUECKUH arapar, CBI3aHHbIH ¢
MIPOCKTUPOBAHUEM, pa3pabOTKOM, pean3aIeil U OIEHKON KauyecTBa MPOrPAMMHBIX MTPOTYKTOB
U TIPOTPAaMMHBIX KOMILUIEKCOB B PA3JIMYHBIX 00JIACTSAX YEJIOBEUECKOM eATeThHOCTH;

OIIK-5 Cnioco6eH HHCTANTUPOBATh U COMIPOBOXKAATH MPOTPAMMHOE 00€CTICUeHUE IS
WH(OPMAIIMOHHBIX CHCTEM M 0a3 JaHHBIX, B TOM YHCJIE OTEUECTBEHHOTO MPOU3BOJICTBA.

B pesynbrare 0CBOCHUS AUCIUILTUHBI 00YYAIONIHICS OKEH

3HATh: MEXKIYHAPOJHBIC ¥ HAIIMOHAIBHBIC CTAHAPTHI B 00JIACTH WH()OPMAITMOHHON
0€30I1aCHOCTH; OCHOBHBIE BHJIbI YTPO3 HH(POPMAIIMOHHOH 0€30MacHOCTH M CIIOCOOBI
IPOTHBOACHCTBUS 3TUM YTPO3aM; OCHOBHBIE HOPMAaTHBHBIEC PABOBEIC JOKYMEHTHI B chepe
UH(POPMALIMOHHOM 0€30MaCHOCTH; OCHOBHBIE MPUKJIAIHBIEC AITOPUTMBI KPUIITOT paduu;
OCHOBHBIE CpeICTBa obOecreueHruss THPOPMaIMOHHON 0€30MacHOCTH; HHPPACTPYKTYPY
OTKPBITHIX KJTI0Uei; popmManbHble MOJIenn O€30MaCHOCTH. ;

YMETh: COOJII0IaTh OCHOBHBIE TPEOOBAHHMSI IO MTPOTHUBOJCHCTBUIO HanboJee pacpoCTpaHEHHBIM
yrpo3am HHQOPMAIIMOHHOW 0€30MaCHOCTH. COCTABIISITh MOJIUTUKH 0€30ITaCHOCTH YPOBHS
METO/IOB TPEATIPHUATHS; aHATU3UPOBATh U BEIOMPATH CPEICTBA 0OecneueHus] HHPOPMAaIMOHHON
0€30I1aCHOCTH; aHAJIM3UPOBATH AJITOPUTMBI B3aUMOJICHCTBUS HA HATMYHE YSI3BUMOCTEHH;
BJIAJICTh: OCHOBHBIMU HAaBBIKAMH 3aIIUTHl HH(POPMAINH; IPHEeMaMH aHaIH3a U KiIacCu(QUKAITUH
yrpo3 HHPOPMALMOHHOM 0€301MacCHOCTH; OCHOBHBIMU HaBBIKAMU HCIIOJIb30BAaHMSI HOPMATHBHBIX
JIOKYMEHTOB TIPH OpPTaHU3alluu oOecTieueHusI HGOPMAIIMOHHONW 0€301TacHOCTH Ha



NPEANPUATHN; HAaBBIKAMU PEANN3aluU MPUKIATHBIX aITOPUTMOB KPUNITOTpaduu B sI3bIKAX
IPOrpaMMHUPOBaHUs, pabOThI ¢ KPUIITONPOBAWIEpPaMH, UCIIOIb30BAHUS KPUIITOrpahUIECKUX
IPUMHTHUBOB B S3bIKaX IPOrPaMMHUPOBAHUS.



4. COAEP)KAHUE U CTPYKTYPA JTUCIUIIJINHbI

O0BeM IUCIUIIIMHEL COCTABIAET 4 3a4eTHRIX €., 144 Jac.

dopmMa NpOMEKYTOYHON aTTECTALUU: DK3aMEH.

4.1. Copep:xanue TUCUMILIIMHBI, CTPYKTYPHPOBAHHOE 10 T€MaM, ¢ YKa3aHMeM BHI0B
Y4eOHBIX 3aHAATHI U OTBEICHHOI0 HA HUX KOJHYeCTBA AaKAIeMUYECKUX YACOB

Pasgen nuciuminHe! / Tema

Cem.

Bunbr yaeOHO# paGoThI

KonraktHas pabota
NpernoaBaTes ¢
o0yJaromuMucs

Jlexmun | JIa0.
3aHATHS

IIpakr.
3aHATHUL

CamocT.
pabota

Dopmbl
TEKyIIEeTo
KOHTPOJIS;
Dopmbl
TIPOMEKYT.
aTTeCTaluu

Pazgen 1. Kpunrorpadudaeckne OCHOBBI
MHPOPMAMOHHOK 0€30IMaCHOCTH

Tema 1.1. OcHoBBI KpunTOrpadun

Ompoc,
3amuTa
oT4eTa o
J1a00paTopHO
i pabote

Tema 1.2. bnouynoe mudpopanue

Ompoc,
3ammra
oT4yera o
nmabopaTopHO
i pabote

Tema 1.3. [lemocTHOCTh COOOIICHHMIT

Ompoc,
3aImTa
oT4era o
nabopaTopHO
i pabote

Tema 1.4. [ludposast moamuch

Ompoc,
3ammTa
oT4eTa o
J1a00paTopHO
i pabote

Pazgen 2. Opranu3aliluOHHBIE OCHOBBI
WHPOPMAIMOHHOW 6€30MacHOCTH

Tema 2.1. HopmaTuBHBIE OCHOBBI
MHPOPMAITMOHHOK 0€30MMaCHOCTH

Ompoc,
3almTa
oT4era o
nabopaTopHO
i pabote

Tema 2.2. Buns! 1 kimaccudukanus
BO3MOXHBIX HapyIIeHUH HH)OPMAITMOHHOM
Oe3omacHoCTH

Ompoc,
3aIuTa
OTYeTa 0
J1a00paTopHO
i pabote

Tema 2.3. ITonutrka 6e30naCHOCTH

Ompoc,
3ammTa
oT4eTa o
71a00paTopHO
i pabote

Tema 2.4. bezomacHOCTH OECITPOBOIHBIX
ceTen

Ompoc,
3aImTa
oT4era o
mabopaTopHO
i pabote




| Hroro (6 cemecTp):

| 36

[36 |

| 27

| oK.

4.2. [1;1aH BHeayIMTOPHOM CAMOCTOSITE/ILHOM PA00THI 00YYAIOIIUXCS MO TUCHHILIHHE

pabotam

Paspen nucuuruingel / Tema CamocrosiTenbHas padoTa 00yJarOIUXCs Ouenounoe | YuebHo-
Bug camocr. Cpoxku 3atpartsl CPEACTBO METOJUYECKOE
paboTsl BEITIOJTHEHUS | BPEMEHH obecrnieueHne

caMoCT. paboThI

Tema 1.1. OcHOBBI N3yuenune 2 "Henmemnst 3 Ompoc, OcHOBHas 1

KpunTorpadun y4aeOHOU 1 3aImuTa JIOTIOJTHUTETTbHAS
Hay4yHOM oTyeTa 0 JuTeparypa B
JIUTEPATyPHI, 71a00paTOpH | COOTBETCTBHUH C
MOJTOTOBKA K oii pabote paznenom 5
TeKyIIeH u PII,
MPOMEKYTOYHOU METOIMYCCKHE
aTTeCTalluH, MaTepHualbl B
odopmiicHHE pecypce
oTyeTa K JUCIAIUTHHBI HA
1a60pPaTOPHBIM educa.isu.ru
pabotam

Tema 1.2. brounoe N3yuenune 4 "enemnst 3 Ompoc, OcHOBHas 1

mudpoBaHue y4aeOHOU U 3aImuTa JOTIOJTHUTETbHAS
Hay4IHOU OT4eTa 0 JuTepaTrypa B
JUTEPaTypPHI, 71a00paTOpH | COOTBETCTBHUH C
MOJATOTOBKA K oii pabote pazzenom 5
TeKyIIeH u PII,
MPOMEKYTOYHOU METOIMYCCKHE
aTTeCTalluH, MaTepHalbl B
odopmiicHIe pecypce
oTyeTa K JUCIUIUTHHEL HA
1a060paTOPHBIM educa.isu.ru
pabotam

Tema 1.3. IlenocTHOCTH N3yuenune 6 Henens 3 Ompoc, OcHOBHas 1

co00meHnit y4aeOHOU 1 3aIuTa JIOTIOTHATEIbHAS
Hay4qHOU OT4YeTa 0 JvTepaTypa B
JUTEPaTypPHI, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznenom 5
TeKyIIeH u PII,
MPOMEKYTOYHOU METOIMYCCKHE
aTTeCTalluH, MaTepHUalbl B
odopmiicHIEe pecypce
oTyeTa K JUCIATUTHHEL HA
1a60pPaTOPHBIM educa.isu.ru
paboTtam

Tema 1.4. [ludposast moamuch N3yuenune 8 Henens 4 Ompoc, OcHoBHas 1
yaeOHO n 3ammra JIOTIONTHUTEIbHAS
Hay4qHOU OT4YeTa 0 JuTepaTypa B
JUTEPATYPHI, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznenom 5
TeKyIleH u PII,
MPOMEKYTOYHOU METOIMYCCKHE
aTTeCTalluH, MaTepHUalbl B
odopmiicHIEe pecypce
oTyeTa K JUCIUIUTHHEL HA
71a00paTOPHBIM educa.isu.ru




Tema 2.1. HopMaTuBHbIC N3yuenune 10 menens 3 Ompoc, OcHOBHas 1

OCHOBBI HH()OPMAITHOHHON yaeOHOI 1 3ammra JIOTIONTHUTEIIbHAS

Oe3omacHoOCTH HAYJIHOM oT4era o JuTeparypa B
JUTEPATYPHI, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznenom 5
TeKylleH U PII,
POMEXXYTOYHOH METOIUYECKHE
aTTeCTalluH, MaTepHUalibl B
odopmiicHHE pecypce
oTyeTa K JUCIAIUTHHBL HA
71a00paTOPHBIM educa.isu.ru
paboram

Tema 2.2. Bunsr u N3yuenune 12 mepens 3 Ompoc, OcHOBHas 1

KIIacCH(UKAIIS BO3MOKHBIX yaeOHO n 3ammra JIOTIONTHUTEIIbHAS

HapyImeHnH HHPOPMATMOHHOW | HAyJIHOU OT4eTa 0 JuTeparypa B

0e30MmacHOCTH JUTEPATyPHI, 71a00pPaTOpPH | COOTBETCTBHHU C
MOATOTOBKA K oi1 pabore paznenom 5
TeKylleH U PII,
POMEXYTOYHOM METOIUUECKHE
aTTeCTalluH, MaTepHualibl B
odopmiicHHE pecypce
oTyeTa K JUCIAIUTHHBI HA
71a00paTOPHBIM educa.isu.ru
pabotam

Tema 2.3. ITonuTuka N3yuenune 14 nenens 3 Ompoc, OcHoOBHas 1

0e30MmacHOCTH y4aeOHOU 1 3aImuTa JOTIOJTHUTETbHAS
Hay4qHOU OT4eTa 0 JuTepaTypa B
JUTEPaTypPHL, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznenom 5
TeKyIIen U PII,
MPOMEXXYTOYHOH METOIUUECKHE
aTTeCTalluH, MaTepHUallbl B
odopmiicHHE pecypce
oTyeTa K JUCIUIUTHHEL HA
J1a00paTOPHBIM educa.isu.ru
paboram

Tema 2.4. be3onacHocTh N3yuenue 16 Henens 3 Omnpoc, OcHoOBHas U

OeCTIPOBOIHBIX CETEH y4aeOHOU 1 3aImuTa JOTIOJTHUTETbHAS
Hay4qHOU OT4YeTa 0 JuTepaTypa B
JUTEPATYPHI, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznuenom 5
TeKylleH U PII,
POMEXXYTOYHOM METOIUUECKHE
aTTeCTalluH, MaTepHUalbl B
odopmiicHHE pecypce
oTyeTa K JUCIATUTHHEL HA
71a00paTOPHBIM educa.isu.ru
paboram

OO01m1ast TPYAO0EMKOCTh CAMOCTOSITEIBHOM paboTHI (Jac.) 27

W3 HUX ¢ HCIIOJB30BAHUEM JICKTPOHHOTO O0yUCHUS U
JIMCTAHIIMOHHBIX 00Pa30BaTEIBLHBIX TEXHOJIOTHH (Yac.)

4.3. Conep:xanue yueOHOro Mmarepuaja

PA3JIEJI 1. KPUIITOI' PA®UYECKUE OCHOBBI THOOPMALIMOHHOM

BE3OITACHOCTH

TEMA 1.1. OcHoBBI KpunTOrpadun
O6H_II/I€ MPUHIHUIIBI 1 MOJCIIN. BaH_II/ITa OT HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA. ITonsrue xiaroya.
[Iudposanune n konupoBanue. Kpunrocucremsl. [lludp Beprnama. Jlemma o Teopernuecku

croitkom mmudpe. [TorokoBbie G PHI.




TEMA 1.2. brouyHoe mmdpoBanue

[Tpunnun utepupoBanus. [loHsaTre nceBaocaTydaiiHON (QYHKIIMH U TICEBAOCTyUYaliHON
nepectanoBku. [lIudp DES. Onucanue ctpykrypsl. llnudp AES. Onucanue cCTpyKTyphl 1
NpUHIUIIEI paboThl. [lepebopHbie aTaku Ha O6mounble UG PHL. [lepebopHbIe aTaku Ha OJIOYHBIC
mmdpsl. [Ipodnema CrydaitHoe muppoBanue. Ognopaszosoe mudposanue. Pexum CBC.
Habuska 6moxoB. Pexxum CTR.

TEMA 1.3. I1ea10CTHOCTb COOOIICHUM

Konpr ayrentudukanuu coodmenuid. [Toctpoenne ko10B ayTeHTH(UKAINH OOTBIITNX
coobmienuit. Konctpykuun CBC-MAC u NMAC. Xem-pynkunu. Konctpykuus Mepkia-
Hamrapna mist moctpoenus xem-GyHkiui. [lonsarue nemoctHocTH mMUGp-TeKCTa. AYyTEHTHYHOE
mudpoBanus Ha mpumepe nporokona TLS.

TEMA 1.4. lludposast moanuch

[Monsarue uudporoii noanucu. OCHOBHBIE TPUHIHUIIBI U OTIMYUS OT pealbHOM MOIIHCH.
AnroputMmsbl udpooit moanucu. DSS. 'OCT. 3akon 06 DI B Poccuu. Paznuunbie BUabI
noanucu. Y rocroepsitomue eHTpsl. [lonstue kioua noanucu. MadpacTpyKTypa OTKPBITHIX
kmoueit (PKI).

PA3JIEJI 2. OPT AHU3AITMOHHBIE OCHOBBI THO®OPMAILIMOHHOM BE30ITACHOCTH
TEMA 2.1. HopMaTtuBHBIE OCHOBBI HH(POPMAIIMOHHON O€30MaCHOCTH

Hanpasnenus Ub. Mexanusmbl. UHCTpyMeHTapuil. MeToas! 3amuThl HHGpOpMauu. Buas
IPOTUBHUKOB U HapyluTene nupopMannoHHoN 6e30macHoCTH. MexX1yHapOAHbIE CTaHIapThI
uHpopmanroHHoro oomena. Kareropuu npas Ha napopmanuio. CayxeGHast, KoMMepUecKas u
rocynapcTBeHHas TaiiHbl. CBEICHHUSI, HE COCTABISIONINE KOMMEPUYECKYIO U FOCYIapCTBEHHYIO
Taiiny. 3akoH «O0 nHpopmauu, HHPOPMALMOHHBIX TEXHOJOTHUAX U O 3aLIUTE HHPOPMALIUN.
3akoH «O nepcoHANBHBIX JaHHBIX». 3aKOH «O0 3JIEKTPOHHOM MOIMUCH.

TEMA 2.2. Buapbl 1 kinaccu(uKanus BO3SMOXKHBIX HApYIICHUH HHPOPMALMOHHOM O€3011aCHOCTH
[Tonsitue yrpo3sl u ys3BuMocTtu. Knaccudukanuu yrpo3. Tpu Buma HapymeHni 0€30MacHOCTH.
Mepsl 110 TPOTUBOJACHCTBUIO yrpo3aM HapyIICHUs! KOHPUIECHIIMATBHOCTH, IIETIOCTHOCTH,
noctynHocTu. [locTpoenue Mojenu yrpo3 U METOJIMKH OLIEHKU puckoB. KauecTBeHHBIE 1
KOJINYECTBEHHBIEC METOJIMKU OLIEHKU pUuCcKOB. Knaccudukanus KoMIbIOTEpHBIX BUPYCOB. Mepbl
1o UX NpoduinakTrke. MeTo100rus 3aUThl HHOOPMALIMOHHBIX CHCTEM.

TEMA 2.3. IlonuTHnka 6€30MacHOCTH

Ilenwm u 3amaun opranu3anuu. BzanmopeiictBue Mexay cyobektamu. [IpaBuna 6e30macHOCTH.
YpoBHH (hopMHPOBaHHS MOTUTUK O€30MTACHOCTH.

TEMA 2.4. be30nacHOCTh KOMITBIOTEPHBIX CETEU

BecnipoBoaubie cetn crangaptoB 8§02.11. OcobeHHOCTH 3aIUTHl HHPOPMAITUN B OECTIPOBOIHBIX
ceTsix. OCHOBHBIE YIPO3bI U YSI3BUMOCTH. PesxnMbl PyHKIIMOHUPOBaHUS U MU (POBAHUS TaHHBIX
B OCCIIPOBOTHBIX CETSIX.

4.3.1. IlepeyeHb CEMUHAPCKHUX, MPAKTUYECKUX 3aHATHI U J1a00PaTOPHBIX PadoT

Tema 3ausTHS Bcero uacos OueHOYHBIE Cpe/iCTBa dopMupyemsbie
KOMIETEHIUH

Tema 1.1. OcHoBBI KpunTOrpaduu 4 JIP «OcHOBBI VK-2, OIIK-2
KpunTorpadum»

Tema 1.2. braounoe mudpoBanne 4 JIP «bnouHoe VK-2, OIIK-2
i poBaHUE»

Tema 1.3. I{eq0CcTHOCTD COOOIIEHUI 4 JIP «IIpoctoe VK-2, OIIK-2
XJIINPOBAHUE)

Tema 1.4. [ludposast moamnuch 4 JIP «®opmupoBanme YK-2, OITK-2, OIIK-
3JIEKTPOHHOM moanucu | 5
B VipNet»




Tema 2.1. HopMaTuBHBIE OCHOBBI JIP «M3y4enue VK-2, OITK-2
MHPOPMAIMOHHOK 0€30MMaCHOCTH TOCyapCTBEHHOM

CHCTEMBI 3aIlIUThI

HHOpMATTHI
Tema 2.2. Bunsl 1 kimaccudpukanus JIP «Omnpenenenue VK-2, OITK-2
BO3MOXHBIX HapyIIeHU HH)OPMAITMOHHOM (hakTopos,

0e30IacHOCTH

BO3ACUCTBYIOLINX HA
nHdopmauuio», JIP
«MeToJ1 9KCHEPTHBIX
OLICHOK»

Tema 2.3. ITosurnka 6e30nacHOCTH

JIP «AHamu3 MOJIMTHKHA
0E30IMaCHOCTH C
nomoIibo MSAT»

VK-2, OIIK-2, OIIK-
5

Tema 2.4. be3onacHOCT KOMITIOTEPHBIX
ceTen

JIP «IIpoexTtupoBaHue
CHCTEMBI 3aIlIUTHI

VK-2, OIIK-2, OIIK-
5

HHOPMATTHI

4.3.2. [lepeyeHb TeM (BONPOCOB), BLIHOCHMBbIX HA CAMOCTOAITEJIbHOE N3y4YeHHe CTYyIeHTAMHU
B PaMKaX CaMOCTOSITeJIbHOI padoThI

Tema 3ananue dopmupyembie
KOMIETEHIUH
Tema 2.1 HopMaTuBHBIE OCHOBBI CocraB JOKyMEHTOB Ha 00BEKT VK-2, OIIK-2,

nH(popMaMOHHOH Oe301acHOCTH unpopmaruzaunu u MCKNU. TpeboBanus k OIIK-5

3alUTE CETEN CBA3U OOLLETO MOJb30BAHUA.

Tema 2.2. Bugsl u knaccudukanus
BO3MOXKHBIX HApYyIICHUH UHPOPMATMOHHON
0€e301acHOCTH

Metoauka onpenenenus yrpo3 6ezomacHoctu | YK-2, OITK-2

Tema 2.3. [TonmTrka 6€30MacCHOCTH PexomeHIOBaHHBIE TIPUEMBI pa3paboTKH VK-2, OITK-2
paBmJI THHOPMAITMOHHOH 0€301MacCHOCTH

Tema 2.4. be3omacHOCTh KOMITBIOTEPHBIX HmxeHepHO-TeXHUIeCKas YKPETUICHHOCTh VK-2, OIIK-2,

ceTer 00BEKTA. OIIK-5

4.4. MeTonnueckue yKa3aHusl 110 OPraHU3AIUHA CAMOCTOSITEIbHOI padoThl CTYICHTOB

CamocrosiTenpHast paboTa CTYACHTOB BceX (JOPM U BHJIOB OOyUEHUS SBISETCS OJHUM H3
00s13aTeIbHBIX BHIOB 00pa30BaTEeIbHON JEATEILHOCTH, 00CCIICUMBAIONICH PeaTU3aIHIo
TpeboBanuii denepanbHBIX TOCYIAPCTBEHHBIX CTAaHAApPTOB BhICIIEro obpazoBanus. CormacHo
TpeOOBaHUSAM HOPMATHBHBIX JIOKYMEHTOB CaMOCTOSITEIIbHAS pab0Ta CTYICHTOB SBIISICTCS
00s13aTeNbHBIM KOMIIOHEHTOM 00pa30BaTEeIbLHOTO MPOIIECcCa, TaK KaK OHA 00eCTIeYnBaEcT
3aKpEIJICHHUE ITOTy9aeMbIX Ha JICKIIMOHHBIX 3aHATHSAX 3HAHUH ITyTeM MPUOOPETCHUS HAaBBIKOB
OCMBICJICHUS U PACIIUPEHUS UX COACPKAHWSI, HABBIKOB PEIICHHS aKTYaTbHBIX MPOOIEM
dbopmupoBaHUs OOIIEKYIBTYPHBIX U TPOPECCHOHATBHBIX KOMIIETEHITUN, HAyYHO-
HCCJIEIOBATEILCKOM IeATeIbHOCTH, TIOJATOTOBKU K CEMHHApaM, TabOpaToOpHBIM padoTaM, caade
3a4eTOB M dK3aMeHOB. CaMoCTOsATeIbHAS padoTa CTYACHTOB IIPEICTABISIET COO0H COBOKYITHOCTh
ayJUTOPHBIX ¥ BHEAYAUTOPHBIX 3aHATHI U paboT. CamocTosATenpHas paboTa B paMKax
00pa30BaTeILHOTO MPOIiecca B By3¢e pPelIaeT CIASAYIONIUe 3a1a4u:

— 3aKpeIUICHHE U PacUINpeHne 3HAaHUHN, YMEHHH, MOJYISHHBIX CTyJ€HTaMHU BO BpEMS
ayJIMTOPHBIX ¥ BHEAYAUTOPHBIX 3aHATHH, TPEBPALMICHUE HX B CTEPEOTHITHI YMCTBEHHOM 1
bu3HYECKOI 1eATeNHHOCTH;

— IPUOOPETEHHE JTOTIOTHUTEIBHBIX 3HAHUH M HABBIKOB 110 JTUCIMILIMHAM Y4eOHOTO TUTaHa;
— ¢opMUpOBaHUE U PA3BUTHE 3HAHHUI U HABBIKOB, CBS3aHHBIX C HAYYHO-HUCCIIEIOBATEIbCKON
JIEATENHHOCTRIO;

— pa3BUTHE OPHEHTAIIMU M YCTAHOBKHM HAa KAUECTBEHHOE OCBOCHUE 00pa30oBaTebHOM
IPOTPaMMBI;




— pa3BUTHE HABBIKOB CAMOOPIaHU3ALUY;

— ¢hopMUPOBaHNE CAMOCTOSTEIbHOCTH MBIILIEHUS, CIIOCOOHOCTH K CaMOPa3BUTHIO,
CaMOCOBEPILIEHCTBOBAHUIO M CaMOpeaH3allHH;

— BBIPaOOTKA HaBBIKOB d(P(HEKTUBHOIN CaMOCTOATEILHON TPO(EeCCHOHATEHON TEOPETUIECKOH,
NPaKTUYECKON U yueOHO-UCCIIEI0BATENBCKOM EATETbHOCTH.

IMoaroroBka k Jekuuu. KayectBo 0CBOCHMS coAepKaHUA KOHKPETHOU TUCITUTIIIMHBI
IPSMO 3aBHCUT OT TOTO, HACKOJIBKO CTYJICHT caM, 0€3 BHEIIHETO MPUHYKICHUS GOpMUpPYET y
ce0st yCTaHOBKY Ha MOJy4YeHHUE Ha JIEKIUAX HOBBIX 3HAHUHU, TOMOJHSIONUIMX YK€ UMEIOIIHECs 110
JAHHOM TucuMIUIMHE. Bpems Ha MOATOTOBKY CTYIEHTOB K JBYXYaCOBOH JIEKIIUH 110 HOpMaTHBaM
coctapiseT He meHee (0,2 gaca.

IToaroroBka K MpakTHYeCKOMY 3aHATHIO. [[0Ar0TOBKA K MPAaKTUYECKOMY 3aHITHIO
BKJIIOUYAET CIEAYIOLIUE 3JIEMEHTHI CAMOCTOSITENIbHOMN 1eATEeIbHOCTHU: YETKOE MPECTaBICHNE
IIeJIU M 3a]1a4 €Tr0 NMPOBEJICHUS; BbI/IEJICHNE HABBIKOB YMCTBEHHOW, aHAJTUTUYECKOM, HAyYHOU
NeSTeIbHOCTH, KOTOPBIE CTAaHYT PEe3yJIbTaTOM MpecTose paboTsl. BeipaboTka HaBBIKOB
OCYILECTBIISICTCS C IOMOILBIO MOJYyYEeHUsI HOBOH HH(OopMaIiu 00 N3ydaeMbIX Mpoleccax u ¢
MOMOIUIbIO 3HAHUS O TOM, B KaKOM CTENEHU B IaHHOE BpeMs CTYIECHT BIIaZie€T METOIaMU
UCCIIEIOBATEIbCKON AEATEIbHOCTH, KOTOPHIMU OH CTaHET MOJIb30BaThCs HA MPAKTUYECKOM
3aHATUU. [loAroTOoBKa K MPaKTUUYECKOMY 3aHATHIO HEpeaKo TpedyeT nmoadopa MaTepuara,
JTAHHBIX U CIICIMATIbHBIX HCTOYHHUKOB, C KOTOPBIMH NPEICTOUT yueOHas pabora. CTyAeHTHI
JOJIKHBI IOMa MOJATOTOBUTH K 3aHATHIO 3—4 npumepa GOopMyJIHPOBKU TEMbI UCCIIEAOBAHNUS,
IPEJCTaBICHHOTO B MOHOTpa(usIX, HAYUYHBIX CTAaThsIX, OTYETaX. 3aTEM OHH CAMOCTOSATEIBHO
OCYIIECTBIISIIOT MMOMCK COOTBETCTBYIOIIUX UCTOYHUKOB, ONPEIEIIAIOT aKTYalbHOCTh
KOHKPETHOT'O UCCIIEIOBAaHMSI ITPOLIECCOB U SIBJICHUM, BBIZICTISIOT OCHOBHBIE CIIOCOOBI
JI0Ka3aTeNNbCTBAa aBTOPAMU HAyYHBIX pa0OT LIEHHOCTH TOTO, YeM OHU 3aHUMaloTcs. B xoze
CaMoro MPaKTHYECKOTO 3aHATHUS CTYIEHTHI CHavyasla MPeICTaBIAI0T HallIeHHbIE UMU BapUaHThHI
(bOopMyITUPOBKH aKTyaJIbHOCTH UCCIIEIOBaHMS, 00CYKIal0T UX U 0OOCHOBBIBAIOT CBOE MHEHHUE O
HaWIy4llleM BapuaHTe. BpeMs Ha MOArOTOBKY K MPAKTUYECKOMY 3aHSATHIO IO HOPMAaTHBaM
coctapiseT He meHee (0,2 gaca.

IToaroroBka Kk ceMHHApCKOMY 3aHATUHIO. CaMOCTOSITEIbHAS TOTOTOBKA K CEMUHAPY
HaIpaBJieHa: Ha pa3BUTHE CIOCOOHOCTH K UTEHUIO HayYHOH U MHOM JTUTEpaTyphl; Ha MOUCK
JIOTIOJTHUTEIBHON HH(OpMAIIK, TO3BOJISIONMIEH TTy0ke pa3o0paTbcsi B HEKOTOPBIX BOIIPOCax; Ha
BBIJICJICHHE MTPU pabOTe C pa3HbBIMU UCTOYHHKAMHU HEOOX0AMMON HH(pOpMauu, KOTopast
TpeOyeTcst Ui MOJTHOTO OTBETAa Ha BOIIPOCHI TUIaHA CEMUHAPCKOTO 3aHATHUS; Ha BEIPAOOTKY
YMEHHMsI IPAaBUJIHHO BHIMHUCHIBATh BHICKA3bIBAaHUS aBTOPOB U3 UMEIOIIMXCSl HCTOYHUKOB
uHpopManuu, opopMIIATh X MO OubmorpaduyeckuM HoOpMaM; Ha pa3BUTHE YMEHUS
OCYIIECTBIISITh aHAJIN3 BHIOPAHHBIX HCTOYHUKOB MH(POPMAIUH; Ha MOATOTOBKY COOCTBEHHOTO
BBICTYIIJICHUS IO 00CYX/1aeMbIM BOIIpocaM; Ha ((OpMUPOBAHHE HABBIKA ONEPATHBHOTO
pearupoBaHus Ha pa3Hble MHEHHsI, KOTOPbIE MOTYT BO3HUKATh IIPU 00CYKIEHUU T€X WIIN UHBIX
Hay4HbIX IpoOieM. BpeMs Ha MOATOTOBKY K CEMUHApY IO HOPMAaTHBaM COCTABIISICT HE MEHEe
0,2 gaca.

IMoaroroBka K KOJI0KBUYMY. KOIITOKBHYM ITpeacTaBisieT cO00M KOIIIEKTUBHOE
oOcyxJeHue pazjiena JUCIUILUIMHBI HA OCHOBE CaMOCTOSITENIbHOTO U3yYEHUS 3TOT0 pasjena
cryaentamu. [loaroToBka Kk JaHHOMY BHy YU€OHBIX 3aHATHI OCYIIECTBIISIETCS B CIEIYIOILEM
nopsake. [IpernoaaBarens 1aeT CUCOK BOIIPOCOB, OTBETHI HA KOTOPBIE CIEYET MOIYUYUTh IPU
U3yYEHHUH ONPEIETICHHOTO MEPEYHs HayYHBIX UCTOYHUKOB. CTyJJ€HTaM BO BHEAYJIHUTOPHOE
BpeMsi HEOOXOAMMO IPOYUTAThH CHEIHAIbHYIO JINTEPATYPY, BHIHUCATh U3 HEE OTBETHI Ha
BOIIPOCHI, KOTOPbIE OYIYyT 00CYXIAaThCs HAa KOJUIOKBUYME, MBICIIEHHO C()OPMYIIUPOBATH CBOE
MHEHHE 110 Ka)XXJ0MY U3 BOIIPOCOB, KOTOPOE OHU BBICKAXXYT Ha 3aHATHH. Bpems Ha MOATOTOBKY K
KOJUIOKBUYMY 110 HOPMaTHBaM cocTaBiisieT He MeHee (0,2 Jaca.

IMoaroroBka K KOHTPOJILHOI padoTe. KonTponpHas paboTa Ha3HAYaETCs MOCIE
U3y4EHHsI ONPEACTICHHOTO pa3zena (pa3/ienoB) TUCIHUILIMHBI U IPECTaBIseT COO0H
COBOKYITHOCTb Pa3BEPHYTHIX MMCbMEHHBIX OTBETOB CTYACHTOB Ha BOIPOCHI, KOTOPHIE OHU



3apaHee MOoIyJaroT OT npenoaaBarens. CaMocTosTeNbHAs TOATOTOBKA K KOHTPOJIBHOU paboTe
BKJIIOUYAET B ce0s: — M3YyUYECHHE KOHCIEKTOB JIEKIIUH, PACKPBIBAIOLINX MaTepua, 3HaHHe
KOTOPOTO MPOBEPSAETCS KOHTPOIBHON pabO0TOi; MOBTOpPEHUE yUeOHOTO MaTepuana, MoJy4IeHHOTO
IPU MOATOTOBKE K CEMUHAPCKUM, MMPAKTUYECKUM 3aHATUSM U BO BpeMs UX MTPOBEJICHUS;
U3YYCHHUE JOTMOIHUTEIHHON JIUTEPATYPhI, B KOTOPOH KOHKPETH3UPYETCS COACPKAHKE
MIPOBEPSEMBIX 3HAHUI; COCTaBJICHHUE B MBICIIEHHOM (JOpME OTBETOB Ha MTOCTABIICHHBIE B
KOHTPOJIBHON paboTe BOMPOCHL; (HOPMHUPOBAHKE IICUXOIOTUIECKON YCTAHOBKH Ha YCIICIITHOE
BBITNIOJTHEHHE BCceX 3afjaHuii. Bpemsi Ha MOATOTOBKY K KOHTPOJIBHOU paboTe 1o HopMaTHUBam
COCTaBJISIET 2 yaca.

IMoaroroBka k 3a4ery. CamocTOSTEIbHAS OArOTOBKA K 3a4YETYy J0JKHA
OCYIIIECTBIISITHCS B TEUCHUE BCEro cemecTpa. [[oAroToBKa BKITIOYAET CISNYIOUTNE IEHCTBUS:
NepeyuTaTh BCE JIEKIUH, a TAK)KE MaTepUallbl, KOTOPbIE TOTOBUIIUCH K CEMUHAPCKUM U
MPAKTUYECKUM 3aHSITHIM B TEUYCHHE CEMECTPa, COOTHECTH 3Ty HH(DOPMAIIHIO ¢ BOIIPOCAMH,
KOTOpBIE JJaHbl K 3a4eTy, €ClId HH(OPMAaLUK HEAOCTATOYHO, OTBETHI HAXOAT B IPEIOKEHHON
npernoaaBareneM IuTeparype. PekomenayeTcs nenaTh KpaTkue 3amicy. Bpems Ha MOATOTOBKY K
3a4eTy 10 HOPMAaTHUBaM COCTAaBIIIET HE MeHee 4 4acoB.

IMoaroroBka Kk 3k3amMeny. CaMoCTOSTENbHAS TOATOTOBKA K SK3aMEHY CXO0XKa C
MOATOTOBKOM K 3a4eTy, 0COOCHHO ecnu oH nuddeperiupoBanabii. Ho 00bemM yue6HOTO
MaTepuaia, KOTOPhI Hy)KHO BOCCTAHOBUTH B TIAMSITH K 9K3aMEHY, BHOBb OCMBICIIUTh U TIOHSATb,
3HAYUTENbHO OO0JIbIIIE, TOATOMY TpeOyeTcs 00JIbIle BPEMEHU U YMCTBEHHBIX ycuinuil. Baxxno
c(hopMHUPOBATH LIETOCTHOE MPEICTABICHIE O COACPKAHUHU OTBETA Ha KaXKIbIii BOIIPOC, UTO
IpeJoiaraeT 3HaHUE Pa3HbIX HAYYHBIX TPAKTOBOK CYIIIHOCTH TOTO MJIM MHOTO SIBICHUS,
mporecca, YMEHHe pacKpbIBaTh (DAKTOPHI, OMPEACTSIONINE UX TPOTHBOPEYUBOCTh, 3HAHUE HMEH
YYEHBIX, H3y4aBIINX 00Cyx)aaemMyro mpodiemy. HeooxoamMo Takyke mpuBecTH HH(OPMAITUIO O
MaTepuaniax YMIUPUUECKUX UCCIECIOBAHUN, UTO YKA3hIBAET HA BCECTOPOHHIOIO MTOATOTOBKY
CTYJEHTa K 3K3aMeHy. BpeMms Ha MOATroTOBKY K 9K3aMEeHY [0 HOPMAaTHBaM COCTaBIIseT 36 4acoB
JUTs OaKaIaBpoB.

B ®BI'OY BO «MI'Y» opranu3zamms caMoCTOATEIbHON pabOThl CTYJACHTOB
pernamentupyercs [lonoxxeHrneM 0 caMOCTOATEIHHON paboTe CTYIEHTOB, IPUHSATHIM Y YCHBIM
cosetom UI'Y 22 nrons 2012 r.

5. VYEBHO-METOJIAYECKOE 1 HTH®OPMALIMOHHOE OBECITEYEHUE
T CHATIIAHBI

a) OCHOBHas JIUTepaTypa:

1. Beegenue B kpunrorpaduto / pea. B. B. Amenko. — M.: U3a-so MITHMO, 2012. —
347 c. — ISBN: 978-5-4439-0026-1 (26 3k3.)

2. Psaber JI.B. 3agaunuk-nipakTukyMm 1o kpunrorpadun: yued. mocooue / JI.B. Psber. —
Upkyrck : U3a-Bo BocT-CuoO. roc. akaa. obpas., 2013. — 76 c. —

ISBN: 978-5-85827-864-1 (30 7k3.)

3. lanprun B.®. 3amuTa komnbroTepHoi HHPOpMauu. D QeKTUBHbIE METOIBI U
cpencta / B.®. lllansrun. — M.: JIMK-IIpecc. — 2010. — 542 c. —

ISBN: 978-5-94074-518-1 (25 3x3.)

4. Kemnepos A. C., Koponbskos 0. JI. OcHoBBI nH(DOpMAITMOHHOM 0€3011aCHOCTH : yueo.
nocobue. — Upkyrck: Uzn-so UI'Y, 2013. - 113 c. . —

ISBN: 978-5-9624-0791-3 (30 2k3.)

0) TOTOJIHUTEIbHAS JTUTEPATYpa:

5. 'epman O.H. TeopeTnko-uncaoBbie METOBI B KpunTOrpaduu: y9eOHUK IS CTYI.



yupexaenuit Beicil. npod. oopazosanus / O.H. 'epman. — M.: Axagemus. —2012. —

257 c. — ISBN: 978-5-7695-6786-5. Pexxum noctyma: U3 «bubimorex». — Heorpanuy.
JOCTYII.

6. Konees U. P. Madopmanronnast 6€30MmMacHOCTb MpeANpUsITHS: HayuyHoe u3nanue / U. P.
Komnees, A. B. bensieB. — CI16.: BXB-Ilerepoypr, 2003. — 733 ¢. — ISBN 5-94157-280-8

(99 7x3).

7. babam A.B. Madopmarimonnast 6e3onacHocTh. JJabopatopHblit mpakTHKyM: yuel. mocobue /
A. B. ba6amur. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8

(50 2K3.).

8. Cmaprt H. Kpunirorpadus: yue6Hoe nmocodue / H. Cmapt — M.: Texnocdepa, 2005. —

525 c. — ISBN 5-94836-043-1 (5 7k3.)

9. Heuaes, B.W. DnemeHThI KpunTorpaguu: OCHOBBI TEOPUHU 3aIUTHI HH(DOPMAITUH:
VYueb6.mocobue st yH-TOB U nief.By308 / B.W. Hewaes. — M.: Boicm. mik., 1999. — 109 c.
—ISBN 5060036448 (17 7k3.).

10. Ymopa A. JI. CoBpemeHHas mpukiaaHas kpunrorpadus: yued.mocodue / A.JI. Umopa —
M.: T'ennoc APB, 2001. — 244 c. — ISBN 5854380374 (513k3.)

11. 'myxoB M.M. BBezneHue B TeOpETHKO-YHUCIOBBIE MeTOAbI Kpunitorpaduu / M.M. I'nyxos,
N.A. Kpyrnos, A.b. ITuukyp, A.B. Uepemymikun. — CII06.: Jlans. —2011. — 400 c. —

ISBN: 978-5-8114-1116-0. Pexxum nocryna: 9bC «Jlanb». — Heorpanuu. nocrym.

B) 0a3bl JaHHBIX, HH(POPMAITMOHHO-CIIPABOYHBIE M IOMCKOBBIE CUCTEMBI:

1. Hexommepueckast Untepuet-Bepcus «Koncynprant [Tmroc» www.consultant.ru
2. bank nannbix yrpo3 Ub bdu.fstec.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
6.1. YueOHo-12a00paTopHOE 000pya0BaHUE

OTOT PA3JIEJI HE 3AIIOJIHATDH

6.2. [IporpamMmmHoOe obecniedeHue

1. Java

2. Visual C++

3. Lasarus

4. Python

5. VipNet
6. LibreOffice

7. OHEHOYHBIE MATEPHAJIBI V151 TEKYIIEI'O KOHTPOJIA X
IMPOMEXYTOYHOU ATTECTALIUU

7.1. OnleHOYHBIE CPEACTBA TEKYLIEr0o KOHTPOJISI

Bun xonTpons KonTtponupyemsie TeMbI Kontponupyemsie
KOMIIETCHIIUU

3amuTa oT4eTa 0 JabopaTOpHOU 1.1-24 VK-2, OIIK-2, OIIK-5

pabote

IIpuMepbI OLEHOYHBIX CPEICTB TEKYIEro KOHTPOJIs

KonTpoJsbHbie Bonpocs! k adopatopHoii padore «Co3nanne J1I B ViPNet»




1.Yro saBnsieTca eqMHUIEN pa3rpaHUYeHMs] JOCTyNa B 3aIUIEHHON ceTH?
2.3a4eM HYKHbBI CIIUCKH PACCHUIKU KOTIHI?

3.Yto nyxHo crnenars B LIYC, 4ro0sl 3aH0BO Hauath reHeparuio DST ¢aitnos?
4.Y10 n0JKeH cAenaTh aAMUHUCTPATOp MPU CMEHE MacTep-Kioya?

5.Yto conepxurcs B DST ¢aitne?

6.I'1e 3agaroTcs moHOMOYHS (TIpaBa IOCTYIIA MOJIL30BaTeNs)?

7. 171 KaKo# MpOrpaMMBbl 3a4at0TCsI TIOJTHOMOYUS?

8.Uto mpoucxoaut npu HaxkaTuu KHONKH «CpopMupoBaTh Bce cripaBOYHUKN» B «[ 1Y C»?
9.YTo0 Takoe cereBoi y3en?

10.Yto Ttakoe I'1aBHBIE aOOHEHTHI?

11.I'ne xpanurcs MacTep-Kitou?

12.YT0 HaxOoOouTCs Ha KJIIIOUEBOU JUCKETE?

13./171 9ero Ciy’>KuT KJI0ueBoi Habop?

7.2. OneHo4HbIe CPeACTBA IS IPOMEKYTOYHOM aTTecTaluu
CnucoK BONPOCOB /ISl IPOMEKYTOYHOM aTTeCTALMM:

1. IToyemMy KOMIBIOTEPHBIE BUPYCHI IPUUUCIISIIOT K 0COO0OMY KJIaccy pa3pyLIaronux
MPOTPAMMHBIX BO3/I€UCTBUIA. PackpoliTe OCHOBHBIE KaHAJIBI PACIIPOCTPAHEHUS
KOMIIBIOTEPHBIX BUPYCOB U IPYIUX BPEIOHOCHBIX IIPOrPaMM.

2. Ha xakue rpynnbl NoApa3faeisstoTCs METObI M CPEACTBA HEUTPpAIU3ALIMK YTPO3
UH(POPMALIMOHHOM 0€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX, IPEICTaBbTE
KJIacCCU(PUKAIIMIO METOJIOB U CPENICTB OOPHOBI C KOMITBIOTEPHBIMU BHpycamMu. B uem
3aKIIIOYAar0TCA METOAbI UCITOJIb30BAHUA PC3UICHTHBIX CTOpO)KGI\/'I " anrmapaTHo-
MPOrPaMMHOM 3aIIUThI OT BUPYCOB.

3. JlaiiTe onpeneneHNne OCHOBHBIM OHSTHSM IIpoOLiecca pa3rpaHUUEHUs JOCTYIIA K
o6bekTam onepannoHHOMN cucTeMbl (OC): «0OBEKT TOCTYIAY; «METO TOCTYIIa,;
«CYOBEKT OCTYyTaY; «IIpaBo A0CTymay. [IpuBeanTe mpaBmiia MaHAATHOTO
(TTOTHOMOYHOTO) pa3rpaHUUCHUS TOCTYIIA U TTOSICHUTE UX.

4. IpuBeauTte KIacCUPUKANUIO KPUMITOTPAPUIECCKIX AITOPUTMOB M OXAPAKTEPUIYUTE UX.
Packpoiite cMbIc pyHKITMOHUPOBaHUS cXeMbl ImudpoBanus B anroputme DES.
OcCHOBHBIE PEeXKHUMBI pabOTHI OJIOYHOTO CUMMETPUYHOTO aJITOPUTMA.

5. Ilepeuncnure U MOSACHUTE BO3MOXKHBIE TUIIBI CETEBBIX aTaK HAa KOMITbIOTEPHBIE
(uH(OPMAITOHHBIE) CUCTEMBI, KAKHE CYIIECTBYIOT TEXHOJIOTUH TOCTPOCHUS CUCTEM
0OHapy>XCHHS aTak.

6. IlepeuncinTe 3alIUTHBIE MEXAHU3MBI, pEAIN3YEMbIE TPOrPAMMHO-ANMNAPAaTHBIMU
KOMILJIEKCaMH (CpeJICTBAMM ) 3aIUTHl HH(OPMAITUU B KOMITBIOTEPHBIX cucTemMax (II19BM).
JlaiiTe onpeeieHre MOHATHIO - «CYOBEKT JOCTYIay, KAaKUe MPOLEAYPhl PeaTu3yIOTCs
pu ero oOpalleHnu K KOMIbIOTEPHON CUCTEME.

7. Ilepeuncnute aTpuOyTUBHBIE UACHTH(PHUKATOPDI, UCTIOIb3yeMbIe IS UACHTU(UKAUU
cyowsekTa noctyna B KC, u kopoTko gaiite um onpenenenue. [lepeunciaure
PCKOMCHAAIUU IJId OpraHu3anuu HapOHBHOﬁ 3alllUTHI.

8. Kakumu criocobamu O10KHpyeTcs yrpo3a HECAHKIIMOHUPOBAHHOTO KOTIMPOBAHUS
uHpopmanuu [I9BM, B yeM OHHU 3aKITIOYAIOTCS, PACKPOITE UX COJIEpKAHUE.

9. Kak ocymiecTBisiemMcs ynpaBlieHHe KpUITOKIIIOYaMU, TPEOOBaHUs K paclpeeseHUI0
KJIFOYEH, METOBI PACIIPEIEICHUs KIIFOYEH, IIOSICHUTE CXEMY OTKPBITOIO PaclpeeIICHUs
kmouet {uddu-Xenmmana

10. PackpoiiTe mpoienypbl alrOpuTMOB UG POBON MOAMUCH HAa OCHOBE OTEYECTBEHHBIX
cranaaptos ['OCT P 34.10.
11. OcHoBHBIE TOAX01bI K 3amuTe JaHHbIX OT HC/I: kakue neicTBUs BBIMOIHSIOTCS PU



OpraHmu3aiyu n1ocryna k obopynosanuto u [10 kommproTepHbix cuctem ([I9BM); onenka
3¢ pexTUBHOCTH HapallMBaHUs CPEACTB KOHTPOJIS IOCTYIIA IO KPUBOM pocTa
OTHOCHUTEIILHOTO YPOBHS oOecriedeHus 0€30MacHOCTH KOMIBIOTepHBIX cucteM ([I9BM).
12. TTpuBeauTe KaaccuGUKAIIAIO KPUITOTPaPUISCKUX AITOPUTMOB U OXapaKTEPU3YUTE UX.
Packpoiite cMbica pyHKIIMOHUpOBaHUS cxeMbl mudpoBanus B anropurme ['OCT 28147-89.
OcHoBHBIE PeXUMBI PaOOTHI OJIOYHOTO CUMMETPUYHOTO aITOPUTMA.

13. Kakue ocHOBHBIE (DYHKIIMH BBITIOTHSET MOACHCTEMA 3aIUTHI ONEPAIIMOHHBIX CUCTEM
(OC), maiiTe KOPOTKO UM ompeeeHue. B uem 3akirrouaercs mporeaypa ayanra
npuMmenutenbHo kK OC, yeM oHa 00ycloBlieHa, KAKUM TPeOOBaHUSM OHA JO0JKHA
YAOBJIETBOPATH?

14. Tlepeuncnute 6a30BbIE TEXHOJIOTUH (MEXaHU3MBbI) O€30MACHOCTH HH(POPMAIINH B
KOMIIBIOTEPHBIX cucTeMax. Jlaiite onpenenenue nporeccam WACHTHPUKALUY,
ayTeHTU(UKAIMK U aBTOPU3ALINU I obecriedeHust 3amuThl nHpopmammu. [IpuBenure u
pacKpoiTe THUIIBI MPOIIECCOB ayTeHTU(UKAIINH, KaKHe aTaKH MPOBOSATCS Ha TPOTOKOJIBI
ayTeHTU(UKAIMA U KaKHEe MEXaHU3MbI IPUMEHSIOTCS JIJISl IX OTPAKCHHUS.

15. JlaiiTe onpeesieHne U MOSICHUTE TEXHOJOTHH IMTOCTPOCHHS CUCTEM OOHAPYKEHUS
CETEBBIX BTOPKCHHI U BBISIBIICHUS MMPU3HAKOB aTaK Ha HHPOPMAIIMOHHBIE CUCTEMBI.

16. Ilepeuncnure U pacKkpouTe crmocoosl cTporoit ayrentudukanuu. [osicaure Ha
CTPYKTYPHOM cXxeMe IpUMEHEHHE OJJHOCTOPOHHEH X31I-(PYHKIIUHN K COOOIIECHHIO,
JOTIOJTHEHHOMY CEKPETHBIM KITFOUOM.

17. TlosicHuTe Ha CTPYKTYPHBIX CXeMaX MPOCTYI0 ayTCHTH(PHUKAIUIO MTOJIb30BATENsI PECYPCOB
KOMIIBIOTEPHON CUCTEMBI C HCIIOJIb30BAaHUEM MApOJIs U ayTeHTU(PHUKAIMIO, OCHOBAaHHYIO Ha
WCIIOJIb30BAaHUHU OJTHOCTOPOHHEH XAMI-QYHKIIUU JJIsi TPOBEPKHU TapOIIS.

18. [laliTe onpeneneHne OCHOBHBIM MOHATUSIM MPOIECCa pa3rpaHUUCHUS JOCTyMa K
o0BekTaM omneparnoHHoi cucteMbl (OC): «0OBEKT TOCTYIaY; «METO TOCTYIIay;

«CYOBEKT JOCTyNay; «IpaBo AocTymnay. [IpuBeauTte npasuia n30UpaTeabsHOTO
pasrpaHU4eHus JOCTYyNa U MOSICHUTE X peaIn3allvIo Ha PUMEpPEe MaTPUIIbI JOCTYIIA,
naiiTe onpeaeneHre NOHITUIM: IOMEH JOCTYIa; CIIUCOK MpaB JIOCTYyIa.

19. B ueM 3akirouaeTcs 3a7ada UACHTU(DUKAINY [T0JIB30BATENs, TalTe ONpeIeICHIE
MOHSATHIO MPOTOKOJIA WACHTHPUKAIMHU. B uem 3akitouaeTcs JoKanbHas U y/1ajieHHast
UICHTUUKALNS, YTO TaKOe UACHTUUIMpYomas HHpOopMarus.

20. [lepeuncnure U pacKpouTe crmocoOsl cTporoit ayrentudukanuu. [Tosicaure Ha
CTPYKTYpPHOU cxeMe MpUMEHEHUE ISl ayTeHTU(PUKAIMN OTHOCTOPOHHEH XA NI-QYHKIIUU C
apaMeTpPOM-KIIOUOM.

21. Kakumu ciocobamu GJI0KUpyeTcst yrpo3a HECAaHKLIIMOHUPOBAHHOT'O KOTIMPOBAHUS
nHpopmaruu [19BM, B yem OHM 3aKITIOYAIOTCS, PACKPOUTE UX COJIEPIKAHHE.

22. Kakue cyniecTByIOT KpUIITOCUCTEMBI ITH(PPOBAHUS, PACKPOHTE UX CMBICIT

G YHKIIMOHUPOBAHUS.

23. IlpuBenute K1accuUKANO KPUNITOrPpaQUIECKUX aNTOPUTMOB U OXapaKTEPUYHUTE UX.
Packpoiite npouenypy xamupoBanus o anroputmy 'OCT P 34.11.

24. TlpuBenute K1accuPUKAINIO KPUITOTPaQUIECKUX aNTOPUTMOB U OXapaKTEPUYITE UX.
25. B ueM 3akmrouaeTcs OMoMeTpruueckasi ayTeHTU(PUKaIHs MOJIb30BaTeNe, Kakue y Hee
JIOCTOMHCTBA U HEJOCTATKHU.

26. B ueM 3akiroyaeTcst mpolenypa NpocToi ayTeHTU(OUKAIIMN, KAKUMHU CITOCO0aMu OHa
IIPOU3BOJUTCS, MTOSICHUTE CXEMATUYHO €€ PEATU3aLUI0 C UCII0JIb30BaHUEM apPOJIs.

27. PackpoiiTe OCHOBHBIE MPOIIEAYPHI (POPMUPOBAHUS IICKTPOHHON U (PPOBOI MOANUCH U
(GYHKIUU X3IIUPOBAHUSL.

28. [IpuBenuTe kmaccuuKanuio KpUNTOrpadhuIECKUX aIrOPUTMOB M OXaAPAKTEPUIYHTE UX.
Packpoiite anroputm mudposanus RSA.

29. [lepeuncnure METOABI MPOTHUBOACUCTBUS AU3aCCEMOIUPOBAHUIO TTporpamm it DBM,
0XapaKTepU3yuTe ux.



30. IlepeuncauTe METOIBI OIPaHUYEHMS 1OCTyIIa K KOMIIOHEHTaM DBM, Kakue NpuMeHSIOT
CpEICTBA JIJIsl OrpaHUYEHHUSI OCTYIa K KOMIoHeHTaM DBM.
31. PackpoiiTe OCHOBHBIE METO/IbI ayTEHTU(HUKAIMH, UCTIONb3YIommue napoiau u PIN-kozab1.

[IpumMepbl OLIEHOYHBIX CPEICTB 1JIA MIPOMEKYTOYHOH aTTeCTAIlUM:

[Ipumepsl 3agaHN SK3aMEHALIMOHHOTO TECTA:

Nel

[TonuTuka 6€30MacHOCTH - 3TO

a) IOKYMEHT BEPXHET0 YPOBHSI, LIEJIb KOTOPOT0 00ecIeueHue peIeHs BOIIPOCOB
MH(OPMaLMOHHON 0€30MaCHOCTH U BOBJIEYEHHE BBICIIETO PYKOBOJICTBA OPTaHU3AIMY B JaHHBIN
npoiiecc

0) COBOKYITHOCTh JOKYMEHTOB, PEIVIAMEHTHPYIONTUX TIPAaBUIa 00paIieHus ¢ KOHPUACHITHATBHON
uHopMalLrei B 3aBUCUMOCTH OT (a3bl ee 00pabOTKH U KaTeropuu KOH(UACHIUAIBHOCTH

B) COBOKYITHOCTb METOJIOB U CPEACTB, 00BEAMHEHHBIX €IUHBIM IEJIEBbIM HA3HAYCHUEM U
o0ecreynBarOIuX He00X0AUMYIO 3((HEKTUBHOCTD 3AIIUTHI HHPOPMALIUU TPEATIPUITUS

No2

Ha dbenepanbHOM ypoBHE MPHOPUTETHI 0OecTIcUeHHs] HTHPOPMAITMOHHONW 0€30MacHOCTH
OTIpeNeNAI0TCS

a) JloxkrpuHo# nHhopmarmoHHoi 6e3onacHoctu PO

0) ®enepanbHBIMU 3aKOHAMH

B) [Tonmutukoii 6e30macHoCTH

Ne3

dakTop, BO3ACUCTBYIOUTNI Ha HHPOPMALHUIO - 3TO...

a) sIBJICHUE, JIeHICTBHE WX IIPOIIECC, PE3YIbTATOM KOTOPBIX MOTYT OBITh YT€UKa, HCKaKEHHE,
YHUYTOKCHHUE 3aIIMIIaeMoil nHpopMmanuu, 0J0KHpOBaHUE JOCTYIA K HEH

0) COBOKYITHOCTh yYCIIOBUM U (PAKTOPOB, CO3/IAIOIINX MOTCHIIMAIBHYIO WA PEATBHO
CYIIECTBYIOIIYIO OACHOCTb, CBSI3aHHYIO C YTEUKOI HH(pOpMAIK U/WIN
HECAaHKIIMOHUPOBAHHBIMU M/WJIU HENIPEJHAMEPEHHBIMU BO3CHCTBUSMU Ha HEe

B) CYOBEKT, CIIy4allHO WJIM MTPEeTHAMEPEHHO COBEPIIMBIINI IeHiCTBUE, CIEICTBHEM KOTOPOTO
ABJISICTCA BO3SHUKHOBEHUE W/WJIM peau3alysl yrpo3 HapyleHus 6€30MacHOCTH HH(OpMaIK

Neq

O0s3aTenbHBIME K HCIIOIB30BAHUIO IIPU OLIEHKE YTpo3 0e30macHoCcT! HH(pOopMaIu,
o0pabaTsiBacMOii B MH()OPMALIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX M TOCYAapPCTBEHHBIX
UH(POPMALIMOHHBIX SBJISIIOTCS CBEICHUS H3:

a) banka nannbIx yrpo3 undopmanmonHoi 6ezonacnoctu ®CTOK Poccun
0) 'ocynapctBeHHOTO cTaHAapTa «@aKTOPHI, BO3ICHCTBYIONMINE Ha HHPOPMAITHAIOY
B) Kaspersky Threat Landscape

No5
Ecin momHOMOYMS CyOBbeKTa MPEICTABIISAIOTCS CITUCKOM PECYPCOB, TOCTYITHBIX MOJIH30BATEIIO, U
paBaMH IO JTOCTYIY K KQXKIOMY PECypCy U3 CITUCKA, TO TAKOW METO/ Ha3bIBAETCH...

a) TUCKPELIMOHHBIM
0) MaHIaTHBIM
B) POJIEBBIM



Ne6

Yrpo3y nepexpara JaHHBIX MOYXKHO OTHECTH K YTPO3aM...
a) KOH(pUICHITUATBHOCTH

0) LIETTOCTHOCTH

B) JOCTYITHOCTH

Ne7

Moxno nu o6ecrieunts 100% 3amuTy oT Bcex BUIOB yIiepoa?

a) HEeT, U LETBI0 32Tl THHOPMAIIUU CTAHOBUTCS YMEHBIIICHHE pa3MepoB yiepoda 10
JOMTYCTUMBIX 3HAYCHH.

0) 1a, HO clleNnaTh 3TO HEBO3MOYKHO HIKOHOMHUYECKH 11€7€CO00pa3HbIM CIIOCOO0M

B) MHOT/Ia, KOTJ]a CTOMMOCTD 3allIUTHBIX CPEJICTB M MEPOTIPUSATHI HE TIPEBBIIIACT pa3Mep
OKHJaeMoro yiepba

No8

JIMCKpEIMOHHOE YIIPaBIECHUE JIOCTYIIOM - 3TO...

a) pa3rpaHUYeHUE JOCTyIa MEX/y TOMMEHOBAHHBIMU CYObEKTaMHU M MOMMEHOBAHHBIMU
00BEKTaMU

0) pa3rpaHudeHHE JOCTyNa CyObEKTOB K 00bEKTaM, OCHOBAHHOE Ha XapaKTEePU3yeMO METKOM
KOH(pHICHIMAIIBHOCTH WH(OpMAIU, cCoepkKalieics B 00beKTax, U JOIMyCKa CYObEKTOB K
UH(POPMALIUU COOTBETCTBYIOIIETO YPOBHS KOH(UACHIINATEHOCTH

B) OpraHU3aIys MpaB J0CTyNa CyObEKTOB K 00BEKTaM CTPYIITUPOBAHHBIX C YUETOM CrielupuKu
nux HpI/IMeHeHI/IH

Ne9

Merto 3alMThl IPOrPaMMBI OT HCCIIEOBAHUS TyTeM 00 yCKaIMK 3aKITI0YaeTCs B:

a) Pa3JInYHOMN CIOXKHOCTH MTPEOOPa30BAHUU KOJIA B IIPOIECCE €r0 BBHITOIHCHUS

0) aBTOMATHYECKON TeHEPAIMU YIaCTKOB MCITOJHACMOIO KOJIa B IPOIECCE BHIMOJIHEHUS

B) CO37aHMUU M30BITOYHOCTH yKa3aTesnel nepexoaa, 1 BHEAPEHUH B3aMOYBI3aHHbBIX
HE(PYHKIIHMOHATIBHBIX YYACTKOB KOJIa, 3aTPYHSIOIINX aHAIN3 JCKOMITHINPOBAHHOTO TEKCTa

NelO

Ceprudukanus cpeacTB Kpunrorpadguyueckon 3amuThl HHPOPMALIUU OCYIIECTBISAETCSA IPU
YUYaCTHH:

a) ®Cb Poccun

6) ®CTOK Poccun

B) PockomHagzopa

Nell

OOBIuHBIN CTTOCOO UACHTHU(UKAITUH - ITO...

a) BBOJ UMCHHU I10JIb30BaTCIIsA HpI/I BXOZI€ B CI/ICTeMy

0) mapoJib

B) U3y4eHUE (PU3UOJOTMYECKHUX U ITOBEICHYECKUX XapaKTEPUCTHK CyObeKTa

Nel2
K Z0CTOMHCTBY MOAETIeH TUCKPEIIMOHHOTO JOCTYIA MOYKHO OTHECTH. ..
a) UX THOKOCTh

0) BO3MOXHOCTb HAJIOKEHHUSI OTPaHMUEHUI Ha repenayy HH(GOpPMAIUN OT OJHOTO MOJIb30BATENS

Apyromy
B) KOHTPOJIb HHPOPMALMOHHBIX TIOTOKOB



Pazpabotunk: Mymenek B.E., crapmmii nmpenogaBatens kadenpsl MHbOpMaImOHHBIX
TEXHOJIOTUI



