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1. IEJIM ¥ 3AJJAYM JUCHMUILINHBI

Lenu: oO3HaKOMJIGHHE CTYIACHTOB C TEOPETHUYECKUMH OCHOBAaMH HH(POPMALMOHHOM
0e30MacHOCTH, OCHOBaMH KpuNTOorpaduu W OCHOBAMU OOECIEUEHHUS 3allUThl WH(POPMAIIHH,
dbopMUpOBaHHE TPAKTHYECKUX YMEHUH H HABBIKOB, HEOOXOAMMBIX M TPHOOpPETEHUS
kBampuKanuy  OakamaBpa HMH(POPMAIMOHHBIX TEXHOJOTHH, (OPMHPOBAHHUE KITFOYEBBIX
PO UIBHBIX KOMITETCHITUH.

3anaun: naTh CrielMabHBIC 3HAHUS 110 JUCHUIUIMHE, TOCTUYh JOCTATOYHOTO YPOBHS 3HaHUH 1O
KpUNTOrpaguuecKuM W  OpraHM3allMOHHBIM  MeTOoAaM oOecredeHus HHPOPMALMOHHOM
0e30macHOCTH U C(HOPMHUPOBATH Y CTYIEHTOB MPAKTHYECKHE HABBIKM PaOOTHI CO CPEICTBAMU
obecnieueHus HHHOPMAIMOHHON OE30MMaCHOCTH.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Yuebnas qucuummuHa b1.0.26 MHbopMaiimonHas 6€30MaCHOCTh OTHOCHTCS K 00s13aTEIbHOMN
yacTu bioka 1 06pa3oBaTeIbHON MPOTPAMMEI.

Jlist u3ydeHus TaHHOW y4eOHOM TUCIUILIMHBI HeOOXOIMMbI 3HAHMSI, YMEHHSI U HABBIKH,
dbopmupyembie npeaecTByomuMu guctuimnaamu: b1.0.17 3amura nadopmarum.

[lepedenp nocneayommx y4eOHbIX AUCHUILINH, A1 KOTOPBIX HEOOXOUMBI 3HAHUS, YMEHUS U
HaBBIKH, OpMHUpYEMBbIe JaHHOU yueOHo# nuctumumnoi: b1.B.11 AnqmunuctpupoBanue
MH(POPMALIMOHHBIX CHCTEM.

3. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JUCHUITJINHBI

[Iporiecc ocBoeHUsT AUCHUIIIIMHBI HATIPABIIEH Ha (GOPMHUPOBAHUE CIEAYIONTUX KOMITETEHITUI B
cootBercTBur ¢ ®I'OC BO 1 OIl BO no Hanpasnenuto noarotoBku 02.03.03 Marematrnueckoe
obecrnieueHrne U aIMUHUCTPUPOBAHUE HHPOPMAITMOHHBIX CUCTEM:

VK-2 Criocoben onpenensiTh Kpyr 3aj1a4d B paMKax MOCTaBICHHOM 1I€JTM U BEIOUPATh
ONTUMATFHBIC CIIOCOOBI MX PEIICHUs, HCXOS U3 JEHCTBYIONMINX MPABOBBIX HOPM, HMEIOIIIUXCS
PECYpPCOB 1 OTpaHUYECHUN;

OIIK-2 CnocoOeH MpuMeHATh COBPEMEHHBI MaTeMaTHUECKUH arapar, CBI3aHHbIH ¢
MIPOCKTUPOBAHUEM, pa3pabOTKOM, pean3aIeil U OIEHKON KauyecTBa MPOrPAMMHBIX MTPOTYKTOB
U TIPOTPAaMMHBIX KOMILIEKCOB B PA3JIMYHBIX 00JIACTSAX YEJIOBEUECKOM eATeTHbHOCTH;

OIIK-5 Cnioco6eH HHCTaNTUPOBATh U COMIPOBOXKAATH MPOTPAMMHOE 00€CTICUeHUE IS
WH(OPMAIIMOHHBIX CHCTEM M 0a3 JaHHBIX, B TOM YHCJIE OTEUECTBEHHOTO MPOU3BOJICTBA.

B pesynbrare 0CBOCHUS AUCIUILTUHBI 00YYAIONIUICS TOKEH

3HATh: MEXKIYHAPOJHBIC M HAIIMOHAIBHBIC CTAHJAPTHI B 00JIACTH WH()OPMAITMOHHON
0€30I1aCHOCTH; OCHOBHBIE BH/IbI YTPO3 HH(POPMAIIMOHHOM 0€30MacHOCTH M CIIOCOOBI
IPOTHBOACHUCTBUS 3TUM YTPO3aM; OCHOBHBIE HOPMAaTHBHBIE PABOBEIC JOKYMEHTHI B chepe
UH(POPMALIMOHHOM 6€30MaCHOCTH; OCHOBHBIE MPUKJIAIHBIEC AITOPUTMBI KPUIITOT paduu;
OCHOBHBIE CpeICTBa o0OecreueHrss THPOPMaIMOHHON 0€30MacHOCTH; HHPPACTPYKTYPY
OTKPBITHIX KJI0Uei; popManbHble MOJIenH O€30MaCHOCTH. ;

YMETh: COOJII0JaTh OCHOBHBIE TPEOOBAHHMSI IO MTPOTHUBOCHCTBUIO HarnboJiee pacpoCTpaHEHHBIM
yrpo3am HH(QOPMAIIMOHHOW 0€30MaCHOCTH. COCTABIISITh MOJIUTUKH 0€30ITaCHOCTH YPOBHS
METO/IOB TPEATIPHUATHS; aHATU3UPOBATh U BEIOMPATH CPeICTBA oOecreueHus] HHPOPMaIuOHHON
0€3011aCHOCTH; aHAJIM3UPOBATH AJTOPUTMBI B3aUMOJICHCTBYS HA HATMYHE YSI3BUMOCTEHH;
BJIAJICTh: OCHOBHBIMU HAaBBIKAMH 3aIIUTHl HH()OPMAINH; IPHEeMaMH aHaIH3a U KiIacCu(PUKAITUH
yrpo3 HHGOPMALMOHHOH 0€301MacCHOCTH; OCHOBHBIMU HaBBIKAMHU HCIIOJIb30BAaHMSI HOPMATHBHBIX
JIOKYMEHTOB TIPH OpPTaHHU3allUU 0OecTieueHrs] HGOPMAIIMOHHON 0€301TacHOCTH Ha



NPEINPUATHN; HAaBBIKAMU PEANN3aluU MPUKIATHBIX aITOPUTMOB KPUNITOTpaduu B sI3bIKAX
IPOrpaMMHUPOBaHUs, pabOThI ¢ KPUIITONPOBAWIEpaMH, UCIIOIb30BAHUS KPUIITOrpahuIECKUX
IPUMHUTHUBOB B 3bIKaX IPOrPaMMHUPOBAHUS.



4. COAEP)KAHUE U CTPYKTYPA JTUCIUIIJINHbI

O0BeM IUCIUIIIMHEL COCTABIAET 4 3a4eTHRIX €., 144 Jac.

dopmMa NpOMEKYTOUHON aTTECTALUU: DK3aMEH.

4.1. Copep:xanue TUCUMILIIMHBI, CTPYKTYPHPOBAHHOE 10 T€MaM, ¢ YKa3aHMeM BHI0B
Y4eOHBIX 3aHAATHI U OTBEICHHOI0 HA HUX KOJHYeCTBA AaKAIeMUYECKUX YACOB

Pasgen muciuminHe! / Tema

Cem.

Bunbl yaeOHO# paOboThI

KonraktHas paboTa
MPErnoiaBaTes ¢
00yJarOIUMUCS

Jlexmun | JIao.
3aHATHS

TIpakr.
3aHATHUSL

CamocT.
pabota

Dopmbl
TEKYyIIETo
KOHTPOJIS;
Dopmbl
TIPOMEXYT.
aTTeCTaluu

Pazgen 1. Kpunrorpagudaeckne OCHOBBI
MHPOPMAMOHHOK 0€30MMaCHOCTH

Tema 1.1. OcHoBBI KpunTOrpadun

Ompoc,
3ammTa
oT4eTa o
J1a00paTopHO
il pabote

Tema 1.2. bnouynoe mudpopanue

Ompoc,
3ammra
oT4yera o
nabopaTopHO
i pabote

Tema 1.3. [lemocTHOCTh COOOIICHHMI

Ompoc,
3almTa
oT4era o
nabopaTopHO
i pabore

Tema 1.4. [ludposast moamnuch

Ompoc,
3ammTa
oT4eTa o
71a00paTopHO
i pabote

Pazgen 2. Opranu3aliuOHHBIE OCHOBBI
WHPOPMAIMOHHOW 6€30MacHOCTH

Tema 2.1. HopmaTuBHBIE OCHOBBI
MHPOPMAIMOHHOK 0€30MMaCHOCTH

Ompoc,
3aImTa
oT4era o
nmabopaTopHO
i pabote

Tema 2.2. Buns! u kimaccudukanus
BO3MOXHBIX HapyIIeHU HH)OPMAITMOHHOM
Oe3omacHoOCTH

Ompoc,
3aIuTa
OTYeTa 0
71a00paTopHO
i pabote

Tema 2.3. ITonutrka 6e300aCHOCTH

Ompoc,
3ammTa
oT4eTa o
J1a00paTopHO
i pabote

Tema 2.4. bezomacHOCTh OECITPOBOIHBIX
ceTen

Ompoc,
3aImTa
oT4era o
nmabopaTopHO
i pabore




| Hroro (6 cemecTp):

| 36

[36 |

| 27

| oK.

4.2. [1;1aH BHeayIMTOPHOM CAMOCTOSITE/ILHOM PA00THI 00YYAIOIIUXCS MO TUCHHILIHHE

pabotam

Paspen nucuuruiugel / Tema CamocrosiTenpHas padoTa 00yJarouXCs Ouenounoe | YuebHo-
Bug camocr. Cpoxku 3aTpartsl CPEACTBO METOJUYECKOE
paboThl BEITIOJTHEHUSI | BPEMEHH obecrnieueHne

caMoCT. paboThI

Tema 1.1. OcHOBBI N3yuenune 2 "Henmemnst 3 Ompoc, OcHOBHas 1

KkpunTorpadun y4eOHOU 1 3aImuTa JIOTIOJTHUTETbHAS
Hay4yHOU oT4eTa 0 JuTeparypa B
JUTEPaTypPHI, 71a00paTOpH | COOTBETCTBHUH C
MOJArOTOBKA K oit pabote pazzenom 5
TeKyILIeH u PII,
MPOMEKYTOYHOU METOJIMYCCKHE
aTTeCTalluH, MaTepHUalibl B
odopmiicHHEe pecypce
oTyeTa K JUCIMIUTHHBI HA
1a60paTOPHBIM educa.isu.ru
paboram

Tema 1.2. brounoe N3yuenune 4 Henemnst 3 Ompoc, OcHOBHas 1

mudpoBaHue y4eOHOU 1 3ammuTa JIOTIOJTHUTEITbHAS
Hay4qHOU OoT4eTa 0 JTepaTrypa B
JUTEPATypPHI, 71a00paTOpH | COOTBETCTBHUH C
MOJATOTOBKA K oif pabote paznenom 5
TeKyIIeH u PII,
MPOMEKYTOYHOU METOIMYCCKHE
aTTeCTalluH, MaTepHallbl B
odopmiicHHE pecypce
oTyeTa K JUCIUTUTHHEL HA
1a00paTOPHBIM educa.isu.ru
paboTtam

Tema 1.3. IlenocTHOCTH N3yuenune 6 Henens 3 Ompoc, OcHOBHas 1

co00meHnit y4eOHOU 1 3aIuTa JIOTIOTHATEIbHAS
Hay4qHOU OoT4eTa 0 JuTepaTypa B
JUTEPaTypPHI, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznenom 5
TeKyIIeH u PII,
MPOMEKYTOYHOU METOIMYCCKHE
aTTeCTalluH, MaTepHUalbl B
odopmiicHHE pecypce
oTyeTa K JUCIUIUTHHEL HA
1a60paTOPHBIM educa.isu.ru
paboTtam

Tema 1.4. [ludposast moamnuch N3yuenune 8 Henens 4 Ompoc, OcHOBHas 1
y4eOHO n 3ammra JIOTIONTHUTEIIbHAS
Hay4qHOU OT4eTa 0 JTepaTypa B
JUTEPaTypPHI, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznenom 5
TeKyIIeH u PII,
MPOMEKYTOYHOU METOIMYCCKHE
aTTeCTalluH, MaTepHUalbl B
odopmiicHHEe pecypce
oTyeTa K JUCIUIUTHHEL HA
71a00paTOPHBIM educa.isu.ru




Tema 2.1. HopMaTuBHBIC N3yuenune 10 megens 3 Ompoc, OcHOBHas 1

OCHOBBI HH()OPMAITHOHHON yaeOHO 1 3ammra JIOTIOJTHUTEIIbHAS

Oe3omacHOCTH HAyJIHOH oT4era o JUTeparypa B
JUTEPATYPHL, 71a00paTOpPH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznuenom 5
TeKylleH U PII,
POMEXXYTOYHOH METOIUUECKHE
aTTeCTalluH, MaTepHUallbl B
odopmiicHHE pecypce
oTyerTa K JUCIUIUTHHBI HA
71a00paTOPHBIM educa.isu.ru
paboram

Tema 2.2. Bunsr u N3yuenune 12 mepens 3 Ompoc, OcHOBHas 1

KIIacCH(UKAIIS BO3MOKHBIX yaeOHO 1 3ammra JIOTIONTHUTEIIbHAS

HapyIIeHWH HHOOPMAIIMOHHON | HAyYHOM OT4eTa 0 JTepaTrypa B

0e30MmacHOCTH JUTEPATYPHI, 71a00paTOpPH | COOTBETCTBHH C
MOATOTOBKA K oi1 pabore paznenom 5
TEeKyIen U PII,
POMEXXYTOYHOM METOIUUECKHE
aTTeCTalluH, MaTepHUalibl B
odopmiicHHE pecypce
oTyeTa K JUCIUIUTHHBI HA
71a00paTOPHBIM educa.isu.ru
pabotam

Tema 2.3. ITonmTuka N3yuenune 14 menens 3 Ompoc, OcHOBHas 1

0e30MmacHOCTH y4eOHOU U 3aImuTa JIOTIOJTHUTEITbHAS
Hay4qHOU OT4eTa 0 JuTepaTypa B
JUTEPATypPHI, 71a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznenom 5
TeKyIen u PII,
MPOMEXYTOYHOH METOIUUECKHE
aTTeCTalluH, MaTepHUallbl B
odopmiicHIE pecypce
oTyeTa K JUCIUTUTHHEL HA
J1a00paTOPHBIM educa.isu.ru
paboram

Tema 2.4. be3onacHocTb N3yuenue 16 nenens 3 Omnpoc, OcHoOBHas U

OeCTIPOBOIHBIX CETEH y4aeOHOU 1 3aImuTa JOTIOJTHUTETbHAS
Hay4qHOU OT4YeTa 0 JuTepaTypa B
JUTEPATYPHI, 71a00paTOpPH | COOTBETCTBHUH C
MOATOTOBKA K oi1 pabore paznuenom 5
TeKylleH U PII,
POMEXXYTOYHOM METOIUUECKHE
aTTeCTalluH, MaTepHUalbl B
odopmiicHHE pecypce
oTyeTa K JUCIUIUTHHEL HA
71a00paTOPHBIM educa.isu.ru
paboram

OO01m1ast TPYA0EMKOCTh CAMOCTOSITEIBHOM paboTHI (Jac.) 27

W3 HUX ¢ HCIIOJ30BAHUEM JICKTPOHHOTO O0yUCHUS U
JIMCTAHIIMOHHBIX 00Pa30BaTEILHBIX TEXHOJIOTHH (Yac.)

4.3. Conep:xanue yueOHOro Mmarepuaja

PA3JIEJI 1. KPUIITOI' PA®GUYECKUE OCHOBBI THOOPMALIMOHHOM

BE3OITACHOCTH

TEMA 1.1. OcHoBHBI kpunTOrpadun
OO0me MpUHIUIBI M MOJIENH. 3allUTa OT HECAHKIIMOHUPOBAHHOTO ocTyma. [loHsaTHe KiTtoya.
[Iudposanune n konupoBanue. Kpunrocucremsl. [lludp Beprnama. Jlemma o Teopernuecku

croitkom mmudpe. [loTrokoBbie QL.




TEMA 1.2. brouynoe mmdpoBanue

[Tpunnun urtepupoBanus. [loHsaTre ceBaoCcTydaliHON (QDYHKIIMH U TICEBAOCTy4YaliHON
nepectanoBku. [lIudp DES. Onucanue ctpykrypsl. llnudp AES. Onucanue CTpyKTyphl 1
NpUHIUIIEI paboThl. [lepebopHbie aTaku Ha O6mounble UG PHL. [lepebopHbIe aTaku Ha OJIOYHBIC
mmpsl. [Ipodnema CrydaitHoe mmppoBanue. OgHopaszosoe mudposanue. Pexnum CBC.
Habuska 6moxoB. Pexxum CTR.

TEMA 1.3. I1ea10CTHOCTb COOOIICHUM

Konpr ayrentudukanuu coodmenuid. [Toctpoenne ko 10B ayTeHTH(UKAINH OOTBIITNX
coobmiennit. Konctpykuun CBC-MAC u NMAC. Xem-pynkunu. Konctpykuus Mepkia-
Hamrapaa mist moctpoerus xem-GyHknui. [lonarue nemoctHocTH mMUGp-TeKCTa. AyTEHTHYHOE
mudpoBanus Ha mpumepe nporokona TLS.

TEMA 1.4. lludposast moaAnuch

[Monsarue uudporoii noanucu. OCHOBHBIE TPUHIHIIBI U OTIMYUS OT pealbHOM MOIHCH.
AnroputMmsbl rudpooit moanucu. DSS. 'OCT. 3akon 06 DIII B Poccuu. Paznuunbie BUaBI
noanucu. Y rocroepsitommue eHTpsl. [lonstue kioua noanucu. MadpacTpyKTypa OTKPBITHIX
kmoueit (PKI).

PA3JIEJI 2. OPT AHU3AITMOHHBIE OCHOBBI THO®OPMAILIMOHHOM BE30ITACHOCTH
TEMA 2.1. HopMaTtuBHBIE OCHOBBI HH(POPMAIIMOHHON O€30MaCHOCTH

Hanpasnenus Ub. Mexanusmbl. UHCTpyMeHTapuil. MeToas! 3amuThl HHGpOpMauu. Buas
IPOTUBHUKOB U HapyuuTene nupopmMannoHHon 6e30macHoCcTH. MexX1yHapOAHbIE CTaHIapThI
uHpopmanroHHoro oomena. Kareropuu npas Ha napopmanuio. CayxeGHas, KoMMepUecKas u
rocynapcTBeHHas TaiiHbl. CBEICHUSI, HE COCTABIISIONINE KOMMEPUYECKYIO U FOCYIapCTBEHHYIO
Taiiny. 3akoH «O0 nHpopmaruu, HHPOPMALMOHHBIX TEXHOJOTHUAX U O 3aLIUTE HHPOPMALIUN.
3akoH «O nepcoHANBHBIX JaHHBIX». 3aKOH «O0 3JIEKTPOHHOM MOIMUCH.

TEMA 2.2. Busbl 1 kinaccu(uKanus BO3SMOXKHBIX HApYIICHUH HHPOPMALMOHHONW O€3011aCHOCTH
[Tonsitue yrpo3sl u ys3BuMocTtu. Knaccudukanuu yrpo3. Tpu Buma HapymeHni 0€301MacHOCTH.
Mepsl 110 TPOTUBOJACHCTBUIO yrpo3aM HapyIICHUsT KOHPUIECHIIMATBHOCTH, IIETIOCTHOCTH,
noctynHocTu. [locTpoenue Mojenu yrpo3 U METOJIMKH OLIeHKU puckoB. KauecTBeHHBIE 1
KOJINYECTBEHHBIEC METOJIMKU OLIEHKU pucKOB. Knaccudukanus KOMIbIOTEpHBIX BUPYCOB. Mepbl
1o UX NpoduiIakTrke. MeTo100rus 3aUThl HHOOPMALIMOHHBIX CHCTEM.

TEMA 2.3. IlonuTHnka 6€30MacHOCTH

Ilenwn u 3amaun opranu3anuu. Bzanmopeiicteue Mexay cyobektamu. [IpaBuna 6e30macHOCTH.
YpoBHH (hopMHPOBaHHS MOTUTUK O€30MTACHOCTH.

TEMA 2.4. be30nacHOCTh KOMITBIOTEPHBIX CETEU

BecnpoBoausbie cetn crangaptoB 8§02.11. OcobeHHOCTH 3aIUTHl HHPOPMAITUN B OECTIPOBOIHBIX
ceTsix. OCHOBHBIE YIPO3bl U YSI3BUMOCTH. PexnMbl PyHKIIMOHUPOBaHUS U MU (POBAHUS TAHHBIX
B OECIIPOBOTHBIX CETSIX.

4.3.1. IlepeyeHb CEMUHAPCKHUX, MPAKTUYECKUX 3aHATHI U J1a00PaTOPHBIX PadoT

Tema 3ausTHS Bcero uacos OueHOYHBIE Cpe/iCcTBa dopMupyemble
KOMIIETCHIIUU

Tema 1.1. OcHoBBI KpHnTOrpaduu 4 JIP «OcHOBBI VK-2, OIIK-2
Kpunrorpadun

Tema 1.2. braounoe mudpoBanne 4 JIP «bnouHoe VK-2, OIIK-2
muQppoBaHUE»

Tema 1.3. [{eq0CcTHOCTD COOOIIEHUIH 4 JIP «IIpoctoe VK-2, OIIK-2
XJIINPOBAHUE)

Tema 1.4. [ludposast moAnwch 4 JIP «®opmupoBanme YK-2, OITK-2, OIIK-
3JIEKTPOHHOM moanucu | 5
B VipNet»




Tema 2.1. HopMaTuBHBIE OCHOBBI JIP «M3y4enue VK-2, OIIK-2
MHPOPMAIMOHHOK 0€30MMaCHOCTH TOCyIapCTBEHHOM

CHCTEMBI 3aIIUThI

MHPOPMAITAN»
Tema 2.2. Bunsl 1 kimaccudpukanus JIP «Omnpenenenue VK-2, OIIK-2
BO3MOXHBIX HapyIIeHU HH)OPMAIMOHHOM (hakTopos,

0e30macHOCTH

BO3ACUCTBYIOLINX HA
undopmanuro», JIP
«MeToJ1 5KCIEPTHBIX
OLICHOK»

Tema 2.3. ITosmtrka 6e30nacHOCTH

JIP «AHamu3 MOJIMTHKHA
0E30IMaCHOCTH C
nomoIibsio MSAT»

VK-2, OIIK-2, OIIK-
5

Tema 2.4. be3onacHOCT KOMITIOTEPHBIX
ceTen

JIP «IIpoexTupoBaHue
CHCTEMBI 3aIIUTHI

VK-2, OIIK-2, OIIK-
5

MHGOPMALTAN»

4.3.2. [lepeyeHb TeM (BONPOCOB), BLIHOCHMBbIX HA CAMOCTOAITEJIbHOE N3y4YeHHe CTYyIeHTAMHU
B PaMKaX CaMOCTOSITeJIbHOI padoThI

Tema 3ananue dopmupyembie
KOMIIETCHIIUU
Tema 2.1 HopmaTuBHBIE OCHOBBI CocraB JOKyMEHTOB Ha 00BEKT VK-2, OIIK-2,

nH(popMaMOHHOI Oe301acHOCTH unpopmaruzaunu u MCKNU. Tpeboanus k OIIK-5

3alUTE CETEN CBSA3U OOLLETO MOJb30BAHUA.

Tema 2.2. Bugsl u kinaccudukanus
BO3MOJKHBIX HApYyIICHUA WHPOPMAITMOHHON
0€e301acHOCTH

Metoauka onpenenenus yrpo3 6ezomacHocta | YK-2, OITK-2

Tema 2.3. [TonmTrka 6€30MacHOCTH PexomeHIOBaHHBIE TIPUEMBI pa3paboTKH VK-2, OIIK-2
paBmJI THHOPMAITMOHHOK 06€301MacHOCTH

Tema 2.4. be3omacHOCTh KOMITBIOTEPHBIX HmxeHepHO-TeXHUIeCKas YKPETUICHHOCTD VK-2, OIIK-2,

ceTe 00BEKTA. OIIK-5

4.4. MeTonnueckue yKa3aHusl 110 OPraHU3AIUHA CAMOCTOSITEIbHOI padoThl CTYICHTOB

CamocrosiTenpHast paboTa CTYACHTOB BceX (JOPM U BHJIOB OOyUEHUS SBISETCS OJHUM H3
00s13aTeIbHBIX BHIOB 00pa30BaTEeIbHON JEATEILHOCTH, 00CCIICUMBAIOIICH PeaTU3aIHIo
TpeboBanuii denepanbHBIX TOCYIAPCTBEHHBIX CTaHAApPTOB BhICIIEro obpazoBanus. CormacHo
TpeOOBaHUSAM HOPMATHBHBIX JIOKYMEHTOB CaMOCTOSITEIIbHAS pab0Ta CTYICHTORB SBIISICTCS
00s13aTeNbHBIM KOMIIOHEHTOM 00pa30BaTEeNbLHOTO MPOIIeCcca, TaK KaK OHA 00eCTIeYnBaECT
3aKpEIJICHHUE MTOTy9aeMbIX Ha JICKIIMOHHBIX 3aHATHSAX 3HAHUH ITyTeM MPUOOPETCHUS HaBBIKOB
OCMBICJICHUS U PACIIUPEHUS UX COACPKAHISI, HABBIKOB PEIICHHS aKTYaTbHBIX MPOOIEM
dbopmupoBaHUs OOIIEKYIBTYPHBIX U TPOPECCHOHATBHBIX KOMIIETEHITUN, HAyYHO-
HCCJIEIOBATEILCKOM IeATEeIHbHOCTH, TIOJATOTOBKU K CEMHHApaM, TabOpaTOpHBIM padoTam, caadue
3a4eTOB M dK3aMeHOB. CaMoCTOsATeIbHAS padoTa CTYACHTOB IPEICTABISIET COO0H COBOKYITHOCTh
ayUTOPHBIX ¥ BHEAYAUTOPHBIX 3aHATHI U paboT. CamocTosATe pHas paboTa B paMKax
00pa30BaTEILHOTO MPOIiecca B By3¢e peliaeT CIASAYIONIUe 3a1a4u:

— 3aKpeIUICHUE U PacUINpeHne 3HAaHUHN, YMEHHH, MOJYICHHBIX CTyJ€HTaMHU BO BpEMS
ayJIMTOPHBIX ¥ BHEAYAUTOPHBIX 3aHATHH, TPEBPALICHUE HX B CTEPEOTHITHI YMCTBEHHOM 1
bu3HYECKOI 1eATeNHHOCTH;

— IPUOOPETEHHE TOTIOTHUTEIBHBIX 3HAHUH M HABBIKOB 110 JTUCIMILIMHAM Y4eOHOTO TUTaHa;
— ¢opMUpOBaHUE U PA3BUTHE 3HAHUI U HABBIKOB, CBS3aHHBIX C HAYYHO-HUCCIIEIOBATEIbCKON
JIEATENHHOCTRIO;

— pa3BUTHE OPHEHTAIIMU M YCTAHOBKHM HAa KAUECTBEHHOE OCBOCHUE 00pa30BaTebHOM
IPOTPaMMBI;




— pa3BUTHE HABBIKOB CAMOOPIaHU3ALIUY;

— (¢opMUPOBAHNE CAMOCTOSTEIbHOCTH MBIILIEHUS, CIIOCOOHOCTH K CaMOPa3BUTHIO,
CaMOCOBEPILIEHCTBOBAHUIO M CaMOpeaH3allHH;

— BBIPa0OTKA HaBBIKOB 3(P(HEKTUBHOMN CaMOCTOATEILHON PO EeCCHOHATTEHON TEOPETUYECKOH,
NPaKTUYECKON U yueOHO-HUCCIEI0BATENBCKOM e TETbHOCTH.

IMoaroroBka k Jekuuu. KayectBo 0CBOCHMS coAepKaHUA KOHKPETHOW TUCIUTIIIMHBI
IPSMO 3aBHCUT OT TOTO, HACKOJIBKO CTYJICHT caM, 0€3 BHEIIHET0 MPUHYKICHHUS HOpMUpPYET y
ce0st yCTaHOBKY Ha MOJy4YeHHUE Ha JIEKIUAX HOBBIX 3HAHUHU, TOMOJHSIONUIMX YK€ UMEIOIIHECs 110
JAHHOM TucUMIUIMHE. Bpems Ha MOATOTOBKY CTYIEHTOB K JIBYXYaCOBOH JIEKIIUH 110 HOpMaTHBaM
coctapiseT He meHee (0,2 gaca.

IToaroroBka K MpakTHYeCKOMY 3aHATHIO. [[0Ar0TOBKA K MPAaKTUYECKOMY 3aHITHIO
BKJIIOUYAET CIEAYIOLIUE 3JIEMEHTHI CAMOCTOSITENIbHOM 1eATEeIbHOCTHU: YETKOE MPEICTaBICHNE
IIeJIU M 3a]1a4 €r0 NMPOBEJICHUS; BbI/IEJICHNE HABBIKOB YMCTBEHHOW, aHAJTUTUYECKOM, HAyYHON
NeSTEIbHOCTH, KOTOPBIE CTAaHYT PEe3yJIbTaTOM MpecTosel paboThl. BeipaboTka HaBBIKOB
OCYILECTBIISICTCS C IOMOILBIO MOJYYEeHUsI HOBOH HH(OopMaIiy 00 N3ydaeMbIX MpoIeccax U ¢
MOMOIUIbIO 3HAHUS O TOM, B KAKOM CTENEHU B IaHHOE BpeMS CTYIECHT BIIaJie€T METOIaMU
UCCIIEIOBATEIbCKON AEATEIbHOCTH, KOTOPBIMU OH CTaHET MOJIb30BaThCs HA MPAKTUYECKOM
3aHaTUd. [loaroToBKa K MPakTUUYECKOMY 3aHATHIO HEpeaKo TpebyeT nmoadopa MaTepuara,
JTAHHBIX U CIICIMAJIbHBIX HCTOYHHUKOB, C KOTOPBIMH MPEICTOUT yueOHas pabora. CTyAeHTHI
JOJIKHBI IOMa TOJTOTOBUTH K 3aHATHIO 3—4 npumepa GOpMyJIHPOBKU TEMbI UCCIIEIOBAHUS,
IPECTaBICHHOTO B MOHOTpa(usIX, HAYUYHBIX CTAaThsIX, OTYETaX. 3aTEM OHH CAMOCTOSATEIBHO
OCYIIECTBIISIIOT MMOMCK COOTBETCTBYIOIIUX UCTOYHUKOB, OMPEIEIAIOT aKTYalbHOCTh
KOHKPETHOT'O UCCIIEIOBAaHMSI ITPOLIECCOB U SIBJICHUM, BBIZICTISIOT OCHOBHBIE CLIOCOOBI
JTI0Ka3aTeNNbCTBAa aBTOPAMU HAyYHBIX pa0OT LIEHHOCTH TOTO, YeM OHU 3aHUMaroTcs. B xoze
CaMoro MPaKTHYECKOTO 3aHATHUS CTYIEHTHI CHayasla MPeICTaBIAI0T HallIeHHbIE UMU BapUaHThI
(bOopMyITUPOBKH aKTyaJIbHOCTU UCCIIEOBaHMS, 00CYKIal0T UX U 0OOCHOBBIBAIOT CBOE MHEHHUE O
HaWIy4llleM BapuaHTe. BpeMs Ha MOArOoTOBKY K MPAKTUYECKOMY 3aHSATHIO IO HOPMAaTHBaM
coctapiseT He meHee (0,2 gaca.

IToaroroBka Kk ceMHHApCKOMY 3aHATUHIO. CaMOCTOSITEIbHAS OTOTOBKA K CEMUHAPY
HaIpaBJieHa: Ha pa3BUTHE CIOCOOHOCTHU K UTEHUIO HayYHOH U MHOM JTUTEpaTyphl; HAa MMOUCK
JIOTIOJTHUTEIBHON HH(OpMAINK, TO3BOJISIONMIEH TTy0ke pa3o0paTbcsi B HEKOTOPBIX BOIIPOCax; Ha
BBIJICJICHHE MTPU pabOTe C pa3HBIMU UCTOYHHKAMHU HEOOX0AMMON HH(POpMaIuu, KOTopast
TpeOyeTcst Ui MOTHOTO OTBETAa Ha BONPOCHI TUIaHA CEMUHAPCKOTO 3aHATHUS; Ha BEIPAOOTKY
YMEHHMsI IPAaBUJIHHO BHIMHUCHIBATh BHICKA3bIBAaHUS aBTOPOB U3 UMEIOIINXCS HCTOYHUKOB
uHpopManuu, opopMIIATh X MO OubmorpadhuyeckuM HoOpMaM; Ha pa3BUTHE YMEHUS
OCYIIECTBIISITh aHAJIN3 BHIOPAHHBIX HCTOYHUKOB MH(POPMAIUH; Ha MOATOTOBKY COOCTBEHHOTO
BBICTYIIJICHUS IO 00CYX/1aeMbIM BOIIpocaM; Ha ((OPMUPOBAHHE HABBIKA ONEPATHBHOTO
pearupoBaHus Ha pa3Hble MHEHUS, KOTOPbIE MOT'YT BO3HUKATh MIPH 0OCYKIEHUU TEX WIIM UHBIX
Hay4HbIX IpoOieM. BpeMs Ha MOATrOTOBKY K CEMUHApY 10 HOPMATHUBAM COCTABIISICT HE MEHEE
0,2 gaca.

IMoaroroBka K KOJI0KBUYMY. KOIIIOKBHYM ITpeacTaBisieT cO00M KOIIIEKTUBHOE
oOcyxJeHue pazjiena JUCIUIUIMHBI HA OCHOBE CaMOCTOSITENIbHOTO U3yYEHUS 3TOT0 pasjena
cryaentamu. [loaroToBka Kk JaHHOMY BUY YU€OHBIX 3aHATHI OCYIIECTBIISIETCS B CISIYIOIIEM
nopsake. [IpernoaaBarens 1aeT CUCOK BOIIPOCOB, OTBETHI HA KOTOPBIE CIEYET MOJIYUYUTh IPU
U3YyYEHHUH ONPEIETICHHOTO MEePEYHs HayYHBIX UCTOYHUKOB. CTyJ€HTaM BO BHEAYJIHUTOPHOE
BpeMsi HEOOXOAMMO IPOYUTAThH CHEIHANIbHYIO JINTEPATYPY, BHIIHUCATh U3 HEE OTBETHI Ha
BOIIPOCHI, KOTOPbIE OYIYyT 00CYXIAaThCsI HAa KOJUIOKBUYME, MBICIIEHHO C()OPMYIIHPOBATH CBOE
MHEHHE 110 Ka)XXJ0MY U3 BOIIPOCOB, KOTOPOE OHU BBICKAXXYT Ha 3aHATHH. Bpems Ha MOATOTOBKY K
KOJUIOKBUYMY 110 HOPMaTHBaM cocTaBiisieT He MeHee (0,2 Jaca.

IoaroroBka K KOHTPOJILHOI padoTe. KonTponpHas paboTa Ha3HAYaETCs MOCIE
U3y4EHHsI ONPEACTICHHOTO pa3zena (pa3/ienoB) TUCIHUILIMHBI U IPECTaBIseT COO0H
COBOKYITHOCTb Pa3BEPHYTHIX MMCbMEHHBIX OTBETOB CTYACHTOB Ha BOIPOCHI, KOTOPHIE OHU



3apaHee MoIyvaroT OT npenoaaBarens. CaMocTosTeNIbHAs TOATOTOBKA K KOHTPOJIBHOU paboTe
BKJIIOYAET B ce0s: — M3YyUYECHHE KOHCIEKTOB JIEKIIUH, PACKPBIBAIOLINX MaTepua, 3HaHHe
KOTOPOTO MPOBEPSAETCS KOHTPOIBHON paboTOoi; MTOBTOpEHUE yUeOHOTO MaTepuana, MoJy4IeHHOTO
IIPU MOATOTOBKE K CEMUHAPCKUM, MMPAKTUYECKUM 3aHATUSAM U BO BpeMs UX MTPOBEJICHUS;
W3YYCHHUE JOTMOIHUTEIHHON JIUTEPATYPhI, B KOTOPOH KOHKPETH3UPYETCS COACPKAHKE
MIPOBEPSEMBIX 3HAHUI; COCTaBJICHHUE B MBICIIEHHOM (pOpME OTBETOB Ha MTOCTABIICHHBIE B
KOHTPOJIBHON paboTe BOMPOCHL; (GOPMHUPOBAHKE IICUXOJOTUIECKON YCTAHOBKH Ha YCIICIITHOE
BBITMIOJIHEHHE BCceX 3afjaHuil. Bpemsi Ha MOATOTOBKY K KOHTPOJIBHOU paboTe 1o HopMaTHuBam
COCTaBJISIET 2 yaca.

IMoaroroBka k 3a4ery. CamocTOSTEIbHAS OArOTOBKA K 3a4YETYy J0JKHA
OCYIIIECTBIISITHCS B TEUCHUE BCEro cemecTpa. [[oAroToBKa BKIIOYAET CISAYIOUTNE IEHCTBUS:
NepeyuTaTh BCE JIEKIUH, a TAK)KE MaTepUallbl, KOTOPbIE TOTOBUIIUCH K CEMUHAPCKUM U
MPAKTUYECKUM 3aHATHIM B TEUCHHE CEMECTPa, COOTHECTH 3Ty HH(DOPMAIIHIO ¢ BOIIPOCAMH,
KOTOpBIE JJaHbl K 3a4eTy, €ClId HH(OPMAaLUK HEAOCTATOYHO, OTBETHI HAXOAT B IPEIIOKEHHON
npernoaaBareneM InTeparype. PekomenayeTcs nenaTh KpaTkue 3amucu. Bpems Ha MOATOTOBKY K
3a4eTy 10 HOPMAaTHUBaM COCTAaBIIIET HE MEeHee 4 4acoB.

IMoaroroBka Kk 3k3amMeny. CaMoCTOSTENbHAS TOATOTOBKA K SK3aMEHY CXO0XKa C
MOATOTOBKOM K 3a4eTy, 0COOCHHO ecnu oH nuddeperiupoBanabii. Ho 00bemM yue6HOTO
MaTepuana, KOTOPbI Hy)KHO BOCCTAHOBUTH B IIAMSITH K 9K3aMEHY, BHOBb OCMBICIIUTh U TIOHSATb,
3HAYUTENbHO OO0JIbIIIE, TOATOMY TpeOyeTcs 00JbIle BPEMEHU U YMCTBEHHBIX ycuiuil. Baxxno
c(hOopMHUPOBATH LIETOCTHOE MPEICTABICHHIE O COACPKAHUU OTBETA Ha KaXK/IbIi BOIIPOC, UTO
IpeJoiaraeT 3HaHUE Pa3HbIX HAYYHBIX TPAKTOBOK CYIIIHOCTH TOTO MJIM MHOTO SIBICHUS,
mpolecca, yMEHHe pacKpbIBaTh (DaKTOPHI, OMPEACTSIONINE UX TPOTHBOPEYUBOCTh, 3HAHUE HMEH
YYEHBIX, H3Y4aBIINX 00Cyx aaemMyro mpooiemy. HeooxoauMo Takyke mpuBecTH HH(OPMAITUIO O
MaTepuaniax YMIUPUUECKUX UCCIECIOBAHUN, UTO YKA3hIBAET HA BCECTOPOHHIOIO MTOATOTOBKY
CTYJEHTa K 3K3aMeHy. BpeMms Ha MOATroTOBKY K 9K3aMEHY [0 HOPMAaTHBaM COCTaBIIseT 36 4acoB
JUTsE 0aKaIaBpoOB.

B ®BI'OY BO «MI'Y» opranuzamus caMOCTOATEIbHON PaboThl CTYJACHTOB
pernamenTupyercs [TonoxeHrneM o caMOCTOSITENFHON paboTe CTYACHTOB, MPUHATHIM Y Y€HBIM
cosetom UI'Y 22 nrons 2012 r.

5. VYEBHO-METOJIAYECKOE 1 HTH®OPMALIMOHHOE OBECITEYEHUE
T CHATIIAHBI

a) OCHOBHas JIUTepaTypa:

1. Beegenue B kpunrorpaduto / pea. B. B. Amenko. — M.: U3a-so MITHMO, 2012. —
347 c. — ISBN: 978-5-4439-0026-1 (26 3k3.)

2. Psaben JI.B. 3agaunuk-nipakTuky™m 1o kpunrorpadun: yued. mocooue / JI.B. Psberm. —
Upkyrck : U3a-Bo BocT-CuoO. roc. akaa. obpas., 2013. —76 c. —

ISBN: 978-5-85827-864-1 (30 2k3.)

3. lanbrun B.®. 3amuTa komnbroTepHOi HHPOpMauu. D eKTUBHbIE METOIBI U
cpencta / B.®. lllanerun. — M.: JIMK-IIpecc. — 2010. — 542 c. —

ISBN: 978-5-94074-518-1 (25 3k3.)

4. Kemnepos A. C., Koponbskos 0. JI. OcHoBBI nH(DOpMAITMOHHOM 0€3011aCHOCTH : yueO.
nocobue. — Upkyrcek: Uzn-so UI'Y, 2013. - 113 c. . —

ISBN: 978-5-9624-0791-3 (30 7k3.)

0) TOTOJIHUTETbHAS JTUTEPATYpa:

5. 'epman O.H. TeopeTnko-uncaoBbie METOBI B KpunTOrpaduu: yI9eOHUK IS CTYI.



yupexaenuit Beicul. npod. oopazosanus / O.H. 'epman. — M.: Axkagemus. —2012. —

257 c. — ISBN: 978-5-7695-6786-5. Pexxum noctyma: U3 «bubimorex». — Heorpanuy.
JOCTYII.

6. Konees U. P. Mudopmanronnast 6€301mMacHOCTb MpeANpUsITHS: HayuyHoe u3nanue / U. P.
Komnees, A. B. bensieB. — CI16.: BXB-Ilerepoypr, 2003. — 733 ¢. — ISBN 5-94157-280-8

(99 7x3).

7. babam A.B. Uadopmarimonnast 6e3onacHoCTh. JJabopatopHblit mpakTHKyM: yuel. mocobue /
A. B. ba6amr. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8

(50 2K3.).

8. Cmaprt H. Kpunirorpadus: yue6Hoe nmocodbue / H. Cmapt — M.: Texnocdepa, 2005. —

525 c. — ISBN 5-94836-043-1 (5 7k3.)

9. Heuaes, B.W. DnemeHThI KpunTorpadguu: OCHOBBI TEOPUHU 3aIIUTHI HH(DOPMAITUH:
VYue6.mocobue st yH-TOB U nief.By308 / B.M. Hewaes. — M.: Boicu. mik., 1999. — 109 c.
—ISBN 5060036448 (17 7k3.).

10. Ymopa A. JI. CoBpemeHHas npukiaanHas kpunrorpadus: yued.mocodue / A.JI. Umopa —
M.: T'ennoc APB, 2001. — 244 c. — ISBN 5854380374 (513k3.)

11. 'myxoB M.M. BBezneHue B TeOpETHKO-YHUCIOBBIE MeTOABI Kpunitorpadpuu / M.M. I'nyxos,
N.A. Kpyrnos, A.b. ITuukyp, A.B. Uepemymikun. — CII06.: Jlans. —2011. — 400 c. —

ISBN: 978-5-8114-1116-0. Pexxum noctyna: 9bC «Jlanb». — Heorpanuu. gocrym.

B) 0a3bl JaHHBIX, HH(POPMAITMOHHO-CIIPABOYHBIE M IOMCKOBBIE CUCTEMBI:

1. Hexommepueckast Untepuet-Bepcus «Koncynsrant [Tmroc» www.consultant.ru
2. bank mannbix yrpo3 Ub bdu.fstec.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
6.1. YueOHo-12a00paTopHOE 000pya0BaHUE

OTOT PA3JIEJI HE 3AIIOJIHATDH

6.2. [IporpamMmmHoOe obecniedeHue

1. Java

2. Visual C++

3. Lasarus

4. Python

5. VipNet
6. LibreOffice

7. OHEHOYHBIE MATEPHAJIBI V151 TEKYIIEI'O KOHTPOJIA X
IMPOMEXYTOYHOU ATTECTALIUU

7.1. OnleHOYHBIE CPEACTBA TEKYLIEr0o KOHTPOJISI

Bun xonTpons KonTtpomupyemsie TeMbI KonTponupyemsie
KOMIIETCHIIUU

3amuTa oT4eTa 0 JabopaTOpPHOU 1.1-24 VK-2, OIIK-2, OIIK-5

pabore

IIpuMepbI OLEHOYHBIX CPEICTB TEKYIEro KOHTPOJIs

KonTpoJsbHbie Bonpocs! k adopatopHoii padore «Co3nanne J1I B ViPNet»




1.Yro saBnsieTca eqMHUIEN pa3rpaHUYeHMs] JOCTyNa B 3aIUILEHHON ceTH?
2.3a4eM HYKHbBI CIIUCKHU PACCHUIKU KOTIHI?

3.Yto nyxHo cnenats B LIYC, 4ro6sl 3aH0BO Hauath reHeparuio DST ¢aitnos?
4.Y10 noJKeH caenaTh aAMUHUCTPATOp MPU CMEHE MacTep-Kitoya?

5.Yto conepxurcs B DST c¢aitne?

6.I'1e 3agarorcs moTHOMOYHS (TIpaBa IOCTYIIA MOJIL30BaTeNs)?

7. 171 KaKko# IpOrpaMMBbl 331at0TCsI TIOJTHOMOYUS?

8.Uto mpoucxoaut npu HaxxaTuu KHONKH «CpopMupoBaTh Bce cripaBOYHUKN» B «[[YC»?
9.UTo0 Takoe cereBoi y3en?

10.Yto Ttakoe I'1aBHbIE aOOHEHTHI?

11.I'ne xpanurcs MacTep-Kitou?

12.YT10 HaxOoOuTCS Ha KJIIOUEBOU JUCKETE?

13./151 9ero Ciy>KuT KJI0ueBoi Habop?

7.2. OneHo4HbIe CPeACTBA IS IPOMEKYTOYHOM aTTecTaluu
CnucoK BONPOCOB /ISl IPOMEKYTOYHOM aTTeCTALMM:

1. IToyemMy KOMIBIOTEPHBIE BUPYCHI IPUUHUCISIIOT K 0COO0OMY KJIacCy pa3pyLIaronux
MPOTPAMMHBIX BO3JI€UCTBUIA. PackpoliTe OCHOBHBIE KaHAJIBI PACIIPOCTPAHEHUS
KOMIIBIOTEPHBIX BUPYCOB U IPYIUX BPEIOHOCHBIX IIPOrPaMM.

2. Ha xakue rpynnsl NoApa3faeisitoTCss METOIbI M CPEACTBA HEUTPAIU3ALIMK YTPO3
UH(POPMALIMOHHOM 0€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX, IPEICTaBbTE
KJIaCCU(PUKAIIMIO METOJIOB U CPENCTB OOPHOBI C KOMITBIOTEPHBIMU BHpycamMu. B uem
3aKIIIOYAar0TCA METOAbI UCITOJIb30BAHUA PC3UICHTHBIX CTOpO)KGI\/'I " anImapaTHo-
POrPaMMHOM 3aIIUThI OT BUPYCOB.

3. JlaiiTe onpeneneHNne OCHOBHBIM IOHSTHSM IIpOLIEcca pa3rpaHUUEHUs JOCTYIIA K
o6bekTam onepannoHHON cucTeMbl (OC): «0OBEKT TOCTYIaY; «METO TOCTYIIa;
«CYOBEKT OCTyTaY; «IIpaBo A0CTymay. [IpuBeanTe mpaBmiia MaHAATHOTO
(TTOTHOMOYHOTO) pa3rpaHUYCHUS TOCTYIIA U TTOSICHUTE UX.

4. lpuBeauTte KiIacCUPUKAIUIO KPUTITOTPAPUIECCKIX AITOPUTMOB M OXAPAKTEPUIYUTE UX.
Packpotite cMbict pyHKITMOHUPOBaHUS cXeMbl ImudpoBanus B anroputme DES.
OcCHOBHBIE PEeXKHUMBI pabOTHI OJI0OYHOTO CUMMETPUYHOTO aJITOPUTMA.

5. Ilepeuncnure U MOSCHUTE BO3MOXKHBIE TUIIBI CETEBBIX aTaK HAa KOMITbIOTEPHBIE
(uH(pOpPMAITMOHHBIE) CUCTEMBI, KaKHE CYIIECTBYIOT TEXHOJIOTUH TOCTPOCHUS CUCTEM
0OHapy>XCHHS aTak.

6. IlepeuncinTe 3alUTHBIE MEXAHU3MBI, pEAIN3YEMbIE TPOrPAMMHO-ANNAPATHBIMU
KOMILJIEKCaMH (CpeJICTBAMH ) 3aIIUTHl HH(OPMAITUU B KOMITBIOTEPHBIX cucTemMax (II19BM).
JlaiiTe onpeesieHre MOHATHIO - «CYOBEKT JOCTYIay, KAaKUe MPOLEAYPhl PeaTu3yIOTCs
pu ero oOpaiieHnu K KOMIbIOTEPHON CUCTEME.

7. Ilepeuncnute aTpuOyTUBHBIC UACHTH(PHUKATOPDI, UCTIOIb3yeMbIe IS UACHTU(UKAUU
cyowrekTa noctyna B KC, u kopoTko gaiite um onpenenenue. [lepeunciaure
PCKOMCHAAIHA AJId OpTraHu3alun HapOHBHOﬁ 3alllUTHI.

8. Kakumu criocobamu O10KHpyeTcs yrpo3a HECAHKIIMOHUPOBAHHOTO KOTIMPOBAHUS
uHpopmanuu [I19BM, B ueM OHHU 3aKITIOYAIOTCS, PACKPOITE UX COJIEpKAHUE.

9. Kak ocymiecTBisiemMcs ynpaBiieHHe KpUITOKIIOYaMU, TPEOOBaHUs K paclpeeseHUI0
KJIFOYEH, METOBI PACIIPEIEICHUs KIIFOYEH, IIOSCHUTE CXEMY OTKPBITOIO PacClpecIICHUs
kmouet {uddu-Xenmmana

10. PackpoiiTe mporenypbl alrOpuTMOB MUGPOBON MOAMUCH HAa OCHOBE OTEYECTBEHHBIX
cranaaptoB ['OCT P 34.10.
11. OcHoBHBIE TOAX01bI K 3amuTe JaHHbIX OT HC/I: kakue neicTBus BBIMOIHSIOTCS PU



OpraHmu3aiyu n1ocryna k obopynosanuto u [10 kommbroTepHbix cuctem ([I9BM); onenka
3¢ pekTUBHOCTH HapalIMBaHUs CPEACTB KOHTPOJIS IOCTYIA IO KPUBOM pocTa
OTHOCHUTEIILHOTO YPOBHS oOecriedeHus 0€30MacHOCTH KOMIBIOTepHBIX cucteM ([I9BM).
12. TTpuBeauTe KaaccuGUKAIIO KPUITOrPahUISCKUX AITOPUTMOB U OXapaKTEPU3YUTE UX.
Packpoiite cMbica pyHKIIMOHUpOBaHUS cxeMbl mudpoBanus B anropurme ['OCT 28147-89.
OcHoBHBIE peXUMBI PaOOTHI OJIOYHOTO CUMMETPUYHOTO aITOPUTMA.

13. Kakue ocHOBHBIE (DYHKIIMH BBITIOTHSET MOACHCTEMA 3aIUTHI ONEPAIIMOHHBIX CUCTEM
(OC), maiiTe KOPOTKO UM ompeecHre. B uem 3akirrouaercs mporeaypa ayaura
npuMmenutenbHo K OC, yeM oHa 00ycloBlieHa, KAKUM TPeOOBaHUSM OHA JO0JKHA
YAOBJIETBOPATH?

14. Tlepeuncnute 6a30BbIE TEXHOJIOTUH (MEXaHU3MBbI) O€30MTACHOCTH HH(POPMAIINH B
KOMIIBIOTEPHBIX cucTeMax. Jlaiite onpenenenue nporeccam ACHTHPUKALUY,
ayTeHTU(UKAIMK U aBTOPU3ALNU I obecriedeHust 3amuThl nHpopmammu. [Ipusenure u
pacKpoiiTe THUIBI IPOLECCOB ayTEeHTU(PHUKAIINH, KAKUE aTaKu MPOBOJIATCS Ha MPOTOKOJIbBI
ayTeHTU(UKAIWA U KaKHEe MEXaHU3MBbI IPUMEHSIOTCS ISl IX OTPAKCHHUS.

15. JlaiiTe onpeesieHne U MOSICHUTE TEXHOJOTHH ITOCTPOCHHS CUCTEM OOHAPYKEHUS
CETEBBIX BTOPKCHHI U BBISIBIICHUS MPU3HAKOB aTaK Ha HHPOPMAIIIOHHBIE CHCTEMBI.

16. Ilepedncnure U pacKkpouTe crmocoosl cTporoit ayrentudukanuu. [Tosicaure Ha
CTPYKTYPHOMH cXxeMe IpUMEHEHHE OJHOCTOPOHHEH X31I-(PYHKIIUHN K COOOIIECHHIO,
JOTIOJTHEHHOMY CEKPETHBIM KITFOUOM.

17. TlosicHuTe Ha CTPYKTYPHBIX CXeMaX MPOCTYI0 ayTCHTH(PHUKAIUIO MOJIb30BaTENsI PECYPCOB
KOMIIBIOTEPHON CUCTEMBI C HCIIOJIb30BAaHUEM MapOoJs U ayTeHTU(PHUKAIMIO, OCHOBAaHHYIO Ha
UCIIOJIb30BAaHUHU OJTHOCTOPOHHEH XAMI-QYHKIIUU JJIsi IPOBEPKHU TapOIIS.

18. [laliTe onpeneneHre OCHOBHBIM MOHSATHSIM MPOIIECCa pa3rpaHUUCHUS JOCTyMa K
o0BekTaM omneparnoHHoi cucteMbl (OC): «0OBEKT OCTYIAY; «METO TOCTYIIay;

«CYOBEKT JOCTyNay; «IpaBo aAocTymnay. [IpuBeaure npaBuia n30upaTeabsHOTO
pasrpaHuYeHus JOCTya U MOSICHUTE UX pean3alrio Ha MPUMEpPEe MaTPUIIbI JOCTYIIA,
naiiTe onpeneneHre NOHITUIM: IOMEH JOCTYIa; CIIUCOK MpaB JIOCTYyIa.

19. B ueM 3akirouaeTcs 3agada UACHTA(DUKAINY [T0JIb30BATENs, TalTE ONpEIeICHIE
MOHSTHIO MPOTOKOJIA WACHTHPUKAMHU. B uem 3akitouaeTcs JoKanbHas U y1ajieHHast
UICHTUUKALNS, YTO TaKOe UACHTUUIMpYomas HHpopMarus.

20. [lepeuncnure U pacKpouTe crmocoOsl cTporoit ayrentudukanuu. [losicaure Ha
CTPYKTYpPHOU cXxeMe MpUMEHEHUE sl ayTeHTU(PUKAIMN OTHOCTOPOHHEH XA NI-QDYHKIIUU C
apaMeTpOM-KIIIOYOM.

21. Kakumu cniocobamu GJI0KUpyeTcst yrpo3a HECAaHKIIMOHUPOBAHHOT'O KOTIUPOBAHUS
uHpopmaruu [19BM, B 4emM OHM 3aKITIOUAIOTCS, PACKPOUTE UX COJIEPIKAHHE.

22. Kakue cyniecTByIOT KPUIITOCUCTEMBI ITH(PPOBAHUS, PACKPONTE UX CMBICIT

(G YHKIIMOHUPOBAHUS.

23. IlpuBenute K1accuuUKaAINO KPUITOrPpaQUIECKUX aNTOPUTMOB U OXapaKTEPUYHITE UX.
Packpoiite npouenypy xamupoBanus o anroputmy 'OCT P 34.11.

24. TlpuBenute K1accuPUKAINIO KPUITOTPaQUIECKUX aNTOPUTMOB U OXapaKTEPUIYITE UX.
25. B ueM 3akmrouaeTcs OMoMeTpuueckasi ayreHTU(PUKaIHs MOJIb30BaTeNiel, Kakue y Hee
JIOCTOMHCTBA U HEJOCTATKHU.

26. B ueM 3akiroyaeTcst mpolenypa NpocToi ayTeHTU(OUKAIINN, KAKUMHU CITOcO0aMu OHa
IIPOU3BOJUTCS, TOSICHUTE CXEMATUUHO €€ PEATU3aLUI0 C UCII0JIb30BaHUEM apOJIs.

27. PackpoiiTe OCHOBHBIE MPOIIEAYPHI (POPMUPOBAHUS IICKTPOHHON 1TU(PPOBOI MOANUCH U
(GYHKIUU X3IIUPOBAHUSL.

28. [IpuBenuTe knaccuuKkanuio KpUNTOrpadhuIECKUX aIrOPUTMOB M OXAPAKTEPUIYHTE UX.
Packpoiite anroputm mudposanus RSA.

29. [lepeuncnure METOABI MPOTHUBOACUCTBUS AU3aCCEMOIUPOBAHUIO TTporpamm it OBM,
0XapaKTepU3yuTe ux.



30. IlepeuncauTe METOIBI OIPaHUYEHMS 1OCTyIa K KOMIIOHEHTaM DBM, kakue NpuMeHsI0T
CpEICTBA JIJIsl OTpaHUYEHHUSI 10CTYIa K KoMIoHeHTaM DBM.
31. PackpoiiTe OCHOBHBIE METO/IbI ayTEHTU(PHUKAIMH, UCTIONb3YIommue napoiau u PIN-kozab1.

[IpumMepbl OLIEHOYHBIX CPEICTB 1JIA MIPOMEKYTOYHOH aTTeCTAIlUM:

[Ipumepsl 3aaaHni SK3aMEHALIMOHHOTO TECTA:

Nel

[TonuTuka 6€30MacHOCTH - 3TO

a) IOKYMEHT BEPXHET0 YPOBH:I, LIEJIb KOTOPOT0 00ecIeueHue PeIeHHs BOIIPOCOB
MH(OPMaLMOHHON 0€30MaCHOCTH U BOBJIEYEHHE BBICIIETO PYKOBOJCTBA OPTaHU3AIMY B JaHHBIN
npoiiecc

0) COBOKYITHOCThH JOKYMEHTOB, PETVIAMEHTHPYIONTUX TPAaBUIa 00paIeHus ¢ KOHPUACHITHATBHON
uHopMalrei B 3aBUCUMOCTH OT (a3bl ee 00pabOTKH U KaTeropuu KOH(UACHIUAIBHOCTH

B) COBOKYITHOCTb METOJIOB U CPEACTB, 00BEAMHEHHBIX €TUHBIM IEJIEBbIM HA3HAYCHUEM U
o0ecreynBarOImuX He00X0AUMYIO 3((HEKTUBHOCTD 3AIIUTHI HHPOPMALIUU TPEATIPUITUS

No2

Ha dbenepanbHOM ypoBHE MPHOPUTETHI 0OecTICUeHHs] HHPOPMAITMOHHONW 0€30MacHOCTH
OTIpeNeNAI0TCS

a) JloxkrpuHo# nHpopmarmoHHoi 6e3onacHoctu PO

0) ®enepanbHBIMUA 3aKOHAMH

B) [Tonmutukoii 6e30macHoCTH

Ne3

dakTop, BO3ACUCTBYIONTNI Ha HHPOPMALHUIO - 3TO...

a) sIBJICHHE, JIeHICTBHE WM IIPOLIECC, PE3YIbTATOM KOTOPBIX MOTYT ObITh YT€UKa, HCKaKEHHE,
YHUYTOXCHHUE 3aIIUIIaeMoil nHpopmanuu, OJ0KHpOBaHUE JOCTYIA K HEH

0) COBOKYITHOCTh YCIIOBUM U (PAKTOPOB, CO3/IAIOIINX MOTCHIIMAIBHYIO WA PEATBHO
CYIIECTBYIOIIYIO OIACHOCTb, CBSI3aHHYIO C YTEUKOI MH(pOpMAIK U/WIN
HECAaHKIIMOHMPOBAHHBIMU M/WJIU HENIPEJHAMEPEHHBIMU BO3CHCTBUSMU Ha HEe

B) CYOBEKT, CIIy4allHO WJIM MTPEeTHAMEPEHHO COBEPIIMBIINI IeHiCTBUE, CIEICTBHEM KOTOPOTO
ABJISICTCA BO3SHUKHOBEHUE W/WUJIH peau3alyisl yrpo3 HapyleHus 6€30MacHOCTH HH(OpMaIH

Neq

O0s3aTenbHBIME K HCIIOIB30BAHUIO IIPU OLIEHKE YTpo3 0e30macHoCcTH HH(pOopMaIu,
o0pabaTsiBacMOil B MTH()OPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JaHHBIX M TOCYAapPCTBEHHBIX
UH(POPMALIMOHHBIX SBJISIIOTCS CBEICHUS H3:

a) banka nanneIx yrpo3 undopmanmonHoi 6ezonacnoctu ®CTOK Poccun
0) 'ocynapctBeHHOTO cTaHAapTa «@aKTOPHI, BO3ICHCTBYIONMINE Ha HHPOPMAITHIOY
B) Kaspersky Threat Landscape

No5
Ecin momHOMOYMS CyObeKTa MPEICTABIISIOTCS CITUCKOM PECYPCOB, TOCTYITHBIX TMOJIH30BATEIO, U
MpaBaMH 10 JTOCTYIY K KQXKIOMY PECypCy U3 CITUCKa, TO TAKOW METO/ Ha3bIBAETCH...

a) TUCKPELIMOHHBIM
0) MaHIaTHBIM
B) pPOJIEBBIM



Ne6

Yrpo3y nepexpara JaHHBIX MOYXKHO OTHECTH K YTPO3aM...
a) KOH(pUICHITUATBHOCTH

0) LIETTOCTHOCTH

B) JOCTYITHOCTH

Ne7

Moxno nu o6ecrieunts 100% 3amuTy oT Bcex BUIOB yIiepoa?

a) HEeT, U LETI0 32Tl THHOPMAIIUU CTAHOBUTCS YMEHBIIICHHE pa3MepoB yiepoa 10
JOMTYCTUMBIX 3HAYCHH.

0) 1a, HO clleNnaTh 3TO HEBO3MOYKHO HIKOHOMHUYECKH 11€7€CO00pa3HbIM CIOCOO0M

B) MHOT/Ia, KOTJ]a CTOMMOCTD 3allIATHBIX CPEJICTB M MEPOTIPUSATHI HE TIPEBBIIIACT pa3Mep
OKHJaeMoro yiepoa

No8

JINCKpEIMOHHOE YIIPaBIECHUE JIOCTYIIOM - 3TO...

a) pa3rpaHUYeHUE JOCTyIa MEX/y TOMMEHOBAHHBIMU CYObEKTaMU M MOMMEHOBAHHBIMU
00BEKTaMU

0) pa3rpaHudeHHE JOCTyNa CyOBEKTOB K 00bEKTaM, OCHOBAHHOE Ha XapaKTEePU3yeMO METKOM
KOH(pHICHIIMAIBHOCTH WH(OpMAIU, CoiepKaIieics B 00beKTax, U JOIMycKa CyObEKTOB K
UH(POPMALIUU COOTBETCTBYIOIIETO YPOBHS KOH(HUACHIINATEHOCTH

B) OpraHU3aIys MpaB J0CTyNa CyObEKTOB K 00BEKTaM CTPYIITUPOBAHHBIX C YUETOM CIielu(puKH
nux HpI/IMeHeHI/IH

Ne9

Merto 3alMThl IPOrPaMMBI OT HCCIIEOBAHUS TyTeM 00 yCKaIMK 3aKITI0YaeTCs B:

a) Pa3JInYHOMN CIOXKHOCTH MPEOOPa30BAHUU KOJIA B IIPOIECCE €r0 BBHIIOIHCHUS

0) aBTOMaTHYECKON TeHEPAIMU YIaCTKOB MCITOJHACMOI0 KOJIa B IPOIIECCE BHIMOJIHEHUS

B) CO37aHMU M30BITOYHOCTH yKa3aTesiel nepexoaa, 1 BHEAPEHUH B3aMMOYBSI3aHHbBIX
HEPYHKIIHOHATIBHBIX YYACTKOB KOJIa, 3aTPYHSIOIINX aHAIN3 JCKOMITHINPOBAHHOTO TEKCTa

NelO

Ceprudukanus cpeacTB Kpunrorpadguyeckon 3amuThl HHPOPMALIUU OCYIIECTBISAETCS IPU
YUYaCTHH:

a) ®Cb Poccun

6) ®CTOK Poccun

B) PockomHagzopa

Nell

OOBIuHBIN CTTOCOO UACHTHU(UKAITUH - ITO...

a) BBOJ UMCHHU I10JIb30BaTCIIsA HpI/I BXOZI€ B CI/ICTeMy

0) mapoJib

B) U3y4eHHUE (PU3UOJIOTMYECKHUX U ITOBEICHUYECKUX XapaKTEPUCTHK CyObeKTa

Nel2
K I0CTOMHCTBY MOAETIeH TUCKPEIMOHHOTO JOCTYIA MOYKHO OTHECTH. ..
a) UX THOKOCTh

0) BO3MOXHOCTb HAJIOKEHHUSI OTPaHUUEHUI Ha repenavdy HH(GOpPMAIUN OT OJHOTO MOJIb30BATENs

Apyromy
B) KOHTPOJIb HHPOPMALMOHHBIX IIOTOKOB



PazpaboTtunk: Mymenek B.E., crapmmii nmpenogaBatens kadenpsl MHbOpMaIMOHHBIX
TEXHOJIOTUI



