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. HEJIN U 3AJAYHN JUCTIAITJIMHBI

«KOMITbIOTepHBIC BBIYUCIUTEIBHBIC CETU» — JUCIHUIUIMHA, W3YYaloIlas MPUHIUIIBI
00BbETMHEHNST KOMITBIOTEPOB B €IMHYIO BEIYUCIUTEILHYIO CETh.

Ilenp Kypca — OCBOCHHE CTYJISHTAMH OCHOBHBIX COBPEMEHHBIX CETEBBIX TEXHOJIOTHIA,
MOJITOTOBKA K paboTe B CETEBOM Cpejie.

3ajaun Kypca — U3yueHHUe:

-¢yakuuii ypoBHei moaenmu OSl: pusnueckoro, kKaHaAIBHOTO, CETEBOTO, TPAHCIIOPTHOTO,
CCaHCOBOTO, MPEACTABICHUN U MPUKJIIAJTHOTO;

- cteka nporokosos TCP/IP;

- NPUHIHUNOB (YHKIIMOHUPOBAHHS U OCOOCHHOCTECH IOCTPOSHUS KAHAJIOB Tepeaadn
JAHHBIX ¥ JIMHUW CBSI3H;

- METOJIOB JIOCTYIIAa U Pa3HOBHIHOCTEH CTAaHAAPTHBIX BBIYUCIUTEIBHBIX CETEH;

- METOJIOB a/IpeCallii, KOMMYTAIMH U MapIIPYTHU3AI[MH B BEIYUCIUTEILHBIX CETSX.

II. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

VYyeOnas aucuuminHa «KoMIIbIOTEpHBIE BBIYMCIUTENBHBIE CETH» BXOIUT B 0a30BYIO
4acTh 003aTEIbHBIX JUCIUAILINH.

Jliis u3yueHus: JaHHOW y4eOHOUM AMCUUILIMHBI (MOIYJIA) HEOOXOAUMBI 3HAHUS, YMEHHS U
HABBIKH, (OPMUPYEMBIC TTPEIIICCTBYIONUMH JTACITUTUTHHAMH :

o PagnoTexHuueckue ey U CUrHabl
o OcHOBBI TU(PPOBO IIEKTPOHUKHU U CXEMOTEXHUKH
. OCHOBBI IOCTPOEHUS BBIUUCIUTENBHBIX cucTeM (OBM)

[Tepeuens mocieayOMUX YYEOHBIX MUCHUIUIMH, JUISI KOTOPBIX HEOOXOIAMMBI 3HAHUS,
YMEHHUSI U HaBbIKU, (OpMUpPYEMbIEC JTaHHON y4eOHON AUCIUTIITMHOM:

. ArnmnapatHoe oOecrieueHue KOMIIbIOTEPHBIX CETel
. [IpoexTupoBaHue JTOKAIBHBIX CETEN
. Bo0KkOHHO-ONTHYECKHUE JTUHUU CBSI3U

I11. TPEBOBAHUSA K PE3YJIBbTATAM OCBOEHUSA JUCIUIIJINHBI

IIporiecc OCBOEHHS NUCLMIUIMHBI HampaBieH Ha (OPMUPOBAHME KOMIIETEHLUH B
cootBercTBUU ¢ ®I'OC BO u OIl BO no nanpasnenuto noarorosku 03.03.03 Paanogpusuka.

Hepeqeﬂb IVIAHUPYEMBIX PE3yJabTaTOB Oﬁy‘lel-ll/lﬂ no JTMCHMIIVIMHE, COOTHECCHHBIX C
HHIAXKATOPAMH DJOCTHKCHUS KOMIIeTEeHIIMit

Nuauxkaropsl
Komnerenuus . Pe3ysabTaThl 00yuenus
KOMMeTeH Uil
OIIK-3 H/[Konks.:  Ilonumaem 3HaTh: TNPUHLUUIB  paboOTBl H
Cnocoben NOHUMAMb | NPUHYUNBI pabomwl | OpraHu3alun COBPEMEHHBIX
NPUHYUNBI pabomuwl | cOBPEMEHHBIX BBIUUCIIUTENILHBIX CETEH.
COBPEMEHHBIX ungopmayuonnvlx cucmem u | YMeTh: UCHOJB30BaTh 3HAHHUSI O
ungopmayuoHHvIx ucnonvsyem ux 014 peuileHus | IPUHIMUMNAX pabOThl COBPEMEHHBIX
MexXHON02Ul u | npogeccuonanvroll CETEBBIX TEXHOJIOTHUSIX U MPUMEHSIThH
ucnonvzoeamsv  UX 014 | dessmenvHOocmu 6 obracmu | MX JUIA pellieHus 3a/1a4 OpraHu3aluu
peuterus 3a0au | paouogusuxu JIOKaJbHBIX KOMITBIOTEPHBIX CEeTEeH.
npogheccuoHanbHoll Brnanets: HaBeiIKaMu  pabOTHI  C
0esamenbHOCU. COBPEMEHHBIM CETEeBBIM
KOMMYHHKAITUOHHBIM
000py/IOBaHUEM.




IV. COAEP’) KAHUE U CTPYKTYPA JUCHUIIJIMHBI

Oobem AUCHHUIIIMHBI COCTABJIACT 3 3aYeTHBIX CAMHHUIIBI, 108 uacos.

(I)opMa l'IpOMC)KyTO‘lHOﬁ aTTreCTallum: 3a49eT

4.1. Coz[epncafme AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM, ¢ YKaz3aHUEM BUA0B y‘leﬁHLIX 3aHATHIL M OTBEJEHHOI0 HA HUX
KOJIN4YeCTBaA aKaJeMHUYECCKUX YacoB

Bunet yueGHOI paboThI,

BKJIFOYAsi CAMOCTOATENbHYIO pab0oTy 00y4aromuxcs,

MPAKTUYCCKYIO IIOATOTOBKY U TPYAOCMKOCTb
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1 2 3 4 5 6 7 8 10
1 P.1. OOmme cBegeHuss 00 apXUTEKType 6 5 i 2 i 3
KOMIIBIOTEPHBIX CETEH. v . .
2 P.2. ba3oBble TEXHOIOTHH JIOKAJIBbHBIX CETEH. 6 23,2 - 4 9 0,2 10 CTII{(ZI:TTZI;I};HMH
3 | P.3. YerpoiicTBa KaHAIBHOTO YPOBHSL. 6 23,2 - 4 9 0,2 10 P
4 P.4. [Tpunnunsl o0beAMHEHUS CETEH. 6 23,3 - 4 9 0,3 10
5 | P.5. Ilpuknanasie nporokonsl creka TCP/IP. 6 23,3 - 4 9 0,3 10




4.2. I1naH BHeayIUTOPHOI CaMOCTOSITEIbHOIH Pa00oTHI 00y4aIOIIMXCS MO TUCIHHILINHE

CamocrosiTenbHas paboTa 00yJaronuxcs VuebHo-
METONYECKOE
Cpoxu OueHo4vHOE
Cemectp HasBanwue paznena, TeMbl B o - TpynoeMKoCTb S obecrieueHHe
BBIIIOJIHCHUA v
U] CAMOCTOSATEIILHON PabOThI (uac.) pen CAMOCTOSTOIBHOI
(nenens)
paboTHI
6 P.1. O6uue cBeneHus 00 apxXUTEKType 1.2 3 VICTOUHMKH 13 TIepeuHs
KOMITBIOTEPHBIX CETEH. JIATCpATyphL,
» CaMOCTOSITENbHBIH
6 P.2. Ba3oBble TEXHOIOTHUH JIOKAIBHBIX CETEM. Pa6oTa ¢ yueOHHKOM, 3-6 10 .
- . . V CTHEIH TIOMCK JINTEPATYpPhI Ha
6 |P.3. YcrpoiicTBa KaHATLHOTO YPOBHSI. CIPaBOYHOU JIMTEPATYPOH, 7-10 10 TeRVILLH 06pa3oBaTenbHbIX
6 P.4. IlpuaImMnel 00beTUHEHHSI CETEH. MePBOUCTOYHUKAMH, 11-14 10 KOH?]LHL pecypcax, TOCTYTHBIX
6 |P.5. [Ipuknagnbie mpoTtokoisl cteka TCP/IP. KOHCIIEKTOM p 110 JIOTHHY M IapoJIio,
15 18 10 peaoCTaBJIAEMbIM
B Hay4rol 61M6IHOTEKOMN
ury
OO6muii 00beM caMOCTOATENBbHOM PabOThI O JUCIHUILTHHE (4Yac) 43




4.3. Coaep:xanue y4eOHOro MaTepuaJia

Pa3nen 1. O6mme cBeieHus1 00 apXUTEKTYpe KOMIIbIOTEPHBIX CeTei.

Benenue. OCHOBHBIE MOHATHS, TEPMUHOJIOTHS U KOHUEHIIUU TOCTPOCHHUS KOMITbIOTEPHBIX
cereil. CBs3p TOuka-Touka. OOBEAUMHEHME MHOXKECTBA Y3JI0B B €IUMHYIO ceTb. IIpoTokoisbl u
uHtepdeiicel. 7-Mu  ypoBHeBas '"dtanonHas" wMozenb OSI/ISO. Cpensl mepenayu gaHHBIX.
XapakTepUCTUKU Cpel nepefadyu NaHHbIX. Dusndeckas M Jormyeckas tonosiorud. Ousnuyeckoe
KoaupoBanue curHanoB. L{udpoBoe koaupoBanue u aHamoroBass MOAyJsAuus. MMiylnbcHble U
MOTEHLIMAJIbHBIE CIOCOOBI KoaupoBaHMs. Jlormueckoe koaupoBanue. Kommyraunus kaHaloB U
nakeroB. OCOOEHHOCTH pealu3allid MPOTOKOJIOB CBSI3UM KAaHAJbHOTO YPOBHA. MeTOHAbl CHKaTus
uHpopManuu “Ha iery’.

Pa3gen 2. Ba3oBble TeXHOJIOTHH JJOKAJLHBIX CEeTEH.

CemeiictBo cranmaproB IEEE 802.x (ISO 8802-1.x). Ypouu MAC u LLC. Cerun
KosbleBoi tomonorun: Token Ring, FDDI. Texnomorus Ethernet. Mertonx mocryma CSMA/CD.
CewmetictBo cranmaptoB Ethernet. Tlomnonyruiekcubiii Ethernet. IMoaxomel k MeTonmy mnepenauu
JaHHBIX 0€3 UCHOJB30BAaHUS MPOBOJOB. MeTOABl pacIIUpeHHus CHeKTpa OecrnpoBOIHBIX
texnostoruii. [Iporokoa CSMA/CA. CemelictBo cranmaptoB OecnipoBoaubix cereit IEEE 802.11 (a,
b, g, n, ac, ad).

Pa3nea 3. YerpoiicTBa KaHaIbHOTO YPOBHSI.

CereBbie amantepnl, Konnentparopsl. Jloruueckas cTpykTypuzauus cereil. MocTbl H
KOMMYTaTOpbl. AJrOpuTMbI "Mpo3payHOro" mMocrta U MOCTa C MapLIpyTHU3alMeld OT MCTOYHHKA.
YrpapiieHne NOTOKOM JaHHBIX B KOMMYyTaTopax. JlononHurensHble GYHKIIUH KOMMYTaTopoB: STP,
¢unbTpanus Tpaduka, mpuopureTHas oOpaboTka kagpoB, VLAN, arperupoBaHHe KaHAJOB,
oOHapyKEeHHE MEeTENb.

Pa3nen 4. [IpyHuunbl 00beIMHEHUs CeTeNd.

Anpecarus B IP cersax. Tunsl agpecoB B cteke TCP/IP. Knaccel IP ampecoB. OcobOwie 1P
anpeca. Mcnomp3zoBanne macok B IPv4 -ampecanmu. Ilpotokon IPV6. IIporoxon paspemieHus
aapecoB ARP. IlpuHuunbel MapmpyTU3alui U MapIIpyTU3aTOpbl. JMCTAaHIIMOHHO-BEKTOPHBIE
QITOPUTMBl  MapHIpyTH3alMu. MapmpyTu3anuss 10  aJrOpUTMaM  COCTOSIHUSL — CBA3EH.
JlononHurtenbHble (YHKIMM MapuipyTu3aTopoB. Kommyratopsl 3-ro ypoBHS. TpaHCHOPTHBIH
ypoBeHb creka mpotokonoB TCP/IP. Ilporoxonsr TCP u UDP. CrangapTsl CpeicTB aHanmmu3a |
ynpasienus cetsimu. [Ipotokon SNMP. Texnomnorust NAT.

Paznen 5. Ilpukiaaanbie npoTokoabl creka TCP/IP.

Cucrema gomenHbix uMeH DNS. OOmenpunsteie cxembl (mpotokonsl) URL. OOGmieit
cucrema unentudukanuu pecypcoB URI. Ctpykrypa URL(URI). TIpoTokoun nepenauu rumeprexcTa
HTTP. Metoast HTTP. Ctpykryps 3anipocos/oTBeToB HTTP. TIporokon ftp.

4.3.1. llepeyeHb CeMMHAPCKHUX, IPAKTHYECKUX 3aHATHI U J1a00pPATOPHBIX padoT

Ne Ne HaunmenoBanue TpyroeMkocTh Ouenounsl | Popmupyembie
N/H | pa3aena CeMUHAPOB, (uac.) e KOMIIEeTeHI[UHU
U TeMbI NMPaKTHYECKUX U Bcero N3 unx cpeacTBa
JIaGOPATOPHBIX PadoT | YacOB | MPaKTHYeCKasl
MO/ITOTOBKA
1 2 3 4 5 6 7
1 | P2 bazoBeie  TexHOMOrHMH 9
JIOKAJIbHBIX CETEN. .
= YcrHbIit
2 | P3 VYcerporicTBa .
9 - TEKYILIHN
KaHAJIBHOTO YPOBHSI.
KOHTPOJIb, OIIK-3
3 | P4 [TpuHIMTIBI
. 9 - 3almTa
00BETMHEHUSI CETEH.
nabopaTopH
4 | P5 [IpuknagHsie
BIX paboT
TIPOTOKOJTBI cTeKa 9 -
TCP/IP.




4.3.2. [lepevyeHs TeM (BONPOCOB), BLIHOCUMbBIX HA CAMOCTOSITEJIbHOE U3yYeHHEe CTYAeHTaAMH B
paMkax camocTositeabHoil padorsl (CPC)

Ne Tema 3ananue @opvmpyevas NAK
n/n KOMIIeTeHIIU S
1 2 3 4 S
1 P.1. OO6Omwme cBeneHus o0 [ToBTOpEHHME U
APXUTEKTYype KOMIIBIOTEPHBIX yriaybneHHoe
ceTell. H3Yy4YCHHUC
2 | P.2. ba3oBbile TEXHOJOTHH yuebHoro 5
JIOKQJIbHBIX CETel. MatepHaia JICKLIIH,
3 | P.3. VcrpoiictBa KaHaILHOTO TOArOTOBKA I OIIK-3 OIIK3.1
BBITIOJTHCHHIO
YPOBHL. nabopaToOpHBIX
4 | P.4. ITpunuunsl 0ObeUHEHUS paboT, MOATOTOBKA
CeTei. K 3aIluTe
5 | P.5. IlpukiagHbie MPOTOKOJIBI nabopaTopHBIX
crexa TCP/IP. pador
4.4. MeroanuyecKue YKa3aHUs M0 OPraHU3aluM CAMOCTOSITE/ILHOI padoThl CTYI€HTOB
CamocrosTenpHas padoTa CTyJIEHTOB BceX (OPM W BUIOB OOYYEHUS SIBIISCTCS OJHUM H3
00s3aTeNbHBIX ~ BUJOB  00pa3oBaTelIbHOW  JESATENBHOCTH, OOECIEeYMBAIOUICH  peanu3aluio

TpeboBanuii DenepalbHBIX TOCYAAPCTBEHHBIX CTAaHAAPTOB BBICIIEro oOpa3zoBanusa. CoriiacHO
TpeOOBaHUSM HOPMATHBHBIX JIOKYMEHTOB, CaMOCTOATEJIbHAas paboTa CTYACHTOB SBISETCS
00s3aTeNbHBIM ~ KOMIIOHEHTOM ~00pa30BaTEeNbHOrO TMpoIlecca, TaKk Kak OHa o0ecreYnBaeT
3aKperyieHHue MOJy4YaeMbIX HA JIGKIIMOHHBIX 3aHATHSIX 3HAHUI MyTeM HpUOOpETEHHs] HAaBBIKOB
OCMBICJICHHSI W pACIIUPEHUs WX COJACP)KaHMs, HABBIKOB pEUICHUS AaKTYaIbHBIX TMpoOIeM
dbopMupoBaHus ~ OOMIEKYJIBTYPHBIX W MpPO(EeCcCCHOHANBHBIX  KOMIIETEHIUH,  HAy4YHO-
MCCIIEIOBATEIILCKOW JEATENBHOCTH, TIOATOTOBKM K CEMUHapaMm, Ja0opaTOpHBIM paboTam, crade
3a4eToB M 7K3aMeHOB. CamocTosTenbHas paboTa CTYJEHTOB NPEACTaBiIsIeT cOO0H COBOKYIHOCTb
ayAUTOPHBIX W BHEAYIUTOPHBIX 3aHATUH W pabdor. CamocTosTenpHas paboTa B paMKax
00pa3oBaTeNBHOIO MPOIlecca B By3€ pellaeT CleAyIoIIne 3a1a4u:

— 3aKpeIUIieHHe W pPACHIMPEHHE 3HAHWW, YMEHHiA, TOJYYEHHBIX CTYIACHTaMH BO BpEMs
ayAUTOPHBIX W BHEAYAUTOPHBIX 3aHATUH, NpPEBpallleHMEe WX B CTEPEOTUIBl YMCTBEHHOH U
(hU3UYECKO NESITEIbHOCTH;

— MPUOOPETEHNE JOTIOTHUTEIBHBIX 3HAHUH ¥ HABBIKOB IO JUCHUTUIMHAM Y4eOHOTO TIIaHa,

— (opMHUpOBaAHME U PA3BUTHE 3HAHUM U HABBIKOB, CBSI3aHHBIX C HAyYHO-UCCIIE0BATENbCKOM
JeSITeTbHOCTBIO;

— pa3BUTHE OpHUEHTAlMM M YCTAaHOBKM HA KAayeCTBEHHOE OCBOEHHE 00pa30BaTeNIbHON
MIPOTPaMMBEI;

— pa3BUTHE HABBIKOB CAMOOPIaHU3aINH;

— (QopMHpOBaHHE CaMOCTOSTETHPHOCTH MBIIUICHHS,
CaMOCOBEPILIEHCTBOBAHHIO U CaMOpEaTU3alllu;

—  BbIpa0OTKa  HaBBIKOB  3()PPEKTUBHOM  CaMOCTOATEIHHOM
TEOPETUYECKOH, MPAKTHUECKON U y4eOHO-HCCIIeI0BATEIbCKON 1A TEIIbHOCTH.

IMoaroroBka Kk Jexknuu. KadecTBO OCBOCHUS COJEpKAaHWS KOHKPETHOW TUCIMILIIHBI
MPSIMO 3aBUCHUT OT TOT'O, HACKOJIBKO CTY/IEHT caM, 0€3 BHEIIHErO MPUHYXICHUS POopMUpYeT y ceOst
YCTaHOBKY Ha IOJTydeHHE Ha JICKIIUSIX HOBBIX 3HAHHMA, JOMOIHSIOMINX YK€ HMEIOLIHECs 10 JaHHOU
IUCUUIUIMHE. BpeMs Ha TOJTrOTOBKY CTYIEHTOB K JBYXYacOBOM JIEKIMH [0 HOpMaTHBaM
cocTaBirsieT He MeHee (0,2 Jaca.

IMoaroroBka k JjaGoparopHoMy 3aHsiTHIO. [loAroroBka K 11a0OpaTOpHOMY 3aHSATHIO
BKJTIOYAET CIIETYIONINE SJIEMEHTBI CaMOCTOSITEIIHbHOM JEATEIBHOCTH: YETKOE TIPECTABICHNE 1IENN U
3aJjau  €ro NpPOBEAEHUS; BBbIJICJICHUE HABBHIKOB YMCTBEHHOH, aHAJIWTUYECKOH, HayyHOU
NeSITEIbHOCTH, KOTOpBIE CTaHYT pe3ylbTaToM MpeicTosnieil paboTel. BeipaboTka HaBBIKOB

CIIOCOOHOCTH K CaMOpa3BUTHIO,

npodeCCHOHATBHON




OCYLIECTBIISIETCS C TIOMOIIBIO MOJYYEHUS HOBOM HMH(POpManuu 00 H3ydaeMBIX Ipoleccax U C
MOMOIIBIO 3HAHUSI O TOM, B KAaKOH CTENEHW B JAaHHOE BpPEMs CTYACHT BJIaJeeT METOJaMHU
HCCIIEIOBATEIBCKON ESITETLHOCTH, KOTOPHIMU OH CTaHET IOJIb30BaThCs Ha 3aHATUH. [loAroToBKa K
Hepenko TpeOyer moadopa Marepuana, JaHHBIX W CHENHMANBHBIX HCTOYHHUKOB, C KOTOPBIMH
npeacTouT yueOHas padora. CTyIeHTbI CaMOCTOSATENBFHO OCYILIECTBIIAIOT TOUCK COOTBETCTBYIOIINX
HCTOYHHMKOB, OMPEACIAIOT aKTYaJbHOCTh KOHKPETHOTO HCCIICAOBAaHMS IIPOLIECCOB W SIBICHUA,
BBIACTIAOT OCHOBHBIC CII0COOBI A0Ka3aTCJIbCTBAa aBTOPpAaMU HAYYHBIX pa60T OEHHOCTH TOI'O, YEM OHU
3aHUMalOTCSI. B XoJe caMoro 3aHSATHS CTYICHTHl CHadaja MpPEACTAaBISIOT Hai/ICHHbIE HMHU
BapUaHTHl (HOPMYJIHPOBKU aKTYaIbHOCTH HCCIEIOBaHMS, O0CYX Ial0T UX U OOOCHOBBIBAIOT CBOE
MHEHHE O HaWjiIydllleM BapuaHTe. Bpemss Ha MOIroToBKYy K J1aDOpaTOpHOMY 3aHSATHIO IO
HOpMaTuBaM cocTrasisieT He MeHee 0,2 yaca.

IMoaroroBka k 3a4ery. CamMocToATENIbHAS TOJrOTOBKA K 3a4€Ty JOJDKHA OCYIIECTBISATHCS B
TeueHue Bcero cemecTpa. [1oaroroBka BKIIIOYAET CIEAYIOIINE ISHCTBUS: IEPEUUTATh BCE JICKIUH, a
TaKke MaTepHaibl, KOTOPbIE TOTOBWIHCH K JIaDOpaTOpHBIM 3aHATHUSAM B TEUCHHE CEMECTpa,
COOTHECTH OTy HWH(POPMALMIO C BOMPOCAMH, KOTOpBIE JaHbl K 3a4eTy, ecid HWH(POpMaluu
HEJIOCTaTOYHO, OTBETH HAXOIAT B IMPEJIOKEHHOU IperojaBaresieM JuTeparype. Pekomenayercs
JieNiaTh KpaTKue 3anucd. BpeMs Ha MOArOTOBKY K 3a4eTy 110 HOpMaTHBaM COCTaBIISIET HE MeHee 4
YacoB.

4.5. IlpumepHasi TeMaTHKAa KYPCOBBIX PadoT
BrimonHeHne KypcoBbIX paboT He MPEAYCMOTPEHO yU4eOHBIM IIaHOM

V. YYUEBHO-METOJUYECKOE 1 TH®OPMALIMOHHOE OBECIIEYEHUE
JUCLUIINHbBI

a) nepevyeHb JUTEPATYPhI

1. Onudep B.I'. Komnsrorepusie cetu. [IpuHiumnel, TeXHOIOTMH, NPOTOKOIB! [ Tekcr] :
yue0. mocoOue At CTy. By30B, 00y4. 1o Harpasil. "MHpopmaTHKa 1 BBIYUCII. TEXHUKA" U 110 CHEll.
"Bplunca. MammuHbl, KOMIUIEKCHI, CHUCTEMbl U ceTu", "ABTOMATHU3Up. MallMHbI, KOMILUIEKCHI,
cuctemsl u cetu", "[Iporpam. obecned. BBIYUCI. TEXHUKU U aBToMatu3up. cucrem" / B. I'. Omudep,
H. A. Onmudep. - 5-e u3a. - M. ; CII6. : Ilurep, 2016. - 991 c. ; 23 cm. - (YueOHUK 171 BY30B). -
VYka3.: ¢. 963-991. - ISBN 978-5-496-01967-5 (15 5k3)

2. Tanen6aym 3. Komnbrorepusie cetu [Tekct] : HayuHoe uznanue / O. Tanenbaywm, /1.
VYazepom. - 5-e uzn. - CIIO. : Iutep, 2016. - 955 c. ; 24 cm. - (Knmaccuka Computer Science). -
bubnuorp.: c. 935-946. - ISBN 978-5-496-00831-0 (15 »k3)

3. Anaporunk A.H. MOHUTOpPHHT ¥ YIpaBieHHE B KOMIBIOTEPHBIX CETAX : yd4eO.
nocodbue / A. H. Auaponuuk. - Upkyrck: M3a-so UI'Y, 2013. - 107 c. - ISBN 978-5-9624-0790-6
(30 9x3.)

4. AradonoB A.B. Texnomorum wmexcereBoro skpaHupoBanus [Tekcr] : [yueO.
nocobue] / A. B. Aradonos, A. H. Auaponuuk, 0. /I. Koponbkos ; UpkyTckuii roc. yH-T, UH-T
MaTeMaTHKH, 3KOHOM. u HH(popM. - HMpkyrck : HU3n-so UT'Y, 2013. - 107 c. : un. ; 25 cm. -
bubnworp.: c. 101. - ISBN 978-5-9624-0796-8 (30 3k3.)

5. Hlanerun B. ®. 3ammra xommbioTepHOil nHMopManuu. Dd(EeKTUBHBIE METOABI U
cpenctBa [Tekcr] : yue6. mocobue / B. @. lllansrun. - M. : JIMK Ilpecc, 2010. - 542 c. ; 24 cwm. -
bubmuorp.: c. 524-529. - [Ipenm. ykas.: c. 530-542. - ISBN 978-5-94074-518-1(25 7x3.)+

6. KonnoB, A. JI. BerauciautenbHble CeTH W KOMIUIEKCH [DIEKTPOHHBIA pecypc]
MeTOA. yKa3zaHus K j1a0. padoram. Y. 2 / A. JI. Konnos, FO. A. Ymakos. - OpenOypr : OI'Y, 2012. -
65 c. - Pexxum noctyna: ObC "Pykont". - Heorpanud. nocryi.

0) nepuoauYecKUe U3TAHUS

B) CIIMCOK aBTOPCKHX METOMYECKUX Pa3padoTok



r) 6a3bl JaHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE M MIOUCKOBbIE CHCTEMbI

1. ITouckossie cuctemsl Google, Yandex.

2. DIEeKTPOHHBIE PECYPChl JOCTYITHBIC MO JIOTUHY W MapOJIo, MpeaocTaBisieMbie HayuHoit
ouobmnorexon UI'Y.

VI. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJIMHBI

6.1. YueOHO-71a00paTopHOE 000py/10BaHNE:

KommerotepHas naboparopus (ayauropust 325), oCHAIlEHHAs BBIYMCIUTEIBHON TEXHHKOM,
crieranbHbiM [10 1 cBOOOAHBIM T0CTYIIOM B ceTh Internet. Berpoennsie ceresnie kapThl Ethernet
Ha KaXXJOM KOMIIBIOTEPE U BCTPOECHHBIE MM AMCKpeTHble cereBble KapThl 802.11. IlaTuxopisl.
Heynpapnsiemble kKOMMyTaTopbl. YmpaBisiemMble KOMMYyTatopel. Touku noctyna 802.11.
becripoBognbie  mapuipyruzatopsl  802.11. MexcereBbie 3kpanbl. |IP — kamepnl. CeteBoe
(haloXpaHUIHIIIE.

6.2. IlporpaMmmHoe odecneyeHue:
CB00OIHO pacmpocTpaHseMoe MporpaMMHoOe obecrieueHue ceteBoi cauddep “WireShark”.
Komannnas crpoka ucnons3yemoit OC. bpaysep.

6.3. TexHnuyeckue H 3JIeKTPOHHBIE CPEICTBA:
MynpTUMeANHHBIN NPOEKTOP, 3KpaH (10 HEOOXOAUMOCTH ), MEJIOBask WM MapKepHasl 10CKa.
B kommbroTepHoii 1aboparopuu Tpedyercs goctym k cetu Internet.

Vil. OBPA3OBATEJIBHBIE TEXHOJIOI'MHA

Ha neknusx uCmonb3yloTCs aKTUBHBIE METOIbl OOy4eHHS (KOMIIBIOTEPHBIX CUMYJISIIHM,
pa30op KOHKPETHBIX cutyaruii). JlJabopaTopHbie pabOTHI MPOBOIATCS ¢ UCTONb30BaHueM [I19BM c
MOCTIEAYIOIEH 3aIIUTO.

Vill. OHEHOYHBIE MATEPHUAJIBI VIS TEKYHIEI'O KOHTPOJISA N
MMPOMEXYTOYHOM ATTECTALIUN

Texkymmii KOHTPOJb pEaTU3yeTcsi B BHJE YCTHOTO TEKYIIET0 KOHTPOJS JJIs JIOIyCKa K
MIPOBE/ICHUIO JTAOOPAaTOPHBIX PAa0OT M OTYETOB MO HUM Ha JaOOpPAaTOPHBIX 3aHATHUAX. Texkymmi
KOHTPOJIb HAIIPaBJIEH Ha BBIsIBIICHHE chopMHupoBaHHOCTH KomrieTeHnnid OITK-3.

JUis  pealn3aluy  TEKYIEro KOHTPOJIS HCHONb3yeTcs OaulbHO-pEeHTHHIOBas cHUCTEMa
OLIEHKH, PUHSTAsI B YHUBEPCUTETE.

VYcBoeHue CTYIEHTOM OakallaBpOM M3y4aeMOM JUCHUIUIMHBI MaKCHMajbHO OLIEHMBAETCS
100 OamramMu. MakcuManbHOE KOJIMYECTBO OayioB 3a TEKyIIyl0o paboTy B ceMecTpe
orpanuunBaercs 70-f0 OayuiaMu, Ha OLIEHKY HMPOMEKYTOUHOTO KOHTPOJsS 3HAHWM B BHUJE TecTa
MakcuMaiabHO mnpenycMoTpeHo 30 OGamnoB. Bo3MoxkHbl «ipemuanbHbie» Oamibl (ot 0 go 10),
KOTOpbIE MOTYT OBITh J00aBlieHbl OakalaBpy 3a akTHBHbBIE (OPMBI pabOThHI, BBICOKOE KAayeCTBO
BBITIOJTHEHHBIX Pa0OT | T.I.

3a nmocernienue oiHOTO BHa 3aHsaTHs naetcs 0.5 6amna (36 3ansTuii o 2 yaca (JI+JIp) * 0.5
6amn = 18 6ammoB). MakcumanbHOE KONIWYECTBO OalIOB 32 BBHIMOJHEHUE JIAOOPATOPHBIX PadOT ¢
MOCIeAYIOIIEH 3amuToi cocTaBisieT 52 Oanna.



MarepuaJsl

sl TPOBeAeHHMs TeKyWero W INPOMEXYTOYHOr0 KOHTPOJSI 3HAHMM

CTY/I€HTOB:
Ne Bua xonTposs KounTtpoJsnpyemsie KourpoJsmmpyembie
TeMbl (pa3aeJibl) KoMIleTeHIuu/
HHIMKATOPHI

1 2 3 4

1 Y CTHBIHN TeKyIUil KOHTPOJIb T1-T5 OIIK-3/ OIIK3.1

2 Texymuit KOHTPOJIb: samura | T2-T5 OIIK-3/ OIIK3.1
71a00paTOPHBIX padOT

3 [IpomexxyTounblii  KOHTponb 3HaHuil | T1-TS OIIK-3/ OIIK3.1
(Tect)

IIpumep yCTHOTO TEKYIIETO KOHTPOJS: MPUMEPHBIM IMEpPEYeHb BOMPOCOB JIsi JOIMYCKa K
BBITIOJIHECHHIO OJIOKA J1abopaTOpHBIX padoT “becripoBomnbie cetr 802.117:
e  dusnueckas u Joruueckas Tomojoruu ceren 802.11.

Kiaccer IPv4 agpecos.
Texuomoruss MIMO

MexcuMBOJIbHAS HHTEPPEPCHITHS.
Pacmmpenue cekTpa npsiMoi ocie0BaTeabHOCThIO.
Hcnonp3oBanue macok B IPv4 agpecanum.

Tekymuii KOHTPOJb: 3alMTAa JA0OPAaTOPHBIX padoT. [l 3ammThl BBHIMOTHEHHBIX

9

MeTtopl peanuzaiuu “nzderanus koumusui” B ceTax 802.11.
[IpoGnema ckpoiToii cranuu cerei 802.11.

[Tonesnas npomyckHasi cnocooHocTs ceted 802.11.
[TocnenoBarensHOCTH bapkepa.

1abopaTopHBIX paboT HEOOXOAUMO OPOPMUTH OTUYETHI B AJIEKTPOHHOM WM Oyma>kKHOM Buae. s

paboT ¢ peaIbHBIMU CETEBBIMU YCTPOUCTBAMH B OTUETE JOJDKHBI PUCYTCTBOBAT:

® HOMEp U HAMMEHOBAaHHUE 3a/1aHMUS.

e (OJIOK-CXeMbl COOpPAHHBIX MO 33IaHUSIM KOH(UTYpAIHil CEeTH U CETEBOT0 000PYIOBAHUSI.

® CKPUHUIOTHI BBINOJHEHHBIX JIJISl CETEBBIX YCTPONUCTB HACTPOEK.

e pe3ynbTaThl paboOTBl PING ¢ yKa3aHHBIMH CETEBBIMH HWHTepdeicaMu WIH Jpyrue
pe3yabTaThl, HEOOXOIUMBIE 110 33aJIaHUSIM PAOOTHI.

Jlns paboT ¢ ceTeBbiMU cCHU(DPepaMu B OTYETE JOJKHBI IPUCYTCTBOBATH:

® HOMEp M HAaMMEHOBAHUE 3a/IaHMUS.

® CKPHUHIIOTH Ha0Opa 3aXBauy€HHBIX MMAKETOB WJIM OJHOTO Pa3BEPHYTOIO IMaKeTa JJisi €ro
aHaJIn3a [0 COOTBETCTBYIOLIEMY 3aJIaHUIO

e JIpyrve CKpUHIIOTHI U OMMCAHUA B CIydae HEOOXOAUMOCTH IO 33JaHHIO.

JlabopatopHbie pabOTHI COAEp)KaT PA3IUYHOE KOJUYECTBO 3aJaHHUil pPa3NUYHON CIOXKHOCTH, H,

CJIEIOBATEIbHO, OLICHUBAIOTCS B PA3IMYHOE KOJIMYECTBO OAIIIOB.

[TapameTpbl OLICHOYHOT'O CPENICTBA JUIS 3alIUTHI JJA00PAaTOPHBIX padoT

Onenka / % oT MakcuMyMa 3a paboTy B Oayiax
Kpurepun
OLEHKH OTimyHO Xopomio VY noBueTs. Heynogi.
70-100 % 40-60 % 10-30 % 0%

ITonHOCTBIO M B nenom oryer Otuer oopmiieH Otuet He ohopMIIEH.
KOPPEKTHO oopmiieH MOJHOCTBIO.
o(opMIIEH OTYET, KOPPEKTHO, Nwmetores 3ameuanus | OtyeT opopMIIeH co

BBIHOHHCHI/IC CAcJIaHbl BBIBObI. COCJIaHbI BBIBOJBI, | II0 O(i)OpMJ'IeHI/IIO, 3HAYNUTCIIbHBIMU

3aJJaHUA [Ipm 3ammre HO UMEIOTCS BBIBOJIBI C/ICJIAHBI HE | 3aMCUYaHUSIMH,
HOKa3aHO HE3HAYUTEJbHBIC | IOJHOCTEHIO. BBIBOJIBI HE TIOJTHBIC,
BCECTOPOHHEE U HEJIOCTATKH. IMpwu 3amure - MPH 3aIIUTE CTYCHT C
rinyookoe 3Hanue | Ilpu 3ammuTe CY)KICHUSI TpyaoM opmynupyer




MarepHana. CTYJICHT MOBEPXHOCTHBI, CBOH MBICITH, HE

HOKa3bIBACT COZlepKaT OMUOKK, | MPUBOJIUT IIPUMEPBI,
MOHUMaHKE pUMEpHI He HE JIaeT OTBETA Ha
marepuana, TPUBOJISITCSI, OTBETHI | JOTOJHUTEIbHbIC
HPHBOIHUT Ha JIOTIOJIHUTENbHBIE | BOIPOCHI
HIpUMEPBI, HO BOIIPOCHI HE
UCIIBITHIBACT YBEpCHHBIC.
3aTpYAHCHHS C
BBIBOJIAMH,
OJTHAKO
JOCTaTOYHO
THOJTHO OTBEYAET
Ha
JIOTIOJTHUTEIbHbIC
BOIPOCHI.

I[IpomexyTouHass arrectanusi B (¢opMe 3adyera HampaBlieHa Ha  IPOBEPKY

chopmupoBanHoctr kKomnerennmid OIIK-3. B TedueHme cemecTpa 3a BBIIOJIHCHUE 3aJlaHUN
TEKYIIET0 KOHTPOJISI CTYJICHTY HAUUCIISIFOTCS Oallibl M B KOHIIE ceMecTpa Oaibl CyMMHUPYeTCs s
BBIUUCIICHUS PEHTHUHTA CTYACHTA.

CryneHT AomycKaeTcs K MPOMEXYTOUHOM aTTecTaluu, eciau ero peHTuHr coctasiser 30
O6amtoB u Oonee. CrymeHTam, 4ei peHTHHT cocTaBiseT oT 60 OayIOB BKIFOYMTEIBHO, 3a4eT
MPOCTaBJsieTcsl  aBTOMaTH4ecku.  JlaHHBIA  pe3ynbTaT  MOKa3biBaeT  cHOpPMHPOBAHHOCTH
komnereHimii OIIK-3. Ctynenram, yeil peitunr cocraiser ot 30 mo 59 Gamwios, Ha3HayaeTcs
KOMITBIOTEPHOE TECTUPOBAHHE 10 BCEMY KypCy.

HapaMeTpLI OLCHOYHOI'O CPCACTBA IAJIA BBIIIOJHCHUS UTOTOBOI'O TCCTOBOI'O 3a1aHUA

[Ipenen nIUTENBHOCTH KOHTPOJIS 90-120 mun
KonnuectBo 3ananuii 40-60
ITocenoBaTeIbHOCTh BEIOOPKU BOIIPOCOB CITyJaifHast

Kpurepuu onieHku B 6asnax:

18 — 30 6amnoB 0 o
(% MpaBMIbHBIX 0TBETOB * 0.3) 60% — 100% mpaBUIBHBIX OTBETOB
0 6amnoB 0% — 59% npaBUIBHBIX OTBETOB

[To pesymbTaTaM HWTOTOBOTO TECTOBOTO 3aJaHHUS K PEUTHUHTY CTyJdeHTa A00aBiseTcs
HaOpaHHOE KOJIMYECTBO 0alIOB, U, B CIIy4ae, €CJIM OOIIUA PEeUTUHT CTAHOBUTCS OOJIBIIIE WIIM paBeH
60, mpocraBisieTcs 3a4er.

[Tpumep TecTOBBIX 3agaHuil 1715 MpoBepkH chopmupoBanHocTr kKomneTennuu OITK-3:
1. Kakas Tonosiorust pusnuecKux cBsizeil nNpeacTaBjieHa HA PUCYHKe.

[TonHOCBSI3HAS TOMOJIOTHS

Slgencras TOMOJIOTHA

Konbnesas Tonoorus
3Be3/1000pa3Has TOMOJIOTHS

OOmas muHa

Hepapxuueckas 3Be371a (1epeBO 3BE3/1)
CwmerianHas TOIOJIOTUS

OMMOOwW>




2. Ynopsizouute ypoBHu moaesn OSI| oT caMoro Hu3koro Kk caMmoMy BbBICOKOMY.
TpancniopTHBIN

CeancoBblit

duznueckuit

[Tpuxnagnon

CereBoii

KananpHblii

[IpencraBuTenbHbIM

3. JTa XxapakTepuCTHKA MOKA3bIBaeT MAKCHMAJBLHO BO3MOXKHYI0 CKOPOCTH mepeaadn
AAHHBIX, KOTOPasi MOKeT ObITh JOCTUTHYTA HA IMHHUHU CBA3U:

ITonoca nponyckanus

[IpomyckHast ciocoOHOCTH

MrHoBeHHas: CKOPOCTh Mepelauul JaHHBIX

Crioco6 ¢pu3nueckoro KOAUPOBAHUS

[TomMex0yCTONYMBOCTD JINHUU CBSI3U

AUYX u ®UX nuHUM CBSA3U

Yucno ypoBHEH KOIUPOBAHUS B IIEPEAaBAEMOM CUTHAJIE

4. Ha pucyHke npejacraBJjieH crioco0 ¢pu3n4eckoro KOAMpOBaAHNS:
o 1 o/ 1| 1] 1] 1] 0of 0] of 0] of 1 1 o 1 o0 1 0 of 1

GmMmoOw>

GMmMOOmP>

Manuectepckuii kon (1o crangapty 802.3)
bunonspusiiit NRZ

bunonspueiii NRZI

bunosnspHbIil UMITYJIBCHBIN KOJ

bunonspusiit kog AMI

Koauposanue MLT-3

[Morenumansubiii Kox 2B/1Q

5. BoiOepute npaBuJibHble yTBepaxaenusa o MAC aapece.
Hcnonp3yercs Uit HACHTU(UKAIIUH CETEBBIX HHTEPPEHCOB y3TI0B CETH.
Moxet onpenensTs rpymiy uHTep¢eiicoB ceTu.
[Tpumep MAC anpeca: OxFF-FF-FF-FF-FF-FF
ITpumep MAC anpeca: 255.255.255.255

[Ipumep MAC anpeca: Ox FF:FF:FF:FF:FF:FF:FF:FF
SBnsieTcst nepapXu4eckuM THIIOM ajpeca.

SIBiIsIeTCS IIIOCKUM THUIIOM aJpeca.

6. Ha pucyHke npejacrapJjieH cnnocod pu3n4eckoro KOAMpoOBaAHMS:
o 1 o/ 1| 1] 1] 1] 0of 0] 0of 0] of 1 1 o 1 o0 1 0 of 1

O@MmMoOO D>

O@MmMOO D>

Manuectepckuii kon (o crangapty 802.3)
bunonspusiit NRZ

bunonspueiit NRZI

bunossspHbIN UMITYIIBCHBIN KO
bunonspusiit kogq AMI

Koauposanue MLT-3

IMorenumansabiii Kox 2B/1Q

GMmMmoOw>



7. Ynopsinouute cocraB moJieid B kaape Ethernet DIX ¢ mepBoro mepecbuiaeMoro B JHHHIO
CBSI3H.
A. Destination Address, DA
B. Frame check sequence, FCS
C. Data, D
D. Source Address, SA
E. Type, T
8. Boi0epuTe MeTO1 paclidpeHnsi ClIEKTPa CKAYK000pa3HOH NepecTPOHKOM YaCTOThI
FHSS
DSSS
CCK
OFDM
E. PBCC
9. Koan bapkepa o0gagaer cjeaylOlmldM YHHUKAJIbHBIM CBOWCTBOM, I03BOJISIIONIEM
HCMOJb30BATH €ro /sl epelavn JaHHbIX B CJI0KHOH TOMEX0B0il 00CTaHOBKe.
A. CaMmocuHXpOHM3AIHS
B. ABrokoppensauus
C. llymonomo0HOCTb
D. Bosnbias mupuHa ciekTpa
10. BoiGepuTe NpaBWILHbIE YTBEPKIeHHsI 0 padoTe cereid WiFi.
A. Pexum paboret WIiFi cereit PCF (Point Coordination Function) npennaszHauen s
nepeiayr aCHHXPOHHOTO Tpaduka.
B. Kagp MAC-nionypoBHs COEPKUT 4 TIOJISI aJIpECOB.
C. Texnomnorus IRDA (nepenava B UK nuanazone) Bxoaut B ucxoaHbiid cranaapt 802.11.
Konkypentnoe okHo CW wucnonbs3yercs Jjii yMEHBIICHUS! BEPOATHOCTH BO3HUKHOBEHUS
KOJUTU3HH.

oo w>

Pazpaborumk: noueHT, CemenoB A.JL.

[Iporpamma coctaBieHa B coorBercTBUM C TpeboBaHusmu @OI'OC BO u yuutsiBaeT
pexomenaauuu IIOOII no Hanpasnenuto u npodmito noarotrosku 03.03.03 Paanodusnka.

[Iporpamma paccmoTpeHa Ha 3acenanuu Kadeapsl paaguoPU3UKU U PaIu0ICKTPOHUKHI
«30» aBrycta 2021 r. npotokos Ne 1

N.0. 3aB. xadeapoit Konecuuk C.H.

Hacmoswas npoepamma, mne modcem Ovimb 60CnpouzéedeHa HU 8 Kakou ¢opme 6e3
npeosapumenbHo20 NUCbMEHHO20 paspeuleHus Kagheopul-paspabomuuxa npocpammol.



