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I. LIEJIA U 3AIAYY JUCIATIITAHBI

Hucuumumaa «Cetu M cucTeMbl nepeaayd HH(opManum» oO0eCIeyrBaeT H3y4YeHHE OCHOB
IIOCTPOEHUS U OPraHU3aluu PACIPEAEICHHBIX BEIYUCIUTEIbHBIX CUCTEM.

Llens Kypca — OCBOEHHE CTYIEHTaMH OCHOBHBIX COBPEMEHHBIX CETEBBIX TEXHOJIOTHH,
MOJTrOTOBKA K paboTe B CETEBOM cpefe.

3agaum Kypca — U3y4eHHe:

- pynxmii yposueit mogenu OSl: ¢puzndeckoro, KaHaJIbHOTO, CETEBOT0, TPAHCIIOPTHOTO,
CEaHCOBOTO, MPEJICTABICHUI U MPUKIIAJIHOTO,;

- creka nporokosioB TCP/IP;

- IPUHIMIOB (GYHKIMOHHUPOBAHHS U OCOOCHHOCTEH MMOCTPOCHNUS KaHAJIOB Iepeadn
JaHHBbIX 1 JIMHUH CBA3HU,

- METOJIOB JIOCTYTIAa ¥ Pa3HOBUIHOCTEH CTAaHIAPTHBIX BBIYUCIUTEIBHBIX CETEH;

- MCTOAOB aapcCay, KOMMYTAalluUu U MapIpyTHU3allu B BBIYUCIIUTCIbHBIX CCTAX.

Il. MECTO JUCIUMIIJIMHBI B CTPYKTYPE OIIOII BO

VYyeOnas nucuuruinHa «CeTu U cuCTeMBbl epefadyd UHpopMalum» BXOAUT B 0A30BYIO
9acTh 00S3aTENbHBIX UCIIUTLINH.
Jist u3ydeHus JaHHOM yueOHOM AUCIUILITUHBI (MOAYJIs) HEOOXOJUMBI 3HAHUS, YMEHUS U HABBIKH,
dbopMuUpyeMbI€ MPEAMIECCTBYOMUMHI UCIUILTTHAMI:
e ®dusuka. DIEKTPUUECTBO, MATHETU3M U BOJIHOBAs OITUKA
e AnmapaTHbI€ CPEJCTBA BHIYMCIUTEIbHON TEXHUKU

[Tepeuens mocnenyomux yueOHbIX TUCHUILUINH, AJII KOTOPHIX HEOOXOAMMBI 3HAHUS, YMEHUS U
HaBBIKU, POPMUpPYEMBIEC JaHHON YU4eOHON AUCIUTITMHOM:

e be30macHOCTh KOMIBIOTEPHBIX CETeH

e Iludpossie cuctemsbl nepenadn UHGoOpMaIUu

I11. TPEBOBAHUS K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHBI
[Ipouiecc ocBoeHUs AUCUUIUIMHBI HampaBieH Ha (OPMUPOBAHHME KOMIIETEHIIMM B
cootercTBUH ¢ PI'OC BO u OII BO no nanpasnenuto noarorosku 10.03.01 Uudpopmarnmonnas

0€30I1aCHOCTb.

IlepeyeHb NIAHNPYEMBbIX Pe3yJbTATOB 00yUYeHHS 10 JUCUHUIIJIMHE, COOTHECEHHBIX €
HHAUKATOPAMU JOCTHKEHHUS KOMIIECTECHIIMI

KOMMYHUKAYUOHHblE
mexnoJiocuu, npocpammHsle
cpe()cmea CUCMEMHO20 U
npumaanoeo HA3HA4Y€HUA, 6
mom qucie
omeyecneeHHoc0

MeNeKOMMYHUKAYUOHHBLE
MexHono2UU Ol  peueHus.
3a0au  npoghecCuoHanIbHO
desimenvHOCMU

HNuauxkaropsl
Komnerenunus . Pe3yabTarnl 00y4yeHnus
KOMIIeTeHIIU
OIIK-2 HJ[Konk2.1. 3HaTh: MPUHIMITEI PaOOTHI
Cnocoben npumenams | I[lpumensem na npakmuke | i OpraHu3allid COBPEMEHHBIX
ungpopmayuonHo- ungopmayuonHo- BBIUNCIIUTEIbHBIX CETEH.

VYMmeTh: HCIIOJI30BaTh
3HaHUS O NPUHIUMNAX PabOTHI
COBPEMEHHBIX CETEBBIX
TGXHOHOFI/Iﬁ nu HpI/IMeH}ITL nux aJjis
pemieHuss 3amad  OpraHu3aIuu




npou3eoocmaa, ons JIOKAJIbHBIX KOMITBIOTEPHBIX

peuieHus 3a0au ceTen.

npogeccuoHanbHou Bnanets: HaBBIKAMH

oesimebHOCmi, paboThI C COBPEMEHHBIM CETEBBIM
KOMMYHHKAITHOHHBIM
000pYJIOBAaHHUEM.

OIIK-4.2. HJ[Korik4.2.3. 3HaTsk: MIPUHITUTIBI
Cnocoben Buinonnsem aJMUHUCTPUPOBAHKS YCTPOMCTB
AOMUHUCMPUPOBAND AOMUHUCMPUPOBAHUE COBPEMEHHBIX BBIYUCIUTEIHHBIX
OnepayuoHuble  CUCMEMbl, | BbIYUCTUMENbHbIX cemell CeTeM.
cucmembl Vnpaesnienus YMeTh: HCIIOJIb30BATh
oazamu OAHHbIX, 3HaHUS O TMPUHIUIAX PaOOTHI
BbIUUCUMETIbHbIE Cemil; COBPEMEHHBIX CETEBBIX

YCTPOMCTB M NMPUMEHSATh UX JIJIS
pemieHus 3a7ad  OpTraHU3alNd
JIOKAJIBHBIX KOMITBIOTEPHBIX
CETeH.

Brnanets: HaBBIKAMH
AJIMUHUCTPUPOBAHUS
COBPEMEHHOT'O CETEBOro
KOMMYHHKAI[THOHHOTO

000pyTIOBaHUS.




IV. COJEP’)KAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0BeM TUCHHUILIMHEI COCTABJACT 5 3aueTHBIX exuHunbI, 180 yacos.

®opMa NPOMEKYTOUHOM ATTECTALUM: 3a4eT

4.1. ConepxxaHue TUCUMILIMHBI, CTPYKTYPHPOBAHHOE 110 TeMaM, C YKa3aHUEM BU/I0B YUeOHbIX 3aHATHI U OTBEJ€HHOI0 HA HUX
KOJIMYeCTBA aKaJeMU4YeCKHX YaCOB

Bunpsl yueOHoM paboTHI,
BKJIIOYasi CAMOCTOSITEIBbHYIO Pad0Ty 00ydJaromuxcs,
MPAKTUYECKYIO IOJTOTOBKY U TPYA0EMKOCTh

®
>
>
=
5 E (B yacax)
No ;.3 s K 6 2 dopmMa TeKyIero
B Pa3nes nuCHUILINHBI/ TeMa = 2 OHTAKTHAA paboTa TperoNaBaTEA € Z KOHTPOJIA
n/u 23 00y9arommuMHUCs = o
@ 2 o s £ ycneBaeMoCTH
S g % =3
o | = = 8 e s
B = Cemunap/ =
3 o ; 3 IpakTHyeckoe 3 =
E § : % Jekuus naﬁopaTopnoe, KoncyabTanus §
O | A = B 3ansTHE/ O
1 2 3 4 5 6 7 8 9 10
1 P.1. O6mwue CBE/ICHUA 00 apXHUTEeKType 5 | 212 ) 4 i 0.2 17
KOMIThIOTEPHBIX CETEH. v eTHEL Texvimii
2 P.2. ba3oBble TEXHOIOTHUH JIOKAILHBIX CETEH. 5 | 36,2 - 7 12 0,2 17 N yi
3 P.3. YcTpolicTBa KaHaJIBbHOTO YPOBHSI. 5 | 322 - 5 10 0,2 17 OHTPOIb
4 P.4. TlpuHnmnsl 00beTMHEHUS CETEH. 5 | 41,2 - 10 14 0,2 17
5 P.5. Ilpuknaaasie npotokoisl creka TCP/IP. 5 | 39,2 - 8 14 0,2 17




4.2. IlnaH BHeayAUTOPHOH cAaMOCTOATEIbHON PadoThl 00yUYaIOUIUXCSl O JUCIIUTIJIMHE

CamocTosTenbpHast paboTa 00yUaronmxcs VuebHo-
OLeHouHOE METOINYECKOE
Cemectp Hassanue pasjena, TeMbl B — Cpoxu TpyH0eMKOCTb e lCTEO obecneuenue
BBIITIOJIHECHUA o
U] CAMOCTOSATEIHHON PabOTHI (ng[e ;ﬂ) (wac.) pen CAMOCTOS TN HOI
paboTHI
5 P.1. O0uue cBeneHus 00 apXUTEKType 13 17 Ucrounnku u3
KOMIIBIOTEPHBIX CETEM. OCHOBHOM M
o JOITOJIHUTCIIbHOU
5 |P.2. ba3oBble TEXHOJOTHH JIOKAJIbHBIX CETEH. 4-6 17 HTEpATYDHI:
5 P.3. YCTPOI/ICTBa KaHaJIBHOT' O ypOBHSI. Pa6OTa c y‘le6HI/IKOM, 7'9 17 yCTHLH‘/'I CaMOCTOﬂTeHBHBIﬁ
5 |P.4. IlpuHIIMIBI OOBETMHEHHS CETECH. CIIPABOYHOIL TUTEpaTypOii, 10-13 17 TeKy it HOH(;JK JUTEpaTypel
5 |P.5. IIpuknagnsie npotokoins: cteka TCP/IP. IIePBOUCTOUHHKAMH, KOHTPOTh Ha 00pa3oBaTeIbHBIX
pecypcax,
KOHCIIEKTOM JOCTYTHBIX T10
14-17 17 JIOTHHY U TIApOJTio,
IpEAOCTABIIEMBIM
Hayunoit
oubmmotekoit UT'Y
OO0t 00BEM CaMOCTOSITEIBHON PabOTHI MO JUCITUTUIMHE (4Yac) 85




4.3. Coaep:xanune y4eOHOro MaTepuaJia

Pa3znen 1. O0mme cBegeHnst 00 apXUTEKType KOMIIBIOTEPHBIX CeTei.

Beenenne. OCHOBHbIE MOHSATHUS, TEPMUHOJIOTUS M KOHLIETIIUU TOCTPOEHUSI KOMIIBIOTEPHBIX
cerei. CBs3p Touka-Touka. OObEJUHEHHWE MHOXKECTBA Y3JIOB B €AMHYIO ceTh. [IpOTOKOIBI U
uHTepdeiicel. 7-Mu  ypoBHeBas '"stanmonHHas" wMozenb OSI/ISO. Cpensl mepenauu  JaHHBIX.
XapaKTepUCTUKHU Cpell Nepeaadyd NaHHbIX. Pusndeckas U jorudeckas ronosiornv. dusmgeckoe
KoaupoBaHue curHaioB. L{udpoBoe koaupoBaHue M aHaymoroBass MonyJsuus. MMmynbcHble U
MOTEHIMAJIBHBIE CIOCOOBI KoaupoBaHus. Jlormdueckoe koaupoBanue. KoMmmyTtamusi KaHajlioB U
naketoB. OCOoOEHHOCTH pealu3alld MPOTOKOJIOB CBSI3M KAaHAJBHOTO YPOBHsS. MeETOAbl CxKaTHs
uHpopManuu “Ha nery’’.

Pa3gen 2. Ba3oBble TeXHOJIOIHH JOKAJLHBIX CeTEH.

CewmeiictBo cranmaptoB IEEE 802.x (ISO 8802-1.X). Yposuu MAC u LLC. Cetu KoJbIIeBOM
tormostorun: Token Ring, FDDI. Texuonorust Ethernet. Merox moctyma CSMA/CD. CemelicTBO
cranmaproB Ethernet. Tlomnonyruiekcubiit Ethernet. Ioaxonasl k MeTomy mepenadd JaHHBIX Oe3
WCIIOJIb30BaHUS MPOBOJOB. MeETOAbl paclIMpeHus: CIeKTpa OecpoBOIHBIX TeXHOIOrui. [IpoTokon
CSMA/CA. CewmeiicTBo cTanaaptoB 6ecripoBoanbix cereit IEEE 802.11 (a, b, g, n, ac, ad).

Pa3znea 3. YcrpoiicTBa KaHAJIBLHOTO YPOBHSI.

Ceresble anantepnl, Konnenrpatopsl. Jlornueckas crtpykTypuzauus cereil. MocTel u
KOMMYTATOpPbl. AJNTOpUTMBI "TIpo3payHOro" MoOCTa U MOCTa C MaplipyTH3alyded OT MCTOYHHUKA.
VYnpasieHrne NOTOKOM JaHHBIX B KOMMYyTaropax. JlonogHurenbHble PyHKIUN KOMMYyTaTopoB: STP,
¢dunpTpamus Tpaduka, npuopureTHas oOpaboTrka kaapoB, VLAN, arperupoBaHue KaHaJOB,
oOHapyKEHUE METEb,..

Pasznea 4. [IpuHumnnbl 00beIUHEHUS CeTe.

Anpecarmus B IP cersix. Tunst anpecoB B creke TCP/IP. Knaccer IP anpecoB. OcobOrbie 1P
anpeca. McmonmszoBanne macok B IPv4 -ampecanmu. Ilpotokom IPV6. Ilporokon paspenieHus
aapecoB ARP. IIpuHuIMOB MapuipyTH3allud M MapUIpyTHU3aTOpbl. J{MCTaHIMOHHO-BEKTOPHBIE
QITOPUTMBl  MapuIpyTH3aluu. MapmipyTu3anuss 10  ajJrOpUTMaM  COCTOSIHUSL — CBS3€H.
JlononHuTenbHble (YHKIMKM MapuipyTuzaTopoB. Kommyrtatopsl 3-ro ypoBHS. TpaHCHOPTHBIN
ypoBeHb cTeka mpoTokonoB TCP/IP. IMporokonsr TCP m UDP. CranmapTel Cpe/icTB aHAIHM3a H
ynpasnenus cetsimu. [Iporokon SNMP. Texuonorust NAT.

Paznen 5. Ilpukiaagubie mporokoabl creka TCP/IP.

Cuctema nomennbix uMeH DNS. O6menpunsteie cxemsl (npotokoisl) URL. O0mas cucrema
unentudukaimu pecypcoB URI. Crpykrypa URL(URI). IIpotokon nepenaun runeprekcta HTTP.
Metoabt HTTP. Ctpykrypsi 3anipocos/otBeToB HTTP. TIporokoan ftp.

4.3.1. llepeyeHb CeMMHAPCKUX, IPAKTHYECKUX 3aHATHII H J1a00pPaTOPHBIX padoT

Ne Ne HaumeHoBaHue TpyroemkocTs Ouenounnie | Popmupyembie
/H | pa3aea CeMUHAPOB, (uac.) cpeacTBa KOMIIETEeHIIUH
U TeMbl | NMpakTH4Yeckux u | Bcero N3 Hux
_]'[aﬁopa’]‘()p]-[[,[x 4acoB | MpaKTHYecKas
paboT MOATOTOBKA
1 2 3 4 5 6 7
1 |P2 baszoBeie VYcrHbli
TEXHOJIOTHH 12 - TEKYIIUN
JIOKAQJIBHBIX CETEH. KOH”ZI])J;I)JII), OIIK-2
= OIIK-4.2
2 | P3 VYerpoiicTBa 3ammra
KaHaJHHOTO 10 - 1abopaTOPHBIX
YPOBHSL. pabot




P4 [TpuHumB
00BEIMHEHUSI
ceTeit.

14 -

P5 IIpuknannsie

MIPOTOKOJIBI
TCP/IP.

CTCKa

4.3.2. IlepevyeHb TeM (BOMPOCOB), BLIHOCHMbIX HA CAMOCTOSITE]IbHOE H3yUYeHHe CTyIeHTaAMH B
paMkax camocrosiTeabHOi padorsl (CPC)

Ne Tema 3ananme @opwmpyevas NAK
n/n KOMIEeTEHITUsI
1 2 3 4 5
1 P.1. OOmmue cBenenus 06 | IloBropeHue u
APXUTEKTYpE KOMITBIOTEPHBIX yrayOneHHOe
ceTeil. HU3y4YECHHUE
2 | P.2. ba3oBble TEXHOJIOTUH y4e0HOTO
JIOKAQJIbHBIX CETEeH. MaTtepuana
3 | P.3. VYcrpoiictBa KaHAJIBHOTO JICKIUH,
YPOBHSI. IIOATOTOBKA K OIIK-2 OIlK2.1
4 | P.4. Ilpunuunsl o0beJMHEHUS BBITIOJIHEHUIO OIlK-4.2 OIIK4.2.3
CeTeil. 1a060paTOPHBIX
5 P.5. [lpuknaaHbeie TPOTOKOJIBI pabor,
crexa TCP/IP. IIOJITOTOBKA K
3aIuTe
1a00paTOPHBIX
pabot

4.4, MeToauuecKue YKa3aHu4 110 OpraHm3anuu CaMOCTOSITEIbHOM pa60T1>1 CTYAEHTOB

CamocrosTenbHas paboTa CTYJIEHTOB BCeX (OPM M BHIIOB OOYUEHHS SIBIISETCS OJHUM H3
00s13aTeNBHBIX BUI0OB 00Pa30BaTENbHOM ASSITENFHOCTH, 00ECTIeUNBAIOIIEH peann3auio TpeOoOBaHUN
denepanbHBIX TOCYAapCTBEHHBIX CTaHIAPTOB BhICIIETO oOpa3oBaHus. CoriacHO TpeOOBaHHUAM
HOPMAaTUBHBIX JOKYMEHTOB CaMOCTOSITENIbHAasg padoTa CTYJIEHTOB SBJSETCS 00s3aTeIbHBIM
KOMITOHEHTOM 00pa30BaTEJIbHOTO MPOLiEcca, TaK Kak OHa 00ecreunBaeT 3aKpEIUICHNE MT0JIy4aeMbIX
Ha JIGKIIMOHHBIX 3aHATHUIX 3HAHUH IMyTEeM NMPUOOPETEHUS HABBIKOB OCMBICICHUS U PACIIUPEHUS UX
COJICpKAaHUsI, HABBIKOB PELICHHUS aKTyaJbHBIX Npo0ieM (OpMHUPOBaHMS OOIIEKYJIbTYpHBIX U
npodeccoHaNbHBIX KOMIIETEHIIUH, HAy4YHO-HCCIEI0BATENbCKOW MEATeIbHOCTH, IMOATOTOBKH K
ceMHHapaM, J1abopaTOpHbIM paboTaM, ciade 3a4eToB W HKk3aMeHoB. CamocTosiTenbHas pabora
CTYJEHTOB TNPEACTaBIsAET COOOM COBOKYMHOCTh ayJIMTOPHBIX U BHEAYJIUTOPHBIX 3aHATUN U padoT.
CamocTrosTenbHass paboTa B paMKax oOpa3oBaTENbHOIO IMpOIEcca B BYy3€ pPELIACT CIEAYIOIIUE
3aJ1auu:

— 3aKpEIUICHNE U pacCUIMpPEHUE 3HAaHUM, YMEHUH, T0JIy4EHHBIX CTYJIEHTaMH BO BpeMs ay JUTOPHBIX U
BHEAy/JIUTOPHBIX 3aHATHI, TMpeBpalleHue HuX B CTEPEOTHNBl YMCTBEHHOW U (Qu3MUecKon
NESITENIbHOCTH;

— IpuoOpeTeHNE JOTOTHUTEIbHBIX 3HAHUI U HABBIKOB MO AUCLMIIMHAM Y4eOHOTO MJ1aHa;

— (opmupoBaHue W pa3BUTHE 3HAHUM W HABBIKOB, CBSI3aHHBIX C HAYyYHO-HCCIIEIOBATEIILCKOM
JEeATEIbHOCTBIO;

— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KAUECTBEHHOE OCBOCHUE 00pa30BaTEIbHOM POrpaMMBbL;

— pa3BUTHE HABBIKOB CAMOOPIaHU3aLINH;



— (¢dopMHpOBaHHE  CaMOCTOSATEIBHOCTH  MBIIUICHHUS, CIIOCOOHOCTH K  CaMOpa3BUTHIO,
CaMOCOBEPILEHCTBOBAHUIO U CaMOpeaIN3aliH;

— BBIpa0OTKa HABBHIKOB 3(()EKTUBHOW CAMOCTOSTENbHONW NPO(EeCcCHOHANBHON TEOpPEeTUYECKOH,
MIPAKTUYECKON U y4eOHO-UCCIIEJ0BATENBCKOM e TETbHOCTH.

IMoaroroBka k Jexknuu. KauecTBo 0cBoeHHUs COiepKaHUsl KOHKPETHON TUCIUIUTMHBI IPSIMO
3aBUCUT OT TOrO, HACKOJBKO CTYJEHT caM, Oe3 BHEIIHero NpuHyXAeHus ¢opmupyer y cels
YCTQHOBKY Ha IMOJyYeHHE Ha JICKIMSIX HOBBIX 3HAHUHU, JOTOJHSIOMUX YK€ UMEIOLINECs M0 JaHHOU
JUcLUIUIMHE. Bpems Ha MOAroTOBKY CTYAEHTOB K ABYXYaCOBOH JEKIIMH 110 HOPMAaTUBAM COCTaBIISIET
He MmeHee 0,2 yaca.

ITonroroBka k JaGopatopHoMy 3aHsTHIO. [loaroroBka K J1a0OpaTOpHOMY 3aHATHUIO
BKJIIOYAET CJIEAYIONINE SJIEMEHTHI CAaMOCTOSITEIbHON JEATEIIbHOCTU: YETKOE NPEACTABICHUE 1SN U
3aJa4 ero IpoBeICHHs; BbI/IEIEHNE HAaBBIKOB YMCTBEHHOM, aHATMTUYECKOMN, HAyYHOH e TeIbHOCTH,
KOTOpBIE CTaHYT pPE3yJbTaTOM NpeacTosimeil padoTsl. BripaboTka HaBBIKOB OCYIIECTBISETCS C
MIOMOILIBIO MTOJTyYeHHsI HOBOW MH(pOpMaLnu 00 U3y4aeMbIX MIPOLeccax U ¢ MOMOILBIO 3HaHUS O TOM,
B KaKOH CTENeHHU B JaHHOE BPEMs CTYJEHT BJaJIe€T METOAAMHU HCCIIEI0BATEIbCKON NesITeIbHOCTH,
KOTOPBIMM OH CTaHeT I0JIb30BaThCcsl Ha 3aHATHM. IloaroroBka k Hepenko TpeOyer mnoadopa
MaTepuasa, JaHHbIX M CHEIHAJbHBIX HCTOYHUKOB, C KOTOPBIMH TNpEACTOMT ydeOHas pabora.
CTyJeHTbl CaMOCTOSITEIIBHO OCYIIECTBISAIOT MOUCK COOTBETCTBYIOIIUX MCTOYHHUKOB, OIPEIEISIOT
aKTyaJbHOCTh KOHKPETHOTO HCCIICZOBAHUS MPOLIECCOB U SIBICHUH, BBIICISIOT OCHOBHBIE CIIOCOOBI
JI0Ka3aTelbCTBA ABTOPAMU Hay4YHBIX pabOT EHHOCTH TOTO, YEM OHM 3aHMMaloTcsa. B xone camoro
3aHATUS CTYJEHTHl CHayaJa NPEACTaBISIOT HaWJACHHBIE WMH BapHaHThl  (POPMYJIHPOBKU
aKTyaJbHOCTH HCCIIEIOBaHMs, OOCYXIAIOT MX U OOOCHOBBIBAIOT CBOE MHEHHE O HaMWIyylleM
BapuaHTe. Bpems Ha HOATrOTOBKY K JIAOOPaTOPHOMY 3aHATHIO IO HOPMATHBaM COCTABIISIET HE MEHEE
0,2 gaca.

IMoaroroBka k 3a4ery. CaMOCTOSATENbHAS TIOATOTOBKA K 3a4eTy JIOJKHA OCYIIECTBIATHCS B
TedeHue Bcero cemectpa. [1oIroToBKa BKIIIOUYAET CIEMYIONINE ISHCTBHSA: IEPEUNTATh BCE JICKIIUH, a
TaKXKe MaTepHuajbl, KOTOpble TOTOBMJIMCH K JaOOpaTOPHBIM 3aHATHUSM B TEUYEHHE CEMeECTpa,
COOTHECTH OTy HWH(POpPMAIHIO C BOMPOCAMH, KOTOpBIE NaHBl K 3adeTy, eciu WHOpMaIuu
HEI0CTaTOYHO, OTBETHl HAXOJAAT B MpPEUIOKEHHOU INpernoaaBaresneM JuTeparype. Pekomennyercs
JenaTh KpaTKUe 3amvicu. Bpems Ha TIOATOTOBKY K 3a4eTy MO0 HOPMAaTHBaM COCTaBISIET HE MeHee 4
9acoB.

4.5. IlpumepHasi TeMaTHKa KYpCOBBIX padoT
BrimonHeHne KypcoBbIX paboT HE MPETyCMOTPEHO YUESOHBIM IJIAHOM

V. VUEBHO-METOJINYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE
JTUCIUATITAHBI

1. Omudep B.I'. Komnbsrotepusie cetu. [IpuHIUMIbBI, TEXHOIOTHH, TPOTOKOBI [ Tekcr] : yueb.
nocodue /i1 CTyA. By30B, 00y4. 1o Hanpasi. "MHpopMaTrka U BEIUKCI. TEXHUKA" U TIO CHel.
"Bprunci. MammHbl, KOMILIEKCHI, CACTEMBI U ceTh", "ABTOMATU3UP. MAILIUHbI, KOMIUIEKCHI,
cuctemsl u cetu", "[Iporpam. obecney. BBIYUCI. TEXHUKH U aBTOMaTu3up. cucrem" / B. T
Omudep, H. A. Onmudep. - 5-e uzn. - M. ; CII6. : ITutep, 2016. - 991 c. ; 23 cm. - (YuebHUK 1715
BY30B). - YKka3.: ¢. 963-991. - ISBN 978-5-496-01967-5 (15 3k3)

2. Tanen6aym 3. Komnbiotepusbie cetu [Teket] : Hayunoe uznanue / 3. TanenOaym, /1.
Vazepom. - 5-e uzn. - CII6. : [Tutep, 2016. - 955 c. ; 24 cm. - (Knaccuka Computer Science). -
bubmmorp.: c. 935-946. - ISBN 978-5-496-00831-0 (15 5k3)

3.  Awnaponunk A.H. MOHUTOpPUHT U yIpaBJieHHE B KOMITBIOTEPHBIX CETAX : yueb. mocodue / A.
H. Augponuuk. - Upkyrck: U3a-Bo UT'Y, 2013. - 107 c. - ISBN 978-5-9624-0790-6 (30 3x3.)

4. AradonoB A.B. TexHonoruu MmexxceTeBoro skpanupoBanus [Tekct] : [yue6. mocodue] / A.



B. Aragonos, A. H. Auaponuuk, 0. JI. Koponbkos ; UpkyTckuii roc. yu-T, IH-T MaTeMaTHKH,
sKkoHOM. B uHpopM. - UpkyTck : U3a-Bo UT'Y, 2013. - 107 c. : un. ; 25 cm. - bubaumorp.: c. 101. -
ISBN 978-5-9624-0796-8 (30 7k3.)

5. IHansprun B. ®. 3ammra komnbroTepHoit HHGOopManuu. I HEKTUBHBIE METOIBI U CPEIICTBA
[Tekcer] : yue6. mocodbue / B. @. lllanbrun. - M. : JIMK Ilpecc, 2010. - 542 c. ; 24 cm. -
bubnuorp.: c. 524-529. - IlpenM. ykas.: c. 530-542. - ISBN 978-5-94074-518-1(25 5k3.)

6. Konnos, A. JI. BeruucnurenbHble CETH U KOMIUIEKCHI [ DNIEKTPOHHBIN pecypc]| : METO.
ykazaHus k j1a0. padoram. Y. 2 / A. JI. Konnos, 1O. A. Ymaxkos. - Opeabypr : OI'Y, 2012. - 65 c.
- Pexxum pgoctyna: OBC "Pykont". - Heorpanuu. foctym.

0) 6a3bl JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE U MOUCKOBBIE CHCTEMBbI

1. ITouckossie cuctemsl Google, Yandex.

2. DIEKTPOHHBIE PECYpPChl JOCTYIHBIE [0 JIOTHHY M MapoJiio, IpeaocTaBiseMble HaydHoi
ouobmnorexkon UI'Y.

VI. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJIMHBI

6.1. YueOHo-1a00paTOpHOE 000pPy/I0BaHHE:

Komnsrorepnast nadoparopust (ayautopusi 325), OCHallleHHAs BBIYMCIUTEIBHON TEXHUKOM,
criermanbabiM [10 1 cBOOOIHBIM H0CTYIOM B ceTh Internet. Berpoennsie ceteBbie kapThl Ethernet va
KaKJOM KOMIIBIOTEpE W BCTPOEHHBIE MM AMCKpeTHble cereBble KapThl 802.11. Ilatukopnsl.
HeynpaBnsiemble KOoMMyTaToOpbl. YIpaBiseMble KOMMYyTatopel. Touku poctyma 802.11.
becnipoBognbie  mapupytuzatopel  802.11. MexcereBbie skpanbl. |P — kameprl. CereBoe
(haitmoxpaHuIHUIIE.

6.2. IlporpamMmMHoOe oGecrieyeHue:
CB00OIHO pacmpocTpaHsieMoe MmporpaMMmHoe obecrieueHue cereBoii cHuddep “WireShark”.
Komannnas ctpoka ucnons3yemoit OC. bpaysep.

6.3. Texunuyeckue M 3JIeKTPOHHbIE CPEACTBA:
MynabTUMEIUHHBIA TPOEKTOP, FKpaH (110 HEOOXOJUMOCTH), MEJIOBasl WJIM MapKepHas J0CKa.
B xommnbroTepHoii naboparopuu Tpedyercs noctyn k cetu Internet.

VIl. OBPA3OBATEJIbHBIE TEXHOJIOI' UM
Ha nexumusx wucmosb3yloTcs aKTUBHBbIE METOJbl OOy4eHHs (KOMIIBIOTEPHBIX CHUMYJISIHH,
pa3z0op KOHKPETHBIX cutyaruii). JlabopaTopHbie pabOTHI MPOBOATCS ¢ UcHoib3oBaHueM [[19BM c
MOCTETYIONIEH 3aIUTOH.

VIiIl. OHEHOYHBIE MATEPHUAJIBI VIS TEKYHIEI'O KOHTPOJIA U
MPOMEXYTOYHOMN ATTECTALIUU

Texymmii KOHTPOJb peanu3yercs B BHJE YCTHOI'O TEKYLIEro KOHTPOJS MJs JIOMycKa K
MPOBEICHHUIO JJAOOPATOPHBIX padOT M WX 3alIUT Ha JTAOOPATOPHBIX 3aHATHSX. TeKyIHi KOHTPOIb
HanpaBJeH Ha BbIsBIeHUE cpopmupoBanHocTH komnerenuii OIIK-2 u OIIK-4.2.

JI7st peanu3anyy TEKyIIEero KOHTPOJIS HCTIONIB3YETCs OaNTbHO-PEHTHHIOBas CUCTEMa OIICHKH,
MIPUHSATAs] B YHUBEPCHUTETE.

YcBoeHHe CTyIeHTOM OaKaTaBpOM U3y4aeMOU TUCIUTIIIMHBI MaKCUMaIbHO orieHuBaercs 100
6aymutamu. MakcuManbHOE KOJTMYECTBO OAJIIOB 3a TEKYIYI0 paboTy B cemecTpe orpannuuBaercs 70-
10 OamamMy, Ha OLEHKY HPOMEXKYTOYHOTO KOHTPOJS 3HAHHM B BHAE TeCTa MAaKCHUMAJIbHO



npenycmorpero 30 6amoB. Bo3moxHb! «ipeMuanbabiey 0amisl (0T 0 1o 10), KoTopbie MOTYT OBITH
n00aBJIeHBI OaKagaBpy 3a aKTUBHBIE (POPMBI PAOOTHI, BRICOKOE KAYECTBO BBHIMOJIHEHHBIX PaOOT U T.I.

3a moceneHre oHOTo BHa 3aHATHs gaetcst 0.5 6ayna (42 3ansatus no 2 vaca (JI+JIp) * 0.5
6amr = 21 Gamr). MakcuMallbHOE KOJMYECTBO Oa/lIOB 3a BBINOJIHEHHE J1a00paTOpHBIX pPaboT ¢
MOCIeAyIoMIeH 3auToi coctasiseT 49 Gamnos.

MaTepna.m,l AJIS MPOBEACHUSA TEKYHIEro M IIPOMEKYTOYHOI'0O KOHTPOJIH 3HAHMH CTYACHTOB:

Ne Buj xonTpoas Kountposmpyemsie KoHnTposmpyemsle
TeMbl (pa3aenbl) KoOMIIeTeHuuu/
HHIMKATOPBI
1 2 3 4
1 VY CTHBIN TEKyIUN KOHTPOJIb T1-TS OIIK-2/ OITK2.1
OIIK-4.2/ OI1K4.2.3
2 Texymuit KOHTPOJIb: 3ammura | T2-T5 OIIK-2/ OITK2.1
J1a00paTOPHBIX pabOT OIIK-4.2/ OI1K4.2.3
3 [TpomexxyTounslii KOHTpoOJb 3HaHmid | T1-TS OIIK-2/ OIIK2.1
(TecT) OIIK-4.2/ OI1K4.2.3

IIpumep yCTHOTO TEKYIIETO KOHTPOJS: NPUMEPHBIA MEpPedYeHb BOMPOCOB IS JOIMyCKa K

BBITIOJIHEHHIO OJ10Ka jJabopaTopHbIX padot “becnpoBoansie cetn 802.117:

e ®dusuyeckas U Jorudeckas romnojoruu cerei 802.11.

e MeTobI peanu3anuu “‘uzderanus Komsui” B ceTsax 802.11.
[IpoGnema ckpoIToii cranmu cerei 802.11.
[Tonesnas npomyckHas cnocoOHocTh cereit 802.11.
[TocnenoBarensHOCTE bapkepa.
Kunaccol [Pv4 agpecos.
Texunonorus MIMO
MexcuMBOJIbHAST HTHTEP(EPECHITHS.
Pacmupenue criekTpa npsiMoit moclie10BaTeIbHOCTBIO.
Hcnons3zoBanne Macok B [Pv4 agpecannn.

Texkymuii KOHTPOJIb: 3amUTAa JA0OPATOPHBIX PadoT. /[N 3amUTHl BBINOJHEHHBIX
71a00paTOPHBIX pabOT HEOOXOIUMO O(POPMHUTH OTUETHI B AIEKTPOHHOM MM OymMakHoMm Bupe. [lis
paboT ¢ peanbHBIMHU CETEBBIMU YCTPOMCTBAMU B OTUETE JTOJIKHBI IPUCYTCTBOBATD:

e HOMEpP U HAUMEHOBAHUE 3aJJaHUSI.

e (QJIOK-cXeMbl COOpaHHBIX 110 33JaHUSIM KOH(UTYpaIuil ceTH U ceTeBOro 000pyA0BaHHUS.

® CKPUHUIOTHI BBIIIOJHEHHBIX JIJISl CETEBBIX YCTPOUCTB HACTPOEK.

e pe3ynbTaThl pabOThI PINGg C yKa3aHHBIMH CETEBBIMH HHTepdelicaMu WM JIpyrue
pe3yabTaThl, HEOOXOIUMBIE MO 3aIaHUSIM PaOOTHI.

Jnis paboT ¢ ceTeBbIMU cHU(DPepaMu B OTUETE JOIKHBI IPUCYTCTBOBATH:

® HOMEp M HAMMEHOBAHUE 3a/IaHMUS.

® CKPHMHIIOTHI HabOpa 3aXBau€HHBIX MAKETOB WJIM OJHOTO Pa3BEpHYTOrO MakeTa Ui ero
aHaJIM3a [0 COOTBETCTBYIOIIEMY 3a/IaHUIO

e J[pyrue CKpUHIIOTHI U OMHUCAHUS B CIyyae HEOOXOAUMOCTH I10 3aJJaHHIO.

JlaGopaTopHbie pabOTHI comepkaT Pa3IUYHOE KOJWYECTBO 3aJlaHUM Pa3IMYHON CJIOKHOCTH, H,
CJICOOBATCIIbHO, OUCHHUBAIOTCA B PA3JIMYHOC KOJIMYCCTBO GaJIJIOB.

[TapaMeTpbl OLIEHOYHOTO CPEJCTBA ISl 3AIIUTHI JTA00PATOPHBIX paboT

\ Onenka / % ot MmakcuMyMma 3a paboTy B Oajiax




Kpurepun OtnnyHO Xopo1o Y noBners. Heynosi.
OLICHKHU 70-100 % 40-60 % 10-30 % 0%
B nenom otuer Otuer He
odopmiieH o(opMIIeH.
KOPPEKTHO,
CICIIaHbl Otuer odopMmiieH co
A Otuet opopmieH (bop
BBIBO/IBI, HO 3HAYUTEIILHBIMHU
IIOJIHOCTBIO.
UMEIOTCS 3aMeUYaHUsIMHU,
Nmerorest
HE3HAYUTEIIbHBIC BEIBOJIbI HE TIOJIHBIE,
3aMeuaHus Mo
[TonHOCTBIO U HEIOCTAaTKH. IIPU 3aIUTE CTYACHT
0(hOpMIICHHUIO,
KOPPEKTHO [Tpu 3ammre C TPyZIOM
0hOpMIICH OTYET, | CTYJICHT BRIBOJIBT CICTAHDT dbopmyupyeTr cBou
p ’ y HE IIOJIHOCTBIO. PMYJHPY
CZEJIaHBbl MOKa3bIBACT MBICITH, HE
IIpu 3amure -
Boinonuenue | BoBonbl. [Ipu MOHUMaHUE CySICHIS MIPUBOIUT MPUMEDPHI,
3aJlaHui 3allUTe MOKAa3aHO | MaTepuaa, Y HE J1aeT OTBETAa Ha
MOBEPXHOCTHBI,
BCECTOPOHHEE U | IPUBOJUT JIOTIOTHUTEIIbHBIE
COJIepIKaT OIIUOKH,
riryOOKOe 3HaHHE | PUMEPHI, HO BOIIPOCHI
IPUMEpPHI HE
MaTepuana. UCIIBITHIBACT
TIPUBOISATCS,
3aTpyAHEHUS C
OTBETHI HAa
BBIBOJIaMH,
JIOTIOJTHUTEIHHBIE
OJIHAKO
BOIIPOCHI HE
JIOCTaTOYHO
yBEpEHHBIE.
IIOJIHO OTBEYAET
Ha
JIOTIOJTHUTEIbHbIE
BOIPOCHL.

TecroBble 3axanusi AJsi NpoBepku chopmupoBanHocTu komnereHunu OIK-2

1. {151 1OTHYeCKOM CTPYKTYPHU3ALMH CETH UCIOJIb3YIOTCS KOMMYHHKAIIMOHHBbIE YCTPOiiCTBA.

mooOw>

MocrTsl.
KoHuenTparopsl.
KommyTartopst.
MapupyTusaTopsl.
[ToBTOpUTENN.

2. BoiOepuTe Bce npaBHIIbHBbIE YTBEP:KIeHHS 0 padoTe HeYNPaBJIsieMOro Npo3pavHoro Mocra.

Cow >

m

MocT HeBUIUM JIJISl APYTUX CETEBBIX YCTPOMCTB U €ro paboTa HUKAK He CKa3bIBAeTCS HAa MX
(YHKIIMOHHPOBAHUH.

[TopTel MmocTa umerot pazusie MAC azapeca.

Hcnonp3yroT asst IoKanm3anuy Tpaduka ceTeBble aapeca KOMIBIOTEPOB.

AnpecHas Tabnuma co31aeTcsi MPO3pavyHbIM MOCTOM ITyTEM MMaCCUBHOTO HAOIIOACHHUS 3a
TpadukoMm.

Tabnuma npoaBuwkeHus/GUIbTpaliu MocTa CTpouTCst Ha ocHoBaHun MAC-aapecoB
HCTOYHUKA.

3. K kaKdM HEeraTUBHBIM MOCJIEACTBHSIM MPHBOIUT HAJINYHUE NEeTeJIb B CETH, IOCTPOEHHO Ha
KOMMYTATOpPax, pa6oTal0IMNX B COOTBETCTBUH C AJITOPUTMOM MPO3PavHOro MocTa?

A
B.
C.

Kanpst moryt ny0aupoBaThCsl.
Kanpbl MOryT 3aLlUKIMBATHCS.
Tabnuia mpoIBMKEHUST MOXKET TOCTOSTHHO TIEPECTPanBaTHCS.



D. bonbIas yacTe NpoIryCKHON CIIOCOOHOCTH BCEH CETH MOXKET 3aTPauuBaTHCS Ha
o0cmy>)XKHuBaHUE TICTIIH.

4. Kakoii mopT Ha3pIBaeTCcsi HA3HAYEHHBIM B aJIrOPUTMe NMOKPbIBalouiero aepesa STA?
A. HNmeromumii MUHUMAaIbHOE PACCTOSTHHUE O KOPHEBOTO KOMMYTAaTOPa CPEIH BCEX MOPTOB,
KOTOPBIE MOJKIIIOYCHBI K JAHHOMY CETMEHTY CETH.
B. Nwmeromuiit MUHIMAIILHOE PACCTOSIHUE 10 KOPHEBOTO KOMMYTATOpa CPey BCEX MOPTOB
JTAHHOTO KOMMYTaTopa.

5. YkaxuTte npaBujibHbIe YTBep:KaeHusi 0 Texnosoruu VLAN.
A. VLAN Bceraa cTposiTcst IO IPU3HAKY MPOCTPAHCTBEHHOTO pa3ieieHus 001acTeil ceTH.
B. B VLAN-ax noaHoCThIO H30aUpyeTcs Tpadhuk Ha KaHAJTLHOM YPOBHE.
C. VLAN o0ecrnieyuBaroT BO3MOKHOCTb KOHTPOJISI ITMPOKOBEIIATEIBHBIX COOOIICHUH.

6. Kakum 00pa3oM MOKHO 00beJUHUTH HECKOJIbKO BUPTYaJIbHBIX JIOKAJIbHBIX ceTell B
eJIUHYIO CeTh?

A. Tlpunucatp UX K OJHOMY ¥ TOMY K€ TPAaHKY (arperupoBaHHOMY KaHaIy).

B. Cnenarp kakoi-1100 KOHEUHBIHN y3ell WieHOM 00benuHseMbix ceTeil VLAN.

C. OO0benuHUTH HECKOIBKO VLAN ¢ MOMOIIBI0 MapiipyTU3aTopa.

7. 1Pv4 angpec 128.12.74.241 oTHOCHTCH K ciaeayomemMy kiaaccy |P agpecos.

moow>
mooOw>

8. lIpeacrasaen caenywimii IPv4 agpec 162.243.78.194/27. Bnuuure B 0KHO ajpec y3Ja B
caenywomeM popmare: x.y.z.K. Pa3nesuren OKTeTOB — TOUKH, MOCJIe MOCJIETHET0 OKTETA
TOYKA He CTABUTCSH, 3aNIMCh BeJeTcst 0e3 nmpodesos. Ilpumep KOppeKTHOM 3anMCH 0TBETA:
0.11.222.3

oteet: 0.0.0.2

9. li1s1 yMeHbIIEHHUS KOJIMYECTBA 3anmuceil B TadIMuax MapmpyTu3auuu (00beAnHeHHe CTPOK

€ OIMHAKOBBIMH NpeduKcamMu), NOCTPOEHHBIX Ha 0OcHOBaHUM |PVv4 agpecoB npuMeHsI0T:

A. BeckiaccoByio mexxnomennyto mapipyrtusaiuio (CIDR - Classless Inter Domain Routing ).

B. Tpancnsmuro cerebix aapecoB (NAT - Network Address Translation).
C. Tlporokon mapmpytroii uadopmanuu (RIP - Routing Information Protocol).
D. Anroputm BbIOOpa nepBoro kpardaiiiero mytu (OSPF — open shortest path first).

10. BoiOepute Bce koppekTHbIe (popMmbl 3anucu IPV6 aapeca
2001:0000:0db8:0000:0000:0000:072a0:765d.

2001:0:db8:0:0:0:7a0:765d
2001::db8::7a0:765d
2001:0:db8::7a0:765d
2001:0:db8::7a:765d

COow>

11. BBeguTe 0AHUM YHCJI0M MAKCHUMAJIbHOE KOJUYECTBO Y3JIOB B CeTH ¢ MaCKOil MOACeTH
255.255,255.252
OTBET: 2



12. Haznauenmne cayxx0b61 DHCP:

ABTOMAaTHUYECKOE MOTyYeHHE KIIMEHTaMu cBeieHnit o HacTporikax TCP/IP.
ABTOMaTHUYECKOE pa3pelIcHUE UMEH.

ABTOMaTHUYECKOE NMpeodpa3oBaHre CUMBOIBLHOTO MeHUs B IP-anpec.

ABTOMartudeckoe npeodpasoBanue soruueckoro aapeca (IP) B pusuueckuii anpec (MAC)

COw>

IIpomexyTounass arrectauusi B (¢dopMe 3adeTa HaNpaBlieHAa Ha  IPOBEPKY
chopmupoBanHoctu KommereHuuid OIIK-2 u OIIK-4.2. B TeueHue cemecTpa 3a BBHINIOJHCHHE
3alaHui TEKYIIEro KOHTPOJIA CTYISHTY HAYHCISAIOTCS Oaibl M B KOHIIE CEeMecTpa Oauibl
CYMMHUpPYETCS /Ul BBIYMCICHUS pEUTHHTA CTYICHTA.

CryneHT AOIMyCKaeTcss K MPOMEXYTOUYHOM aTTecTaly, eciau ero pedTuHr cocrapisier 30
O6aymtoB u Oosee. CrTymeHTam, 4ell peHTHHT cocTaBiseT oT 60 Oa/ioB BKIIOYHUTEIHHO, 3a4eT
MIPOCTABJISAETCS aBTOMATHYECKH. JIaHHBIN pe3ynbTaT MOKa3bIBAeT CPOPMUPOBAHHOCTH KOMITETEHITHHA
OIIK-2 u OIIK-4.2. Ctynenram, uyeid pedTuHr coctasiser oT 30 mo 59 OamioB, Ha3HadaeTcs
KOMITBIOTEPHOE TECTHPOBAHUE 110 BCEMY KYPCY.

HapaMeTpLI OLCHOYHOI'0 CPCACTBA JIS1 BBIIOJHCHHA UTOMOBOI'0 TCCTOBOT'O 3aJaHHA

[Tpenen nIMTEIbHOCTH KOHTPOJIS 90-120 mun
KonwuecTBo 3axanuii 40-60
[TocnenoBatensHOCTH BHIOOPKH .
cirydaiiHast
BOIIPOCOB
Kputepuu onienku B 6amiax:
18 — 30 6amtoB
0 % 60% — 100% npaBUIBHBIX OTBETOB
(% mpaBubHBIX 0TBETOB * (.3)
0 6annoB 0% — 59% npaBHIIbHBIX OTBETOB

[Io pe3ynpTaraM HTOTOBOTO TECTOBOTO 3aJaHHsl K PEUTHHTY CTyAeHTa A00aBisieTcs
HaOpaHHOE KOJTMYECTBO OaJJIOB, U, B CITydae, €M OOIIUI peHTHHT CTaHOBHUTCS OOJIbIIE WIIM PABEH
60, mpocTaBJsieTcs 3a4eT.

Pa3paborunk:

4 JIOLEHT Cemenos A.JL.
[Iporpamma cocraBieHa B cooTBeTcTBUM ¢ TpeboBanmsMu  DPI'OC BO wu yuyuThiBaeT
pexomenaanuu [TIOOII no Hampasnenuto u npodumo noaroroku 10.03.01 Undopmannonnas

0e30mMacHOCTD.

[Iporpamma paccMoTpeHa Ha 3aceqanuu Kadeapsl paTnoPU3NK U PATH0IIEKTPOHUKH
«30» aBrycra 2021 r. ITpotokon Ne 1

N.0.3aB. kadeapou

Hacmosuwas npoepamma, ne mooicem Ovimb 6ocnpou3gedeHa HU 8 Kakou ¢hopme 6Oe3
npeosapumenbH020 NUCbMEHHO20 paspeuleHus Kagheopvl-paspadbomyuxa npozpammol.
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