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|. IIEJIA 1 3AJIAYH JACIATITAHBI

I[I/ICHI/IHJ'II/IHa «CeT M CHUCTEMBI rnepcaadun I/IH(bOpMaHI/II/I» obecreynBaeT HU3YyUCHHUC OCHOB
MMOCTPOCHUS U OpraHru3aluu pacCiupCACICHHBIX BBIYUCIIUTCIBHBIX CUCTCM.

[lenb Kypca — OCBOGHHUE CTYJCHTAMH OCHOBHBIX COBPEMEHHBIX CETEBBIX TEXHOJIOTHUH,
MIOJITOTOBKA K paboTe B CETEBOM Cpejie.

3ajaun Kypca — U3yueHHUe:

- ¢pynkuuii ypoaer moaenu OSI: puzndeckoro, KaHaJILHOTO, CETEBOTO, TPAHCTIOPTHOTO,
CEaHCOBOTO, MPEACTABICHU U MPUKIIAJTHOTO;

- cteka nporokosoB TCP/IP;

- IPUHIUMOB (QYHKIIMOHUPOBAHUS 1 OCOOEHHOCTEH TTOCTPOCHUS KaHAIOB Mepeladyn
JAHHBIX U JIMHUW CBSI3H;

- METOJIOB JIOCTYTIa U Pa3HOBHIHOCTEH CTAHAAPTHBIX BBIYUCIUTEIBHBIX CETEH;

- METOJIOB a/Ipecani, KOMMYTAIlUK U MapIIPyTU3aI[UH B BEIYUCIUTEIBHBIX CETSX.

Il. MECTO IUCHUMIIJIMHBI B CTPYKTYPE OIIOII BO

Vyebnas nucnurniauHa «CeTH U CUCTEMBI nepefadyn uHGOpMaIuu» BXOAUT B 0a30BYIO
4acTh 00s13aTEIbHBIX TUCLUIUINH.
Jns u3yueHus AaHHOM y4eOHOM AMCUMIUIMHBI (MOZIYJsl) HEOOXOAMMBI 3HAaHUS, YMEHUS U
HaBBIKH, (OPMHUPYEMBbIE IPEILIECTBYIOUIMMU AUCHUIUIMHAMM
e ®dusuka. DIEKTPUYECTBO, MATHETU3M U BOJIHOBAs ONTUKA
e AmnnapaTHbIE CPEICTBA BHIYUCIUTEIbHOU TEXHUKU

[lepeuenp nocneayoOUMX y4eOHBIX AUCLUUILIINH, JUIsI KOTOPbIX HEOOXOAMMBI 3HAHUS, YMEHUS U
HaBBIKH, (OPMHUPYEMBbIE JAHHOW yUeOHOM TUCIUIUTMHOM:

e be30macHOCTh KOMIIBIOTEPHBIX CETEU

e Iludpossie cucreMbl nepeaayn HHHOPMaIH

I11. TPEBOBAHUSA K PE3YJBTATAM OCBOEHUSA JUCIHUIIJINHbI
[Iporiecc OCBOEGHHMS NUCHUIUIMHBI HampaBleH Ha (opMHUpOBaHHE KOMIIETEHIIMA B
coorBerctBuM ¢ @®I'OC BO u OIl BO mno HanpaBienuto mnoxarorosku 10.03.01

Nudopmarnmonnas 6€30macHOCTb.

Hepeqeﬂb IVIAHUPYEMBIX PE3yJabTaTOB Oﬁy‘{eﬂl/lﬂ no JTMCHMIIVIMHE, COOTHECCHHBIX C
HHIAXKATOPpAaMH JOCTHKCHUS KOMIIeTeHII it

HNuauxkaropsl
Komnerennus . Pe3yabTarsl 00y4eHus
KOMIIeTEeHI Ui
OIIK-2 H/lKonk>.1. 3HaTh: MPUHIMIBI PAOOTHI
Cnocoben npumenamo | [lpumensem na npakmuke | 1  OpraHU3allMM  COBPEMEHHBIX
ungopmayuonHo- ungopmayuonHo- BBIYMCIIUTEIIBHBIX CETEH.

KOMMYHUKAYUOHHbLE
mexHojlocuu, npocpammHsle
Cpé@Cﬂ’lGd CUCMEMHO20 U
npumadHoeo HA3HA4Y€HUA, 6
mom uucie
omedyecmeeHHoco

MeNeKOMMYHUKAYUOHHbLE
MEeXHON02UU 0N peuleHus
3a0au  npogeccuoHarbHouU
oesmenbHOCMU

VYMeTh: HMCIOJIb30BAThH
3HAHUS O TMPHUHIMIAX PabOTHI
COBPEMEHHBIX CETEBBIX
TEXHOJIOTHI U TPUMEHATh UX IS
pemeHuss  3amad  OpraHu3aIuu
JIOKAJIbHBIX KOMITbIOTEPHBIX




npou3800cmea, ons ceTell.

peutenus 3a0ay Brnanets: HaBBIKAMH

npogeccuonanbHoll paboThl ¢ COBPEMEHHBIM CETEBBHIM

oesamenbHOCmu, KOMMYHUKAIIHOHHBIM
000pyI0BaHUEM.

OIIK-4.2. HJ[Komk4.2.3. 3HaTh: MIPUHITUTIBI
Cnocoben Buvinonusem aJIMUHUCTPUPOBAHUS  yCTPOMCTB
AOMUHUCTNIPUPOBATND AOMUHUCIMPUPOBAHUE COBPEMEHHBIX  BBIYMCIUTEIBHBIX
onepayuonuvle  CUCMeMbl, | bIYUCTUMENbHBIX cemell ceTen.
cucmembl YnpasneHus YMerTs: UCIIOJIb30BATh
oazamu OAaHHUIX, 3HaHUS O NPUHIMUNAX pabOTHI

eblyuciumesibHvle cemu,

COBPEMEHHBIX CETEBBIX YCTPOMICTB
U IPUMEHATh HUX JUIsl pelIeHUd
3aJa4 OpraHU3allui JIOKAJIbHBIX
KOMITBIOTEPHBIX CETEH.

Buiagers: HaBbIKAMU
aIMUHUCTPUPOBAHMS
COBPEMEHHOI'O CETEBOrO
KOMMYHHUKaI[MOHHOTO

000pyTIOBaHUS.




IV. COAEP’)KAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0BeM JUCHHMILIMHBI COCTABJACT D 3aueTHBIX exuHunbl, 180 yacos.

DopMa NPOMEKYTOUYHOM ATTECTALUM: 3a4eT

4.1. Conep:xaHue JMCUMILJIMHBI, CTPYKTYPUPOBAHHOE M0 TeMAaM, ¢ YKa3aHHeM BH/I0B y4eOHbIX 3aHATHII U OTBEIECHHOI0 HA HUX
KOJIMYeCTBA aKa/IeMUYeCKUX YaCOB

Bunel yueOHOI paboThl,

BKJIFOYas1 CaMOCTOATCIIbHYTO pa60Ty o6yqalonmxc;1,
MPAKTUYCCKYIO IOATOTOBKY U TPYAOCMKOCTDb

=
>
=
S
E g (B 4acax)
No § s K 5 3 ®opma TeKylero
. Pasnen pucuuniauabl/Tema = 2 OHTAKTHAA paboTa NEToaBaTe/Id ¢ 2 KOHTPOJISA
n/H g9 oOy4armuMucs =
2 2w g g ycreBaeMoCTH
S | 2% 53
E" = - o Cemunap/ = g
3 © = o MpakTuyeckoe 3
= o = = Jlexuus 860 ’ | KoncyasTanus =
L >} M o paTopHoOe <
@) ~® = E 3ausiTue/ O
1 2 3 4 5 6 7 8 9 10
1 P.1. OOmwue CBECHUA 00 apXuTeKType 5 | 212 i 4 i 0.2 17
KOMIIBIOTEPHBIX CETEH. v . .
2 P.2. ba3oBble TEXHOIOTUH JTOKAIBLHBIX CETEM. 5 | 36,2 - 7 12 0,2 17 CTII{(H;ITTeI;};mHH
3 P.3. YcTpolicTBa KaHAJIBHOTO YPOBHSI. 5 | 322 - 5 10 0,2 17 OHTPO
4 P.4. IlpuaIMIBel 00bETUHEHUSI CETEH. 5 | 41,2 - 10 14 0,2 17
5 P.5. Ilpuknanuslie npotokoisl cteka TCP/IP. 5 392 - 8 14 0,2 17




4.2. IlnaH BHeayAUTOPHOH cAaMOCTOATEIbHO PadoThl 00y4YAIOIIUXCS MO JUCIUIIIINHE

CamocrosiTenbHas paboTa 00yJaronmxcs V4eOHo-
METOIHYECKOE
OueHouHoe
Cemectp Haspanue pasieina, TEMbI B a6 Cpoxu TpynOeMKoCTb CH CTEO obecreyenue
BBIIIOJIHCHUA o
1L CAMOCTOATEILHOM paboTE! (H(e);le;a) (4ac.) pel CaMOCTOSITETIbHON
paboThI
P.1. O0mue cBeneHust 00 apXUTEKType VcTouHnky u3
S5 - 1-3 17 OCHOBHOH U
KOMITBIOTEPHBIX CETEH. 5
o JOINIOJTHUTCIIBHOMN
5 |P.2. ba3oBbIe TEXHOJIOTUHN JTOKAJIBHBIX CETEH. 4-6 17 J—
5 |P.3. VYcrpoiicTBa kKaHAJIBHOTO YPOBHSI. PaGoTa ¢ yueGHuIKOM, 7-9 17 YV eTHBII CaMoCTOSTebHbIi
5 P.4. IlpuHIMIBl 00bETUHEHHSI CETEH. CHIPABOYHOM JIMTEpaTypoil 10-13 17 Texymii TIOHCK JIUTEPATyPhI
b
Ha 00pa30BaTEIbHBIX
5 |P.5. [Ipuknagssre npotokoust crexa TCP/IP. 1EPBOMCTOYHUKAMI, KOHTPOJIb gecypcax
KOHCIICKTOM JOCTYTIHBIX I10
14-17 17 JIOTUHY U I1apOJIo,
IpeaoCTaBJIICMbIM
Hayunoit
oubanorexoi UI'Y
OO0t 00BeM CaMOCTOSTEIBHONW PAOO0THI O TUCIUTIINHE (Yac) 85




4.3. ConepxxaHue y4eOHOIro MaTepHuaJia

Paznen 1. O0mue cBeieHnsi 00 apXUTEKTYype KOMIBIOTEPHBIX CeTei.

BBenenne. OCHOBHBIE MOHATHUS, TEPMUHOJIOTUS M KOHLENILUN OCTPOEHUSI KOMIIBIOTEPHBIX
cereil. CBsa3p Touka-Touka. OObEJUHEHHWE MHOXKECTBA Y3JIOB B €AMHYIO ceThb. [IpoTokoibl u
uHTepdeiicel. 7-mMu  ypoBHeBas "stanmonHas" wmozens OSI/ISO. Cpenbl mnepenauu JTaHHBIX.
XapakTepUCTUKU cpell nepefayn JaHHbIX. Pusndeckas U jorudeckas Tonojoruu. dusnueckoe
KoaMpoBaHue cUTHaIOB. LluppoBoe KomupoBaHHe M aHAIOroBas MOAYJAIMs. VMmynbcHble U
HNOTEHIMAJIbHBIE CIIOCOObI KoaupoBaHMs. Jlormueckoe koaupoBaHue. KoMmMmyrtanus kaHajioB U
nakeToB. OCOOCHHOCTH pealu3alMy MPOTOKOJIOB CBS3M KaHAIBHOTO YpPOBHS. MeETOIBI CXKaTus
nHpopManuu “Ha JeTy’.

Pa3nes 2. bazoBble TeXHOJIOTMH JIOKAJIBbHBIX CeTel.

CemeiictBo cranmaproB IEEE 802.x (ISO 8802-1.x). Ypouu MAC u LLC. Cern
kousblieBoi tomosoruu: Token Ring, FDDI. Texuomorus Ethernet. Meton mocryna CSMA/CD.
CewmeiictBo cranmaptoB Ethernet. Tlonmnomyriekcusiii Ethernet. Tloaxomsl kK MeTomy mepeaavu
JaHHBIX 0€3 UCIOJb30BAaHUS IPOBOJOB. MeToAbl paclIupeHHsl CHEeKTpa OecHpOBOAHBIX
texuosoruii. [Ipotokon CSMA/CA. CemeiictBo cranaapToB 6ecripoBoaubix ceteii IEEE 802.11 (a,
b, g, n, ac, ad).

Pasnen 3. YerpoiicTBa KAaHAJIBHOIO YPOBHSI.

CereBbie anantepbl, Konuentparopsl. Jloruueckas crpykrypuszaunus cered. MocTel u
KOMMYTaTOpPbl. AJITOPUTMBI "MpO3payHOro" MocTa W MOCTa ¢ MaplIpyTH3alUed OT HCTOYHMKA.
VYnpasieHrne NOTOKOM JaHHBIX B KOMMyTaropax. JlonomHuTenbHble QyHKINHT KOMMYTaTopoB: STP,
¢dunpTpamus Tpaduka, mpuopureTHas obOpaborka kaapoB, VLAN, arperupoBaHue KaHaJOB,
OoOHapyKEHHE METEb,..

Paznen 4. [Ipunnunsl 00beIUHEHUS CeTeE.

Anpecanus B IP cersix. Tunst anpecoB B creke TCP/IP. Kmaccer IP ampecos. OcobOrie 1P
anpeca. McnonbszoBanue macok B IPv4 -ampecauuu. Ilpotokon IPV6. Ilporokon pasperieHus
anpecoB ARP. IlpuHuunel MapmpyTu3anmuu U MapLIpyTHU3aToOpbl. J(MCTaHIMOHHO-BEKTOpPHBIE
QITOPUTMBl ~ MapuIpyTH3auuu. MapmpyTusanuss 10  aJlrOpUTMaM  COCTOSIHUSL — CBA3EH.
JlononHuTeNbHBIE (QYHKIMM MapuipyTuzatopoB. KommyraTopel 3-ro ypoBHs. TpaHCHOpPTHBIH
ypoBeHb cteka mpotokosnoB TCP/IP. Ilporokonst TCP u UDP. CrangapTsl cpencTB aHanusa U
ynpasnenus cetsimu. [Iporokon SNMP. Texnonorus NAT.

Pa3nean 5. Ilpukiaanbie npoTokobl creka TCP/IP.

Cucrema nomenabix uMeH DNS. O6menpunsaTteie cxemsl (mpotokoisl) URL. Obmiast cucrema
unentudukarmu pecypcoB URI. Ctpykrypa URL(URI). IIpotokon nepenaun runeprexcra HTTP.
Meroast HTTP. Ctpykryps 3anipocos/otBetoB HTTP. IIpoTokoun ftp.

4.3.1. llepeyeHb CeMHUHAPCKUX, IPAKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Ne Ne HaunmeHnoBanue TpynoemkocTs Ouenoynsie | dopmupyembie
I/H | pa3jena CeMUHAPOB, (uac.) cpeacTsa KOMIIETeHI[U U
U TeMBbI npakTuieckux u | Beero N3 Hux
_]'[aﬁ()pa'rop]-][,]x JacCoB | MpaKTUYECKast
pabot MO/ITOTOBKA
1 2 3 4 5 6 7
1 (P2 bazoBsie YcrHbii
TEXHOJIOTUU 12 - TeKYIIH
JIOKAJIbHBIX CETEH. KOHTPOIJIb, OIIK-2
2 |P3 YcrpoiicTBa 10 i 3aIuTa OIlK-4.2
KaHaJIbHOTO YPOBHSI. 1a60paTOPHBIX
3 | P4 [TpuHIHTIBI 14 i pabor
00BETMHEHUS CETEH.




P5 IIpukianueie

MPOTOKOJIBI
TCP/IP.

CTCKa

14 -

4.3.2. IlepedyeHnb TeM (BONMPOCOB), BLIHOCMMBbIX HA CAMOCTOSITE/IbHOE U3Yy4YeHHe CTYyIeHTAMM B
paMkax camocrosaTeabHoi padoTsl (CPC)

Ne Tema 3ananue @opvmpyemas NAK
n/n KOMIIETEHIIHSI
1 2 3 4 5
1 P.1. OO6Omme cBeneus o0 [ToBTOpEeHUE N
APXUTEKTYpe KOMITBIOTEPHBIX yrayOiaeHHOe
CETEH. U3y4YECHUE
2 |P.2. bBa3oBbic TEXHOJOTHH y4eOHOro
JIOKAJIBHBIX CETEH. MaTepuaia
3 | P.3. VcrpoiictBa KaHaIbHOTO JEKLUH,
YPOBHSL. MMOJITOTOBKA K OIIK-2 OIIK2.1
4 P.4. [TpuHIIATIBI 00BeIMHEHUS BBIIIOJIHCHUIO OIIK-4.2 OIIK4.2.3
ceTeii. 1a00paTOPHBIX
5 P.5. IlpuknagHeie MPOTOKOIBI pabor,
crexa TCP/IP. IOJrOTOBKA K
3allnTe
1a00paTOPHBIX
pabor
4.4. MeTonnyecKne YKa3aHHus MO OPraHU3AIHN CAMOCTOSITEIbHOI PadoThl CTY/IEHTOB
CamocTtosTenpHas padoTa CTYACHTOB BceX (OpM M BHIIOB OOYYCHHS SIBISICTCS OJHUM W3
00s3aTeNBbHBIX ~ BUJOB  00pa3oBaTeNbHOW  JESATENBHOCTH, OOECIeUHBAIONICH  peanu3alfio

TpeboBanuii dDemepabHBIX TOCYJApCTBEHHBIX CTAaHAAPTOB BBICHIEro oOpa3oBaHus. CoriacHo
TpeOOBAaHUSAM HOPMATUBHBIX JIOKYMEHTOB CaMOCTOSTENIbHAs paboTa CTYIEHTOB SIBISETCA
00s13aTeIbHBIM  KOMIIOHEHTOM 0Opa30BaTeNpbHOrO Ipoliecca, TaK Kak oOHa oOecrneuynBaeT
3aKperieHHue MONydYaeMbIX Ha JIGKIIMOHHBIX 3aHATHSIX 3HAHUN MyTeM NPUOOpETEHHS HaBHIKOB
OCMBICTICHHSI W pAaCIIUPEHUs] WX COJACp)KaHHs, HABBIKOB pEIICHUS AaKTyallbHBIX MPOOIIeM
¢dopmupoBaHus ~ OOLIEKYJIBTYPHBIX M NPO(ECCHOHAIBHBIX  KOMIIETEHLMH,  Hay4dHO-
HCCIIEIOBATENbCKON JI€ATEIbHOCTH, MOJArOTOBKM K CEMHHapaMm, JJabopaTOpHBIM paldoTaM, caaue
3a4eToB M sK3aMeHOoB. CamocTrosATenbHas padoTa CTYIEHTOB IpEACTaBiIsieT cOOOH COBOKYIHOCTb
ayJUTOPHBIX W BHEAYyIUTOPHBIX 3aHATHH u pador. CamocTosTenbHas paboTa B paMKax
00pa3oBaTeNBLHOrO MPOIIecca B By3€ pellaeT CleAyIoHe 3a1auu:

— 3aKpeIUICHNE U paclIMpeHre 3HaHUH, yMEHUH, TOJyYeHHBIX CTYJCHTaMH BO BPEeMs ayJUTOPHBIX H
BHEAYJUTOPHBIX 3aHATHH, NpeBpallleHHe WX B CTEPEOTHIIBI YMCTBEHHOM M  (uznueckoin
TeSITeTbHOCTH;

— NpUOOpETeHNE TOTOIHUTENbHBIX 3HAHUN M HaBBIKOB MO JUCHUIUIMHAM Y4€OHOTO IJIaHa;

— (opmupoBanme W pa3BUTHE 3HAHWI W HABBIKOB, CBSI3aHHBIX C HAyYHO-HCCIIEIOBATEIILCKOM
JesITebHOCTbIO;

— pa3BUTHE OPUEHTAIIMU M YCTAHOBKH HA KAYECTBEHHOE OCBOCHUE 00Pa30BaTEIBHON MTPOrpaMMBI;

— pa3BUTHE HABBIKOB CaMOOPTaHU3AINH;

—  ¢opMHpOBaHHE  CaMOCTOSTEIbHOCTH
CaMOCOBEPILIEHCTBOBAHHIO U CaMOpeaIH3allii;
— BBIpa0OTKa HaBBHIKOB 3(PGHEKTHBHON CaMOCTOSATEIBLHON NPOoheCcCHOHATBLHON TEOPETUYECKOM,
MPAKTUYECKON U yueOHO-UCCIIEI0BATENIBCKOM NeTETLHOCTH.

MBIIJICHUS,  CIMOCOOHOCTH K  CaMOpPa3BUTHIO,




HoaroroBka kK Jgekuuu. KadecTBO OCBOeHUs coAepKaHWsS KOHKPETHOW JAUCUUIUIMHBI
MPSIMO 3aBUCUT OT TOTO, HACKOJIBKO CTYJCHT caM, 0e3 BHEIIHETO MPUHYKICHUS (GopMHUPYET y cedst
YCTaHOBKY Ha TOJyYCHHE Ha JICKIHIX HOBBIX 3HAHUH, JOMOJHAIOIMNX YKE UMCIOIIHECS 10 JaHHOM
JTUCHUIUIMHE. Bpemss Ha MOATOTOBKY CTYAEHTOB K JIBYXYacOBOW JIEKIIMM [0 HOpPMaTHBam
cocTtaBiseT He MmeHee 0,2 Jaca.

I[MoaroroBka k JaGoparopHomy 3aHaTHIO. [loAroToBka K 1aOOpPaTOPHOMY 3aHSITHIO
BKJIFOYAET CJICAYIOIINE DJIEMEHTHI CAMOCTOSITEIIPHON JICSITEIIbHOCTH: Y€TKOE MPE/ICTABICHUE 1IEJTH U
3a4a4 €ro NpPOBEICHHUS; BBIACICHUE HABBIKOB YMCTBEHHOM, aQHAJUMTHUYECKON, HAy4YHOU
NESATEIbHOCTH, KOTOPBIE CTAaHYT pPE3yJIbTaTOM TMpeAcTosmeld paboThl. BripaboTka HaBBIKOB
OCYIIECTBIISICTCS C TIOMOIIBIO TONyYeHHUsT HOBOW MH(poOpManuu 00 HM3y4aeMbIX TMpOIeccax U C
MOMOIIIbIO 3HAHUS O TOM, B KakKOW CTEIEHHM B JaHHOE BpEMsl CTYACHT BIAJCeT METOAaMH
HCCIIE0BATENIbCKOM IESITEIbHOCTH, KOTOPHIMU OH CTAaHET IMOJIb30BaThCs Ha 3aHATHH. [[oAroTOBKA K
Hepeako Tpedyer moadopa marepuaina, JaHHBIX M CIENUATbHBIX HCTOYHHKOB, C KOTOPBIMH
npeAcTouT yueOHast pabora. CTyJAEHTBI CAMOCTOATENIBHO OCYIIECTBIISIOT TTOUCK COOTBETCTBYIOIINX
HCTOYHUKOB, OINPEACINSAIOT aKTyaJlbHOCTh KOHKPETHOTO HCCJIEIOBAaHUS MPOLECCOB W SIBICHUU,
BBIJICJISIFOT OCHOBHBIE CIIOCOOBI JJOKA3aTEeNbCTBA aBTOPAMU HAYYHBIX paOOT IIEHHOCTH TOTO, YEM OHU
3aHMMalTCsI. B Xome camMoro 3aHSATUS CTYJIEHTHl CHadajla NpPEJCTAaBJSIOT HailJICHHbIE HMH
BapHaHTHl (HOPMYITUPOBKU aKTYaJTbHOCTH HCCIIEAOBAHMS, OOCYKIAIOT X U OOOCHOBBIBAIOT CBOE
MHEHHE O HaWwIydlleM BapuaHTe. Bpems Ha MOATOTOBKY K JIaDOpaTOPHOMY 3aHATHUIO TIO
HOpMaTuBaM cocTtaBisieT He MeHee 0,2 yaca.

IMoaroroBka k 3a4ery. CamocTOsITENIbHAS MTOATOTOBKA K 3a4€Ty JOJKHA OCYIIECTBISATHCS B
TeueHue Bcero cemectpa. [loAroroBka BKIIOYAET CICAYIONINE ACHCTBUA: IEPEUUTATh BCE JICKIUH, a
TaKKe MaTepuaibl, KOTOPbIE TOTOBWJIMCH K JIa0OPAaTOPHBIM 3aHATHSAM B TEUYCHHE CEMECTpa,
COOTHECTH 3Ty HH(OPMAIMIO C BOMPOCAMH, KOTOPHIE JaHBI K 3a4eTy, eciii WH(OpManuu
HEJO0CTAaTOYHO, OTBETHI HAaXOJAT B MPENJIOKEHHOW MperoaaBareneM auTepatype. Pekomenayercs
Jenath KpaTKue 3amucu. Bpemsi Ha mOAroTOBKY K 3a4eTy MO HOpMaTHBaM COCTaBJsieT HE MeHee 4
4acoB.

4.5. [IpuMepHasi TeMaTHKA KypCOBbIX padoT
BrinmonHenue KypcoBbIX padoT HE MPETyCMOTPEHO YUEOHBIM IJIAHOM

V. YAEBHO-METOJNYECKOE 1 TH®OPMAIIMOHHOE OBECITEYEHUE
T CHUTIIMHBI

1. Onudep B.I'. Komnbrotepusie cetu. [IpuHIUIBL, TEXHOIOTHH, MPOTOKObI [ Tekcr] : yueO.
nocodue JiIst CTyA. By30B, 00y4. 1o Hanpasi. "MHpopMaTuka u BEIUKCI. TEXHUKA" U IO CHell.
"Bprunci. MalmMHbl, KOMIIEKCHI, CUCTEMBI U ceTU", " ABTOMAaTHU3UP. MAILIMHBI, KOMIUIEKCHI,
cuctemsl 1 cetn", "[Iporpam. obecrey. BBIYUCI. TEXHUKHU U aBTOMaTu3up. cucrem" / B. T
Omudep, H. A. Onmudep. - 5-e uzn. - M. ; CII6. : [Tutep, 2016. - 991 c. ; 23 cm. - (YueOHuK ams
BY30B). - Yka3.: ¢. 963-991. - ISBN 978-5-496-01967-5 (15 3k3)

2. Tanenbaym J. Komnbiorepubie cetu [Tekcrt] : HayuHoe uznanue / 3. Tanenbaym, /1.
VYazepoit. - 5-e uza. - CII6. : [Tutep, 2016. - 955 c. ; 24 cm. - (Knaccuka Computer Science). -
bubnuorp.: c. 935-946. - ISBN 978-5-496-00831-0 (15 »k3)

3.  Amnzaponunk A.H. MOHUTOPUHT U yIpaBJjCHHUE B KOMITBIOTEPHBIX CETAX : yueO. mocodue / A.
H. Aapponuuk. - Upkyrck: U3n-Bo UT'Y, 2013. - 107 c. - ISBN 978-5-9624-0790-6 (30 k3.)

4. AradonoB A.B. Texnonoruun mexcereBoro skpanupoBanus [Tekcr] : [yue0. mocodue] / A.
B. Aradonos, A. H. Auaponuuk, 0. JI. Koponbkos ; MpkyTckuii roc. yu-T, UH-T MaTeMaTuku,
9KOHOM. U uHpopM. - UpkyTtck : M3a-so UT'Y, 2013. - 107 c. : ui. ; 25 cm. - bubnuorp.: ¢. 101. -
ISBN 978-5-9624-0796-8 (30 5k3.)

5. IHanerun B. ®. 3amuTa koMnbpioTepHOl HHPOpMaLuu. DPPeKTUBHBIE METOBI  CPEICTBA



[Tekct] : yueb. mocobue / B. ®@. [llanprun. - M. : JIMK Ilpecc, 2010. - 542 c. ; 24 cwm. -
bubnmorp.: c. 524-529. - TIpeam. ykas.: ¢. 530-542. - ISBN 978-5-94074-518-1(25 3k3.)

6. KonHnos, A. JI. BerunuciauTenbHbIe CETH U KOMILIEKCHI [ DNEKTPOHHBINA pecypc] : METO/I.
ykazanus k 1a6. padoram. Y. 2 / A. JI. Konnos, 0. A. Ymaxkos. - OpeaOypr : OI'Y, 2012. - 65 c.
- Pexxum nocryna: 9bC "Pykont". - Heorpanuu. gocryi.

0) 0a3b1 JaHHBIX, UHGOPMALMOHHO-CNIPABOYHbIE U TOUCKOBbIE CHCTEMbI

1. ITouckossie cuctemb Google, Yandex.

2. DNeKTpOHHBIE PECYPChl NOCTYIHBIE MO JIOTUHY M MapoIio, Ipeaocrapisiemble HayuHoi
oubmmorexoit UI'Y.

VI. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCIHUIIVINHBI

6.1. YueOHO-1a00paTOpHOE 000pPy10BaAHUE:

KommerotepHas naboparopus (ayautopust 325), OCHAlllEHHAs BBIYMCIUTEIBHON TEXHHUKOM,
crieranbabiM [10 1 cBOOOAHBIM TOCTYHOM B ceTh Internet. Berpoennsie cereBbie kapThl Ethernet
Ha KaXJIOM KOMIIBIOTEPE U BCTPOCHHBIC WJIM AMCKpeTHble cereBble KapThl 802.11. [TaTukopisl.
HeynpaBnsemble koMMmyTaTopbl. YmpaBisgemble KommyTtartopbl. Toukum goctyma 802.11.
BbecripoBognbie mapmipyTtusatopel  802.11. MesxkcereBbie akpanbl. |IP — kamepsl. CeteBoe
(bainoxpaHuHIIe.

6.2. [IporpammHoOe obecnieyenme:
CB00OOIHO pacmpocTpaHseMoe IIporpaMMHoOe obecrieuenue ceteBoii cauddep “WireShark”.
Komannnas crpoka ucnons3yemoit OC. bpaysep.

6.3. Texunuyeckue U J1eKTPOHHbBIE CPEACTBA:
MyabTUMEIUHHBIA TPOEKTOP, FKpaH (10 HEOOXOUMOCTH), MEJIOBask MJIM MapKepHas J0CKa.
B xommbroTepHoii 1aboparopuu Tpedyercs noctyn k cetu Internet.

VI1l. OBPA3OBATEJIBHBIE TEXHOJIOT U
Ha nexnusix ucronb3yroTcss aKTHBHBIE METOJbl OOy4eHMsI (KOMITBIOTEPHBIX CHUMYJISIUH,
pa3bop KOHKpETHBIX cutyaluii). JlabopaTopHbie pabOTHI MPOBOAATCS ¢ UcHoab30BaHueM [I19BM c
MOCTEAYIONIEH 3aUTOM.

VIIl. OHEHOYHBIE MATEPHUAJIBI VIS TEKYIIEI'O KOHTPOJIA U
MNPOMEXYTOYHOM ATTECTALIUU

Texymuii KOHTPOJIb pealn3yercsi B BUIE YCTHOIO TEKYILIErOo KOHTPOJIA Ul JIOMyCKa K
MIPOBEJICHUIO J1a00paTOPHBIX PabOT M MX 3aLIUT HA JA0OPATOPHBIX 3aHATHSAX. TeKyIIUd KOHTPOIb
HanpaBJeH Ha BbLiBiIeHUE chopmupoBaHHocTH komnerenuit OITK-2 u OIIK-4.2.

Jnsg peanmuzanuy  TEKYIIETO KOHTPOJISI HCIOJIb3YeTCs OauIbHO-PEUTHHIOBAs CHUCTEMa
OLIEHKH, ITPUHSTAsI B YHUBEPCUTETE.

VYcBoeHne cTyleHTOM OakajgaBpoM HM3ydyaeMOM TUCIUIUIMHBI MaKCHUMAaJbHO OIICHHBAeTCS
100 ©Oammamu. MakcuManbHOE KOJIHYECTBO OasioB 3a TEKylIylo paboTy B cemecTpe
orpannunBaeTcs 70-f0 Oamiamu, Ha OLEHKY MPOMEKYTOYHOTO KOHTPOJS 3HAHWH B BHIE TecTa
MakcUMalibHO TpexycMoTpeHo 30 GamioB. Bo3moxkHbl «mpemuanbHbiey Oamisl (or 0 mo 10),
KOTOpbIE€ MOTYT OBbITh J00aBieHbl OakaiaBpy 3a aKTUBHbIE (POpMbI pabOTHI, BHICOKOE KadeCTBO
BBINOJIHEHHBIX padoT U T. 1.



3a mocerenre oHOro Buja 3auaTus gaetcs 0.5 6amna (42 3anstus mo 2 aca (JI+JIp) * 0.5
Oamn = 21 Gayur). MakcuMmanbHOE KOJIMYECTBO 0ayIOB 3a BBINIOJIHEHHE J1a0OPAaTOPHBIX padoT ¢

MOCJIeyIOMIEeH 3amuTol coctaBisieT 49 6amios.

Marepuanbl /i NpPOBeJeHMs] TeKYIIero M IPOMEKYTOYHOI0 KOHTPOJIA 3HAHMM
CTY/IEHTOB:
Ne Bua xontpoJs KonTposmpyembie KonTpoaupyembie
TeMbl (pa3aeJibl) KOMIIeTeHI UM/
HHIMKATOPbI
1 2 3 4
1 Y CTHBIN TEKYIIHH KOHTPOJIb T1-TS OIIK-2/ OIIK2.1
OIIK-4.2/ OITK4.2.3
2 Texyumi KOHTPOJIb: Sammura | T2-T5 OIIK-2/ OIIK2.1
71a00paTOPHBIX PaboT OIIK-4.2/ OI1K4.2.3
3 [TpomexyTounblii KoHTponb 3Hauuid | T1-T5 OIIK-2/ OIIK2.1
(Tect) OIIK-4.2/ OI1K4.2.3

IIpumep yCTHOTO TEKYIIETO KOHTPOJS: MPUMEPHBIA MEpPEUYeHb BOMPOCOB IS JOIMyCKa K

BBITIOJIHCHHIO OJIOKA J1abopaTOpHBIX padoT “becnpoBonnbie cetr 802.117:
e ®dusuueckas U Jorudeckas TomnoJoruu cereit 802.11.

Mertoapl peanuzanuu “nzderaHus Koums3ui” B ceTsax 802.11.
[IpoGnema ckpoiToii cranuuu cereit 802.11.
[Tonesnas mpomyckHasi cnocoOHOCTh ceteit 802.11.
[TocnenoBarenbHOCTH bapkepa.
Knaccs [Pv4 anpecos.
Texuonorust MIMO
MesxcuMBoOJbHAsE UHTEPhEPEHITHS.
Pacmmpenue cnektpa npsiMoil mociaea0BaTeIbHOCTHIO.

Hcnons3zoBanne macok B [Pv4 anpecanuu.

Texkymuii KOHTPOJIb: 3amMTa JA00PAaTOPHBIX PpadoT. /[ 3amuThl BBIIOJHEHHBIX
J1a00paTOPHBIX pabOT HEOOXOAUMO O(OPMHUTH OTUETHI B JIIEKTPOHHOM WM OyMakHOM Buje. [yist
paloT ¢ pealbHBIMU CETEBBIMU YCTPOHCTBAMHU B OTYETE JI0JIKHBI IIPUCYTCTBOBATh:

e HOMEp U HaMMEHOBAHUE 3a/1aHusl.

e 0OJOK-CXeMbl COOpaHHBIX MO 3aJaHUAM KOH(UTYpaluii CETH U CeTEBOr0 000PY0BaHUS.

® CKPHMHIIOTHI BBIMOJIHEHHBIX JJIsl CETEBBIX YCTPOMCTB HACTPOEK.

e pe3ynbTaThl pabOTHl PINGg C yKa3aHHBIMH CETEBBIMH HHTep(deiicaMu WM JpyrHe
pe3ybTaThl, HEOOXOAUMBIE 110 331aHUSM PaOOTHI.

Jliig paboT ¢ ceTeBbIMU cHU(DPepaMu B OTUETE JOJIKHBI IPUCYTCTBOBATD:

® HOMEp U HAaMMEHOBAHHWE 3a/IaHUsI.

® CKPHHIIOTHI HaOOpa 3aXBaYCHHBIX ITAKETOB HJIM OJHOTO Pa3BEPHYTOrO MAaKeTa ISl ero
aHaJIM3a 10 COOTBETCTBYIOLIEMY 3a/1aHUIO

® Jpyrue CKpUHILOTHI U ONMCAHUA B CIIydae HEOOXOJUMOCTH IO 33JJaHUIO.

Ha60paTOpHBIC pa6OTBI COACPpIKAT Pa3JIMIHOC KOJIUYCCTBO 3aJaHui pa3quH0171 CJIIOXXKHOCTH, H,
CJICAOBATCIIbHO, OHCHHUBAIOTCA B PA3JIMYHOC KOJIUYUCCTBO 0aJoB.

[TapameTpbl OLICHOYHOT'O CPECTBA JUIS 3alIUTHI JA00PATOPHBIX paboT

Kpurepun Onenka / % or MakcuMyMa 3a paboTy B bayuax

OLICHKH OtanyHO \ Xopomo \ Y nosners. \ Heynosin.




70-100 % 40-60 % 10-30 % 0%
B 1niestom otuer Otuer He
odopmiieH o opMIIEH.
KOPPEKTHO,
clieNaHbl OTyet oopMIIECH CO
Otyet ohopmiteH Gop
BBIBOJIBI, HO 3HAYUTENBHBIMUA
MOJIHOCTBIO.
HMEIOTCS 3aMeYaHUsIMH,
Nmerorcsa
HE3HAYUTEIILHBIE BBIBOJbI HE IMOJIHEIE,
3aMe4aHus 110
ITonHocThIO B HEJIOCTATKH. IIPH 3QIIUTE CTYACHT
0 OpMIICHHUIO,
KOPPEKTHO [Ipu 3amure C TPYJIOM
o OpMIICH OTUET, | CTYJIEHT BBIBOJIBI CAIC/IaHbT dbopMynupyer cBOH
P ’ Y HE MOJTHOCTBIO. PMYIHPY
ClleNIaHbl IMOKa3bIBAET MBICIIH, HE
IIpu 3amure -
Brmmonuenue BEIBOJIEL. [Ipu OHUMAaHUE CySKICHIS MPUBOUT IIPUMEDHI,
3aaHni 3aIlUTE MTOKA3aHO | MaTepuaa, y HE JaeT OTBETA Ha
TIOBEPXHOCTHBI,
BCECTOPOHHEE U | IPUBOJUT IIOIOJIHUTEILHBIE
coJiepKaT OINOKH,
rI1yOOKOe 3HAaHUE | MPUMEPHI, HO BOIIPOCHI
IPUMEPHI HE
Marepuana. HCIIBITHIBACT
MPUBOAATCS,
3aTpyIHEHUS C
OTBETHI Ha
BBIBOZIAMH,
JIOTOIHHATEIIbHEIE
OJIHAKO
BOITPOCHI HE
JIOCTATOYHO
YBEPEHHBIE.
IIOJIHO OTBEYAET
Ha
JIOTOIHUATEIIbHEIE
BOIIPOCHI.

TecToBble 3aJaHus /151 IPOBepPKHU chopMupoBanHocTH KomneTenunu OIK-2

1. I_I.]'lﬂ JOrH4ecKou CTPYKTYpHU3allUH CETHU UCHTOJIB3YIOTCH KOMMYHUKAIIMOHHBIE yCTPOﬁCTBa.

moowp

MocrTsl.
Konuenrparopsi.
KommyTartopsl.
MapuipyTu3aTopsl.
IToBTOpUTENN.

2. Bei0epure Bce npaBH/IbHbIC YTBEPKIACHUS 0 pad0Te HEYNPaBJIsAeMOro NPO3Pa4HOro MoCTa.

A

Cow

MocT HeBUIUM JIJIsl APYTUX CETEBBIX YCTPOUCTB U €ro paboTa HUKAaK He CKa3bIBAETCs HAa UX
(YHKIIMOHMPOBAHUHU.

[TopTer MmocTa umeroT pazasie MAC anpeca.

Vcnonp3yroT A JIOKIM3aluy Tpaduka ceTeBble aipeca KOMIIbIOTEPOB.

AnpecHas Tabiauia co31aeTcsi Mpo3pavyHbIM MOCTOM ITyTEM MTACCUBHOTO HAOIIOACHUS 3a
TpaduKoMm.

Tabnuia nponBukeHus/GUIbTpauU MOCTa CTpouTcs Ha ocHoBaHuU MAC-anpecos
HCTOYHUKA.

3. K kakuM HeraTMBHBIM IOCJCACTBHAM NPHUBOIUT HAJTHYHE NEeTeJIb B CeTH, IOCTPOCHHOI HA
KOMMYTAaTOpax, padoTaloluX B COOTBETCTBUH C AJITOPUTMOM NPO3PAYHOro Mocra?

COow>

Kanpst moryt ny06iupoBaThCsl.

Kanpel MoryT 3aninkiImnBaThCsI.

Tabnuia nmpoABMKEHUSI MOXKET MOCTOSTHHO TIEPECTPanBaThCA.

Bonpmmas yacTh mpomyCcKHON CTOCOOHOCTH BCEH CETH MOKET 3aTpauyuBaThCs HA
o0cmy>)KMBaHUE TICTIIH.



4. Kakoii mopt Ha3bIBaeTcs HA3HAYEHHbIM B aJIrOpUTMe MOKPbIBaoero aAepesa STA?
A. Nmeromuii MUHMMaJIbHOE PACCTOSIHUE 10 KOPHEBOI'O KOMMYTAaTOpa Cpelld BCeX MOPTOB,
KOTOpBIE MTOAKJIIOUYEHBI K JAHHOMY CETMEHTY CETH.
B. Hwmeronuii MUHUMAaNIbBHOE PACCTOSTHUE JJO KOPHEBOIO KOMMYTAaTOpa CPe BCEX OPTOB
JAHHOI'0 KOMMYTAaTopa.

5. Ykaxurte npaBuJibHbIe yTBepskaAeHHus 0 TexHonoruu VLAN.
A. VLAN Bcerna cTposTcs Mo MPU3HAKY MPOCTPAHCTBEHHOTO pa3elICHHs 00IacTe CeTH.
B. B VLAN-ax noiHOCTbIO H30MpyeTcs Tpaduk Ha KaHAJIbHOM YPOBHE.
C. VLAN obecnieunBaroT BO3MOKHOCTh KOHTPOJIS IITUPOKOBEIIATEILHBIX COOOIIEHUMN.

6. Kakum 00pa3oM MOKHO 00beIUHUTH HECKOJIBKO BUPTYAJbHBIX JIOKAJIBHBIX CeTell B
eINHYI0 CeTh?

A. Tlpunucare uX K OJHOMY U TOMY € TPaHKy (arperupoBaHHOMY KaHAIY).

B. Cnenarp kakoil-mub0 KOHEUHBIN y3em uieHoM o0beannsembix cereit VLAN.

C. OOveaunuth Heckonbko VLAN ¢ momotsio MapupyTusaropa.

7. IPv4 anpec 128.12.74.241 oTHocHuTCH K clienyiomemy kiaaccy IP agpecos.
A. A

moow
mooOw

8. lIpeacrasaen caenywumuii IPv4 agpec 162.243.78.194/27. Bnumunrte B 0KHO ajapec y3Ja B
caenaywinem popmare: x.y.z.K. Pa3ejuresin 0OKTeTOB — TOUKH, IMOCJIe MOCJIETHEr0 OKTeTa
TOYKA He CTABUTCS, 3aMUCh BejeTcs 0e3 mpodesioB. [I[puMep KOPPEKTHOM 3anicH OTBETA:
0.11.222.3

oteet: 0.0.0.2

9. Jlyisi yMeHbIIEHHsI KOJIMYEeCTBA 3aMuceil B Ta0IMax Mapupyru3auuu (00beInHeHne CTPOK
C OIMHAKOBBIMH NpeuKcaMHu), IOCTPOEHHBIX Ha ocHOBaHuu |Pv4 agpecoB npuMeHsioT:
A. BecknaccoByro Mexaomennyio mapipyrtusaiuio (CIDR - Classless Inter Domain Routing ).
B. Tpaucmamuio cereBoix aapecoB (NAT - Network Address Translation).
C. Iporokon mapuipyTHoit napopmarmu (RIP - Routing Information Protocol).
D. Auroputm BbibOpa nepBoro kparyaiiiero mytu (OSPF — open shortest path first).

10. BoiOepuTe Bce koppeKkTHbIe (popMmbl 3anucu 1PV6 agpeca
2001:0000:0db8:0000:0000:0000:072a0:765d.

A. 2001:0:db8:0:0:0:7a0:765d
B. 2001::db8::7a0:765d
C. 2001:0:db8::7a0:765d
D. 2001:0:db8::7a:765d

11. BBeguTe OAHUM YHCI0M MAKCHMAJIbHOE KOJUYECTBO y3JI0B B CeTH ¢ MAaCKOIl MOACETH
255.255.255.252
OTBET: 2

12. Haznauenue cayx0s1 DHCP:
A. ABTOMaTHuYeCKOE MOJydeHHE KIIMEHTaMU cBelleHnit o HacTpoiikax TCP/IP.



B. ABromaTHueckoe pa3pemieHne HMEH.
C. ABromaruueckoe mmpeodpa3zoBaHrue CHMBOJILHOTO nMeHHs B IP-anpec.

D. Asromarnueckoe npeobpaszoBanue goruueckoro aapeca (IP) B pusuueckuii anpec (MAC)

TecToBble 3a1anHust AJ1s1 NpoBepku chopmupoBaHHocTH KomneTeHunu OIIK-4.2

1. Kakas Tonmosiorusi pusnvyecKux cBsizeil mpeacTaBjieHa HA PUCYHKe.

[TonHOCBS3HAS TOMOIOTHUS

Sueuncras Tonosorus

Konbnesas Tononorus
3Be31000pa3Hast TOMOJIOTHUS

OO0mas muHa

Uepapxuueckas 3Be371a (J1€peBO 3BE3/1)
CwMmenianHast TONOJIOTHUS

OMmMOO >

2. Ynopsizouute ypoBHH Moae i OS| oT caM0oro HU3KOro K caMoMy BbICOKOMY.
TpancnopTHBI

CeancoBblit

OuU3nYECKH

[IpuxnagHon

CereBoil

Kananbnbiii

[IpencraBuTenbHbINA

OMmMOO D>

3. Ta XapaKTepuCTHKA MOKa3bIBAeT MAKCHMAJIbHO BO3MOKHYI0 CKOPOCTh Nepeiaqyu
JAHHBIX, KOTOPas MOKeT ObITh JOCTHTHYTA HA JINHUH CBSA3H:

[Tonoca npomyckanus

[IpomyckHast cHocOOHOCTH

MrHoBeHHasi CKOPOCTh MEepeIayu TaHHbIX

Crnoco6 ¢pu3n4eckoro KoJUpoBaHUs

[TomMex0yCTONYMBOCTD JINHUU CBSI3U

AUYX u @YX nuHuUU CBS3U

Yucno ypoBHEW KOIMPOBAHUS B IIEPEIaBAEMOM CUTHAIIE

OMmMOOmP>

4. Ha pucyHke npeacraBJjieH crioco0 ¢pu3nieckoro KOAMpOBaAHNS:

A. Manuectepckuii kon (1o crangapty 802.3)
B. bunomnspusiii NRZ
C. bumnonspusiii NRZI



D. BunossipHbIif UMITYICHBIA KOJT
E. Bunonspusiit kog AMI

F. KommpoBanue MLT-3

G. Torenmumansueii kox 2B/1Q

5. BoiOepuTe npaBuJibHble yTBep:kaenuss o MAC anpece.

Hcnonb3yercs Uit HASHTU(UKALUKN CeTEBBIX HHTEPEICOB Y3II0B CETH.
MoxeT onpenensTh rpyniy uHTepeiicoB ceTu.

[Tpumep MAC anpeca: OxFF-FF-FF-FF-FF-FF

ITpumep MAC anpeca: 255.255.255.255

[Tpumep MAC anpeca: Ox FF:FF:FF:FF.FF:FF:FF.FF

SBnsiercs nepapXxu4ecKUM TUIIOM aJpeca.

SIBiisieTcs IOCKUM THUIIOM ajipeca.

GmMmoOw>

6. Ha pucynke npeacrasiieH crnocod Gu3nyeckoro KOIupoOBaHHA:

O 1 o 1 1 1 1 O O O o o 1f 14 o0 1 0O 1 o0 o0 1

Manuecrepckuii koa (o ctannapty 802.3)
bunonspueiit NRZ

bunonspusiit NRZI

bunossspHbIN UMITYJIBCHBIN KOJ
bunonspusrii kon AMI

Komuposanue MLT-3

IMorenumansHbiii Kox 2B/1Q

OMmMOODP>

7. Yuopsinounre cocraB noJeii B kagpe Ethernet DIX ¢ nepBoro nepecbiiiaeMoro B JINHHIO
CBSA3U.

Destination Address, DA

Frame check sequence, FCS

Data, D

Source Address, SA

Type, T

moow>»

8. Ha xakoM MeTO1e OCHOBAH OCHOBHOM €10OCO0 KOpPpPeKIMH OIIHOOK B IPOBOJAHBIX CETAX
nepeaaym JaHHbIX?

A. KButHpoBaHusi.

B. Hcnonb30BaHus caMOCUHXPOHU3UPYIOIIUXCS KOJIOB.

C. Makcumu3aiuy OTHOLIECHUS MOITHOCTH CUTHAJa K MOIITHOCTH ITOMEX.

9. YeM 00bsICHSIETCS, YTO MUHUMAJIBHBIN pa3Mep 1moJisi JaHHbIX Kaapa Ethernet BoiOpan
paBHbIM 46 0aiiT?

A. Jlnst mpenoTBpalieHusi MOHOIIOJIBHOT'O 3aXBaTa CPeJIbl y3JIO0M.

B. i ycToiuMBOro pacrno3HaBaHMs KOJUTU3HI.

C. s cokpaleHusi HaKJIaJIHbIX pacXo/10B.

10. Bei0epuTte MeTOx pacliMpeHHs CIEKTPa CKAa4YK000pa3Hoii nepecTPoiiKoi YacTOThI
A. FHSS



B. DSSS
C. CCK

D. OFDM
E. PBCC

11. Kox bapkepa o0/1aaer ciieIy0INUM YHUKAJIbHBIM CBOICTBOM, N03BOJIAIONIEM
HCI0JIb30BATH €0 ISl MepeJayn JaAHHbIX B CJI0KHOM ITOMEeX0BOil 00CTaHOBKE.

A. CamocuHXpoHM3aIML

B. Astoxoppensius

C. llymonomo0HOCTH

D. Bonbmas mupuHa crieKkTpa

12. BoiGepuTe npaBuJibHbIE YTBep:KIeHHs 0 padote cereit WiFi.
A. Pexum padotst WiFi cereit PCF (Point Coordination Function) npenxasnauen Jyis
nepeaayd aCHHXPOHHOTO Tpaduka.
B. Kagp MAC-nnogypoBHsl conepKUT 4 10JIsl aJIpecoB.
C. KonkypenrHoe okHo CW HCHONB3yeTCs s YMECHBIICHUS BEPOSITHOCTH BO3HUKHOBEHUS
KOJUTA3HUH.

13. Pa3ouenne cetu 123.45.67.64/27 na 4 nojaceTu 0IMHAKOBOI0 pa3Mepa MOKHO OCYILIIeCTBUTH
¢ MOMOIIBLI0O MACKH:

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

OMmMOOm>

14. IlycTh BaM HMYero HEU3BECTHO O CTPYKTYpe ceTH, HO BbI3HaeTe DNS-uMeHa HeKOTOPBIX
y3J0B: wl.mgu.ru, wo.mgu.ru u w3.dept.ru.ito Bbl MOKeTe CKA3aTh 0 TOM, HACKOJIbKO
0JIM3KO TePPUTOPUATBHO HAXOASITCSI OHM OTHOCUTEJILHO ApPYr aApyra?

A. ¥Y3en wl.mgu.ru pacnionioxxex 0imxe K wb6.mgu.ru, uem Kk w3.dept.ru.

B. V3en wl.mgu.ru pacnonoxen 6mmxe k w3.dept.ru, yem Kk wb6.mgu.ru.

C. Hwuuero omnpeneneHHOTO0.

15. IPv4 anpec 65.255.255.255 o603nauaert:
A. HeonpeneneHHslii aapec (aapec HUTI03a [0 YMOITYaHHIO).
B. OrpanndenHblil IMPOKOBEUIATENbHBIN apec.
C. Howmep y3na 0.255.255.255 B cetu 65.0.0.0 xnacca A
D. Loopback ampec.
E. 3apesepBupoBaHHBI IS HCIIOJIB30BAHUS B OyAyIIEeM aapec

16. Ha pucyHke npeacrapieHa (popmajiuzoBanHas no aaropurmy STA ceTb B BuIe rpada,
BEPUIMHAMM KOTOPOI0 ABJSIIOTCH KOMMYTATOPbI U cerMeHThI ceTu. Lludpsl psigom ¢
cermeHTamMu cereil — MeTpuku. KopneBoii kommyTarop nannoi cetu — K3. Onpenenure Tun
nopra i kommyTaropa Ne6, onipeieJieHHbII 110 AJITOPUTMY NOKPBHIBAKIIETO epeBa.



A. 3a010KkupoBaHHBIN TOPT.
B. Haznauenusrii moprt.
C. Kopnesoii opr.

17. {nst kakoi 1eJiu UCIOJIb3yeTcsl AIrOPUTM MOKpPbIBaouiero aepesa STA?
A. Jlnisg aBTOMaTHUYECKOTO MOCTPOSHUS CBSA3HOM TOIMOJIOTUN O€3 MeTeb.
B. /I 3amuThl MOCTOB OT IMIMPOKOBEIIATEILHOTO IITOPMA.
C. Jlns aBTOMaTHYECKOTO Mepexo/ia Ha pe3epPBHBIC CBSI3U NIPU OTKA3€ Y3JIOB WIA OCHOBHBIX
JIMHHUN CBSI3U CETH.

18. ItoT pesxkum padorsl cereii 802.11 no3BoIseT OPraHN30BaTh MOCTOBYIO CBSA3b MEKIY
TOYKAMH J0CTYIA.

Ad-hoc.

Infrastructure (AP).

WDS.

Repeater.

AP as client.

moow>»

19. BoiGepuTe Bce NpaBH/IbHbIE YTBeP:KAeHUs PO TexHOJ0ruio 802.11n.

A. Jlns nocTHKeHHs BBICOKMX CKOpocTell oTHocutenbHO ceteit 802.11g B TexHONIOTMN
MIPUMEHSIFOTCS. CTPOEHHBIE KaHalbl (BMecTo mosiockl 20 MI't — monoca 60 MI'1).

B. B 802.11n Bo3MOXHO yMEHbIIIEHUE MEKCUMBOJIBHOTO HHTepBaia B OFDM B 2 paza
oTHocuTenbHO ceteit 802.114.

C. Iy noBbIIIEHHS] CKOPOCTH TIepeaayun npuMensercs rexuomorust Multiple Input Multiple
Output.

D. Jlns moBwIIeHUsI CKOPOCTH Tiepenaun mpumensiercs: TexHosorus Single Input Single Output.

20. Ha pucynke u3oopaxeH kommyrtarop swl u mosroputesib (hub) k koTopomy
NoaKJ/JII0YeHbl X0cThl E u F. Tadiuua kommyTanuu SW1 nmoka He coiep:kut 3anuceid. ¥Y3ea F
nepenaaeT Kajap AaHHBIX y3ay B, y3ea B — y3ay C, a y3exn E — y3ay F. [ocsie mepenay 1anHHbIX
co001eHuil B Ta0MIe KOMMYTAlUHM SW1 MOSIBJSIIOTCS 3aNMCH:



MAC(F) — mopt Ne5

(B)
2 MAC(C) — mopt Ne3

|B] (A)
LY g’ MAC(E) — nopt Ne5
MAC(B) — mopt Ne2
3 1

MAC(F) — mopt Ne5

., 4 F 1(\213‘@(15) — nopT Ne5
i MAC(B) — mopt Ne2

MAC(F) — mopt Ne5

q MAC(C) — iopt Ne3
(D)

MAC(B) — mopt Ne2
E] [F] MAC(F) — mopt Ne5

21. MexaHu3M, MO3BOJISIONIHIT 0TOOPa’KaTh HECKOJIbKO He3aperucTpupoBaHubix |1Pv4
aJpecoB B eINHCTBEHHBII 3aperncTpupoBannbiii [IP-agpec, ncnosin3ysi pa3jnyHbie NOPTHI,
Ha3bIBaeTcs

A. Cratuueckuii NAT

B. Jlunamuueckuit NAT

C. Ileperpyxennsiiit NAT

22. YTuaura ucnojb3yeMas 1Jisi IPOCMOTPAa U U3MEHEeHH sl Ta0JIuIl COOTBETCTBUA PU3HUECKHUX
u IP-aapecos:

ping

tracert

arp

rarp

nslookup

moowp

23. Komanaa ping ¢ ykazanusiMu napamerpamu (ping 192.168.0.1 —| 1000 —f —t),
BBINIOJIHEHHAsI HA KOMIIbIOTEpe, MOAKJII0YeHHOM K ceTu Fast Ethernet na aapec 192.168.0.1,
CYLIECTBYIOIIHIi B JTAHHOW CeTH, MPUBEAET K MOJTYYEeHUI0:
A. ugetsipex 5x0-otBeToB: Reply from 192.168.0.1: bytes=1000 time<lms TTL=64
B. uerhipex 3x0-otBeToB: Reply from 192.168.0.1: bytes=64 time<ims TTL=1000
C. OeckoHEYHOTo MHOXKECTBa 9X0-0TBeTOB: Reply from 192.168.0.1: bytes=1000 time<lms
TTL=64
D. OeckoneuHoro MHOXecTBa 3x0-0TBeTOB: Reply from 192.168.0.1: bytes=64 time<ims
TTL=1000
E. OecxoneuHoro MHOXecTBa 3X0-0TBeTOB: Packet needs to be fragmented but DF set.

24. Kakue u3 npuBeJeHHbIX aIpecoB MOTYT ObITh HCIIOJIb30BaHbI B kKayecTBe IPV4 agpecos
ceTeBOro urepdeiica s y3inos Unrepuera?

223.13.123.245

225.0.0.105

194.87.45.0

10.24.255.252

125.24.255.255

157.213.255.305

mTMooOw»



25. BoiOepuTe Bce NpaBUJIbHbIE YTBEP:KIEHUS 00 H30BITOYHOM JIOTHYECKOM KOAHMPOBAHUM
(manpumep 4B/5B).

A
B.
C.

[Ipumensiercs Juis yiIyqllIeHUs! HOTEHIIUAIBHBIX KOJOB.

[Ipumensercs s yIydilieHusi UMITYJbCHBIX KOJIOB.

Hlupuna criekTpa pe3yinbTUPYIOIIEro CUTHAJIA TIPU OJTHOM U TOM e OUTOBOM CKOPOCTH
YMEHbILIAETCS.

HlupuHa criekTpa pe3yiIbTUPYIOIIEro CUTHAJIA IPU OJTHOM U TOM e OUTOBOM CKOPOCTH HE
U3MEHSIETCA.

upuna criekTpa pe3ylabTUPYIOIIET0 CUTHAJIA IIPU OJTHOM U TOM e OUTOBOW CKOPOCTH
YBEJIUYHBACTCSI.

26. IIporoxoJ 3TO0:

A

B.

HepapXuuecKy OpraHu30BaHHbIA HAOOp (popManTu30BaHHBIX MPABUII, TIOCTATOUHBIH IS
OpraHu3aIiyi B3aUMOJICHCTBUSI Y3JIOB B CETU

(dhopManr3oBaHHbIC IPABUIIA, OMIPEIEISIONINE TOCIEA0BATEIHLHOCTh U (hopMaT COOOIICHHIH,
KOTOPBIMH OOMEHUBAIOTCS CETEBBIE MOJIYJIH, JISKAIIHE HA COCETHUX YPOBHAX OAHOTO y3JIa
(dbopMann3oBaHHbIC IPABUIIA, OMIPEIEISIONINE TOCIEA0BATEIHLHOCTh U (hopMaT COOOIICHHIH,
KOTOPBIMH OOMEHHMBAIOTCSI CETEBBIC MOYJIH, JISKAIIUE HA OJTHOM YPOBHE, HO B Pa3JIMYHBIX
y371ax

27. CniocoOHOCTD K JIerKOMY 100aBJI€HHIO Y3J10B M KAHAJIOB CBSI3U B KOMIIbIOTEPHbIE CETH
MPH HeYXyAIeHWH UX MPOU3BOANTEIHLHOCTH HA3BIBAETCH. ..

28.

G.

K
A
B.
C.
D
E

=

a/IEKBaTHOCTHIO
HAAEKHOCTHIO
THOKOCTBIO

3¢ PEeKTUBHOCTHIO
OTKPBITOCTHIO
MacIITabupPyeMOCThIO

aKasi 3a/1a4ya U3 NnepevyucJeHHbIX pemaercs Ha 3-m ypoBHe OSI-monenn?

Mopynsauusa curaana
CixkaTHe JaHHBIX
VYnpaBneHue KaHaI0M
Monynauus
KonupoBanue naHHbIX
IudpoBanre qaHHBIX
MapmpyTtuzanus

29. Kak Ha3bIBaeTcs NPOTOKOJIbHBIN 010K 1aHHbIX (PDU), nepenaBaemplii Ha KAaHAJbHOM
ypoBHe?

TmMmooOw>

Kanp

ITaker
BuToBEIN TTOTOK
CerMeHt
JentarpaMmma
Coo01ieHue



30. Kakue mpoTOK0JbI OTHOCATCS K MPOTOKO0JIAM TPAHCIIOPTHOIO YPOBHS ?

FTP
PPP
HTTP
UDP
RIP
OSPF
IP
TCP

IOmTmMoOm>»

I[pomexyTouHas arrectanmusi B ¢dopMe 3adera HampaBlieHa Ha  IPOBEPKY
chopmupoBanHoctu kKommereHuuii OIIK-2 m OIIK-4.2. B TeueHue cemecTpa 3a BBHINIOJHEHHE
3aJJaHUH TEKYIEro KOHTPOJS CTYJASHTY HAYHCISIOTCS Oaulbl M B KOHIIE CeMecTpa Oauthl
CYMMUPYETCs JIJIsl BBIYMCICHHUS PSUTUHTA CTY/ICHTA.

CTyAeHT JOIyCKaeTcsi K MPOMEXKYTOUYHOM aTTecTaluy, eciau ero peUTuHr cocrapiser 30
O6amioB u Oonee. CrTyneHTam, 4eil peHTHHT cocTaBiseT OoT 60 OaljioB BKIIIOUUTENHHO, 3a4eT
MPOCTABJISICTCST  aBTOMAaTHYeckW. JIaHHBIH  pe3ynbTaT  TMOKa3biBaeT  C(HOPMHUPOBAHHOCTH
komrereHmit OIIK-2 u OIIK-4.2. CtyaentaM, ueil peitunr cocrapusier ot 30 go 59 Gannos,
HA3HAYaCeTCsI KOMITBIOTEPHOE TECTUPOBAHUE TI0 BCEMY KYpCY.

HapaMeTpH OLCHOYHOr0o CpCaACTBA JIS1 BBIIIOJIHCHHA UTOIOBOI0 TCCTOBOI'O 3aaHUA

[Ipenen MTENIbHOCTH KOHTPOJIS 90-120 Muu
KosmgecTBo 3amanmii 40-60
[TocnenoBarenbHOCTh BEIOOPKHU .
cirydaitHast
BOIPOCOB
Kputepuu oneHku B Oaax:
18 — 30 6amioB
0 % 60% — 100% mnpaBUIbHBIX OTBETOB
(% npaBuiabHBIX 0TBETOB * (.3)
0 6amnoB 0% — 59% npaBUIBHBIX OTBETOB

[To pesynbTaTaM HTOTOBOTO TECTOBOTO 3aJaHHUS K PEUTHUHTY CTyJIeHTa A00aBisercs
HaOpaHHOE KOJIMYECTBO 0alIoB, U, B CIIy4ae, €CIM OOIIUNA PEHTHHT CTAaHOBUTCS OOJIBIIE WM PaBEH
60, mpocTraBisieTcs 3a4er.

Pa3zpadoruunk:

JIOIICHT CemenoB A.JL.

[Iporpamma cocraBieHa B cooTBeTcTBUM C TpeboBanusimu PI'OC BO u yuutsiBaer
pexomenmanuu [TIOOII no Hampasienuto u npodmro noarorosku 10.03.01 Uudopmanuonnas
0€301aCHOCTD.

[Iporpamma paccmoTpeHa Ha 3acenanuu kKadeapsbl paauoGU3uKN U paguodIeKTPOHUKH
«01» mapta 2022 r. nporokosn Ne 6

W.o.3aB. kadenpoit / Konecnuk C.H.

Hacmoswasn npoepamma, ne modxcem Ovimb 60cnpouzsedenHa Hu 6 Kakou gopme bOe3
npeosapumenbHo20 NUCbMEHHO20 paspeuleHus Kagheopvl-paspabomuuxa npocpammol.
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