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1. IEJIM Y1 3AJIAYM TUCTMTIIMHEI

[enu: 03HAKOMIJICHUE CTYJIEHTOB C TEOPETHYECKIMH OCHOBaMH WH(POPMAIIMOHHOM
0€30MacHOCTH, OCHOBAMHU KpUNITOrpaduivi 1 OCHOBaMU OOECTICUCHHS 3alUThl HH(POPMAIIUH,
(dbopMHpOBaHUE TPAKTHUECKUX YMEHUH M HABBIKOB, HEOOXOMMBIX JIsl IPUOOPETCHHS
KBaJM(pHUKaMK O6akagaBpa HHPOPMAITMOHHBIX TEXHOJIOTHH, (POPMUPOBAHHE KIFOUEBBIX
NPOPMILHBIX KOMIETCHITUH.

3amaun: 1aTh CeUUAIbHBIC 3HAHUS 110 TUCIUIUIMHE, TOCTUYb JJOCTATOYHOTO YPOBHS 3HAHUH 110
KpUNTOTrpaGUUECKUM U OPTaHU3AIMOHHBIM METOIaM o0ecrieueHusT HHPOPMAaIMOHHON
0€301aCHOCTH U COPMHUPOBATH Y CTYACHTOB MIPAKTUYECKHE HABBIKH PAOOTHI CO CPECTBAMU
obecrieueHrss THPOPMAIIMOHHON OE30MaCHOCTH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII BO

VYuebnas aucuumuimHa b1.0.19 MHdpopMmanmonHas 6€301MacHOCTh OTHOCHTCS K 00s13aTEIIEHOM
yactu broka 1 oOpa3oBaTenbHOl porpaMMmel.

I[J'I?I HN3Yy4YCHUA HaHHOﬁ y‘-IC6HOI71 JUCHUITIIMHBI HGO6XOL[I/IMI)I 3HAaHWs, YMCHUS U HABBIKH,
dbopMupyemsbie npeamecTBymMUMU AucuumauHamu: b1.0.15 BeraucautenbHble CUCTEMBI U
KOMITBIOTEPHBIE CETH.

[Tepedens nocneayronmx y4eOHbIX TUCIUIUIAH, JUIsI KOTOPBIX HEOOXOAMMBI 3HAHUS, YMEHUS U
HaBBIKHU, popMuUpyemMble JaHHOK yuebHol nucuuruinaoi: b1.0.24 Crannaptuzanus,
cepTU(UKAIMS U YIIPaBICHHE Ka4eCTBOM ITporpaMMHoro obecneuenusi, b1.B.05
AnMUHHCTpUpOBaHUE KoMIboTepHBIX ceTeil, b1.0.23 Ynpasnenune UT-cepBucamu u
KOHTEHTOM.

3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUSA JUCHUITVIMHDBI

[Iporiecc ocBoeHMS UCUMIUIMHBI HAPaBiIeH Ha (JOpMUpPOBaHHE CIEAYIOUINX KOMIIETCHIIUN B
cootBercTBUU ¢ ®I'OC BO u OIl BO no nanpasnenuto noarorosku 09.03.03 Ilpuknagnas
uHpOpMaTHKa:

OIIK-3 CnocobeH pemiaTh CTaHIAPTHBIC 33/1a4U TPO(PECCHOHAEHOMN e TEIHHOCTH Ha OCHOBE
UHPOPMALMOHHOM 1 6ubnorpaduyeckoit KyabTypbl ¢ IpUMEHEHHEM HH(POPMAITMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C YI€TOM OCHOBHBIX TPeOOBaHUI MH()OPMAITHOHHON
0e30IMacHOCTH;;

OIIK-4 CniocobeH yuyacTBOBaTh B pa3pabOTKe CTaHAAPTOB, HOPM U IIPABUJI, a TAKKE
TEXHUYECKOH IOKYMEHTAllUH, CBSI3aHHOM ¢ Ipo(ecCHOHANbHON e TeTbHOCTHIO;.

B pesynbTare 0CBOCHUS AUCIUILTUHBI 00YYaIOIIUIiCs TOKEH

3HATh: MEXAYHApOHbIE U HAlIMOHAJIbHBIE CTAaHAAPTHI B 00JaCTH UHPOPMAIIMOHHOM
0€3011aCHOCTH; OCHOBHBIE BH/IbI YTPO3 HH(OPMAIIMOHHOH 0€301MacCHOCTH U CLIOCOOBI
MIPOTUBOACUCTBUS 3TUM yrpo3aM; OCHOBHbIE HOPMaTHUBHBIE PAaBOBbIE JOKYMEHTHI B chepe
UH(POPMALIMOHHOM 0€30MaCHOCTH; OCHOBHBIE IIPUKJIAIHBIE AITOPUTMBI KPUIITOT paduu;
OCHOBHBIE CpEJICTBA 0OecreueHus] HHYOPMAIIOHHOM 0€30IacHOCTH; MH(PPACTPYKTYpy
OTKPBITHIX KJTIoueii; popManbHble MOJIeNH O€30MaCHOCTH. ;

YMETb: COOJII0/IaTh OCHOBHBIE TPEOOBAHMSI 110 TPOTUBOACHCTBUIO Han0o0JIee pacpoCTPaHEHHBIM
yrpo3aM HH(QOPMALMOHHON 6€30MMacCHOCTH. COCTABIATh NOJIUTUKUA OE30MACHOCTH YPOBHS
METOJIOB NMPEANPUATHS; aHATU3UPOBATH U BBIOMPATh CPECTBA oOecreueHus: HHHOPMamOHHON
0€30I1aCHOCTH; aHAJIM3UPOBATh AJTOPUTMBI B3aUMOJICHCTBUS HA HAIMYHE YSA3BUMOCTEH;
BJIa/IE€Th: OCHOBHBIMH HAaBBIKAMHU 3alIMThl HHOOPMALIMK; TPUEMaMHU aHaIN3a U Kilaccu(uKaluu



yrpo3 HHGOPMALMOHHOM 6€30M1aCHOCTH; OCHOBHBIMU HABBIKAMU HCIIOJIb30BaHHUS HOPMATHBHBIX
JIOKYMEHTOB TIpU OpraHu3anuu odecredeHns HHPOPMALMOHHOM 0e30MacHOCTH Ha
NPEANPUATHH; HAaBBIKAMU PEAIM3aLUU PUKIAIHBIX aITOPUTMOB KPUNITOrpaduu B s3bIKax
IPOTPaMMHUPOBaHUS, pabOThI ¢ KPUIITONPOBAKIEPAMH, UCTIOIB30BAHUS KPUNITOTPAPUIECKUX
IIPUMHUTHBOB B SI3bIKAX IPOrPaMMHUPOBAHUS.



4. COOJEPKAHHUE U CTPYKTYPA JTUCIHUIIVINHBI

O0BeM IUCIUIUIMHEI COCTABIAET 4 3aUeTHRIX €., 144 Jac.

<DopMa HpOMeX(YTOQHOﬁ aTTCCTalllH. DK3aMCH.

4.1. Couepmafme AUCHUIIJIUHBI, CTPYKTYPUPOBAHHOC 110 TEMaM, ¢ YKa3aHUEM BUI0B

yqeﬁm,lx 3aHATHI 1 OTBECACHHOI'0 HA HUX KOJIN4YEeCTBA aKaAJACMHUYCCKHUX YaCcoB

Pa3zgen qucuuninHb / Tema

CemM.

Busbl yueGHO# paboThI

KonrakTHas paboTa
NperroJaBaTens ¢
o0yJaromumMucs

Jlexuun

JIab.
3aHATUA

IIpaxr.
3aHITUL

Camoc

pabota

DopMBbI
TEKYILETO
KOHTPOJIS;
DopMbl
MIPOMEKYT.
aTTecTaluu

Paznen 1. Kpunrorpagudaeckne 0CHOBBI
HHPOPMAMOHHON OE30MaCHOCTH

Tema 1.1. OcHoOBBI KpunTOrpadun

4/4

Ompoc,
3alIKTa OTYeTa
0
nabopaTopHO
pabote

Tema 1.2. brounoe mmdpoBanue

4/4

Ompoc,
3alIuTa OTYeTa
0
nabopaTopHO
pabote

Tema 1.3. [lemocTHOCTH COOOIICHMIA

4/4

Ompoc,
3alIKTa OTYeTa
0
nabopaTopHO
pabote

Tema 1.4. [Tudposas moanuce

4/4

Ompoc,
3aIlUTa OTYETa
0
nabopaTopHO
pabote

Paznen 2. Opranu3aiioHHbIE OCHOBBI
HHPOPMAIMOHHOW 0€30MaCHOCTH

Tewma 2.1. HopMaTuBHBIE OCHOBBI
nH(pOpMaLMOHHOH 6€3011aCHOCTH

5/5

Ompoc,
3aIUTa OTYETa
0
nabopaTopHO
pabote

Tema 2.2. Buap! u knaccupukaius
BO3MOJKHBIX HapyImIeHHH HHPOPMAIMOHHON
6e3omacHOCTH

5/5

Ompoc,
3alMTa OT4eTa
0
JTabopaTopHOU
pabote

Tema 2.3. [Tonutrnka 6€30maCHOCTH

5/5

Ompoc,
3alMTa OT4eTa
0
JTabopaTopHOH
pabote

Tema 2.4. bezonacHoCTs OECTIPOBOIHBIX
cerei

4/4

Ompoc,
3alIMTa OT4eTa
0
JTabopaTopHOU
pabote




| Hroro (6 cemectp):

| 32

| 35/35

| oK3.

4.2. I1;1aH BHeayIMTOPHO# CaMOCTOSITeIbHON PadoThI 00y4aloIUXCS 10 JMCHUIITTHHE

Paznen qucuumineel / Tema CamocrositensHas padoTa 00y4aromuxcs OneHouynoe | YueOHO-
Bun camocr. Cpoxku 3arpaTbl CpENCTBO METOIUUYECKOE
paboTHI BBIIIOJTHEHH | BPEMEHH obecrieueHne

s camocT. paboThI

Tema 1.1. OcHOBBI N3yuenue 2 Hepnens 4 Onpoc, OcHOBHas U

Kpunrorpadun y4IeOHOH 3ammra JIOTIONTHUTEIbHA
Hay4IHOH OT4YEeTa 0 s INTEpaTypa B
JUTEpaTyphl, 112a00paTOpPH | COOTBETCTBHU C
MOJITOTOBKA K oii pabore paszaenom 5
TEKyILEeH U PIIM,
TIPOMEXKYTOYHOH METOIUYECKHE
aTTecTallny, MaTeprasl B
odopmiicHHE pecypce
oT4eTa K JUCLUIUIMHBI Ha
J1a00PaTOPHBIM educa.isu.ru
paboTam

Tema 1.2. bnounoe Nzyuenue 4 nenenst 4 Ormpoc, OcHoBHas 1

mrppoBaHue yueOHOH 1 3aImTa JIOTIONTHUTEIbHA
Hay4YHOU oT4eTa O s IUTEpaTypa B
JIUTEPATYPHI, 7a00paTOpH | COOTBETCTBUH C
MOATOTOBKA K oif pabore pazzenom 5
TEKyIIeH U PII,
IIPOMEXKYTOUHOM METOIUYECKHE
aTTecTalluy, Marepualsl B
oopmiieHne pecypce
oT4eTa K JUCLUIUIMHBI Ha
1a00PaTOPHBIM educa.isu.ru
pabotam

Tema 1.3. LlenoctHOCTH Nzyuenue 6 Henens 4 Ormpoc, OcHoBHas u

cooOrmmeHni yueOHOH n 3amunTa JIOTIOJTHUTEIbHA
Hay4YHOH oT4eTa o s INTEpaTypa B
JUTEpaTyphbl, 11a060paTOpPH | COOTBETCTBUU C
MOJITOTOBKA K oii pabore paszaenom 5
TeKyIIeH U PII,
TIPOMEXKYTOYHOH METOIUYECKHE
aTTecTalny, MaTepualsl B
odopmiicHHe pecypce
oT4eTa K JICLUIIMHBI Ha
11a00paTOPHBIM educa.isu.ru
pabortam

Tema 1.4. [ludpoas moanuch Nzyuenwne 8 Hepens 4 Ompoc, OcHoBHas 1
yueOHOH u 3ammra JIOTIONTHUTEIbHA
Hay4HOI OT4YETa O A IUTEpaTypa B
JIUTEPATYPBI, 71a00paToOpH | COOTBETCTBUH C
MOJIrOTOBKA K oii pabore paszgenoM 5
TEKyILeH U PII,
MIPOMEXKYTOYHOI METOIUYECKHE
aTTecTalluy, Marepualisl B
oopmiienne pecypce
oT4eTa K JCLUIUIMHBI HA
1a00paTOPHBIM educa.isu.ru
pabotam




Tewma 2.1. HopmatuBHbIE N3yuenune 10 Hememnst 5 Ompoc, OcHoBHas 1

OCHOBBI HH(OPMALIMOHHO yueOHOH 1 3amuTa JIOTIOJTHUTEJbHA

0e30macHOCTH Hay4HOU oT4eTa o s IUTEpaTypa B
JUTEPATYPHL, 7a00paTOpH | COOTBETCTBUH C
MOATOTOBKA K oif pabore pazzenom 5
TEKYILEH U PIIA,
TIPOMEXKYTOYHOI METOIUYECKHE
aTTecTaluy, Marepualsl B
odopmieHHe pecypce
oTYeTa K JVCLIUIIIMHBI Ha
11a00paTOPHBIM educa.isu.ru
pabotam

Tema 2.2. Bunsl u Uzydenne 12 wenens 5 Omnpoc, OcHoBHAas 1

KIIacCH(pUKaIII BO3MOKHBIX y4eOHOH n 3amuTa JIOTIOTHUTETbHA

HapyIIeHHH HHPOPMAITMOHHOW | HayIHOU oTyeTa o 1 IUTEpaTypa B

0e3omacHoOCTH JIUTEPATYPBL, 11a00paToOpH | COOTBETCTBHU C
TOATrOTOBKA K oii pabore paszzaenom 5
TEKyIIeH U PIIM,
TIPOMEXXYTOUHOH METOIMYECKHE
aTTecTalny, MaTepHuasl B
odopmiicHHe pecypce
OT4YEeTa K JUCHUIUINHBI Ha
mabopaTOPHBIM educa.isu.ru
paboTtam

Tema 2.3. Ilonutuka Wzyuenne 14 nenens 5 Omnpoc, OcHOBHas U

0e301acHOCTH yueOHOH 1 3amuTa JIOTIOJTHUTEJIbHA
Hay4IHOH oT4eTa 0 s INTEpaTypa B
JIUTEPATYPHI, 7a00paTOpH | COOTBETCTBUH C
MOATOTOBKA K oif pabore pazzenom 5
TEKyILEH U PIIM,
IIPOMEXYTOUHOM METOAUYECKHE
aTTecTalny, MaTepuasl B
oopmiierne pecypce
oT4era K JUCLUIUIMHBI HA
1a00pPaTOPHBIM educa.isu.ru
pabotam

Tema 2.4. be3onacHocTb Uzyuenue 16 Henenst 4 Ormpoc, OcHoBHas u

0ecrnpoBOHBIX ceTel yueOHOH n 3amunTa JIOTIOJTHUTEIbHA
Hay4YHOU OoT4eETa O s IUTEpATypa B
JIUTEPATYPBL, 112a00paTOpPH | COOTBETCTBHU C
MOJITOTOBKA K oii pabore paszaenom 5
TeKyIIeH U PII,
TIPOMEXXYTOYHOM METOIMYECKHE
aTTCCTAalllHU, MaTtepualibl B
odopmiieHHe pecypce
oT4era K JUCLUIUIMHBI HA
1ma00paTOPHBIM educa.isu.ru
paboTtam

OO6m1ast TPYAOEMKOCTh CAMOCTOSITEIbHON paboTHI (Jac.) 35

W3 HUX ¢ HCIIOTIB30BAHNUEM SJIEKTPOHHOTO O0YUYECHHS 1
JMCTaHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOJIOTHH (Jac.)

4.3. Conep:xxaHue y4eOHOro MaTepuaJia

PA3JIEJ 1. KPUIITOTPAOUYECKUE OCHOBBI MHO®OPMALIMOHHOMN

BE3OITACHOCTH
TEMA 1.1. OcHoBbl kpunrorpapuu

OO1u1re NPUHIUIBI K MOJIENH. 3allIKuTa OT HECAaHKIIMOHUPOBAHHOTO focTyma. [loHsTHe Kiroya.
udposanue u koguposanue. Kpuntocucremsl. [lndp Beprama. Jlemma o Teopetnyecku

croiikom mudpe. [TorokoBbie MUPEHIL.




TEMA 1.2. baounoe mmdpoBaHue

[Tpunun urepupoBanus. [lonarue nceBnociyvyaiiHol GYHKIMU U TICEBAOCITyYaiHON
nepectanoBkd. [lIudp DES. Onucanue ctpykrypsl. [ludp AES. Onucanue CTpyKTypsl 1
npuHIUIB paboThl. [lepebopHble aTaku Ha Gounsle mUGpsl. [lepeGopHble aTaku Ha OIOYHBIE
mugpsl. [Ipodmema CryqaitHoe mudpoanue. OgHopazoBoe mudposanue. Pexxum CBC.
Habuska 6moxoB. Pexum CTR.

TEMA 1.3. Lle10ocTHOCTH COOOIIEeHUI

Kopp! ayrentudukammu cooduiennid. [loctpoenne KoJJ0B ayTeHTH(PHUKAIUN OOIBIITHX
coobmenuii. Konctpykiuu CBC-MAC u NMAC. Xem-¢yukiuu. Konctpykmus Mepkia-
Hamrapaa muis noctpoenus xem-QpyHkuuii. [lonsarue neaoctHocTH mmdp-TeKcTa. AyTEHTUYHOE
mudpoBaHus Ha IpuMepe nmpoTokosa TLS.

TEMA 1.4. lludposas noanucey

[Tonsitue undposoii noanucu. OCHOBHbIE MPUHIMIIBI U OTJIMYUS OT peaJbHOU MOAMUCH.
Anropurmsl iudposoii moanucu. DSS. TOCT. 3akon 06 DI B Poccun. Paznuynbie BubI
noAnucu. Y nocropepstonire ueHTpsl. [lonstue kioua noanucu. MHPpacTpyKTypa OTKPBITHIX
kioueit (PKI).

PA3JIEJI 2. OPT AHU3AIITMOHHBIE OCHOBBI MTH®OPMAILIMOHHOM BE3OITACHOCTU
TEMA 2.1. HopmaTuBHBIE OCHOBBI HH(OPMAIIMOHHOH 0€3011acHOCTH

Hanpasnenus Ub. Mexanusmbl. MacTpymenTapuii. MeTos! 3amuThl nHGOpManuu. Bus
MPOTUBHUKOB U HapyIIuTeaeH nHOOpMaIMOHHOM 0e301macHOCTH. MeXIyHapOoIHbIE CTaHAAPThI
nnpopmanronHoro oomena. Kareropuu mpas Ha nndopmanuto. Ciyxke6Has, KoMMepUecKas 1
rocynapcTBeHHast TaiiHbl. CBE/IEHUS, HE COCTABIISIIOIINE KOMMEPUECKYIO U TOCYIaPCTBEHHYIO
TaiiHy. 3akoH «O0 nHdopManuu, HTHPOPMAITMOHHBIX TEXHOJIOTHUSIX U O 3alUTe UHOOPMALIUU».
3akoH «O nepcoHaIbHBIX TaHHBIX». 3aKOH «O0 371EKTPOHHON MOAINCHY.

TEMA 2.2. Buzsl u ki1accudukaiysi BO3SMOXKHBIX HAPYIIEHUH HHPOPMAIIMOHHOM 0€301acHOCTH
[Tonsitue yrpossl u ysi3sBuMmoctu. Knaccugukanuu yrpos. Tpu Buja HapyuieHuit 6€3011acHOCTH.
Mepb! 0 TPOTUBOACHUCTBUIO YTPO3aM HapylIeHUs: KOH(PUACHIIMATbHOCTH, [IETIOCTHOCTH,
noctynHoctu. [loctpoeHne Moaenu yrpo3 U METOJUKHU OLIEHKH puckoB. KauecTBeHHbIE U
KOJINYECTBEHHbIE METOJIMKU OLIEHKU pUCKOB. Knaccuukaius KOMIBIOTEPHBIX BUPYCOB. Mephbl
0 UX NpopUIaKTHKE. MeTo10510THs 3aIUThl HH()OPMALMOHHBIX CHCTEM.

TEMA 2.3. Ilonutrka 6e30macHOCTH

Henu u 3anaun opranuzanuu. Bzanmoaelicteue mexty cyobekramu. [IpaBuiia 6e3o0macHoCTH.
YpoBHU popMUPOBaHUS TOJUTHK 0€30IMaCHOCTH.

TEMA 2.4. be3omacHOCTh KOMITBIOTEPHBIX CETEH

becnpoBoaubie cetu cranaapToB 802.11. OcoGeHHOCTH 3aIUThl HH(GOpMaIK B 6€CTIPOBOIHBIX
ceTsiX. OCHOBHBIE YI'PO3bl U YSI3BUMOCTH. PeKuMBbI pyHKIIMOHUPOBaHUS U IU(POBAHUS TAHHBIX
B OECIIPOBOJIHBIX CETSIX.

4.3.1. IlepeyeHb ceMHUHAPCKUX, NIPAKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

Tema 3aHsATHA Bcero uacos Or1ieHOYHBIE CpECTBA DopmMupyemble
KOMIETEHINH

Tema 1.1. OcHoOBBI KpHunITOTpad UK 4 JIP «OcHOBBI OIIK-3, OIIK-4
KpUOTOTpagum»

Tewma 1.2. bnounoe mudpoBanue 4 JIP «bnounoe OIIK-3, OIIK-4
muppoBaHUE»

Tema 1.3. I{enocTHOCTH COOOIEHUH 4 JIP «IIpoctoe OIIK-3, OIIK-4
XJIINPOBAHUEY

Tema 1.4. [Tudposas moanuce 4 JIP «®opmupoBanue OIIK-3, OIIK-4
9IEKTPOHHOM MOANUCH
B VipNet»




Tewma 2.1. HopmaTtuBHBIE OCHOBEI 4 JIP «M3yuenue OIIK-3, OIIK-4

WH(POPMAIMOHHOW 0€30MaCHOCTH roCyTapCTBCHHOM
CHUCTEMEI 3aIl[UThI
HHPOPMALIHID
Tewma 2.2. Bugp! u knaccupukaris 4 JIP «Onpenencane OIIK-3, OIIK-4
BO3MOJKHBIX HapyIICHUH UHPOPMAITUOHHON (akTopoB,
0e30MacHOCTH BO3JICHCTBYOIIUX HA

nHpopManuioy, JIP
«Meron 3KCIEepPTHBIX
OIIEHOK»

Tema 2.3. [Tonutrka 6€30MaCHOCTH 4 JIP «Ananmu3 nonutuku | OIIK-3, OIIK-4
0e30MacHOCTH ¢
nomoIiso MSAT»

Tewma 2.4. Be3onacHOCTH KOMIITIOTEPHBIX 4 JIP «IlpoexTHpoBaHue OIIK-3, OIIK-4
cereit CHCTEMBI 3aIIUTHI
nHpopmManum»

4.3.2. Ilepevyenn TeM (BONPOCOB), BLIHOCUMbIX HA CAMOCTOAITEJIbHOE N3yYeHHe CTYIeHTAMHU
B PaMKaX CaMOCTOSITeJIbHOI padoThI

Tema 3ananue DopMupyemble
KOMITCTCHINH
Tema 2.1 HopmaTuBHBIE OCHOBEI CocTaB JOKyMEHTOB Ha OOBEKT OIIK-3, OIIK-4
nH(pOpMaMOHHOHN 6€301aCHOCTH unpopmaruzauuu u MCKUU. TpeboBanus k
3aIIMTe CeTeH CBSI3M OOIIETo MOJIh30BaHMS.
Tewma 2.2. Bugs! u knaccupukaus Metoauka onpenenenus yrpos 6ezomacHocta | OIIK-3, OIIK-4
BO3MOXKHBIX HapyIIeHHH HH(POPMALIIOHHON
0e30IacHOCTH
Tewma 2.3. [Tomutrka 6e30macHOCTH PexomeHm0BaHHBIC TIPHEMEBI pa3padOTKU OIIK-3, OIIK-4
TIpaBHJI HH(OPMAIIMOHHON 0€30I1aCHOCTH
Tema 2.4. bezonacHOCTh KOMITBIOTEPHBIX W HXeHEepHO-TeXHUUYECKasl yKPEIIEHHOCTh OIIK-3, OIIK-4
cerei 00BeKTa.

4.4. MeToauuecKkue YKa3aHus 110 OpraHm3anuu CaMOCTOAITEIbHOI paﬁoTbI CTYAEHTOB

CamocrosTenbHast paboTa CTyACHTOB BceX (pOpM U BUJIOB OOyUEHUS SBISETCS OAHUM U3
00s13aTeNIbHBIX BUI0B 00pa30BaTeIbHON JeSTeTbHOCTH, 00ECIeYMBaOILEH pean3aluio
TpeboBanuili denepanbHbIX rOCYJapCTBEHHBIX CTAHAApPTOB BhICIIEro o0pazoBaHus. CoraacHo
TpeOOBaHUSAM HOPMATHUBHBIX JOKYMEHTOB CAMOCTOSITEIIbHAsI paboTa CTY/I€HTOB SIBISETCS
00s3aTeNbHBIM KOMIIOHEHTOM 00pa30BaTeIbHOrO Mpoliecca, TaK Kak OHa 00ecrieunBaeT
3aKpeIUIeHUE MOJTy4YaeMbIX Ha JIEKIIMOHHBIX 3aHATUAX 3HAHUH MMyTeM MPUOOPETEHUS! HABBIKOB
OCMBICJICHUS U PACIIUPEHUS UX COAEPKAHMsI, HABBIKOB PELICHUS aKTyaJIbHBIX MPOOIeM
(dbopmHpoBaHUs OOIIEKYIBTYPHBIX U IPOPECCHOHATBHBIX KOMIIETEHIIMN, HAYYHO-
HCCJIEIOBATENIbCKOM 1€ATENbHOCTH, TOATOTOBKH K CEMUHApaMm, J1abopaTopHbIM paboTaM, ciaye
3a4eToB U 9Kk3aMeHOoB. CaMocTosITeIbHAs paboTa CTYAEHTOB MPEACTABISAET CO00M COBOKYITHOCTD
ayJIMTOPHBIX U BHEAYJUTOPHBIX 3aHATHI U paboT. CamocTosATe bHas paboTa B paMKax
00pa30BaTeNbHOTO MpoIiecca B By3€ PELIaeT CIAeAyIOLUe 3a1a4u:

— 3aKpEIUICHNUE U PaCUIMPEHUE 3HAaHUI, YMEHUI, [TOJIy4EHHBIX CTYEHTaMH BO BpEMs
ayJIMTOPHBIX U BHEAYJIUTOPHBIX 3aHATHH, IPEBpaIlleHHE X B CTEPEOTUITBI YMCTBEHHON U
bu3nUecKoil 1esTeTbHOCTH;

— NproOpeTeHNne JOTOTHUTEIbHBIX 3HAHUI U HABBIKOB 10 AUCHUIIIIMHAM Y4eOHOTO IJ1aHa;

— (popMHpOBaHUE U Pa3BUTHE 3HAHUN U HABBIKOB, CBSI3aHHBIX C HAYYHO-HCCIIEI0BATENbCKOM
JeSITEIbHOCTBIO;

— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KAYECTBEHHOE OCBOEHUE 00pa30BaTeIbHOM
POrpaMMBl;

— pa3BUTHE HAaBBIKOB CaMOOPraHU3al1H;




— (popMHpOBaHUE CaAMOCTOSTEIBHOCTH MBILUIEHUS, CIOCOOHOCTH K CaMOPa3BUTHIO,
CaMOCOBEPILIEHCTBOBAHUIO M CaMOpPEaTH3aIuH;

— BBIPa0OTKA HaBBIKOB 3(P(PEKTUBHOM caMOCTOATENBHOM MPOo(hecCHOHAILHON TEOPETUUECKOI],
NPaKTUYECKON U yueOHO-UCCIIEI0BATEIBCKOM EATETbHOCTH.

IMoaroroBka k Jeknuu. KauecTBo 0CBOEHMSI COlEepKaHMsI KOHKPETHOM JUCHUIUIMHBI IPSIMO
3aBHCHUT OT TOTO, HACKOJIBKO CTYJICHT caM, 0€3 BHEIIHETO PUHYXKACHUS GOPMUPYET y ceOst
YCTAHOBKY Ha MOJIy4Y€HHE Ha JIEKIUAX HOBBIX 3HAHUH, JONOIHSIIOMUX YK€ UMEIOLIecs 110
JAHHOM MUCHMIUIMHE. BpeMms Ha MOArOTOBKY CTYAEHTOB K IBYX4aCOBOH JIEKLIUHU 110 HOPMaTHBaM
cocrasisieT He MeHee 0,2 Jaca.

IMoaroroBka K MpakTHYeCKOMY 3aHATHIO. [[0Ar0TOBKA K MPAaKTUYECKOMY 3aHSATHIO BKJIIOYAET
CJICAYIOLINE JIEMEHTbI CaMOCTOSITENbHON IEATEIbHOCTH: YETKOE IPEACTABICHUE LIETIH U 3a7a4
€ro MPOBEJICHUS; BbI/ICIICHNE HABBIKOB YMCTBEHHOW, aHATUTUYECKOH, HAyYHON IeATEIbHOCTH,
KOTOPBIE CTaHYT pe3yJIbTaTOM IMpeacTosALIeld paboThl. BeipaOoTka HaBBIKOB OCYILECTBIISAETCS C
MOMOIIBIO TIOJY4YEeHHUsI HOBOM nH(popMaIu 00 H3y4aeMbIX MpoIieccax M ¢ MOMOIIBIO 3HAHUS O
TOM, B KaKOM CTENEHU B IaHHOE BPEMS CTY/EHT BJIaZIeeT METOIaMHU MCCIIEI0BATEIbCKOM
JeSITeTbHOCTH, KOTOPBIMH OH CTaHET T0JIb30BaTHCS Ha MPAKTUIECKOM 3aHATHH. [loaroToBKa K
IPAaKTUYECKOMY 3aHATHIO HEpeJKo TpeOyeT noadopa Marepuaia, JaHHbIX U CHEMaIbHbBIX
HCTOYHHKOB, C KOTOPBIMH MTPEACTOUT yueOHas padora. CTyAEHTHI JOJDKHBI I0Ma MOJTOTOBUTH K
3aHATHIO 3—4 npuMepa (pOopMyJIMPOBKU TEMbI UCCIIEJOBAHUS, IPEJICTABIEHHOIO B MOHOIpapusixX,
HAYYHBIX CTAaThsX, OTYETAX. 3aT€M OHU CAMOCTOSITEIILHO OCYIIECTBISIOT IIOUCK
COOTBETCTBYIOIUX UCTOYHUKOB, OIPEEIAIOT aKTyaJIbHOCTh KOHKPETHOI'O CCIIEeI0BAHUS
IIPOIIECCOB U SIBJICHUH, BBLICIISIFOT OCHOBHBIE CIIOCOOBI JI0KA3aTeNIbCTBA aBTOPAMH HAyUHBIX
paboT EHHOCTH TOT0, YeM OHH 3aHUMAIOTCs. B X071e caMoro npakTU4ecKoro 3aHsTUs CTYACHTHI
CHavaJia MpeICTABIISIIOT Hali/ICHHbIE MU BapHAHTHI (POPMYITHPOBKH aKTyaJIbHOCTH
UCCIIeI0BaHMsl, 00CYX/1al0T UX 1 0OOCHOBBIBAIOT CBOE MHEHUE O HaWJIyyllleM BapuaHTe. Bpems
Ha MMOATOTOBKY K MPAKTUYECKOMY 3aHSTHIO 10 HOpMaTHBaM cocTaBisieT He MeHee 0,2 gaca.
IMoaroroBka k ceMuHapcKoMy 3aHsATHIO. CaMOCTOSITEIbHASA OIOTOBKA K CEMUHAPY
HaIpaBJIeHa: Ha Pa3BUTHE CIIOCOOHOCTH K YTCHUIO HAYYHOH W MHOM JINTEpaTyphl; Ha TIOUCK
JIOTIOJTHUTEIBHON MH(OpMaIH, TTO3BOJISIIONIEH TyOke pa3o0paThCcsi B HEKOTOPBIX BOMPOCax; Ha
BbIJIEJICHHE NTPU padoTe C pa3HBIMU UCTOYHUKAMH HEOOX0IMMOI HHPOpMAIH, KOTOpas
TpeOyeTcs ISl TOJTHOTO OTBETAa Ha BOIIPOCHI IJIaHA CEMUHAPCKOTO 3aHATHUS; Ha BEIPAOOTKY
YMEHUS IPAaBUIIBHO BBITIMCHIBATh BHICKA3bIBAHUS aBTOPOB M3 MMEIOLIHXCS HCTOUHHKOB
uHpopmanuu, opopMIIATh UX O OubIMorpadhuyeckuM HOpMaM; Ha pa3BUTHE YMEHUS
OCYIIECTBIISATh aHAJTH3 BHIOPAHHBIX HCTOYHUKOB HH(OPMAIINH; Ha TIOATOTOBKY COOCTBEHHOTO
BBICTYIIJICHUS 110 00CYy>KAaeMbIM BOIIpocaM; Ha (POpMUPOBaHHUE HaBbIKA ONEPATUBHOTO
pearupoBaHus Ha pa3Hble MHEHUS, KOTOPBIE MOTYT BO3HUKATH TPU O0CYKJICHUH TeX MITH HHBIX
Hay4HbIX IpoOJeM. BpeMs Ha MOArOTOBKY K CEMHHApY IO HOPMAaTHUBaM COCTABIISIET HE MEHee
0,2 gaca.

IMoaroroBka Kk KoI0OKBUYMY. KOJIJIOKBHYM NpesicTaBisieT co00M KOMIEKTUBHOE 00CYXkK/IeHUE
pasziena JUCIUTUTMHBI HA OCHOBE CAMOCTOSITEITLHOTO U3yUEHHSI 9TOTO pa3/ieia CTyICHTaMH.
[ToaroToBka K JaHHOMY By YUE€OHBIX 3aHATHH OCYIIECTBIISIETCS B CIEIYIOIIEM MOPSIKE.
[TpenomaBaTens TaeT CIUCOK BOIIPOCOB, OTBETHI HA KOTOPHIE CIEAYET IMOIYIUTh IIPH H3YICHUH
OTIpeIeNIEHHOT0 NMePeYHs HayYHbIX UCTOYHUKOB. CTyZIeHTaM BO BHEayAUTOPHOE BpeMs
HEOOXOIMMO MTPOYUTATH CHEIIHATIBHYIO JINTEPATYPY, BHIIIICATH U3 HEE OTBETHI HA BOIIPOCHI,
KOTOpbIe Oy IyT 00CYX/1aThCsl HA KOJUIOKBUYME, MBICIIEHHO C()OPMYJIMPOBATH CBOE MHEHUE 110
Ka)XJIOMY M3 BOIIPOCOB, KOTOPOE OHH BBICKKYT Ha 3aHATHU. Bpems Ha IOATOTOBKY K
KOJIJIOKBHYMY IO HOpMaTuBaM cocTasisieT He meHee 0,2 yaca.

IMoaroroBka Kk KOHTPOJILHOM padoTe. KonTponbHas paboTa Ha3HaYaeTCs MOCIE U3yUEHUs
OTIpeIeIEHHOTO pa3iena (pa3esioB) AMCUUIUIMHBI U MIPEICTaBIIsAeT cO00i COBOKYITHOCTh
pa3BEpHYTHIX MICHBMEHHBIX OTBETOB CTYIEHTOB Ha BOIIPOCHI, KOTOPBIE OHU 3apaHee MOTyJaroT
ot npenojanaresns. CaMocTosTeNIbHAas! MOATOTOBKA K KOHTPOJIbHOW paboTe BKIIOYAET B celsi: —
U3ydeHNe KOHCIIEKTOB JICKIIMH, PACKPBIBAIONINX MaTepHall, 3HAHUE KOTOPOTO TIPOBEPSETCS



KOHTPOJIbHOM paboTO; MOBTOpEHHE Yy4eOHOr0 MaTepHraa, OJy4YeHHOT O P MOATOTOBKE K
CEMUHAPCKUM, IIPAKTUYECKUM 3aHATUAM U BO BPEMS UX IIPOBEIACHUS; U3yUEHUE
JIOTIOTHUTEIbHON JIUTEPATYPBl, B KOTOPOU KOHKPETU3UPYETCS COAEPKAHUE MPOBEPIEMBIX
3HAHUH; COCTAaBJICHHE B MBICIIEHHON (hOpMe OTBETOB HA MOCTABJICHHBIE B KOHTPOJIBHOM padoTte
BOIPOCHI; (HOpMUPOBAHHE ICUXOJOTUYECKON YCTAHOBKHU Ha YCIEIIHOE BBIOJIHEHHE BCEX
3a7aHuil. BpeMst Ha HOATOTOBKY K KOHTPOJIBHOM paboTe 10 HOpMaTHUBaM COCTaBIISET 2 yaca.
IMoaroroBka k 3a4etry. CaMoCTOATENbHAS IOATOTOBKA K 3a4ETY AOJKHA OCYLIECTBIATHCS B
TeYeHue Bcero ceMmecrpa. [1oAroToBka BKIIOYAET CIEAYIOIUE ACHCTBUA: IEpEYUTaTh BCE
JIEKI[UH, a TAK)KE MaTepUallbl, KOTOPbIE TOTOBUIUCH K CEMHHAPCKUM U IPAKTUYECKHUM 3aHATHAM
B TEUCHHE CEMECTPa, COOTHECTH 3Ty HH(POPMALIMIO C BOIPOCAMHU, KOTOPBIE JaHBI K 3a4YETy, €CIU
UH(pOpPMAaLUU HEJOCTATOYHO, OTBETHI HAXOAAT B IPEAJIOAKEHHOM MpernoaaBaTesieM JUTepaType.
Pexomennayercs nenaTh KpaTKHe 3an1MCU. BpeMs Ha IOATOTOBKY K 3a4€Ty 110 HOpMaTUBaM
COCTaBJIISIET HE MEHee 4 4acoB.

IMoaroroBka Kk 3xk3ameny. CaMoCTOSTENIbHAS [TOANOTOBKA K 3K3aMEHY CXO0Xa C OJATOTOBKOM K
3a4yeTy, 0coOeHHO eciiu oH AuddeperunpoBanHbiii. Ho 00beM yueOHOro Marepuania, KOTOpbIi
HY’KHO BOCCTAHOBHTb B IaMATU K 9K3aMEHY, BHOBb OCMBICIUTh U MOHATh, 3HAUUTEIBHO OOJIbIIIE,
no3ToMy TpeOyercst 00JIbIlle BpeMEHU U YMCTBEHHBIX yCUIMi. BaxHo copmupoBaTh 1eaocTHoe
IIPEICTABIICHUE O COIEPKAHUU OTBETA HA KAXIBIA BOIIPOC, YTO MPEAIIO0JIAracT 3HAHUE Pa3HbBIX
HAy4YHBIX TPAKTOBOK CYLIHOCTH TOT'O MM MHOT'O SIBJICHMSI, IPOLIECCA, YMEHUE PACKPBIBATh
(dakTopbl, ONPEEISIONINE UX IPOTUBOPEUNBOCTD, 3HAHNE UMEH YUEHbIX, N3YUaBIINX
o0cyxnaemyto mpobiaemy. Heobxoaumo Taxke NpuBecTH HH(GOPMALIMIO O MaTepuaiax
OMIIMPUYECKUX UCCIIEIOBAHUM, YTO YKA3bIBAET HA BCECTOPOHHIOKO IIOJATOTOBKY CTYJEHTA K
JK3aMeHy. Bpems Ha MOArOTOBKY K DK3aMEHY 110 HOpMaTHBaM COCTaBIISIET 36 4acoB JUIs
OaxanaBpoB.

B ®BI'OY BO «UI'Y» opranusaius caMOCTOATEIbHOU paboThl CTYICHTOB PErJaMeHTHPYETCS
[TososxeHnEeM 0 caMOCTOSATENbHON PabOTE CTYIEHTOB, MPUHATHIM YueHbIM coBeToM UT'Y 22
utoHs 2012 r.

5. YYHEBHO-METOANYECKOE U HTHOOPMALIMOHHOE OBECIIEYEHHUE
JUCIHHUIIVINHBI

a) OCHOBHas JIUTEpaTypa:

1. Beenenue B kpunrorpaguto / pea. B. B. fAmenko. — M.: M3x-80 MIITHMO, 2012. —
347 c. — ISBN: 978-5-4439-0026-1 (26 3k3.)

2. Pa6en JI.B. 3agauHuk-npakTUKyM 1o kpunrorpaduu: yued. nocodbue / JI.B. Pabew. —
Wpxkytck : U3a-Bo BocT-Cub. roc. akaa. odpas., 2013. - 76 c. —

ISBN: 978-5-85827-864-1 (30 3k3.)

3. [Hanprun B.®. 3amura komnbroTepHoit nHGopManuu. IhPeKTUBHBIE METOIBI U
cpeactsa / B.®. llanbrun. — M.: JIMK-IIpecc. — 2010. — 542 c. —

ISBN: 978-5-94074-518-1 (25 5k3.)

4. Kennepos A. C., Kopoaskos FO. JI. OcHOBBI HHGOpMAIMOHHON 06€30MacHOCTH : yueo.
nocobue. — Upkyrck: U3n-so UT'Y, 2013. - 113 c. . —

ISBN: 978-5-9624-0791-3 (30 k3.)

0) IONOJIHUTENbHAS JITepaTypa:

5. 'epman O.H. TeopeTHKO-4nCIOBBIE METO/IbI B KpUIITOTpaguu: yUeOHUK IS CTY.
yupexaeHuit Beicl. npod. oopazosanus / O.H. I'epman. — M.: Akagemus. —2012. —
257 c¢. —ISBN: 978-5-7695-6786-5. Pexum noctyna: D43 «bubauorex». — Heorpanuu.
TOCTYTI.



6. Koneer U. P. Mndopmanronnasi 6€30macHOCTb MpeANpUsITHS: HayuyHoe u3nanue / 1. P.
Komnees, A. B. bensies. — CI16.: BXB-Ilerepoypr, 2003. — 733 ¢. — ISBN 5-94157-280-8

(99 2x3).

7. babamr A.B. Madopmarnimonnasi 6e3onacHocTh. JJabopaTopHblii mpakTHKYM: y4e0. mocobue /
A. B. ba6am. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8

(50 9K3.).

8. Cmapt H. Kpunrorpadus: yuednoe mocodue / H. Cmapt — M.: Texnocdepa, 2005. —

525 c. — ISBN 5-94836-043-1 (5 ax3.)

9. Heuaes, B.W. DnemeHTs Kpuntorpaduu: OCHOBBI TEOPUHU 3aIIUTHI HH()OPMAITUH:
VYueb6.mocobue ans yH-TOB U niea.By30B / B.W. HewaeB. — M.: Boicm. mik., 1999. — 109 c.
—ISBN 5060036448 (17 3k3.).

10. Umopa A. JI. CoBpeMeHHas mpukiiagHas kpunrorpadus: yued.mocodue / A.JI. Umopa —
M.: T'ennoc APB, 2001. — 244 c. — ISBN 5854380374 (513k3.)

11. I'myxos M.M. BBenenue B TeOpeTHKO-YHCIOBbIE METOABI Kpuntorpaduu / M.M. I'myxoB,
N.A. Kpyrnos, A.b. [Tuukyp, A.B. Uepemymikun. — CI16.: JIanb. —2011. — 400 c. —

ISBN: 978-5-8114-1116-0. Pexum nocryna: 3bC «Jlans». — Heorpanuu. gocrym.

B) 0a3bI JaHHBIX, HH()OPMAIIMOHHO-CITPABOYHBIC U IIOMCKOBBIC CHUCTEMBI:

1. Hexommepueckasa Untepuer-Bepcust «KoncynpranT [Lmroc» www.consultant.ru
2. bank nannbix yrpo3 Ub bdu.fstec.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIHEYUEHUE JJUCHUIIJINHBI
6.1. YueOHo-1200paTopHOe 000py10BaHNE

OTOT PA3JIEJI HE 3AIIOJIHATH

6.2. IlporpammHoe obecnieueHue

1. Java

2. Visual C++

3. Lasarus

4. Python

5. VipNet

6. LibreOffice

7. OHEHOYHBIE MATEPHAJIBI V1A TEKYHIET'O KOHTPOJIA K
IMPOMEXYTOYHOU ATTECTALIUUN

7.1. OueHO4YHBbIE CPEACTBA TEKYLIEr0 KOHTPOJIA

Bun xonTposs KoHTponupyemsle TeMbl KoHTponupyemsie

KOMIETEHINH
3amuTa oT4eTa o J1abopaTopHOH 1.1-24 OIIK-3, OIIK-4
pabote

IIpumepbl OLIEHOYHBIX CPEACTB TEKYIEro KOHTPOJIA

KonTtpoJuabHbie Bonpocsl k adopatopHoii padore «Co3nanne III B ViPNet»
1.YTo0 ABNSIETCS €AMHULEN pa3TpaHUYEHUs JOCTYIIA B 3AIUIIEHHON ceTH?
2.3a4yeM Hy>KHbI CIIUCKHU PACCBIJIKNA KOIUI?




3.Uto HyxHO crnenath B I[YC, uToOb1 3aH0BO Havath reneparuto DST ¢aiinos?
4.Yt0 nomKeH caenaTh aIMUHUCTPATOP IIPU CMEHE MacTep-Kioda?

5.Yrto conepxutcs B DST daiine?

6.I'ne 3agatorcs nmoaHoMouus (TIpaBa A0CTyTa MoJb30BaTesis)?

7.J114 Kakoil mporpaMMbl 3a4at0TCsl TOJTHOMOYHS?

8.YTo mporcxXoauT mpu HakaThu KHOMKH «ChopMupoBath Bee cipaBOYHUKI» B «L[YC»?
9.Yto0 Takoe ceteBoi y3en?

10.Yto Ttakoe I'1aBHBIE AOOHEHTHI?

11.I'ne xpaHuTca MacTep-Kio4u?

12.Y1o HaxoauTCs Ha KJIIOUEBOI 1uckere?

13.1;1s1 9ero ciy’>KMT KJIF0YeBOM HabOp?

7.2. OnleHOYHbIE CPEACTBA ISl IPOMEKYTOYHOM aTTeCTALMU
Cnucok BONPOCOB /ISl IPOMEKYTOYHOM aTTeCTALMH:

1. IToueMy KOMIBIOTEPHBIE BUPYCHI IPUUUCIIAIOT K 0COO0MY KiacCy pa3pyIllaroniux
IIPOTPaMMHBIX BO3JAEUCTBUM. PacKpoiTE OCHOBHBIE KaHAJIBI PACIPOCTPAHECHUS
KOMIIBIOTEPHBIX BUPYCOB U JPYTHX BPEIOHOCHBIX IIPOIPaMM.

2. Ha xakue rpynmsl opa3eisiioTcsl METO/Ibl M CPEICTBA HENTpaIu3aluu yrpo3
MH(GOPMALMOHHOH 0€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX, IPEACTaBbTE
KJIAaCCU(UKALIMIO METOJI0B U CPEACTB OOpHOBI C KOMIIBIOTEPHBIMU BUpycamu. B uem
3aKJIFOYAIOTCS METO/IbI UCIIOJIb30BaHMsI PE3UIEHTHBIX CTOPOXKEH U allapaTHo-
IIPOrpaMMHOM 3aIIUTHI OT BUPYCOB.

3. laiiTe onpeneneHne OCHOBHBIM IOHATHUSM IIPOLIECCa pa3rpaHUUYEHUS OCTYIIA K
o0bekTaM ornepannoHHoi cucteMbl (OC): «0OBEKT AOCTYIa»; «METOJ TOCTYTIay;
«CcyOBEKT I0CTyNay»; «IpaBo JocTymay. [lpuBeaure npaBuia MaHIaTHOTO
(TOJTHOMOYHOT0) pa3rpaHUYEeHUs 10CTyIA U MOSICHUTE UX.

4. ITpuBeaure kaaccu(pUKALUIO KPUNTOrpahUIECKUX aITOPUTMOB U OXapaKTEPU3yHTE HX.
Packpoiite cMbicn GyHKIIMOHMPOBaHUS cXeMbl H(ppoBanus B anroputme DES.
OcHOBHBIE peXUMbI pa0OTHI 0JIOYHOTO CHMMETPUYHOTO AITOPUTMA.

5. IlepeuncnuTe U MOSCHUTE BO3MOYKHBIE THUIIBI CETEBBIX aTaK HA KOMIIbIOTEPHbBIE
(uH(OpMaIIMOHHBIE) CUCTEMBI, KAKHE CYIIECTBYIOT TEXHOJIOTUH TOCTPOEHUS CUCTEM
oOHapy>KeHHS aTax.

6. Ilepeuncnure 3alUTHBIE MEXaHU3MBI, PEAIM3yEMBIE IPOrPaMMHO-aNIapaTHBIMU
KOMIUIEKCaMH (CpeICTBaMH) 3allUThl HHPOpPMAIMK B KOMIIbIOTEPHBIX cucteMax ([I9BM).
JlaiiTe onpesieneHre MOHATHIO - «CYOBEKT JI0CTyMa», KaKhe MPOLeTyphl peaTn3yroTcs
P €ro 0OpaIleHny K KOMIBIOTEPHON CUCTEME.

7. Ilepeuncnute aTpuOyTUBHBIE UAECHTH(PHUKATOPBI, UCTIOIb3YyeMbIe s UACHTU(DUKAUU
cyowekTa noctyna B KC, u kopoTko gaiite um omnpeaenenue. [lepeunciure
pPEKOMEHIALNN AJI1 OpraHU3alK TapOJIbHOU 3aLUTHI.

8. Kakumu crioco6amu 010KHpyeTcs yrpo3a HECAHKIIMOHUPOBAHHOTO KOTIMPOBAHUS
uHpopmanuu [I1DBM, B yeM OHHU 3aKIIOYAIOTCS, pACKPOITE UX COAepKAHUE.

9. Kak ocymiecTBisieMcsl yrpaBiieHHe KPUTITOKIII0OUaMu, TPeOOBaHUSI K PACTIPEICTICHUIO
KJIFOUEH, METO/IbI PACIIPEIEICHUSI KIIIOUEH, MIOSCHUTE CXEMY OTKPBITOTO pPacIpeaeIICHUs
xkimouent Jnddu-Xemmmana

10. PackpoiiTe mporenypsl alrOpUTMOB IUGPOBOI MOAMUCH HA OCHOBE OTEYECTBEHHBIX
crannaptoB 'OCT P 34.10.

11. OcHoBHbIe OAX0ABI K 3amuTe faHHbIX 0T HC/I: kakue neiicTBUS BBITTONHSIOTCS IPU
opranmzanuu nocryna k obopynosanuto u [10 komnberoTepHbix cuctem (II9BM); onenka
3¢ PEeKTUBHOCTU HApAIIMBAHUS CPEACTB KOHTPOJIS JOCTYIIA IO KPUBOM pocTa



OTHOCHUTEIILHOTO YPOBHSI 0OecrnieueHus: 6€30macHOCTH KOMIBbIOTepHBIX cucteM (ITOBM).
12. TlpuBenuTe KIaccU(PUKALNIO KPUIITOTpAPUUECKUX aITOPUTMOB U OXapaKTEPU3YHTE UX.
Packpoiite cmbicn ¢pyHKIIMOHUpOBaHUs cxembl mH@poBanus B anroputme ['OCT 28147-89.
OcCHOBHBIE PEXKHUMBI pabOTHI 0JI0OYHOTO CUMMETPUYHOTO aITOPUTMA.

13. Kakue ocHOBHBIE (DYHKLIMH BBIMOJHAET MOJCHCTEMA 3aALUTHI ONEPALMOHHBIX CUCTEM
(OC), naitite KOpOTKO UM olpeneneHue. B uem 3akiouaercs npoueaypa ayaura
npuMeHuTenabHo Kk OC, yem oHa 00ycIOBIeHA, KAKUM TPeOOBaHUSIM OHA JOJKHA
YIOBJIETBOPSATH?

14. Ilepeuncnure 6a30BbIE TEXHOJIOTHU (MEXaHU3MbI) O€30MacHOCTH HH(POPMAIUU B
KOMIIBIOTEpPHBIX cucTeMax. JlaiiTe onpenenenue npoueccam uaeHTU(HUKALINY,
ayTeHTU(UKALMU ¥ aBTOPU3ALMHU 1)1 oOecredeHus 3auThl nHpopmauuu. [Ipusenure u
PacKpoiTe THIIBI TPOLECCOB Ay TeHTU(UKALMH, KAKHE aTaKH MPOBOAATCS HAa IPOTOKOJIBI
ayTeHTU(UKALUN U KaK1e MEXaHU3Mbl IPUMEHSIOTCS U1 X OTPAKEHMSL.

15. Jlaiite onpenesneHue U NOSACHUTE TEXHOJIOTHH MOCTPOCHHSI CUCTEM OOHAPY KEHHS
CETEBbIX BTOP)KEHUI U BBIABICHUS IPU3HAKOB aTaK Ha MHPOPMALMOHHBIE CUCTEMBI.

16. Ilepeuncnute u packpoiite ciocoObl crporoit ayreHTudukanuu. [loscaure Ha
CTPYKTYPHOM cXxeMe NPUMEHEHNE OJHOCTOPOHHEH X31I-(PyHKIIUH K COOOILIEHHIO,
JIOTIOJIHEHHOMY CEKPETHBIM KIIOUOM.

17. IlosicHUTE Ha CTPYKTYPHBIX CXEMax MPOCTYIO ayTeHTU(HUKALMIO [10JIb30BATENS PECYPCOB
KOMITBIOTEPHOM CHCTEMBI C UCTIOIB30BAHMEM MAPOJISI U Ay TEHTU(UKALINIO, OCHOBAaHHYIO Ha
UCIOJIb30BaHUU OAHOCTOPOHHEN X3II-(DYHKIMU 11l IPOBEPKU HapoJIs.

18. JlaiiTe ornpeneneHre OCHOBHBIM MOHATUSAM IIpoLecca pa3rpaHuyeHHs] TOCTyIa K
ob0bexTaM ornepaunoHHoN cucteMsl (OC): «0OBEKT AOCTYIA»; «METOJ 1OCTYIay;

«CyOBEKT TOCTyTay; «IIpaBo JocTymay. [lpuBeanTte npasuia n30HpaTeILHOrO
pasrpaHUYeHus JOCTyIa U MOSICHUTE UX Pean3alMio Ha IpUMepe MaTPULbl JOCTYIIA,
naiiTe onpeesieHne NOHATUAM: JOMEH JJOCTYIa; CIIMCOK IIPaB JOCTyIa.

19. B yem 3akiroyaercs 3a1a4a UACHTU(GUKALMY [10JIb30BaTENs, JaiiTe onpeaesieHue
MOHATHIO MPOTOKOJIAa UASHTHU(PHUKAUU. B uem 3akitouaeTcs ToKanbHas U yAaJeHHas
UACHTUUKALMS, YTO TaKoe UACHTUDUIMpYoIas HHpopMarus.

20. Ilepeuncnute 1 packpoiTe criocoOsl cTporoil ayreHTHuuKanuu. [loscHute Ha
CTPYKTYPHOM cXxeMe MpUMEHEHHUE s ayTeHTU(HUKAIIMHA OTHOCTOPOHHEH X31I-QYHKINH C
apaMeTPOM-KIIFOUOM.

21. Kakumu cniocobamu G10KupyeTcs yrpo3a HeCaHKLIMOHUPOBAHHOT'O KOTTUPOBAHUS
nHapopmanuu [I9BM, B 4eM OHU 3aKITIOYAIOTCS, PACKPOWUTE UX COJICPIKAHHE.

22. Kakue cymecTByOT KpUIITOCUCTEMbI ITU(PPOBAHUSI, PACKPONUTE UX CMBICI
(GYHKIMOHUPOBAHUSI.

23. TlpuBenuTe KJIacCU(PUKALNIO KPUIITOTpapUUECKHX alTOPUTMOB U OXapaKTepusyiTe ux.
Packpoiite npouenypy xamuposanus no anroputmy 'OCT P 34.11.

24. TlpuBenuTe KJ1acCU(PUKALNIO KPUIITOTpapUUECKHX alTOPUTMOB U OXapakTepusyiTe ux.
25. B uem 3akimouaetcsi OMOMeTpHUecKas ayTeHTU(UKAIUS TT0JIb30BaTeNeH, Kakue y Hee
JOCTOMHCTBA U HEAOCTATKH.

26. B yem 3axirodaercst mpoleaypa npocToil ayTeHTUPHUKAN, KAKUMU crioco0aMu OHa
IIPOU3BOJUTCS, MOSICHUTE CXEMATUUHO €€ PEATU3aLUIO C UCIIOJIb30BaHUEM MAPOJIS.

27. PackpoiiTe OCHOBHBIE ITpOLEeAYphl (HOPMHUPOBAHUS SJIEKTPOHHOM HU(POBON MOIMUCH U
(GYHKIMU X3IIMPOBAHUS.

28. IlpuBenure Ki1accupuUKauio KpUOTOrpahUuUECKUX aJroOpuTMOB U OXapaKTepU3YIHTe UX.
Packpoiite anroputm mudposanus RSA.

29. IlepeuncnuTte METOABI MPOTUBOAECUCTBUS JU3acCEMOIUPOBaHUIO IporpaMM it OBM,
OXapaKTepU3YHTE HX.

30. Ilepeuncaute METOABI OTPAHUYECHUS 1OCTyIA K KOMIOHEeHTaM DBM, kakue npuMeHsoT
CPEICTBA JIsl OTPAHUUYEHUS JOCTYyIa K KOMIIOHEHTaM DOBM.

31. PackpoiiTe OCHOBHBIC METOBI ayTCHTU(UKAIIUH, HCTIONB3YIomMe mapoyu u PIN-kob.



IIpumepbl OLEHOYHBIX CPEACTB IS IPOMEKYTOYHOM aTTeCTAllUM:

IIpuMeps! 3a1aHU 3K3aMEHALMOHHOTO TECTA:

Nel

[TonnTuka 6€30MaCHOCTH - ATO

a) TOKYMEHT BEPXHET0 ypOBHS, 11eJIb KOTOPOro obecreueHne pelieHns BOIpoCcoB
WH(OPMAIIMOHHON 0E30MAaCHOCTH U BOBJICUCHHE BBICIIIETO PYKOBOJICTBA OPTAHU3AIMH B JJAaHHBIN
nporecc

0) COBOKYITHOCTH JIOKyMEHTOB, PEriIaMEHTHUPYIONINX MPaBHia 00pamieHus ¢ KOH(PpHUISHITUATBHON
nHpopmanuel B 3aBUCUMOCTH OT (pa3bl ee 00pabOTKH U KaTeTOPUHU KOH(MUICHIINATLHOCTH

B) COBOKYITHOCTb METOJIOB M CPEJICTB, 0OBEAMHEHHBIX €IMHBIM IEJICBHIM HA3HAYCHUEM U
obecreunBaronuX He00X0IUMYI0 3(HPEKTUBHOCTD 3aIUTHI HHOOPMAITUN TTPEATIPUSTHS

Ne2

Ha denepanbHom ypoBHE IpHOPUTETHI 0OecTieueHHs] THHOPMAIITMOHHONW 0€30MaCHOCTH
OTIPEEIIAIOTCS

a) loktpuHoii uHpopmanronHoii 6e3omacHocTr PD

0) ®enepalbHBIMUA 3aKOHAMU

B) [Tonutukoii 6e3omacHOCTH

Ne3

daxTop, BO3ACUCTBYIONIHI Ha HHPOPMAITHUIO - 3TO...

a) sIBJICHUE, IEUCTBHUE HIIU MPOIIECC, PE3YIBTATOM KOTOPBIX MOTYT OBITh YTEUKa, HICKaXKEHUE,
YHUYTOXKEHUE 3aluIaeMoi nHpopmaluu, 6JI0OKHpOBaHUE JOCTYTa K Hel

0) COBOKYITHOCTH YCJIOBUH U (PaKTOPOB, CO3/IAIOIINX MOTCHINATLHYIO WU peaTbHO
CYILIECTBYIOIIYIO OMIACHOCTb, CBSI3aHHYIO C yTEUKOH HHPOpMAIUH U/UITU
HECaHKITHOHUPOBAHHBIMHU W/WJTU HEMPEIHAMEPEHHBIMU BO3/ICUCTBUSIMHU Ha HEe

B) CYOBEKT, CITy4aifHO MJIM MpeAHAMEPEHHO COBEPIINBIIHMA NEHCTBHE, CIEICTBUEM KOTOPOTO
SIBJISIETCS] BOBHUKHOBEHUE W/WJIM peau3allysl yrpo3 HapyIieHus: 0€30MacHOCTH MHPOPMAILIUH

Ne4

OO0s13aTeNbHBIMU K MCTIOIB30BAaHUIO TPU OLIEHKE Yyrpo3 O6e30macHocT HHpOpMaIInHy,
oOpabarsiBacMOl B HH()OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JIAHHBIX M TOCYAapCTBEHHBIX
WH(OPMAILIMOHHBIX SBIISIOTCS CBEJCHUS H3:

a) banka nanHbIX yrpo3 nnpopmanronHoi 6ezonacHoctd ®CTIK Poccun
0) ['ocynapctBenHoro cranaapta «@akTopsl, BO3JEHCTBYIONINE HA UH(POPMALIUIO»
B) Kaspersky Threat Landscape

No5
Ecmu monHOMOYHst CyOBeKTa PEACTaBIISIOTCS CITUCKOM PECYPCOB, JOCTYIHBIX MMOJB30BATENI0, U
IpaBaMH 110 TOCTYIY K KaKIOMY PECYpCy M3 CIIUCKa, TO TAKOM METO]] Ha3bIBACTCHA. .

a) JUCKPEIIMOHHBIM
0) MaHTaTHBIM
B) POJIEBBIM

Ne6

Yrpo3y nepexBara JaHHBIX MOKHO OTHECTH K yTPO3aM...
a) KOH(UIEHITNATEHOCTH

0) IETTOCTHOCTH



B) JIOCTYITHOCTH

No7

Moxno mu obecnieunts 100% 3ammTy OT BCeX BUIOB yiiepOa?

a) HEeT, U LIeJIbI0 3alIUThl TH(GOPMAIIUU CTAHOBUTCSI YMEHBIICHHE pa3MepoB yiepoda 10
A0IIYCTHUMBIX 3HAYCHUH.

0) 1a, HO clienaTh TO HEBO3MOXKHO YKOHOMUYECKH 11€7IECO00Pa3HBIM CIIOCOO0M

B) MHOT/1a, KOI'1a CTOUMOCTD 3aIUTHBIX CPEJCTB U MEPOIIPUATHUI HE MIPEBBIILIAET pa3Mep
OJKHJaemMoro yiepoa

Ne8

JIMCKpEeIMOHHOE yIPABICHHUE JOCTYIIOM - 3TO...

a) pa3rpaHUYeHHEe JOCTyNa MEeXAy NOMMEHOBaHHBIMU CyOBbEKTaMU U TOMMEHOBAHHBIMU
o0BeKTaMu

0) pasrpaHu4eHUe AOCTYyNa CyObEeKTOB K 00bEKTaM, OCHOBAaHHOE Ha XapaKTEepPU3yeMOl METKOM
KOH(UICHIMATLHOCTA WH(POPMAITH, COJepKaIIelicss B 00beKTax, U JOMyCKa CYOBEKTOB K
nH(GOpPMaLIU COOTBETCTBYIOIIETO YPOBHS KOHGUACHIIMATEHOCTH

B) OpraHM3aIys MMPpaB JOCTYIa CyOBEKTOB K 00BEKTaM CTPYIITUPOBAHHBIX C YYETOM CHECIIH(PUKA
UX PUMEHEHHS

Ne9

MeTo 3aliThl IPOrPaMMbI OT HCCIICIOBAHUS MTyTeM 00(yCKaIlMK 3aKITI0YaeTCs B:

a) Pa3sIMYHOM CI0KHOCTH IIPe0Opa30BaHUH KOJIa B IIPOIECCE €T0 BHIMOJIHEHUS

0) aBTOMATHYECKON TeHEPAIIUU YIACTKOB MCITOJHIEMOTO KOJIa B ITPOIECCE BHIMTOIHEHHS

B) CO3/IaHMU U30BITOYHOCTH YKa3aTeliel epexo/ia, U BHEAPCHUH B3aUMOYBSI3aHHBIX
He(YHKIIMOHAIBHBIX YYaCTKOB KOJIa, 3aTPY/THSIOIINX aHAIN3 JCKOMITUINPOBAHHOIO TEKCTa

NelO

Ceptuduxaius cpeacTB KpUNTOrpadhuyeckoi 3amuThl HHOOPMALIUK OCYIIECTBISETCS MPU
YYaCTHU:

a) ®Cb Poccun

6) ®CTOK Poccun

B) Pockomuazopa

Nell

OObIuHBIN cIOCO0 UACHTU(HUKAIIIH - ITO...

a) BBOJI IMEHH T10JIb30BATENIs MPU BXOJIE B CUCTEMY

0) mapoJib

B) U3y4eHne GU3HOIOTHYECKUX U MOBEACHUECKUX XapaKTEPUCTUK CyOheKTa

Nel2
K nmocronHCcTBY MOJIE€n€eN TUCKPELTUOHHOTO JTOCTYTIA MOXKHO OTHECTH. ..
a) UX THOKOCTh

6) BO3MOXXHOCTDb HAJIOXKCHUA Ol"paHI/I‘-IeHI/Iﬁ Ha nepeaavy I/IH(I)OpMaI_II/II/I OT OJHOTI'O IMOJB30BaTCJIA

Apyromy
B) KOHTPOJIb HH(POPMALIMOHHBIX TTOTOKOB

Pa3paborunk: Myuenek B.E., crapmmuii npenogasarens kadenps MHbopManmoHHbIX
TEXHOJIOTUI



[Iporpamma coctraBieHa B cooTBercTBUM ¢ TpedoBanmsiMu DPI'OC BO mo HampaBieHHIO
noarotoBku 09.03.03 «Ilpuknagnas nHdopmaTHka» (ypoBeHb OakalaBpuaTa), YTBEPKICHHBIN
npuka3zom MuHucrepcTBa oopa3zoBanus U Hayku Poccuiickoit @eneparuu ot «19» centsiops 2017
r. Ne 922, 3apeructpupoBannbiii B Muntocte Poccum «12» oxtabps 2017 r. Ne 48531 ¢
W3MEHEHHMSAMU M JoIoJHEHHsIMH oT 26.11.2020 r., 8.02.2021 r.

Hacmoswas npoepamma, Hne moocem 6vbimb BoCnpousgedeHa HU 6 Kakoul ¢opme 6e3
npeodsapumenbHo20 NUCbMEHHO20 paspeuletuss Kagheopol-paspabomuuka npocpammoi.



