i
AR
“uns’
MUHUCTEPCTBO HAYKHU U BBICHIEI'O OBPA3OBAHUSA
POCCHUIICKOH ®EJEPAIINN
benepaibHOE TOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeNIbHOE YUPEXKICHHE
BBICIIET0 00pa30BaHus
«APKYTCKH TOCYJAPCTBEHHBIIA YHUBEPCUTET»
(®PI'bOY BO «HUTI'Y»)
NHcTtuTyT MaTeMaTUKy ¥ HHOOPMAITMOHHBIX TEXHOJIOTUH
Kadenpa anrebpanueckux 1 ”HOOPMAIIMOHHBIX CUCTEM

OB J’3’\.-. —~

«YTBEPJK JFO»

>3 L

PaGouyas mporpamma IucHUIINHBI (MOIYJIs1)

b1.0.19 UudopmanuonHas 60e30MaCHOCTD

Hanpasnenue moaroToBku 09.03.03 Ilpuxmanuas napopmaTruka

Hanpasnennocts (npoduib) HOATOTOBKU [TpoexTrpoBanue u pazpadoTka
MH()OPMAIIMOHHBIX CHCTEM

Kpanudukarus BeITYCKHUKA OakamnaBp

®dopma 00yueHus OYHas

Upkytck 2024 r.



1. IEJIM Y1 3AJIAYM TUCTMTIINHEI

Lenu: 03HAKOMIICHUE CTYJIEHTOB C TEOPETHYECKMMH OCHOBaMH WH(POPMAIIMOHHOM
0€30MMacHOCTH, OCHOBaMHU KpUNITOrpaduivi U OCHOBaMHU 0OECIICUCHHUS 3alUThl HH(POPMAIIUH,
(dbopMHpOBaHUE MTPAKTHUECKUX YMEHUH M HABBIKOB, HEOOXOMMBIX JIsl IPUOOPETCHHS
KBaJM(pUKaMY 6akagaBpa HHPOPMAITMOHHBIX TEXHOJIOTHH, (POPMUPOBAHHE KIFOYEBBIX
NPOPMILHBIX KOMIETCHITUH.

3amaun: 1aTh CeUUAIbHBIC 3HAHUS 110 JUCIUIUIMHE, TOCTUYb JJOCTATOYHOTO YPOBHS 3HAHUH 110
KPUNTOTrpaGUUECKUM U OPTaHU3AIMOHHBIM METOJIaM oOecrieueHus] HHPOPMAIMOHHON
0€30acCHOCTH U CPOPMHUPOBATH Y CTYACHTOB MIPAKTUYECKHE HABBIKK PAOOTHI CO CPEACTBAMU
obecrieueHnss THPOPMAIIMOHHON O€30MaCHOCTH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII BO

VYuebnas aucuumunHa b1.0.19 MHbopManmonHas 6€301MacHOCTh OTHOCHTCS K 00s13aTSIIEHOM
yactu broka 1 oOpa3oBaTenbHO# porpaMmel.

I[J'I?I HN3Yy4YCHUA HaHHOﬁ y‘-IC6HOI71 JUCHUITIINHBI HGO6XOL[I/IMI)I 3HaHWs, YMCHUS U HABBIKH,
dbopMupyemsbie npeamecTBymMUMU aAucuumauHamu: b1.0.15 BeraucautenbHble CUCTEMBI U
KOMITBIOTEPHBIE CETH.

[lepedyens mocneayronmx y4eOHbIX TUCIUIUIAH, JUIsI KOTOPBIX HEOOXOANMMbBI 3HAHUSI, YMEHUS U
HaBBIKHU, popMuUpyemble JaHHOK yuebHol aucuuruinaoi: b1.0.24 Crannaptuzanus,
cepTU(UKAIMS U YIIPaBICHHE Ka4eCTBOM ITporpaMMHoro obecneuenusi, b1.B.05
AnMUHHCTpUpOBaHuE KoMIboTepHBbIX ceTeil, b1.0.23 Ynpasnenune UT-cepBucamu u
KOHTEHTOM.

3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUSA JUCHUITVIMHDBI

[Iporiecc ocBOeHMS AUCUMIUIMHBI HApaBiIeH Ha (GOpMUpPOBaHHE CIEAYIOUINX KOMIIETCHIIUN B
cootBercTBUU ¢ ®I'OC BO u OIl BO no nanpasnenuto noarorosku 09.03.03 IlpuknagHas
uHpOpMaTHKa:

OIIK-3 CnocobeH pemiath CTaHIAPTHBIC 33/1a4U TPO(ECCHOHALHOMN e TEIPHOCTH Ha OCHOBE
UHGOPMALMOHHOM 1 6ubnorpaduyeckoit KyJabTypbl ¢ IpUMEHEHHEM HH(POPMAITMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C Y4€TOM OCHOBHBIX TPeOOBaHUI HH()OPMAITHOHHOMN
0e30IMacHOCTH;;

OIIK-4 CriocobeH yuyacTBOBaTh B pa3pabOTKe CTaHAAPTOB, HOPM U IPABUJI, a TAKKE
TEXHUYECKOH TOKYMEHTAllUH, CBSI3aHHOM ¢ Ipo(ecCHOHaNbHON e TeNTbHOCTHIO;.

B pesynbTare 0CBOCHUS AUCHUILTUHBI 00YYarOUIUiics JOKEH

3HATh: MEXAYHApOHbIE U HAlIMOHAJIbHBIE CTAaHAAPTHI B 00J1aCTH UHPOPMALIMOHHOM
0€30I1aCHOCTH; OCHOBHBIE BH/IbI YyTPO3 HH(POPMAIIMOHHOMN 0€301MacHOCTH U CLIOCOOBI
MIPOTUBOAECUCTBUS 3TUM yrpo3aM; OCHOBHbIE HOPMaTHBHBIE PAaBOBbIE JOKYMEHTHI B chepe
UH(POPMALIMOHHOM 0€30MaCHOCTH; OCHOBHBIE IIPUKJIAIHBIE AITOPUTMBI KPUIITOT paduu;
OCHOBHBIE CpEJICTBA oOecrieueHus] HHYOPMAIOHHOM 0€30IacHOCTH; MH(PPACTPYKTYpy
OTKPBITHIX KJTI0ueii; popManbHble MOJIeNH O€30MaCHOCTH. ;

YMETb: COOJII0/IaTh OCHOBHBIE TPEOOBaHMSI 11O TPOTUBOACHCTBUIO Han0o0JIee pacpoCTPaHEHHBIM
yrpo3aM MHQOPMALMOHHON 6€30MaCHOCTH. COCTABIATh NOJIUTUKUA O€30MACHOCTH YPOBHS
METOJIOB NMPEANPUATHS; aHATU3UPOBATh M BIOMPATh CpeCTBa oOecrneueHus: HHHOpMamOHHON
0€30I1aCHOCTH; aHAJIM3UPOBATh AJITOPUTMBI B3aUMOICHCTBUS HA HAIMYHE YSA3BUMOCTEH;
BJIa/IE€Th: OCHOBHBIMH HaBBbIKAMHU 3alIUThI HHOOPMAaLIMK; TPUEMaMU aHaINU3a U Kilaccu(uKaluu



yrpo3 HHPOPMAIIMOHHOM 0€30MMacCHOCTH; OCHOBHBIMU HaBBIKAMH HCITOJIb30BAaHHUS HOPMATUBHBIX
JIOKYMEHTOB TIPU OpraHu3aIiy o0ecredeHss HHPOPMAIIMOHHOW 0€30MacHOCTH Ha
NPENPUATHH; HABBIKAMU PEATN3alUU MPUKIATHBIX AITOPUTMOB KPUIITOTpauu B sI3bIKAX
POrPaMMHUPOBAHUS, PAOOTHI C KPUIITOTIPOBAIEpaMU, HCIIOJIb30BAHUS KPUTITOTPAPUIESCKIX
NPUMHUTHBOB B SI3bIKaX MPOTPAMMHUPOBAHHSL.



4. COOJEPKAHHUE U CTPYKTYPA JTUCIHUIIVINHBI

O0BeM IUCIUILIMHEI COCTABIAET 4 3aUeTHRIX €., 144 Jac.

CDopMa HpOMeX(YTOQHOﬁ aTTecTaguu:. 3K3aMCH.

4.1. Couepmafme AUCHUIIJIUMHDBI, CTPYKTYPUPOBAHHOC 110 TEMaM, C YKa3aHUEM BUI0B

yqeﬁm,lx 3aHATHI 1 OTBECACHHOI'0 HA HUX KOJIN4YEeCTBA aKaJACMHUYCCKHUX YaCcoB

Pa3zgen qucuuninHb / Tema

CemM.

Busbl yueGHO# paboTh

KonraktHas paboTa
NperroJaBaTens ¢
o0yJaromumucs

Jlexkuunu | JIa0.
3aHATUA

IIpaxr.
3aHITUL

Camoc

pabota

DopMBbI
TEKYILETO
KOHTPOJIS;
DopMbl
MIPOMEKYT.
aTTecTaluu

Paznen 1. Kpunrorpadudaeckne OCHOBBI
WHPOPMALMOHHON 0€30MaCHOCTH

Tema 1.1. OcHoOBBI KpunITOrpadun

4/4

Ompoc,
3alIKTa OTYeTa
0
nabopaTopHO
pabote

Tema 1.2. brounoe mmdpoBanue

4/4

Ompoc,
3alIKTa OT4eTa
0
nabopaTopHO
pabote

Tema 1.3. [lemocTHOCTh COOOIICHMIA

4/4

Ompoc,
3alIKTa OTYeTa
0
nabopaTopHO
pabote

Tema 1.4. [Tudposas moanuce

4/4

Ompoc,
3aIUTa OTYETA
0
nabopaTopHO
pabote

Paznen 2. Opranu3aiiioHHbIE OCHOBBI
WHPOPMAIMOHHOW 0€30MaCHOCTH

Tewma 2.1. HopMaTuBHBIE OCHOBBI
nHpOpMaIMOHHOH 6€301aCHOCTH

5/5

Ompoc,
3aIUTa OTYETa
0
nabopaTopHO
pabote

Tema 2.2. Buap! u knaccupukaius
BO3MOJKHBIX HapyIIeHHH HHPOPMATMOHHON
6e3omacHOCTH

5/5

Ompoc,
3alIMTa OT4eTa
0
JTabopaTopHOH
pabore

Tema 2.3. [Tonutrnka 6€30macCHOCTH

5/5

Ompoc,
3alIMTa OT4eTa
0
JTabopaTopHOU
pabore

Tema 2.4. bezonacHocTs OECTIPOBOIHBIX
cerei

4/4

Ompoc,
3alMTa 0T4eTa
0
JTabopaTopHOH
pabote




| Hroro (6 cemectp):

| 32

| 35/35

| oK3.

4.2. I1;1an BHeayIMTOPHO# CaMOCTOSITeIbHON PadoThI 00y4aroIUXCcs M0 JUCHUIIIHHE

Paznen qucuumineel / Tema CamocrositenpHas paboTa 00y4aromuxcs OneHouynoe | YueOHO-
Bun camocr. Cpoxu 3arpaTbl CpEnCTBO METOIUUYECKOE
paboThI BBIIIOJTHEHH | BPEMEHH obecrieueHne

s camocT. paboThI

Tema 1.1. OcHOBBEI N3yuenue 2 Hepnens 4 Onpoc, OcHOBHas U

Kpunrorpadun y4eOHOH 3ammra JIOTIONTHUTEIbHA
Hay4IHOH OT4YEeTa 0 s INTEPATypa B
JUTEpaTypsl, 112a00paTOpPH | COOTBETCTBHU C
MOJITOTOBKA K oii pabore paszaenom 5
TEKYILEH U PIIM,
TIPOMEXKYTOUHOH METOIUYECKHE
aTTecTalny, MaTepuasl B
odopmiicHHe pecypce
oT4eTa K JUCLUIUIMHBI Ha
11a00paTOPHBIM educa.isu.ru
paboTtam

Tema 1.2. bnounoe Nzyuenue 4 nenenst 4 Ormpoc, OcHoBHas U

mrppoBaHue yueOHOH 1 3aImTa JIOTIONTHUTEIbHA
Hay4YHOU oT4eTa O s IUTEpaATypa B
JUTEPATYPHI, 7a00paTOpH | COOTBETCTBUH C
MOATOTOBKA K oif pabore pazzenom 5
TEKyIIeH U PII,
IIPOMEXYTOUHOM METOAUYECKHE
aTTecTalluy, Marepualsl B
oopmiierne pecypce
oT4eTa K JMCLUIUIMHBI HA
1a00PaTOPHBIM educa.isu.ru
pabotam

Tema 1.3. LlenoctHOCTh Nzyuenue 6 Henens 4 Ormpoc, OcHoBHas U

cooOrmmeHni yueOHOH n 3amuTa JIOTIOJTHUTEIbHA
Hay4YHOH oT4eTa o s INTEpaTypa B
JUTEpaTyphbl, 71ab0paTOpPH | COOTBETCTBUH C
MOJITOTOBKA K oii pabore paszzaenom 5
TeKyIIeH u PII,
TIPOMEXKYTOYHOM METOIUYECKHE
aTTecTaluy, Marepualsl B
odopmieHHe pecypce
oT4eTa K JICLUIIMHBI Ha
11a00paTOPHBIM educa.isu.ru
pabortam

Tema 1.4. [ludpoas moanmch Nzyuenwne 8 Hepens 4 Ompoc, OcHoBHas 1
yueOHOH 1 3ammra JIOTIONTHUTEIbHA
Hay4HOI OT4YEeTa O A IUTEpaTypa B
JIUTEPATYPBI, 71a00paTOpH | COOTBETCTBUH C
MOJIrOTOBKA K oii pabore paszgenoM 5
TEKyIlen U PII,
MIPOMEXKYTOYHOI METOIUYECKHE
aTTecTalluy, Marepualisl B
oopmiienne pecypce
oT4eTa K JCLUIUIMHBI Ha
1a00paTOPHBIM educa.isu.ru
pabotam




Tewma 2.1. HopmatuBHbIE Nzyuenwne 10 Hememnst 5 Ompoc, OcHoBHas 1

OCHOBBI MH()OPMALIMOHHOH yueOHOH 1 3amuTa JIOTIOJTHUTEIbHA

0e30macHOCTH Hay4HOU oT4eTa o s IUTEpaTypa B
JUTEPATYPHI, 7a00paTOpH | COOTBETCTBUU C
MOATOTOBKA K oif pabore pazzenom 5
TEKYILEH U PII,
MIPOMEXKYTOYHOI METOIUYECKHE
aTTecTaluy, Marepualsl B
odopmieHHe pecypce
oT4eTa K JUCLUIIIMHBI HA
11a00paTOPHBIM educa.isu.ru
paboTtam

Tema 2.2. Bunsl u Uzydenne 12 Henens 5 Omnpoc, OcHoOBHAas 1

KIIacCH(pUKAIII BO3MOKHBIX y4eOHOH n 3amuTa JIOTIOTHUTEbHA

HapyIIeHHH HHPOPMAITHOHHOW | HAyIHOU oTyeTa o s1 IUTEpaTypa B

0e30macHOCTH JIUTEPATYPBL, 112a00paTOpH | COOTBETCTBHU C
TOATrOTOBKA K oii pabore paszzaenom 5
TEKyIlIen U PII,
TIPOMEXKYTOYHOH METOIUYECKHE
aTTecTalny, MaTepuasl B
odopmicHHe pecypce
OT4YEeTa K JUCHHUIUINHBI Ha
mabopaTOPHBIM educa.isu.ru
paboTtam

Tema 2.3. Ilonutuka Wzyuenne 14 nenens 5 Omnpoc, OcHOBHas u

0e301acHOCTH yueOHOH 1 3amuTa JIOTIOJTHUTEJIbHA
Hay4IHOH oT4eTa 0 s INTEpaTypa B
JUTEPATYPHL, 7a00paTOpH | COOTBETCTBUH C
MOATOTOBKA K oif pabore pazzenom 5
TEKYILEH U PIIM,
IIPOMEXKYTOUHOM METOAUYECKHE
aTTecTalny, MaTepuasl B
oopmiierne pecypce
oT4eTa K JMCLUIIIMHBI HA
1a00pPaTOPHBIM educa.isu.ru
pabotam

Tema 2.4. be3onacHocTb Nzyuenue 16 Henenst 4 Ormpoc, OcHoBHas U

0ecrnpoBOHBIX ceTel yueOHOH n 3amuTa JIOTIOJTHUTEIbHA
Hay4HOU OoTYETA O s IUTEpATypa B
JIUTEPATYPBL, 712a00paTOpPH | COOTBETCTBHU C
MOJITOTOBKA K oii pabore paszaenom 5
TeKyIIeH u PII,
TIPOMEXKYTOYHOM METOIUYECKHE
aTTCCTAalllHU, Matepualibl B
odopmiicHHe pecypce
oT4eTa K JUCIUIUIMHBI HA
mab0opaTOPHBIM educa.isu.ru
paboTtam

OO6m1ast TPYZOEMKOCTh CAMOCTOSITEIbHON paboTHI (Jac.) 35

W3 HUX ¢ HCIIOTIB30BAHNEM SJIEKTPOHHOTO O0YUYECHHS 1
JMCTaHIIMOHHBIX 00pa30BaTeNIbHBIX TEXHOJIOTHH (Jac.)

4.3. Conep:xxaHue y4eOHOro MaTepuaJia

PA3JIEJ 1. KPUIITOT PAOUYECKUE OCHOBBI MHO®OPMALIMOHHOMN

BE3OITACHOCTH
TEMA 1.1. OcHoBbl kpunrorpapuu

OO1u1re MPUHIUIBI K MOJIENU. 3aIlKUTa OT HECAaHKIIMOHUPOBAHHOTO focTyma. [loHsTHe Kiroya.
udposanue u koguposanue. Kpuntocucremsl. [lnudp Beprama. Jlemma o Teopetnyecku

croiikom mudpe. [ToTokoBbie MUPEHIL.




TEMA 1.2. baounoe mmdpoBanue

[Tpunun urepupoBanus. [lonarue nceBnociyvyaiiHoN GYHKIMU U TICEBAOCITYyYaiHON
nepectanoBk. [lIudp DES. Onucanue ctpykrypsl. [ludp AES. Onucanue CTpyKTypsl 1
npuHIUNB padboTsl. [lepeGopHble aTaku Ha Gounsle mUGpsL. [lepeGopHble aTaku Ha OIOYHBIE
mugpsl. [Ipodmema CiiyqaitHoe mudpoanue. OgHopazoBoe mudposanue. Pexum CBC.
Habuska 6s0xo0B. Pexum CTR.

TEMA 1.3. LlenocTHOCTb COOOIIEeHUI

Kopp! ayrentudukanmu cooduiennid. I[loctpoenne KoJ0B ayTeHTH(PHUKAIUN OOIBIINX
coobmenuii. Konctpykiuu CBC-MAC u NMAC. Xem-¢yukmuu. Konctpykmus Mepkia-
Hamrapaa muis noctpoenus xem-Qysnkuuii. [lonsarue nenoctHOCTH I dp-TeKcTa. AyTEHTUYHOE
mudpoBaHus Ha IpuMepe nmpoTokosa TLS.

TEMA 1.4. lludposas noanuce

[Tonstue undposoii noanucu. OCHOBHbIE MPUHIIMIIBI U OTJIMYUS OT peajbHON MOAMUCH.
Anropurmsl udposoii moanucu. DSS. TOCT. 3akon 06 DI B Poccun. Paznuynbie BubI
noAnucu. Y nocropepstonire ueHTpsl. [lonsatue kioua noanucu. MHPpacTpyKkTypa OTKPBITHIX
kimoueit (PKI).

PA3JIEJI 2. OPT AHU3AIIMIOHHBIE OCHOBBI MTH®OPMAILIMOHHOM BE3OITACHOCTU
TEMA 2.1. HopmaTiBHBIE OCHOBBI HH(OPMAIIMOHHOH 0€3011acHOCTH

Hanpasnenus Ub. Mexanusmbl. MacTpymenTapuii. MeTosl 3amuThl nH(GOpManuu. Bus
MIPOTHUBHUKOB U HapyIuTeaeH nHGOpMaIMOHHOM 0e301macHOCTH. MeXnyHapoIHbIe CTaHAaPThI
nnpopmanronHoro oomena. Kareropuu mpas Ha nndopmanuto. CryxkedHas, KoMMepUecKas 1
rocynapcTBeHHast TaiiHbl. CBE/IEHUs, HE COCTABIISIFOIINE KOMMEPUECKYIO U TOCYIaPCTBEHHYIO
Taiiny. 3akoH «O0 nndopmanuu, HGOPMAITMOHHBIX TEXHOJIOTHIX U O 3alIUTE HHPOPMAITHH».
3akoH «O nepcoHaIbHBIX TaHHBIX». 3aKOH «O0 31EKTPOHHON MOAINCHY.

TEMA 2.2. Bugsl u ki1accudukaiysi BO3SMOXKHBIX HApYIIEHUH HHPOPMAIIMOHHOM 0€301acHOCTH
[Tonstue yrpo3sl u ysi3sBumoctu. Knaccudukanuu yrpos. Tpu Buja HapyuieHuit 0€3011acHOCTH.
Mepb! 0 TPOTUBOACUCTBUIO YyTPO3aM HapylleHUs: KOHPUACHIIMATbHOCTH, [IETIOCTHOCTH,
noctynHoctu. [locTpoeHne Moaenu yrpo3 U METOJUKH OLIEHKH puckoB. KauecTBeHHbIE U
KOJINYECTBEHHBIE METOJIMKHU OLIEHKU pUCKOB. Kiaccuukaius KOMIbIOTEPHBIX BUPYCOB. Mepbl
10 UX NpopUIaKTHKE. MeT010J10THs 3aIUThl HH()OPMALIMOHHBIX CHCTEM.

TEMA 2.3. Ilonutuka 6e30macHOCTH

enu u 3anaun opranuzanuu. BzanmonelictBue Mexty cyobekramu. [IpaBuiia 6e3o0macHoCTH.
VYpoBHU (popMUPOBaHUS TOJUTHK 0€30MaCHOCTH.

TEMA 2.4. be3omacHOCTh KOMITBIOTEPHBIX CETEH

becnpoBoaubie cetu cranaapToB 802.11. OcoGeHHOCTH 3aIUThl HHGOpMAIK B 6€CTIPOBOIHBIX
ceTsiX. OCHOBHBIE YIPO3bl U YSI3BUMOCTH. PeKuMbl PyHKIIMOHUPOBaHUS U IU(POBAHUS TaHHBIX
B OECIIPOBOJIHBIX CETSIX.

4.3.1. IlepeyeHb ceMHUHAPCKUX, NIPAKTHYECKUX 3aHATHI 1 J1a00PaTOPHBIX padoT

Tema 3aHsATHA Bcero uacos Or1eHOYHBIE CPECTBA DopmMupyemble
KOMIETEHINH

Tema 1.1. OcHoBBI KpHunITOTpadUH 4 JIP «OcHOBBI OIIK-3, OIIK-4
KpUOTOTpagum»

Tewma 1.2. bnounoe mudpoBanue 4 JIP «bnounoe OIIK-3, OIIK-4
muppoBaHUE»

Tema 1.3. I{enocTHOCTH COOOIEHUH 4 JIP «IIpoctoe OIIK-3, OIIK-4
XJIINPOBAHUEY

Tema 1.4. [Tudposas moanucey 4 JIP «®opmupoBanue OIIK-3, OIIK-4
9JIEKTPOHHOM MOANUCH
B VipNet»




Tewma 2.1. HopmaTtuBHBIE OCHOBEI 4 JIP «M3yuenue OIIK-3, OIIK-4

WHPOPMAIMOHHOW 0€30MaCHOCTH rOCyTapCTBCHHOM
CHCTEMEI 3al[UThI
HHPOPMALIHI
Tewma 2.2. Bugp! u knaccupukaris 4 JIP «Onpenencrane OIIK-3, OIIK-4
BO3MOJKHBIX HapYyIICHUH HHPOPMAITUOHHON (akTopoB,
0e30MacHOCTH BO3JICHCTBYOIIUX HA

nHpopManuioy, JIP
«Meton 3KCIEepTHBIX
OIIEHOK»

Tema 2.3. [Tonutrka 6€30MaCHOCTH 4 JIP «Ananmu3 momutuku | OIIK-3, OIIK-4
0e30MacHOCTH ¢
nomoIiso MSAT»

Tewma 2.4. beonacHOCTH KOMIITIOTEPHBIX 4 JIP «IlpoexTHpoBaHue OIIK-3, OIIK-4
ceret CHCTEMBI 3aIIUThHI
nHpopmManum»

4.3.2. Ilepevyenn TeM (BONPOCOB), BLIHOCUMBIX HA CAMOCTOAITEJIbHOE H3yYeHHe CTyIeHTaMHu
B PaMKaXx CaMOCTOSITeJIbHOI padoThI

Tema 3anaHue DopmMupyemble
KOMITCTCHINN
Tema 2.1 HopMaTuBHBIE OCHOBEI CocTaB JOKyMEHTOB Ha OOBEKT OIIK-3, OIIK-4
nH}pOopMaMOHHOH 6€301acCHOCTH unpopmaruzauuu u MCKUU. TpedoBanus k
3aIInTe CeTeH CBSI3M OOIIETo MOJIh30BaHMS.
Tewma 2.2. Bugs! u knaccupukarms Metoauka onpenenenus yrpo3 6ezomacHocta | OIIK-3, OITK-4
BO3MOXKHBIX HapyIIeHHH HH(POPMALIIOHHON
0e300acHOCTH
Tewma 2.3. [Tonutrka 6e30macHOCTH PexomeHm0BaHHBIC TIPHEMEBI pa3padOTKH OIIK-3, OIIK-4
TIpaBWJI HH(POPMAIIMOHHON 0€30I1aCHOCTH
Tema 2.4. be3onacHOCTh KOMITBIOTEPHBIX W HXeHEepHO-TeXHUUYECKasl YKPEIUIEHHOCTh OIIK-3, OIIK-4
cerei 00BeKTa.

4.4. MeToauuecKkue YKa3aHus 110 OpraHm3anuu CaMOCTOAITEIbHOI paﬁoTbI CTYAEHTOB

CamocrosTenbHast paboTa CTyAEHTOB BceX (pOopM U BUJIOB O0yUEHUS SIBISETCS OAHUM U3
00s13aTeNIbHBIX BUI0B 00pa30BaTeNbHON JeSTeIbHOCTH, 00ECTIeUMBAatOILEH pearn3aluio
TpeboBanuil denepanbHbIX TOCYJapCTBEHHBIX CTAHAApPTOB BhICIIEro oOpazoBaHus. CoriaacHo
TpeOOBaHUSAM HOPMATHUBHBIX JOKYMEHTOB CAMOCTOSITENIbHAsI paboTa CTY/I€HTOB SIBISETCS
00s3aTeNbHBIM KOMIIOHEHTOM 00pa30BaTeIbHOTrO0 Mpoliecca, TaK Kak OHa 00ecTieunBaeT
3aKpeIUIeHUE MOJTy4aeMbIX Ha JIEKIIMOHHBIX 3aHATUAX 3HAHUH IyTeM MPUOOPETEHUS! HABBIKOB
OCMBICJICHUS U PACIIUPEHUS UX COAEPKAHMsI, HABBIKOB PELICHUS aKTyaJIbHBIX MPOOIEM
(dbopmHpoBaHUs OOIIEKYIBTYPHBIX U IPOPECCHOHATBHBIX KOMIIETEHIIMN, HAYYHO-
HCCJIEIOBATENIbCKOM 1€ATEIbHOCTH, TOATOTOBKH K CEMUHApaMm, J1abopaTopHbIM paboTaM, ciaye
3a4eToB U 9Kk3aMeHOoB. CaMocTosITeIbHAs paboTa CTYAEHTOB MPEACTABISAET CO00M COBOKYITHOCTD
ayJIMTOPHBIX U BHEAYJUTOPHBIX 3aHATHI U padoT. CamocToATe bHas paboTa B paMKax
00pa30BaTeNbHOTO MpoIiecca B By3€ PELIaeT CAeAyIOLUe 3a1a4u:

— 3aKpEIUICHNUE U PaCLIMpPEHUE 3HAaHUI, YMEHUI, [TOJIy4EHHBIX CTYJI€HTaMH BO BpEMs
ayJIMTOPHBIX U BHEAYJIUTOPHBIX 3aHATHIM, IPEBpaIlleHHE UX B CTEPEOTUIIBI YMCTBEHHON U
bu3nUecKoil 1esTeTbHOCTH;

— NproOpeTeHNne JOTOTHUTEIbHBIX 3HAHUI U HAaBBIKOB 110 AUCLUUIIIIMHAM Y4eOHOTO IJ1aHa;

— (popMupOBaHUE U Pa3BUTHE 3HAHUN U HABBIKOB, CBSI3aHHBIX C HAYYHO-HCCIIE0BATENbCKOM
JeSITEIbHOCTBIO;

— pa3BUTHE OPUEHTALIMU U YCTAHOBKH HA KAUECTBEHHOE OCBOEHUE 00pa30BaTeIbHOM
IPOrpaMMBbl;

— pa3BUTHE HaBBIKOB CAaMOOPraHU3aL1H;




— (popMHpOBaHUE CaMOCTOSTEIBHOCTH MBILUIEHHS, CHOCOOHOCTH K CaMOPa3BUTHIO,
CaMOCOBEPILIEHCTBOBAHHUIO M CaMOpPEaTH3aINH;

— BBIPa0OTKA HaBBIKOB 3(P(PEKTUBHOM caMOCTOATENbHOM PO ecCHOHATLHON TEOPETUYECKOI],
NPaKTUYECKON U yueOHO-UCCIIEI0BATENBCKOM EATETbHOCTH.

IMoaroroBka k Jeknuu. KauecTBo 0CBOEHMsI ColepKaHMsI KOHKPETHOM JUCLUIUIMHBL IPSIMO
3aBHCHUT OT TOTO, HACKOJIBKO CTYJICHT caM, 0€3 BHEIIHETO IPUHYXKACHUS GOPMUPYET Y ceOst
YCTAHOBKY Ha MOJIy4Y€HHE Ha JICKIUSAX HOBBIX 3HAaHUH, JONOIHSIOIUX YK€ UMEIOLIHecs 110
JAHHOM TUCHMIUIMHE. BpeMms Ha HOArOTOBKY CTYAEHTOB K IBYX4aCOBOH JIEKLIUHU 110 HOPMaTHBaM
cocrasisieT He MeHee 0,2 Jaca.

IMoaroroBka K MpakTHYeCKOMY 3aHATHIO. [[0Ar0TOBKA K MPAaKTUYECKOMY 3aHSATHIO BKJIIOYAET
CJICAYIOLIHNE JIEMEHTbBI CaMOCTOSITENbHOMN IeATEIbHOCTH: YETKOE IPEACTaBICHUE LIETIH U 3a1a4
€ro MPOBEJICHUS; BbIJICIICHNE HABBIKOB YMCTBEHHOW, aHATUTUYECKOH, HAyYHO! EATEIbHOCTH,
KOTOpBIE CTaHYT pe3yJIbTaTOM INpeacTosALIeld paboThl. BepaOboTka HaBBIKOB OCYILECTBIISAETCS C
MOMOIIBIO TTOJTYYEeHHUsI HOBOH nH(popMaIu 00 H3y4aeMbIX MpoIieccax u ¢ MOMOIIBIO 3HAHUS O
TOM, B KaKOM CTENEHU B IaHHOE BPEMS CTY/EHT BJIaZIeET METOIaMH MCCIIEI0BATENbCKOM
JeSITeTbHOCTH, KOTOPBIMH OH CTaHET T0JIb30BaTHCS Ha MPAKTUIECKOM 3aHATHH. [loaroToBka K
IPAaKTUYECKOMY 3aHATHIO HepelKo TpeOyeT noadopa Marepuaia, JaHHbIX U CHEUaIbHbBIX
HCTOYHHKOB, C KOTOPBIMH MIPEACTOUT yueOHas padora. CTyAEHTHI JOJDKHBI I0Ma MOJTOTOBUTH K
3aHATHIO 3—4 npuMepa (popMyJIMPOBKU TEMbI UCCIIEJOBAHUS, IPEJICTABIEHHOIO B MOHOIpadusix,
HAYYHBIX CTAaThsX, OTYETAX. 3aT€M OHU CAMOCTOSITEIILHO OCYIIECTBISIOT IIOUCK
COOTBETCTBYIOIUX UCTOYHHUKOB, OIPEEIAIOT aKTyaJIbHOCTh KOHKPETHOT'O UCCIIEeI0BAHUS
IPOIIECCOB U SIBJICHUH, BBLICIISIFOT OCHOBHBIE CIIOCOOBI JIOKA3aTENIbCTBA aBTOPAMH HAyUHBIX
paboT LIEHHOCTH TOT0, YeM OHH 3aHUMAIOTCs. B X071e caMoro npakTH4ecKkoro 3aHsTUs CTYACHTHI
CHavaJia MpeICTABIISIIOT Hali/ICHHbIE MU BapHAHTHI (POPMYITHPOBKH aKTyaJIbHOCTH
UCCIIeI0BaHMsl, 00CYX/1al0T UX 1 0OOCHOBBIBAIOT CBOE MHEHUE O HaWJIyyllleM BapuaHTe. Bpems
Ha MMOATOTOBKY K MPAKTUYECKOMY 3aHSTHIO 10 HOpMaTHBaM cocTaBisieT He MeHee 0,2 gaca.
IMoaroroBka Kk ceMuHapckomy 3aHsaATHIO. CaMOCTOSITEIbHASA OTOTOBKA K CEMUHAPY
HaIpaBJIeHa: Ha Pa3BUTHE CIIOCOOHOCTH K YTCHUIO HAYYHOH W MHOM JINTEpaTyphl; Ha TIOUCK
JIOTIOJTHUTEIBHON MH(OpMaIK, TO3BOJISIIONIEH TyOke pa3o0paThecsi B HEKOTOPBIX BOMPOCax; Ha
BbIJIEJICHHE NTPU padoTe C pa3HBIMU UCTOYHUKAMH HEOOX0IMMOI HH(POpMAIH, KOTOpas
TpeOyeTcst ISl TOJTHOTO OTBETAa Ha BOIIPOCHI IJIaHA CEMUHAPCKOTO 3aHATHUS; Ha BEIPAOOTKY
YMEHUS IPAaBUIIBHO BBITICHIBATH BHICKA3bIBAHUS ABTOPOB M3 MMEIOLIIXCS HCTOUHHKOB
uHpopmanuu, opopMIIATh UX MO OubIMorpadhuIeckuM HOpMaM; Ha pa3BUTHE YMEHUS
OCYIIECTBIISITh aHAJH3 BHIOPAHHBIX HCTOYHUKOB HH(OPMAIINH; Ha TIOATOTOBKY COOCTBEHHOTO
BBICTYIIJICHUS 10 00CY>KAaeMbIM BOIpocaM; Ha (POpMUPOBaHHUE HaBbIKA ONEPATUBHOTO
pearupoBaHus Ha pa3Hble MHEHUS, KOTOPBIE MOTYT BO3HUKATH TPU O0CYKJICHUH TeX MITH HHBIX
Hay4HbIX IpoOJeM. BpeMs Ha MOArOTOBKY K CEMHHApY IO HOPMAaTHUBaM COCTABIISIET HE MEHEee
0,2 gaca.

IMoaroroBka Kk KoJI0OKBUYMY. KOJITIOKBHYM NpesicTaBisieT cO00M KOMIEKTUBHOE O0CYXK/IeHUE
pasjena JUCIUIUTMHBI HA OCHOBE CAMOCTOSITEITLHOTO U3yUEHHSI 9TOTO pa3/iesia CTyIeHTaMH.
[ToaroToBka K JaHHOMY BHJly YUE€OHBIX 3aHATHI OCYIIECTBIISIETCS B CIEIYIOIIEM MOPSIKE.
[IpenomaBaTens TaeT CIUCOK BOIIPOCOB, OTBETHI HA KOTOPHIE CIIEAYET IMOIYIUTh IIPH H3YICHUH
OTIpeIeNIEHHOT0 NMePeYHs HayYHbIX UCTOYHUKOB. CTyZIeHTaM BO BHEayAUTOPHOE BpeMs
HEOOXOIMMO TTPOYUTATh CHEIIHATIBHYIO JINTEPATYPY, BHIIIHCATH U3 HEE OTBETHI HA BOIPOCHI,
KOTOpbIe Oy IyT 00CYX/1aThCsl Ha KOJUIOKBUYME, MBICIIEHHO C(OPMYIMPOBATH CBOE MHEHUE 110
Ka)XIOMY M3 BOIIPOCOB, KOTOPOE OHH BBICKKYT Ha 3aHATHU. Bpems Ha IOATOTOBKY K
KOJIJIOKBUYMY IO HOpMaTuBaM cocTasisieT He meHee 0,2 yaca.

IMoaroroBka Kk KOHTPOJILHOM padoTe. KonTponbHas paboTa Ha3Ha4aeTCs OCTE U3yUEHUs
OTIpeIeIEHHOTO pa3/iena (pa3esoB) AMCUUIUIMHBL U TIPEICTaBIIseT cO00i COBOKYITHOCTh
pa3BEpHYTHIX MICHBMEHHBIX OTBETOB CTYIEHTOB Ha BOIPOCHI, KOTOPBIE OHU 3apaHee MOTyJaroT
ot npenojanaresns. CaMocTosTeNbHAas! MOATOTOBKA K KOHTPOJIbHON paboTe BKIIIOYAET B celsi: —
U3ydeHHe KOHCIIEKTOB JICKIIMH, PACKPBIBAIONINX MaTepHall, 3HAHUE KOTOPOTO IPOBEPSAETCS



KOHTPOJIbHOHM paboTOH; MOBTOPEHHE Y4eOHOT0 MaTepHraa, OJy4YeHHOI O P MOATOTOBKE K
CEMUHAPCKUM, IIPAKTUYECKUM 3aHATUAM U BO BPEMS UX IIPOBEIACHUS; U3yUCHUE
JIOTIOJTHUTEIIbHON JIUTEPATYPBl, B KOTOPOU KOHKPETU3UPYETCS COAEPKAHUE MPOBEPIEMBIX
3HAHUH; COCTAaBJICHHE B MBICIIEHHON (hOpME OTBETOB HA MOCTABJICHHBIE B KOHTPOJIBHOM padoTte
BOIPOCHI; (HOpMUPOBaHHME ICUXOJOTHYECKON YCTAHOBKHU Ha YCIEIIHOE BBINOJIHEHHE BCEX
3a7aHuil. BpeMst Ha HOArOTOBKY K KOHTPOJIBHOM paboTe 10 HOpMaTUBaM COCTaBIISET 2 yaca.
IMoaroroBka k 3auetry. CamMoCTOATENbHAS IOATOTOBKA K 3a4ETY AOJDKHA OCYLIECTBIATHCS B
TeYeHue Bcero ceMmecrpa. [1oAroToBka BKIKOYAET CIEAYIOIUE ACUCTBUA: IEpEYUTaTh BCE
JIEKL[UH, a TAK)KE MaTepUallbl, KOTOPbIE TOTOBUIUCH K CEMHUHAPCKUM U IPAKTUYECKHUM 3aHATHAM
B TCUCHHE CEMECTPA, COOTHECTH 3Ty HH(POPMALIMIO C BOIPOCAMHU, KOTOPBIE JAHBI K 3a4YETy, €CIH
UH(pOPMAaLUU HEJOCTATOYHO, OTBETHI HAXOAAT B IPEAJIOAKEHHO MpernoaaBaTesieM JUTepaType.
Pexomennayercs nenaTh KpaTKHe 3an1Mcy. BpeMs Ha IOATOTOBKY K 3a4€Ty 110 HOpMaTUBaM
COCTaBIISIET HE MEHee 4 4acoB.

IMoaroroBka Kk 3xk3ameny. CaMoCTOSTENbHAS [TOANOTOBKA K 3K3aMEHY CXO0Xa C OJATOTOBKOM K
3a4eTy, 0coOeHHO eciu oH AuddepenunpoBanHbiii. Ho 06bemM yueOHOro Marepuania, KOTOpbIi
HY’KHO BOCCTAHOBHTb B IaMATHU K 9K3aMEHY, BHOBb OCMBICIUTh U MOHATh, 3HAUUTEIBHO OOJIbIIIE,
o3TOMy TpeOyercst 00JIbIlle BpeMEHU U YMCTBEHHBIX yCUIMi. BaxHo copmupoBaTh 1eaocTHOE
IIPEICTABIICHUE O COIEPKAHUU OTBETA HA KAXIBIA BOIIPOC, YTO MPEAII0JIAracT 3HAHUE Pa3HbBIX
HAy4YHBIX TPAKTOBOK CYLIHOCTH TOT'O MM MHOT'O SIBJICHMSI, IPOLIECCA, YMEHUE PACKPBIBATh
(dakTopbl, ONPEEISIONINE UX IPOTUBOPEUNBOCTD, 3HAHUE UMEH YUEHbIX, N3Y4aBIINX
o0cyxaaemyto mpobiaemy. Heo6xoaumo Taxke NpuBecTH HH(GOPMALMIO O MaTepuaiax
OMIIMPUYECKUX UCCIIEIOBAHNM, YTO YKA3bIBAET HA BCECTOPOHHIOKO IIOJATOTOBKY CTYJEHTA K
JK3aMeHy. Bpems Ha MOAroTOBKY K PK3aMEHY 110 HOpMaTHBaM COCTaBIISIET 36 4acoB Ui
OaxanaBpoB.

B ®BI'OY BO «UI'Y» opranuzaius caMOCTOATEIbHOU paboThl CTYIEHTOB PErJaMeHTUPYETCS
[Tosio’xeHrnEM 0 caMOCTOSATENbHON PabOTe CTYIEHTOB, IPUHATHIM YueHbIM coBeToM UT'Y 22
utoHs 2012 r.

5. YYHEBHO-METOANYECKOE U HTHOOPMALIMOHHOE OBECIIEYEHHUE
JUCIHHUIIVINHBI

a) OCHOBHas JIUTEpaTypa:

1. Beenenue B kpunrorpaguto / pea. B. B. fAAmenko. — M.: M3x-80 MIITHMO, 2012. —
347 c. — ISBN: 978-5-4439-0026-1 (26 3k3.)

2. Pa6en JI.B. 3agauHuk-npakTUKyM 1o kpunrorpaduu: yued. nocodue / JI.B. Pabew. —
Wpkytck : U3a-Bo BocT-Cud. roc. akaa. odpas., 2013. - 76 c. —

ISBN: 978-5-85827-864-1 (30 3k3.)

3. [Hanprun B.®. 3amuTa komnbroTepHoi nHGopmanuu. IhPeKTUBHBIE METOBI U
cpeactsa / B.®. llanbrun. — M.: JIMK-IIpecc. — 2010. — 542 c. —

ISBN: 978-5-94074-518-1 (25 3k3.)

4. Kennepos A. C., Kopoaskos FO. JI. OcHOBBI HHGOPMAIMOHHON 6€30MacHOCTH : yueo.
nocobue. — Upkyrck: U3n-so UT'Y, 2013. - 113 c. . —

ISBN: 978-5-9624-0791-3 (30 k3.)

0) IONOJIHUTENbHAS JITepaTypa:

5. 'epman O.H. TeopeTUKO-4nCIOBBIE METO/IbI B KpUITOTpapuu: yUeOHUK IS CTY.
yupexeHuit Beicil. npod. oopazosanus / O.H. 'epman. — M.: Akagemus. —2012. —
257 c¢. —ISBN: 978-5-7695-6786-5. Pexum noctyna: D43 «bubaunorex». — Heorpanuu.
TOCTYTI.



6. Konees U. P. Mndopmanronnasi 6€30macHOCTb NPeANpUsITHS: HayuyHoe u3ganue / 1. P.
Komnees, A. B. bensies. — CI16.: BXB-Ilerepoypr, 2003. — 733 ¢. — ISBN 5-94157-280-8

(99 7x3).

7. babamr A.B. Madopmatinonnasi 6e30nacHoCTh. JJabopaTopHblii TpakTHKYM: y4e0. mocobue /
A. B. ba6am. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8

(50 9K3.).

8. Cmapt H. Kpunrorpadus: yue6noe mocodue / H. Cmapt — M.: Texnocdepa, 2005. —

525 c. — ISBN 5-94836-043-1 (5 ax3.)

9. Heuaes, B.1. DnemeHTh Kpuntorpaduu: OCHOBBI TEOPUHU 3aIUTHI HH()OPMAITUH:
VYueb6.mocobue ans yH-TOB ¥ nea.By30B / B.M. HewaeB. — M.: Boicm. mik., 1999. — 109 c.
—ISBN 5060036448 (17 3k3.).

10. Umopa A. JI. CoBpeMeHHas npukiiagHas kpunrorpadus: yued.mocodue / A.JI. Umopa —
M.: T'ennioc APB, 2001. — 244 c. — ISBN 5854380374 (513k3.)

11. I'myxos M.M. BBenenue B TeOpeTHKO-YHCIOBBIE METOABI Kpuntorpadguu / M.M. 'myxoB,
N.A. Kpyrnos, A.b. ITnukyp, A.B. Uepemymkun. — CI16.: JIanb. —2011. — 400 c. —

ISBN: 978-5-8114-1116-0. Pexum nocryna: 3bC «Jlans». — Heorpanuu. gocrym.

B) 0a3bI JaHHBIX, HH()OPMAIIMOHHO-CITPABOYHBIC U IIOUCKOBBIC CHUCTEMBI:

1. Hexommepueckasa Untepuer-Bepcust «KoncynpranT [Lmroc» www.consultant.ru
2. bank nannbix yrpo3 Ub bdu.fstec.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIHEYEHUE JJUCHUIIJINHBI
6.1. YueOHo-1200paTopHOe 000py10BaHNE

OTOT PA3JIEJI HE 3ATIOJIHATH

6.2. IlporpammHoe obecnieueHue

1. Java

2. Visual C++

3. Lasarus

4. Python

5. VipNet

6. LibreOffice

7. OHEHOYHBIE MATEPHAJIBI U1 TEKYHIET'O KOHTPOJIA U
IMPOMEXYTOYHOU ATTECTALLUN

7.1. OueHO4YHBbIE CPEACTBA TEKYLEr0 KOHTPOJIA

Bun xonTposs KoHTponupyemsle TeMbI KoHnTponupyemsie

KOMIETEHINH
3amuTa oT4eTa o J1abopaTopHOU 1.1-24 OIIK-3, OIIK-4
pabore

IIpumepbl OLIEHOYHBIX CPEACTB TEKYIEro KOHTPOJIA

KonTtpoJuabHbie Bonpocsl k adopatopHoii padore «Co3nanne III B ViPNet»
1.YTo0 ABNsIETCS €AMHULEN pa3TpaHUYEHUsS JOCTYIIA B 3AIUIIEHHON CeTH?
2.3a4ueM Hy>KHbI CIIUCKHU PACCBIJIKNA KOIUI?




3.Uto nyxHO crnenath B [[YC, uTtoOb1 3aH0BO Havath reneparuto DST daiinos?
4.Yt0 nomKeH caenaTh aIMUHUACTPATOP IIPU CMEHE MacTep-Kioda?

5.Yro conepxutcs B DST aiine?

6.I'ne 3agatorcs noaHoMouus (IIpaBa A0CTyMa MoJb30BaTesis)?

7.J114 Kakoil mporpaMMbl 3a4at0TCsl TOJTHOMOYHS?

8.YTto mporcxoauT npu HaxkaThuu KHONKH «ChopMupoBath Bee cripaBOYHUKI» B «L[YC»?
9.Yto0 Takoe ceteBoil y3en?

10.Yto Ttakoe I'1aBHBIE AOOHEHTHI?

11.I'ne xpaHuTca MacTep-Kio4u?

12.Y1o HaxoauTCs Ha KJIIOUEBOI 1uckere?

13.1;1s1 9ero ciy’>KHMT KJIF0YeBOM HabOp?

7.2. OnleHOYHbIE CPEACTBA ISl IPOMEKYTOYHOM aTTeCTALMHU
Cnucok BONPOCOB /ISl IPOMEKYTOYHOM aTTeCTAMH:

1. IToueMy KOMIBIOTEpHBIE BUPYCHI IPUUUCIIAIOT K 0COO0MY KJacCy pa3pyllaroLix
IIPOTPaMMHBIX BO3AEUCTBUM. PacCKpONTE OCHOBHBIE KAHAJIBI PACIIPOCTPAHECHUS
KOMIIBIOTEPHBIX BUPYCOB U JPYTHX BPEIOHOCHBIX IIPOIPaMM.

2. Ha xakue rpynmsl opa3eisiioTcsl METO/Ibl M CPEICTBA HENTpaIu3aluu yrpo3
MH(GOPMALMOHHOM 0€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX, IPECTaBbTE
KJIACCU(UKALIMIO METOJI0B U CPEACTB OOPHOBI C KOMIIBIOTEPHBIMU BUpycaMmu. B uem
3aKJIFOYAIOTCS METO/IbI UCIIOJIb30BaHMsI PE3UIEHTHBIX CTOPOXKEH U alapaTHo-
IIPOrpaMMHOM 3aIIUTHI OT BUPYCOB.

3. laiiTe onpeneneHne OCHOBHBIM IOHITHSM IIPOLIEcca pa3rpaHUUYEHUs OCTYIIA K
o0bekTaMm ornepannoHHoi cucteMsl (OC): «0OBEKT AOCTYIa»; «METOJ TOCTYTIa;
«CcyOBEKT I0CTyNa»; «IpaBo JocTymnay. [lpuBeaure npaBuia MaHIaTHOTO
(TOJTHOMOYHOT0) pa3rpaHUYeHUs 1OCTyIa U MOSICHUTE UX.

4. ITpuBeaure Kiaaccu(pUKAUIO KPUNITOIpahUUIECKUX aITOPUTMOB U OXapaKTEPU3yHTE HX.
Packpoiite cMbIch GyHKIIMOHMPOBAHUS cXeMbl H(ppoBanus B anroputme DES.
OcHOBHBIE peXUMbI pa0OTHI 0JIOYHOTO CHMMETPUYHOTO AITOPUTMA.

5. IlepeuncnuTe U MOSCHUTE BO3MOXKHBIE THUIIBI CETEBBIX aTaK HA KOMIIbIOTEPHbBIE
(uH(OpMaIIMOHHBIE) CUCTEMBI, KAKHE CYIIECTBYIOT TEXHOJIOTUH TOCTPOEHUS CUCTEM
oOHapy>KeHHS aTak.

6. Ilepeuncnure 3alUTHBIE MEXaHU3MBI, PEAIM3YEMBbIE IPOTPaMMHO-aNIapaTHBIMU
KOMIUIEKCaMH (CpeICTBaMH) 3allMThl HHPOPMAIMK B KOMIIbIOTEpHBIX cucteMax ([I9BM).
JlaiiTe onpesienieHre MOHATHIO - «CYOBEKT JI0CTyMa», KaKhe MPOLeTyphl peaTn3yroTcs
IIpU €ro 0OpaIleHny K KOMIBIOTEPHON CUCTEME.

7. Ilepeuncnute aTpuOyTUBHBIE UAECHTHU(PHUKATOPBI, UCIIOIb3YyeMbIe s UACHTU(DUKAUU
cyowekTa noctyna B KC, u kopoTko gaiite um omnpeaenenue. [lepeunciure

PEKOMEH AL AJI OpraHU3alMK TapOJIbHOU 3aIUTHI.

8. Kakumu crioco6amu 010KHpyeTcs yrpo3a HECAHKIIMOHUPOBAHHOTO KOTIUPOBAHUS
uHpopmanuu [I1DBM, B yeM OHHU 3aKIIOYAIOTCS, PACKPOITE UX COAepKAHUE.

9. Kak ocymiecTBisieMcsl yrpaBiieHHe KPUTITOKIII0OUaMu, TPeOOBaHUSI K PACTIPEICTICHUIO
KJIFOUEH, METO/IbI PACIIPEIETICHUSI KIIIOUEH, MIOSCHUTE CXEMY OTKPBITOTO pacIpeesICHUs
kimouent Juddu-Xemmmana

10. Packpoiite mporeaypsl alrOpuTMOB MUGPOBOI MOAMUCH HAa OCHOBE OTEYECTBEHHBIX
crarnaptoB 'OCT P 34.10.

11. OcHoBHbIe TOaX0ABI K 3amuTe JaHHbIX 0T HC/I: kakue AeiiCTBUS BBITONHSIOTCS TPU
opranmzanuu nocryna k obopynosanuto u [10 komnberoTepHbix cuctem (II9BM); onenka
3¢ PEeKTUBHOCTU HApaAIIMBAHUS CPEACTB KOHTPOJIS JOCTYIIA IO KPUBOM pocTa



OTHOCHUTEIILHOTO YPOBHSI 0OecrnieueHus: 6€30macHOCTH KOMIBbIOTepHBIX cucteM (ITOBM).
12. TlpuBenuTe KIaccupUKALNIO KPUITOTpaQUUECKUX aIlTOPUTMOB U OXapaKTEPU3YHTE UX.
Packpoiite cmbicn ¢pyHKIIMOHUpOBaHUs cxeMbl mHu@poBanus B anroputme ['OCT 28147-89.
OcHOBHBIE PEeXKHUMBI pabOTHI 0JI0YHOTO CUMMETPUYHOTO aITOPUTMA.

13. Kakue ocHOBHBIE (DYHKIIMH BBIIOJHAET MOJCHCTEMA 3ALUTHI ONEPALMOHHBIX CUCTEM
(OC), naitiTe KOPOTKO UM ollpeseneHue. B uem 3akiouaercs npoueaypa aygura
npuMenutenabHo Kk OC, yem oHa 00ycIOBIeHA, KAKUM TPEOOBaHUSIM OHA JOJKHA
YZIOBJIETBOPSATH?

14. Ilepeuncnure 6a30BbIe TEXHOJIOTHU (MEXaHU3MbI) O€30MacHOCTH HH(POPMAIIUU B
KOMIIBIOTEpPHBIX cucTeMax. JlaiiTe onpenenenue npoueccam uaeHTU(HUKALINY,
ayTeHTU(UKALMU U aBTOPU3ALMHU 1)1 oOecriedeHus 3auThl nHpopmauuu. [Ipusenure u
pacKpoiTe THIIBI TPOLECCOB Ay TeHTU(UKALIMH, KAKHE aTaKH IMPOBOAATCS HAa IPOTOKOJIBI
ayTeHTU(UKALUN U KaK1e MEXaHU3Mbl IPUMEHSIOTCS U1 UX OTPAKEHMSL.

15. Jlaiite onpenesneHue U NOSACHUTE TEXHOJIOTHH MOCTPOCHHSI CUCTEM OOHAPY KEHHS
CETEBbIX BTOP)KEHUI U BBIABICHUS IPU3HAKOB aTaK Ha MHPOPMALMOHHBIE CUCTEMBI.

16. Ilepeuncnute u packpoite ciocoObl crporoit ayreHTudukanuu. [loscaure Ha
CTPYKTYPHOM cXxeMe NPUMEHEHNE OJHOCTOPOHHEH X31I-(PyHKIUH K COOOIIEHHIO,
JIOTIOJIHEHHOMY CEKPETHBIM KIIIOUOM.

17. IlosicHUTE Ha CTPYKTYPHBIX CXEMax MPOCTYIO ayTEHTU(HUKALMIO [10JIb30BATENS PECYPCOB
KOMITBIOTEPHOM CHCTEMBI C UCTIOIB30BAHMEM MAPOJISL U Ay TEHTU(UKALIUIO, OCHOBAaHHYIO Ha
UCIOJIb30BaHUU OAHOCTOPOHHEN X3II-(DYHKIMU JJIsl IPOBEPKU HapoJIsl.

18. JlaiiTe ornpeneneHre OCHOBHBIM MOHATUSAM IIpoLEcca pa3rpaHuyeHHsl JOCTyIa K
obobexTaM ornepaunoHHoN cucteMsl (OC): «0OBEKT AOCTYIA»; «METOJ 1OCTYIay;

«CyOBEKT TOCTYTa; «IpaBo JocTymay. [IpuBeanTte npaBuia n30HpaTeI-HOrO
pasrpaHMUYCHMsI JOCTYIIA U MOSICHUTE UX pealu3alliio Ha IpUMepe MaTpHIIbI 10CTYTIa,
naiiTe onpeesieHne NOHATUAM: JOMEH JO0CTYIa; CIIMCOK IIPaB JOCTyIa.

19. B yem 3akirogaercs 3a/1a4a UACHTU(GUKALMY [10JIb30BaTENs, JaiiTe onpeeseHre
MOHATHIO MPOTOKOJIAa UAECHTUPHUKAUHU. B uem 3akitouaeTcs ToKanbHas U yAaJleHHas
UACHTUUKALMS, YTO TaKoe UACHTUDUIMpYoIas HHpopMarus.

20. Ilepeuncnute 1 packpoiiTe criocodsl cTporoil ayreHTuuKkanuu. [loscHute Ha
CTPYKTYPHOM cXxeMe MpUMEHEHHUE ISl ayTEHTU(HUKAIIMHA OTHOCTOPOHHEH X31I-QYHKINH C
apaMeTPOM-KIIFOUOM.

21. Kakumu ciocobamu G10KupyeTcs yrpo3a HeCaHKLIMOHUPOBAHHOT'O KOTTHUPOBAaHUS
nHdopmanuu [19BM, B ueM OHM 3aKITIOUAIOTCS, PACKPOUTE UX COJIEPIKAHUE.

22. Kakue cymecTByOT KPUIITOCUCTEMbI IIU(PPOBAHMSI, PACKPONUTE UX CMBICIT
(yHKIMOHUPOBAHMUSL.

23. TlpuBenuTe KJIacCU(PUKALNIO KPUIITOTpapUUECKHX alTOPUTMOB U OXapaKkTepusyiTe ux.
Packpoiite npouenypy x3muposanus rno anropurmy 'OCT P 34.11.

24. TlpuBenuTe KJacCU(PUKALNIO KPUNITOTpapUUECKHX alTOPUTMOB U OXapaKkTepusyiTe ux.
25. B yem 3axnirovaercs OnoMerpuueckas ayTeHTU(UKaIMs oIb3oBaTeNel, Kakue y Hee
JIOCTOMHCTBA U HEAOCTATKHU.

26. B yem 3axirodaercs mpoleaypa NpocToil ayTeHTUPHUKAINN, KAKUMU CIioco0aMu OHa
IIPOU3BOJUTCS, MMOSICHUTE CXEMATUUHO €€ PEATU3aLUIO C UCIIOJIb30BAaHUEM MAPOJIS.

277. PackpoiiTe OCHOBHBIE ITpOoLEeAYpPhl (YOPMHUPOBAHUS SJIEKTPOHHOM HU(POBON MOIMUCH U
(GYHKIMU X3IIMPOBAHUS.

28. IlpuBenuTe Ki1accupuUKanuo KpUOTOrpahUIECKuX aJropuTMOB U OXapaKTepU3yITe UX.
Packpoiite anroputm mudposanus RSA.

29. Ilepeuncnute METOABI MPOTUBOAECUCTBUS JU3aCCEMOIUPOBaHUIO MporpaMM it OBM,
OXapaKTepU3YHTE HX.

30. Ilepeuncaute METOABI OTPAHUYEHHS 1OCTyIA K KOMIOHeHTaM DBM, kakue npuMeHsoT
CpEICTBA JIsl OTPAHUUYEHUS JOCTyIa K KOMIIOHEHTaM DOBM.

31. PackpoiiTe OCHOBHBIE METOBI ayTeHTU(DUKAITUH, HCTIONB3YIomme mapoyiu u PIN-kobr.



IIpumepbl OLIEHOYHBIX CPEACTB IS MPOMEKYTOYHOM aTTeCTAlluM:

IIpuMepsl 3a1aHUHN 3K3aMEHALMOHHOTO TECTA:

Nel

[TonuTuka 6€30MaCHOCTH - ATO

a) TOKYMEHT BEPXHET0 ypOBHS, 11eJIb KOTOPOro oOecreueHne petieHns BOIpoCcoB
WH(OPMAIIMOHHON 0E30MACHOCTH U BOBJICUYCHHE BBICIIIETO PYKOBOJICTBA OPTAHU3AIMH B JaHHBIN
nporecc

0) COBOKYITHOCTh JIOKyMEHTOB, PEriIaMEHTHUPYIOIINX MPaBuia o0pamieHus: ¢ KOH(pHUIeHITUATBHON
nHpopmanyel B 3aBUCUMOCTH OT (pa3bl ee 00pabOTKH U KaTeTOPUHU KOH(MUICHIINATLHOCTH

B) COBOKYITHOCTb METOJIOB M CPEJICTB, 0OBEAMHEHHBIX €IMHBIM IEJICBHIM HA3HAYCHUEM U
obecreunBaronuX He00X0UMYI0 3(HPEKTUBHOCTD 3aIUTHI HH(OOPMAITUU TTPEATIPUSTHS

Ne2

Ha denepanbHom ypoBHE IpHOPUTETHI 0OecTieueHHs] THHOPMAIIMOHHONW 0€301aCHOCTH
OTIPEeIIAIOTCS

a) JloktpuHoii uapopmanronHoii 6e3omacHocTr PD

0) ®enepalbHBIMUA 3aKOHAMU

B) [Tonutukoii 6e3omacHoCTH

Ne3

daxTop, BO3ACUCTBYIONIHI Ha HHPOPMAITHUIO - 3TO...

a) sIBJICHUE, IEUCTBHUE WIIU MPOIIECC, PE3YIBTATOM KOTOPBIX MOTYT OBITh YTEUKa, HCKaXKEHUE,
YHUYTOXKEHUE 3aluIaeMoi nHpopmaruu, OJI0OKMpOBaHUE JOCTYMa K Hel

0) COBOKYITHOCTH YCJIOBUH U (PaKTOPOB, CO3/IAIONINX MOTCHIUAILHYIO WU PeaTbHO
CYILIECTBYIOIIYIO OMIACHOCTb, CBSI3aHHYIO C yTEUKON HHPOpPMAIIH U/UITU
HECaHKITMOHUPOBAHHBIMHU W/WJTU HEMPEIHAMEPEHHBIMU BO3/ICUCTBUSIMU Ha HEe

B) CYOBEKT, CITy4aifHO MJIM MpeAHAMEPEHHO COBEPIINBIIHMA NEHCTBHE, CIEICTBUEM KOTOPOTO
SIBJISICTCS] BOBHUKHOBEHUE W/WJIM peau3aliysl yrpo3 HapyIieHus: 0€30MacHOCTH HH(POPMAIIUH

Ne4

OO0s13aTENBHBIMY K MCTIONIB30BAaHUIO TPU OLIEHKE yrpo3 Oe30macHocT HHPOpMaIInHy,
oOpabareiBacMOl B HH()OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JJAHHBIX M TOCYAapCTBEHHBIX
WH(OPMAILIMOHHBIX SBIISIOTCS CBEJCHUS H3:

a) banka nanHbIX yrpo3 nnpopmanuonHoi 6ezonacHoctd @CTIK Poceun
6) 'ocynapctBenHoro cranaapta «@akTopsl, BO3JCHCTBYIONINE HA UH(POPMALIUIO»
B) Kaspersky Threat Landscape

No5
Ecnu monHOMOYHst CyOBEeKTa MPEACTaBISIOTCS CITUCKOM PECYPCOB, JOCTYITHBIX MOJIB30BATEN0, U
NpaBaMH 110 TOCTYIY K KaKIOMY PECYpCy M3 CIIUCKa, TO TAKOH METO]] Ha3bIBACTCA. .

a) JUCKPEIIMOHHBIM
0) MaHIaTHBIM
B) POJIEBBIM

Ne6

Yrpo3y nepexBara JaHHBIX MOKHO OTHECTH K yTPO3aM...
a) KOH(UIEHITNATEHOCTH

0) ETTOCTHOCTH



B) JOCTYITHOCTH

No7

Moxno nmu o6ecnieunts 100% 3ammTy OT BCeX BUIOB yiiepOa?

a) HEeT, U LIeJIbI0 3alIUThl TH(OPMAIIUU CTAHOBUTCSI YMEHBIICHHE pa3MepoB yiepoda 10
A0IIYCTHUMBIX 3HAYCHUH.

0) 1a, HO clIeNaTh TO HEBO3MOXKHO YIKOHOMUYECKH 11e7IeCO00pa3HBIM CIIOCO00M

B) MHOT/1a, KOT/Ia CTOMMOCTb 3aIUTHBIX CPEJCTB U MEPOIPUATUI HE MPEBLIIIACT pa3Mep
OJKHJaeMoro yiepoa

Ne8

JIMCKpEeIMOHHOE yIPABICHHUE JOCTYIIOM - 3TO...

a) pa3rpaHUYeHHe JOCTyNa MEeXAy NOMMEHOBAaHHBIMU CyObEKTaMU U TOMMEHOBAHHBIMU
o0BeKTaMu

0) pasrpaHuveHue AOCTYyNa CyObEeKTOB K 00bEKTaM, OCHOBAaHHOE Ha XapaKTEePU3yeMOl METKOM
KOH(UICHIIMATLHOCTA HH(POPMAITH, COepKaIIelcs B 00beKTax, U J0MyCKa CYOBEKTOB K
nH(}OpPMaIIMK COOTBETCTBYIOIIETO YPOBHS KOHGUACHIIMATEHOCTH

B) OpraHM3aIMs MPaB JOCTYIA CyOBEKTOB K OOBEKTaM CTPYIITHUPOBAHHBIX C YIETOM CHECIIH(PUKA
UX PUMEHEHHS

Ne9

MeTo 3aiuThl MPOrPaMMbI OT HCCIICIOBAHUS MTyTeM 00(yCKaIlMK 3aKITI0YaeTCs B:

a) Pa3IMYHON CI0KHOCTH IIPe0Opa30oBaHUH KOJa B IIPOIECCE €T0 BHIMOIHEHUS

0) aBTOMATHYCCKON TeHEPAIIUU YIACTKOB MCITOJHIEMOTO KOJIa B ITPOIECCE BITOIHEHHS

B) CO3/IaHMM U30BITOYHOCTH YKa3aTeliel epexo/ia, i BHEAPCHUH B3aUMOYBSI3aHHBIX
He(YHKIIMOHAIBHBIX YYaCTKOB KOJIa, 3aTPY/THSIOIINX aHAIN3 JCKOMITUINPOBAHHOIO TEKCTa

NelO

Ceptuduxaius cpeacTB KpUNTOrpadhuyeckoi 3amuThl HHOOPMALIUY OCYIIECTBISETCS MPU
YYaCTHU:

a) ®Cb Poccun

6) ®CTIK Poccun

B) Pockomuamzopa

Nell

OObruHBIN cIOCO0 UACHTU(DUKAIINH - ITO...

a) BBOJI IMEHH T0JIb30BATENIs MPU BXOJIE B CUCTEMY

0) mapoJib

B) U3y4eHne GU3HOIOTHYECKUX U MOBEACHUECKUX XapaKTEePUCTUK CyOBheKTa

Nel2
K nocronHCcTBY MOJI€n€N TUCKPELTUOHHOTO JTIOCTYIIA MOXKHO OTHECTH. ..
a) UX THOKOCTH

6) BO3MOXHOCTDb HAJIOXKCHUA Ol"paHI/I‘-ICHI/Iﬁ Ha nepeaavy I/IH(I)OpMaI_II/II/I OT OJHOTI'O IMOJB30BaTCIIA

Apyromy
B) KOHTPOJIb HH(POPMALIMOHHBIX TTOTOKOB

Pa3paborunk: Myuenek B.E., crapmmii npenogasarens kadenps MHpopManmoHHbIX
TEXHOJIOTUI



[Iporpamma coctraBineHa B cooTBercTBuM ¢ TpedoBanmsiMu PI'OC BO mo HampaBieHHIo
noarotoBku 09.03.03 «Ilpuknagnas uHdopmaTuka» (ypoBeHb OakalaBpuaTa), YTBEPKICHHBIN
npuka3zom MuHucrepcTBa oopa3zoBanus U Hayku Poccuiickoit @eneparuu ot «19» centsiops 2017
r. Ne 922, 3apeructpupoBannbiii B Muntocte Poccum «12» oxtabps 2017 r. Ne 48531 ¢
W3MEHEHHMSAMU M JoIoJHEHHsIMU oT 26.11.2020 r., 8.02.2021 r.

Hacmoswas npoepamma, He modcem 6vbimb B0CnpousgedeHa HU 6 Kakol ¢opme 6e3
npeosapumenbHo20 NUCbMEHHO20 paspeulenust Kagheopul-paspabomuuka npocpammoi.



