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1. IEJIM Y1 3AJIAYM TUCTUTIIMHEI

Lenu: 03HAKOMIJICHHE CTYJIEHTOB C TEOPETHUYSCKUMH OCHOBaMH WH(GOPMAIIMOHHON
0€30MacHOCTH, OCHOBaMHU KpUNITOrpaduii U OCHOBaMHU 00ECTICUCHHUS 3alUThl HH(OPMAITUH,
(dbopMHpOBaHUE MMPAKTHUECKUX YMEHUH M HABBIKOB, HEOOXOMMBIX ISl IPUOOPETCHHS
KBaJM(pUKauy 6akagaBpa HHPOPMAITMOHHBIX TEXHOJIOTHH, (HOPMUPOBAHHE KIFOUEBBIX
NpOPMILHBIX KOMIETCHITUH.

3amaun: 1aTh CeUUAIbHBIC 3HAHUS 110 TUCIUIUIMHE, TOCTUYb JJOCTATOYHOTO YPOBHS 3HAHUH 110
KPUNTOTrpagUUECKUM U OPTaHU3AIMOHHBIM METOJIaM o0ecrieueHus] HH(POPMaIMOHHON
0€301aCHOCTH U CPOPMHUPOBATH Y CTYACHTOB MPAKTHUYECKHE HABBIKK PabOTHI CO CPEACTBAMHU
obecrieueHnss THPOPMAIIMOHHON OE30ITaCHOCTH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII BO

VYyebnas aucuumuimHa b1.0.19 Madpopmanmonnas 6€301MacHOCTh OTHOCHTCS K 00sI3aTEIILHOM
vacTu biioka 1 00pa3oBaTeIbHOM POrpaMMBbl.

I[JI?I HN3Yy4YCHUA IIaHHOﬁ yqeGHoﬁ JUCHUITIIMHBI H606XOIII/IMI)I 3HaHWs, YMCHHA U HABBIKH,
dopmupyemsbie ipemecTByonMu qucuuuimHamu: b1.0.15 BeraucnuTensHbie CHCTEMBI U
KOMITBIOTEPHBIC CETH.

[Tepedyens mocneayrOMuUxX y4eOHBIX JUCIHUILIAH, UIsI KOTOPBIX HEOOXOANMMbBI 3HAHUS, YMEHUS U
HaBBIKHU, popMupyembie JaHHOK yuebHou aucuuruinHoi: b1.0.24 Crannaprusanus,
cepTU(UKAIMS U YIIPaBICHHE Ka4eCTBOM IIporpaMMHoro obecnieuenusi, b1.B.05
AJMUHHCTpUpOBaHuE KoMIboTepHBbIX ceTeil, b1.0.23 Ynpasnenune UT-cepBucamu u
KOHTEHTOM.

3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUSA JUCHUITVINHDBI

IIponiecc ocBOeHMS NUCHMIUIMHBI HApaBiIeH Ha (GOpMUpOBaHUE CIETYIONUX KOMIIETEHIIN B
cootBercTBUU ¢ ®I'OC BO u OIl BO no nanpasnenuto noarorosku 09.03.03 IlpuknagHas
uHpOpMaTHKa:

OIIK-3 CnocobeH pemiaTh CTaHIAPTHBIC 33/1a4U TPO(PECCHOHATLHOMN e TEIPHOCTA Ha OCHOBE
UH(POPMALIMOHHOM 1 6ubnmorpaduyeckoit KyJabTypbl ¢ IpUMEHEHHEM HH(POPMALMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C Y4€TOM OCHOBHBIX TPeOOBaHUI MH()OPMAITHOHHOK
0e30IMacHOCTH;;

OIIK-4 CniocobeH yuyacTBOBaTh B pa3pabOTKe CTaHAAPTOB, HOPM U IPABUJI, a TAKKE
TEXHUYECKOH TOKYMEHTALlMH, CBA3aHHOM ¢ MPo(eCcCHOHANBHOM NesITeIbHOCTbIO;.

B pesynbTare 0OCBOCHUS AUCIUILTUHBI 00YYarOIIUiics OIKEH

3HATh: MEXAYHApOHbIE U HAlIMOHAJIbHBIE CTAaHAAPTHI B 00JaCTH UHPOPMAIIMOHHOM
0€30I1aCHOCTH; OCHOBHBIE BHJIbI YTPO3 HH(POPMAIIMOHHOI 0€301MacCHOCTH U CLIOCOOBI
MIPOTUBOAECUCTBUS 3TUM yIpo3aM; OCHOBHbIE HOPMaTUBHBIE ITPaBOBbIE JOKYMEHTHI B chepe
UH(POPMALIMOHHOM 0€30MaCHOCTH; OCHOBHBIE MPUKIIATHBIE aJITOPUTMBI KpUntorpaduu;
OCHOBHBIE cpesicTBa obecredeHHsi HH(POpMallMOHHOW 6€30MacHOCTH; HHPPACTPYKTYPY
OTKPBITHIX KJTIouei; popManbHble MOJIenn O€30MaCHOCTH. ;

YMETb: COOJII0/IaTh OCHOBHBIE TPEOOBAHMSI 11O IPOTUBOJICHCTBHIO HanboJIee pacIpoCTPaHEHHBIM
yrpo3aM MHPOPMALMOHHONW O€30MaCHOCTH. COCTABIATh MOJIUTUKUA OE30MaCHOCTH YPOBHS
METOJIOB MPEANPUATHS; aHATU3UPOBATH U BBIOMPATh CPeCTBa oOecreueHus: HHPOPMamOHHON
0€30I1aCHOCTH; aHAJIM3UPOBATH AJITOPUTMBI B3aUMOJICHCTBUS Ha HATMYHUE YSI3BUMOCTEIH;
BJIa/IE€Th: OCHOBHBIMH HaBBIKAMHU 3alIUThI HH(OPMALIMK; TpUEMaMHU aHaJIW3a U KJlacCUpUKALUN



yrpo3 HHPOPMAIMOHHOM 0€30MMacCHOCTH; OCHOBHBIMU HaBBIKAMH HCITOJIb30BAaHHS HOPMATHBHBIX
JIOKYMEHTOB TIPU OpraHu3aIiy o0ecredeHnss HHPOPMAIIMOHHOW 0€30MacHOCTH Ha
NPENPUATHN; HABBIKAMU PEAIN3alUHU MPUKIIATHBIX AITOPUTMOB KPUNITOTPa(UH B SI3bIKAX
POrPaMMHUPOBAHUS, PAOOTHI C KPUIITONPOBAKACPAMU, HCIIOIB30BAHMS KPUTITOTPAPUIESCKIX
NPUMHUTHBOB B SI3bIKaX MPOTPAMMHUPOBAHHSL.



4. COOIEPKAHHUE U CTPYKTYPA JTUCIHUIIJINHBI

OO0BeM IUCIUILIMHEI COCTABIAET 4 3aueTHBIX €., 144 Jac.

CDopMa HpOMeX(YTOQHOﬁ arrecraguu:. 5K3aMCH.

4.1. Couepmafme AUCHUIIJIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM, ¢ YKa3aHUEM BUAO0B

yqeﬁm,lx 3aHATHIL 1 OTBECACHHOI'0 HA HUX KOJIN4YeCTBA aKaJACMHUYCCKHUX YaCcoB

Paznen aucuuminHel / TemMa Cem. | Bugpl yueOHO#H paboTh DopMbL
KonrtaktHas pabota Camoc | TEKyILEro
MPEToiaBaTeNs C T. KOHTPOJIS;
o0yJaromuMucs pabora | PopmsI
Jlexnuu | Jlad. Ipaxr. HPOMEXKYT.
3aHATHSL | 3aHITHUS aTTecTaluu
Paznen 1. Kpunrorpagudaeckne OCHOBEI
HHPOPMAIMOHHOW 6€300acHOCTH
Tema 1.1. OcHoBbI kpunTorpaduu 4 4 4/4 Omnpoc, 3amuTa
oT4era o
nabopaTopHoOH
pabote
Tewma 1.2. bounoe mmdposanne 4 4 4/4 Omnpoc, 3amuTa
oT4era o
nabopaTopHoOi
pabote
Tema 1.3. [lenocTHOCTH COOOIIEHHIT 4 4 4/4 Omnpoc, 3amuTa
oT4era o
nabopaTopHoOi
pabote
Tema 1.4. Hudpposas moamuce 4 4 4/4 Omnpoc, 3amuTa
oT4era o
nmabopaTopHOH
pabore
Pa3znen 2. OprannzaiuoHHbBIE OCHOBBI
WHPOPMAIMOHHOW 6€30MacCHOCTH
Tema 2.1. HopmaTuBHBIE OCHOBBI 4 4 5/5 Omnpoc, 3amuTa
MHPOPMALMOHHON 6€30I1acCHOCTH oT4eTa o
nmabopaToOpHOA
pabote
Tema 2.2. Buasl v knaccudukarust 4 4 5/5 Ormpoc, 3ammura
BO3MOJXKHBIX HapyIIEHUH HHPOPMAIMOHHON 0T4eTa 0
6e3omacHoOCTH nmabopaTopHOH
pabote
Tema 2.3. [Tonutrka 6e30maCHOCTH 4 4 5/5 Omnpoc, 3amuTa
oT4era o
nmabopaTopHOH
pabore
Tema 2.4. Be3onacHOCTh O€CIIPOBOTHBIX 4 4 4/4 Omnpoc, 3ammra
ceren OTYETA O
nmabopaTopHOH
pabore
Hroro (6 cemectp): 32 32 35/35 | aks.




4.2. I1l.1aH BHeayIMTOPHOI CAMOCTOSAATEILHOM Pa00Thl 00YYAOIIUXCS MO JUCHUIIINHE

Paznen nuctumuiuHe! / TeMa CamocrosTenbHas paboTa 00y4aromxCs Ornenounoe | YueOHO-
Bun camocr. Cpoku 3arpatbl CPEICTBO METOJINYECKOE
paboThI BEITIOJTHEHUSI | BPEMEHH obecrieueHne

CaMOCT. pabOTHI

Tema 1.1. OcHOBHI Wzydenue 2 Hepmens 4 Ompoc, OcHOBHas

KpunTorpaduu yueOHOH 1 3aIuTa JIONIOJTHUTENbHAs
Hay4HOH oT4eTa o JauTeparypa B
JTUTEPaTyPHI, a00paTOpH | COOTBETCTBHUH C
MOATOTOBKA K oif pabote pazzenom 5
TEeKyILEH U PII,
MPOMEXXYTOYHOM METOIMYECKHE
aTTeCTaluy, Marepuabl B
odopmiieHHIEe pecypce
oTyera K JTUCHIUTUIMHBI Ha
71abopaTOPHBIM educa.isu.ru
pabotam

Tema 1.2. biounoe N3yuenue 4 Henenst 4 Ompoc, OcHoBHas U

mmdpoBaHUe y4eOHOH 3ammra JOTIOTHUTEbHAS
HaY4IHOH oT4eTa o JUTEpaTypa B
JUTEPaTyPHI, 71ab0paToOpH | COOTBETCTBHU C
MOJATOTOBKA K oi1 pabore pasneinom 5
TEKyLIeH U PII,
MIPOMEKYTOUHON METOIYCCKHUEC
aTTeCTallnH, MaTepHalbl B
odopmiicHHE pecypce
OT4YeTa K JUCLMUIIJIMHBI HA
1a60PaTOPHBIM educa.isu.ru
paboram

Tema 1.3. IlenocTHOCTH Wzydenue 6 Henmenst 4 Ompoc, OcHOBHas U

COO0MICHUI y4eOHO U 3ammra JIOTIOJTHUTEIIbHAS
Hay4YHOU 0oTYyeTa 0 JIATEpATypa B
JTUTEPATyPHI, ma00paTOpPH | COOTBETCTBHUH C
MOATOTOBKA K oif pabote pasznenom 5
TEeKyIlen U PII,
IIPOMEXKYTOYHOMN METOJNYECKUE
aTTeCTallnH, MaTepHallbl B
odopmiieHHIEe pecypce
oTyera K JTUCHIUTUTAHBI Ha
71a60PaTOPHBIM educa.isu.ru
paboram

Tema 1.4. Hudpposas moamuce Nzyuenue 8 Hepnens 4 Ompoc, OcHoBHas U
y4eOHOH 1 3ammra JIOTIONTHUTEbHAS
Hay4YHOU 0oTYyeTa 0 JIATEpATypa B
JUTEPATYPHI, 71ab0paToOpH | COOTBETCTBHU C
MOJITOTOBKA K ol pabore pasneinom 5
TeKyLleH u PII,
MPOMEXXYTOYHOH METO/INYECKHE
aTTeCTalluu, Mare€puajbl B
odopmIeHHE pecypce
OT4HeTa K JUCHHUIIJIMHBI HA
71a00paTOPHBIM educa.isu.ru

pabortam




Tema 2.1. HopmaTuBHBIE N3yuenue 10 nemens 5 Ompoc, OcHOBHas

OCHOBBI HH()OPMALTMOHHOM yueOHOH 1 3aIuTa JIONIOJTHUTENbHAs

6e3omacHoCTH Hay4HOH oT4eTa o JauTeparypa B
JUTEPaTyPHI, 71a00paTOpPH | COOTBETCTBHUH C
MOATOTOBKA K oif pabote pazzenom 5
TEeKyILEH U PII,
MPOMEXXYTOYHOM METOIMYECKHE
aTTeCTaluy, Marepuabl B
odopmiieHHIEe pecypce
oTyera K JTUCHIUTUIMHBI Ha
71abopaTOPHBIM educa.isu.ru
pabortam

Tema 2.2. Bugsl u Wzydenue 12 Henens 5 Ompoc, OcHOBHas U

KJIacCH(UKAITIS BO3MOKHBIX y4eOHOH 1 3ammra JOTIOJTHUTENbHAS

HapyImeHHnH NHPOPMALIMOHHOW | HAYYHOU oT4YeTa 0 JuTepaTypa B

6e3omacHocTH JUTEPaTyPHI, 71a00paToOpH | COOTBETCTBHU C
MOATOTOBKA K oit pabote pasznenom 5
TEeKyLIeH U PII,
MIPOMEKYTOUHON METOIYCCKHUEC
aTTeCTallnH, MaTepHallbl B
odopmiicHHE pecypce
OT4YeTa K JUCLHUIIJIMHBI HA
1a60PaTOPHBIM educa.isu.ru
paboram

Tema 2.3. Ilonutuka Wzydenue 14 nenens 5 Ompoc, OcHOBHas U

6e3o0macHoCTH yueOHOH H 3aIIuTa JIONIOJTHUTENbHAs
HaY4YHOH oT4eTa o JUTEpaTypa B
JTUTEPATyPHI, 7a00paTOpPH | COOTBETCTBHUH C
MOATOTOBKA K oif pabote paszneinom 5
TEeKyIIeH U PII,
IIPOMEXKYTOYHOMI METOANYECKUE
aTTeCTallnH, MaTepHalbl B
odopmiieHHIEe pecypce
oTyera K JTUCHUTUTAHBI Ha
71a60PaTOPHBIM educa.isu.ru
pabotam

Tema 2.4. bezonacHocTb Nzyuenue 16 nepens 4 Ompoc, OcHoBHas U

OeCIIpOBOIHBIX CeTEH y4eOHOH 1 3ammra JIOTIONTHUTEbHAS
Hay4YHOU 0oTYyeTa 0 JIATEpATypa B
JUTEPATYPHI, 1ab0paToOpH | COOTBETCTBHU C
MOJITOTOBKA K ol pabore pasneinom 5
TeKylIeH u PII,
MIPOMEKYTOYHOU METOIITYECKHUE
aTTeCTalluu, Marepuajbl B
odopmieHne pecypce
oTyera K JTUCHIUTUTAHBI Ha
1ab0paTOPHBIM educa.isu.ru
paboram

OO6mast TpyA0eMKOCTh CAaMOCTOSITENTLHOM paboTHI (Jac.) 35

W3 HUX C NCTIOIB30BaHMUEM AIIEKTPOHHOTO OOYUIEHHUS
JIICTAaHIMOHHBIX 00pa30BaTeNIbHBIX TEXHOJIOIMH (dac.)

4.3. Conep:xxaHue y4eOHOro MaTepuaJia

PA3JIEJ 1. KPUIITOTPAOUYECKHUE OCHOBBI MHO®OPMALIMOHHOMN

BE3OITACHOCTH

TEMA 1.1. OcHoBbl kpunrorpapuu
OO1u1re TPUHIUIBI K MOJIENH. 3aIlKMTa OT HECAHKIIMOHUPOBAHHOTO JlocTyma. [loHsTre kitoya.
udposanne u koguposanue. Kpuntocucremsl. [lndp Bepuama. Jlemma o Teopernyecku

croiikom mudpe. [TorokoBsie mUPHIL.




TEMA 1.2. baounoe mmdpoBanue

[Tpunun urepupoBanus. [lonarue nceBnociyvyaiiHON GYHKIMU U TICEBAOCITyYaiHON
nepectanoBkd. [lIudp DES. Onucanue ctpykrypsl. ludp AES. Onucanue cTpyKTypsl 1
npuHIUIB paboThl. [lepebopHbie aTaku Ha Oounblie mMdpsL. [lepebopHbie aTaku Ha OJI0YHbIE
mugpsl. [Ipodmema CiyqaitHoe mudpoanue. OgHopazoboe muppoanue. Pexxum CBC.
Habugka 6510xo0B. Pexum CTR.

TEMA 1.3. LlenocTHOCTB COOOIIEeHUI

Kopp! ayrentudukamnmu cooduienuii. [loctpoenue ko708 ayTeHTH(PHUKAINN OOJIBIINX
coobmenuii. Konctpykimuu CBC-MAC u NMAC. Xem-¢yukmuu. Konctpykmus Mepkia-
Hamrapaa muis noctpoenus xem-Qpyskuuii. [lonsarue nenoctHocTH mmdp-TekcTa. AyTeHTUIHOE
mudpoBaHus Ha IpuMepe nmpoTokosa TLS.

TEMA 1.4. lludposas noanucey

[Tonstue undposoii noanucu. OCHOBHbIE MPUHIIMUIIBI U OTJIMYUS OT peaabHOU MOAMUCH.
Anropurmsl udposoii moanucu. DSS. TOCT. 3akon 06 DI B Poccun. Paznuunbie BubI
noanucu. Y nocropepsitoniue neHTpsl. [lonarue kiroua noanucu. MHppacTpykTypa OTKPBITHIX
kioueit (PKI).

PA3JIEJI 2. OPT AHU3AIITMOHHBIE OCHOBBI MTH®OPMAILIMOHHOM BE3OITACHOCTU
TEMA 2.1. HopmaTiBHBIE OCHOBBI HH(OPMAIIMOHHOK 0€301acHOCTH

Hanpasnenus Ub. Mexanusmbl. UHCTpyMeHTapuii. MeTob! 3amuThl nHGopMauu. Bus
MIPOTUBHUKOB U HapyIuTeaeh nHOOPMAIMOHHONW 0€301acHOCTH. MeXTyHapOIHbIE CTaH1apPThI
unpopmanronHoro oomena. Kareropuu mpas Ha nndopmanuto. CryxkedHas, KoMMepUecKas 1
rocynapcTBeHHast TaiiHbl. CBE/IEHUS, HE COCTABIISIIOIINE KOMMEPUECKYIO U TOCYIapCTBEHHYIO
taiiny. 3akoH «O06 nndopmanuu, UHGOPMAITMOHHBIX TEXHOJOTHIX U O 3alIUTe HHpOpMaLm.
3akoH «O nepcoHaIbHBIX TaHHBIX». 3aKOH «O0 31EKTPOHHON MOAIUCHY.

TEMA 2.2. Bugsl u kinaccudukaiysi BO3SMOKHBIX HapylIeHui nHGOpMamOHHON 0e301acHOCTH
[TonsaTue yrpo3ssl u yszsumocti. Knaccudukanum yrpos. Tpu Buia HapymeHnid 6€30MacHOCTH.
Mepb! 0 TPOTUBOACUCTBUIO YyTPO3aM HapyIlIeHUs! KOHGUACHIINAIbHOCTH, LIETOCTHOCTH,
noctynHocty. [locTpoenne Moaenu yrpo3 1 METOJUKH OLIEHKU pUCKOB. KauecTBeHHbIE U
KOJINYECTBEHHBIE METOJIMKHU OLIEHKU pUCcKOB. Knaccuukaiius KOMIbIOTEPHBIX BUPYCOB. Mephl
0 UX NpodpuIaKTHKe. MeTo1010THs 3aIIUThl HHYOPMALIMOHHBIX CHCTEM.

TEMA 2.3. T[lonutuka 6e30macHOCTH

Henu u 3anaun opranuzanuu. Bzanmoaeiicteue Mexy cyobektamu. [IpaBuia 6e3onacHoCTH.
VYpoBHH (pOpMUPOBaHUS MOJUTHK 0€30MaCHOCTH.

TEMA 2.4. be30onacHOCTh KOMITBIOTEPHBIX CETEH

becnpoBoaubie cetu cranaapToB 802.11. OcoGeHHOCTH 3alUThI HH(OPMAIMK B OECITPOBOIHBIX
ceTsix. OCHOBHBIE YIpO3bl U YSI3BUMOCTH. PexkuMbl pyHKIIMOHMPOBaHUS U IU(POBAHUS JaHHBIX
B OECTIPOBOJIHBIX CETSIX.

4.3.1. IlepeyeHb ceMHUHAPCKUX, IPAKTHYECKUX 3aHATHI 1 J1a00paTOPHBIX padoT

Tema 3aHsaTHUSA Bcero uacos OreHOUHBIE CpeACTBa dopMmupyemble
KOMITCTEHIINU

Tema 1.1. OcHoBbI kpunTOrpaduu 4 JIP «OcHOBBI OIIK-3, OIIK-4
Kpunrorpadumy

Tema 1.2. biounoe mudpoBanue 4 JIP «bnounoe OIIK-3, OITK-4
mu(ppoBaHUE)

Tema 1.3. LlenocTHOCTH COOOIIEHMI 4 JIP «IIpoctoe OIIK-3, OIIK-4
XOUIMPOBAHUE)

Tema 1.4. udposas moamuce 4 JIP «®opmMmupoBanue OIIK-3, OIIK-4
JIEKTPOHHOM MOIIHCH
B VipNet»




Tema 2.1. HopMaTuBHBIE OCHOBBI 4 JIP «3yuenwue OIIK-3, OITK-4

nH(popManMoHHO 6e30macHOCTH roCyAapCTBEHHOM
CHCTEMBI 3aIIUTHI
HHPOPMALIIN
Tema 2.2. Buns! u knmaccudukanus 4 JIP «Onpenenenne OIIK-3, OIIK-4
BO3MOJKHBIX HapyIIEHHH HH(POPMALIIOHHON (axTopos,
Oe3omacHoCcTH BO3/ICHCTBYIOIINX Ha

uHpopManuioy, JIP
«Merton 3KCTIEPTHBIX
OLICHOK»

Tema 2.3. [Tonutrka 6€30MacHOCTH 4 JIP «Ananu3 nonutuku | OIIK-3, OITK-4
0e30MMacHOCTH C
nomonisio MSAT»

Tema 2.4. Be3onacHOCTH KOMITTIOTEPHBIX 4 JIP «IlpoextupoBaHme OIIK-3, OIIK-4
ceret CHCTEMBI 3aIIUTHI
nHdopmanum»

4.3.2. Ilepevyenb TeM (BONPOCOB), BLIHOCUMBIX HA CAMOCTOAITEJIbHOE H3yYeHHe CTyIeHTaMu
B PaMKaXx CaMOCTOSITeJIbHOI padoThI

Tema 3ananue dopMupyemble
KOMITCTEHIIHU
Tema 2.1 HopMaTuBHBIE OCHOBBI CocraB JOKyMEHTOB Ha 00BEKT OIIK-3, OIIK-4
nHpopMaMoHHO# 6e30macHOCTH nndopmaruzauuu u MCKNU. Tpebosanust k
3aIIUTE CETeH CBsI3M OOIIEro MOIb30BaHNUSI.
Tema 2.2. Bugsl u knaccudukanus Metonuka onpenenenus yrpos 6ezomacHocta | OIIK-3, OIIK-4
BO3MOJXKHBIX HapyIIeHUH HHPOPMAIMOHHON
6e3omacHoCTH
Tewma 2.3. [lomutrka 6e30macHOCTH PexomeHIOBaHHBIC TIPHEMEBI pa3pabOTKU OIIK-3, OIIK-4
paBHJI HHPOPMAIIMOHHOH 0€30acHOCTH
Tema 2.4. be3onacHOCTh KOMITBIOTEPHBIX MHXeHEpHO-TEXHUYECKAs YKPEIUIEHHOCTD OIIK-3, OIIK-4
cereit 00beKTa.

4.4. MeToauuecKkue YKazaHusd 110 OpraHm3anuu CaMOCTOAITEIbHOI paﬁoTbI CTYAEHTOB

CamocrosiTenbHast paboTa CTyACHTOB BceX (pOpM U BUJIOB OOYUEHUS SIBISETCS] OAHUM U3
00s13aTeNIbHBIX BUJI0B 00pa30BaTeIbHON e TeTbHOCTH, 00eCIeunBaloIIel peann3ainio
TpeboBanuii denepanbHbIX TOCYJAPCTBEHHBIX CTAHAAPTOB BhICIIEr0 00pa3oBaHus. CormacHo
TpeOOBaHUSAM HOPMAaTHUBHBIX JOKYMEHTOB CAMOCTOSITENIbHAsE paboTa CTYA€HTOB SIBISETCS
00s13aTeNbHBIM KOMIIOHEHTOM 00pa30BaTeIbHOrO MPOIIEcca, TaK Kak OHa 00ecriedrBaeT
3aKpeIUIeHUE MOJTy4yaeMbIX Ha JISKIIMOHHBIX 3aHATUAX 3HaHUH MyTeM NpuoOpeTeHHsI HAaBBIKOB
OCMBICJICHUS U PACIIUPEHUS UX COAEPKAHMI, HABBIKOB PELICHUS aKTyaJIbHBIX MPOOIeM
(dopMHpoBaHUs OOIIEKYIBTYPHBIX U MPOPECCHOHATBHBIX KOMIIETEHIIUN, HAYYHO-
HCCJIEIOBATENIbCKOM 1€ATEIbHOCTH, IIOJTOTOBKU K CEMHHApaM, JJabopaTopHbIM paboTaM, caaye
3a4eToB M 9K3aMeHOB. CaMocTosITeNbHAs paboTa CTY/IE€HTOB MPECTABIsAET COOON COBOKYITHOCTD
ayJIMTOPHBIX U BHEAYJUTOPHBIX 3aHATHI U paboT. CamocTosATe bHas paboTa B paMKax
00pa30BaTeNbHOTO MpoIiecca B By3€ PeLIaeT cleaAyolue 3a1auu:

— 3aKpEIUICHNE U PaCUIMPEHUE 3HAHUI, YMEHUI, [TOJIyYEHHBIX CTYEHTaMH BO BpEMs
ayJIMTOPHBIX U BHEAYJIUTOPHBIX 3aHATHH, IPEeBpaIlleHHE UX B CTEPEOTUIIBI YMCTBEHHON U
bu3nUecKoil 1esTeTbHOCTH;

— IproOpeTeHNe JOTOTHUTEIbHBIX 3HAHUI U HaBBIKOB MO0 AUCHUILIMNHAM YYeOHOrO IUIaHa;

— (popMHpOBaHUE U Pa3BUTHE 3HAHUN U HABBIKOB, CB3aHHBIX C HAYYHO-HCCIIE0BATENbCKOM
JeSITEIbHOCTBIO;

— pa3BUTHE OPUEHTALMU U YCTAHOBKH HA KAUECTBEHHOE OCBOEHUE 00pa30BaTeIbHOM
IPOrpaMMBl;

— pa3BUTHE HaBBIKOB CaMOOPraHU3al1H;




— (popMHpOBaHUE CaMOCTOSTEIBHOCTH MBILIUIEHUS, CHOCOOHOCTH K CAaMOPa3BUTHIO,
CaMOCOBEPILIEHCTBOBAHHUIO M CaMOPEaTH3alNH;

— BBIPa0OTKA HaBBIKOB 3(PPEKTUBHOM caMOCTOATENBHOM MPO(hecCHOHAILHON TEOPETUYECKOI],
NPAaKTUYECKON U yueOHO-UCCIIEI0BATEIbCKOM EATETbHOCTH.

IMoaroroBka k Jeknuu. KauecTBo 0CBOEHMSI COlEpKaHMsI KOHKPETHOM JUCLUIUIMHBL IPSIMO
3aBUCHT OT TOTO, HACKOJIBKO CTYACHT caM, 0€3 BHEITHETO MPUHYKIECHUS GOPMUPYET Y ceOs
YCTAHOBKY Ha IOJIy4Y€HHUE Ha JIEKIUSAX HOBBIX 3HAHUH, JONOIHSIOIUX YK€ UMEIOLIHecs 110
JAHHOM MUCHMIUIMHE. BpeMms Ha HOArOTOBKY CTY/IEHTOB K JBYX4aCOBOH JIEKIIUU 10 HOPMaTHBaM
cocrasisieT He MeHee 0,2 Jaca.

IMoaroroBka K MpakTHYECKOMY 3aHATHIO. [[0Ar0TOBKA K MPAaKTUYECKOMY 3aHSATHIO BKJIIOYAET
CJICAYIOLINE JIEMEHTBI CaMOCTOSITENbHON IeATEIbHOCTH: YETKOE IPEACTaBICHUE LIEIH U 33134
€ro MPOBEJICHUS; BbIJICIICHNE HABBIKOB YMCTBEHHOW, aHATMTUYECKON, HAyYHOU JEATEIbHOCTH,
KOTOpBIE CTAaHYT Pe3yJIbTaTOM NpeacTosALIeld paboThl. BeipaOboTka HaBBIKOB OCYILECTBIISETCS C
MIOMOIIBIO TTOJTYYEeHHUsI HOBOM nH(popMaIu 00 H3y4aeMbIX IpoIeccax U ¢ MOMOIIBIO 3HAHUS O
TOM, B KaKOM CTENEHU B JaHHOE BPEMS CTYJEHT BJIaZICET METOIaMU HCCIIEI0BATEIbCKOM
JeSITeTbHOCTH, KOTOPBIMH OH CTaHET T0JIb30BATHCS HAa MPAKTUYECKOM 3aHATHH. [loaroToBKa K
IPAaKTUYECKOMY 3aHATHIO HEpeJKo TpeOyeT noadopa Marepuaia, JaHHbIX U CHEIMaIbHbBIX
HCTOYHUKOB, C KOTOPBIMH MIPEACTOUT yueOHas padora. CTyA€HTHI JOJKHBI JI0Ma MOJITOTOBUTH K
3aHATHIO 3—4 npuMepa (popMyJIMPOBKU TEMbI UCCIIEJOBAHUS, IPEJICTABIEHHOIO B MOHOIpapusX,
HAYYHBIX CTAaThsX, OTYETAX. 3aTEM OHU CAMOCTOSITEIIHHO OCYIIECTBIISIOT IIOMCK
COOTBETCTBYIOIUX UCTOYHUKOB, OIPEAEIAIOT AKTyaIbHOCTh KOHKPETHOTO UCCIIE0BAaHUS
IPOIIECCOB U SIBJICHUH, BBLICIISIFOT OCHOBHBIE CIIOCOOBI JI0KA3aTEeNIbCTBA aBTOPAMH HAyUHBIX
paboT IEHHOCTH TOT0, YeM OHH 3aHUMAIOTCs. B X071e caMoro npakTU4eckoro 3aHsTus CTYACHTHI
CHavaJia MpeICTABIISIIOT Hali/ICHHbIE MU BapHaHTHI (POPMYITHPOBKH aKTyaJIbHOCTH
UCClIeIoBaHMsl, 00CYX/1al0T UX U 0OOCHOBBIBAIOT CBOE MHEHHE O HaMJIyyllleM BapuaHTe. Bpems
Ha MMOATOTOBKY K MPAKTUYECKOMY 3aHSTHIO 10 HOpMaTHBaM cocTaBisieT He MeHee 0,2 gaca.
IMoaroroBka Kk ceMuHapcKoMYy 3aHATHIO. CaMOCTOSITEIbHASA OIOTOBKA K CEMUHAPY
HaIpaBJIeHa: Ha Pa3BUTHE CIIOCOOHOCTH K YTCHUIO HAYYHOH W MHOM JINTEpaTyphl; Ha TIOUCK
JIOTIOJTHUTEIBHON MH(OpMAIH, TTO3BOJISIIONIEH ITyOke pa3o0paThCcsi B HEKOTOPHIX BONPOCax; Ha
BbIJIEJICHHE NTPU padOTe C pa3HBIMU UCTOYHUKAMH HEOOX0IMMOI HHPOpMAIIH, KOTOopas
TpeOyeTcs JUIsl MOJTHOTO OTBETAa Ha BOIIPOCHI IJIaHA CEMUHAPCKOTO 3aHSATHS; Ha BHIPAOOTKY
YMEHUS IPAaBUIIBHO BBITIHCHIBATH BHICKA3bIBAHUS aBTOPOB M3 HMEIOIMXCS HCTOUHHKOB
uHpopManuu, opopMIIATh UX MO OnbIHOrpaduIeckuM HOpMaM; Ha pa3BUTHE YMEHUS
OCYIIECTBIISITh aHAIHM3 BHIOPAHHBIX UCTOYHUKOB HH(OPMAINH; Ha TIOATOTOBKY COOCTBEHHOTO
BBICTYIIJICHUS 10 00CY>KAaeMbIM BOIpocaM; Ha (POpMUPOBaHHE HaBbIKA ONEPATUBHOTO
pearupoBaHMs HA pa3HbIe MHEHHUS, KOTOPHIE MOTYT BOSHHKATh IIPU OOCYKICHUH TEX WIIA UHBIX
Hay4HbIX IpoOJeM. BpeMs Ha MOAroTOBKY K CEMHHApY IO HOPMAaTHUBaM COCTABIISIET HE MEHee
0,2 yaca.

IMoaroroBka Kk KoJIOKBUYMY. KOJIIIOKBHYM NpesicTaBisieT cO00M KOIIEKTUBHOE OOCYXkK/IeHUE
paszzena TUCIHITIHHBI HA OCHOBE CAMOCTOSITENIbHOTO M3YYEHHS 3TOTO pa3Jieia CTyACHTaMH.
[ToaroToBka K JaHHOMY BHJly YUE€OHBIX 3aHSATHI OCYIIECTBIISICTCS B CIEIYIONIEM MOPSIIKE.
[TpenomaBaTens TaeT CIUCOK BOIIPOCOB, OTBETHI HA KOTOPHIE CIIEAYET IMONIYIUTh TIPH H3YICHUU
OTIpeIeNIEHHOT0 MePeYHs HayYHbIX UCTOYHUKOB. CTyIeHTaM BO BHEayAUTOPHOE BpeMs
HEOOXOIMMO TTPOYUTATH CHEIHATIBHYIO JINTEPATYPY, BHIIIICATH U3 HEE OTBETHI HA BOIPOCHI,
KOTOpbIe OyIyT 00CYX/1aThCsl HA KOJUIOKBUYME, MBICIIEHHO C(OPMYJIHPOBATH CBOE MHEHHUE 110
Ka)X/IOMY M3 BOIIPOCOB, KOTOPOE OHH BBICKKYT Ha 3aHATHU. Bpems Ha IOATOTOBKY K
KOJIJIOKBHYMY IO HOpMaTHUBaM cocTasisieT He menee 0,2 yaca.

IMoaroroBka Kk KOHTPOJILHOM padoTe. KonTponbHas paboTa Ha3HaUaeTCs MOCie U3yUeHUS
OTIpeIeIEHHOT0 pa3/iena (pa3aesioB) AMCUUIUIMHBL U IIPEICTaBIIsAeT cO00i COBOKYITHOCTh
pa3BEPHYTHIX MICHBMEHHBIX OTBETOB CTYIEHTOB Ha BOIPOCHI, KOTOPBIE OHU 3apaHee MOTyJaroT
ot npenojanaresns. CaMocTosTeNbHAas! MOATOTOBKA K KOHTPOJIbHON paboTe BKIIOYAET B ceOsi: —
U3ydeHNe KOHCIIEKTOB JIEKIIUH, PACKPHIBAIOIIUX MaTepHall, 3HAHWE KOTOPOTO MPOBEPSETCS



KOHTPOJIbHOM paboToil; MOBTOpEHHE YyueOHOTro MaTepurasa, OJIy4eHHOTO Py MOJATOTOBKE K
CEMHUHApPCKHUM, ITPAKTUYECKUM 3aHATHIM U BO BPEMsI UX IIPOBEACHMUS; U3yUCHHE
JIOTIOJIHUTEIIbHOM JINTEPaTyphl, B KOTOPOIl KOHKPETUZUPYETCS COIEpKAHUE TIPOBEPAEMBIX
3HAaHUI; COCTAaBJICHHE B MBICIIEHHON (hOpMe OTBETOB HA MOCTABJICHHBIE B KOHTPOJIBHOM paboTte
BOIPOCHI; (HOPMHUPOBAHHE IICUXOJOTHYECKON YCTAHOBKU Ha YCIIEITHOE BHIMOJTHEHHUE BCEX
3agaHuii. BpeMs Ha MOArOTOBKY K KOHTPOJIBHOM paboTe 0 HOpMAaTHBaM COCTABIISET 2 Yaca.
IMoaroroBka k 3ayery. CamoCTOATENbHAS IIOATOTOBKA K 3a4ETY AOJDKHA OCYLIECTBIATHCS B
TeYeHue Bcero ceMmecrpa. [1oAroToBka BKIIOYAET CIENYIOIUE ACUCTBUA: IIEpEYUTaTh BCE
JIEKIIMH, a TAK)KE MaTepuaibl, KOTOPbIE TOTOBUIUCH K CEMUHAPCKUM U MPAKTUYECKUM 3aHATUAM
B TCUCHHE CEMECTPA, COOTHECTH 3Ty HH(POPMALIMIO C BOIPOCAMH, KOTOPBIE JaHBI K 3a4YETy, €CIU
nH(pOpMallUK HEOCTATOYHO, OTBETHI HAXOAT B MPEJIOKEHHOM MperoiaBaTeieM JuTepaType.
Pexomenpayercs nenaTh KpaTKHe 3an1ucy. BpeMs Ha IOATOTOBKY K 3a4€Ty 10 HOPMaTUBaM
COCTAaBJISIET HE MEHEE 4 4acoB.

IMoaroroBka Kk 3x3ameny. CaMoCTOSTENIbHAS [TOANOTOBKA K 3K3aMEHY CXO0Xa C IOJArOTOBKOM K
3aueTy, 0COOCHHO eciu oH nuddepeHnupoBanabii. Ho 00beM yueOHOTO MaTepualia, KOTOPbIH
HY’KHO BOCCTAHOBHTD B IaMATH K 9K3aMEHY, BHOBb OCMBICIUTH U MOHATH, 3HAUUTEIBHO OOJIbIIIE,
no3ToMy TpeOyeTcs OoJbIlle BpeMEHU M YMCTBEHHBIX ycuinii. BaxkHo chopmupoBath 11e10CcTHOE
IIPEICTABJICHHUE O COJIEPKAHUU OTBETA HA KAXBIA BOIIPOC, YTO MPEAII0JIAracT 3HAHUE Pa3HbIX
Hay4HbIX TPAKTOBOK CYIIHOCTH TOT'O WJIM MHOTO SIBJIEHUS, [IPOIIECCa, YMEHUE PACKPHIBAThH
(dakTopbl, ONIPEEISIONINE UX IPOTUBOPEUNBOCTD, 3HAHNE UMEH YUEHbIX, U3Y4aBILINX
obcyxnaemyto npobaemy. Heo0xoammo Takxke npuBecTd HHGOPMAIIMIO O MaTepHanax
OMIIMPUYECKUX UCCIIEIOBAHUM, YTO YKA3bIBAET HA BCECTOPOHHIOKO IIOJATOTOBKY CTYJEHTA K
3K3aMeHy. BpeMs Ha moAroToBKYy K 3K3aMEHYy 110 HOpMaTUBaM cOocTaBisieT 36 4yacoB s
OaxanaBpoB.

B ®BI'OY BO «UI'Y» opranusaius caMOCTOATEIbHOU paboThl CTYIEHTOB PErJaMeHTUPYETCS
[Toso’xeHrnEM 0 caMOCTOSATENbHON PabOTe CTYIEHTOB, IPUHATHIM YueHbIM coBeToM UT'Y 22
utoHs 2012 r.

5. YYHEBHO-METOANYECKOE U UTHOOPMALIMOHHOE OBECIIEYEHUE
JUCIHHUIIVINHBI

a) OCHOBHas JIUTEpaTypa:

1. Beenenue B kpunrorpaguto / pea. B. B. flmenko. — M.: M3a-s80o MIITHMO, 2012. —
347 c. — ISBN: 978-5-4439-0026-1 (26 5k3.)

2. Pa6en JI.B. 3agauHuK-nipakTUKyM 10 Kpunrorpadguu: yued. nocodue / JI.B. Paber. —
Wpxkytck : U3a-Bo BocT-Cud. roc. akaa. odpas., 2013. - 76 c. —

ISBN: 978-5-85827-864-1 (30 3k3.)

3. [Hanprun B.®. 3amuTa komnbroTepHoit nHGopmanuu. IhPeKTUBHBIE METOBI U
cpeactea / B.®. [lansrun. — M.: JIMK-IIpecc. — 2010. — 542 c. —

ISBN: 978-5-94074-518-1 (25 »x3.)

4. Kennepos A. C., Kopoaskos FO. JI. OcHOBBI HHPOpMAITMOHHOM 6€30MacHOCTH : yueo.
nocobue. — Upkyrck: U3n-so UT'Y, 2013. - 113 c. . —

ISBN: 978-5-9624-0791-3 (30 »k3.)

0) IONOJIHUTENbHAS JIUTepaTypa:

5. T'epman O.H. TeopeTUKo-4nCIOBBIE METO/IbI B KpUIITOTpapuu: yUeOHUK IS CTY.
yapexaeHuit BeicilL. pod. oopazosanus / O.H. 'epman. — M.: Akanemus. — 2012, —
257 c¢. — ISBN: 978-5-7695-6786-5. Pexum noctyna: D43 «bubanorex». — Heorpanuu.

JOCTYTI.



6. Konee U. P. Mndopmanrionnasi 6€30macHOCTb MpeANpUsITHS: HayuyHoe u3ganue / 1. P.
Komnees, A. B. bensieB. — CI16.: BXB-Ilerepoypr, 2003. — 733 ¢. — ISBN 5-94157-280-8

(99 7x3).

7. babam A.B. Madopmannonnast 6e30nacHocTh. JlabopaTopHBIN PaKTHKYM: y4el. mocobue /
A. B. ba6am. — M.: KnoPyc, 2013. — 131 c. — ISBN 978-5-406-02760-8

(50 aK3.).

8. Cmapt H. Kpunrorpadus: yuednoe mocodue / H. Cmapt — M.: Texnocdepa, 2005. —

525 ¢. — ISBN 5-94836-043-1 (5 3k3.)

9. Heuaes, B.W. DnemeHTh Kpuntorpaduu: OCHOBBI TEOPUHU 3aIIUTHI HH()OPMAITUH:
VYue6.mocobue ans yH-TOB ¥ niea.By30B / B.M. Hewaes. — M.: Boicm. mik., 1999. — 109 c.
—ISBN 5060036448 (17 3k3.).

10. Umopa A. JI. CoBpemeHHas npukiaaHas kpunrorpadus: yued.mocobue / A.JI. Umopa —
M.: T'ennioc APB, 2001. — 244 c. — ISBN 5854380374 (513k3.)

11. I'myxos M.M. BBenenue B TeOpeTHKO-YHCIOBbIE METOABI Kpuntorpadun / M.M. I'myxoB,
N.A. Kpyrnos, A.b. ITnukyp, A.B. Uepemymikun. — CI16.: JIanb. — 2011. — 400 c. —

ISBN: 978-5-8114-1116-0. Pesxxum noctyna: ObC «Jlanby. — Heorpanmd. mocTyr.

B) 0a3bI JaHHBIX, HH()OPMAITMOHHO-CIIPABOYHBIC M IIOMCKOBBIC CHCTEMBI:

1. Hexommepueckas Untepuer-Bepcust «Koncynprant [lmroc» www.consultant.ru
2. bank nannbix yrpo3 Wb bdu.fstec.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIHEYUEHUE JJUCHUIIJINHBI
6.1. YueOHo-1200paTopHOe 000py10BaHNe

OTOT PA3JIEJI HE 3ATIOJIHATH

6.2. IlporpammHoe obecnieueHue

1. Java

2. Visual C++

3. Lasarus

4. Python

5. VipNet

6. LibreOffice

7. OHEHOYHBIE MATEPHAJIBI V1A TEKYHIET'O KOHTPOJIA K
IMPOMEXYTOYHOU ATTECTALLUN

7.1. OueHOYHBbIE CPEACTBA TEKYLIEr0 KOHTPOJIA

Bun xonTpons KoHnTponupyemslie TeMbl KonTponupyemslie

KOMIETEHIINU
3amuTa oT4eTa 0 J1abopaTOpHON 11-24 OIIK-3, OIIK-4
pabote

IIpumepbl OLEHOYHBIX CPEACTB TEKYIEro KOHTPOJIA

KonTtpouabHbie Bonpocsl k jadopatopHoii padore «Co3nanne III B ViPNet»
1.YTo ABNsIETCS €AMHULEN pa3TpaHUYEHUs JOCTYIIA B 3AIUIIEHHON CeTH?
2.3a4ueM Hy>KHBI CIIMCKHU PACCBIJIKNA KON ?




3.Uto HyxHO crnenath B L[YC, uTtoOb1 3aHOBO Havath reneparuto DST daiinos?
4.Yt0 nomKeH caenaTh aIMUHUCTPATOP IPU CMEHE MacTep-Kiroda?

5.Yto conepxutcs B DST ¢aiine?

6.I'ne 3agatorcs noaHoMouus (IIpaBa A0CTyMa Nojb30BaTesis)?

7.J114 Kakoil mporpaMMbl 3a4at0TCsl TOJTHOMOYHS?

8.UTo mporcxXoauT npu HaxkaThu KHONKH «CdopMupoBaTh Bce cipaBOYHUKN» B «L[YC»?
9.Yto0 Takoe cereBoi y3en?

10.Yto0 Takoe I'1aBHbIC aOOHEHTHI?

11.I'ne xpaHutcsa MacTep-Kio4u?

12.Y1o HaxoauTCs Ha KJIIOUEBOI 1uckere?

13. 1151 9ero ciy’>XKMT KJIF0YeBOM HabOp?

7.2. OneHOYHbIE CPEACTBA JJIS IPOMEKYTOYHOM aTTeCTAIUU
Cnucok BONPOCOB /ISl IPOMEKYTOYHOM aTTeCTAMH:

1. IToueMy KOMIBIOTEpHBIE BUPYCHI IPUUUCIIAIOT K 0COO0MY KJacCy pa3pyllaroLix
IIPOTPaMMHBIX BO3AEUCTBUI. PaCKpONTE OCHOBHBIE KAHAJIBI PACIIPOCTPAHECHUS
KOMIIBIOTEPHBIX BUPYCOB U JPYTUX BPEIOHOCHBIX IIPOIPaMM.

2. Ha xakue rpymnmsl MOApa3AessiOTCs METOIBI M CPEJICTBA HEUTPATU3allUU YTPO3
MH(GOPMALMOHHOM 6€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX, IPEJCTaBbTE
KJ1acCU()UKALIMIO METO/IOB M CPEICTB OOPHOBI ¢ KOMITBIOTEPHBIMH BUpycamu. B uem
3aKJIFOYAIOTCS METO/IbI UCIIOJIb30BaHMsI PE3UEHTHBIX CTOPOXKEH U alapaTHO-
IIPOrpaMMHOM 3aIIUTHI OT BUPYCOB.

3. laiiTe onpeneneHne OCHOBHBIM IOHITHUSM IIPOLIECca pa3rpaHUUYEHUS 1OCTYIIA K
o0bekTaMm ornepannoHHoi cucteMbl (OC): «0OBEKT AOCTYIa»; «METOJ TOCTYTIay;
«CcyOBEKT JIocTynay; «IpaBo goctynay. [IpuBeaure npaBuia MaHI1aTHOTO
(TOJTHOMOYHOT0) pa3rpaHUUYEHUs 10CTYIA U MOSCHUTE UX.

4. ITpuBeaure Kaaccu(pUKAUIO KPUNITOrpahUIECKUX aITOPUTMOB U OXapaKTEPU3YHTE HX.
Packpoiite cMbicn GyHKIIMOHMPOBaHUS cXeMbl MH(ppoBaHus B anroputme DES.
OcHOBHBIE peXUMbI pa0OTHI OJIOYHOTO CUMMETPUYHOTO AITOPUTMA.

5. [lepeuncnure U NOACHUTE BO3MOKHBIE TUIIBI CETEBBIX aTaK HA KOMITbIOTEPHBIE
(uH(OpMaITMOHHBIE) CUCTEMBI, KAKHE CYIIECTBYIOT TEXHOJIOTUH MTOCTPOEHUS CUCTEM
oOHapy>KeHHS aTak.

6. Ilepeuncnure 3alUTHBIE MEXaHU3MBI, pEAIM3yEMBbIE IPOTrPAMMHO-ANIapPaTHBIMU
KOMIUIEKCaMH (CpeICTBaMH) 3allMThl HHPOPMAIIUN B KOMIIbIOTEPHBIX cucteMax (II9BM).
JlaiiTe onpesieneHre MOHATHUIO - «CYOBEKT J0CTyMa», KakKhe MPOLEeTyphl peaan3yroTcs
IIpH €ro 0OpaIleHny K KOMIBIOTEPHON CUCTEME.

7. Ilepeuncnute aTpuOyTUBHBIE UAECHTH(PHUKATOPBI, UCTIOIb3YeMbIe s UACHTU(DUKALUU
cyowekTa noctyna B KC, u kopoTko gaiite um omnpeaenenue. [lepeunciure

PEKOMEH 1AL AJI OpraHU3alK 1apOJIbHON 3aIUTHI.

8. Kakumu crioco6amu 010KHpyeTcs yrpo3a HECAaHKIIMOHUPOBAHHOTO KOIUPOBAHUS
uHpopmanuu [I1DBM, B yeM OHHU 3aKIIOYAIOTCS, PACKPOITE UX COAepKAHUE.

9. Kak ocymiecTBisieMcsl yrpaBiieHHe KPUTITOKIII0OUaMHy, TPeOOBaHUSI K PACTIPEICTICHUIO
KJIFOUEH, METO/IbI PaCIpeEICHMSI KIIIOUEH, TIOSCHUTE CXEMY OTKPBITOTO pacIpeaesICHUs
kimouent Juddu-Xemmmana

10. PackpoiiTe mporenypsl alropuTMOB MUGPOBOM MOAMUCH HAa OCHOBE OTEUYECTBEHHBIX
crangaptoB 'OCT P 34.10.

11. OcHoBHbIe OX0bI K 3amuTe JaHHbIX 0T HC/I: kakue AeiCTBUS BBITTOIHSIIOTCS TPU
opranmzanuu nocryna k obopynosanuto u [10 komnbroTepHbix cuctem (II9BM); omenka
3¢ PeKTUBHOCTH HapaIIMBAHUS CPEACTB KOHTPOJIS JOCTYIA IO KPUBOM pocTa



OTHOCHUTEJILHOTO YPOBHSI 00ecieueHHs 0€301acHOCTH KOMIBIOTepHBIX cucteM ([I19BM).
12. TlpuBenuTe KIaccu(pUKaLNIO KPUITOTpaPUUECKUX alTOPUTMOB U OXapaKTepu3yiTe ux.
Packpotite cMbIcit pyHKIIMOHUPOBaHUS cxeMbl b poanus B anroputme ['OCT 28147-89.
OcHOBHBIE PeKHUMBI pabOTHI 0JI0YHOTO CUMMETPUYHOTO aITOPUTMA.

13. Kakue ocHOBHbIE (DYHKIIMH BBIIOIHSAET MOACUCTEMA 3aIUThI ONIEPAllMOHHBIX CUCTEM
(OC), naitite KOpOTKO UM ollpeseneHue. B uem 3akitoyaercs mpoueaypa ayaura
npuMenutenabHo Kk OC, yeM oHa 00ycIOBIeHA, KAKUM TPEOOBaHUSIM OHA J0JKHA
YZIOBJIETBOPSATH?

14. Ilepeuncnure 6a30BbIEe TEXHOJIOTHH (MEXaHU3MbI) O€30MaCHOCTH HH(POPMAIIUU B
KOMIIBIOTEPHBIX cucTeMax. JlaiiTe onpeaenenue npoueccam UACHTU(DUKAILTIH,
ayTeHTU(UKALMU U aBTOPU3ALMHU 1)1 oOecriedeHus 3auThl nHpopmauuu. [Ipusenure u
PacKpoiTe THIIBI MPOLECCOB Ay TeHTU(UKALIMHU, KAKHE aTaKH MPOBOIATCS Ha MIPOTOKOJIBI
ayTeHTU(UKALUN U KaK1e MEXaHU3Mbl IPUMEHSIOTCS U1 UX OTPAKEHMUSL.

15. Jlaiite onpenesneHue U NOSACHUTE TEXHOJIOTHH MOCTPOCHHSI CUCTEM OOHAPY KEHHS
CETEBbIX BTOP)KEHUI U BBIABICHUS IPU3HAKOB aTaK Ha MHPOPMALMOHHBIE CUCTEMBI.

16. Ilepeuncnure U pacKpoiTe crocoObl cTporoi ayrentudukanuy. [loscaure Ha
CTPYKTYPHOM cXxeMe NPUMEHEHNE OJHOCTOPOHHEN X31I-(PyHKIUHN K COOOLIEHHIO,
JIOTIOJIHEHHOMY CEKPETHBIM KIIHOYOM.

17. IlosicHUTE Ha CTPYKTYPHBIX CXEMax MPOCTYIO ayTEHTU(HUKALMIO [10JIb30BATENs PECYPCOB
KOMIIBIOTEPHON CUCTEMBI C UCII0JIb30BAaHUEM AapOJIs U ayTeHTU(PUKAIUIO, OCHOBAaHHYIO Ha
UCIOJIb30BaHUU OHOCTOPOHHEHN X3II-(DYHKIMU JJIsl IPOBEPKU HapoJIsl.

18. JlaiiTe ornpeneneHre OCHOBHBIM MOHATUSAM IIpOLEcCca pa3rpaHUYeHMs] JOCTyIa K
o0bexTaM ornepaunoHHoN cucteMsl (OC): «0OBEKT AOCTYIA»; «METOJ 1OCTYIay;

«CyOBEKT TOCTYTay; «IIpaBo JocTymay. [IpuBeanTte npasuia n30MpaTeIbHOrO
pasrpaHMUYCHMs JJOCTYIIA U MOSICHUTE WX peaiu3aliio Ha IpuMepe MaTpULIbl JOCTYIIa,
naiiTe onpeesieHne NOHATUAM: JOMEH JIO0CTYIa; CIIMCOK IPaB JOCTyIa.

19. B yem 3akirovaercs 3a1a4a UACHTU(GUKALMY [10JIb30BaTENs, JaiiTe onpeesieHue
MOHATHIO MPOTOKOJIAa HASHTUPHUKAUHU. B uem 3akitouaercs JoKajlbHas U yJlaleHHas
UACHTUUKALMS, YTO TaKOe UACHTUDUIMpYoIas HHpopMarus.

20. Ilepeuncnute 1 packpoiiTe criocoosl cTporoil ayreHTuuKkanuu. [loscaute Ha
CTPYKTYPHOMI cXxeMe MpUMEHEHHUE IS ayTeHTU(UKALIMH OTHOCTOPOHHEH X31I-QYHKINH C
MapaMeTPOM-KIIFOUOM.

21. Kakumu criocobamu GJ10KupyeTcs yrpo3a HeCaHKLIMOHUPOBAHHOT'O KOTTHPOBAHUS
nndopmanuu [19BM, B yeM OHH 3aKITIOUAIOTCS, PACKPOUTE UX COJEPIKAHUE.

22. Kakue cymecTByOT KPUIITOCUCTEMbI IIU(PPOBaHUS, PACKPONUTE UX CMBICIT
(yHKIMOHUPOBAHMUSL.

23. TlpuBenuTe KJacCU(PUKALNIO KPUIITOTpapUUECKHX alTOPUTMOB U OXapaKTepu3yire ux.
Packpoiite npouenypy xamuposanus rno anroputmy 'OCT P 34.11.

24. TlpuBenuTe KJacCU(PUKALNIO KPUIITOTpapUUECKHX alTOPUTMOB U OXapaKkTepusyiTe ux.
25. B yem 3axnrodaercs OMoMeTpuueckas ayTeHTU(UKaIM 10Ib30BaTeNel, Kakue y Hee
JIOCTOMHCTBA U HEAOCTATKHU.

26. B yem 3axirodaercs mpoleaypa npocToil ayTeHTU(PUKAIUU, KAKUMHU CIIOcO0aMu OHa
IIPOU3BOJUTCS, MOSCHUTE CXEMATUUHO €€ PEATU3ALUIO C UCIIOJIb30BaHUEM M1APOJIS.

27. PackpoliTe OCHOBHBIE TIPOIIEYPHI (POPMHUPOBAHUS DIIEKTPOHHOH M (DPOBOIT MOATIUCH U
(GYHKIMU X3IIUPOBAHUS.

28. IlpuBenuTe Ki1accuPpUKauo KpUOTOrpahUIECKuX aJropuTMOB U OXapaKTepU3yITe UX.
Packpoiite anroputm mudposanus RSA.

29. IlepeuncnuTte METOABI IPOTUBOACUCTBUS TU3aCCEMOIMPOBAHUIO TporpaMm Juist DBM,
OXapaKTepU3YHTE UX.

30. Ilepeuncnure METOABI OTPAHUYEHUS JOCTYIIa K KOMIIOHEHTaM DBM, kakne npuMeHsroT
CpEJCTBA JJIsl OTPAHUUYEHUS IOCTYIIa K KOMIIOHEHTaM DOBM.

31. PackpoiiTe OCHOBHBIE METOBI ayTeHTU(UKAIINH, HCTIONB3YIoIme mapoyu u PIN-kobI.



IIpumepbl OLEHOYHBIX CPEACTB IS MPOMEKYTOYHOM aTTeCTAlluM:

IIpuMepsl 3a1aHUHN 3K3aMEHALUOHHOTO TECTA:

Nel

[TonnTuka 6€30aCHOCTH - ATO

a) TOKYMEHT BEPXHET0 ypOBHS, 11eJIb KOTOPOro 00ecledeHre pelieHus BOIPOCOB
WH(OPMAIIMOHHON 0E30MIACHOCTH U BOBJICYCHHE BBICIIETO PYKOBOJICTBA OPTAHU3AIMH B JaHHBIN
nporecc

0) COBOKYITHOCTH JTOKyMEHTOB, pEriIaMEHTHPYIONIMX MPaBuia o0paiieHus ¢ KOH(pHUIeHITUAITBHON
nH(popmanuel B 3aBUCUMOCTH OT (pa3bl ee 00padOTKH U KATeTOPHH KOHPHUICHITUATHBHOCTH

B) COBOKYITHOCTb METOJIOB M CPEICTB, OOBEAMHEHHBIX SIMHBIM IEJICBHIM HA3HAYCHUEM U
obecreunBarouX He00X0UMYI0 A3(HPEKTUBHOCTD 3aIUTH HH()OPMAITUU TIPETPUATHS

Ne2

Ha denepanbHoM ypoBHE IpHOPUTETHI 0OecTieueHHs] THHOPMAIIMOHHONW 0€301aCHOCTH
OTIPEeIAIOTCS

a) loktpuHoii napopmanronHoii 6e3omacHocTr PD

0) ®enepalbHBIMUA 3aKOHAMU

B) [Tonutukoii 6e3omacHoCTH

Ne3

dakTop, BO3ACUCTBYIONIHI Ha HHGOPMAITHUIO - 3TO...

a) sIBJICHUE, IEUCTBHUE WIIU MPOIIECC, PE3YIBTATOM KOTOPBIX MOTYT OBITh YTEUKa, HCKaXKEHUE,
YHUYTOXKEHUE 3aluIaeMoi nHpopmaruu, 6JIOKHpOBaHUE JOCTYIA K Hel

0) COBOKYITHOCTH YCJIOBUH U ()aKTOPOB, CO3/IAIONTNX MTOTCHIINATHHYIO UIIU PEATBHO
CYILIECTBYIOIIYIO OMIACHOCTb, CBSI3aHHYIO C yTEUKOH HHPOpMAIIH U/UITU
HECaHKITMOHHUPOBAHHBIMHU W/WJTU HEMIPEIHAMEPEHHBIMU BO3/ICUCTBUSIMHU Ha HEe

B) CYOBEKT, CITy4aifHO MJIM MpeAHAMEPEHHO COBEPIINBIIHIA JEHCTBHE, CIEICTBUEM KOTOPOTO
SIBJISIETCS] BOBHUKHOBEHUE W/WJIM peau3aliysl yrpo3 HapyIeHus: 6e30macHOoCTH nH(popMaIuu

No4

OO0s13aTeNBHBIMU K MCTIONIB30BAaHUIO TIPU OLIEHKE YyIpo3 O6e30macHocT HHPOpMaIInHy,
oOpabareiBacMOl B HH()OPMAITMOHHBIX CHCTEMaX MEPCOHAIBHBIX JJAHHBIX H TOCYAaPCTBEHHBIX
WH(OPMAILIMOHHBIX SBIISIOTCS CBEJCHUS 3!

a) banka nanHbIX yrpo3 nnpopmarronHoi 6ezonacHoctd @CTIOK Poceun
6) 'ocynapctBenHoro cranaapta «@akTopsl, BO3JEHCTBYIONIINE HA UH(DOPMALIUIO»
B) Kaspersky Threat Landscape

No5
Ecnu monHOMOYHs CyOBeKTa PEACTAaBISIOTCS CITUCKOM PECYPCOB, JOCTYIHBIX MMOJB30BATEN0, U
IpaBaMH 110 IOCTYIY K KaXKIOMY PECYpCy M3 CITUCKA, TO TAKOH METO]] Ha3bIBACTCHA. .

a) JUCKPEIIMOHHBIM
0) MaHIaTHBIM
B) POJIEBBIM

Ne6

Yrpo3y nepexpara JaHHBIX MOKHO OTHECTH K yTPO3aM...
a) KOH(UIEHITNATEHOCTH

0) IETOCTHOCTH



B) JIOCTYITHOCTH

No7

Moxno nmu obecnieunts 100% 3ammTy OT BCeX BUIIOB yiiepOa?

a) HEeT, U LIEJIbIO 3alIUThl THGOPMAIIUU CTAHOBUTCSI YMEHBIICHHE pa3MepoB yiepoda 10
A0IIYCTHUMBIX 3HAYCHUH.

0) 1a, HO clieNaTh TO HEBO3MOXKHO IKOHOMUYECKH 11€JIECO00pa3HBIM CIIOCO00M

B) MHOT/1a, KOT/Ia CTOMMOCTb 3aIUTHBIX CPEJCTB U MEPOIPUATUNA HE MPEBBIIIACT pa3Mep
OJKHJaemMoro yiepoa

Ne8

JIMCKpeMOHHOE yIPABICHHUE JOCTYIIOM - 3TO...

a) pa3rpaHUYeHHEe JOCTyNa MEeXAy OMMEHOBaHHBIMU CyOhEKTaMU U TOMMEHOBAHHBIMU
o0BeKTaMu

0) pasrpaHu4eHue AOCTYyNa CyObEeKTOB K 00bEKTaM, OCHOBAaHHOE Ha XapaKTEePU3yeMO METKOM
KOH(UICHIMATLHOCTH HH(POPMAITUH, COJepKaIIelcss B 00bEKTax, U J0MyCKa CYyOBEKTOB K
nH(}OpPMaIIK COOTBETCTBYIOIIETO YPOBHS KOHGUACHIIMATEHOCTH

B) OpraHM3aIys MMPaB JOCTYIA CyOBEKTOB K O0BEKTaM CTPYIITUPOBAHHBIX C YIETOM CHECIH(PUKA
UX PUMEHEHHS

Ne9

MeTo 3aliThl MPOrPaMMbI OT HCCIICIOBAHUS MTyTeM 00(yCKaIMK 3aKITI0YaeTCs B:

a) Pa3IMYHON CI0KHOCTH IIPe0Opa30BaHUH KOJa B IIPOIECCE €T0 BHIMOIHEHHUS

0) aBTOMATHYECKON TeHEPAIlUU YIACTKOB MCITOJHIEMOTO KOJIa B ITPOIECCE BHIMTOIHEHHS

B) CO3/IaHMM U30BITOYHOCTH YKa3aTeliel epexo/ia, i BHEAPCHUU B3aUMOYBSI3aHHBIX
HE(PYHKIIMOHAIBHBIX YYaCTKOB KOJIa, 3aTPYTHSIOIINX aHAIN3 JCKOMITHINPOBAHHOIO TEKCTa

NelO

CepTtuduxaius cpeacTB KpUOTOrpadhuyecKoi 3amuThl HHHOPMALIUY OCYIIECTBISETCS MPU
YYaCTHU:

a) ®Cb Poccun

6) ®CTIK Poccun

B) Pockomuamzopa

Nell

OObIuHBIN CIOCO0 MACHTU(DUKAIIIH - ITO...

a) BBOJI IMEHH T0JIb30BATENIS MPU BXOJIE B CUCTEMY

0) mapoJib

B) U3y4eHne GU3HOIOTHYECKUX U MTOBEACHUECKUX XapaKTePUCTHK CyOBeKTa

Nel2
K nocronHCcTBY MOJIE€n€eN TUCKPELTMOHHOTO JIOCTYIIA MOXKHO OTHECTH. ..
a) UX THOKOCTh

6) BO3MOXXHOCTDb HAJIOXKCHUA Ol"paHI/I‘-ICHI/Iﬁ Ha nepeaavy I/IH(I)OpMaI_II/II/I OT OJHOTI'O IMOJB30BaTCJIA

Apyromy
B) KOHTPOJIb HH(POPMALIMOHHBIX TTOTOKOB



