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. HEJIU U 3AJIAYA JUCHHUTIJIMHBI

VYyebnas gucrumuimHa «MeToasl W CpelAcTBa  KpUOTOrpadUYecKOW  3alluTh
uHpopmManum» obecreunBaeT NpUOOpeTeHHEe 3HAHMUH W yMEHUH B COOTBETCTBUU C
TOCYAapCTBEHHBIM  00pa30oBAaTENbHBIM  CTAHIAPTOM, COJCHCTBYeT  (yHIaMEHTAIU3aluu
oOpa3zoBanusi, (opMupoBaHHe 3HaHUM B 00JacTH KpunTorpaguu ¥ pa3BUTHE HABBIKOB
NPUMEHEHHS CPEJICTB KPUNTOrpadHueCcKOi 3aMThl HHYOpMALNH.

Heau:

- hopmupoBaHue GyHIAMEHTAIBHBIX 3HAHUH B 00J1aCTH KpUNITOTpaduu U CrIOCOOHOCTEH,
HEOOXOIMMBIX JUIS PEIICHHS PA3JIMYHbIX 3a7a4 MU(GPOBAHUS U ASIIH(PPUPOBAHHS COOOIICHUA;

- OBJIAJICHWE COBPEMEHHBIM amMapaToM M METOJAaMH KPUNTOrpaduH sl 3aIluThI
UH(POPMALIUU OT YIPO3 PACKPHITHA U HAPYUICHHUS [IEIOCTHOCTH,

- (hopMHpOBaHHE JIMIHOCTH 00YUAOIIETOCs, Pa3BUTHE €r0 MHTEIUIEKTa U CIIOCOOHOCTEH K
OCBOCHHMIO OCHOBOIOJIATAIOMIUX CIOCOOOB 3aIIUTHl HH(pOpMAIMK Ha 0a3e KpUNTOrpahpuuecKux
METOJIOB.

— ¢opmHupoBaHHE TPAKTUYECKUX  HABBIKOB TpM  paboTe CO  CpEeACTBAMHU
KpuITorpagu4eckoi 3amuTsl HHGOpPMAaLUHY;

- (opmupoBanne y OyaylmIMX CHEHUAIMCTOB OCHOBHBIX MOHATHH M KOHIETIUI
KpUITorpaguu U KpUIITOAHATIHN3a, & TAKKE B UX NMPUMEHEHUH K aHAJIM3Y KOHKPETHBIX CHCTEM
mmdpoBanus.

3anauu:

- U3y4YCHHE MaTEMaTUYECKHX METOJOB, IPUMEHSIEMBIX JJIs MPOCKTUPOBAHUS MHU(PPOB U
aHaJn3a KPUIITOCTOMKOCTH AJITOPUTMOB;

- U3y4YeHHe KpunTorpaduyecKux METOJIOB 3alluThl WHGOpMAIUH, IepeaaBaeMor Io
KaHaJjaM CBSI3U U 00padaThiBaeMOU CpefICTBAMH BHIYMCIUTEIIBHON TEXHUKH;

- OBJIAJICHNE COBPEMEHHBIM MaTEMAaTHYECKUM amnmaparoM Jjs  JadbHEHIIero
WCIIOJI30BAaHUS TPHU PEIICHUM 3aJad KpPUIITOAHATIN3a, APTYMEHTAIlMM CTOMKOCTH MU CHHTE3a
KPUIITOCUCTEM;

- U3y4YeHME  KOHUEMUUWA  TOCTPOCHHS  CUMMETPUYHBIX U  ACMMMEpPUYHBIX
KpUNITOTpapUUECKUX aITOPUTMOB;

- M3y4YeHHe OCOOEHHOCTEeH TPHMEHEHUS CpPEICTB KpUNTOrpaduueckod 3aluThl
uHbopMaluu.

II. MECTO JUCHUIIJIMHBI B CTPYKTYPE OITIOII BO
VYuebOnas mucoummHa b1.0.10 Mertoasl M CpeACTBa KPUOTOIPAQUUSCKON 3aIUTHI
nH(DOpPMAIIMKU OTHOCUTCS K 00S3aTeIbHOM YacTh MpOorpaMmbl. J[Jis u3ydeHus JaHHON y4eOHOU
TUCIUIUIMHBL  (MOAYJs) HEOOXOAWMBI 3HAHWS, YMEHHUS W HaBbIKH, (QOpMHUpyEMbIC
MPEIIIECTBYIONUMU JTUCITATUTHHAMH :
51.0.40 uckperHas MaTeMaTHKa
51.0.15.01 MaTtemMaTHYEeCKHUIA aHAIN3
51.0.15.02 JIuneiinas aareopa ¥ aHAIUTHIECKAS TEOMETPHUS
[TepeueHs mocieayONUX YIEOHBIX AWCIHILINH, IS KOTOPBHIX HEOOXOJIMMBI 3HAHUS, YMEHUS U
HaBBIKH, (OPMUpPYEMBIC JAaHHON YU4eOHON AUCIUTITHHOM:
b51.0.36 IlporpaMMHO-anmapaTHbIE CPEACTBA 3alIUTHI MHGOPMAIUH
51.0.12 3ammura 1 06padoTka KOHOUIEHIHATLHBIX TOKYMEHTOB
[Tpu MOATOTOBKE CITEIUAIMCTOB TI0 Pa3pabOTKe W AKCIUIyaTaIid COBPEMEHHBIX CPEJICTB
KpUnrorpaduyeckon 3aumThl HHGOPMAIH, HEOOXOAUMO YACIATh 0C000€ BHUMAHHE U3YUCHUIO
COBPEMEHHOTO MaTEMaTHYECKOTO aIapara U METOI0B KpUIITOTpa(uu.




I1l. TPEBOBAHUS K PE3YJBTATAM OCBOEHUSA JTUCHUIIJINHBI
[Ipouiecc ocBoeHUs AUCUUIUIMHBI HampaBieH Ha (OPMUPOBAHHME KOMIIETEHIIMM B

COOTBETCTBHUU C

NudopmannonHasi 0e30IaCHOCTD.

®I'OC BO u OIl BO mno mwnanpaBienuto mnoxaroroBku 10.03.01

IlepedyeHs MuIaHNPYeMBbIX Pe3yJIbTATOB 00y4YeHHS MO0 TUCHHUILINHE, COOTHECEHHBIX C
HHIUKATOPAMH JIOCTUKEHHSI KOMIIeTeH Mt

HNuaukaropsl
Komnerennus . PesynbTaTnl 00y4yeHust
KOMIIeTeHIIU

OIIK-9. Cnoco6en | U1Korko.1. Ucnonsiyer 3HaTh:

MPUMEHSITh CpeacTBa | AJs pelieHus 3ama4y - METOJbI KpUnrorpapuieckon

Kpunrorpaduyeckon U | mpodeccuoHaNbHOM 3alIUThl HH(POPMAIIHH,

TEXHUYECKON 3alUTHI | JESTEIBHOCTH CpencTBa - OCHOBHBIE

uHpOpMAIIUK ISl PENICHUS | KpUNTOrpaguaecKon XapaKTePUCTHKU  COBPEMEHHBIX

3aja4  1podeCCUOHAIBHON | 3alUThl HH(GOPMAaLIUU KPUIITOCUCTEM;

JCATCIILHOCTH, NJIKork9.2. Hcnonszyer - cpencTBa
TUTST peleHus 3aja4 | KpUnrorpapuueckon 3aIUTHI
podecCHOHATLHOM nH(popManuy,

JIESITEIIbHOCTH CpeIcTBa YMmeTs:
TEXHHUYECKOH 3aIUTHI - BbIOMpaTh  CpeICTBa
uH(pOopMalun Kpunrtorpaduueckoi 3aIUTHI
nH(pOpMaLUU 7Sl PEIICHUS 3a]1a9
npodeccroHanbHOI
NeSTEIILHOCTH;
- BBIOMpaTh  CpeicTBa
TEXHUYECKON 3aLLUTHI
nH(pOpMallUK A7 pelIeHus 3a1adu
npodeccrnoHaIbHOM
JeSITEIbHOCTH.
Bnagers:
- METOJaMu TPUMEHEHHUS
TEOPETUYECKUX 3HAHUU 51
MPAKTUYECKUX  HABBIKOB  MpH
OLIEHKE XapaKTePUCTHK

KpUNTOrpaguecKnx CUCTEM;
- HaBBIKAMH TPUMCHCHHS
TUTNOBBIX KPHUNTOrpadhUYECcCKuX Hu

TEXHUYECKUX CPEJICTB  3aIUTHI
nHpopManuu;

- HaBBIKAMU
WCTIOJIb30BaHUS AJIEKTPOHHOU

ITOATIMCH.




IV. COJEP’)KAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0beM QTUCHHIIMHBI COCTABJIACT 3
B TOM 4YHCJIE 3a4YeTHBIX eIMHHUII,
U3 aux 4acoB — MPaKTHYECKasi MOATOTOBKA

®opMa NPOMEKYTOUYHOM aTTeCTALUM:

3auer

3a4eTHBIX eJMHHUII,
YaCcoB Ha YK3aMeH

108 JacoB,

(9K3aMmeH, 3avuem, 3a1em ¢ OYeHKolL)

4.1. Coz[epma}me AUCHUIIVIMHBI, CTPYKTYPUPOBAHHOC 110 TEMaM, C YKa3aHUEM BUA0B y‘leﬁHbIX 3aHSTHI M OTBEIEHHOI0 HA HUX
KOJIN4YeCTBA aKaJeMHUYECCKUX YacoB

Bunpl yueGHO# paboThI,

BKJIIOUAsi CAMOCTOSITEIbHYIO PaboTy 00ydaromuxc,

MPAKTUYCCKYIO IIOATOTOBKY U TPYAOCMKOCTDH

®
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1 2 3 4 5 6 7 8 9 10
1 Pasznen 1. OcHoBBI KpunTorpaduu
2 Tema 1.1. OcHOBHbIE TOHATUS U 3a7a4d YcTHbIM onpoc,
Kpuntorpaduu 6 7 5 4 1 MUCHEMEHHBIN OTPOC
Ha MIPAKTUYECKHUX
3aHITHUIX
3 Tema 1.2. Knaccudpukanms wumdpos, wux 6 |10 4 4 2 VYeTHbIl onpoc,
OCHOBHBIE THUIIBI U CBOICTBA MUCHbMEHHBIN OMPOC




Ha NPAKTHUYCCKUX

3aHITHIX
4 Tema 1.3. O6mas cTpyKTypa KpUIITOCHUCTEMBI, 3amuTa
HaAEKHOCTh M KpUIITOrpauueckas CTOHKOCTb 7 nabopatopHoit
I PPOB. paboThI
5 Paznen 2. Kpuntorpaduueckas — 3amura
nHpOpMalMd HAa OCHOBE CHMMETPHYHBIX
KPUIITOCUCTEM
6 Tema 2.1. OIHOKIIIOYEBEIE METO/IBI VYTl onpoc,
¢ poBaHus, YIEMEHTHI TEOPUH YUCEIL. 7 MUCbMEHHBIA OIIPOC
Ha MPAKTUYECKHUX
3aHIATHUIX
7 Tema 2.2. brio4Hbple ¥ TOTOKOBBIE U PHI. YcrHblii onpoc,
2 MMHUCbMEHHBIN OMPOC
Ha MPaAKTUYECKUX
3aHATHUSIX
8 Tema 2.3, AjropuTMbl U CTaHIAPTHI 3amura
CUMMETPUYHBIX KPUIITOCUCTEM. 10 nabopaTopHOi
paboThI
9 Pazmen 3. Kpunrorpaduueckas  3amuta
uH(pOpMAallUM Ha OCHOBE ACUMMETPUYHBIX
KPUIITOCUCTEM
10 | Tema 3.1. JIByXKJIIOYEBBIE  aJTOPUTMBI YcrHblit onpoc,
U PPOBAHUS U KPUIITOCUCTEMEI. 9 MUCbMEHHBINA OIIPOC
Ha MPAKTUYECKUX
3aHATHUSIX
11 Tema 3.2. CoBpeMeHHbIE TEXHOJIOTHU 3amuTa
mudpoBaHUsL. 7 nabopaTopHOH
paboThI
12 | Tema 3.3. Kpunroananus mudpos. YcTHBIH ompoc,
8 MMHUCbMEHHBIN OIPOC

Ha INPaKTHYCCKUX
3aHATUAX




13

Paznen 4. Kpunrorpagpuueckue MeTOBI
3alIUThI AEKTPOHHOIO JOKYMEHTO000poTa

14

Tema 4.1. Xen-pyHkuuu u 170'¢
KpUNTOTpapuUeCKue MPUI0KEHHS

VeIl onpoc,
MMHUCBbMEHHBIN OIPOC
Ha MPaKTUYECKUX
3aHATHUIX

15

Tema 4.2. DneKTpoHHas MOJINUCH,
OTEYECTBEHHbIEC U 3apyOEKHbIEC CTAHAAPTHI.

3amura
nabopaTOpHOI
paboThl

16

Tema 4.3. CpeactBa kpuntorpapuueckoit
3a1uUThl UHOpPMALUK.

3amura
nabopaTtopHoOit
paboThI

4.2. Ilnan BHeayANTOPHOI CAaMOCTOSITEJIbHON PaGoThl 00Y4AIOUIUXCS 110 TUCHHUIIIHHE

Cemectp

Haszeanue paznena, Temsl

CamocTosTenbHas pabota o0yyarommxcs

Bun camocrositenbHO# paboTh

Cpoxu
BBIMOJTHCHHSI

TpynoemkocTb
(uac.)

Onenovnoe
CpelCTBO

Vuebuo-
METOUYECKOE
obecrieuenue
CaMOCTOSTCIbHOM
paboThI

Tema 1.1. OcHOBHEBIE TTIOHATHUS U 3aa4U
Kpunrtorpaduu

Pabora ¢ yueOHuKOM,
CIIPaBOYHOM JIUTEPATYPOU,
NePBOMCTOUYHUKAMH,
KOHCIIEKTOM

1-ag
HeIes

1

YcTHBIM ompoc,
OHUCBMEHHBIN
OIpocC HA
MPAKTUYECKUX
3aHATHAX

HUctounuku 1-4 u3
OCHOBHOM U 1-3 u3
JOTIOJITHUTEIILHOM
JTUTEPATYPBHL.
CaMoCTOSTeIIHLHBIN
MTOMCK JIUTEPATYPHI
Ha
00pa3oBaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | TapOJII0,
Mpe0CTaBIsIEeMbIM
Hayunoit
oubanorekoit UI'Y




Cemectp

HaszBanue paznena, Tembl

CamocTogTrenbHas pabota o0yyaroumxcs

Bua camocrosiTensHOM paboThI

Cpoknu
BBITIOJTHEHUS

TpynoemMkocTb
(qac.)

One”ounoe
CPEelCTBO

VYuebuo-
METOIUYECKOE
obecrieuenue
CaMOCTOSITCILHOM
paboThI

Tema 1.2. Knaccudukanus mudpos, Ux

OCHOBHBIE THITBI U CBOMCTBA

Pabora ¢ yueObHukom,
CIIPaBOYHOM JIUTEPATYPOU,
HEPBOMCTOUYHUKAMH,
KOHCIIEKTOM

2-as
Henews

2

YcTHBIM ompoc,
MUCHEMEHHBIHN
OIIpoC HA
MPAKTUYECKHUX
3aHATHAX

HUctounuku 1-4 u3
OCHOBHO# 1 1-3 3
JIOTIOJTHUTEIILHOM
JTUTEPATYPHL.
CaMoCTOSTeIIHLHBIN
TTOMCK JINTEPATyPHI
Ha
00pa30BaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | MapOJII0,
MPEAOCTABISIEMbIM
Hayunoit
oubanorekoit UTI'Y

Tema 1.3. O0mas cTpykTypa KpUITOCUCTEMBI,
HaJEKHOCTh U KpUnTorpaduueckas CTOMKOCTh

M dpos.

Pabora ¢ yueOHukKoMm,
CIIPaBOYHOM JIUTEPATYPOU,
NEePBOMCTOUYHUKAMH,
KOHCIIEKTOM

3-as
HeIes

3amura
nabopaTtopHoit
paboThI

HUcrounuku 1-4 u3
OCHOBHO# 1 1-3 3
JOTIOJIHUTEIILHOM
JTUTEPaTypBhI.
CaMoCTOSTEIIHLHBIN
MTOMCK JIUTEPATYPHI
Ha
00pa3oBaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | TapOJIIo,
MPEI0CTaBISIEMBIM
Hayunoit
oubnnorekoit UT'Y




Cemectp

HaszBanue paznena, Tembl

CamocTogTrenbHas pabota o0yyaroumxcs

Bua camocrosiTensHOM paboThI

Cpoknu
BBITIOJTHEHUS

TpynoemMkocTb
(qac.)

One”ounoe
CPEelCTBO

VYuebuo-
METOIUYECKOE
obecrieuenue
CaMOCTOSITCILHOM
paboThI

Tema 2.1. OnHOKIIIOUYEBBIE AITOPUTMBI
U (pPOBaHUs, SIEMEHThI TEOPUU YUCE.

Pabora ¢ yueObHukom,
CIIPaBOYHOM JIUTEPATYPOU,
HEPBOMCTOUYHUKAMH,
KOHCIIEKTOM

5-as
Henews

1

YcTHBIM ompoc,
MUCHEMEHHBIHN
OIIpoC HA
MPAKTUYECKHUX
3aHATHAX

HUctounuku 1-4 u3
OCHOBHO# 1 1-3 3
JIOTIOJTHUTEIILHOM
JTUTEPATYPHL.
CaMoCTOSTeIIHLHBIN
TTOMCK JIUTEPATyPHI
Ha
00pa30BaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | MapOJII0,
MPEAOCTABISIEMbIM
Hayunoit
oubanorekoit UTI'Y

Tema 2.2. bio4Hble ¥ TOTOKOBBIE HIH(PHI.

Pabora ¢ yueOHukKoMm,
CIIPaBOYHOM JIUTEPATYPOU,
NEePBOMCTOUYHUKAMH,
KOHCIIEKTOM

6-as
HeIes

YcTHBIM ompoc,
NHUCBMEHHBIN
OIpoOC HA
MPAKTUYECKUX
3aHATHAX

HUcrounuku 1-4 u3
OCHOBHO# 1 1-3 3
JOTIOJIHUTEIILHOM
JTUTEPaTypBhI.
CaMoCTOSTEIIHLHBIN
MTOMCK JIUTEPATYPHI
Ha
00pa3oBaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | TapOJIIo,
MPEI0CTaBISIEMBIM
Hayunoit
oubnnorekoit UT'Y




Cemectp

HaszBanue paznena, Tembl

CamocTogTrenbHas pabota o0yyaroumxcs

Bua camocrosiTensHOM paboThI

Cpoknu
BBITIOJTHEHUS

TpynoemMkocTb
(qac.)

One”ounoe
CPEelCTBO

VYuebuo-
METOIUYECKOE
obecrieuenue
CaMOCTOSITCILHOM
paboThI

Tema 2.3. AnropuT™sl U CTaHApPTHI
CUMMETPUYHBIX KPUIITOCUCTEM.

Pabora ¢ yueObHukom,
CIIPaBOYHOM JIUTEPATYPOU,
HEPBOMCTOUYHUKAMH,
KOHCIIEKTOM

7-as
Henews

2

3amura
nabopaTtopHoit
paboThI

HUctounuku 1-4 u3
OCHOBHO# 1 1-3 3
JIOTIOJTHUTEIILHOM
JTUTEPATYPHL.
CaMoCTOSTeIIHLHBIN
MTOMCK JIUTEPATyPHI
Ha
00pa30BaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | MapOJII0,
MPEAOCTABISIEMbIM
Hayunoit
oubanorekoit UTI'Y

Tema 3.1. JIByXKiIr04eBBIE QITOPUTMBI
IIM(PPOBaHUS U KPUIITOCUCTEMBI.

Pabora ¢ yueOHukKoMm,
CIIPaBOYHOM JIUTEPATYPOU,
NEePBOMCTOUYHUKAMH,
KOHCIIEKTOM

9-as
HeIes

YcTHBIM ompoc,
NHUCBMEHHBIN
OIpoOC HA
MPAKTUYECKUX
3aHATHAX

HUcrounuku 1-4 u3
OCHOBHO# 1 1-3 3
JOTIOJIHUTEIILHOM
JTUTEPaTypBhI.
CaMoCTOSTEIIHLHBIN
MTOMCK JIUTEPATYPHI
Ha
00pa3oBaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | TapOJIIo,
MPEI0CTaBISIEMBIM
Hayunoit
oubnuorekoit UT'Y




Cemectp

HaszBanue paznena, Tembl

CamocTogTrenbHas pabota o0yyaroumxcs

Bua camocrosiTensHOM paboThI

Cpoknu
BBITIOJTHEHUS

TpynoemMkocTb
(qac.)

One”ounoe
CPEelCTBO

VYuebuo-
METOIUYECKOE
obecrieuenue
CaMOCTOSITCILHOM
paboThI

Tewma 3.2. CoBpeMeHHbIE TEXHOJIOTUU
M pOBaHUS.

Pabora ¢ yueObHukom,
CIIPaBOYHOM JIUTEPATYPOU,
HEPBOMCTOUYHUKAMH,
KOHCIIEKTOM

10-as
Henews

1

3amura
nabopaTtopHoit
paboThI

HUctounuku 1-4 u3
OCHOBHO# 1 1-3 3
JIOTIOJTHUTEIILHOM
JTUTEPATYPHL.
CaMoCTOSTeIIHLHBIN
TTOMCK JINTEPATyPHI
Ha
00pa30BaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | MapOJII0,
MPEAOCTABISIEMbIM
Hayunoit
oubanorekoit UTI'Y

Tewma 3.3. Kpunroananus mugpos.

Pabora ¢ yueOHukKoMm,
CIIPaBOYHOM JIUTEPATYPOU,
NEePBOMCTOUYHUKAMH,
KOHCIIEKTOM

11-ag
HeIes

YcTHBIM ompoc,
NHUCBMEHHBIN
OIpoOC HA
MPAKTUYECKUX
3aHATHAX

HUcrounuku 1-4 u3
OCHOBHO# 1 1-3 3
JOTIOJIHUTEIILHOM
JTUTEPaTypBhI.
CaMoCTOSTEIIHLHBIN
MTOMCK JIUTEPATYPHI
Ha
00pa3oBaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | TapOJIIo,
MPEI0CTaBISIEMBIM
Hayunoit
oubanorekoit UT'Y




Cemectp

HaszBanue paznena, Tembl

CamocTogTrenbHas pabota o0yyaroumxcs

Bua camocrosiTensHOM paboThI

Cpoknu
BBITIOJTHEHUS

TpynoemMkocTb
(qac.)

One”ounoe
CPEelCTBO

VYuebuo-
METOIUYECKOE
obecrieuenue
CaMOCTOSITCILHOM
paboThI

Tema 4.1. Xem-¢pyHKIUN U UX
KpunTorpaguueckue npuioKeHus

Pabora ¢ yueObHukom,
CIIPaBOYHOM JIUTEPATYPOU,
HEPBOMCTOUYHUKAMH,
KOHCIIEKTOM

13-as
Henews

1

YcTHBIM ompoc,
MUCHEMEHHBIHN
OIIpoC HA
MPAKTUYECKHUX
3aHATHAX

HUctounuku 1-4 u3
OCHOBHO# 1 1-3 3
JIOTIOJTHUTEIILHOM
JTUTEPATYPHL.
CaMoCTOSTeIIHLHBIN
TTOMCK JINTEPATyPHI
Ha
00pa30BaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | MapOJII0,
MPEAOCTABISIEMbIM
Hayunoit
oubanorekoit UTI'Y

Tema 4.2. DnexTpoHHas NOJIKCH,

OTE€UYECTBEHHBIE U 3apyOeKHbIE CTaHApPTHI.

Pabora ¢ yueOHUKOM,
CIIPaBOYHOM JIUTEPATYPOU,
NEePBOMCTOUYHUKAMH,
KOHCIIEKTOM

14-aa
HEEIs

3amura
nabopaTtopHoit
paboThI

HUcrounuku 1-4 u3
OCHOBHO# 1 1-3 3
JOTIOJIHUTEIILHOM
JTUTEPaTypBhI.
CaMoCTOSTEIIHLHBIN
MTOMCK JIUTEPATYPHI
Ha
00pa3oBaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY U TapOJII0,
MPEI0CTaBISIEMBIM
Hayunoit
oubnnorekoit UT'Y




Cemectp

HaszBanue paznena, Tembl

CamocTogTrenbHas pabota o0yyaroumxcs

Bua camocrosiTensHOM paboThI

Cpoknu
BBITIOJTHEHUS

TpynoemMkocTb
(qac.)

One”ounoe
CPEelCTBO

VYuebuo-
METOIUYECKOE
obecrieuenue
CaMOCTOSITCILHOM
paboThI

Tema 4.3. CpenctBa kpuntorpapuieckoit
3a1uThl HH(GOPMALIUH.

Pabora ¢ yueObHukom,
CIIPaBOYHOM JIUTEPATYPOU,
HEPBOMCTOUYHUKAMH,
KOHCIIEKTOM

20-as
Henens

3amura
nabopaTtopHoi
paboThI

HUctounuku 1-4 u3
OCHOBHO# 1 1-3 3
JIOTIOJTHUTEIILHOM
JTUTEPATYPHL.
CaMoCTOSTeIIHLHBIN
TTOMCK JINTEPATyPHI
Ha
00pa30BaTeIbHBIX
pecypcax,
JIOCTYITHBIE 110
JIOTUHY | MapOJII0,
MPEAOCTABISIEMbIM
Hayunoit
oubanorekoit UT'Y

OO0t 00beM caMOCTOATEIHLHON PAOOTHI MO AUCIUILTHHE (Yac)

17




4.3. Coaep:xanune y4eOHOro MaTepuaJia

Paznen 1. OcHOBBI kpunrorpadguu

Tema 1.1. OCHOBHBIE IOHATHUS U 33291 KPUOTOTpaduu.

Ucropuueckuit 0630p. OcHOBHBIE 3amadyud M TOHATHs Kpunrtorpadhum. TpeOoBaHus K
KPUIITOCUCTEMAM.

Tema 1.2. Knaccudukanus mmmdpoB, ©X OCHOBHBIC THIIbI U CBOWCTBA.

Iudpsr nepecranoBku. [Indpsr 3aMeHBI.

Tema 1.3. OGmias CTpyKTypa KPUINTOCUCTEMBI, HAJIEKHOCTh M KpUNTorpaduyeckas CTOMKOCTh
uudpos.

[Mpunuuner  noctpoenuss  kpuntocucrem  K.llennona.  Bompockl  MMHUTO3AIIMTEHI.
[TomexoycroitunBocTh mudpoB. OLEHKA KPUIITOCTOWKOCTH PA3IUYHBIX aJITOPUTMOB: MPOCTHIX H
MHOTOMEPHBIX MOJICTAHOBOK, FTAMMHPOBAHUS 10 KITIOYY.

Paznen 2. Kpunrorpapuueckas 3ammra WHGOPMAIMM HAa OCHOBE CHMMETPUYHBIX
KPHUIITOCUCTEM

Tewma 2.1. OAHOKIIOYEBBIC ANTOPUTMEI MIKU(POBAHMUS, YIEMEHThI TEOPUU YHCEI.

[IpyHIMIIBI ~ TOCTpPOEHUS  KPUNTOrpaUUECKUX  alrOpUTMOB. PeXUMbl  BBIIOJHEHHS
CUMMETPUYHBIX KPUNTOAITOPUTMOB. ['eHepaTophl MCEeBAOCTYyYalHbIX MOCIEI0BATEILHOCTEN U UX
CXEMHas pean3anus. DJIEMEHTbl AITOPUTMHUUECKON TEOPHH YUCEIL.

Tema 2.2. Biio4Hble U ITIOTOKOBBIE IMUDPEL.

OcHoBbl mocTpoeHus Onounbix mudpoB. IlotokoBeie mudpsl. KomOuHHpoBaHHOE
umdposanue. Pexxumsl mugposanus. Cers DeiicTens.

Tema 2.3. AATOPUTMBI ¥ CTaHJIAPThI CHMMETPUYHBIX KPUIITOCUCTEM.

Anroput™ DES. Yceunenus DES. Anroputm IDEA. Anroputm AES. Anroputm I'OCT 28147-
89. Poccwuiickuii anroput™ kpunrorpadudeckoro npeodpaszoBanus. HarponanpHeiid cranaapt PO mo
I'OCT 34.13-2018.

Pasmen 3. Kpunrorpaduueckas 3ammra wWHGOPMAMA HAa OCHOBE CHMMETPUYHBIX
KPUIITOCUCTEM

Tema 3.1. JIBYXKJIFOUEBBIC AITOPUTMBI IMU(PPOBAHKS M KPUITOCUCTEMBL.

TpeGoBanwus kK acUMMeTpUYHBIM Kpuntocuctemam. Oomen [uddu-Xennmana. Kpunrocucrema
RSA. Kpunrocucrema Dnp-I"amais.

Tewma 3.2. CoBpeMeHHbIE TEXHOJIOTUU MU (PPOBAHUSL.

KpunrocucteMbl Ha 3JITUNTHYECKAX KPUBBIX. MaTeMaTnueckue OCHOBBI. BBIOOp mapameTpoB
KpUBOM.

Tewma 3.3. Kpunroanamm3 mudpos.

[Moaxonb! k aHANK3Y KpUNTOTpadUIECKUX alIrOpuTMOB. Metoa nepedopa. YacToTHBIN aHAIH3.
KoppensuuonHnslil MeTo aHanu3a MOTOYHBIX MHUQpoB. JInHeHbIH 1 tuddepeHanbHbIil METO b
aHanM3a OJOYHBIX MIU(POB.

Paznen 4. Kpunrorpaduyeckue METObI 3alIUTHI JJIEKTPOHHOTO JOKYMEHTO000pOTA.

Tema 4.1. Xem-QyHKINY ¥ UX KpUOTOrpaduyeckre NpuIoKeHusl.

[lenmocTHOCTh JaHHBIX M AyTEHTH(UKANMS HCTOYHMKA JaHHBIX. OOIUE CBEJACHHS O Xell-
¢bynkiusax. TpeboBanus k xomi-pyukuusam. [ToHsTHe o croiikocth xemi-¢yHKIuU. KirodeBwie u
OeckimoueBbie Xem-GyHkuu. Poccuiickuii crangapt 2018.

Tema 4.2. DneKTpoHHAs NOINUCH, 3apyOEKHBIC U OTEYECTBEHHBIE CTAHIAPTEHIL.

3aaun W Ha3HAYEHUs DJEKTPOHHOW moamucu. Knaccuduxaius >IEeKTPOHHBIX ITOITUCEH.
[Tpumeps! 1dpOBHIX moanucei Ha ocHOBe anropuTMoB RSA, Dnp-T'amans. CtangapTsl noanucu
I'OCT 3410 u DSS. UndpactpykTypa OTKpBITHIX Kirodeil. [IpaBoBoe obecrieueHue 31eKTPOHHON
TOJITHUCH.

Tema 4.3. CpesnctBa kpuntorpaguueckoi 3aiuTl HHPOPMAITUH.

CK3U cepuu Kpunron. CK3U Kpunrollpo CSP. CkpemOeps!.




4.3.1. llepeyeHb cCeMMHAPCKUX, IPAKTHYECKUX 3aHATHII H J1a00pPaTOPHBIX padoT

Ne Ne paznena u HaunmenoBanue TpynoemkocTb Ounenounsie | ®opmupyem
n/ TeMbI CeMHHAPOB, (uac.) cpeacrsa ble
H NPaKTHYeCKUX U | Bcer N3 nux KOMIIeTEeHIH
JIadOpaTOpPHBIX o NpPaKTHYecK "
paﬁOT qaco ast
B nmoaAroToBKka
1 2 3 4 &) 6 7
1 Paznen 1. | I13.1. "
YcTHbIi
OcHoBBI Maremarnueckue oIDOC
Kpurnrorpaduu OCHOBBI poc, OIIK-9
MTUCHbMEHHBI
Tema 1.1. | kpunrorpaduu. 4 H OIDOC Ha N IKorxo9.1.
OcHOBHBIE I13.2. P NJIKorko.2.
MIPAKTUIECK
MOHSITHS M 3a/1a4u | MareMaTudecKkue
WX 3aHITHSIX
Kkpunrorpaduu OCHOBBI IU(POB.
2 Tema 1.2. | I13. 3. YcrHbIi
Knaccudukanus MaremaTuueckue orpoc,
mupos, WX | OCHOBBI MIKU(pOB MHCbMEHHBI OITK-9
OCHOBHBIC THUIBI U | 3aMEHBI. it ompoc Ha
N 4 P UJTKorio.1.
CBOMCTBA I13. 4. MIPAKTHYECK
N /IKork9.2
MaremaTuueckue WX 3aHITHSIX
OCHOBBI LIM(POB
NEePECTAHOBKH.
3 | Tema 1.3. O6mas | JIp. 1. ludpsr 3amuTa
CTPYKTypa 3aMEHBI. nabopatopH
kpuntocuctemel, | JIp. 2. [Hudps oii paboThI OIIK-9
HaJEKHOCTD U | IEPECTAaHOBKH 4 N Korko.1.
KpunTorpaduueck N 1Kork9.2
as CTOMKOCTh
I PPOB.
4 Pasnen 2. | 13 5. DnemeHTHI VYcTHbIi
Kpunrorpaduueck | TeOpuu YuCelL. orpoc,
ast 3amuTa | 13 6. MUCHhMEHHBI
uHpopMaunu Ha | Maremaruyeckue 1 ompoc Ha
OCHOBE OCHOBBI MPAKTHIECK
CUMMETPUYHBIX CUMMETPUYHBIX HX 3aHATUAX OIIK-9
KpUIITOCUCTEM ¢ poB. 4 NKorxo9.1.
Tema 2.1. NJIKormko.2
OnHoKTIOYEBbIE
METOJTbI
mudpoBanus,
AIIEMEHTHI TEOPHUHU
qHCell.
5 | Tema 22,113 7.
biounsie u | Marematuueckue YcTHbIM
MOTOYHbIE OCHOBBI HIH(POB orpoc, OITK-9
QP raMMHUPOBAHUS. MUCHMEHHBI
bp P 4 N WJKorko.1.
113 8. i ompoc Ha
NKorik9.22
Maremaruueckue MPAKTHIECK
OCHOBBI UX 3aHITHSIX
KOMOMHHPOBAHHBI




X mugpoB.

6 | Tema 2.3. [ JIp. 3. Mudps
AnropuT™MbI U | TaMMHPOBAHUS. 3amuTa OIIK-9
CTaHIAPTHI Jp. 4. nabopatopa | MJKormxo.1.
CUMMETPUYHBIX KomOunupoBanu oii paboThI N 1Kork9.2
KPUIITOCHCTEM. ble MIHPPBIL.
7 Paznen 3. | 113 9. YcTHBIH
Kpunrorpadguueck | OnHOCTOpOHHUE orpoc,
ast 3ammTa | GyHKINH. MUCHMEHHBI
uHpopmauuun Ha | [13  10. Ilons 1 onpoc Ha
OCHOBE I'amya. MIPAKTHYECK
aCUMMETPUYHBIX g I/I)lz 3aHATHIX OITK-9
KPHUIITOCUCTEM 1AKoro.1
Tema 3.1. UKo
JIByXKIIFOYEBBIE
aJITOPUTMBI
mudpoBaHus U
KPUITOCUCTEMBI.
8 Tema 3.2. | JIp.5. Sammra OI1K-9
CoBpemeHHbIE AcuMMeTpHYHbIE
N - J'Iau60paTOpH NIKorko.1.
oif paboThI N 1Korx9.2
¢ poBaHusl.
9 Tema 33. |13 11. Amnanu3 YcTHBIH
Kpunroananus KPUNTOCTOMKOCTH orpoc, OITK-9
I QpoB. ¢ poB. MHCEMEHHBI W TKorko..
I13 12. i ompoc Ha
- NJIKork9.2
CpaBHHTEBHBIH MPAKTHYECK
aHaIu3 MU pos. UX 3aHATHIX
10 Paznen 4.1 113 13. Xom-
Kpunrorpaduueck | pyHKuuu.
ne meronsl | I13  14. Cxemsl
3aIIUTHI DIEKTPOHHBIX YcrHbIi
3JIEKTPOHHOTO MOJIUCEN Ha onpoc, OITK-9
JOKYMEHTOOOOPOT | OCHOBE MUCbMEHHBI
a. KpunTorpaduueck 1 ompoc Ha 1AKoro.1
NJIKormk9.2
Tema 4.1. | ux cucrem. MPaKTUYECK
Xem-QpyHKIUU U WX 3aHATHUSIX
ux
KpunTorpaduueck
Ue MPUIIOKEHHS
11 Tema 4.2. 113 15.
DneKTpoHHas CrangapTsl
IIOIIIHNCh, ANEKTPOHHOU 3ammra OI1K-9
OTE€UYECTBEHHbIE MU | MOATMMCH. nabopatopa | MJIKormxo.1.
3apyOe)KHbBIC Jp. 6. oii paboTHI N 1Kork9.2
CTaHAAPTHI. OneKTpOHHbBIE
HOJIIHCH.
12 Tema 43.| 113 16.
CpenctBa [TpuHIUIIBL 3amuTa OIIK-9
KpUNTOrpaguyecK | MOCTPOCHHUS u naboparopr | WHAKormxo.1.
oi 3alUThl | QYHKIIMOHUPOBAH ol paboThI N IKoriko.2
HMH(OpPMAaLIUH. us CPEICTB




KpHUMTOTpaguuecK

o 3aIUTBI
uHpOpMaLUH.

Jp. 7. YcraHOBKa,
HaCTpoOMKa u
JKCILTyaTalus
CK3H1

KpunrolIpo CSP

4.3.2. IlepeyeHb TeM (BONPOCOB), BLIHOCHMbIX HA CAMOCTOSITE/IbHOE U3Y4YeHH e CTYyIeHTAMH B
paMkax camocTosiTesbHoi padoTsl (CPC)

Ne
n/n

Tema

3amanue

dopmupyemast
KOMIIeTEHIUA

UK

1

2

3

4

5

1

Paznen 1. OcHoBBI
kpuntorpapuun  Tema  1.1.
OcHOBHbBIE TIOHATHSA U 3a7a4u
Kpuntorpaduu

IloBropenne  u
yriayOieHHoe
U3y4yeHue
y4eOHOro
MaTepuaia
meknuu, II3 ¢
HCII0JIb30BaHUEM
KOHCIIEKTa
JIEKITUM,
JUTEpaTyphl,
WNHureprer -

pecypcoB

OIIK-9

WJIKornxo.1.
NJIKork9.2

Tema 1.2. Kunaccudukanus
muGpoB, UX OCHOBHBIC THIIBI U
CBOMCTBA

IloBropenne  u
yriayOieHHoe
U3y4yeHue
y4eOHOro
MaTepuaina
mexkmuu, II3 ¢
HCIIOJIb30BaHUEM
KOHCIIEKTa
JIEKITHH,
JUTEpaTyphl,
WNHureprer -

pecypcoB

OIIK-9

N JKorko.1.
NJIKormk9.2

Tema 1.3. O6mast cTpykTypa
KPUITOCUCTEMBI, HAAEKHOCTh
u KpUnTorpaduueckas
CTOMKOCTB HMIU(POB.

IloBropenne u
yIIIyOJICHHOE
U3y4EHUE
y4eOHOro
Marepuaia
nexkmum, II3 ¢
HCII0JIb30BaHUEM
KOHCIIEKTa
JIEKITUM,
JUTEPATYPHI,
HurepHer -

pecypcoB

OIIK-9

NJIKorxo.1.
N 1Komko.2

Pasznen 2. Kpunrorpaduueckas

IloBTopenne  u

OIIK-9

N Korko.1.




uHpoOpMaLMM  Ha
CUMMETPHYHBIX

3ammra
OCHOBE
KPUITOCHCTEM

Tema 2.1. OpHOKIIOYEBEBIE
METO/IbI mmdpoBanus,
AIIEMEHTHI TEOPUU YUCETL.

yri1yOeHHOe
U3y4eHue
y4eOHOro
MaTepuaia
meknmu, II3 ¢
HCIIOJIb30BaHUEM
KOHCTICKTa
JIEKITUM,
JTUTEPATYPHI,
Nurtepuer -

pecypcoB

N 1Komko9.2

Tema  2.2. brnounrle m
MOTOYHBIE MHUPHIL.

[ToBTOpeHne u
yriIyOJieHHOE
U3y4eHue
y4eOHOro
MaTepuasa
aexmuu, II3 ¢
UCIIOJIb30BaHUEM
KOHCTICKTA
JIEKITUM,
JTUTEPaTYPHI,
HNurtepuer -

pecypcoB

OIIK-9

NKorko.1.
N Koriko.2

Tema 2.3. AnroputMel u
CTaHJAPTHI CUMMETPUYHBIX
KPHUIITOCUCTEM.

IloBropenne  u
yrayOieHHoe
U3yyeHHe
y4eOHOTO
marepuana
aexkmuu, II3 ¢
UCIIO0JIb30BaHUEM
KOHCIIEKTa
JIEKITHH,
JUTEPaTypHl,
HNutepner -

pecypcoB

OIIK-9

NKorko.1.
N Koriky.2

Paznen 3. Kpunrorpaduueckas
3amuTa  MHGOpMaluuMuM — Ha
OCHOBE aCUMMETPUYHBIX
KPUIITOCHCTEM

Tema 3.1. JIByxkirodeBble
aTOpUTMBI  H(POBAHUSA U
KPHUITOCUCTEMBI.

IloBropenne  u
yrayOieHHoe
U3y4yeHue
y4eOHOro
MaTepuaia
mexkmuu, II3 ¢
HCIIOJIb30BaHUEM
KOHCIIEKTa
JICKIIMH,
JUTEPaTYPHl,
Nurepuer -

pecypcoB

OIIK-9

N Korko.1.
N JKoriko.2

Tema  3.2. CoBpeMeHHbIE
TEXHOJIOTUH MHU(POBAHHUS.

IloBrOopenne u
yTIIyOJICHHOE
U3yueHHe
y4eOHOT0
MaTepuaa

OIIK-9

NKorko.1.
NJKoriko.2




meknmu, II3 ¢
HCIIOJIb30BaHHEM
KOHCIIEKTa
JIEKITHM,
JTUTEPaTYPHI,
HNurtepuer -

pecypcoB

Tema  3.3.
mudpos.

Kpunroananus

IloBropenne  u
yri1yOJieHHOE
U3yuyeHHe
y4eOHOro
marepuaina
aexkmuu, II3 ¢
UCIIOJIb30BaHUEM
KOHCIIEKTa
JIEKITUM,
JUTEPaTypHl,
Nurtepuer -

pecypcoB

OIIK-9

NKorko.1.
NKoriko.2

10

Pasnen 4.
Kpunrorpadpuueckue meTozsl
3alIUTHI AJIEKTPOHHOI'O
JIOKYMEHTO000pOTaA.

Tema 4.1. Xem-pyHKuuu 1 ux
Kpuntorpaduueckue
HNPUIOKEHUS

IloBropenne  u
yriayOieHHoe
U3y4EHUE
y4eOHOro
MaTepuaia
mexkmuu, II3 ¢
MCIIOJIb30BaHUEM
KOHCIIEKTa
JIEKITHH,
JUTEPaTyphl,
HNutepner -

pecypcoB

OIIK-9

NKorko.1.
N Koriko.2

11

Tema 4.2. OneKTpoHHas
MOJIMUCh, OTEYECTBEHHbIE U
3apyOeKHbIE CTaHIAPTHI.

IloBropenne  u
yrayOieHHoe
U3y4yeHue
y4eOHOro
MaTepuaia
mexkmuu, II3 ¢
HCIIOJIb30BaHUEM
KOHCIIEKTa
JIEKITMH,
JUTEpaTyphl,
WNHureprer -

pecypcoB

OIIK-9

NKorko.1.
N Koriko.2

12

Tema 4.3. Cpenctsa
KpUnTorpaguueckoil  3amuThl
uHpOpMaLUH.

IloBrOopenne u
yTIIyOJICHHOE
U3y4yeHue
y4eOHOT0
MaTepuana
nexkmum, II3 ¢
HCIIOJIb30BAaHUEM
KOHCIIEKTa
JICKITHM,

OIIK-9

NKorko.1.
NJKoriko.2




JIIATEPATYPEL,
HNurtepuer -
pecypcoB

4.4, MeToauuecKkue YKa3aHHUu4 110 OpraHm3anuu CaMOCTOSITEIbLHOI paﬁoTI)I CTYAECHTOB

CamocrosaTenbHass paboTa CTYACHTOB — WHIUBUAyalbHAas YydeOHas JesSTeIbHOCTH,
ocylecTBisieMas 0e3 HEeMOCPECTBEHHOIO0 PYKOBOJICTBA IpenoaaBatess (HAy4HOro pyKOBOAUTENsS
(KOHCYNBTaHTA)), B XO/€, KOTOPOW CTYAEHT aKTUBHO BOCIPHHHUMAET, OCMBICIIMBACT IMOJYYCHHYIO
nH(pOpMalMIO0, pEIIaeT TEeOpeTHUYEeCKHe M MpakTHYecKue 3agaud. B mporecce mnpoBeneHus
caMoCTOsATeNbHOU paboThl (hopmupyercs kommereHus OITK-9.

Ha camocrostensHyto paboTy BBIHOCSTCS CIEAYIONIUE BOMPOCHI IO TEMaM JAUCUUTUIHHBL:

Tema 1.1. OcHoBHbIe MOHATUS U 3aaaun kpunrorpaduu (1 4). [IpopaboTka JIEKIIMOHHOTO
MaTepHaia i MaTepuaia npakTudeckux 3ausatui (1 9).

Tema 1.2. Knmaccudukanus mmppoB, X OCHOBHbIC THIbI U cBoiicTBa (2 u). [IpopaboTka
JIEKIIMOHHOT0 Matepuaia (2 ).

Tema 1.3. OOmas cTpykTypa KpPUNTOCHUCTEMBI, HAA&KHOCTH M KpUNTOrpaduyeckas
croiikocth muppos (1 1). [Ipopaborka nekurornHoro marepuana (1 ).

Tema 2.1. OpHokitoueBbie MeETOABI MHM(POBaHHS, 3JIEMEHTHl Teopuu uucen (1 u).
[TpopaboTKa JIEKIIMOHHOTO MaTepHaia U MaTepraia npakTideckux 3auatuii (1 4).

Tema 2.2. bnounsie 1 norouynsie mudpsl (1 1). [Ipopadortka nekironHoro marepuana (1 9).

Tema 2.3. ANrOpuTMBI U CTaHAAPTHI CHMMETPUYHBIX KpunTocucreM. (2 4). IIpopaboTka
JEKIIMOHHOTO MaTepuaia (2 ).

Tema 3.1. JIByXKiIt04eBbie aaroputmbl mudpoBanus u kpunrocucteMsl (1 g). IIpopaboTka
JIEKIIMOHHOTO MaTepHrajia U MaTepraia NpakTHueckux 3auatuii (1 q).

Tema 3.2. Cospemennsie TexHonoruu mmmdpoBanus (1 u). IIpopaboTka IEKIIMOHHOIO
marepuana (1 ).

Tema 3.3. Kpunroananus mudpos (2 4). [IpopaboTka JIeKIIHOHHOro MaTepraia (2 4).

Tema 4.1. Xem-¢pynkiuu u ux kpunrorpadpuueckue npuiaoxenus (1 q). IIpopaboTka
JIEKIIMOHHOTO MaTepuaia U MaTepuaia npakTudeckux 3ansatui (1 ).

Tema 4.2. DrnekTpoHHas MOJIKCh, OTCYSCTBEHHbIC W 3apyOekHbIe cTaHmapTol (2 u).
[IpopaboTka TeKIIMOHHOTO MaTepualia U MaTepuana MpakTUYeCKUX 3aHATUH (2 u).

Tema 4.3. CpenctBa kpunrorpaduueckoir 3ammthl uHGopMmanuu (2 u). IIpopaboTka
JIEKIIMOHHOTO MaTepuana (2 ).

4.5. [IpumepHasi TeMaTHKA KypPCOBbIX padoT

BrimonHeHne KypcoBbIX paboT He MPEAyCMOTPEHO yUeOHBIM TITAHOM

V. YUEBHO-METOJUYECKOE 1 HTHOOPMAIIMOHHOE OBECIIEYEHUE
JUCHUILINHBI

a) OCHOBHasI INTepaTypa
1. EpmakoBa A. lO. Kpunrorpapuueckue meronsl 3amuThl HHGopManuu: YdeOHO-

METOJHMYECKOe mocoOue. MUPDA - Poccuiickuii TexHonormueckuii ymumsepcurer, 2021, - 172 c.
https://e.lanbook.com/book/176563

2. OunHHHMKOB A. A. Kpunrorpapuueckue MeTOAbl 3alIUThl MHPOpPMALUU: ydeOHOE
nocobue.  Cankrt-IlerepOyprckuif  rocyJapCTBEHHBIM  YHMBEPCUTET  a3pPOKOCMHUYECKOTO
npubdopoctpoenus, 2021, - 133 c. https://e.lanbook.com/book/216491



https://e.lanbook.com/book/269972
https://e.lanbook.com/book/269972
https://e.lanbook.com/book/269972
https://e.lanbook.com/book/292256
https://e.lanbook.com/book/292256
https://e.lanbook.com/book/292256

3. byrakoBa H. I'., ®enopoB H. B. Kpunrorpadguueckue MeToabl U CpeicTBa 3alUThHI
uHpOpMaIUu: YuebHOe nocoodue. 411 Wutepmenus, 2020, - 380 c.
https://e.lanbook.com/book/161347

4. Kammpckas E.H. Kpunrtorpadpuueckuid aHamm3 M METOIBI 3alIUTHl HWHGOPMAIHU:
YuebHoe nmocobue. MUPDA - Poccuiickuii Texnonornueckuii yausepeurer, 2020, - 91 c.

0) 0a3bl JaHHBIX, HTHPOPMALMOHHO-CIIPABOYHbIC H IOMCKOBBIEC CHCTEMbI
1. TTouckossie cuctemsr Google, Yandex.

2. DNEeKTpOHHBIE PECYPCHl NOCTYIIHBIE MO JIOTUHY U MapoJo, mpenoctabiuseMble HayuHoii
ouommmorexon UT'Y.

V1. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCLHUIIJINHBI
6.1. YueoHo-1a60paTopHoe 060py10BaHueE:
UreHue neKUUMH COMPOBOXKIACTCS JAEeMOHCTpauued uHbopMauuud (MyJIbTUMEAUMHBIN
POEKTOp, oducHOEe O0OOpYJOBaHUE Uil OINEPATUBHOIO PA3MHOXKEHHsI WILIIOCTPATUBHOTO U
pa3aaToOYHOro JEKLIMOHHOIO MaTEPUasIoB).

6.2. IIlporpamMmMHoOe ofecrievyeHme:

1. Microsoft PowerPoint
2. Microsoft Windows.

6.3. Texunyeckue U 3J1eKTPOHHbIE CPEACTBA:

B xone ydyeGHOro mporiecca MCHONB3YIOTCS TEXHHUUYECKHE CPE/ICTBA OOYUYEHHS U KOHTPOJIA
3HAHUU CTYJEHTOB (MPE3eHTAlMH, KOHTPOIUPYIOMIUX IPOrpaMM, IEMOHCTPAIIMOHHBIX YCTaHOBOK),
HCIIOJIb30BaHUE KOTOPBIX IIPELYCMOTPEHO METOANYECKON KOHILIETIIUEHN IPENOJaBaHUs

VIil. OBPA3OBATEJ/IBHBIE TEXHOJIOI'A

Ha nexkuusx MCHONB3YIOTCS aKTHUBHBIE METOJbI OOyueHHs (KOMIBIOTEPHBIX CHUMYJIISIHM,
pa30op KOHKpeTHBIX cutTyanmid). [Ipaktudeckue 3ansarus 1, 2, 5, 6, 9, 10, 13, 14 mnpoBoasaTcs B
WHTEPaKTHUBHOH (Qopme.

HaumeHoBaHue TeMm 3aHATHH ¢ yKa3aHueM (pOpM/ MeTO0B/ TEXHOJIOTUH 00yUYeHH S :

Ne Tema 3ansiTUA Bup 3ansitus ®opma / KosaunuecTBo
n/n Mertoabl//TeXHOTOTUN 4acoB
JTUCTaHIIMOHHOTO,
MHTEPAKTUBHOIO
o0yJeHus
1 2 3 4 5
1 Marematnueckue ocHOBBI | [IpakTnyeckoe Hucckycens 2
KpunrTorpaguu. 3aHATHE
2 MaremaTtnueckne ocHOBBI | [IpakTnueckoe Hucckycens 2
I pOB. 3aHATHE
3 DNEeMEHTBI TEOPUH YUCEIL. [IpakTnueckoe Hucckycens 2
3aHsTHE
4 Maremaruueckue OCHOBBI | IIpakTHueckoe Hucckyccus 2
CUMMETPUYHBIX MIH(POB. 3aHsTHE
3 Opnocroponnue pyukuuu. | IIpakTudeckoe Mo3roBoii mrypm 2



https://e.lanbook.com/book/223832

3aHATUC

6 [Tonsa Nanya [IpakTnueckoe Mo3sroBoii wrypm 2
3aHsTHE
7 Xsmr-pyHKIUN. [IpakTuueckoe Mo3sroBoii mtypm 2
3aHsTHE
8 Cxembl 3NeKTpoHHBIX | I[lpakTuueckoe Mo3roBoi mwtypm 2
MOANMCE  HA  OCHOBE 3aHATUE
KpUNTOTpaprUeCKuX
CUCTEM.
HTroro yacos: 16
Vill. OHEHOYHBIE MATEPHUAJIBI JUIAA TEKYIIEI'O KOHTPOJISA U
IMPOMEXYTOYHOM ATTECTAIIUA
Ne Bua konTpoJs KonTpoaupyembie KonTpoaupyembie
TeMbl (pa3aesibl) KOMIIeTeHI un/
HHIMKATOPBI
1 2 3 4
1 Texyuuit KOHTPOJIb Tema 1.1. OcHOBHbIE OIIK-9
HOHATHA W  3aJa4du MJIKorko.1.
Kpuntorpaduu N IKork9.22
2 Texkymuit KOHTPOJIb Tema 1.2. OITK-9
Knaccudukarnus
mupoB, UX OCHOBHBIE M IKors.1.
T NJIKormko.2
THUIIBI M CBOICTBA
3 Texymuit KOHTPOJIb Tema 1.3. O6mas
CTPYKTypa OITK-9
KPHIITOCHCTEMEI, VKoo,
Ha/IEKHOCTD u
N Korko.2
KpunTorpaduueckast
CTOMKOCTB IHU(POB.
4 Texynuit KOHTPOJIb Tema 2.1.
OnHOKITIOUEBBIE OIIK-9
MeTOoJIbl U POBAHHUS, N Korko9.1.
AJIEMEHTBI TEOpUHU N 1Korx9.2
qrCced.
) Texkymui KOHTPOJIb Tema 2.2. biounsle u OIIK-9
MMOTOYHBIE MHQPHI. NJIKorxo.1.
MJIKormko.2
6 Texkyuuit KOHTPOIb Tema 2.3. Anroputmsl
- P " CTaHI;apTH OITK-9
CUMMETPUYHBIX U AKomeo 1.
NJIKorko.2
KPHUIITOCHCTEM.
7 Texyuuit KOHTPOJIb Tema 3.1.
JIByXKITFOUEBbIC OIIK-9
aJITOPUTMBI N IKorko.1.
mmdpoBaHus U N IKork9.2
KPUIITOCUCTEMBI.
Texymuii KOHTPOITb Tem 2.
° o PP CZBgeMeHHLIe ’ OIIK-9
TEXHOJIOTNU /Koo
N Kornko9.2

muGpOBaHUS.




9 Texymuii KOHTPOIIb Tema 3.3. OIIK-9
Kpunroananus NJIKoriko.1.
¢ poB. N IKork9.2

10 | Tekymuii KOHTPOJIb é;;ﬁiuml‘t.l. : XeI:IJX OITK-9
Kpuntorpaduueckue N/Komo.1.

N Korko.2
TIPUIIOKCHHUS
11 | Tekymuit KOHTPOJIb Tema 4.2.
KTPOHHAS
e
> NJIKorxo.1.
OTEYECTBEHHBIE u
N /IKork9.2
3apyOeKHbIE
CTaHIAPTHI.
12 | Tekymuii KOHTPOJIb Tema 4.3. Cpencrtsa OIIK-9
KpunTorpaduueckoit N Korxo.1.
3aIUTHl THGOPMAITUH. M JIKormko.2
13 | Tekymuii KOHTpONb — KOHTpodbHas | Pasmensr 1-4 OIIK-9
pabota N IKork9.1.
MJIKormko.2

14 | [IpoMexxyTOUHBII KOHTPOJIb - 3a4eT Paznenst 1-4 OIIK-9
NJIKorxo.1.
N /Kork9.2

8.1. Ouenounbie matepuajnl (OM)

8.1.1. Ouenounvie mamepuansl 0141 6X00H020 KOHMPOJIA
He npemycMoTpeHo

8.1.2 Ouenounvie mamepuanvt meKyuie2o KOHmMpOos

Tekynmii KOHTPOJIb peau3yeTcs B BHJIe MUCbMEHHOTO TeKymero koutpois Ha [131-11316.
Texymmii KOHTPOJIb HAmpaBieH Ha BbIsABICHHE chopmupoBaHHOCTH KomreTeHuuun OITK-9. [lns
peanu3aiyy TeKyIero KOHTPOJIS UCIIONIb3YyeTcsl 0allIbHO-PEHTHHIOBAsI CUCTEMa OILEHKH, IPUHSTAS
B YHUBEPCUTETE.

YcBOEHHE CTYJIEHTOM HM3ydyaeMOHW IHCHUILIMHBI MaKCUMaibHO oreHuBaeTcs 100 Gaymamu.
MakcumanbHOE€ KOJIMYECTBO OaJIOB 3a TEKYIIyl0 paboTy B ceMecTpe orpaHuuuBaercs 60-1o
OammaMu, Ha OIEHKY »JK3aMeHa MakCcUMalbHO mnpeaycMorpeHo 30 OamioB. Bo3MokHBI
«rpemuanbabie» Oamnsl (0T 0 1o 10), KOTOpble MOTYT OBITH JOOABJIEHBI CTYACHTY 332 aKTUBHBIE
(hopMBbI pabOThI, BEICOKOE KaYECTBO BHITIOJHEHHBIX MPAKTUYECKUX PabOT U T.1.

3a mocenieHne 0THOTO BUa 3aHATHS jgaercs 1.1 6amna (23 3anstus (JIHTI3+JIP) * 1.13 6amn
= 25.99 Ganna), MaKkCUMaJIbHOE KOJMYECTBO OayIOB 3a MUCbMEHHBIH KOHTposb Ha JIP u [13 — 2.1
6amna (10 3aasaruit (JIP+I13)*2.1 6amn = 21 6amn).

[TapaMeTphl OLIEHOYHOTO CPECTBA JJIsl MMCbMEHHOT0 TeKymiero KontpoJs Ha I131-11316.

Ornenka / 0aibl
Kpurepuu
OLEHKI OTau4HO Xopouio Y noners. Heynogi.
2.1 Gaia. 1.4 Gamna 0.7 oaia. 0 cayutoB
ITonHOCTRIO M ITonHocTEIO He noaxHoCTBIO 3amganue He
KOPPEKTHO BBIMIOJHEHBI BCE | BBHIITOJHEHDI BBIMTOJHEHBI WITH
Brmonaenue
— BBITIOJIHEHBI BCE 3aIaHusl, 3aIaHusl, 3aJaHne
3aIaHus. JIOTIYIICHBI OJJHA | TOMYUICHBI OJTHA — | BHITIOJHEHO HE
— IIBE OLINOKM. JIBE OLINOKU. [IOJIHOCTBIO U




noryiieHo oomnee 3-
X OIOOK.

I13.1. MaremaTHuecKue OCHOBBI KPUIITOTpa(HH.

[13.2. MaremaTu4eckie OCHOBBI KU (POB.

[13. 3. MaremaTnuecke OCHOBBI IIKH(POB 3aMEHBI.

I13. 4. MaremaTtudeckre OCHOBBI IIH(POB NEPECTAHOBKHU.

[13 5. DnemeHTHI TEOPUN YHCET.

I13 6. MaremaTtnueckre OCHOBBI CUMMETPUYHBIX MH(PPOB.

[13 7. MaremaTiueckue OCHOBBI IIM(PPOB raMMHPOBAHUSI.

[13 8. MaremaTuueckue OCHOBbI KOMOMHUPOBAHHBIX MIU(POB.

I13 9. OnHOCTOpOHHUE QYHKITUH.
113 10. ITonsa lanya.
I13 11. AHanu3 KPUITOCTOMKOCTH MIH(POB.

I13 12. CpaBHHTENBHBIN aHATU3 ITUGPOB.

13 13. Xomr-¢yHKImm.

I13 14. CxeMblI 3JIeKTPOHHBIX MOAMKCEH HA OCHOBE KPUNITOTPAPUIECKUX CHCTEM.

[13 15. CrangapThl 3J€KTPOHHOM MOAKCH.
I13 16. IIpuHuMOBl MOCTPOEHUs M (YHKLUHMOHHUPOBAHUS CPEACTB KpUNTOrpadUuecKoil 3alluThl
uHpOpMaInH.

I13. 3

113. 4

II3. 5

I13.6

I13.7

Bompocs! ist THCEMEHHOTO TEKYIIEro KOHTPOJISI IPUBEIECHBI HUXKE:
Haiitu unciio X, yaoBiaeTBopsomiee ypaBuenuo 3* = 5(modp),
rnep—1=2-3-101-103 -1072.

VYnpomennsiit Bapuant: p—1=2-3-101, wm p—1=2-3- 11.

Hcronb3yst aroput™ DBKITHIa U 000OMICHHBIH alNropuT™ DBKIINA, BEIYUCIUTh
HaunOoJbpIMe 00Iue aenutenu d a1 cieayroriel mapsl yrcen (M,N), 1aTh MPEICTaBICHHE
suja d=mk+nl: (153, 648),(83, 597),(113, 481),(39, 379),(123, 48),(429, 376), (1526,
748),(439, 817),(356, 499),(15439, 379),(1983, 13675).

Onpenenuts kioun muppa Llesaps, ecian U3BECTHBI CIEAYIOLME HAPbl OTKPBITHIA TEKCT —
nmdpotekct: a) AIIEJIbCUH-CALBHBIIIO 6) ABPUKOC - BIBJI'EUM.

3ammdpyem, HarpumMep, YKa3aHHbIM crocobomM bpazy:
IMPUMEPMAPIHIPYTHOUITEPECTAHOJIBKH ncnonb3ys npsiMOyrojibHUK pazmepa 4X7:
I1 P 14 M E P M
H T Y P I1 P A
0O 4] I1 E P E C
14 K B O H A T

YMHOXKBTE CpaBHCHHA U OIIPCACIINTE KIIACC BbIYCTOB, coz[epx(amnﬁ pe3yJbTar:
a) —4 = 10(mod7), 34 = 6(mod7); 6) — 3 = 23(mod13), 14 = 79(mod13).

BemonauTe mepseiit muka anroputma mudpoBanus [OCT 28147-89 B pexxume mpocToid
3aMeHbl. [[s momydenust 64 OUT UCXOTHOTO TEKCTa UCHONB3YHTE 8 MEpBBIX OYKB U3 CBOMX
nanubix: @amunuu Umenn Otuectsa. [{ns momydeHus kioda (256 OUT) UCTIONB3YIOT TEKCT,
cocrosimumii u3 32 6ykB. [IepBblil MOAKIIOY COAEPIKUT TIEPBBIC 4 OYKBHI.

[lyctb otkpbITOoE coobuienne (M ={mi}) B aBouuyHoil ¢opme umeer Bua: M = 10101100.
Cuutaem, uro BbiOpaH cummeTpuuHbiid kimou K1 = K2 = K = 1010. Ucnone3yercs camas



¢=m @K

npocTas oneparus 3amudpoBaHus: > rae ci — i-it 6iok 3ammdpoBaHus; mi — -5t

4acTh COOOIIEHUS.

IIs. 8 Onwumure mudp B 001IEM BHIE, TPOHYMEPOBaB OYKBHI pyccKoro andasuTa ynciaamu ot 0 10
31 (uckmouuB OykBy E) mo npaBmity mmdpoBaHus 3alMIIETCS CISIYIOUMM o0pa3zoM: € = (M
+ k) mod 32, rme m u ¢ — HOMepa OYKB COOTBETCTBEHHO COOOIEHHS M IUPPOTEKCTa, a k
— HEKOTOPOE LeJI0e YUCII0, Ha3bIBaeMOE KIF0UOM Hindpa

I1s.9  Kaxumu cBoiicTBamu 10/KHA 00s1a1aTh OJHOCTOPOHHSAS (DYHKLIHSL.

5. 10 Hcnomesys nomuuom f(X)=x3+x+1(nenpusomumerii), deg(f(x))=3, Torma ero moxkHO
HICTIONB30BATh ISl TIOCTPOeHHus pacimupernoro nois GF(2°)=GF(8).

IIs. 11 Kaxue monymenus o BO3MOKHOCTAX KPHITOAHAIMTHKA JEJIaeT KpUNTOrpad NpH aHauius3e
CTOMKOCTHU CUCTEMBI mu(poBanus?

I1s. 12 1. CrenepupyiiTe OTKPHITBIA M 3aKpBITBIA KII04M B anroputme mudposanus RSA, BeiOpas
NPOCThIE YHCIa P ¥ ( U3 MEPBOU COTHH. 3amupyiTe cOOOLICHHE, COCTOSIIEEe U3 BaIUX
naunuainos: GUO.

2. Ucnonb3ys xeu-oopa3 cBoeir @aMuINK, BHIYUCIUTE IEKTPOHHYIO LHU(DPOBYIO MOANUCH
no cxeme RSA. Ilycts xem-obpa3z @amunuu paBeH 233, a 3aKpbIThIi K10y anroputma RSA
paBeH (25, 247).

y y H, =(H,_,+M,) modn

I1s. 13 Haiinnte xem—o6pa3 cBoeil DaMuiny, UCTIONb3Yys XEMI—QYHKIHIO ' -1 ! ,
r7ie n = pq, p, q — 3aJaHbL.

IIs. 14 Yro takoe DOII? Kakue cxemsl OII Bam u3BecTHBI? JlokaxuTe KOppeKTHOCTH OII B cxemax
RSA u Dnp-T"amans.

II3. 15 IIpuBenure crangaptel OII ¥ cpaBHHUTE X XapPAKTEPUCTUKH.

IIs. 16 IlpuHIMIEI OCTpoeHNs N (PYHKIMOHUPOBAHUS COBPEMEHHBIX CPEICTB KPUNTOrpaduuecKon
3alIUThl HH(OPMAIIMK U CPAaBHUTE UX XaPaKTEPUCTUKH.

[TapaMeTphl OLIEHOUHOTO CPEICTBA JJIsi MMCbMEHHOT0 TeKyiero KontpoJs Ha I131-11316.
Orenka / 0asuibl
Kpurepun
OLEHKH OtimuHO/ Xoporo/ YnoBnets. / Heynosmn. /
2.1 Gamna. 1.4 Gamia 0.7 6amnna. 0 GamyoB
3anaHue He
[TonHoCTHIO He nonHocThi0 BBITIOJTHEHBI WIIH
[TonHOCTBIO M
BBITIOJTHEHBI BCE | BBIIIOJHEHBI 3a/laHue
Brimonnenue KOPPEKTHO
— BEIIOMHeHE Boe | SAAAHAT, 3a/laHus, BBITIOJTHEHO HE
S JIOTIYIIEHbI OJJHA | TOMYLIEHBI OJTHA — | MOJHOCTHIO U
— IIBE OLIMOKH. JIBE OIIINOKHU. JomnyiieHo oonee 3-
X OHIHOOK.

8.1.3 Ouenounvie mamepuanst 011 RPOMENHCYMOUHOU AMMeECMAUUU

HpOMe)Ky'TO‘lHaSI arrecTalusa MMpoBOJUTCA B (I)opMe 3a4cTa. d)opMa MMPOBCACHUA 3a4CTa —

YCTHBI 1O OwuieraM WIM MUCbMEHHBIH 10 Owieram. 3adeTbl MPOBOJATCS BO  BpeMs
JK3aMEHALIMOHHBIX CECCUH B COOTBETCTBUHU C PACIIUCAHUEM.

OK3aMEHAIMOHHBIM OWJIET COCTOMT M3 JBYX TEOPETUYECKHUX BOIPOCOB M OIHOIO

MMPaKTUYCCKOIO. 3K33MCH3HI/IOHHLIG 3aJaHusA (6I/IJ'ICTBI) I IprueMa 35K3aMCHOB BBITIOJIHCHBL



MHOTOBapUaHTHBIMH, 4TOOBI MCKIIIOYHTH BO3MOXKHOCTH CITUCHIBaHWS U OOMeHa HH(pOpMauuei B
X071e PK3aMeHa. Bormpocs! st caMOCTOATENFHOM OATOTOBKH CTYZICHTOB K 3K3aMEHY IPHUBEICHBI B
MIPWIOXKEHUH 1.

CtyzmeHT momyckaeTcsl K 9K3aMEeHy B TOM CIIydae, €CIi B TEYEHHE CEMECTpa 3a TEKYILYIO
paboty Habpano 40 6amioB u 6osnee. B mpoTuBHOM ciydae BeIcTaBisieTcsi ) CECCHOHHBIX OallIOB.
Bo Bpems sk3ameHa cTyneHT MoxeT HaOpath 1o 30 GamtoB. Ecnm Ha sK3aMeHe OTBET CTyAEHTA
oueHuBaercs MeHee 4em 10-r0 OamnamMu, TO 3K3aMEH CUMTAETCS HE CJAaHHBIM, CTYJIEHTY
BhIcTaBIsieTcs: 0 0AJIOB, @ B BEZIOMOCTD BBICTABIISICTCS OLIEHKA «HEYOBIETBOPUTEIILHO.

Ecnu nHa sx3amene ctyneHt Habupaet 10 u Oonee 6ansioB, TO OHU MPHOABISIOTCA K CyMMeE
0ayIoB 3a TeKyIIylo paboTy M MEpeBOIATCSA B aKaJeMHUYECKYI0 OICHKY, KOTopas (ukcupyercs B
BEJIOMOCTH U 3aYETHOM KHMKKE CTY/ICHTOB.

AxkazeMHuyecKkas oleHKa
«YJIOBJICTBOPUTEIHLHOY
«XOPOIIOY»
«OTJIMIHOY

WTOroBslii ceMeCTPOBBII PEUTHHT
60-70 GansoB
71-85 OamioB
86-100 6amioB

[IpenogaBaTenb UMeEET MPABO BHICTABUTH IK3aAMEHALIMOHHYIO OIIEHKY (C COTJIacus CTYy/ICHTA)
0e3 Ipoleyphl CIavu dK3aMEHa, €CJIM cyMMa 0alijioB, HAOpaHHAs CTYJECHTOM 3a TEKYIyIO padoTy
coctaBut 70 G6amnoB. B 3ToM ciiydae k HAOpaHHOMY CTYAEHTOM KOJIMYECTBY OAJIJIOB 32 TEKYIIYIO

pabotry aBToMartuuecku jgoOaBisiercs 20 Oa/uiIoB U BBICTABISICTCS  COOTBETCTBYIOIIAs
aKaJeMHuIecKasi OleHKa.
Ouenka
Kpurepun
OTINYHO Xopomio VY noBners. Heynosners.
OTMmeueHbI
He 3naer
3HaHMe MaTepuana | mpoOebl B
Bcecroponnue OCHOBHOE
B IIpeJienax YCBOEHUU
3HaHue IyOOKHE 3HAHUS coJiepKaHue
MPOrPaMMBbI MIPOrPaMMHOTO
(10 -11 6aa10B) mucturnae (0-
(7 -9 6annoB) marepuaa
3 6asu1a)
(4 -6 6aa10B)
[Tonnmaer
CyxnaeHus
MaTepuan,
IMTonxoe S —— MMOBEPXHOCTHBI, C tpynom
MOHUMAaHUE p coziepxar dbopmynupyer
MIPUMEPBI, HO
Marepuaa, OmMOKH, CBOHU MBICIIH, HE
MPUBOIUT HCTIRITBIBACT MIPUMEPHI HE MIPUBOIUT
p 3aTpyIHEHUS C pHMED p
[Tornmanwue TIPUMEPBI, TIPUBOTUT, MIPUMEPHI, HE
BBIBOJIaMH, OJTHAKO
JOTIOTHUTEIbHBIC OTBETHI Ha JlaeT OTBETA Ha
JIOCTaTOYHO MOJIHO
BOIPOCHI HE JIOTIOJTHUTEILHBIC | JOTIOTHUTEIIbHBI
OTBEYaeT Ha
tpedytotes (8 -10 BOIIPOCHI e Borpocsl (0-3
JIOTIOTHUTEIIbHBIE
0aJ1J10B) HeyBepeHnsie (4 - | 0ajia)
Bompocsr (6 -8
6 0ans10B)
0aJ1J10B)
[aer emkue Homyckaer 3aTpynHsaercs B
ompeaeneHus HETOYHOCTH B [Tytaer moHsiTus, | ompeaeneHUn
OCHOBHBIX OTpeIeTICHUN penko OCHOBHBIX
IIpumenenue MIOHATUH, MOHATHUM, HE B HCIIOJIb3YET TOHATUHI
npod. KOPPEKTHO MIOJIHOM 00beMe MpoQEeCCUOHANIBH | TUCIMIUIAHEI,
TEPMHUHOJIOTHH | HCIONb3YET UCIIONIB3YeT VIO HEKOPPEKTHO
npoeCcCHOHANBHY | TPOPECCHOHATBHY | TEPMHHOJIOTHIO HCIIOJIb3YET
10 10 TepmMuHoioruio | (1-2 6ana) npodeccroHanb
tepmuHojoruio(3- | (2-3 6aia) HYIO




5 6an0B) TEPMUHOJIOTHIO
(0-2 6an1a)
Coo6momaet HOpMBbI | CobiroaeT
Homyckaer
JUTEPATyPHOTO HOPMBI
CoOmronenune MHOXecTBeHHbIe | KocHOsS3bIYHAS
SI3BIKA, JTUTEPATYPHOTO
HOpM pedeBbIe OMIUOKU | pPeUb MCKAXKAET
npeobnagaer S3bIKA, TOMYCKaeT
JUTEPATYPHOT M MIPH U3JI0)KCHUH CMBICJI OTBETa
HAYYHBIA CTHITH CIMHUYHBIC
0 sI3BIKA matepuaia (1-2 (0-1 6amn)
uznoxenus (3-4 omnoku (2- 3
o0aJsL)
0aJiia) 0aJs1a)

6)?

JeMOHCTPALMOHHBIH BAPHAHT KOHTPOJIbHOMH PadoThI

1. Kakas mapa gucen cpaBauMa o mod7 u He cpaBHuMa 1o modS: (42,47), (-2,12), (19,

2. Cnoxure CpaBHEHHS U OMPEEIIUTE KJIACC BEIUETOB, COJCPIKAIIIHA PE3yIbTaT:

a) — 9= 12(mod7), 17 = 3(mod7);
0) —5=12(modl17), 17 = 85(mod17).

3. Kakue mapsl yncen (N,e) MOXKHO MCIOJB30BaTh sl IOCTpOEHUs1 cucTeMbl RSA: a) n =

473,e=289;0)n=13589, e =3377; B) N =38989, e =4601?

[Tpu nonmyctumoM Habope ompeaesnTe 3aKphIThIi Kty d, 3ammudpyiite coodmenue x = 128

U 3aTeM pacluppyiTe KpUIITOTpamMmy.

4. Jlokaxkute, 4To ecau X + k = y(mod 2), To y + k = x(mod 2)..

5. B anropurme RSA uzBectHo, uto n = p-q =11102239, ¢(n) =11095560. Paznoxxkure n Ha

MHOXKHUTCIIN.

OneHoYHBIE CPeICTBA /ISl TEKYLIero KOHTPoJIsA B oopMe TeCTHPOBAHUS

TecToBble BOIIPOCHI IS MPOBEPKU CPOPMUPOBAHHOCTH KOMIIETEHIIUU

OIIK-9. CrtocoOHOCTh MPUMEHATH COOTBETCTBYIOMIMN MaTEMAaTUYECKHA armapart /Ui peeHus

npo¢eCcCHOHATBHBIX 3a]1a4.

1. VkaxuTte IByXKIIOYEBYIO KPUIITOCUCTEMY:
A) DES

b) RSA

B) 'OCT 28147-89

2. HazoBuTe 3aK0H 00 DIEKTPOHHON TOIITUCHU?
A) ©3-16
b) ®3-63
B) ®3-32

3. Ilpu npuMeHeHUN HECUMMETPUYHON KPUIITOCUCTEMBI, HCIIOIb3YETCS:
A) CEeKpeTHBIN K04

B) oTkpbITHIN KITIOY

B) cHauana OTKpBITHI, a 3aT€M CEKPETHBIN K04

4. Pazmep xa11-o6pasa no poccuiickomy cranaapty (I'OCT-2012) pasen:

A) 256 6ut nnm 512 6ur
b) 320 6ut wim 160 6ut
B) 160 6ut




5. JIByxkiroueBasi KpUIITOCUCTEMA 110 CPABHEHUIO C OJHOKIIOUEBOM MMeeT 0oJiee BBICOKYIO
MIPOU3BOIUTENILHOCTD NMPH MHU(POBAHUM JaHHBIX:

A) 1A

b) HET

B) OIMHAKOBYVYIO

6. CoBpeMeHHBbII IPOTOKOJI IK(PPOBaHUA JAHHBIX 0a3UpyeTCsl HA COBMECTHOM IPUMEHEHUHU
KaK CUMMETPUYHOU KPUIITOCUCTEMBI TaK U HECUMMETPUYHOM:

A) 1A

b) HET

B) TOJIbKO CUMMETPUYHOU

7. Xom-GyHKIus — Kpunrorpaduueckoe rnpeodpazoBanre HHPOPMAIIHH, IEPEBOIAIICE . ...
A) U3 TaHHBIX (PUKCUPOBAHHOH JUTMHBI B HEKOTOPOE 3HAYCHUE TIPOU3BOIBHOM JTMHBL,

B) cTtpoky OMTOB MPOU3BOJILHOM AJTUHBI B CTPOKY OUTOB (PMKCHPOBAHHOM JITHHBI,

B) u3 naHHbIX IPOU3BOJIBHON JUIMHBI HEKOTOPOE 3HAYEHHE ITPOU3BOJIBHON JUIMHBI.

8. J11st mpoBepKH LETOCTHOCTH WH(POPMAIIUU UCTIONb3YETCS:
A) anbda-hyHKIus

b) 6era-pynkius

B) xomr-pynkus

9. Pa3mep JII no poccuiickomy cranaapty (I'OCT-2012) paBen:
A) 256 our 320 6uT

b) 512 6ut nnu 1024 6ur

B) 320 our

10. Tlporpammubie uW (WJIM) amIapaTHBIE CPEJCTBA, HCIOJb3yeMbIe JUIS peaTH3aIluu
(GYyHKIMH yIOCTOBEPSIONIETO IIEHTpa 3TO?

A) cpencTBa 3anMCH U YTCHUS;

b) cpeacTBa MOAyISILIMU U IETEKTUPOBAHMUS,

B) cpencTtBa yaocToBepstoniero neHTpa

11. Kak Ha3pIBaeTCs «MCTOPHUECKUI» MNP, B KOTOPOM Kaxaast O0yKBa UCXOJAHOIO TEKCTa
3aMeHsIach OyKBOM, CTOsIIEH HAa HEKOTOpoe (PUKCUPOBAHHOE YHCIIO MECT Jaiblie B ajdaBure?
A) mudp Lezaps;

b) mudp Conomona.

B) nmdp Xeormca.

12. TlpuknaaHas Hayka 0 METOJax M crocobax mpeoOpa3oBaHus HHPOPMAITUH C METbI0 e
3aIUThI OT HE3aKOHHBIX MOJIb30BaTENeH — 3TO

A) KpUNITO3alINTa;

b) xpunrorpadus

B) kpuntoBcTaBka.

13. VYHuKambHas TIOCIEIOBAaTEIFHOCTh CHMBOJIOB, TIpEJAHAa3HAYCHHAs ISl CO3JaHHS
AEKTPOHHOMN MOJIUCH 3TO?

A) KITI0Y AJIEKTPOHHOMN TTOTTHCH

b) cepruduxar

B) cunxpomnpeamOyira.



14. Xsm-pyHKuus He MIPUMEHSIETCS:

A) miis ynanenusi ”HGOpMaIiim.

b) nns 3amuTel napois;

B) npu KOHTpOJIE IETOCTHOCTH JaHHBIX;

15. JIByxkiroueBasi KPUIITOCHCTEMa MPUMEHSETCS B CIEAYIOUIMX cllydasx (yKaKHTe BcCe
MIPaBWIbHEBIC BAPUAHTHI OTBETOB):
A) miis mudpoBaHUs HEOOJIBIINUX IO 00BEMY JTAHHBIX;
b) npu co3ganuu 351eKTpOHHOMN NMOAIUCH;
B) B 3agavax ayreHTHGUKAIIMT; T

16. YUro Ha3bpIBaeTCsI UMUTOBCTaBKOM?:

A) crienanbHbI HA0OpP CMMBOJIOB, KOTOPBIN 100aBIsIETCS K COOOLICHUIO U MpeIHA3HAYCH
U1 00ECTIeYeHUs ero LEeJIOCTHOCTH U ayTeHTU(UKALIUN UCTOYHHUKA JaHHBIX;

b) nHaGop cuMBOIIOB, B KOTOPOM JIJIs ITU(POBAHUS JAHHBIX HCIIOIB3YETCS TAMMUPOBAHHE;

B) mu¢p, B koTropoM mpouenypa mudpoBaHus 3aKIH0YAETCs B MEPECTAHOBKAX 3JIEMEHTOB
HCXOJHOI0 TEKCTA WIN UX PYII, CAMU JIEMEHTHI IIPH 3TOM OCTAIOTCSl HEU3MEHHBIMU;

17. Mudp Lle3aps — sto

a) aCUMMETPHUYHBIN P

0) mm¢p GurpamMmamu

B) mu(p 3aMEHBI CO CIIBUTOM

18. Kakoii anroputM He UCHOJIB3YETCs IPH CUMMETPUYHOM IIH(DPOBAHUH:
A) moTouHoe MUQPPOBAHKE;

b) mobutoBoe mudpoBanue;

B) anroputm Onb-I"amanns.

19. Yto MokeT yKa3bIBaTh Ha U3MEHEHUE COOOIIECHHS?
a) VI3MeHWIICSt OTKPBITHIN KITFOY

0) M3MeHuIuch gaimkect cooOmeHus

B) M3MeHumIcs 3aKphITHIM KITtOY

20. KakoBa janmuna 6110ka anroputma mudposanus DES:
A) 64 bura;

b) 56 6ur;

B) 5 Gaiir.

21. CKOJBKO BCEro IMKJIOB BBITIOIHIETCS onepanus 3amuppoBeiBanus B anroputme DES:
A) 10;
b) 20;
B) 16;

22.Yto B IEpeBOJIC ¢ TPEUECKOro sI3bIKa 03HAYAET CIOBO «KpUTITOTpadusi»?
A) TaiiHonuCh
b) Mmonynsmms.
B) nerextupoBanue

23. Kakoii pazMep KJt04a B 0T€4€CTBEHHOM CTaHAAPTE CUMMETPHUYHOTO MHU(POBAHUS:
A) 530wuT;

b) 125 6ur;

B) 256 6wur.



24. Yto 13 IepeUrCICHHOT0 HIKE OTIMCHIBACT pa3sHUILy Mex 1y anroputMamu DES u RSA?
a) DES — ato anroputMm kogupoBanus, a RSA — anroputm nekoaupoBaHus

0) DES — »To anroputw™m 3amucu, a RSA — anroputm uteHusl.

B) DES — 310 cummeTpruHblil anroput™, a RSA — acuMMeTpu4HbIN allropuTM

25. Kakoe 13 3TuX yTBEP)KICHUHN SBIISIETCSI BEPHBIM:

A)y S-610k0B 'OCT 4-0uTOBBIC BXOJIBI U 8-OUTOBBIE BBIXO/IBI,
b) y S-6;mokoB 'OCT 4-6urtoBbie BXOIbI U 4-OUTOBBIE BBIXOIBI;
B) y S-65oxoB I'OCT 8-6utoBbI€ BXO1bI M 4-OUTOBBIC BHIXO/IBI;

26. Vcnonb3yercds M B OTEYECTBEHHOM CTaHJApTE€ CUMMETPUYHOrO MIM(ppPOBaHUS
rpolieiypa reHepanuu noaKkiIodeit u3 kiouei, kak B DES:

A) na, HO 3Ta npoleaypa CPaBHUTEIHHO MPOCTA;

b) He ucnons3yercs;

B) ucnonp3yercs aHanoru4Has 1o clo>KHOCTH MPoLEaypa.

27. B oTeuecTBEHHOM CTaHJapTe CUMMETPUYHOTO MU(PPOBAHUS IPUMEHSAETCS MOJICTAHOBKA,
OCHOBaHHAs Ha MpUMEHEHHH S-070k0B. CKOIBKO TakuxX 0110K0B ucnoib3yercs B [OCT:

A)S;

b) 12;

B) 14;

28. YHUKaJIbHAs I0CJIE0BAaTEIbHOCTh CHMBOJIOB, OJHO3HAYHO CBSI3aHHAs C KIKOYOM
JJIEKTPOHHOW IOANMCHU W IPEJHA3HAYCHHAs JUIS MPOBEPKH IOUIMHHOCTH 3JIEKTPOHHOW MOAIMCH
9T10?

A) MCXOJHBIHN TEKCT;

b) k04 npoBepKH 37EKTPOHHOM MOANNCH

B) OTKpBITBIN TEKCT.

29. BribepuTe npaBUIIbHOE YTBEPXKICHHE:

A) B DES HeT GuTOBBIX IIepecTaHOBOK MK (pPyeMoro O0Ka.

b) B oTeyecTBEHHOM cTaHAapTe CUMMETPUYHOTO HIHM(PPOBAHUS HET HaYaJIbHOW U KOHEYHOMN
OMTOBBIX EPECTAHOBOK MIM(pPYyeMOro 0J10Ka, TaK KaK OHU HE BIMSIOT Ha CTOMKOCTh MIH(pa;

B) B DES Het HayanbHO# 1 KOHEYHON OMTOBBIX MEPECTAHOBOK MU(PyEeMOro OJI0Ka.

30. Uto mpencrasisier coboit oneparust XOR?
A) UHTErpUpOBaHUE;

b) nuddepenuponanue;

B) cnoxxenne mo momysio 2.

31. K kakomy kiaccy npeodpazoBaHmii oTHocuTcst mudp Llezaps?
A) TOICTaHOBKH;

b) cymmupoBanwusi.

B) rammupoBanue.

32. Yro B kpunrorpaguu Ha3bIBatlOT OTKPHITBIM TEKCTOM?
A) 2JIEKTPOHHYIO IU(PPOBYIO MOAMUCH
B) 3akpbITHIi KITIOY NG POBAHUS
B) ucxomnoe cooOmienue (coodmenue 10 mudpoBaHs)



33. Kakoii u3 nepe4ncjeHHbIX HIKe AJITOPUTMOB IH(POBAHUS He SIBJISIETCS
CUMMETPUYHBbIM?

A) DES;

b) RSA;

B) IDEA;

34. Kaky1o AJIMHY HMeeT ceKpeTHbII KiIo4 B aaroputme DES?
a) 2 bura;
0) 56 OuT;
B) 4 Our;

35. Kakast apxuTekTypa JexKuT B ocHOBe ainroputma DES?
a) ceth Deiicrens;

0) mOTOKOBBIH 1M pP;

B) ceThb [leTpu;

36. Ha yem ocHOBaHa kpuntocToiikocTs MeToaa Jnddu-Xsmimana?
a) Ha BBIYHCIICHUH UHTETPAJIOB;

0) Ha (DyHKIIMM BO3BE/ICHUS B CTCTICHB;

B) Ha TPYTHOCTH BBIYHCIICHUH TUCKPETHBIX JIOTAPH(PMOB.

37. Kakas mpouenypa pacupefefeHus KI4el He TpeOyeT HMCIOIb30BaHHUS 3aLIUIEHHOTO
KaHaya JJis Tiepe/iadn Kirrova aapecary?

a) npoueaypa mudposanus mo aroputmy DES;

0) npoxenypa dnddu-Xsmnmmana;

B) miporieaypa mudpoBanus BkuHepa.

38. Jlafimkect coobmenus (message digest) —3To ...
a) pe3yJbTaT IEMOMYJISAIHH;
0) pe3yJbTaT KOJUPOBAHUSI.
B) pe3ysIbTaT XJIINPOBAHUS.

39. Urto Takoe 0THOCTOPOHHSS XA1I-(DYHKITHS?

a) X3MI-QyHKIUS, TPYTHO BRIYMCINMAs KaK B PSIMOM, TaK U OOPaTHOM HANpPaBICHUSIX;

0) XouI-(QyHKIIHS, JIETKO BEIYUCIUMAs KaK B MIPSIMOM, TaK U OOpaTHOM HAIpaBIICHUSIX;

B) X3mI-QYHKIUS, JIETKO BBIUMCIMMAs B MPSMOM W TPYAHO BBIUKCISAEMas B OOpaTHOM
HaTpaBJICHUU.

40. Yemy paBeH pe3ynbTaT BBIYHUCICHUS X3MI-(DYHKIIMH 110 anroputmy SHA?
a) 160 Owur;
0) 127 6wur;
B) 63 Oura;

41. Kaxoii mmdp SBISETCS CHMMETPHYHBIMU?
a) RSA (Rivest-Shamir-Alderman);

0) DES (DataEncryptionStandart);

B) Dub-I"amains ( EIGamal).

42. Kak Ha3bIBaeTcsl cOOOIIeHHE, MOTYYSeHHOE Mocie MpeoOpa3oBaHusl C HCIOJIb30BAHUEM
aro6oro mudpa?

A) KIIr090M

B) 3aKkpbITBIM TEKCTOM



B) tekcTom

43. Marematrueckas (yHKIHUS, KOTOPYIO OTHOCUTENIFHO JIETKO BBIYMCIIUTD, HO TPYIHO HAMTH
10 3HaYEHHIO (DYHKIIMU COOTBETCTBYIOIEE 3HAYCHUE apTyMEHTa, Ha3bIBAeTCs B KpUnrorpapun

A) ogHOCTOpOHHEH (yHKIMEH

b) pynkmueit ConomoHna.

B) dpynkuuneit dypne

44, Kakue U3 MepeunciIeHHbIX HUKE aITOPUTMOB SIBJISIOTCS aCUMMETPUYHBIMU? (YKaXKHUTE
BCE MPaBHJIbHBIE OTBETHI)

a) DES;

0) Dnp-I'amans (El-Gamal);

B) RSA+.

45. YUto Ha3pIBaeTCS KIFOUYOM 3JIEKTPOHHOU MOIIHCH?

A) yHMKanbHas IOCIENOBAaTEIbHOCTb CHUMBOJIOB, IIPEJAHA3HAYECHHAs JUISL CO3/IaHUs
3JIEKTPOHHOW MOJIIHCH.

b) cpenctBo, ucnonb3yemsle AJs OKa3aHUsS YCIyT JOBEPEHHOU TPEThe CTOPOHOM;

B) MeTka 10BEpEHHOIO BPEMEHH.

46. Uto Ha3BIBACTCS JIEKTPOHHOU MOANHICHIO?

a) XapakTepucTuka mudpa st KpunTorpadudeckoro nmpeoOpa3oBaHus COOOIICHHMS;

0) mpucoeMHEHHBIE K COOOIICHUIO (haMIITUS, UMSI M OTUYECTBO OTIPABUTEIIS;

B) nH(pOpMalUs B 3JIEKTPOHHON Gopme, KOTopasi MpUcoeIMHeHa K Apyroi nHpopMaluu B
IMeKTpoHHOU (opme (moamuchiBaeMoil WH(OpPMAIMK) WM WHBIM 00pa3oM CBs3aHa C TaKOM
nHpOpMaINHei 1 KOTOpast UCTIOIB3YETCs TSI OTIPEICIICHHUS JIUIIA, ITOAMUCHIBAIONIETO HHPOPMAIINIO;

47. Bupl 2JI€KTPOHHON TOJITUCH:

A) npocrtasi, HeKBaTH(PpUIMPOBAaHHAs, KBATHU(PHUIIMPOBAHHAS.
b) 6sicTpas, cnoxHasi, mpocrasi.

B) opurunaneHas, HEOpUruHaiIbHasI,

48. IlporpaMMHbBle W (MJM) amnmapaTHBIE CPEACTBA, HCIOJb3yeMble IS pealn3aluu
(GyHKIUH yIOCTOBEPSIIOIIETO LEHTPa 3TO?

A) cpencTBa 3alMCy U YTCHHUS;

b) cpeacTra Mmoaymnsiuy U AETEKTUPOBAHUS;

B) cpeactBa yn0CcTOBEPAIOIIErO LIEHTPA

49. Kakue muQpsl SBISIFOTCS CAMMETPUYHBIMU? (YKaKHUTE BCE MTPABUIIBHBIE OTBETHI)
a) DES (DataEncryptionStandart);

0) RSA (Rivest-Shamir-Alderman);

B) [OCT 28147-89; +

50. IIpocTpaHCTBOM KITFOUEH HA3bIBAIOT

A) MHOXECTBO BCEX BO3MOKHBIX KITFOUEH, TOCTYIHBIX ISl HCTIOJIB30BAHUSI B aJITOPUTME.
b) oguHakoBbIe KiTIOUH;

B) ny6nupoBaHHbIE KITIOYH.

51. lllndpoBanue peyeBbIX COOOIIEHUI
A) Moy,

b) manunynsuus;

B) ayamockpembiupoBanue.



52. Ha3Banue 0JTHOTO W3 aJITOPUTMOB OJI0YHOTO MU POBAHUS:
A) «Mopx»

b) «Ky3neunk»

B) «Iamms»

53. Kakoe u3 HWXKENEPEUUCICHHBIX CPEJICTB HCIOJIB3YyeTcs JUIs  (POPMHUPOBAHUS
3JIEKTPOHHOU MOJMUCHU?

a) «bymepanr»

0) «KpunrolIpo CSP»

B) «CrpyT»

54. Uro U3 HIKEMEePEUNCIEHHOTO0 OTHOCHTCS K CPEACTBAM KPUOTOrpapUUeCcCKO 3alluThl
nHpopmanuu?

a) «I'panum»

0) «Karpan»

B) «Kpunrollpo CSP»

55. Kakoiif MaTreMaTHYECKH anmapaT UCIONb3yeTcsl B Kpurnrorpaduu?
A) noiisa [llupaka;

b) nonst Munrtona;

B) mons I'anya;

56. Crto>XHOCTh HaxOKJICHHUSI CEKPETHOTO KJTFo4Ya cUcTeMbl RSA onpenensercs
a) CJI0KHOCTBIO PA3JI0KEHHUS Yucia N Ha IPOCThIE MHOXKUTEIHU +

0) CII0HOCTBIO HHTETPUPOBAHUS;

B) CIIOKHOCTBIO U (HEepeHIIUPOBAHNS;

57. Kem ObIIO BBINOJHEHO [OKa3aTelIbCTBO CYIIECTBOBAHUS AOCOJIIOTHO CTOMKHMX
KpUNTOrpaQuueckux alropuTMoB?

A) b. Conomonom

b) K. llennonom

B) b. lltanmaiiepom

58. Urto onpenensio HaaexHOCTh anroputma DES?
a) CJI0’KHOCTHIO MHTETPUPOBAHMS;

0) pa3mMep KItoya.

B) BBIUMCIIEHHE KOPHEW anredpandecKkux ypaBHEHUH.

59. EnvHCTBEHHBIH HEYSI3BUMBIH mH(p?
A) oaHOpa30BbIi MHU(POBATBHBIN OJIOKHOT;
b) mmudp Xs>mmunra.

B) mmdp DES.

60. Creranorpadueii Ha3bIBAIOT

a) HaAyKy O PacKpBITUU MU(POB;

0) HayKa (M IPaKTHKA €€ MPUMEHEHHSI) O METO/IaX M CIIOCO0aX BCKPHITHSI MHU(POB.

B) COBOKYITHOCTh METOJIOB M CPEACTB 3aIlUThl WHPOPMAIMK OT HECaHKIMOHWPOBAHHOTO
JOCTyTA IMyTeM CKPBITH (PaKTa CyIIeCTBOBAHUS TATHOTO COOOIICHUS.

IIpumepHbIii NepedyeHb BONPOCOB U 3aJaHUH K 3a4eTy
Pazgen 1. OcHoBBI kpunrorpaduu



Tema 1.1. OCHOBHBIEC OHATHS U 33J]a4u KpUIITOrpaduu.
1. AcriekTsl 6€301acHOCTH MH(GOPMAITIH.
2. OCHOBHBIE TIOHATHS KPUNITOTpaHH.
3. udpsr Leszaps, Buxunepa.
Tema 1.2. Knaccudukanus mudpoB, UX OCHOBHBIE THITbI U CBOWCTBA.
1. OO6mas cxema mudppoBaHUs.
2. OcHoBHBIC TpeOOBaHUS K mHppam.
3. IIudper nepecTaHOBKH.
4. 1udpsl 3aMeHBI.
Tema 1.3. O0Gmias CTpyKTypa KpUIITOCUCTEMBI, HAIEKHOCTh U KpUIITOTpaduueckas CTOMKOCTh
mmdpos.
1. [Tpunnunel noctpoerus kpunrocuctem K.IllenHoHa.
2. [TomexoyCcTOMYUBOCTH MIUPPOB.
3. HanéxuocTh u kpunTorpaduyeckas CTOMKOCTb MU(POB.
Paznen 2. Kpunrorpadudeckas 3ammra H"HPOPMALIUU HA OCHOBE CHUMMETPHUUHBIX KPUIITOCUCTEM
Tema 2.1. OgHOKITIOYEBbIE METOIbI IU(POBAHUSL, FTIEMEHTHI TEOPUU YHCET.
1. IIpuHIHMITEI TOCTPOSHHS KPUITOTpapUUECKUX AITOPUTMOB.
2. PexuMbl BBIMOJIHEHHS] CHMMETPHUYHBIX KPUITOAITOPUTMOB.
Tema 2.2. bnoynsle 1 MOTOYHBIE MHDPHI.
1. Cnioco6s1 hopmupoBaHus KITtOUSH ISl TOTOYHOTO MU(DPOBAHUS.
2. Cetp Deiicrens.
3. OcobGeHHOCTH OJIOYHBIX U MMOTOYHBIX MU(POB.
Tema 2.3. ANTOpUTMBI M CTaHAAPTHI CAMMETPHYHBIX KPUIITOCHCTEM.
1. Cranmapt kpunrorpaduueckoii 3ammutsl DES.
2. Monuduxanuu anropurma DES.
3. Poccuiickuii anropuT™ KpUITOTpa@uuecKoro mpeoOpa3oBaHus: PeKUMbI ITH(PPOBAHHUS.
4. Poccuiickuil anropuT™ KpunTorpapuueckoro npeodpa3zoBaHus: peXUM HMUTOBCTaBKH.
5. Poccuiickuil anroputM Kpunrorpaguueckoro npeodpa3oBaHus: peKUM raMMHPOBaHHUS.
Paznen 3. Kpunrorpadudeckas 3amnmra HHPOPMALIMU HA OCHOBE aCUMMETPHYHBIX KPUITOCUCTEM
Tema 3.1. JIByxKiIt04eBble aIrOpUTMbI IIUGPOBAHUS U KPUITOCUCTEMBI.
1. O6bmen uddu-Xennmana. Haznauenne macrep-kiroua.
2. OnHOocTOpOHHUE (DYHKITHH.
3. JluckpeTHoe norapu(MUpOBaHUE.
4. HecumMeTpuyHbIE CUCTEMBI HIUPPOBAHUS.
5. Anroputm RSA.
6. Kpunrocucrema Dip-I"amans.
7. CpaBHEHUE CUMMETPUYHBIX U HECUMMETPUYHBIX KPUIITOCUCTEM.
Tema 3.2. CoBpeMeHHbBIE TEXHOJIOTUHU MU POBAHUS.
1. KpunrocucreMsl Ha ITUITHYECKUX KPUBBIX.
2. MaremaTu4yecKre OCHOBBI KPHIITOCUCTEM Ha SJUIUNTHUECKUX KPUBBIX.
3. Br16op mapameTpoB KpUBOii.
Tema 3.3. Kpunroananus mudpos.
1. IToxxoas! K aHAIKU3y KPUNITOTPaPUUECKUX aJITOPUTMOB.
2. KpunrocToMKOCTh CHMMETPUYHBIX KPUIITOCUCTEM.
3. KpuntocToitkocTh aCHMMETPUYHBIX KPUTITOCUCTEM.
4. Meton niepebopa.
5. HacToTHBIH aHaNU3.
6. KoppemsioHHbIi MeTO/T aHaIu3a MOTOYHBIX MHU(PPOB.
7. Jlunetinbii u nuddepeHImanbHbI METOIBI aHATTN3a OJOYHBIX MU(POB.
Paznen 4. Kpunrorpadudeckre METOABI 3aIUTHI JICKTPOHHOTO IOKYMEHTO000pOTA.
Tema 4.1. Xem-GpyHKIIUN U UX KpUNTOrpaduIECKUe MPUITOKEHHUS.
1. Onpenenenue u Ha3HAUYEHHUE XAII-(PYHKIUHN, POCCHICKHUIA CTaHIaPT.



2. TpeboBanus K X3UI-(QYyHKIUSIM.
3. [lonsTHe 0 CTOWKOCTH XeNI-(pyHKITUH.
4. KnroueBble U OECKIIOUEBbIE XeII-(PYHKIIUHY.
Tema 4.2. DnexkTpoHHAs TOANMKUCH, OTEYSCTBEHHBIC U 3apYOEKHBIC CTAHIAPTHI.
1. Knaccuduxanus 351eKTpOHHBIX MOJITHUCEH.
2. Poccuiickuit ctanaapt OI1: TeXHOIOTHS CO3/IaHUS U TTPOBEPKH.
3. DnekTpoHHas TOANHKCH: ONPEAETCHHS, HA3HAUYEHHUE, pPOJIb B  DJICKTPOHHOM
JOKYMEHTO000pOoTeE.
4. NadpacTpyKTypa OTKPHITHIX KITFOUEH.
5. [IpaBoBoE OOecnieyeHne AEKTPOHHOM MOATHUCH.
6. IIpumeps! 1 pPOBBIX MOANHUCEH HA OCHOBE anropuT™MoB RSA, Dnp-TI"amans.
7. Cranmaptel noanucu 'OCT 3410 u DSS.
Tema 4.3. Cpencta kpunTorpaduueckoi 3auTbl HHHOPMAIHH.
1. CK3U cepun Kpunros.
2. CK3U Kpuntollpo CSP.
3. CxpeMOnepsl.
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[Iporpamma coctaBieHa B cooTBeTcTBUU C TpeOoBaHusmu DPI'OC BO u yuurthiBaer
pexomenmanuu [TOOIT o nampasienuto u npodwiro noarotopku 10.03.01 UndopmannonHas
0€e30MacHOCTb.

[TporpaMmMa paccMOTpeHa Ha 3aceiaHuu Kadeapbl paquoGu3uKy U paguodIeKTPOHUKN
«30» aBrycra 2021 r. ITpoTokon Ne 1

K
W.o. 3aB. xadenpoii % Konecuuk C.H.

Hacmoswas npoecpamma, ne modcem Ovimb 60CHpouzsedeHa Hu 6 Kakou gopme Oe3
npeosapumenbHo20 NUCbMEHHO20 paspeuletuss Kagheopvl-paspabomuuxa npocpammol.



	I. Цели и задачи дисциплины
	II. Место дисциплины в структуре ОПОП ВО
	III. Требования к результатам освоения дисциплины
	IV. Содержание и структура дисциплины
	4.1. Содержание дисциплины, структурированное по темам, c указанием видов учебных занятий и отведенного на них количества академических часов
	4.2. План внеаудиторной самостоятельной работы обучающихся по дисциплине
	4.3. Содержание учебного материала
	4.3.1. Перечень семинарских, практических занятий и лабораторных работ
	4.3.2. Перечень тем (вопросов), выносимых на самостоятельное изучение студентами в рамках самостоятельной работы (СРС)

	4.4. Методические указания по организации самостоятельной работы студентов
	4.5. Примерная тематика курсовых работ

	V. Учебно-методическое и информационное обеспечение дисциплины
	а) основная литература

	1. Ермакова А. Ю. Криптографические методы защиты информации: Учебно-методическое пособие. МИРЭА - Российский технологический университет, 2021, - 172 с. https://e.lanbook.com/book/176563
	2. Овчинников А. А. Криптографические методы защиты информации: учебное пособие. Санкт-Петербургский государственный университет аэрокосмического приборостроения, 2021, - 133 с. https://e.lanbook.com/book/216491
	3. Бутакова Н. Г., Федоров Н. В. Криптографические методы и средства защиты информации: Учебное пособие. ИЦ Интермедия, 2020, - 380 с. https://e.lanbook.com/book/161347
	4. Каширская Е.Н. Криптографический анализ и методы защиты информации: Учебное пособие. МИРЭА - Российский технологический университет, 2020, - 91 с.
	б) базы данных, информационно-справочные и поисковые системы

	VI. Материально-техническое обеспечение дисциплины
	6.1. Учебно-лабораторное оборудование:
	6.2. Программное обеспечение:
	6.3. Технические и электронные средства:

	VII. Образовательные технологии
	VIII. Оценочные материалы для текущего контроля и промежуточной аттестации
	Оценочные средства для текущего контроля в форме тестирования
	Тестовые вопросы для проверки сформированности компетенции
	33. Какой из перечисленных ниже алгоритмов шифрования не является симметричным?
	34. Какую длину имеет секретный ключ в алгоритме DES?


