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I. LIEJIA U 3AIAYY JUCIATIITAHBI

Hucuumumaa «Cetu M cucTeMbl nepeaayd HH(opManum» oO0eCIeyrBaeT H3y4YeHHE OCHOB
IIOCTPOEHUS U OPraHU3aluu PACIPEAEICHHBIX BEIYUCIUTEIbHBIX CUCTEM.

Llens Kypca — OCBOEHHE CTYIEHTaMH OCHOBHBIX COBPEMEHHBIX CETEBBIX TEXHOJIOTHH,
MOJTrOTOBKA K paboTe B CETEBOM cpefe.

3agaum Kypca — U3y4eHHe:

- pynxmii yposueit mogenu OSl: ¢puzndeckoro, KaHaJIbHOTO, CETEBOT0, TPAHCIIOPTHOTO,
CEaHCOBOTO, MPEJICTABICHUI U MPUKIIAJIHOTO,;

- creka nporokosioB TCP/IP;

- IPUHIMIOB (GYHKIMOHHUPOBAHHS U OCOOCHHOCTEH MMOCTPOCHNUS KaHAJIOB Iepeadn
JaHHBbIX 1 JIMHUH CBA3HU,

- METOJIOB JIOCTYTIAa ¥ Pa3HOBUIHOCTEH CTAaHIAPTHBIX BBIYUCIUTEIBHBIX CETEH;

- MCTOAOB aapcCay, KOMMYTAalluUu U MapIpyTHU3allu B BBIYUCIIUTCIbHBIX CCTAX.

Il. MECTO JUCIUMIIJIMHBI B CTPYKTYPE OIIOII BO

VYyeOnas nucuuruinHa «CeTu U cuCTeMBbl epefadyd UHpopMalum» BXOAUT B 0A30BYIO
4acTh 00s3aTEIbHBIX JUCIUIUINH.
Jns u3yyeHus NaHHOM y4eOHON AMCUMIUIMHBI (MOJIYJsl) HEOOXOAMMBI 3HAHUS, YMEHHUS U
HaBBIKH, (POPMHUPYEMBIE PEAMIECCTBYIOUIMMHU JUCIUTUINHAMH
e ®dusuka. DIEKTPUUECTBO, MATHETU3M U BOJIHOBAs OITUKA
e AmnmnapaTHbl€ CPEJCTBA BBIYUCIUTEIBHON TEXHUKH

[Tepeuens mocnenyomux yueOHbIX TUCHUILUINH, AJII KOTOPHIX HEOOXOAMMBI 3HAHUS, YMEHUS U
HaBBIKU, POPMUpPYEMBIEC JaHHON YU4eOHON AUCIUTITMHOM:

e be30macHOCTh KOMIBIOTEPHBIX CETeH

e Iludpossie cuctemsbl nepenadn UHGoOpMaIUu

I11. TPEBOBAHUSA K PE3YJIbTATAM OCBOEHUS JUCIHUIIJINHbI
[Ipomiecc oOcBOeHMS AWCIUIUIAHBI HANpaBlieH Ha (OpMHUpOBaHWE KOMIIETCHIIMA B
coorBerctBUM ¢ @®I'OC BO u OIl BO mno wnanpaBinenuto mnoxarotosku 10.03.01

Nudopmanmonnas 6€30macHOCTb.

IlepeyeHb NIAHNPYEMBbIX Pe3yJbTATOB 00yUYeHHS 10 JUCUHUIIJIMHE, COOTHECEHHBIX €
HHAUKATOPAMU JOCTHKEHHUS KOMIIECTECHIIMI

Komnerennus Pe3yabTaThl 00yueHus

OIIK-2 3HaTh:  OpUHOUOBI  pabOTBl M OpraHU3aluU
Cnocoben NpUMEHAMb | COBPEMEHHBIX BBIYMCIUTEIBHBIX CETEH.
unghopmayuouHo- YMeThb: HCIONIb30BaTh 3HAHHUS O MPUHIUIAX PabOTHI

KOMMYHUKAYUOHHbLE

mexHoiocuu, npocpammHsle
cpedcmea CucCmemHo2o0 U
npuma()nozo HA3HA4Y€eHUA, 6

mom yucne
omeuecmeenHo20
npouze00Ccmaa, ol

COBpeMeHHLIX CCTCBbBIX TCXHOJ’IOFI/Iﬁ n HpI/IMeHHTB nux JJjis
pelieHusl 3a1ad OpraHu3allid JIOKATBHBIX KOMITBIOTEPHBIX
CeTeH.

Braners: HaBbikaMu pabOTHI ¢ COBPEMEHHBIM CETEBBIM
KOMMYHUKAIIHOHHBIM 000PYA0BaHHEM.




peutenst 3adau

npogpeccuonanvbrol
oessmenbHOCmU,

OIIK-4.2. 3HaTh: MPUHIUIBl AJMUHUCTPUPOBAHUS YCTPOMCTB
Cnocoben COBPEMEHHBIX BBIUYUCIIHTEIHHBIX CETCH.
AOMUHUCMPUPOBATND YMeTh: HCIONB30BaTh 3HAHHS O MPUHIUINAX PaOOTHI
onepayuoHuvie  Cucmembl, | COBPEMEHHBIX CETEBBIX YCTPOWCTB W MPUMEHATH WX JUIS
cucmemvl ynpaenenus | peleHusl 3aJad OpraHu3alldd JIOKaJIbHBIX KOMITBIOTEPHBIX
bazamu OAHHbBIX, | CCTEH.

eblyuciumesibHole cemu,

BJ'Ia,[[eTBZ HaBBIKaMH AJIMUHUCTPUPOBAHUA
COBPCMCHHOI'O CCTCBOI'O KOMMYHUKAIITMOHHOI'O 060py,ZLOBaHI/I$I.




IV. COJEP’)KAHUE U CTPYKTYPA JUCHUIIJIMHBI

O0BeM TUCHHUILIMHEI COCTABJACT 5 3aueTHBIX exuHunbI, 180 yacos.

®opMa NPOMEKYTOUHOM ATTECTALUM: 3a4eT

4.1. ConepxxaHue TUCUMILIMHBI, CTPYKTYPHPOBAaHHOE 110 TeMaM, C YKa3aHUEM BU/I0B YUeOHbIX 3aHATHI U OTBEJ€HHOI0 Ha HUX
KOJIMYeCTBA aKaJeMU4YeCKHX YaCOB

Buzsl yaeOHoI paboThI,

BKJIIOYAsl CAMOCTOSITENIbHYIO paboTy 00ydaromuxcs,
IIPAKTHUYECKYIO [TOATOTOBKY U TPYI0EMKOCTb

®
[}
o
=
5 E (B wacax)
@Y = xR ')
o g s opMa TeKyllero
Ne Pasien HCIMILTHHbI/TeMa z = KonTakTHas paboTta mpemnogaBaTens ¢ = KOHTPOIS
n/n g9 00yJaroIIUMHUCs .
@ 2 g g ycreBaeMoCTH
3 o X =S
o | ® = 2 S =
= = = Cemunap/ 5 a
3 e E e 1 IpakTH4eckoe, K =
E 3 = g eKnus naGoparopnoe OHCYJIbTAUA §
O | A = B 3ansTHE/ o
1 2 3 4 5 6 7 8 9 10
1 P.1. OO6mwue CBE/ICHNUS 00 apxXUTEeKType 5 | 212 i 4 i 0.2 17
KOMIThIOTEPHBIX CETEH. S
2 P.2. ba3oBble TEXHOIOTUH JTOKAIBLHBIX CETEH. 5 | 36,2 - 7 12 0,2 17 « yi
3 P.3. YcrpoiicTBa KaHAJIBHOTO YPOBHSI. 5 322 - 5 10 0,2 17 OHTPOIb
4 P.4. IlpuHnmnsl 00beTMHEHUSI CETEH. 5 | 41,2 - 10 14 0,2 17
5 P.5. Ilpuknaasaeie npotokoisl creka TCP/IP. 5 | 39,2 - 8 14 0,2 17




4.2. IlnaH BHeayAUTOPHOH cAaMOCTOATEIbHON PadoThl 00yUYaIOUIUXCSl O JUCIIUTIJIMHE

CamocTosaTenpHas paboTa 00yyaronmxcs VueGHo-
METOINYECKOE
OueHnoyHoe
Cemectp Hassanue pasjena, TeMbl B — Cpoxu TpyR0eMKoCTb CH eTEO obecneuenue
BBIITIOJIHCHUA o
UJ] CAMOCTOSITETbHON pabOThI (H(e);[e ;;{) (uac.) pen CAMOCTOS TN HOI
paboTHI
5 P.1. O0Omue cBeneHus 00 apXUTEKType 13 17 Ucrounnku u3
KOMITBIOTEPHBIX CETEH. OCHOBHOM M
o JOIIOJIHUTCIIbHOU
5 |P.2. ba3oBble TEXHOJOTHH JJOKATbHBIX CETEH. 4-6 17 SHTEpATYDI:
5 P.3. yCTpOHCTBa KaHaJIbHOT' O ypOBH;I. Pa6OTa C y‘le6HI/IKOM, 7'9 17 YCTHBIﬁ CaMOCTOHTeHBHLIﬁ
5 [P.4. IlpuHIMIbl 00bETMHEHHSI CETCH. CIIPABOYHOI JTUTEpaTypoil 10-13 17 TeKymii TIOMCK JIUTEPATYPbI
b
Ha 00pa30BaTeNIbHBIX
5 P.5. Ipuknaausie mporokosst cteka TCP/IP. [IePBOMCTOYHIKAMH, KOHTPOJIb I;ecypcax
KOHCIIEKTOM JTOCTYTHBIX T10
14-17 17 JIOTHHY H TIapOJTiO,
IPpE€AOCTaBIAEMBIM
Hayunou
o6ubmmorekoit UT'Y
OO0t 00BEM CaMOCTOSITEIBHON PabOTHI MO JUCITUTUIMHE (4Yac) 85




4.3. Coaep:xanune y4eOHOro MaTepuaJia

Pa3znen 1. O0mme cBegeHnst 00 apXUTEKType KOMIIBIOTEPHBIX CeTei.

Beenenne. OCHOBHBIE MOHATHSA, TEPMUHOJIOTUS M KOHIENIUU TOCTPOECHUSI KOMIIBIOTEPHBIX
cerei. CBs3p Touka-Touka. OObEJUHEHHWE MHOXKECTBA Y3JIOB B €AMHYIO ceTh. [IpOTOKOIBI U
uHTepdeiicel. 7-Mu  ypoBHeBas '"stanmonHHas" wMozenb OSI/ISO. Cpensl mepenauu  JaHHBIX.
XapaKTepUCTUKHU Cpell Nepeaadyd NaHHbIX. Pusndeckas U jorudeckas ronosiornv. dusmgeckoe
KoaupoBaHue curHanoB. LluppoBoe KkonupoBaHHE M aHAIOroBas MOAYJAUMA. VMIynbcHblE U
MOTEHIMAJIBHBIE CIOCOOBI KoaupoBaHus. Jlormdueckoe koaupoBanue. KoMmmyTtamusi KaHajlioB U
nakeToB. OCOOEHHOCTH peaau3alMyd IIPOTOKOJIOB CBSI3U KaHAJIBHOIO YPOBHS. MeTolbl cxaTus
uHpopManuu “Ha nery’’.

Pa3gen 2. Ba3oBble TeXHOJIOIHH JOKAJLHBIX CeTEH.

CemeiictBo cranmaproB IEEE 802.x (ISO 8802-1.x). Ypoau MAC u LLC. Ceru
KosbleBoi Tomosoruu: Token Ring, FDDI. Texuonorust Ethernet. Metox mocryma CSMAJ/CD.
CewmeiictBo cranmaproB Ethernet. TMomnonyriekcubiii Ethernet. IMomxonmsl k meronmy mnepenaun
JAHHBIX ©0€3 MCIIOJNBb30BaHMs IPOBOAOB. MeTolbl pacIIUMpeHusl CleKTpa OecHpOBOJHBIX
texuosyoruii. [Iporokon CSMA/CA. CemeiicTBo cTanmaptoB OectipoBoaabix cereit IEEE 802.11 (a,
b, g, n, ac, ad).

Pasnea 3. YerpoiicTBa KaHAJIbHOTO YPOBHSI.

CeteBbie anantepbl, Konmentpatopsl. Jlornueckas cTpykTypuzauusi cereid. MocTbl U
KOMMYTATopbl. AJITOpUTMBI "HpO3padyHOro” MocTa M MOCTa C MaplIpyTHU3alMeld OT MCTOYHHKA.
VYnpaBieHrne NOTOKOM JaHHBIX B KOMMyTaTropax. JlonojgHuTenbHble PyHKIUN KOMMyTaTopoB: STP,
¢unbTpanus Tpaduka, npuoputTeTHas oOpaborka kaapoB, VLAN, arperupoBaHHE KaHAJOB,
oOHapy’KeHHE MeTelb,..

Paznen 4. [lpuHuunsbl 00beIMHEHUA CETEI.

Anpecanus B IP cersix. Tumnbl agpecoB B cteke TCP/IP. Knaccer IP agpeco. Ocobsie 1P
anpeca. McnonpzoBanue macok B IPv4 -aapecanuu. Ilpotokon IPV6. Ilporokon paszpeuieHus
aapecoB ARP. IlpuHuumnel MapmpyTH3alu MU MapIIpyTHU3aTOpbl. JIMCTaHIIMOHHO-BEKTOPHbBIE
QITOPUTMBl ~ MapuipyTH3aluu. MapmpyTusanuss 1O  aJrOpuTMaM  COCTOSIHMSL — CBS3EH.
JlononHuTtenbHble (QYHKIMK MapmpyTuzatopoB. Kommyrtaropbl 3-ro ypoBHS. TpaHCHOpPTHBIM
ypoBeHb cteka npotokosnoB TCP/IP. Ilporokonst TCP u UDP. CranmapTsl cpencTB aHanusa U
ynpasneHus cetasmu. [Iporokon SNMP. Texunomnorus NAT.

Paznen 5. Ilpukiaaanbie npoTokoabl cteka TCP/IP.

Cucrtema nomeHabix uMeH DNS. O6menpunsteie cxemsl (mpotokoisl) URL. O6mias cucrema
unentudukammu pecypcoB URI. Crpykrypa URL(URI). IIpotokon nepenaun runeprekcrta HTTP.
Metoabt HTTP. Ctpykrypsi 3arpocos/otsetoB HTTP. TIporokoan ftp.

4.3.1. llepeyeHb cCeMMHAPCKUX, MPAKTHYECKUX 3aHATHII 1 J1a00PaTOPHBIX padoT

Ne Ne HaumenoBanue TpynoeMKoCTH Ouenounsie | Dopmupyembie
/H | pa3aena CeMHHAPOB, (uac.) cpeacTBa KOMIIeTEeHIIUMN
U TeMblI npakTuyeckux u | Bceero N3 unx
J1a00paTOPHBIX 4acoB | NpaKTHYecKasi
paGor MOrOTOBKA
1 2 3 4 5 6 7
1 P2 bazoBbie VYcrHbli
TEXHOJIOT U 12 - TEKYIIUH
JIOKAJIBHBIX CETEH. KOHTpOJIb, OIIK-2
2 | P3 YcTpoiicTBa 10 i 3ammTa OIlK-4.2
KaHaJbHOTO YPOBHSL. 1a00paTOPHBIX
3 | P4 [TpuHIHATIBI 14 i pabot
00BEIMHEHUS CETEH.




P5 IIpuknanueie

MIPOTOKOJIBI
TCP/IP.

CTCKa

14 -

4.3.2. Ilepevyenb TeM (BONPOCOB), BLIHOCUMbBIX HA CAMOCTOSITEJIbHOE U3yYeHHE CTYAeHTAMH B
paMkax camocTositesbHoi padoTsl (CPC)

Ne Tema 3aganue @opmHpyemas NAK
n/n KOMIIeTeHIIUS
1 2 3 4 &)
1 |P.1. OOCmme cBegenuss o060 | IloBTopeHue u
aApPXUTEKType KOMIIbIOTEPHBIX yriayOsiaeHHoe
ceTen. HU3y4YECHUE
2 | P.2. bBa3oBble TEXHOIOTIHU y4eOHOT0
JIOKQJIbHBIX CETEM. MaTtepuana
3 | P.3. VcrpoiictBa KaHaIbHOTO JeKLUH,
YPOBHSL. MOATrOTOBKA K OIIK-2 OIlK2.1
4 P 4. HpI/IHHI/IHI)I 00bEINHEHNS BBIIIOJIHECHUIO OI1K-4.2 OIIK4.2.3
CETEH. 1a00paTOPHBIX
5 | P.5. I[lpuxiagHbie IpOTOKOJIBI pabor,
creka TCP/IP. IIOATOTOBKA K
3aIuTe
1a00paTOPHBIX
pabot
4.4. MeToanyeckue yKa3aHus 10 OPraHU3aLUN CAMOCTOSITeIbHON paGoThl CTYIeHTOB
CamocrosiTenpHas paboTa CTyJIEHTOB BceX (OpPM M BUAOB OOyUCHHsI SIBJISETCS OJHUM W3
00s3aTeNIbHBIX ~ BHJIOB ~ 00pa3oBaTelNbHOM  JIEATENBHOCTH, OOeCHeuuBalolmeld  peanu3aluio

TpeOoBanuii denepanabHBIX TOCYAAPCTBEHHBIX CTAHIAPTOB BhICIIEro oOpa3oBaHus. CoriacHo
TpeOOBaHUSAM HOPMATHUBHBIX JOKYMEHTOB CaMOCTOsTENIbHAas paboTa CTYJIEHTOB SIBJISETCS
00s13aTeNbHBIM ~ KOMIIOHEHTOM 00Opa30BaTeNbHOrO Mpoliecca, TaK KaKk oOHa oOecrednBaeT
3aKpeIuvIeHHe TOJIy4YaeMbIX Ha JIeKIMOHHBIX 3aHATHAX 3HAHUM IyTeM NPUOOpPETEeHUS HaBBIKOB
OCMBICJICHHS W pACIIUPEHUS UX COAEpXaHMs, HABBIKOB PpELICHUS aKTyaJbHBIX MpodiIemM
¢dopmupoBaHus ~ OOIIEKYJIbTYpPHBIX M NPO(ECCHOHAIBHBIX  KOMIIETEHLMH,  Hay4dHO-
HCCIIeIOBATEeNIbCKON JESITeIbHOCTH, TOJArOTOBKM K CEeMHUHapaM, J1abopaTOpHBIM paboTam, crade
3a4eToB M dK3aMeHoB. CamocTrosTenbHas padoTa CTYIEHTOB NPEACTaBIsieT cOOOW COBOKYIHOCTb
ayJIMTOPHBIX M BHEAYJIUTOPHBIX 3aHATHH u pabor. CamocrosiTenbHas padoTa B paMKax
00pa3oBaTeNLHOIO MpoIlecca B By3€ pellaeT CleAyIore 3a1auu:

— 3aKpeIUIeHNE U paclIMpeHue 3HaHUM, yMEHUI, MOJIyYeHHbIX CTYJIEHTaMH BO BpeMs ay JUTOPHBIX U
BHEAYJUTOPHBIX 3aHATHH, NpeBpalleHHe HX B CTEPEOTHNBI YMCTBEHHOHM M (usnueckoi
NeSITeNIbHOCTH;

— MpUOOpETeHNE JONOTHUTENbHBIX 3HAHUN U HABBIKOB 110 JUCIUIUTMHAM Y4eOHOTO TUIaHa;

— ¢opMupoBaHHE M pa3BUTHE 3HAHUN KM HABBIKOB, CBS3aHHBIX C HAay4HO-HCCIEA0BATEIHCKOM
JESTENIbHOCTBIO;

— pa3BUTHE OPUEHTAIIMU U YCTAHOBKHM HAa KaU€CTBEHHOE OCBOCHHE 00pa30BaTeIbHOM MPOrpaMMBbl;

— pa3BUTHE HABBIKOB CAaMOOPIaHU3aINH;

—  (opmupoBaHHEe  CaMOCTOSTENLHOCTH
CaMOCOBEPILEHCTBOBAHUIO U CAMOPEAIN3ALINN;
— BBIPaOOTKAa HAaBBIKOB 3(P(EKTUBHON CaMOCTOATEIbHON TPO(ECCHOHATBEHON TEOPETUUYECKOMH,
MPAKTUYECKON B yUeOHO-UCCIIeJOBATENBbCKOM e TETbHOCTH.

MBIIIJICHUA, CIIOCOOHOCTH K CaMOpPa3BUTHIO,




HoaroroBka k Jexkuuu. KayecTBO OCBOEHUS COJAEpKAHUS KOHKPETHOW JAMCIUILIMHBI
MPSIMO 3aBUCHUT OT TOTO, HACKOJIBKO CTYJICHT caM, Oe3 BHEIIHETO MPUHYXACHHS (popMupyer y cebs
YCTaHOBKY Ha TOJy4€HHE Ha JICKIMIX HOBBIX 3HAHUH, JOMOJHAIOMINUX YKE UMEIOIIHECS M0 JaHHOU
JTUCIUTIIMHE. Bpemsi Ha TOATOTOBKY CTYACHTOB K JIBYXYacOBOM JIEKIIMM I10 HOpPMAaTHBaM
cocrasisgeT He MeHee (0,2 Jaca.

IloaroroBka k JsadopaTtopHomy 3aHsiTUIO. [lonroroBka K abopaTOpHOMY 3aHSITHIO
BKJIIOYAET CJICAYIOIINE 3JIEMEHThl CAMOCTOSITEIbHOM ICSITEIBHOCTU: Y€TKOE MPE/ICTABIICHUE 1IeJIU 1
3a/1ad  €ro TMPOBEJEHUS;, BBIJCIICHHE HAaBBIKOB YMCTBEHHOW, aHAJIUTUYECKOW, HAYYHOH
JESATEIbHOCTH, KOTOpBIE CTaHYT pe3yJIbTaToOM NpeACTOosAel paboThl. BripaboTka HABBHIKOB
OCYIIECTBIISCTCS C TIOMOIIBI0 TIONYyYECHHS HOBOM MHGOpManuu 00 HM3y4aeMbIX IpoIeccax U C
MOMOIIIbI0 3HAHUS O TOM, B KAaKOW CTENEHH B JAaHHOE BpeMsl CTYACHT BJIAaJCeT METOAaMH
HCCIIEI0BATEIIBCKOM ACSITEIPHOCTH, KOTOPHIMH OH CTAHET IOJIb30BaThCs Ha 3aHATHH. [loAroToBKa K
Hepenko TpedyeT moadopa MaTepuana, MAHHBIX U CICHUATBHBIX HCTOYHUKOB, C KOTOPBIMH
npeACTOUT yueOHast padoTa. CTyJEHTBI CAMOCTOSITEIBHO OCYIICCTBIISIOT TTOMCK COOTBETCTBYIOIINUX
HWCTOYHHUKOB, OMNPEAEISAIOT aKTyalbHOCTh KOHKPETHOIO HMCCIICIOBAHUS IMPOIECCOB U SIBICHUH,
BBIJICJISTFOT OCHOBHBIE CITOCOOBI JJOKa3aTeIbLCTBA aBTOPAMHU HAYYHBIX paOOT [IEHHOCTH TOT'O, YEM OHH
3aHuUMaloTcs. B xole camoro 3aHATHUS CTYJEHTHl CHadalla MPEJCTABISAIOT HaWJACHHbIE HMHU
BapuaHThl (OPMYJIUPOBKH aKTYaJbHOCTH HCCJIEAOBAaHMS, OOCYXKIAIOT WX U OOOCHOBBIBAIOT CBOE
MHEHHE O HaWwIydllleM BapuaHTe. Bpemsi Ha MOATOTOBKY K JIaDOpaTOPHOMY 3aHSTHIO TIO
HOpMaTHBaM cocTaBjsieT He MeHee (0,2 Jaca.

IoaroroBka k 3a4ery. CamocTosiTeIbHAS MTOATOTOBKA K 3a4YETY JIOJKHA OCYIIECTBIISITHCS B
TeYeHUe Bcero cemectpa. [1oaroTroBka BKIIFOYAET CICAYIONIUE ACHCTBUS: MIEPEUNTATh BCE JICKIINH, a
TaK)K€ MaTepuajbl, KOTOpPbIE TOTOBWJIHCH K JIA0OPATOPHBIM 3aHATHSIM B TEUEHHUE CEMECTpa,
COOTHECTH 3Ty HH(MOpPMAIMI0O C BONPOCAMH, KOTOPBIC JaHBl K 3a4yeTy, €Clid HH(POpMAaIUH
HEJIOCTAaTOYHO, OTBETHI HAXOMST B MPEAJIOKEHHON MpernoaaBaTesieM nuteparype. Pexomenmayercs
JienaTh KpaTKUe 3amucu. Bpems Ha MOATrOTOBKY K 3a4eTy MO HOpMaTHBaM COCTaBJIsieT HE MeHee 4
4acoB.

4.5. IlpumepHast TeMaTHKa KYpCOBBIX padoT
BrimonHeHne KypcoBbIX padoT HE MPETyCMOTPEHO YUESOHBIM TNIAHOM

V. VUEBHO-METOJINYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE
JTUCIUATITAHBI

1. Omudep B.I'. Komnbrotepusie cetu. [IpuHIUIBI, TEXHOIOTHH, TPOTOKOIBI [ Tekcr] : yueb.
nocodue /i1 CTyA. By30B, 00y4. 1o Hanpasi. "MHpopMaTrka 1 BEIUKCI. TEXHUKA" U TIO CHIEl.
"Bpruncn. MalnHbl, KOMILUIEKCHI, CACTEMBI U ceTh", "ABTOMATU3UP. MAILIUHBI, KOMIUIEKCHI,
cuctemsl U cetn", "[Iporpam. obecney. BRIYUCI. TEXHUKH U aBTOMaTuU3up. cucrem" / B. T
Omudep, H. A. Onmudep. - 5-e uzn. - M. ; CII6. : ITutep, 2016. - 991 c. ; 23 cm. - (YueObHUK 1715
BY30B). - YKka3.: ¢. 963-991. - ISBN 978-5-496-01967-5 (15 3k3)

2. Tanen6aym 3. KomnbtotepHsie cetu [Tekct] : HayuHoe uznanue / J. TanenOaym, /1.
Vazepom. - 5-e uzn. - CII6. : [Tutep, 2016. - 955 c. ; 24 cm. - (Knaccuka Computer Science). -
bubnuorp.: c. 935-946. - ISBN 978-5-496-00831-0 (15 »k3)

3.  Awnaponunk A.H. MOHUTOpPHUHT U yIpaBJiIeHHE B KOMITBIOTEPHBIX CETAX : yued. mocobue / A.
H. Augponuuk. - Upkyrck: U3a-so UT'Y, 2013. - 107 c. - ISBN 978-5-9624-0790-6 (30 3x3.)

4. AradonoB A.B. TexHonorun MmexxceTeBoro skpanupoBanus [Tekct] : [yueb. mocodue] / A.
B. Aradonos, A. H. Aaaponuuk, FO. /. Koponwskos ; UpkyTckuii roc. yH-T, UH-T MaTeMaTHKH,
9KkoHOM. U uH(popM. - UpkyTtck : M3a-Bo UT'Y, 2013. - 107 c. : ui. ; 25 cm. - bubnuorp.: ¢. 101. -
ISBN 978-5-9624-0796-8 (30 3k3.)

5. IHanerun B. ®. 3amura koMnbpioTepHoi nHGopManuu. IPPeKTUBHBIE METOIBI U CPE/ICTBA



[Tekcer] : yue6. mocodbue / B. @. lllanprun. - M. : JIMK Ilpecc, 2010. - 542 c. ; 24 cm. -
bubmuorp.: c. 524-529. - Tlpeam. ykas.: ¢. 530-542. - ISBN 978-5-94074-518-1(25 »k3.)

6. Konnos, A. JI. BeruucnurenbHble CETH U KOMIUIEKCHI [ DNEKTPOHHBIN pecypc]| : METO.
ykazaHus k 1a6. padoram. Y. 2 / A. JI. Konnos, 1O. A. Ymaxkos. - Opeabypr : OI'Y, 2012. - 65 c.
- Pexxum ngoctyna: OBC "Pykont". - Heorpanuu. foctym.

0) 6a3bl JAHHBIX, HHPOPMANMOHHO-CIPABOYHbIE U MOUCKOBBIE CHCTEMBbI

1. ITouckossie cuctemsl Google, Yandex.

2. DIEKTPOHHBIE PECYpPChl JOCTYIHBIE [0 JIOTHHY M MapoJIio, IpeaocTaBiseMble HaydHoi
ouobanorexkon UI'Y.

VI. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJIMHBI

6.1. YueOHo-1a00paTOpHOE 000pPy/I0BaHKE:

Komnsrorepnast nadoparopusi (ayautopusi 325), OCHallleHHAs BBIYMCIUTEIBHON TEXHUKOM,
criermanbHbiM 110 1 cBOOOAHBIM TOCTYIIOM B ceTh Internet. Bectpoennsie ceresbie kapThl Ethernet
Ha KaXXJIOM KOMIIBIOTEPE M BCTPOEHHBIE MM JUCKpeTHble ceTeBble KapThl 802.11. Ilatukopnsl.
HeynpaBnsiemble KOoMMyTaToOpbl. YIpaBisgemMble KOMMYyTatopel. Touku poctyma 802.11.
becnipoBogubie  mapupytusatopel  802.11. MexcereBbie skpanbl. |P — kameprl. CereBoe
(haitmoxpaHuIUIIE.

6.2. IlporpammMHoOe obecrnieyeHue:
CB00OIHO pacIpocTpaHsieMoe mporpaMMmHoe obecrieueHue cereBoir cuuddep “WireShark”.
Komannnas ctpoka ucnonszyemoit OC. bpaysep.

6.3. Texunuyeckue M 3JIeKTPOHHbIE CPEACTBA:
MynabTUMEIUHHBIA TPOEKTOP, FKpaH (110 HEOOXOJUMOCTH), MEJIOBasl WJIM MapKepHas J0CKa.
B xommnbroTepHoii naboparopuu Tpedyercs noctyn k cetu Internet.

VIl. OBPA3OBATEJIbHBIE TEXHOJIOI' U1
Ha nexnusx wucronb3yloTcs aKTHBHBbIE METOJbl OOy4eHMsI (KOMITBIOTEPHBIX CHUMYJISIHM,
pa3z0op KOHKPETHBIX cutyaruii). JlabopaTopHbie pabOTHI MPOBOIATCS ¢ UcHoib3oBaHueM [I19BM c
MOCTEAYIONIEH 3aUTOM.

VIiIl. OHEHOYHBIE MATEPHUAJIBI VIS TEKYHIEI'O KOHTPOJIA "
MPOMEXYTOYHOM ATTECTALIUU

Texkymmii KOHTPOJb peanu3yercs B BHJIE YCTHOI'O TEKYLIEro KOHTPOJS JJs JIOMycKa K
MIPOBEJICHUIO JTA0OPATOPHBIX paOOT M WX 3aIIUT Ha JTA0OPATOPHBIX 3aHATHAX. TeKyIIUH KOHTPOJb
HanpasJeH Ha BbIsBiIeHUe cpopmupoBanHocTH komnerenuit OIIK-2 u OIIK-4.2.

Jlnst peanu3aliiil TEKYMIETO KOHTPOJIS HCIIONB3YyeTCs OauIbHO-PEUTHHIOBasi CUCTEMa
OLICHKH, IPUHSTAsl B YHUBEPCUTETE.

VYcBoeHHe CTylIeHTOM OakaiaaBpoM H3y4yaeMOM JUCIHMIUIMHBI MAaKCHUMaJbHO OIICHMBAETCA
100 Oammamu. MakcuMaabHOE KOJMYECTBO OauioB 3a TEKYyHIyl0 paboTy B ceMecTpe
orpannumuBaerca /0-t0 OayiamMu, Ha OIEHKY MPOMEXKYTOYHOTO KOHTPOJIS 3HAHWM B BUJIE TECTa
MakcuManbHO TpenycMoTpeHo 30 GamnoB. BosmoxkHbl «mpemuanbsHbiey Oamasl (ot 0 mo 10),
KOTOpBIE MOTYT OBITh J0OaBJICHBI OaKaiaBpy 3a aKTUBHBIE (OPMBI pabOTHI, BBICOKOE KAa4E€CTBO
BBINOJIHEHHBIX PadoT U T. 1.



3a mocemieHre 0HOTO BHaa 3aHaTus gaetcs 0.5 6ayna (42 3ansatus no 2 vaca (JI+JIp) * 0.5
6amr = 21 Gamr). MakcuMallbHOE KOJMYECTBO Oa/IoOB 3a BBINOJIHEHHE J1a00paTOpHBIX PaboT ¢
MOCIeAyIoMIeH 3aiuToi cocraiseT 49 Gamnos.

Matepuanbl A0 NPOBedeHUs] TEeKYLIero M MNPOMeKYTOYHOr0 KOHTPOJSI 3HaHMIi
CTYAEHTOB:
Ne Bua koHTpoJs KonTpoaupyembie KonTpoaupyembie
TeMbl (pa3aesibl) KOMIIeTeHI um/
HHIUKATOPBI
1 2 3 4
1 VY CTHBIN TEKYIINUH KOHTPOJIb T1-T5 OIIK-2/ OIIK2.1
OIIK-4.2/ OI1K4.2.3
2 Texymnii KOHTPOJIb: 3amura | T2-T5 OIIK-2/ OIIK2.1
71a00paTOPHBIX PaboT OIIK-4.2/ OI1K4.2.3
3 [IpomexxyTounblii  KoHTponb 3HaHuid | T1-TS OIIK-2/ OIIK2.1
(TecT) OIIK-4.2/ OI1K4.2.3

IIpumep yCTHOro TEKYyIIEr0 KOHTPOJIA: MPUMEPHBIM MEepeyeHb BOMPOCOB MJsl JIOMycKa K

BBINOJIHEHUIO 0J10Ka 1abopaTtopHbIX padoT “becnpoBoausie cetu 802.117:
o dusnueckas u Jjoruueckas Tomnojoruu cereit 802.11.

Mertoap! peanuzanuu “n3deranus kommsuii” B ceTsax 802.11.
[Ipobnema ckpoiToii cranuuu cereit 802.11.
[Tone3nas mpomyckHast cnocoOHOCTh ceTeit 802.11.
[TocnenoBarenbHOCTH bapkepa.
Kitaccer IPv4 agpecos.
Texnonorus MIMO
MesxxcumBoIbHas HHTEPhEPEHIINS.
Pacimpenue criekTpa npsiMoi OCIe10BaTEIbHOCTHIO.
Ucnonws3zoBanue macok B 1Pv4 agpecanun.

Texkymuii KOHTPOJb: 3alIUTa JA0OPATOPHBIX PpadoT. J[7Isg 3alMTHl BBIMOJIHEHHBIX
1a00paTOPHBIX pabOT HEOOXOIUMO OOPMHUTH OTYETHI B DJIEKTPOHHOM WM OyMakHOM Buje. s
paboT C peaNbHBIMHU CETEBBIMU YCTPOUCTBAMU B OTUYETE JOJKHBI IPUCYTCTBOBATD:

e HOMEp U HAUMEHOBAaHUE 3aJaHUS.

e OJIOK-CXeMbl COOpaHHBIX 10 3aJaHUSIM KOH(UTYpaIuii ceT U ceTeBOro 000pyA0BaHUS.

¢ CKPHUHIIOTHI BBIIMOJTHCHHBIX IJIA CETEBBIX YCTpOﬁCTB HAaCTPOCK.

e pe3ynbTaThl pabOThl PING C yKa3aHHBIMH CETEBBIMU WHTepdelicaMu WM Jpyrue
pe3yJIbTaThl, HEOOXOIUMBIE 110 3a/IaHUSIM PaOOTHI.

Jiist paboT ¢ ceTeBbIMH cHU(GEpaMu B OTYETE JOIDKHBI TPUCYTCTBOBATD:

e HOMEp ¥ HAUMEHOBAHHE 3aJ[aHUSI.

® CKPHHIIOTHI HAa0Opa 3aXBAaYCHHBIX MAKETOB WJIM OJHOTO Pa3BEPHYTOrO IMaKeTa IS €ro
aHaJIM3a 10 COOTBETCTBYIOLIEMY 3a/IaHUIO

¢ JPYyruc CKpUHIIOTHI U ONMMUCAHU B CIIy4ac HCOGXOI[I/IMOCTI/I 110 3a1aHUIO.

JlaboparopHble pabOTHI COAEpkKAT Pa3TUIHOE KOJIMYECTBO 3aJaHUN Pa3IMYHON CIIOKHOCTH, H,
CJIeIOBATENIbHO, OIICHUBAIOTCS B Pa3INYHOE KOJIUYECTBO OAIOB.

[TapaMeTpbl OIICHOYHOTO CPEJCTBA ISl 3AIIUTHI JJA0OPATOPHBIX paboOT

Kpurepuu Orenka / % ot MmakcuMyMma 3a paboTy B Oaax

OLIEHKU OTnnaHO ‘ Xopouio ‘ Y IOBJIETB. ‘ Heynosi.




70-100 % 40-60 % 10-30 % 0%

B nientom otuer Otuet He
odopmIIeH o opMIIEH.
KOPPEKTHO,
CHCIIaHbI Otuet oopmiieH co
Ot4er odopmiieH (op
BBIBOJIbI, HO 3HAYUTEIIHHBIMU
MOJTHOCTBIO.
UMEIOTCS 3aMeYaHUAMH,
Nwmerores
HE3HAUUTEIIbHbIC BBIBOJIbI HE TIOJTHBIE,
3aMedaHus 10
[TomHOCTBIO U HE/IOCTaTKU. MIPH 3aIIUTE CTYACHT
oopmienuto,
KOPPEKTHO [Tpu 3ammre C TPYJIOM
oopmieH oTyer, | CTyeHT BRIBOIBT CAICIIANbL dopmynupyeT cBou
P ’ M HE TOJHOCTHIO. PMYTHPY
CJICJIaHBbI MOKa3bIBAET MBICITH, HE
[Ipu 3amure -
Beinonaenue BBIBOJIBI. [Ipu MOHUMaHKE CYIRIICHISE HPUBOJIUT IIPUMEPBI,
3aJJaHuN 3alMTe TIOKAa3aHo | MaTepuana, Y HE JTacT OTBETA Ha
[MOBEPXHOCTHBI,
BCECTOPOHHEE U | IPUBOJIUT JIOTIOJTHUTEIIbHBIC
COJIeprKaT OLIUOKH,
riry0OKOe 3HaHHWE | PUMEPHI, HO BOIIPOCHI
[IPUMEPHI HE
MaTepuaa. UCTIBITHIBACT
MIPUBOSTCH,
3aTpyAHCHUS C
OTBETHI HA
BBIBOJIAMH,
JOTIOJTHUTEIIbHBIC
OJTHAKO
BOIIPOCHI HE
JIOCTATOYHO
YBEPEHHBIE.
MIOJTHO OTBEYAET
Ha
JIOTIOJTHUTEIIHHBIC
BOTIPOCHI.

TecToBble 3aJaHus 1J1s1 IPOBepKHU chopMupoBanHocTH KomneTeHunu OIIK-2

1. I[.]'IH JOrn4ecKoi CTPYKTYpHU3allUH CETH UCHTOJIB3YHIOTCA KOMMYHUKAIIUOHHBIE yCTpOﬁCTBa.

mooOw>

MocTsl.
Konuenrparopsl.
KommyTartopsl.
MapiipyTu3aropsl.
[ToBTOpUTENH.

2. BriGepuTe Bce MpaBUJIbHBIE YTBEPIKAEHHs 0 padoTe HEYNpPaBJsieMOro MPpo3pavyHoOro MocTa.

A

COow

MocT HEBUIUM I APYTUX CETEBBIX YCTPOHCTB U €ro paboTa HUKAK HE CKa3bIBACTCS HA UX
(YHKIMOHHUPOBAHHH.

[TopTsl MocTa umetot pazusie MAC anpeca.

Hcrione3yroT A7s JOKanu3auy Tpaguka CeTeBbIE apeca KOMITBIOTEPOB.

AnpecHas TabnuIa co31aeTcst MPO3pavyHbIM MOCTOM IIYyTEM ITAaCCUBHOTO HAOIIOIEHUS 32
TpaUKOM.

Tabnuia npoaBrXeHus/HUIBTPaLluK MOCTa CTPOUTCs Ha ocHoBaHNH MAC-anpecoB
MCTOYHHKA.

3. K kakuM HeraTHBHBIM NOCJIeCTBUSAM NPUBOIUT HAJIMYHE NeTe]b B CeTH, IOCTPOEHHOI Ha
KOMMYTaTOpax, padoTaluX B COOTBETCTBUH C AJITOPUTMOM NPO3PAYHOro MocTa?

COw>

Kanpst moryT ny0aupoBaThCsl.

Kagpsl MOryT 3a1IMKJINBATHCS.

Tabnuia npoABMKEHUSI MOXKET MOCTOSIHHO TIEPeCTPauBaThCs.

Bonpiias yacTh mpomyCcKHON CITOCOOHOCTH BCEH CETH MOKET 3aTpauynuBaThCs Ha
o0CITyKUBaHUE TETIH.




4. Kakoii mopT Ha3bIBaeTCs HA3HAYEHHBIM B aJITOPUTMe NMOKPbIBalouiero aepesa STA?
A. HNmerommii MUHUMAIbHOE PACCTOSHHUE O KOPHEBOTO KOMMYTAaTOpa CPEIH BCEX MOPTOB,
KOTOPBIE MOJIKIIIOYCHBI K JAHHOMY CETMEHTY CETH.
B. NwMeromuit MUHIMAaLHOE PACCTOSIHUE 10 KOPHEBOTO KOMMYTATOpa CPeIu BCeX MOPTOB
JTAHHOTO KOMMYTaTOpa.

5. Ykaxurte npaBujibHbIe yTBep:KaeHusi 0 Texnosoruu VLAN.
A. VLAN Bceraa cTposiTcsi IO IPU3HAKY MPOCTPAHCTBEHHOTO pa3ieieHus 001acTeil ceTH.
B. B VLAN-ax noaHoCThIO H30aUpyeTcs Tpadhuk Ha KaHAJTLHOM YPOBHE.
C. VLAN o0ecrnieyuBaoT BO3MOKHOCTb KOHTPOJISI ITMPOKOBEIIATEIBHBIX COOOIICHUH.

6. Kakum 00pa3oM MOKHO 00beJUHUTH HECKOJIbKO BUPTYAJIbHBIX JIOKAJIbHBIX CceTel B
eJIUHYIO CeTh?

A. Tlpunucatp UX K OJHOMY ¥ TOMY K€ TPAaHKY (arperupoBaHHOMY KaHaly).

B. Cnenarp kakoi-1100 KOHEUHBIHN y3ell WIeHOM 00benuHseMbIx ceTeil VLAN.

C. OO0benuHUTH HECKOJIBKO VLAN ¢ MOMOIIBI0 MapuipyTU3aTopa.

7. 1Pv4 angpec 128.12.74.241 oTHOCHTCA K ciaeayomemy kiaaccy |P agpecos.

A
B.
C.
D.
E.

mooOw>

8. lIpeacrasaen caenywimii IPv4 agpec 162.243.78.194/27. Bnuuiure B 0KHO ajapec y3Ja B
caenywomeM popmare: x.y.z.K. Pa3nesuren OKTeTOB — TOUKH, MOCJIe MOCJIETHETO OKTETA
TOYKA He CTABUTCSH, 3aNIMCh BeJeTcst 0e3 npodesos. IlpumMep KOppeKTHOM 3anKCH 0TBETA:
0.11.222.3

oteet: 0.0.0.2

9. /li1s1 yMeHbIIEHHUS KOJMYECTBA 3anuceil B TadIMUIax MapmpyTHu3anuu (00beAnHeHHe CTPOK
€ OIMHAKOBBIMH MpeduKcaMu), IOCTPOEHHBIX Ha OcCHOBaHUH |PV4 anpecoB npuMeHSI0T:
A. BeckiaccoByio mexxnomennyto mapipyrtusaiuio (CIDR - Classless Inter Domain Routing ).
B. Tpancnsmuro cerebix aapecoB (NAT - Network Address Translation).
C. Tlporokon mapmpytroii uadopmarnuu (RIP - Routing Information Protocol).
D. Anroputm BbIOOpa nepBoro kparvaiiiero mytu (OSPF — open shortest path first).

10. BoiOepute Bce koppeKkTHbIe (popMmbl 3anucu IPV6 aapeca
2001:0000:0db8:0000:0000:0000:07a0:765d.

A. 2001:0:db8:0:0:0:7a0:765d
B. 2001::db8::7a0:765d
C. 2001:0:db8::7a0:765d
D. 2001:0:db8::7a:765d

11. BBeguTe 0AHUM YHCJI0M MAKCHUMAJIbHOE KOJUYECTBO Y3JI0B B CeTH ¢ MaCKOil MOACeTH
255.255,255.252
OTBET: 2

12. Haznauenne cayxx0s1 DHCP:
A. ABTOMaTHuecKoE MoyYeHne KIMeHTaMu cBeeHni o HacTpoiikax TCP/IP.



B. ABTromaTHueckoe pa3pelieHHe UMEH.
C. Amromarmdeckoe mpeoOpa3oBaHHE CUMBOJILHOTO UMeHHMs B [P-anpec.

D. Arromartuueckoe npeoOpa3oBanue joruueckoro aapeca (IP) B pusnueckuii anpec (MAC)

TecToBble 3a7aHNs 1/ NPoBepKH copMupoBaHHOCTH KoMneTeHunn OITK-4.2
1. Kakasi Tomosiorusi pusnuecKuX cBsizeil MpeacTaB/ieHa HA PUCYHKe.

ITonHOCBSI3HAS TOIIOJIOTHS

SldencTast TOOIOTHS

KompueBas Tomonorus
3Be3moo0pasHas TOMOIOTHS

OO0mias muHa

Hepapxuueckas 3Be3/1a (J1epeBO 3BE31)
CMenranHas TOIIOJIOTHS

GMMOO WP

2. Ynopsinouute ypoBHu Mojaeu OS] oT caM0oro HU3KOro K CaMoMy BBICOKOMY.
TpancnopTHBII

CeaHCOBEIN

dusnueckuid

[IpuknagHon

CereBoit

Kananpaprin

[IpencraBuTenbHbIM

OMMOO WP

3. JTa XapaKkTepHUCTHKA MOKA3bIBAeT MAKCUMAJIbHO BO3MOKHYIO CKOPOCTDH NMepeaaqyn
JAHHBIX, KOTOPAasi MOKeT ObITh JOCTUTHYTA HA JIMHUM CBSI3M:

[Tonoca npormyckaHus

[IpormyckHas cnocoOHOCTH

MrHOBEHHasI CKOPOCTh TIepeIadr JAHHBIX

Crioco6 (pu3nIecKoro KoJIupoBaHHS

[ToMex0ycTOHYUBOCTD JINHUH CBSI3H

AUX u ®UX nuHUM CBS3U

Yucio ypoBHEH KOJUPOBAHUS B TIEpEIaBa€MOM CUTHAJIE

OMMOO P>

4. Ha pucyHke npeacraBJieH criocod (pu3n4ecKoro KOAUpPoOBaHMS:

A. Manuectepckuii kof (o crangapty 802.3)
B. bunonspusiii NRZ

C. bunonspusrii NRZI

D. bunonsipHblil UMITyIbCHBIN KOJT



E. Bunonspusiit kog AMI
F. Kommposanue MLT-3
G. INorenumansuerii kog 2B/1Q

5. BoiOepute npaBuJibHble yTBepaxaenusa o MAC anpece.

Hcnonp3yercs Uit nACHTUDUKALMY CETEBBIX HHTEPQEICOB Y3II0B CETH.
MoxeT onpeaessTh rpyniy HHTep(eicoB CeTH.

[Tpumep MAC anpeca: OxFF-FF-FF-FF-FF-FF

[Ipumep MAC anpeca: 255.255.255.255

[Tpumep MAC anpeca: Ox FF:FF:FF.FF.FF:FF:FF.FF

SBnsiercs nepapXxuuecKUM TUIIOM aJpeca.

SBnsieTcs MIOCKUM THIIOM aJpeca.

GMMOO P>

6. Ha pucynke npeacraJiieH ciocod Gpu3n4eckoro KOAMpOBaHUSA:

0o 1 ©o 1 1 1 1 o Oof o0 oL o 1f 1 o0 1 0 1 o0 0 1

Manuectepckuii kof (o crangapty 802.3)
bunonspusiit NRZ

bunonspusiiit NRZI

bunossspHbI UMITYJIBCHBIN KOJ
bunonsapusiii kog AMI

Koauposanue MLT-3

IMorenumansHbIi Kox 2B/1Q

GMMOO WP

7. Ynopsinounte cocra moJjeii B kagpe Ethernet DIX ¢ mepBoro nepecobijiaeMoro B JIMHHIO
CBA3MH.

Destination Address, DA

Frame check sequence, FCS

Data, D

Source Address, SA

Type, T

mooOw>

8. Ha xakoM MeTO/1e OCHOBAH OCHOBHOI1 c1T0OCO0 KOPpPeKUMHU OIIHOOK B IPOBOJAHBIX CETAX
nepeaaym JaHHbIX?

A. KBuruposanus.

B. Hcnonb30BaHus cCaMOCUHXPOHU3UPYIOLIUXCS KOJIOB.

C. MaxkcuMH3anuy OTHOUICHUSI MOITHOCTH CUTHAJIA K MOLTHOCTH MTOMEX.

9. YeM 00bsICHSIETCH, YTO MUHUMAJIBHBIH pa3Mep noJisi AaHHbIX kaapa Ethernet BoiOpan
paBHbIM 46 0aiiT?

A. Jlns npenoTBpalieHyss MOHOIIOJIBHOTO 3aXBaTa Cpebl y3JI0M.

B. i ycToH4MBOrO pacno3HaBaHUs KOJUTU3HM.

C. Jlns cokpaiieHns: HakjIaJHbIX PacXo0/I0B.

10. BoiOepuTte MeTO1 paclIdpeHHsI CIEKTPA CKAYK000pa3HOi MepecTPOoiiKoil 4acTOTHhI
A. FHSS
B. DSSS



C. CCK
D. OFDM
E. PBCC

11. Kox bapkepa o0sanaer cjiefy0IiMM YHHKAJIBHBIM CBOHCTBOM, NO3BOJISIIOIIEM
HCII0JIb30BATH €ro VISl epeJayvn JaAHHbIX B CJI0KHOM ITOMeX0BOii 00CTaHOBKE.

A. CaMoCHHXpOHHU3ALUS

B. Astokoppensanus

C. Illlymonomo0HOCTH

D. bosnpmias mupuHa cuekTpa

12. BoiGepuTe npaBuJibHbIE YTBEP:KIeHHs 0 padore cereid WiFi.
A. Pexum padoter WiFi cereit PCF (Point Coordination Function) npenna3sHadeH s
nepeiaun aCHHXPOHHOTO TpaduKa.
B. Kanp MAC-nnogypoBHsl cOAepKUT 4 1OJIs1 aJIpecoB.
C. KoukypentHoe okHo CW UCIOB3yeTCs )11 YMEHBIICHHS BEPOSITHOCTH BO3HUKHOBEHUS
KOJUTU3HH.

13. Pazouenne cetu 123.45.67.64/27 na 4 noaceTn 0JMHAKOBOI0 pa3Mepa MOKHO OCYIIIeCTBUTH
C NOMOIILI0 MACKMH:

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

GMMOO P>

14. TlycTh BaM HHY€ro HEM3BECTHO 0 CTPYKTYpe ceTH, HO BbI3HaeTe DNS-umena HekoTopbIx
y3i0B: wl.mgu.ru, wo.mgu.ru u w3.dept.ru.Uto Bbl MOkKeTe CKA3aTh 0 TOM, HACKOJIbKO
0JIN3KO TEPPUTOPHATBHO HAXOASITCSI OHM OTHOCHUTEJIBLHO APYT aApyra?

A. V¥Y3en wl.mgu.ru pacnionoxeH ommke Kk wo.mgu.ru, ueM kK w3.dept.ru.

B. V3en wl.mgu.ru pacrionoxen ommke kK w3.dept.ru, uem kK wb6.mgu.ru.

C. Huuero omnpeneneHHOrO.

15. IPv4 anpec 65.255.255.255 o603Hauaer:

Heomnpenenennsiit aapec (aapec Mumr03a mo yMoJI4aHHUIo).
OrpaHuYeHHBIN MUPOKOBEIIATENBHBINA apec.

Howmep y3ma 0.255.255.255 B cetn 65.0.0.0 xmacca A
Loopback anpec.

3ape3epBUPOBAaHHBIN JIJIsI HCIIOJIB30BAHUS B OyAyIIEM ajipec

moow>

16. Ha pucynke npejacrapJ/jieHa ¢popmMaiu3oBaHHasi mo aaroputmy STA ceTb B Buje rpada,
BepPIIMHAMH KOTOPOTO IBJISIIOTCA KOMMYTATOPBI U cerMeHThI ceTu. Llndpol psigom ¢
cerMeHTamu ceteil — MeTpuku. KopHeBoit kommyTaTop naHHoii cetu — K3. Onpeaennre Tun
nopTa i koMmmyTaTopa Ne6, onpeneIeHHbIN M0 AJTOPUTMY NOKPBHIBAIOIIETO iepeBa.



A. 3ab10KMpOBaHHBINA NOPT.
B. Hasnauennslii nopr.
C. Kopneoii nopTt.

17. Jlois1 kaKoii 1esIu UCnosb3yeTcsl AIrOPUTM NMOKPbIBaoIero aepesa STA?
A. Jlns aBTOMAaTUYECKOro MOCTPOEHUS CBSI3HOM TONOJIOTUU 0€3 MeTeb.
B. Jlns 3amuTsl MOCTOB OT IIMPOKOBEINATEILHOTO HITOPMA.
C. Jlns aBTOMAaTHYECKOTO TIepexo/ia Ha pe3epBHBIC CBS3U IPU OTKA3€ y3JIOB HII OCHOBHBIX
JIMHUU CBSA3U CETH.

18. 1ot pexum padorsl cereii 802.11 no3BoJIsieT OPraHN30BaTh MOCTOBYIO CBSI3b MEXKIY
TOYKAMH J0CTYIA.

Ad-hoc.

Infrastructure (AP).

WDS.

Repeater.

AP as client.

mooOw>»

19. BoiGepuTe Bce NpaBUJIbHbIE YTBepP:KAeHUs PO TexHoaoruio 802.11n.

A. Jlnst nocTrKeHUsI BRICOKUX CKOpOCTel oTHOocHTeNbHO ceTeit 802.11Qg B TexHONMOTHHI
MPUMEHSIOTCST CTPOEHHBIE KaHanbl (BMecTo nosnockl 20 MI'tt — monoca 60 MI'm).

B. B 802.11n Bo3MOXHO yMEHbBIIIEHUE MEKCUMBOJIBHOTO HHTEepBaia B OFDM B 2 paza
oTHocutenbHO ceteit 802.11g.

C. Jlns moBbIIICHHUS CKOPOCTH Tepeadn nmpuMensiercs texuoorus Multiple Input Multiple
Output.

D. Jlns moBeIIeHHsI CKOPOCTH Tiepenaun mpumensiercs texHosorus Single Input Single Output.

20. Ha pucynke u3oopaxen kommyTaTop swl u mosropuresn (hub) k koTopomy
noaAkI04YeHbl XocThl E u F. Tadmuna kommyTannu SW1 nmoka He coaep:kut 3anucei. Y3ea F
nepeaaeT KaJap AaHHbIX y3ay B, y3ea B — y3ay C, a y3ea E — y3ay F. [Iocsie nepenay 1aHHbIX
coo0meHnii B Ta0uIe KOMMYTaluu SW1 MOSIBJSIIOTCS 3aNIMCH:



MAC(F) — mopt Ne5

(B)
2 MAC(C) — mopt Ne3

|B] (A)
LY % MAC(E) — nopt Ne5
MAC(B) — mopt Ne2
3 1

MAC(F) — mopt Ne5

Y 4 5 MAC(E) — mopt Ne5
(5] T e

MAC(B) — mopt Ne2
MAC(F) — mopt Ne5

q MAC(C) — mopt Ne3
(D)

MAC(B) — mopt Ne2
MAC(F) — mopt Ne5

21. MexaHu3M, MO3BOJIAIOLIHI 0TOOPAaKATh HECKOJIBbKO He3aperucTpupoBaHHbIx 1Pv4
ajpecoB B eIMHCTBEHHBIIi 3aperucTpupoBannblii IP-anpec, ncnoJib3ys pa3inyHbie NOPTHI,
Ha3bIBaeTCs

A. Crarnueckuit NAT

B. Jlunamuueckuit NAT

C. Ileperpyxennbriit NAT

22. YTUJIUTA HCHOJIb3yeMasi 1JIsl MPOCMOTPA U M3MeHeHH sl TA0JIMIl COOTBETCTBHUS (PU3HYECKHUX
u IP-anpecos:

ping

tracert

arp

rarp

nslookup

mooOw>

23. Komanna ping ¢ ykazanasiMu napamerpamu (ping 192.168.0.1 —| 1000 —f —t),
BBINOJIHEHHAS] HA KOMIIbIOTEPE, MOAKJIIYeHHOM K ceTn Fast Ethernet na agpec 192.168.0.1,
CYLIECTBYIOIIHUIA B IAHHOH CeTH, MPUBEIET K MOJTYyYeHHIO:
A. ugetpipex 5x0-oTBeTOB. Reply from 192.168.0.1: bytes=1000 time<lms TTL=64
B. uerbipex 3x0-otBeroB: Reply from 192.168.0.1: bytes=64 time<lms TTL=1000
C. OeckoHeYHOro MHOXKECTBaA 5X0-0TBeTOB: Reply from 192.168.0.1: bytes=1000 time<1ms
TTL=64
D. 6eckoHeuHoro MHOXecTBa 3X0-0TBeTOB: Reply from 192.168.0.1: bytes=64 time<1lms
TTL=1000
E. Oeckoneunoro MHOXecTBa 3X0-0TBeTOB. Packet needs to be fragmented but DF set.

24. Kakue u3 nNpuBeJeHHBIX aJJpecoB MOIyT ObITh HCIOJb30BaHbl B KauecTBe IPV4 anpecos
ceTeBoro uHrepdeiica 1 y3jios Uarepuera?

223.13.123.245

225.0.0.105

194.87.45.0

10.24.255.252

125.24.255.255

157.213.255.305

nmoow>



25. BoiOepuTe Bce NpaBUJIbHbIE YTBeP:KIeHUA 00 H30bITOYHOM JIOTHYECKOM KOJIHPOBAHUU
(nanpumep 4B/5B).

A
B.
C.

IIpuMenseTcs nis yJIydileHHs IOTEHIHAIBHBIX KOJIOB.

[IpumensieTcs uisl ynydIIeHUsI UMITYJIbCHBIX KOJIOB.

HIupuHa criekTpa pe3yabTUPYIOLIETO CUTHAIA IPU OJJHOM M TOW K€ OMTOBOW CKOPOCTH
YMEHBILAETCSI.

HlupuHa criekTpa pe3yabTUPYIOLIETO CUTHAA IPU OJJHOM M TOM e OMTOBOW CKOPOCTH HE
U3MEHSETCH.

HIupuHa criekTpa pe3yabTUPYIOLIETO CUTHAIA IPU OJJHOM M TOM K€ OMTOBOW CKOPOCTH
YBEJIMYUBACTCS.

26. IIporokoJ 3T0:

A

B.

C.

HepapXU4eCKy OPraHU30BaHHBIN HA00p (HOpMaAIN30BaHHBIX PABUII, JOCTATOUHBIN IS
OpraHU3alK B3aUMOJICHCTBHS Y3JI0B B CETH

(opmann3oBaHHbIE MTPABHJIIA, OTIPEACISIONINE TOCIEA0BATEILHOCT B (hOpMaT COOOILIEHHIH,
KOTOpPBIMH OOMEHMBAIOTCS CETEBBIE MOJIYJIH, JIeXKAIllMe Ha COCEAHUX YPOBHSIX OJITHOTO y3Ja
(opmann3oBaHHbIE MTPABHJIIA, OTIPEACISIOIINE TOCIEA0BATENILHOCT B (hOpMaT COOOILICHHIH,
KOTOpPBIMH OOMEHMBAIOTCSI CETEBBIE MOJIYJIH, JISKAIME Ha OJHOM YPOBHE, HO B PA3JIUUHBIX
y311ax

27. CiocoOHOCTD K JIETKOMY J00aBJIE€HHUIO Y3J10B U KAHAJIOB CBSI3U B KOMIILIOTEPHbIE CETH
NPU HeYXYy/AIIeHHH UX TPOU3BOANTEIbHOCTH HA3bIBAETCH. ..

29.K

aJICKBaTHOCTHIO
HaAEXHOCTBIO
THOKOCTBIO

3¢ PEeKTUBHOCTHIO
OTKPBITOCTBIO
MacHITabupyeMOCThIO

aKasi 3a/1a4a U3 NepeyucIeHHbIX pemaercsa Ha 3-M ypoBHe OSI-monenn?

Mopynsuus curaana
CikaTHe JaHHBIX
VYnpaBneHue KaHaJIoM
Monynsauus
KonunpoBanue naHHbIX
IudpoBanre qaHHBIX
Mapmpytuzanus

aK Ha3bIBaeTCs MPOTOKOJbHBbIH 010K JaHHBIX (PDU), nepenaBaeMblii HA KAHAJIbHOM

ypoBHe?

mTMoOw»

Kanp

ITaker

BuTOBEIN TOTOK
CermeHr
Hevitarpamma
CooO1ieHue



30. Kakue npoToKo0Jibl OTHOCATCS K NPOTOKO0JAM TPAHCIIOPTHOI'O YPOBHs?

FTP
PPP
HTTP
UDP
RIP
OSPF
1P
TCP

IOTmMOOm>

I[Ipome:xxyTounass arrecrauusi B (opMme 3adera HampaBlIeHA Ha  MPOBEPKY
chopmupoBannoctr komnereHnmii OIIK-2 u OIIK-4.2. B TeueHune cemecTpa 3a BBINOJHECHUE
3aJaHUil TEKYIIEro KOHTPOJS CTYISHTYy HA4YUCIIOTCA Oa/ulbl M B KOHIE CeMecTpa Oasuibl
CYMMUpYETCS JJIsl BBIYMCIICHUS PEUTHUHTA CTYICHTA.

CryneHT noImyckaercsi K MpOMEKYTOUYHOW aTTEeCTAallMH, €Cld ero pedTuHr cocramiser 30
6amioB u Oonee. CrysaeHTam, uyeil peHTHHr cocTaBisieT oT 60 OayuloB BKIIOYMTENBHO, 3a4eT
MPOCTABISICTCS ~ aBTOMAaTH4YeCKH. JlaHHBIH  pe3ynpTar  TOKa3biBaeT  CHOPMHPOBAHHOCTH
komnereHiuii OIIK-2 u OIIK-4.2. Crynentam, yeil pedtunr coctasiser ot 30 mo 59 Gamios,
Ha3HAYAETCs] KOMIIBIOTEPHOE TECTUPOBAHKE IO BCEMY KYpCY.

HapaMCTpBI OICHOYHOI'0 CPCACTBA JIS BBIIOJHCHHA UTOIOBOI'0 TCCTOBOT'O 3aaHHA

[Ipenen NIUTENBHOCTH KOHTPOJIS 90-120 mun
KonunuectBo 3amanunii 40-60
ITocnenoBaTrenbHOCTh BEIOOPKHU .
cilyJaifHas
BOIIPOCOB

Kputepuu oueHku B Oamiax:

18 — 30 casuioB

(% TpaBHIbHBIX 0TBETOB * 0.3) 60% — 100% mpaBUIBHBIX OTBETOB

0 GamoB 0% — 59% mpaBUIBHBIX OTBETOB

[To pe3ynapTaraM HTOTOBOTO TECTOBOTO 3aJaHHUsA K PEUTHHTY CTyAeHTa J00aBiIseTcCs
HaOpaHHOE KOJIMYECTBO OAJIOB, U, B CIIy4ae, €CIH 00U pEHTHHT CTaHOBUTCS OOJIbIlE UIIH PABEH
60, mpocTaBiseTcs 3a4er.

Pa3zpadorumnk:

JIOIICHT CemenoB A.JL

IIporpamma cocraBnena B cooTBeTcTBUM ¢ TpeboBanusiMu  PI'OC BO u yuurtbiBaer
pexomenaanuu [TIOOIT no Hampasienuto u npodmro noaroroku 10.03.01 UndopmannonHas
0€30MacCHOCTD.

[Tporpamma paccmoTpeHa Ha 3aceannuu Kadeapsl paquoQU3NKA U PaJAH0dICKTPOHUKH
«20» mapra 2020 1.

[porokon Ne 8 M.0.3aB. kadenpoii ,’ Konecnuk C.H.

Hacmoswas npocpamma, He modcem Ovlmb 60CHpouzsedeHa Hu 6 Kakou gopme Oe3

npeosapumenbH020 NUCbMEHHO20 paspeuleHus Kagheopvi-paspadbomyuxa npozpammol.
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